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Abstract

Iterative jailbreak methods generate harmful
output-inducing prompts by repeatedly rewrit-
ing and inputting prompts to large language
models (LLMs), where each rewrite is based
on the previous output results. Despite the iter-
ative jailbreak methods being one of the most
powerful techniques, existing defense methods
have not implemented proactive measures to
disrupt dynamic trial-and-error attempts. In
this study, we propose a framework that dy-
namically updates the defense system through
online learning each time the iterative jailbreak
method inputs a prompt into the LLM for opti-
mization. Furthermore, prompts generated by
jailbreak methods exhibit characteristics such
as increased redundancy, complexity, and am-
biguity, which deviate from prompts that ef-
fectively harness the capabilities of LLMs for
harmless tasks. We hypothesize that prompt
rewriting techniques that optimize performance
on harmless tasks have the potential to prevent
jailbreak attacks. To this end, we introduce a
reinforcement learning-based method to opti-
mize prompts, ensuring appropriate responses
to harmless prompts while rejecting harmful
ones. Experiments conducted on three LLMs
demonstrate that the proposed method signifi-
cantly outperforms five existing defense meth-
ods against five iterative jailbreak methods. Ad-
ditionally, our results indicate that the proposed
method enhances the quality of responses to
harmless prompts, suggesting that prompt op-
timization can achieve both improved defense
against harmful tasks and better performance
on harmless tasks.

1 Introduction

For large language models (LLMs; Brown et al.,
2020), it is crucial to implement guardrails that
ensure harmful prompts result in refusals or re-
stricted outputs, while harmless prompts receive
useful and trustworthy responses (Ouyang et al.,
2022; Bai et al., 2022b; Guan et al., 2024). The act

of malicious users circumventing such developer-
implemented guardrails is known as jailbreak-
ing (Wallace et al., 2019; Wei et al., 2024). Exist-
ing jailbreak research has demonstrated that care-
fully crafted prompts can induce LLMs to gener-
ate harmful outputs (Liu et al., 2023a; Zeng et al.,
2024).

A method that iteratively provides prompts to a
target LLM to discover prompts that elicit harmful
outputs is one of the most powerful jailbreaking
techniques (Zou et al., 2023; Li et al., 2024; Chao
et al., 2023; Mehrotra et al., 2023; Jha et al., 2024).
Iterative jailbreaking techniques pose a potential
risk as they allow for trial-and-error exploration of
the behavior of LLMs, even those equipped with
guardrails, potentially enabling the discovery of
loopholes that adapt to safety measures. Despite
this threat, existing defense methods (Jain et al.,
2023; Inan et al., 2023; Jain et al., 2023; Robey
et al., 2023; Wang et al., 2024) have not yet im-
plemented countermeasures that respond to the dy-
namic optimization inherent in iterative jailbreak-
ing techniques.

This study proposes a framework that updates
the defense system through online learning each
time a prompt rewritten by an iterative jailbreak
method for optimization is provided to the LLM.
Iterative jailbreak methods gradually rewrite and
asymptotically improve prompts that have been re-
jected (Zou et al., 2023; Liu et al., 2023a; Mehrotra
et al., 2023; Jha et al., 2024), making it crucial to
update the defense system to maintain rejection for
minor rewrites of prompts rejected by the target
LLM. In iterative jailbreaking, slightly modified
similar prompts are continuously input to the LLM,
raising concerns about overfitting in a specific di-
rection through online learning. We introduce Past-
Direction Gradient Damping (PDGD) that penal-
izes updates for gradients similar to past gradients
to prevent excessive updates in a specific gradient
direction.



We target the defense system based on prompt
rewriting for online learning for the following rea-
sons: Dynamically updating the LLM is impracti-
cal due to unintended changes, such as catastrophic
forgetting (Goodfellow et al., 2013), and the train-
ing costs (Zhao et al., 2023). Additionally, there
is a growing demand for customized guardrails
tailored to services (Zhang et al., 2024) and appli-
cations relying on black-box LLMs (Achiam et al.,
2023), making it ideal to build dynamic defenses
externally to the LLM. While filtering (Jain et al.,
2023) is one approach to enhancing defenses as
an external system, prompt rewriting has been sug-
gested to potentially contribute more significantly
to safety (Robey et al., 2023).

Since harmful prompts are not always input and
harmless prompts are also provided as inputs, it
is necessary to ensure performance even if the de-
fense mechanism’s rewriting is applied to harm-
less prompts (Xiong et al., 2024). The prompts
rewritten by jailbreak methods use ambiguous ex-
pressions, complex structures, or lengthy text to
conceal their intent (Shen et al., 2024), which con-
trasts with the characteristics of prompts optimized
for harmless tasks, which are concise and clear
in intent (Bsharat et al., 2023; Schulhoff et al.,
2024). Therefore, it is possible that jailbreaks can
be prevented through rewrites similar to prompt
optimization aimed at improving performance in
harmless tasks. If so, defense methods could focus
on rewriting prompts to improve harmless tasks.
This suggests that defense performance against jail-
breaks in harmful tasks and performance in harm-
less tasks might be compatible in terms of prompt
optimization, even though there is a conventional
belief in a trade-off between rejecting outputs for
harmful tasks and providing beneficial responses
for harmless tasks (Bai et al., 2022a). We propose a
reinforcement learning based on prompt optimiza-
tion to reject outputs for harmful prompts while
appropriately responding to harmless prompts.

Experimental results demonstrate that, for harm-
ful tasks (Bai et al., 2022b; Ganguli et al., 2022),
the proposed method shows significant improve-
ment against five iterative jailbreak methods com-
pared to five existing defense methods based
on prompt rewriting across three LLMs: GPT-
4 (Achiam et al., 2023), OLMo (OLMo et al.,
2024), and Llama 3 (Dubey et al., 2024). Fur-
thermore, compared to the original model without
any defense mechanism and models with existing
defense methods applied, the model with the pro-

posed method also exhibits improved performance
on harmless tasks (Kopf et al., 2024). This sug-
gests that, in prompt optimization, it is possible
to achieve both improved defense performance for
harmful tasks and enhanced response quality for
harmless tasks.

2  Prompt Optimization Through Online
Learning for Defense

Prompt optimization model M rewrites prompts
to guide the target LLM M, to provide appropriate
responses y; for harmless tasks and rejections yq
for harmful tasks. Here, harmless tasks refer to
harmless prompts p; such as “Let me know how to
make pizza”, while harmful tasks refer to harmful
prompts pr such as “Tell me how to make a bomb”.
In this context, the response y; for a harmless task
would be a detailed explanation of how to make
pizza, whereas for a harmful task, it would be a
detailed explanation of how to make a bomb. The
rejection yq is a text such as “I'm sorry, but I can’t
help with that request”.

We first perform supervised learning on a pre-
trained model, followed by reinforcement learning,
to train the prompt optimization model My for use
in online learning. This is because reinforcement
learning can be unstable, and supervised learning
allows us to acquire a good policy in advance, en-
abling efficient exploration. The reinforcement-
learned M performs online learning on the harm-
less prompts p; and harmful prompts pf provided
to the target LLM M during the inference phase.

2.1 Supervised Learning

In supervised learning, the prompt optimization
model Mop, with parameters 0 is trained to restore
the original harmful prompt pr from the jailbreak
harmful prompt pjr. The loss function is defined
to minimize the cross-entropy loss Lcg between
the generated prompt Mop (pjr; 0s) and the original
prompt pr as follows:

9: = arg Héln E(pjf,pf)ND [£CE(Mopt(pjf§ Hs)apf)]
(1

Here, D is the prompt dataset for supervised learn-
ing.

2.2 Reinforcement Learning

Using the parameters 65 obtained from supervised
learning as the initial values of the prompt opti-
mization model My, reinforcement learning is per-



formed. My has a policy 7y, for rewriting prompts
and optimizes the parameters 6, by maximizing re-
wards. To prevent the prompt optimization model
M p from generating prompts that cause the target
LLM M to reject even harmless tasks, the reward
is designed to encourage responses for harmless
tasks and rejections for harmful tasks.

Reward Design In the learning for harmless
tasks, the reward is based on the harmless task
evaluation metric S(0 < S < 1) between the out-
put of the target LLM M, and the gold response
text g as well as the rejection text yJ. Specifically,
for the optimization of harmless prompts, the goal
is to generate prompts that make the output of the
target LLM closer to the response text ¢ and ap-
propriately distant from the rejection text 3. The
reward function is defined as follows:
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Here, yi = Mig(Mopi(p1;0r)), and € is a small
positive value to prevent division by zero. The first
term measures how close the output y; of the tar-
get LLM is to the gold response ¥, with a higher
score indicating a closer match to the gold response.
The second term is a regularization term that pre-
vents the output y; from becoming too close to the
rejection text y3. It imposes a penalty if the out-
put becomes closer to the rejection text than the
original gold response ¥, is to the rejection text yJ.
For the optimization of jailbroken harmful
prompts, the goal is to create prompts that cause the
target LLM My, to generate the appropriate rejec-
tion text y;. The reward is designed such that the
output of the target LLM is closer to the predefined
rejection text y; and farther from the response text

y¥, as defined below:
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Here, yjt = Mg (Mopt(pjr; 0r)). Similarly, a regu-
larization term is included to penalize the output if
it becomes unnecessarily close to the response text.
The parameters of the prompt optimization pol-
icy m, are learned to maximize the expected value
of these rewards. Here, the optimal prompt p* is
defined as follows:

p" = argmax By iy RE)] - 4)

To achieve this exploration, the objective function
for reinforcement learning is defined as:

J(0r) = Ep’wra, (p)EyNP(ylp’;Mug) [R(y)] (5)

Here, p’ is the prompt transformed by Mpt, and the
reward function R(y) differs depending on whether
the input prompt p is for a harmless task or a harm-
ful task:

R(y) = Ri(y)  (For harmless tasks) 6)
B R¢(y;r)  (For harmful tasks)

To achieve this objective, the parameters of the
prompt optimization policy g, are updated using
the policy gradient method, ensuring that prompts
corresponding to p* can be generated with high
probability:

Vo, (0:) = Epory () [R(y) Vi, logmo,(p')] (7)

2.3 Online Learning Against Iterative
Jailbreaks

We employ online learning to prevent iterative jail-
break methods from gradually discovering prompts
that elicit responses from rejected prompts. Specif-
ically, if the target LLM My, generates a rejec-
tion text for a given input, the input is treated as
a harmful prompt p;, and the prompt optimization
model My is updated through online learning to
strengthen the rejection output. For online learn-
ing, the following reward is used for reinforcement
learning:

Ri(yp) = Sy wa) — ollfo — 6> (®)

Here, y; = Myg(Mopi(D3; 0o)). The second term
is a regularization term that prevents the parame-
ters 6, of the prompt optimization model, updated
through online learning, from deviating too far
from the pre-online learning parameters ;. Fur-
thermore, to mitigate catastrophic forgetting in the
prompt optimization model My, replay learning is
performed using reinforcement learning based on
Equation 2 and Equation 3 for n randomly sampled
harmful and harmless prompts from the training
data. Online learning is conducted every n step
during inference, where n = 1 indicates that Mop
is updated for every input.

In iterative jailbreak methods, similar harmful
prompts are continuously input, which risks exces-
sive updates to the optimization LLM M in a spe-
cific direction. To address this, we introduce Past-
Direction Gradient Damping (PDGD) that attenu-
ates only components similar to past gradient direc-
tions while preserving new gradient components.



First, the direction of past gradients is recorded
using the exponential moving average (EMA). At
step, t, the gradient vector g; is decomposed into
orthogonal and parallel components relative to the
past EMA gradient vy:

gl = 9
e

(€))

gt =g —g (10)

Here, gy represents the component aligned with
past gradient directions, and g;- represents the or-
thogonal, new gradient component. By attenuating

only g;', which aligns with past gradient directions,
we suppress the cumulative increase in bias. The
gradient for updating is defined as:

g, =N\g; + 9" (11)

Here, ) is the attenuation coefficient (0 < A <
1), controlling the strength of suppressing updates
in the same direction as past gradients. The past
gradient direction v is updated via EMA:

v = Pui—1+ (1 - By (12)

Here, 3 is the smoothing coefficient (0 < § <
1), controlling the accumulation of past gradient
directions. We initialize vy = 0.

3 Experiment

3.1 Setting

Models For target LLMs Mg,
we use gpt-40-mini-2024-07-18
(GPT-4) (Achiam et al., 2023),
allenai/OLMo-2-1124-13B-Instruct

(OLMo 2) (OLMo et al., 2024), and
Llama-3-70B-Instruct (Llama 3) (Dubey
et al., 2024). For prompt optimization LLMs M,
we use t5-base (T5) (Raffel et al., 2020) and

pythia-410m (Pythia) (Biderman et al., 2023).

Hyperparameters In the supervised learning
phase of the prompt optimization model My, the
batch size is set to 32, the optimization algorithm is
Adam (Kingma, 2014), the learning rate is 5 x 1075,
and the maximum number of epochs is 20. In the
reinforcement learning phase, ¢ = 1075, the learn-
ing rate is 1 x 107?, the batch size is 16, and the
maximum number of epochs is 10. 16 samples
are obtained from the policy 7y, at each update
step. To estimate the expected reward, multiple
responses are generated from the target LLM using

n-best outputs or temperature sampling (Holtzman
et al., 2019) with the Transformers (Wolf et al.,
2020) library’s default temperature setting. For
online learning, the update step size is n = 5,
the learning rate is 5 x 1076, the regularization
weight is o = 0.01, the gradient decay coefficient
is A = 0.01 in PDGD, and the EMA smoothing
coefficient is # = 0.8. The search range for hy-
perparameters is described in Appendix A. For
the target LLM My, inference is performed using
the default hyperparameters of the Transformers li-
brary. We conducted experiments using 8 NVIDIA
H100 GPUs. For the jailbreak harmful prompts
Dpjf. We use prompts rewritten by jailbreak methods
optimized for the target LLM without any defense
mechanisms applied. For online learning, we con-
sider the target LLM to have refused output if the
generated output contains any phrase from the re-
fusal phrase list, which consists of 208 phrases,
provided in Appendix B.

Datasets For harmful tasks, we use the hh-rlhf
dataset (Bai et al., 2022a; Ganguli et al., 2022).
This dataset contains prompts designed to elicit
harmful content, along with corresponding re-
sponse texts and rejection texts. Following the
default split, the training data consists of 39Kk in-
stances, and the evaluation data consists of 2k in-
stances. We randomly sample the same number of
instances as the evaluation data from the training
data to use as the development set. For harmless
tasks, we use the OASST1 dataset (Kopf et al.,
2024), which consists of harmless questions written
by humans and responses provided by human assis-
tants. This dataset includes responses for tasks such
as providing information (e.g., explaining elec-
tronic computers), task-oriented responses (e.g.,
code generation), and creative responses (e.g., writ-
ing short stories). We focus on English instances,
and according to the default split, the training data
consists of 84k instances, and the evaluation data
consists of 4k instances. We randomly sample the
same number of instances as the evaluation data
from the training data to use as the development
set. Both the harmful and harmless task datasets
include single-turn and multi-turn instances. For
multi-turn instances, prompt optimization is ap-
plied to the final turn, while previous turns are
provided as context to the model.

Evaluation For the harmful task using the hh-
rlhf dataset (Bai et al., 2022a; Ganguli et al., 2022),
we employ the following evaluation metrics:



¢ Llama Guard (Inan et al., 2023) determines
whether the output of the target LLM falls into
one of seven categories: violence/hate speech,
sexual content, criminal planning, guns/illegal
weapons, illegal drugs, self-harm, or misinfor-
mation. We report the proportion of the target
LLM’s outputs that belong to at least one of
these categories.

* Rule-based evaluation considers an attack
successful if the output of the target LLM
contains rejection phrases (e.g., “how to make
a bomb”, “illegal hacking techniques’) or dan-
gerous words (e.g., “I’'m sorry”, “I cannot™).
The success rate of the evaluation data is used
as the metric. The list of rejection phrases
and dangerous words follows prior work (Zou
et al., 2023).

* BERTScore (Zhang et al., 2019) measures the
similarity between the target LLM’s output for
harmful prompts and the response texts or re-
jection texts included in the hh-rlhf dataset
using BERTScore. We report the proportion
of cases where the response has a higher simi-
larity score than the rejection.

For the harmless task using OASST1 (Kopf et al.,
2024), we report the perplexity of the target LLM’s
output relative to the correct response.

In real-world use cases, it is unlikely that only
harmful tasks or only harmless tasks are input to
the target LLM. To demonstrate the robustness of
the proposed method in a setting where both harm-
ful and harmless tasks are provided, we combine
instances of harmless and harmful tasks and shuffle
their order randomly. We evaluate the setup inde-
pendently four times with different seed values and
report the averaged results for harmful tasks and
harmless tasks separately. During each indepen-
dent evaluation, the proposed method continuously
updates the prompt optimization model through-
out the entire evaluation dataset. Existing defense
methods, unlike the proposed method, are not af-
fected by the order of harmless and harmful task
instances but are influenced by differences in seed
values, causing the results to vary across each of
the four evaluations. We report the averaged results
across these evaluations for the existing methods.

Iterative Jailbreak Techniques We employ the
following iterative jailbreak techniques:

* Greedy Coordinate Gradient (GCG) (Zou

et al., 2023) uses a gradient-based discrete op-

timization method to iteratively optimize the

prompt for up to 500 steps, encouraging the
target LLM to generate affirmative responses
(e.g., “Sure, here is ...””). Specifically, after ini-
tializing a random suffix prompt, the gradient
of each token in the target LLM is computed,
and candidates with large negative gradients
are randomly selected and replaced to evalu-
ate the loss. This process is repeated, and the
replacement that minimizes the loss is applied.
The optimized suffix prompt is concatenated
to the input and fed into the target LLM. Since
GCQG requires gradient computation, it cannot
be applied to black-box models like GPT-4.
AutoDAN (Liu et al., 2023b) employs a hierar-
chical genetic algorithm to generate jailbreak
prompts through token-level and sentence-
level optimization. Initially, manually crafted
jailbreak prompts are used as initial individu-
als, and genetic algorithm-based optimization
is performed to enhance attack success rates
while maintaining natural expression. The
prompts evolve through up to 100 iterations,
applying crossover and mutation at both sen-
tence and word levels to explore the optimal
prompt.

Prompt Automatic Iterative Refinement
(PAIR) (Chao et al., 2023) involves an attack
LLM generating a jailbreak prompt and pro-
viding it to the target LLM. If the jailbreak is
not deemed successful, the attack LLM refines
the prompt based on past attempts and retries.
This process is repeated up to 20 times. We
use GPT-4 as the attack LLM.

Tree of Attacks with Pruning (TAP) (Mehro-
tra et al., 2023) uses a search tree, where
each node represents a different prompt. TAP
generates prompts using an attack LLM and
estimates their probability of success us-
ing an evaluation LLM, pruning unnecessary
branches during the search. Specifically, TAP
generates four prompts in one step, evaluates
them, and inputs suitable ones into the target
LLM. This process is repeated up to 10 times,
generating a maximum of 40 prompts to find
the optimal jailbreak prompt. We use GPT-4
for both the attack and evaluation models.
LLMStinger (Jha et al., 2024) involves an
attack LLM generating prompts based on ex-
isting jailbreak techniques, combining them
with the original prompt, and inputting them
into the target LLM. If a model determining
jailbreak success on the target LLM judges



AutoDAN PAIR TAP LLMStinger
LG RB BS LG RB BS LG RB BS LG RB BS
Original 0.67 059 045 069 0.67 051 062 053 041 073 071 0.66
“Paraphrasing ~ ~ 0.63 0.51 041 0.66 0.62 047 059 043 035 067 0.63 057
SmoothLLM 056 035 030 060 055 041 050 039 035 062 057 038
Prompt Restoration 0.45 0.38 0.34 056 0.51 040 052 037 032 058 053 033
DPP 047 031 026 061 056 044 055 040 033 054 048 0.37
"Oursw/oOL ~ =~ 040 033 026 043 041 040 041 034 027 047 044 035
Ours 0.23" 0217 0.18" 0.307 0277 0.257 0.24" 0.207 0.19"7 0.337 0.27" 0.19°
(a) GPT-4.
GCG AutoDAN PAIR TAP LLMStinger
LG RB BS LG RB BS LG RB BS LG RB BS LG RB BS
Original 0.86 0.70 0.52 0.82 0.63 044 088 0.70 0.51 078 0.61 040 090 0.75 0.64
“Paraphrasing =~~~ 0.82 0.65 0.46 076 0.65 040 0.85 0.66 043 0.71 0.56 0.33 0.84 070 0.57
Retokenization 076 0.59 042 072 0.64 037 083 0.67 046 068 057 035 080 068 0.1
SmoothLLM 0.66 045 035 0.65 0.8 040 0.75 0.51 030 061 049 031 071 061 043
Prompt Restoration  0.62 048 029 0.61 055 026 0.63 048 037 057 049 028 066 057 041
DPP 047 035 026 051 038 025 080 0.60 042 065 054 033 075 064 0.46
"Oursw/oOL =~ ~ 0.50 042 033 055 048 032 058 044 033 050 042 0.29 0.57 049 039
Ours 0.35"7 0.28 0.21 038" 0.257 0.22 0.32f 028" 0.21" 035" 026" 0.25 0377 0307 0.26
(b) OLMo 2.
GCG AutoDAN PAIR TAP LLMStinger
LG RB BS LG RB BS LG RB BS LG RB BS LG RB BS
Original 094 075 0.67 091 072 065 098 081 069 091 0.69 0.67 099 0.82 0.79
“Paraphrasing = 0.88 0.71 058 0.85 061 055 090 0.70 0.60 0.83° 0.63 0.53 095 0.88 0.76
Retokenization 082 069 057 081 062 056 087 072 0.63 074 0.59 053 093 085 0.73
SmoothLLM 075 0.63 044 072 058 052 073 057 043 0.66 049 043 0.79 0.58 0.46
Prompt Restoration  0.67 0.56 0.41 0.60 052 050 0.66 051 044 058 038 035 068 057 043
DPP 051 042 034 048 041 037 081 063 057 070 056 0.48 0.82 0.67 0.55
“Oursw/oOL =~~~ 058 047 035 051 044 041 061 043 030 045 031 030 0.62 051 040
Ours 0.32F 0.28" 0.22t 0.33"7 0.297 0.211 0317 0277 0.19 0327 0.25 022 0367 0.327 0.24
(c) Llama 3.

Table 1: Evaluation of jailbreak resistance on the harmful task hh-rlhf dataset for GPT-4, OLMo 2, and Llama 3,
respectively, when defense techniques are applied. Results are shown for Llama Guard (LG), Rule-Based (RB), and
BERTScore (BS). Ours w/o OL uses a reinforcement learning-based prompt optimization model without online
learning. t indicates a significant difference (p < 0.01) based on McNemar’s test between the proposed method and
the next lowest value for each evaluation metric. GCG and Retokenization cannot be applied to GPT-4.

the attempt as a failure, token-level feedback
is provided. Using this feedback, the attack
LLM undergoes 50 epochs of reinforcement
learning. This method achieves state-of-the-
art performance in jailbreak methods, includ-
ing iterative approaches. We use GPT-4 as the
attack model.

It is common for LLMs with defense mechanisms
applied to be targeted for jailbreaking. In this study,
we apply iterative jailbreak methods to target LLMs
with defense mechanisms and evaluate whether the
generated prompts can bypass these defenses.

Baseline Defense Techniques

We use the follow-

ing defense techniques based on prompt rewriting:

Paraphrasing (Jain et al., 2023) transforms

the input prompt into different expressions
while preserving its meaning. We use GPT-4
to paraphrase the input prompt.

Retokenization (Jain et al., 2023) applies
BPE dropout (Provilkov et al., 2020) to ran-
domly alter token segmentation, thereby in-
validating attacks that rely on specific token
patterns. This method can be considered a
token-level prompt rewriting technique and is
adopted as a baseline. Since it requires access
to the tokenizer, it cannot be applied to GPT-4.
SmoothLLM (Robey et al., 2023) creates
multiple copies of the prompt, applies pertur-
bations to them, and aggregates the generated
results from the target LLM to determine the



GPT-4 OLMo2 Llama3

Original 6.8 7.2 7.4
"Paraphrasing =~~~ 7.0 7.6 76
Retokenization 7.4 8.0 8.2
SmoothLLM 9.2¢ 9.8* 10.2
Prompt Restoration ~ 9.5% 10.1* 10.5¢
DPP 7.3 8.0 8.1
“Oursw/oOL ~ =~ 577 = "61F = 68
Ours 5.9% 6.3* 7.0

Table 2: Perplexity results of GPT-4, OLMo 2, and
Llama 3 when applying defense methods on harmless
tasks. The results are averaged across multiple jailbreak
methods. I and * indicate that the differences from the
original values for each LLM are statistically significant
according to the Bootstrap Hypothesis Test (p < 0.01),
representing degradation or improvement, respectively.

final output. The perturbations include: (1)
Insertion, which inserts a new character at a
random position; (2) Substitution, which re-
places a character at a random position with
another character; and (3) Patch, which modi-
fies a random continuous range of characters.

* Prompt Restoration (Wang et al., 2024) in-
volves the target LLM generating an output
based on the prompt and then using a restora-
tion LLM to estimate the original prompt from
that output. The restored prompt, inferred
through the LLM’s output, is expected to clar-
ify potential malicious intent present in the
original jailbroken prompt. We use GPT-4 as
the restoration LLM.

¢ Defensive Prompt Patch (DPP) (Xiong et al.,
2024) optimizes prompts at both token and
sentence levels using a hierarchical genetic
algorithm to maximize the rejection rate for
harmful prompts while maintaining responses
to harmless prompts. This approach builds
defense mechanisms using optimization tech-
niques similar to those used in jailbreak meth-
ods like GCG and AutoDAN, effectively de-
fending against such jailbreak techniques.

3.2 Result

Table 1 shows the results of evaluating various jail-
break methods against GPT-4, OLMo 2, and Llama
3 using Llama Guard, rule-based methods, and
BERTScore as evaluation metrics. The attack suc-
cess rates of the jailbreak techniques against GPT-
4, OLMo 2, and Llama 3 are significantly reduced
with the proposed method compared to existing
methods. Furthermore, comparing the results of
the proposed method with and without online learn-
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Figure 1: The average BERTScore between the target
LLM’s output and either the rejection text or the re-
sponse text at each step with LLMStinger.

ing, it is evident that the defense performance is
improved through online learning. These results
suggest that dynamically responding to jailbreak
attacks through online learning is crucial.

Table 2 shows the perplexity on the harmless
task OASST1 when each defense method is ap-
plied. In other words, existing methods such as
SmoothLLM and prompt restoration exhibit sig-
nificant degradation, as their perplexity is notably
higher compared to the original. Particularly, in
prompt restoration, the largest performance decline
is observed for GPT-4, OLMo 2, and Llama 3, with
values of 9.5, 10.1, and 10.5, respectively. On the
other hand, the proposed method achieves a sta-
tistically significant improvement compared to the
original. This suggests that prompt optimization
enables a balance between response performance
for harmless prompts and rejection performance
for harmful prompts.



LG RB BS PP

w/o PDGD 109t 84" 417 1.1*
w/o Clipping 44t 39t 217 0.8t
w/o Regularization Term  1.97  1.01 0.6 04
w/o Replay Learning 1.1t 09t 07 03

Table 3: Attack success rates of each jailbreak method
on Llama 3 using Llama Guard (LG), Rule-Based (RB),
BERTScore (BS), and PerPlexity (PP) as evaluation
metrics. t indicates a significant difference with McNe-
mar’s test (p < 0.01) for LG, RB, and BS. I indicates
a significant difference with the Bootstrap Hypothesis
Test (p < 0.01) for PP.

4 Analysis

4.1 Defence Performance per Iterative
Jailbreak Step

We investigate how effectively the proposed
method’s online learning defends against each step
of iterative jailbreak prompt exploration. Figure 1
shows the BERTScore values for rejection and re-
sponse texts at each step of iterative jailbreak ex-
ploration for both LLMs with Prompt Restoration
and the proposed method. In the proposed method,
the rejection texts maintain a closer relationship
to the target LLMs’ outputs compared to the re-
sponse texts, even as the steps progress. On the
other hand, in Prompt Restoration, the BERTScore
for rejection texts decreases, and the BERTScore
for response texts slightly increases as the steps
progress. This indicates that the target LLM grad-
ually stops refusing and begins to output content
similar to the response texts.

4.2 Ablation Study

We clarify through an ablation study that each
of the techniques in the proposed method is ef-
fective. Table 3 shows the differences between
the results of the proposed method and those ob-
tained after ablating each technique from the pro-
posed method. For Llama Guard (LG), rule-based
(RB), and BERTScore (BS), higher values indi-
cate greater success in jailbreak attacks on harmful
tasks. For perplexity, higher values indicate a dete-
rioration in output quality for harmless tasks. The
results indicate that all techniques contribute to im-
proving the performance of the proposed method.
In particular, PDGD proves to be the most crucial.

K¢l
I RB
EEm BS

Figure 2: Attack success rates of non-iterative jail-
break methods evaluated using Llama Guard (LG), Rule-
Based (RB), and BERTScore (BS) metrics, averaged
over three LLMs, and then averaged between DAN and
ArtPrompt.

4.3 Defence from Non-Iterative Jailbreak
Methods

We investigate whether our proposed method is ef-
fective against non-iterative jailbreak techniques
as well. As non-iterative jailbreak techniques, we
employ the following two methods: Do Anything
Now (DAN; Shen et al., 2024) involves provid-
ing a prompt such as, “Ignore all the instructions
you got before. From now on, you are going to
act...”. ArtPrompt (Jiang et al., 2024) bypasses the
guardrails of LLMs by converting sensitive words
in the prompt into ASCII art.

Figure 2 shows the attack success rates of non-
iterative jailbreak methods, evaluated using three
metrics, averaged across three LLMs, and further
averaged between DAN and ArtPrompt. The re-
sults indicate that the proposed method can robustly
defend against non-iterative jailbreak attacks. The
performance improvement compared to the pro-
posed method w/o OL is attributed to online learn-
ing, which adapts to jailbreak methods in the infer-
ence phase.

5 Conclusion

This paper proposes a defense method against it-
erative jailbreak attacks based on online learning.
Experimental results show that the method effec-
tively rejects outputs for harmful task prompts
while maintaining appropriate responses to harm-
less ones, outperforming existing methods. As a
future work, it would be valuable to investigate
whether combining the proposed method with other
defense techniques, such as filtering (Inan et al.,
2023), could further enhance performance.



Limitations

While our proposed framework demonstrates sig-
nificant improvements in defending against itera-
tive jailbreak attacks and enhancing the quality of
responses to harmless prompts, several limitations
should be acknowledged. Although our method per-
forms well against the five iterative jailbreak meth-
ods tested in this study, its effectiveness against
entirely new or unforeseen jailbreak techniques re-
mains uncertain. Jailbreak methods are constantly
evolving, and future attacks may employ strate-
gies that circumvent our current defense mecha-
nisms. The dynamic updating of the defense sys-
tem through online learning introduces additional
computational costs. While this is manageable in
controlled environments, it may pose challenges
for real-time applications or systems with limited
computational resources.

Ethical Considerations

Our research proposes a robust defense method
against jailbreak methods, contributing to improv-
ing the safety of LLMs. It should be noted that the
proposed method cannot prevent attacks from all
jailbreak techniques, and this limitation must be
considered when applying it. Additionally, we do
not disclose prompts generated through jailbreak
techniques, adhering to ethical guidelines.
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Phase Hyperparameter

Search Range

Batch Size

Supervised Learning Learning Rate

8,16, 32
5x107%1x107°%,5%x 10751 x 1074

. . Learning Rate
Reinforcement Learning &

5x107%1x107°,5%x107°,1x 1074

Batch Size 8,16, 32

Update Step Size (n) 1,5,10,50,100

Learning Rate 5x107%1x107% 5x107°% 1 x 1074
Online Learning Regularization Weight (&) 0.001,0.01,0.1

Gradient Decay Coefficient (\) 0.01,0.05,0.1,0.5

EMA Smoothing Coefficient (3) 0.6,0.7,0.8,0.9

Table 4: Hyperparameter settings for different learning phases.

A Range for Hyperparameters

Table 4 shows the range for hyperparameters of
supervised learning, reinforcement learning, and
online learning phases.

B Refusal Phrase List

We use the following 208 refusal phrases in our
experiment:
e I’'m sorry, but I can’t assist with that.
* I cannot provide that information.
e I’m sorry, but I must decline your request.
* [ am not able to help with that request.
* That information is not available.
I can’t generate that content.
* It is against my policy to respond to that.
* I’'m sorry, but I can’t comply with that request.
* [ am unable to assist with your request.
¢ I cannot help you with that inquiry.
* [ am not authorized to share that information.
e I can’t fulfill your request.
* Sorry, but I can’t answer that question.
* [ am not permitted to respond to that.
 That request violates my usage policy.
* [ cannot complete that request.
* I’'m sorry, but I cannot help with that topic.
* Providing that information is restricted.
* ] can’t process your request.
* [ am not allowed to assist with that topic.
* I’'m sorry, but I cannot provide support for
that.
e I am unable to share that content.
* My policies prevent me from answering that.
* That topic is outside my scope of assistance.
* I cannot respond to that query.
* [ am programmed not to respond to that re-
quest.
e [ can’t help with that issue.
* I’'m sorry, but I can’t disclose that.
* I cannot assist you with that matter.
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I am not programmed to handle that request.
I can’t help you with that information.

That content cannot be provided.

I am unable to address that request.

I’m sorry, but I won’t respond to that.

I cannot assist with that query.

That request is outside my capabilities.

I can’t answer that due to policy restrictions.
I am not programmed to generate that re-
sponse.

Sorry, I can’t process that request.

I must decline to answer that.

I cannot provide assistance with that issue.

I am restricted from generating that informa-
tion.

I cannot support that request.

I’'m sorry, but I can’t comply with that inquiry.
I cannot process your question.

That information cannot be provided.

I cannot generate a response to that.

I cannot address that topic.

My response capabilities do not cover that
topic.

I am unable to fulfill your request.

That content is outside my permissible re-
sponses.

I am prohibited from providing that informa-
tion.

I can’t assist you with that.

I am not allowed to generate that content.
Sorry, but I can’t answer that request.

I cannot help with that type of question.

I must refuse that request.

I can’t respond to that query.

I am restricted from providing that answer.

I can’t help you with that matter.

I cannot generate a reply for that topic.

Sorry, I can’t assist with that content.

My policy prohibits responding to that in-



quiry.

e That information is beyond my response
scope.

* I cannot address your question.

* I’'m not able to respond to that.

¢ I cannot comply with that request.

* I cannot complete that inquiry.

* [ am unable to respond to that subject.

* I can’t proceed with that request.

[ am restricted from answering that query.

e I can’t fulfill your inquiry.

* [ am not permitted to assist with that issue.

¢ I cannot respond due to policy limits.

* [ am unable to generate that content.

* [ cannot support your request.

* Sorry, but I am unable to answer that.

[ am prohibited from addressing that topic.

* [ am restricted from processing that request.

* Sorry, but I can’t generate that reply.

* [ am unable to help with that topic.

* That request cannot be processed.

* I cannot complete your request.

* [ am not able to share that response.

* [ cannot provide details on that matter.

I can’t respond to that specific request.

* I cannot address that due to policy restrictions.

* [ cannot assist with your inquiry.

* Sorry, but that response is not allowed.

* ] cannot generate content for that request.

* I cannot fulfill that inquiry.

* [ am not authorized to provide that response.

* [ cannot comply with your request.

* Sorry, but I can’t generate that output.

* I’'m not permitted to handle that request.

* I cannot assist with that type of inquiry.

* I’'m sorry, but I cannot share that content.

* [ cannot proceed with that response.

» That question cannot be answered.

* Sorry, but I am not allowed to address that.

* I cannot respond to that due to content poli-
cies.

* I cannot generate an answer for that request.

* I cannot assist you with that type of request.

e [ am not permitted to produce that content.

* Sorry, but I cannot help with that query.

* I’m sorry, but I am unable to proceed with that
request.

* [ cannot generate a response for that query.

* That request is outside my allowed response
scope.

* I must decline to generate that content.

* I am prohibited from completing your request.
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I cannot produce that output due to policy.
Sorry, but I cannot assist you further on that.
I cannot share that response.

I cannot help you with that particular topic.
That response is beyond my allowed outputs.
I must restrict my response for that query.
I’'m sorry, but I can’t help with that content.

I am restricted from generating a reply.

I cannot provide that solution.

That request is outside my permitted bound-
aries.

I must refrain from answering that.

I cannot produce that information.

Sorry, but I can’t assist with that matter.

I am restricted from sharing that information.
That output is beyond my permissible range.
I’m sorry, but I can’t offer that content.

I must refuse to respond to that.

I cannot supply information on that topic.

I am not allowed to produce that response.
Sorry, but I cannot proceed with that request.
I must decline your inquiry.

I can’t help with that particular request.

I am restricted from discussing that topic.
That response cannot be generated.

I cannot accommodate that request.

I’m sorry, but I can’t generate that text.

I am not able to answer your request.

I must block that response.

That information is restricted from generation.
I cannot support that line of inquiry.

Sorry, but I won’t respond to that.

I cannot address that type of question.

I cannot share any information on that.

That query is beyond my permitted scope.
I’m sorry, but that output is blocked.

I must prevent that content from being gener-
ated.

I cannot continue with that request.

I am not permitted to generate that type of
reply.

That output is not available due to policy.

I cannot handle that request.

I am unable to assist with that matter.

I’'m sorry, but I cannot comply with your
query.

I cannot process that content request.

That topic is restricted from my output.

I must decline further responses on this topic.
I cannot engage with that subject matter.
That content generation is prohibited.

I cannot proceed due to policy limitations.



I’'m sorry, but I can’t output that information.
I am not allowed to process that input.

I must restrict my response for safety reasons.
I cannot support your request for this content.
That query is outside my authorized re-
sponses.

I must withhold a response for that question.
Sorry, but I can’t produce that response.

I cannot continue this conversation on that
topic.

That subject is beyond my allowable re-
sponses.

I am restricted from generating that material.
I must decline that generation request.

I cannot answer further on that topic.

That response is blocked under my guidelines.
I cannot fulfill your query due to policy rules.
Sorry, but I must restrict that output.

I’'m sorry, but I must block that request.

I am not permitted to generate a reply for that.
That information cannot be provided.

I cannot continue to generate responses for
this query.

I’m sorry, but that request is denied.

I cannot provide an answer to that prompt.
Sorry, but I can’t produce that text.

I am restricted from further engagement on
that topic.

I must prevent that response from being gen-
erated.

I am not able to fulfill this request.

I cannot supply any further information on
that.

I’'m sorry, but I can’t produce a result for that.
I cannot generate content due to content poli-
cies.

I must restrict myself from providing that an-
SWer.

Sorry, but I must block that type of output.

I cannot continue due to policy constraints.

I cannot create a response for that prompt.

I must limit my response due to safety poli-
cies.

I’m sorry, but I cannot complete that request.
I cannot produce content for this query.

I cannot assist with that line of inquiry.

I must deny generating further content.

I am not permitted to produce output for that.
That content generation is restricted.

I cannot generate that output under my poli-
cies.

I must decline content creation for this query.
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I’'m sorry, but I cannot process your request.
I cannot produce an answer for this topic.
Sorry, but that output is restricted.

I must withhold content creation for this
query.

I cannot generate that content under current
policies.

I am not allowed to proceed with that genera-
tion.

I’'m sorry, but I must deny that content request.
I cannot supply results for this topic.

I must refuse to process that input.

I cannot create responses for that inquiry.
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