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Abstract

This paper studies the challenging black-box ad-
versarial attack that aims to generate adversarial
examples against a black-box model by only us-
ing output feedback of the model to input queries.
Some previous methods improve the query effi-
ciency by incorporating the gradient of a surrogate
white-box model into query-based attacks due to
the adversarial transferability. However, the local-
ized gradient is not informative enough, making
these methods still query-intensive. In this paper,
we propose a Prior-guided Bayesian Optimiza-
tion (P-BO) algorithm that leverages the surrogate
model as a global function prior in black-box ad-
versarial attacks. As the surrogate model contains
rich prior information of the black-box one, P-
BO models the attack objective with a Gaussian
process whose mean function is initialized as the
surrogate model’s loss. Our theoretical analysis
on the regret bound indicates that the performance
of P-BO may be affected by a bad prior. There-
fore, we further propose an adaptive integration
strategy to automatically adjust a coefficient on
the function prior by minimizing the regret bound.
Extensive experiments on image classifiers and
large vision-language models demonstrate the su-
periority of the proposed algorithm in reducing
queries and improving attack success rates com-
pared with the state-of-the-art black-box attacks.
Code is available at https://github.com/
yibo-miao/PBO-Attack.
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1. Introduction
A longstanding problem of deep learning is the vulnerability
to adversarial examples (Szegedy et al., 2014; Goodfellow
et al., 2015), which are generated by imposing small pertur-
bations to natural examples but can mislead the target model.
To identify the weaknesses of deep learning models and eval-
uate their robustness, adversarial attacks are widely studied
to generate the worst-case adversarial examples. Some meth-
ods (Goodfellow et al., 2015; Kurakin et al., 2016; Carlini
& Wagner, 2017) perform gradient-based optimization to
maximize the classification loss, which inevitably requires
access to the model architecture and parameters, known as
white-box attacks. On the other hand, black-box attacks (Pa-
pernot et al., 2017) assume limited knowledge of the target
model, which are more practical in real-world applications.

Tremendous efforts have been made to develop black-box
adversarial attacks (Papernot et al., 2017; Chen et al., 2017;
Brendel et al., 2018; Dong et al., 2018; Ilyas et al., 2018;
Nitin Bhagoji et al., 2018; Tu et al., 2019; Ilyas et al., 2019;
Dong et al., 2022), which can be generally categorized into
transfer-based attacks and query-based attacks. In transfer-
based attacks, adversarial examples generated for a surro-
gate model are probable to fool the target model based on
the adversarial transferability (Papernot et al., 2016; Liu
et al., 2017). Despite the recent improvements (Dong et al.,
2018; 2019; Xie et al., 2019; Lin et al., 2020), the success
rate of transfer-based attacks is still limited for diverse mod-
els. This is attributed to the inherent dependence on the un-
known similarity between the surrogate model and the target
model, lacking an adjustment process. Differently, query-
based attacks generate adversarial examples by leveraging
the query feedback of the black-box model. The most preva-
lent approaches involve estimating the true gradient through
zeroth-order optimization (Chen et al., 2017; Nitin Bhagoji
et al., 2018; Tu et al., 2019; Ilyas et al., 2018). There are also
heuristic algorithms that do not rely on gradient estimation
(Alzantot et al., 2019; Guo et al., 2019a; Al-Dujaili et al.,
2020; Andriushchenko et al., 2020). The main limitation of
these methods is that they inevitably require a tremendous
number of queries to perform a successful attack.

To improve the attack success rate and query efficiency, sev-
eral methods (Cheng et al., 2019; Guo et al., 2019b; Du et al.,
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(a) P-RGF (b) BO (c) P-BO

Figure 1. An illustration of the Prior-guided Random Gradient-Free (P-RGF) (Dong et al., 2022), Bayesian Optimization (BO), and
Prior-guided Bayesian Optimization (P-BO) algorithms. The previous approaches, exemplified by P-RGF, adopt a local gradient of the
surrogate model for gradient estimation. BO typically employs a zero-mean Gaussian process to approximate the unknown objective
function, without leveraging any prior information. Our proposed P-BO algorithm integrates the surrogate model as a function prior into
BO, which can better approximate the objective function and thus improve the query efficiency of black-box adversarial attacks.

2020; Yang et al., 2020; Dong et al., 2022) have been pro-
posed to integrate transfer-based attacks with query-based
attacks to have the best of both worlds. They typically lever-
age the input gradient of a surrogate white-box model as the
transfer-based prior to improve query-based optimization.
However, the surrogate gradient is localized and may not be
informative enough, as illustrated in Fig. 1(a). These pre-
vious methods are unable to sufficiently exploit the global
information of the surrogate model as a function prior in the
entire space. Consequently, they still require hundreds of
queries to successfully attack the target model. Intuitively,
the function prior can provide more abundant information of
the black-box model, thus can further improve the black-box
attack performance if appropriately utilized. Therefore, we
explore how to leverage the global function prior instead
of the local gradient prior for improving the efficiency of
black-box attacks in this paper.

Bayesian Optimization (BO) (Jones et al., 1998) is a classic
black-box optimization approach of finding global optima of
the objective functions, which can seamlessly integrate prior
information over functions. In recent years, several studies
(Zhao et al., 2019; Shukla et al., 2019; Ru et al., 2020) have
applied Bayesian optimization to black-box attacks. These
methods adopt a Bayesian statistical model (e.g., Gaussian
process) to approximate the attack objective and update a
posterior distribution according to which the next point to
query is chosen, as shown in Fig. 1(b). Although these meth-
ods are effective with low query budgets, they usually adopt
a zero-mean Gaussian process, which does not leverage any
prior information, leaving room for improvement.

To address the aforementioned issues and improve black-box
attacks, we propose a Prior-guided Bayesian Optimization
(P-BO) algorithm, which integrates the surrogate model 1

1To avoid ambiguity, in this paper we use the term “surrogate
model” to indicate the white-box model in attacks, rather than the

as a function prior into Bayesian optimization, as shown in
Fig. 1(c). Specifically, P-BO initializes the mean function
of the Gaussian process with the surrogate model’s loss and
updates the posterior distribution given the observed values
of the objective function at the sampled locations. We theo-
retically analyze the regret bound of P-BO, which is closely
related to the optimization error and convergence speed of
the algorithm. Based on the theoretical analysis, we notice
that the straightforward integration of the surrogate model
into the Gaussian process may lead to a worse regret bound.
Therefore, we further propose an adaptive integration strat-
egy, which sets an adjustable coefficient on the surrogate
model controlling the strength of utilizing the function prior.
The optimal value of the coefficient is determined according
to the quality of the prior by minimizing the regret bound.
With this technique, P-BO can largely prevent performance
degradation when the function prior is useless.

We conduct extensive experiments on CIFAR-10 and Ima-
geNet to confirm the superiority of our method. The results
demonstrate that P-BO significantly outperforms the previ-
ous state-of-the-art black-box attacks in terms of the success
rate and query efficiency. For example, P-BO needs less than
20 queries on average to obtain 100% attack success rates on
CIFAR-10, greatly outperforming the existing methods. Fur-
thermore, we conduct experiments on large vision-language
models (VLMs) to validate the effectiveness and practical-
ity of our method for attacking the prevailing multimodal
foundation models.

2. Preliminaries
In this section, we introduce the preliminary knowledge of
black-box attacks and Bayesian optimization. More discus-
sions on related work can be found in Appendix B.

Bayesian statistical model (also called statistical surrogate) in BO.
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2.1. Black-box Adversarial Attacks

Given a natural input xnat ∈ RD and its ground-truth class
c, adversarial attack aims to generate an adversarial example
xadv by solving a constrained optimization problem:

xadv = argmax
x∈A

f(x, c), (1)

where f is an attack objective function on top of the target
model (e.g., cross-entropy loss, CW loss (Carlini & Wagner,
2017)), A = {x|∥x − xnat∥∞ ≤ ϵ} is the allowed space
of adversarial examples and we consider the ℓ∞ norm with
the perturbation budget ϵ in this paper. In the following, we
omit the class c in f for simplicity.

Several white-box attacks (Goodfellow et al., 2015; Kurakin
et al., 2016; Carlini & Wagner, 2017; Madry et al., 2018)
have been proposed to solve problem (1) by gradient-based
optimization. The typical projected gradient descent method
(PGD) (Madry et al., 2018) performs iterative update as

xadv
t+1 = ΠA(x

adv
t + η · sign(∇xf(x

adv
t ))), (2)

where ΠA projects the adversarial example onto the ℓ∞ ball
around xnat with radius ϵ, η is the step size, and sign(·) is
the sign function to normalize the gradient.

On the other hand, black-box attacks assume limited knowl-
edge about the target model, which can be challenging yet
practical in various real-world applications. Black-box at-
tacks can be roughly divided into transfer-based attacks and
query-based attacks. Transfer-based attacks craft adversar-
ial examples for a surrogate model f ′, which are probable
to fool the black-box model f due to the transferability (Pa-
pernot et al., 2016; Liu et al., 2017). Some query-based
attacks estimate the gradient∇xf(x) by zeroth-order opti-
mization methods, when the loss values could be obtained
through model queries. For example, the random gradient-
free (RGF) method (Ghadimi & Lan, 2013; Duchi et al.,
2015; Nesterov & Spokoiny, 2017) estimates the gradient as

∇xf(x) ≈
1

q

q∑
i=1

f(x+ σui)− f(x)

σ
· ui, (3)

where {ui}qi=1 are random directions. Query-based attacks
usually demand hundreds of or thousands of queries to suc-
cessfully generate an adversarial example due to the high-
dimensional search space.

There is also plenty of work (Cheng et al., 2019; Guo et al.,
2019b; Du et al., 2020; Yang et al., 2020; Ma et al., 2020;
Huang & Zhang, 2020; Dong et al., 2022; Yin et al., 2023)
integrating transfer-based attacks with query-based attacks
to achieve high attack success rate and high query efficiency
simultaneously. One straightforward idea is to utilize the
gradient of the surrogate model as a transfer-based prior to
obtain a more accurate gradient estimate (Cheng et al., 2019;

Dong et al., 2022) or restrict the search space spanned by
the surrogate gradient(s) (Guo et al., 2019b; Ma et al., 2020;
Yang et al., 2020). Although these methods are effective in
expediting convergence and reducing the number of queries,
the surrogate gradient is localized and can be misleading,
limiting their effectiveness. Besides, other methods learn
a generalizable model-based prior based on the surrogate
model (Du et al., 2020; Huang & Zhang, 2020; Yin et al.,
2023). But these methods require an additional dataset to
train the attack generator, which is not applicable when the
data is scarce. In this paper, we aim to develop an efficient
and elegant black-box attack to leverage the global function
prior of the surrogate model without additional data.

2.2. Bayesian Optimization

Bayesian Optimization (BO) (Jones et al., 1998) is an effi-
cient method for finding global optima of black-box opti-
mization problems. BO consists of two key components: a
Bayesian statistical model, such as a Gaussian process (GP)
(Rasmussen, 2003), which approximates the unknown ob-
jective function f ; and an acquisition function α(·), which
is maximized to recommend the next query location by bal-
ancing exploitation and exploration with the most promising
expected improvement in function values.

Specifically, assume f a priori follows the Gaussian process
with mean 0 (which is common in previous work (Frazier,
2018)) and kernel function k(·, ·), denoted as f ∼ GP(0, k).
Given the observation data D = {(x1, y1), . . . , (xT , yT )}
where yi = f(xi), the predictive posterior distribution for
f(x) at a test point x, denoted as p(f(x)|x;D), follows a
Gaussian distribution N (µT (x), σ

2
T (x)), where

µT (x) = kT (x)
⊤K−1

T yT , (4)

σ2
T (x) = k(x,x)− kT (x)

⊤K−1
T kT (x), (5)

where kT (x) = [k(x1,x), k(x2,x), . . . , k(xT ,x)]
⊤, KT

is a T × T matrix with its (i, j)-th element being k(xi,xj),
and yT = [y1, . . . , yT ]

⊤.

Based on the posterior distribution, we can construct the ac-
quisition function α(·), such as Expected Improvement (EI)
(Močkus, 1975), Probability of Improvement (PI) (Jones,
2001), Upper-Confidence Bounds (UCB) (Srinivas et al.,
2010), and entropy-based methods (Hernández-Lobato et al.,
2014). In this work, we choose UCB as the acquisition func-
tion to analyze the regret bound, which is expressed as

α(x) = µT (x) + βσT (x), (6)

where the coefficient β balances exploration (i.e., encour-
aging queries in regions with high predictive variance) and
exploitation (i.e., encouraging queries in regions with high
predictive mean). Subsequently, the next point xT+1 is se-
lected by maximizing the acquisition function as xT+1 =
argmaxx∈A α(x) and then used to query the objective f .
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In recent years, several studies have applied BO to black-box
attacks. The pioneering work (Suya et al., 2017) initially ap-
plies BO to attacking spam email classifiers. Subsequently,
Zhao et al. (2019); Shukla et al. (2019); Ru et al. (2020);
Miao et al. (2022) extend the application of BO to attacking
deep models, providing empirical evidence of its effective-
ness. However, to date, there is a notable absence of re-
search integrating prior information into BO for black-box
attacks. Beyond black-box attacks, some methods (Souza
et al., 2021; Hvarfner et al., 2022) try different ways of inte-
grating prior information into BO, but they do not utilize a
deterministic function prior as in our work, and they are not
applied to black-box attacks (see Appendix B for details).

3. Methodology
In this section, we introduce the Prior-guided Bayesian Op-
timization (P-BO) algorithm and the adaptive integration
strategy in Sec. 3.1 and Sec. 3.2, respectively.

3.1. Prior-guided Bayesian Optimization

As discussed above, our main motivation is to improve the
efficiency of black-box attacks by leveraging the global func-
tion prior of a surrogate model. As Bayesian optimization
(BO) enables global optimization of the black-box objective
function by building a probabilistic model, it can seamlessly
integrate prior information over functions. Therefore, we
propose a novel Prior-guided Bayesian Optimization (P-
BO) algorithm for more efficient black-box attacks.

Specifically, we consider optimizing the objective function
f(x) in Eq. (1) for attacking a black-box model. We assume
that we have a surrogate white-box model and can obtain
its objective function f ′ in the same form of f . Due to the
similarity between the surrogate model and the black-box
one, f ′ could exhibit some similarities to f in the function
space. And that is why adversarial examples generated by
optimizing f ′ can have a certain probability to also mislead
f (i.e., adversarial transferability) (Papernot et al., 2017; Liu
et al., 2017; Dong et al., 2018). Therefore, we regard f ′ as a
function prior to optimize the black-box objective f . P-BO
initializes the mean function of the Gaussian process with
the function prior f ′, so f a priori follows f ∼ GP(f ′, k).
Similar to Eq. (4) and Eq. (5), the posterior distribution
p(f(x)|x;D) given the observation data D also follows a
Gaussian distribution N (µT (x), σ

2
T (x)), where

µT (x) = kT (x)
⊤K−1

T (yT − y′
T ) + f ′(x), (7)

σ2
T (x) = k(x,x)− kT (x)

⊤K−1
T kT (x). (8)

where kT (x), KT , yT are the same with those in Eq. (4)
and Eq. (5), and y′

T = [f ′(x1), . . . , f
′(xT )]

⊤.

By comparing Eq. (7)-(8) of P-BO with Eq. (4)-(5) of BO,
we notice that only the mean µT (x) changes after the func-
tion prior is introduced. Hence P-BO can be viewed as first

modeling the residual f − f ′ using its observed values with
a zero-mean Gaussian process GP(0, k), and then adding
f ′ to form the model of f . Intuitively, the approximation
error of f becomes dependent on the magnitude of f − f ′.
When f = f ′, we could extract an accurate estimation of f
without the requirement of observed values since µT = f .
It is reasonable to anticipate that when f ′ is closer to f , the
performance of P-BO will be better.

In the following, we theoretically analyze the regret bound
of our proposed P-BO algorithm. Following Srinivas et al.
(2010), we define the instantaneous regret rt = f(x∗) −
f(xt) at the t-th iteration, where x∗ = argmaxx∈A f(x)
is the global maximum. The cumulative regret RT after
T iterations is RT =

∑T
t=1 rt. In the realm of black-box

optimization, we are typically concerned with the optimiza-
tion error min1≤t≤T rt, which can be upper bounded by
RT

T . Therefore, the convergence rate of the optimization
algorithm is closely related to the regret RT . Below, we
derive the regret bound of P-BO with the statistical model
GP(f ′, k) and the UCB acquisition function. For technical
reasons, we shall consider an observation noiseN (0, σ2) in
the Gaussian process modeling procedure (replacing KT in
Eq. (7)-(8) with KT + σ2I, see e.g. Theorem 3.1 of Kana-
gawa et al. (2018)), but the actual observed value of f is
deterministic and without noise.

Theorem 3.1. (Proof in Appendix A.1) Assume f and f ′

lie in the Reproducing Kernel Hilbert Space (RKHS) corre-
sponding to kernel k, and let ∥ · ∥k denote the RKHS norm.
In Bayesian optimization, suppose we model f by GP(f ′, k)
with observation noise N (0, σ2), and we use the UCB ac-
quisition function defined in Eq. (6) where β = ∥f − f ′∥k.
Then the regret RT satisfies

RT ≤ ∥f − f ′∥k

√
8

log(1 + σ−2)
TγT , (9)

where γT = 1
2 maxx1,...,xT∈A log |I + σ−2KT | in which

KT is the covariance matrix with its (i, j)-th element being
k(xi,xj).

Remark 3.2. Intuitively, incorporating the function prior f ′

into the modeling of f using the Gaussian process GP(f ′, k)
involves substituting ∥f∥k with ∥f − f ′∥k in the upper
bound of the regret RT in BO (Srinivas et al., 2010). Con-
sequently, when f ′ ≈ f , employing the Gaussian process
GP(f ′, k) to model f significantly lowers the regret.

Theorem 3.1 indicates that the regret bound is proportional
to ∥f − f ′∥k. To achieve better performance of using P-
BO, we desire a small value of ∥f − f ′∥k, at least satisfy-
ing ∥f − f ′∥k ≤ ∥f∥k. Although this requirement holds
when f ′ approximates f well, for functions defined in a
high-dimensional space, this requirement is quite strong. In
Appendix C, we provide an example showing that when f
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and f ′ are both random linear functions, ∥f − f ′∥k > ∥f∥k
with high probability. This implies that when the target and
prior functions are not closely aligned, directly modeling f
with GP(f ′, k) could usually degrade the performance of
P-BO compared with the vanilla BO. Therefore, we further
propose an adaptive integration strategy, as detailed next.

3.2. Adaptive Integration Strategy

To address the aforementioned problem, our fundamental
idea is to set a coefficient λ on the function prior and au-
tomatically adjust λ according to the quality of the prior.
We aim to ensure that the performance of P-BO would not
be affected by a useless prior, and to optimize λ to achieve
better performance in the presence of a useful prior.

Based on our theoretical analysis in Theorem 3.1, we em-
ploy a straightforward approach by replacing f ′ with λf ′,
where λ ∈ R can be interpreted as the weight of integrating
the function prior. Therefore, P-BO models the objective
as f ∼ GP(λf ′, k), whose posterior distribution can be
similarly derived. Note that λ = 0 corresponds to the zero-
mean Gaussian process and λ = 1 corresponds to the case
presented in Sec. 3.1. The motivation behind this design is:

argmin
λ

∥f − λf ′∥2k = ∥f∥2k −
⟨f, f ′⟩2k
∥f ′∥2k

≤ ∥f∥2k, (10)

where the minimum is achieved at λ∗ = ⟨f,f ′⟩k
∥f ′∥2

k
, and ⟨·, ·⟩k

denotes the inner product in the RKHS corresponding to the
kernel k. Thus, by selecting an appropriate coefficient λ, we
can ensure that the regret bound in Theorem 3.1 is reduced.

Although the optimal solution λ∗ = ⟨f,f ′⟩k
∥f ′∥2

k
has an analyti-

cal form, the function f is unknown in black-box optimiza-
tion. The inner product and norm of functions in the RKHS
are also difficult to compute accurately. Consequently, cal-
culating the optimal coefficient λ∗ poses a significant chal-
lenge. To address this, we develop a heuristic approximation
method based on the following insightful proposition to es-
timate the norm ∥f − λf ′∥k in the RKHS. This estimate is
then utilized to further determine the optimal coefficient λ
minimizing ∥f − λf ′∥2k.

Proposition 3.3. (Proof in Appendix A.2) Given the function
µT defined in Eq. (4), which is the predictive posterior
mean of the objective function modeled by GP(0, k) given
observation data D, and letH be the RKHS corresponding
to the kernel k, then we have

µT = argmin
h∈H

∥h∥k, s.t. ∀1 ≤ t ≤ T, h(xt) = yt, (11)

and ∥µT ∥2k = y⊤
T K

−1
T yT .

Remark 3.4. µT could be viewed as the “smoothest” (in
the sense of minimizing the RKHS norm) interpolation for

Algorithm 1 Prior-guided Bayesian Optimization (P-BO)
1: Input: Objective function f ; function prior f ′; search space

A; number of queries N ; kernel function k; balancing coeffi-
cient β.

2: Output: Approximate solution x∗ maximizing f .
3: Construct an initial dataset: D ← {(x1, y1), . . . , (xS , yS)};
4: for T = S to N − 1 do
5: Normalize yT , y′

T , and f ′ (see text for details);
6: Solve λ∗ by maximizing log p(D|λ);
7: Compute posterior p(f(x)|x;D) = N (µT (x), σ

2
T (x)) of

GP(λf ′, k), where

µT (x) = kT (x)
⊤K−1

T (yT − λ∗y′
T ) + λ∗f ′(x),

σ2
T (x) = k(x,x)− kT (x)

⊤K−1
T kT (x);

8: Compute acquisition function: α(x) = µT (x) + βσT (x);
9: Obtain the next query point: xT+1 = argmaxx∈A α(x);

10: Query f at xT+1 to obtain yT+1 = f(xT=1);
11: Update the dataset: D ← D ∪ {(xT+1, yT+1)};
12: end for
13: return xN .

the given dataset D. Using its norm to estimate ∥h∥k, it
can be regarded that ∥h∥2k ≈ ∥µT ∥2k = y⊤

T K
−1
T yT . This

estimate might be coarse when the size of D is small since
it is a lower bound, but it is almost the best we can do, since
giving an upper bound of ∥h∥k with the only restriction D
is intuitively infeasible without more assumptions.

To optimize ∥f − λf ′∥2k, whose values at x1, . . . ,xT can
be stacked into the vector yT − λy′

T , we can approximate
∥f − λf ′∥2k using Remark 3.4 with h = f − λf ′:

∥f − λf ′∥2k ≈ (yT − λy′
T )

⊤K−1
T (yT − λy′

T )

= − logN (yT |λy′
T ,KT ) + const (12)

= − log p(D|λ) + const,

where the const term is independent of λ, and log p(D|λ)
represents the log-likelihood of D under the modeling of
GP(λf ′, k). Notably, solving argminλ ∥f − λf ′∥2k can be
approximated as maximizing the log-likelihood, i.e., solv-
ing argmaxλ log p(D|λ). Therefore, for the sake of conve-
nience, in implementation we can treat the integration coef-
ficient λ as a hyperparameter in the Gaussian process model,
and adaptively adjust λ together with other hyperparameters
(e.g., the hyperparameters of the kernel) by maximizing the
log-likelihood of the dataset.

In summary, the algorithm of P-BO is outlined in Alg. 1.
First, we construct an initial dataset D = {(xi, yi)}Si=1 by
randomly sampling xi in the search space A and obtaining
yi = f(xi). At each iteration, we normalize yT , y′

T , and
f ′ to a good and similar numerical range: yT ← yT−µ

σ ,

y′
T ←

y′
T−µ′

σ′ , f ′ ← f ′−µ′

σ′ , where µ and σ represent the
mean and standard deviation of yT , and µ′ and σ′ represent
the mean and standard deviation of y′

T . Subsequently, we
obtain an optimal integration coefficient λ∗ through maxi-
mum likelihood. Following this, we model f by Gaussian
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Table 1. The experimental results of black-box attacks against DenseNet-121, ResNet-50, and SENet-18 under the ℓ∞ norm on CIFAR-10.
We report the attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial
example over successful attacks. We mark the best results in bold.

Method ResNet-50 DenseNet-121 SENet-18
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

NES (Ilyas et al., 2018) 79.9% 353 306 75.5% 358 306 80.2% 335 255
BanditsT (Ilyas et al., 2019) 92.0% 214 130 90.7% 240 158 93.4% 203 128
NATTACK (Li et al., 2019) 94.3% 296 204 93.9% 309 255 94.9% 270 204
SignHunter (Al-Dujaili et al., 2020) 84.4% 267 180 85.5% 258 158 86.1% 251 156
Square (Andriushchenko et al., 2020) 94.2% 206 100 94.3% 216 124 94.9% 197 97
NPAttack (Bai et al., 2023) 98.5% 151 75 96.0% 86 50 95.5% 124 50
RGF (Cheng et al., 2019) 86.9% 232 149 83.1% 254 179 87.6% 223 149
P-RGF (Dong et al., 2022) 98.4% 55 25 95.8% 76 27 98.3% 49 23
BO (Ru et al., 2020) 99.6% 83 44 99.7% 93 51 99.7% 81 41
P-BO (λ = 1, ours) 99.9% 16 11 99.7% 25 11 99.9% 14 11
P-BO (λ∗, ours) 100.0% 15 11 100.0% 19 11 100.0% 14 11

process GP(λ∗f ′, k) and compute the posterior distribution
p(f(x)|x;D). Based on the posterior distribution, we com-
pute the acquisition function α(x) = µT (x)+βσT (x) and
maximize the acquisition function α(x) to obtain the next
query point xT+1. Finally, we query the objective function
f to obtain yT+1 = f(xT+1) and update the dataset D. In
the algorithm, the maximization problems of finding λ∗ and
xT+1 are solved by gradient-based methods (Frazier, 2018).

4. Experiments
In this section, we present the empirical results to demon-
strate the effectiveness of the proposed methods on attacking
black-box models. We perform untargeted attacks under the
ℓ∞ norm on CIFAR-10 (Krizhevsky & Hinton, 2009) and
ImageNet (Russakovsky et al., 2015) for image classifiers,
and MS-COCO (Lin et al., 2014) for large Vision-Language
Models (VLMs). We first specify the experimental setting in
Sec. 4.1. Then we show the results on CIFAR-10 in Sec. 4.2,
ImageNet in Sec. 4.3, and VLMs in Sec. 4.4, respectively.
We also conduct experiments on defense models in Sec. 4.5
and show the performance of adaptive integration strategy
in Sec. 4.6. For further details, including results of targeted
attacks, performance under the ℓ2 norm, comparative anal-
yses across different surrogate models, comparisons with
expanded baseline and more ablation studies, please refer to
Appendix D.

4.1. Experimental Settings

CIFAR-10 (Krizhevsky & Hinton, 2009). We adopt all the
10, 000 test images for evaluations, which are in [0, 1]. We
consider 3 black-box target models: ResNet-50 (He et al.,
2016a), DenseNet-121 (Huang et al., 2017), and SENet-18
(Hu et al., 2018). We adopt a Wide ResNet model (WRN-34-
10) (Zagoruyko & Komodakis, 2016) as the surrogate model.
For BO and P-BO, we set an initial dataset D containing
S = 10 randomly sampled points, and use the Matern-5/2
kernel. The loss function f is the CW loss (Carlini & Wag-
ner, 2017) since it performs better than the cross-entropy

loss on CIFAR-10. Following Ru et al. (2020), we set the
query budget N = 1000. The perturbation size is ϵ = 8

255
under the ℓ∞ norm. As in previous work (Andriushchenko
et al., 2020; Dong et al., 2022), we adopt the attack suc-
cess rate (ASR), the mean and median number of queries of
successful attacks to evaluate the performance.

ImageNet (Russakovsky et al., 2015). We choose 1, 000
images randomly from the ILSVRC 2012 validation set to
perform evaluations. Those images are normalized to [0, 1].
The black-box target models include Inception-v3 (Szegedy
et al., 2016), MobileNet-v2 (Sandler et al., 2018), and ViT-
B/16 (Dosovitskiy et al., 2021). We use the ResNet-152 (He
et al., 2016b) as the surrogate model to provide the prior
information. Similar to CIFAR-10, we set S = 10, N =
1000, and use the Matern-5/2 kernel. The perturbation size
under ℓ∞ norm is ϵ = 8

255 . When employing dimensionality
reduction of the search space, we use 56 × 56 × 3, where
the original dimensionality is 224× 224× 3. The subscript
“D” denotes the methods with dimensionality reduction.

MS-COCO (Lin et al., 2014). We select 120 image-caption
pairs randomly from MS-COCO for the image captioning
task. The images are normalized to [0, 1]. We consider
three black-box VLMs: InstructBLIP (Dai et al., 2023),
mPLUG-Owl (Ye et al., 2023), and VPGTrans (Zhang et al.,
2023). We use MiniGPT-4 (Zhu et al., 2023) as the surrogate
model. The experimental settings are the same as ImageNet
except ϵ = 16

255 . We conduct untargeted attacks on a selected
word or phrase describing the main object of each image-
caption pair, utilizing the prompt, “Write a caption for this
image”. We use log-likelihood between generated caption
and selected word as yt to update the model. A successful
attack is reported if the generated caption does not contain
the specified word or similar words (measured by CLIP-
score (Radford et al., 2021) greater than 0.95).

4.2. Experimental Results on CIFAR-10

We compare P-BO with the fixed function prior λ = 1 and
adaptive coefficient λ∗ with various baselines – NES (Ilyas
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Table 2. The experimental results of black-box attacks against Inception-v3, MobileNet-v2, and ViT-B/16 under the ℓ∞ norm on ImageNet.
We report the attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial
example over successful attacks. We mark the best results in bold. The subscript “D” denotes the methods with dimensionality reduction.

Method Inception-v3 MobileNet-v2 ViT-B/16
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

NES (Ilyas et al., 2018) 53.6% 348 306 61.5% 320 255 41.4% 339 255
BanditsT (Ilyas et al., 2019) 45.8% 300 209 67.4% 262 141 42.3% 303 200
NATTACK (Li et al., 2019) 78.7% 347 255 87.1% 335 255 63.4% 352 306
SignHunter (Al-Dujaili et al., 2020) 80.3% 223 128 81.7% 252 156 73.0% 212 96
Square (Andriushchenko et al., 2020) 76.8% 194 100 97.8% 95 17 71.0% 188 74
NPAttack (Bai et al., 2023) 75.0% 381 300 86.9% 428 400 63.6% 374 300
RGF (Cheng et al., 2019) 54.5% 260 167 65.2% 206 107 44.2% 269 185
P-RGF (Dong et al., 2022) 72.9% 186 99 84.9% 159 71 52.7% 222 129
BO (Ru et al., 2020) 89.2% 169 105 97.8% 133 85 77.5% 219 140
P-BO (λ = 1, ours) 60.8% 186 75 78.7% 136 26 43.9% 223 115
P-BO (λ∗, ours) 91.4% 115 58 98.7% 95 54 83.6% 189 93
BanditsTD (Ilyas et al., 2019) 60.3% 260 142 76.5% 233 110 54.2% 267 148
RGFD (Cheng et al., 2019) 73.6% 205 107 69.8% 181 89 55.8% 232 149
P-RGFD (Dong et al., 2022) 80.1% 194 113 87.5% 162 75 61.3% 236 145
BOD (Ru et al., 2020) 94.1% 104 58 98.2% 102 61 86.7% 170 116
P-BOD (λ = 1, ours) 85.4% 182 90 86.8% 193 56 67.5% 236 240
P-BOD (λ∗, ours) 94.4% 81 45 98.8% 94 60 88.2% 148 81

et al., 2018), BanditsT (Ilyas et al., 2019), NATTACK (Li
et al., 2019), SignHunter (Al-Dujaili et al., 2020), Square
attack (Andriushchenko et al., 2020), NPAttack (Bai et al.,
2023), RGF (Cheng et al., 2019), P-RGF (Dong et al., 2022),
and BO (i.e., GP-BO in Ru et al. (2020)). For all methods,
we restrict the maximum number of queries for each image
as 1, 000. We report a successful attack if a method gener-
ates an adversarial example within 1, 000 queries and the
size of perturbation is smaller than the budget (i.e., ϵ = 8

255 ).

Table 1 shows the results, where we report the attack suc-
cess rate and the average/median number of queries needed
to successfully generate an adversarial example. Note that
for BO and P-BO, the query count includes S = 10 ran-
dom queries constructing the initial dataset D. We have the
following observations. First, compared with the state-of-
the-art attacks, the proposed P-BO generally leads to higher
attack success rates and requires much fewer queries. While
most attack methods can achieve success rates above 90%,
only P-BO achieves an absolute 100% attack success rate.
Moreover, P-BO requires less than 20 queries, significantly
improving the efficiency. Second, the function prior pro-
vides useful prior information for black-box attacks since
P-BO outperforms the vanilla BO. Third, P-BO outperforms
P-RGF, demonstrating the effectiveness of leveraging the
surrogate model as a function prior rather than the gradient
prior. Fourth, the use of the adaptive coefficient λ∗ in P-BO
enhances the attack success rates and reduces the average
number of queries compared with λ = 1, highlighting the
effectiveness of using an adaptive coefficient derived by the
proposed adaptive integration strategy.

4.3. Experimental Results on ImageNet

Similar to the experiments on CIFAR-10, we also compare
the performance of P-BO with these baselines on ImageNet.

We also restrict the maximum number of queries for each im-
age to be 1, 000. For some methods including Bandits, RGF,
P-RGF, BO, and P-BO, we incorporate the data-dependent
prior (Ilyas et al., 2019) into these methods by employing
dimensionality reduction of the search space for comparison
(which are denoted by adding a subscript “D”).

The black-box attack performance of those methods is pre-
sented in Table 2. It can be seen that our P-BO achieves
the highest ASR with the lowest average query count, out-
performing the existing methods. Furthermore, within the
P-BO algorithm, fixing the adaptive integration coefficient
λ = 1 results in inferior performance compared with the
baseline BO algorithm without incorporating priors. As
discussed in Sec. 3.2, this phenomenon is attributed to the
condition ∥f − f ′∥k > ∥f∥k in Theorem 3.1, which may
be due to the lower similarity between models on the Ima-
geNet dataset. This underscores the importance of adaptive
tuning of the integration coefficient λ: when λ is adaptive,
the P-BO algorithm exhibits higher success rates and signif-
icantly reduces queries, demonstrating stability in dealing
with varying levels of prior’s effectiveness. Additionally,
the results also validate that the data-dependent prior is or-
thogonal to the proposed function prior, since integrating
the data-dependent prior leads to better results.

4.4. Experimental Results on Vision-Language Models

Large Vision-Language Models (VLMs) have achieved un-
precedented performance in response generation, especially
with visual inputs, enabling more creative and adaptable in-
teraction. Nonetheless, multimodal generation exacerbates
safety concerns, since adversaries may successfully evade
the entire system by subtly manipulating the most vulner-
able modality (e.g., vision) (Dong et al., 2023; Zhao et al.,
2023). In this section, we present the results of black-box
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Table 3. The experimental results of black-box attacks against InstructBLIP, mPLUG-Owl, and VPGTrans under the ℓ∞ norm on MS-
COCO. We report the attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an
adversarial example over successful attacks. We mark the best results in bold.

Method InstructBLIP mPLUG-Owl VPGTrans
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

RGFD (Cheng et al., 2019) 35.0% 315 292 46.7% 312 317 28.3% 248 113
P-RGFD (Dong et al., 2022) 54.2% 358 306 34.2% 274 91 39.2% 296 170
BOD (Ru et al., 2020) 68.3% 96 25 79.2% 58 23 45.8% 84 35
P-BOD (λ = 1, ours) 95.8% 16 11 83.3% 24 14 91.7% 21 12
P-BOD (λ∗, ours) 95.8% 13 11 90.8% 27 16 96.7% 24 12

Table 4. The experimental results of black-box attacks against defense models under the ℓ∞ norm on CIFAR-10. We report the attack
success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial example over
successful attacks. We mark the best results in bold.

Method Rice et al. (2020) Zhang et al. (2019) Rebuffi et al. (2021)
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

NES (Ilyas et al., 2018) 9.2% 324 255 9.5% 321 281 8.3% 328 255
NATTACK (Li et al., 2019) 18.7% 369 306 19.4% 357 306 15.7% 315 255
Square (Andriushchenko et al., 2020) 13.2% 340 185 15.0% 319 181 11.6% 269 126
RGF (Cheng et al., 2019) 9.3% 268 215 9.2% 259 212 8.4% 281 221
P-RGF (Dong et al., 2022) 23.4% 38 33 22.8% 40 31 19.1% 34 31
BO (Ru et al., 2020) 26.1% 232 129 23.7% 354 288 20.4% 180 112
P-BO (λ = 1, ours) 36.2% 35 11 32.2% 38 11 25.9% 22 11
P-BO (λ∗, ours) 36.2% 27 11 33.9% 31 11 27.2% 22 11

A painting of two 
bears with a mountain 
in the background.

Write a caption for 
this image.

A white parrot 
standing next to a 
jungle covered hillside.

Write a caption for 
this image.

A painting of two sheep 
in a field with a castle 
in the background.

Write a caption for 
this image.

A statue of a woman 
holding a bird in a 
garden.

Write a caption for 
this image.

Clean Image Adversarial Image

Figure 2. We show two adversarial examples against InstructBLIP.
They mislead the VLM to output wrong descriptions.

adversarial attacks against VLMs. We compare the perfor-
mance of P-BO with three strong baselines: RGF (Cheng
et al., 2019), P-RGF (Dong et al., 2022), and BO (Ru et al.,
2020). These methods adopt the dimensionality reduction
technique. For all methods, we limit the maximum query
count for each image to 1, 000.

Table 3 shows the attack results against InstructBLIP (Dai
et al., 2023), mPLUG-Owl (Ye et al., 2023), and VPGTrans
(Zhang et al., 2023). Our P-BO algorithm achieves at least
90% success rates for all target VLMs, with a low average

query count, demonstrating high query efficiency. Although
P-BO (λ = 1) has a slightly lower average query count than
P-BO (λ∗), there is a noticeable gap in the attack success
rate. Fig. 2 shows two adversarial examples generated by P-
BO, which mislead InstructBLIP to incorrectly describe the
image contents. These results showcase the generalizabil-
ity of P-BO in conducting black-box attacks against large
VLMs, emphasizing the need for a more thorough examina-
tion of their potential security flaws before deployment.

4.5. Experimental Results on Defense Models

We include three defense models (Rice et al., 2020; Zhang
et al., 2019; Rebuffi et al., 2021) on CIFAR-10 as the targets
to perform black-box adversarial attacks. They are all based
on adversarial training. The experimental settings are the
same as those in Sec. 4.2. We adopt Zhang et al. (2019) as
the surrogate model when attacking the others, while adopt-
ing Rice et al. (2020) as the surrogate model when attacking
Zhang et al. (2019), since a normally trained model can be
hardly useful for attacking defenses (Dong et al., 2020).

We compare the performance of P-BO with six baselines,
including NES (Ilyas et al., 2018), NATTACK (Li et al.,
2019), RGF (Cheng et al., 2019), P-RGF (Dong et al., 2022),
Square attack (Andriushchenko et al., 2020), and BO (Ru
et al., 2020). The attack results are presented in Table 4.
Similar to the results on the normal models, the proposed
P-BO method can achieve higher success rates and require
much less queries than the other baselines. The experiments
on adversarial defenses consistently validate the effective-
ness of our proposed methods.
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Figure 3. The mean and standard deviation of λ∗ over the first 30 iterations of P-BO applied to different target models on CIFAR-10 and
ImageNet. λ∗ on ImageNet is substantially lower than that on CIFAR-10. This implies a lower similarity between different ImageNet
models, and thus the function prior might be less useful.

4.6. Performance of Adaptive Integration Strategy

We conduct experiments to investigate the trends of λ∗

across different target models on CIFAR-10 and ImageNet.
Specifically, we show the mean and standard deviation of
λ∗ over the first 30 iterations of P-BO. Note that λ∗ is ini-
tialized as 1 in the first iteration. As shown in Fig. 3, λ∗ on
ImageNet is significantly smaller than that on CIFAR-10,
e.g., at the 5-th iteration, λ∗ ≈ 0.8 for various target models
on CIFAR-10, whereas λ∗ ≈ 0.4 on ImageNet. This implies
a lower similarity between different ImageNet models, and
thus the function prior might be less useful. This can also
explain why P-BO with λ = 1 has inferior performance than
BO since λ is too large in this case. However, the adaptive
integration coefficient λ∗ in P-BO can be dynamically de-
creased to ensure that its performance remains unaffected by
a useless prior, leading to consistent improvements over BO.
Besides, λ∗ for ViT-B/16 is lower than that for Inception-v3
and MobileNet-v2 on ImageNet. This discrepancy is caused
by different architectures of ViT-B/16 (transformer) and the
surrogate model (CNN).

5. Conclusion
In this paper, we propose a Prior-guided Bayesian Optimiza-
tion (P-BO) method for more query-efficient black-box ad-
versarial attacks. P-BO models the attack objective function
with a Gaussian process, whose mean function is initialized
by a function prior, i.e., the surrogate model’s loss function.
After updating the posterior distribution given the obser-
vations, the next query point is chosen by maximizing an

acquisition function. We analyze the regret bound of P-BO,
which is proportional to the RKHS norm between the objec-
tive function and the function prior. To avoid performance
degradation in case of a bad prior, we further propose an
adaptive integration strategy which automatically adjusts a
coefficient on the function prior. Extensive experiments con-
sistently demonstrate the effectiveness of P-BO in reducing
the number of queries and improving attack success rates.

Impact Statement
A potential negative societal impact of our work is that mali-
cious adversaries may adopt our method to efficiently query
actual victim systems for generating adversarial samples in
the real world, which can cause severe security/safety con-
sequences for real-world applications. Thus it is imperative
to develop more robust models against our attack, which we
leave to future work.
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A. Proofs
A.1. Proof of Theorem 3.1

Proof. We provide a proof based on that of Srinivas et al. (2010). Let x∗ = argmaxx∈A f(x) be the global maximum, and
xt = argmaxx∈A µt−1(x) + ∥f − f ′∥kσt−1(x) be the next query point. We first prove that for ∀x ∈ A, t ≤ T , we have

|f(x)− µt−1(x)| ≤ ∥f − f ′∥kσt−1(x). (13)

We first consider the case of zero-mean Gaussian process, i.e. f ′ ≡ 0. Due to the reproducing property of RKHS, we have
|f(x)− µt−1(x)| ≤ σt−1(x)∥f − µt−1∥k. Then we prove that ∥f − µt−1∥k ≤ ∥f∥k . Let (a1, . . . , at−1)

⊤ = K−1
t−1yt−1.

Then µt−1 =
∑t−1

i=1 aik(xi, ·). Thus, ⟨f, µt−1⟩k = ⟨µt−1, µt−1⟩k = y⊤
t−1K

−1
t−1Kt−1K

−1
t−1yt−1 = y⊤

t−1K
−1
t−1yt−1. So,

we have

∥f − µt−1∥2k = ∥f∥2k − 2⟨f, µt−1⟩k + ∥µt−1∥2k = ∥f∥2k − y⊤
t−1K

−1
t−1yt−1. (14)

Thus ∥f − µt−1∥k ≤ ∥f∥k, and |f(x)− µt−1(x)| ≤ ∥f∥kσt−1(x).

Next, we consider the general case, where f ′ ̸= 0. Let µ′
t−1(x) := µt−1(x) − f ′(x) and σ′

t−1(x) := σt−1(x). By
Eq. (4)-(5) and Eq. (7)-(8), we can see that µ′

t−1(x) and σ′
t−1(x) is the posterior mean and posterior standard deviation of

f − f ′ under a zero-mean Gaussian process. Using the result in zero-mean case, we have

|(f − f ′)(x)− µ′
t−1(x)| ≤ ∥f − f ′∥kσ′

t−1(x). (15)

Therefore, substituting µ′
t−1(x) and σ′

t−1(x), we obtain |f(x)− µt−1(x)| ≤ ∥f − f ′∥kσt−1(x).

Then we prove that the instantaneous regret rt ≤ 2∥f − f ′∥kσt−1(xt). By the UCB acquisition function defined in Eq. (6)
and definition of xt, we have

µt−1(xt) + ∥f − f ′∥kσt−1(xt) ≥ µt−1(x
∗) + ∥f − f ′∥kσt−1(x

∗). (16)

By plugging in Eq. (13) at x∗:

|f(x∗)− µt−1(x
∗)| ≤ ∥f − f ′∥kσt−1(x

∗), (17)

we have that µt−1(x
∗) + ∥f − f ′∥kσt−1(x

∗) ≥ f(x∗). So the instantaneous regret has

rt = f(x∗)− f(xt) ≤ µt−1(xt) + ∥f − f ′∥kσt−1(xt)− f(xt). (18)

Through a recursive application of Eq. (13) at xt:

|f(xt)− µt−1(xt)| ≤ ∥f − f ′∥kσt−1(xt), (19)

we arrive at the revelation that

rt ≤ 2∥f − f ′∥kσt−1(xt). (20)

In the third step, we prove that

T∑
t=1

σt−1(xt)
2 ≤ 2

log(1 + σ−2)
γT , (21)

where γT = 1
2 maxx1,...,xT∈A log |I+ σ−2KT |.

We have σt−1(xt)
2 = σ2(σ−2σt−1(xt)

2). Since x2 ≤ C log(1 + x2) for x ∈
[
0, σ−2

]
, C ≥ 1, and σ−2σt−1(xt)

2 ≤
σ−2k(xt,xt) ≤ σ−2, σ−2

log(1+σ−2) ≥ 1, we have

σ−2σt−1(xt)
2 ≤ σ−2

log(1 + σ−2)
log(1 + σ−2σt−1(xt)

2). (22)
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Thus, σt−1(xt)
2 ≤ 1

log(1+σ−2) log(1 + σ−2σt−1(xt)
2). Then we can derive that

T∑
t=1

σt−1(xt)
2 ≤ 2

log(1 + σ−2)

1

2

T∑
t=1

log(1 + σ−2σt−1(xt)
2). (23)

On the other hand, we also have

1

2
log |I+ σ−2KT | = H(N (y′

T ,KT ))−H(N (yT , σ
2I)), (24)

where H(·) represents the entropy of a distribution. Hence,

1

2
log |I+ σ−2KT | = H(N (y′

T ,KT ))−H(N (yT , σ
2I)) (25)

= H(N (y′
T ,KT ))−

1

2
log

∣∣2πeσ2I
∣∣ (26)

= H(N (y′
T−1,KT−1)) + H(N (y′

T |y′
T−1))−

1

2
log

∣∣2πeσ2I
∣∣ (27)

= H(N (y′
T−1,KT−1)) +

1

2
log

(
2πe(σ2 + σT−1(xT )

2)
)
− 1

2
log

∣∣2πeσ2I
∣∣ . (28)

By means of induction, we obtain

1

2
log |I+ σ−2KT | =

1

2

T∑
t=1

log(1 + σ−2σt−1(xt)
2). (29)

Substituting Eq. (29) into Eq. (23), we will obtain the proof that

T∑
t=1

σt−1(xt)
2 ≤ 2

log(1 + σ−2)
γT . (30)

Since RT =
∑T

t=1 rt, using Eq. (20), Eq. (30) and Cauchy Schwarz inequality, we can derive that

RT ≤

√√√√T

T∑
t=1

rt (31)

≤ 2∥f − f ′∥k

√√√√T

T∑
t=1

σt−1(xt)2 (32)

≤ ∥f − f ′∥k

√
8

log(1 + σ−2)
TγT . (33)

A.2. Proof of Proposition 3.3

Proof. We provide a proof based on that of Kanagawa et al. (2018). Let

Fk :=

{
T∑

t=1

βtk(xt, ·)|∀β1, . . . , βT ∈ R

}
, (34)

Hk := {h ∈ H|h(xt) = yt,∀t ≤ T} . (35)
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We first prove that {µT } = Fk ∩ Hk. Notice that µT =
∑T

t=1 atk(xt, ·), where (a1, . . . , aT )
⊤ = K−1

T yT , therefore,
µT ∈ Fk. Also, µT (xt) = yt, then µT ∈ Hk. Hence, µT ∈ Fk ∩Hk.

Next, we will prove that if f ∈ Fk ∩Hk, then f = µT . Assume that f ∈ Fk ∩Hk. let f =
∑T

t=1 γtk(xt, ·), γt ∈ R. Then

µT − f =

T∑
t=1

(at − γt)k(xt, ·) ∈ Fk. (36)

Also, since f ∈ Hk, then f(xt) = yt, we have

⟨µT − f, k(xt, ·)⟩k = µT (xt)− f(xt) = yt − yt = 0. (37)

so µT − f ⊥ Fk, which implies µT − f ∈ Fk ∩ F⊥
k = {0}. Thus, {µT } = Fk ∩Hk.

Then we prove that µT = argminh∈Hk
∥h∥k. SinceHk is convex and closed, there exists an solution h∗ ∈ Hk such that

h∗ = argminh∈Hk
∥h∥k. For ∀g ⊥ Fk, we have

⟨h∗ + g, k(xt, ·)⟩k = ⟨h∗, k(xt, ·)⟩k = h∗(xt) = yt. (38)

So h∗ + g ∈ Hk. Since ∥h∗∥k ≤ ∥h∗ + g∥k and Fk is closed, we have h∗ ∈ (F⊥
k )⊥ = Fk. So h∗ ∈ Fk ∩ Hk, and

Fk ∩Hk = {µT }, thus, h∗ = µT . Since ⟨k(xti , ·), k(xtj , ·)⟩k = k(xti ,xtj ) and µT =
∑T

t=1 atk(xt, ·), we have

∥µT ∥2k = ⟨µT , µT ⟩k = y⊤
T K

−1
T KTK

−1
T yT = y⊤

T K
−1
T yT . (39)

B. Related Work
Query-based attack methods. Query-based methods generate adversarial examples by leveraging the query feedback of
the black-box model. ZOO (Chen et al., 2017) uses symmetric difference to estimate gradient for every pixel. NES (Ilyas
et al., 2018) utilizes natural evolution strategy to estimate gradients. Bandits (Ilyas et al., 2019) improves the NES method
by incorporating data and temporal priors into the gradient estimation. NATTACK (Li et al., 2019) introduces a gradient
estimation framework to improve the attack success over defensive models. RGF (Cheng et al., 2019) utilizes random
gradient-free method to estimate gradients. SimBA (Guo et al., 2019a) adapts a greedy strategy to update the query samples.
Square Attack (Andriushchenko et al., 2020) introduces highly-efficient greedy random search for black-box adversarial
attack. SignHunter (Al-Dujaili et al., 2020) adapts the gradient sign rather than the gradient as the search direction. NPAttack
(Bai et al., 2023) explore the distribution of adversarial examples around benign inputs with the help of image structure
information characterized by a Neural Process. BayesOpt (Ru et al., 2020) and similar methods (Huang et al., 2020; Li et al.,
2023) utilize Bayesian optimization for black-box attacks. AdvFlow (Mohaghegh Dolatabadi et al., 2020) approximates
the adversarial distribution with the clean data distribution PPBA (Li et al., 2020b) shrinks the solution space of possible
adversarial inputs to those which contain low- frequency perturbations. PRFA (Liang et al., 2021) proposes to parallelly
attack multiple rectangles for better efficiency. Additionally, several studies apply BO-based black-box attacks to various
specific application scenarios, including graph classification, natural language processing, and protein classification. Wan
et al. (2021) introduce a novel BO-based attack method tailored for graph classification models. They provide valuable
insights into the relationship between changes in graph topology and model robustness. Lee et al. (2022) put forward
a query-efficient black-box attack leveraging BO, which dynamically determines crucial positions using an automatic
relevance determination (ARD) categorical kernel. In a subsequent work, Lee et al. (2023) propose innovative query-efficient
black-box red teaming methods based on BO, specifically targeting large-scale generative models. The main limitation of
these methods is that they inevitably require a tremendous number of queries to perform a successful attack, leading to a low
attack success rate given a limited query budget.

Combination-based attack methods. Combination-based methods (Cheng et al., 2019; Guo et al., 2019b; Du et al., 2020;
Yang et al., 2020; Ma et al., 2020; Huang & Zhang, 2020; Suya et al., 2020; Yatsura et al., 2021; Lord et al., 2022; Feng et al.,
2022; Dong et al., 2022; Yin et al., 2023) integrate transfer-based attacks with query-based attacks to achieve high attack
success rate and high query efficiency simultaneously. Cheng et al. (2019); Dong et al. (2022) propose P-RGF, utilizing the
gradient of the surrogate model as a transfer-based prior to obtain a more accurate gradient estimate. Guo et al. (2019b);
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Ma et al. (2020); Yang et al. (2020) restrict the search space spanned by the surrogate gradients. Subspace attack (Guo
et al., 2019b) regards surrogates’ transfer-prior as subspaces to reduce search space of random vectors with gradients. LeBA
(Guo et al., 2019b) proposes to learn the victim’s estimated gradients via high-order computation graph. Although these
methods are effective in expediting convergence and reducing the number of queries, the surrogate gradient is localized
and can be misleading, limiting their effectiveness. Besides, other methods learn a generalizable model-based prior based
on the surrogate model (Du et al., 2020; Huang & Zhang, 2020; Yin et al., 2023). Meta attack (Du et al., 2020) adopts
meta-learning to approximate the victim. TREMBA (Huang & Zhang, 2020) treats the projection from a low-dimensional
space to the original space as the prior, such that the perturbation could be search in the low-dimensional space. MCG (Yin
et al., 2023) trains a meta generator to produce perturbations conditioned on benign examples. But these methods require an
additional dataset to train the attack generator, which is not applicable when the data is scarce.

Bayesian optimization with prior. In Bayesian optimization, the incorporation of prior information can be broadly
classified into three types (Hvarfner et al., 2022). The first type of prior information pertains to the distribution of the optimal
solution’s location. Snoek et al. (2014); Ramachandran et al. (2020) enhance exploration in local regions and suppress
exploration in unimportant areas by warping the input space. In contrast, Hvarfner et al. (2022); Li et al. (2020a); Souza et al.
(2021) introduce a prior distribution on the location of the optimal solution and compute the posterior distribution of the
optimal solution’s location given observed data. Such prior information is typically proposed by experienced practitioners
or domain experts, and its form is often straightforward. The second type of prior information concerns the structure of
the objective function. For instance, Li et al. (2018) utilize the monotonic trend of the independent variables to model.
These methods necessitate a concrete understanding or assumption about the nature of the objective function. The third
type of prior information is derived from datasets obtained from similar unknown objective functions, and the methods
utilizing such prior information are referred to as transfer learning in Bayesian optimization. There are generally two
approaches (Tighineanu et al., 2022; Shen et al., 2023): the first involves jointly modeling datasets corresponding to both
prior information and the data obtained from the target function (Swersky et al., 2013; Yogatama & Mann, 2014; Poloczek
et al., 2017), while the second involves separately modeling the dataset corresponding to the prior information to aid in
modeling the target function (Golovin et al., 2017; Feurer et al., 2018; Wistuba et al., 2018). The latter approach often
involves fitting a Gaussian process on the prior dataset, treating the predictive distribution of the Gaussian process as a prior
with uncertainty. Specifically, Feurer et al. (2018); Wistuba et al. (2018) weightedly average the predicted mean and variance
of the Gaussian process fitted on the prior dataset with those fitted on the objective function dataset, with heuristic weights
lacking theoretical analysis. Golovin et al. (2017) employ the difference between the fitted Gaussian process predicted mean
on the target function dataset and that on the prior dataset for fusion but do not incorporate adaptive weights. According
to our analysis of the regret upper bound, non-adaptive fusion might degrade algorithm performance. Additionally, this
method’s setting for predictive variance is not suitable for the deterministic function prior described in our black-box attack
scenario. None of the aforementioned algorithms analyze the regret upper bound of Bayesian optimization algorithms, and
their settings differ from the scenario where a deterministic function prior is directly provided. Moreover, these methods
have not been applied to black-box attacks.

C. A Case of Random Linear Function
In light of Theorem 3.1, it is evident that although convergence is guaranteed when modeling with GP(f ′, k), achieving
improved algorithmic performance is desirable to have a small value for ∥f − f ′∥k, at least satisfying ∥f − f ′∥k ≤ ∥f∥k.
While this naturally holds when f ′ closely approximates f , in the case of functions defined in high-dimensional spaces,
this condition is quite stringent. As follows, we provide a natural counterexample, demonstrating the challenge in meeting
this condition, when the functions are defined in high-dimensional spaces, exhibiting a tendency towards orthogonality.
Let f and f ′ both be linear functions, where f(x) = w⊤x, f ′(x) = w′⊤x. Consequently, (f − f ′)(x) = (w −w′)⊤x.
Assuming the kernel function k is isotropic and stationary, i.e., k(x,x′) depends only on ∥x− x∥2, in accordance with the
absolute homogeneity of norms, ∥f − f ′∥k ≤ ∥f∥k is equivalent to ∥w −w′∥2 ≤ ∥w∥2. Assuming ∥w∥2 = ∥w′∥2 = 1,
this requires w⊤w′ ≥ 1

2 . Considering that if w,w′ are uniformly sampled from the unit hypersphere in Rd, the expected
value E[(w⊤w′)2] = 1

d . It becomes evident that the probability of w⊤w′ ≥ 1
2 is indeed small. This implies that when the

target and prior functions are not closely aligned, a direct GP(f ′, k) modeling approach may lead to ∥f − f ′∥k > ∥f∥k.
Such a scenario could result in the prior-guided Bayesian optimization algorithm’s performance degradation compared to
the approach in which prior information is not incorporated.
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Table 5. The experimental results of black-box targeted attacks against DenseNet-121, ResNet-50, and SENet-18 under the ℓ∞ norm on
CIFAR-10. We report the attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an
adversarial example over successful attacks. We mark the best results in bold.

Methods ResNet-50 DenseNet-121 SENet-18
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

RGF (Cheng et al., 2019) 47.6% 389 325 39.7% 392 322 44.1% 363 316
P-RGF (Dong et al., 2022) 72.2% 184 70 60.6% 219 102 71.8% 167 60
BO (Ru et al., 2020) 82.7% 223 140 74.1% 244 155 81.4% 225 135
P-BOD (λ = 1, ours) 96.9% 42 21 91.2% 97 26 96.8% 45 16
P-BOD (λ∗, ours) 98.7% 34 21 97.1% 55 28 99.2% 33 21

D. Supplementary Experimental Results
D.1. More Experimental Details

We conduct the experiments on NVIDIA 2080 Ti (for CIFAR-10 and ImageNet) and A100 (for VLMs) GPUs. The source
code of P-BO is submitted in the supplementary material and will be released after the review process. For the baseline
attacks, we adopt the official implementations of NES, Bandits, NATTACK, SignHunter, Square attack, and NPAttack. For
RGF and P-RGF, we adopt a better implementation: we make the random directions {ui}qi=1 orthogonal following Cheng
et al. (2021); we set q = 5, lr = 0.1, σ = 0.05 on CIFAR-10 and σ = 0.5 on ImageNet and MS-COCO.2 We adopt the
gradient averaging method in P-RGF due to its better performance (Dong et al., 2022). We implement highly efficient BO
and P-BO algorithms in PyTorch by referring to the implementation of Ru et al. (2020) based on SciPy (and NumPy). One
main difference is that when optimizing the acquisition function, we use the PGD algorithm with learning rate 0.05 and 50
iterations of optimization instead of the L-BFGS method, and we can try multiple random starts in parallel. We initialize the
length scale in the Matern-5/2 kernel as

√
D.3 The balancing coefficient β is set to 3. Our implementation of BO has similar

performance to Ru et al. (2020).

D.2. Targeted Attacks on CIFAR-10

In this section, we perform black-box targeted adversarial attacks against three CIFAR-10 models, including ResNet-50 (He
et al., 2016a), DenseNet-121 (Huang et al., 2017), and SENet-18 (Hu et al., 2018). We select 100 correctly classified images
and target at all other 9 classes, leading to 900 trials. We compare the performance of P-BO with three strong baselines —
RGF (Cheng et al., 2019), P-RGF (Dong et al., 2022), and BO (Ru et al., 2020). For all methods, we restrict the maximum
number of queries for each image to be 1,000, and the experimental settings are aligned with those outlined in Sec. 4.2.

Table 5 shows the results, where we report the success rate of black-box targeted attacks and the average/median number of
queries needed to generate an adversarial example over successful attacks. Compared with the state-of-the-art attacks, the
proposed method P-BO generally leads to higher attack success rates and requires much fewer queries. The P-BO algorithm
demonstrates a notable improvement over conventional BO algorithms, attaining remarkably high success rates with only
a few dozen average query counts, showcasing the effectiveness and practicality of P-BO. The adaptive coefficient λ∗ in
P-BO, in comparison to a fixed coefficient λ = 1, significantly enhances the attack success rate and reduces the average
query count, underscoring the efficacy of utilizing adaptive fusion weights. Additionally, the improvement of P-BO over the
baseline BO algorithm is more pronounced than the enhancement observed in P-RGF over RGF, indicating that the P-BO
algorithm efficiently utilizes useful function prior information to a considerable extent.

D.3. Experimental Results under the ℓ2 Norm on CIFAR-10

We further conduct experiments under the ℓ2 norm on CIFAR-10. The experimental settings are the same as those in Sec.
Sec. 4.2 except that we set the perturbation size as ϵ =

√
0.001 ·D following Dong et al. (2022) where D is the input

dimension. We compare P-BO (λ∗) and P-BO (λ = 1) with six strong baselines: NES (Ilyas et al., 2018), NATTACK (Li
et al., 2019), RGF (Cheng et al., 2019), P-RGF (Dong et al., 2022), Square attack (Andriushchenko et al., 2020), and BO

2In our implementation of RGF, P-RGF, BO and P-BO, instead of directly optimizing w.r.t. x, we reparametrize x with x = xnat+ϵ·δ
and optimize w.r.t. δ where δ ∈ [−1, 1]D . Therefore, the mentioned σ and learning rate lr in RGF and P-RGF are under the context of
the search space [−1, 1]D .

3The mentioned learning rate and length scale in BO and P-BO are under the context of the search space [−1, 1]D .
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Table 6. The experimental results of black-box attacks against DenseNet-121, ResNet-50, and SENet-18 under the ℓ2 norm on CIFAR-10.
We report the attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial
example over successful attacks. We mark the best results in bold.

Method ResNet-50 DenseNet-121 SENet-18
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

NES (Ilyas et al., 2018) 96.5% 335 306 96.8% 321 255 96.9% 307 255
BanditsT (Ilyas et al., 2019) 97.3% 190 116 98.1% 165 96 98.3% 142 86
NATTACK (Li et al., 2019) 99.2% 249 204 98.4% 246 204 99.9% 221 203
Square (Andriushchenko et al., 2020) 98.6% 117 56 98.1% 123 62 98.7% 103 49
RGF (Cheng et al., 2019) 99.7% 137 89 98.9% 122 65 99.3% 115 71
P-RGF (Dong et al., 2022) 99.9% 30 21 99.9% 28 21 99.9% 27 21
BO (Ru et al., 2020) 99.9% 98 62 99.9% 80 46 99.5% 72 42
P-BO (λ = 1, ours) 100.0% 13 11 100.0% 12 11 100.0% 13 11
P-BO (λ∗, ours) 100.0% 12 11 100.0% 12 11 100.0% 12 11

Table 7. The experimental results of black-box attacks under the ℓ∞ norm on CIFAR-10 using different surrogate models. We report the
attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial example over
successful attacks.
Surrogate Model Method ResNet-50 DenseNet-121 SENet-18

ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q
- BO (Ru et al., 2020) 99.6% 83 44 99.7% 93 51 99.7% 81 41

WRN-34-10 P-BO (λ = 1) 99.9% 16 11 99.7% 25 11 99.9% 14 11
P-BO (λ∗) 100.0% 15 11 100.0% 19 11 100.0% 14 11

VGG-16 P-BO (λ = 1) 99.4% 25 11 99.9% 23 11 99.6% 19 11
P-BO (λ∗) 100.0% 20 11 100.0% 17 11 100.0% 16 11

EfficientNet-B0 P-BO (λ = 1) 99.5% 21 11 99.6% 19 11 99.7% 17 11
P-BO (λ∗) 100.0% 19 11 100.0% 16 11 100.0% 17 11

TRADES P-BO (λ = 1) 99.7% 84 36 99.7% 73 33 99.0% 66 31
P-BO (λ∗) 99.9% 66 34 99.8% 59 32 99.9% 62 32

(Ru et al., 2020). We report the attack success rate and the average/median number of queries in Table 6. It can be seen that
our P-BO generally leads to higher attack success rates and requires much fewer queries under the ℓ2 norm. This implies
that our P-BO method is universal for both ℓ∞ and ℓ2 norms.

D.4. Experimental Results on Different Surrogate Models

We further conduct experiments under the ℓ∞ norm on CIFAR-10 and ImageNet using different surrogate models. For
CIFAR-10, We adopt VGG-16 (Simonyan & Zisserman, 2014), EfficientNet-B0 (Tan & Le, 2019), and TRADES (Zhang
et al., 2019) as the surrogate models. The other experimental settings are the same as those in Sec. 4.2. We report the results
of P-BO (λ∗) and P-BO (λ = 1) in Table 7. It is worth noting that adopting TRADES as the alternative surrogate model
is not a preferable choice. In this scenario, although our P-BO (λ∗) can adaptively optimize λ∗ to achieve performance
surpassing the BO baseline, it still significantly lags behind the efficiency of standard trained surrogate models. This is
primarily due to the substantial disparity in loss landscapes between adversarially trained models and standard trained
models, resulting in low similarity between them. For ImageNet, We use ResNeXt-50 (Xie et al., 2017), ResNet-50 (He
et al., 2016a), and Swin Transformer (Liu et al., 2021) as the surrogate models. The other experimental settings are the same
as those in Sec. 4.3. We report the results P-BO (λ∗) and P-BO (λ = 1) in Table 8. Compared with the results in Table 1 and
Table 2 in the paper, it can be seen that our P-BO generally leads to higher attack success rates and requires much fewer
queries using different surrogate models. This indicates that our P-BO is not sensitive to the selection of surrogate models,
enabling consistent improvements in both the attack success rate and query efficiency across different surrogate models.

D.5. Experimental Results Compared with π-BO

π-BO (Hvarfner et al., 2022) incorporates prior beliefs about the location of the optimum in the form of a probability
distribution on the acquisition function. We extend our experiments under the ℓ∞ norm on CIFAR-10 using π-BO. We
employ a Gaussian distribution as the probability distribution, with the mean derived from the optimal point obtained through
PGD attack on the surrogate model and a constant variance that encapsulates prior beliefs regarding the optimal location.
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Table 8. The experimental results of black-box attacks under the ℓ∞ norm on ImageNet using different surrogate models. We report the
attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial example over
successful attacks. The subscript “D” denotes the methods with dimensionality reduction.

Surrogate Model Method Inception-v3 MobileNet-v2 ViT-B/16
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

- BOD (Ru et al., 2020) 94.1% 104 58 98.2% 102 61 86.7% 170 116

ResNet-152 P-BOD (λ = 1) 85.4% 182 90 86.8% 193 56 67.5% 236 240
P-BOD (λ∗) 94.4% 81 45 98.8% 94 60 88.2% 148 81

ResNeXt-50 P-BOD (λ = 1) 81.8% 265 248 87.5% 231 57 64.4% 264 235
P-BOD (λ∗) 96.4% 92 50 98.3% 84 51 89.5% 157 91

ResNet-50 P-BOD (λ = 1) 72.9% 264 270 79.4% 206 31 58.7% 304 294
P-BOD (λ∗) 95.3% 91 51 98.5% 91 60 89.3% 165 87

Swin Transformer P-BOD (λ = 1) 84.5% 309 242 89.8% 160 67 76.4% 269 137
P-BOD (λ∗) 97.6% 90 59 99.4% 90 49 90.4% 152 64

Table 9. The experimental results of black-box attacks compared with π-BO under the ℓ∞ norm on CIFAR-10. We report the attack
success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial example over
successful attacks.

Method ResNet-50 DenseNet-121 SENet-18
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

BO (Ru et al., 2020) 99.6% 83 44 99.7% 93 51 99.7% 81 41
π-BO (Hvarfner et al., 2022) 99.9% 78 12 99.9% 61 11 99.4% 49 11
P-BO (λ∗, ours) 100.0% 15 11 100.0% 19 11 100.0% 14 11

Table 10. The experimental results of P-BO variants against Inception-v3, MobileNet-v2, and ViT-B/16 under the ℓ∞ norm on ImageNet.
We report the attack success rate (ASR) and the average/median number of queries (AVG. Q/MED. Q) needed to generate an adversarial
example over successful attacks. We mark the best results in bold. The subscript “D” denotes the methods with dimensionality reduction.

Method Inception-v3 MobileNet-v2 ViT-B/16
ASR AVG. Q MED. Q ASR AVG. Q MED. Q ASR AVG. Q MED. Q

P-BOD w/o BO 39.8% 55 2 64.8% 102 11 25.6% 96 6
P-BOD (λ = 1) 85.4% 182 90 86.8% 193 56 67.5% 236 240
P-BOD (λ∗) 94.4% 81 45 98.8% 94 60 88.2% 148 81

The remaining experimental configurations remain consistent with those outlined in Section 4.2. We compare π-BO with
BO and P-BO in Table 9. While π-BO exhibits some improvements over BO, there remains a significant performance gap
compared to our P-BO method. This is because the surrogate model is more appropriately utilized as a function prior and
P-BO can effectively integrate the prior information for black-box attacks.

D.6. Ablation Study

Here, we conduct an ablation study to validate the necessity of Bayesian optimization (BO). We directly employ the function
prior as the acquisition function α in Algorithm 1, independent of observed values from the target function, denoted as
PBO w/o BO. This is equivalent to repeatedly conducting transfer attacks until succeeded. We adopt the experimental setup
identical to Sec. 4.3 on ImageNet, and the results for the PBO w/o BO are presented in Table 10. It can be observed that this
approach also demonstrates promising performance, often achieving successful attacks with only a few queries. However,
the success rate is significantly lower compared to the P-BO algorithm. This suggests that the integration of function prior
and observed values from the target function for optimization exploration, as employed by Bayesian optimization, is a
crucial and effective approach.

21


