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Abstract001

Cloud-hosted Large Language Models (LLMs)002
offer unmatched reasoning capabilities and dy-003
namic knowledge, yet submitting raw queries004
to these external services risks exposing sen-005
sitive user intent. Conversely, relying exclu-006
sively on trusted local models preserves privacy007
but often compromises answer quality due to008
limited parameter scale and knowledge. To re-009
solve this dilemma, we propose Game-theoretic010
Trustworthy Knowledge Acquisition (GTKA),011
a framework that formulates the trade-off be-012
tween knowledge utility and privacy as a strate-013
gic game. GTKA consists of three components:014
(i) a privacy-aware sub-query generator that de-015
composes sensitive intent into generalized, low-016
risk fragments; (ii) an adversarial reconstruc-017
tion attacker that attempts to infer the original018
query from these fragments, providing adaptive019
leakage signals; and (iii) a trusted local integra-020
tor that synthesizes external responses within021
a secure boundary. By training the generator022
and attacker in an alternating adversarial man-023
ner, GTKA optimizes the sub-query generation024
policy to maximize knowledge acquisition ac-025
curacy while minimizing the reconstructability026
of the original sensitive intent. To validate our027
approach, we construct two sensitive-domain028
benchmarks in the biomedical and legal fields.029
Extensive experiments demonstrate that GTKA030
significantly reduces intent leakage compared031
to state-of-the-art baselines while maintaining032
high-fidelity answer quality.1.033

1 Introduction034

Large Language Models (LLMs) have become035

foundational tools for knowledge acquisition (Oru-036

ganti et al., 2023; Pondel et al., 2024), enabling037

knowledge-intensive organizations, including re-038

search institutions, enterprises, and strategic teams,039

to navigate vast corpora and synthesize informa-040

tion with unprecedented speed (Wang et al., 2025;041

1All data and code will be publicly available; an
anonymized copy is attached with this submission for review.
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Figure 1: An illustration of our method.

Aamer et al., 2025; Lai et al., 2024; Lewis et al., 042

2020). By sharply reducing the time and cost of 043

accessing domain knowledge, LLMs are now inte- 044

gral to daily research workflows (Spatharioti et al., 045

2025). However, this progress introduces a criti- 046

cal risk: many state-of-the-art LLMs are hosted on 047

external cloud platforms (e.g., GPT-5), and submit- 048

ting raw queries to these services can inadvertently 049

expose high-value organizational intent (Su et al., 050

2024; Carlini et al., 2021). Such exposure can re- 051

sult in premature disclosure, idea appropriation, 052

and competitive disadvantage, since intent-bearing 053

queries may be logged, profiled, or inferred by ex- 054

ternal providers. For instance, consider a biomed- 055

ical researcher investigating a novel therapeutic 056

target for a specific cancer. A single query to a 057

cloud-based LLM about highly specific compounds 058

or mechanisms could expose their entire research 059

trajectory. In these settings, intent leakage does not 060

merely threaten individual privacy but can compro- 061

mise organizational competitiveness and long-term 062

value, long before any public disclosure occurs. 063

A large and growing literature seeks to curb in- 064

formation leakage from multiple angles (Sweeney, 065

2002). For example, query-side transformations, 066

such as paraphrasing and semantic obfuscation, at- 067

tempt to hide intent but create a blunt trade-off: 068

aggressive transformations distort the user’s core in- 069

formation need, while subtle changes fail to mean- 070

ingfully reduce risk (Jagwani and Kaushik, 2017). 071

1



Training-time protections, such as differential pri-072

vacy, harden model parameters but leave the live073

query channel exposed (Abadi et al., 2016; Pang074

et al., 2024).075

Cryptographic and hardware-based solutions, in-076

cluding Multi-Party Computation (MPC), Homo-077

morphic Encryption (HE), and Trusted Execution078

Environments (TEEs), offer significantly stronger079

confidentiality guarantees (Beimel, 2011; Chat-080

topadhyay et al., 2024; Pillai and Polimetla, 2024;081

Gentry, 2009; Ohrimenko et al., 2016). However,082

unlike client-side semantic strategies, these meth-083

ods require fundamental changes to the service084

hosting the model. Furthermore, MPC and HE085

suffer from prohibitive computational overheads.086

While TEEs provide a promising and efficient087

hardware-backed alternative, they necessitate mi-088

grating current deployments into encrypted virtual089

machines, representing a widespread infrastructure090

overhaul likely requiring years to mature (Mo et al.,091

2021). Moreover, even if the primary LLM is se-092

cured, downstream external tools may still fall out-093

side the trusted perimeter.094

To address these challenges, we propose a novel095

semantics-level framework that simultaneously096

leverages cloud-hosted LLMs for knowledge ac-097

quisition while safeguarding research intent from098

disclosure. As illustrated in Figure 1, given a sen-099

sitive user query, we first strategically decompose100

it into a set of semantically fragmented, low-risk101

subqueries. These subqueries are then dispatched102

to multiple, diverse cloud-hosted LLM endpoints103

to acquire the necessary external knowledge. Fi-104

nally, a local LLM, which operates within the user’s105

trusted environment and is the only component to106

see the original sensitive context, aggregates the107

knowledge fragments returned from the external108

LLM services. A coherent, high-quality final an-109

swer is obtained. Compared with prior approaches,110

our method offers two key advantages. First, it111

leverages existing hosted LLMs without modifi-112

cation, thereby avoiding the complexity and inef-113

ficiency of cryptographic or infrastructure-heavy114

solutions. Second, it fundamentally enhances user115

trust and security by ensuring that raw queries con-116

taining sensitive intent are never directly exposed117

to any external, untrusted service.118

The contributions are summarized as follows:119

• We propose a game-theoretic framework for120

trustworthy knowledge acquisition (GTKA),121

which enables high-quality knowledge acqui-122

sition from cloud-hosted LLMs while safe- 123

guarding sensitive user intent. 124

• We cast the privacy–utility trade-off as an 125

adversarial game between a privacy-aware 126

sub-query generator and an adversarial recon- 127

struction attacker. We optimize the sub-query 128

policy via alternating adversarial training to 129

jointly maximize answer quality and minimize 130

intent reconstructability. 131

• We construct two sensitive-domain bench- 132

marks focused on biomedical and legal con- 133

texts. Extensive evaluations demonstrate that 134

GTKA substantially reduces intent leakage 135

against strong baselines while maintaining 136

high-fidelity answer quality. To foster future 137

research, we will release the benchmark, code, 138

and models to the community2. 139

2 Related Work 140

2.1 Privacy Protection for Large Language 141

Models 142

As large language models (LLMs) increasingly me- 143

diate human–AI knowledge exchange, concerns 144

over privacy leakage have become central to their 145

responsible deployment (Das et al., 2025; Chen 146

et al., 2025). Prior research has explored di- 147

verse mechanisms to mitigate information exposure 148

across the entire LLM lifecycle. Early work empha- 149

sizes parameter-level protections such as differen- 150

tial privacy and secure aggregation to prevent mem- 151

orization of sensitive data during training (Abadi 152

et al., 2016; Lyu et al., 2020). Subsequent studies 153

extend protection to inference and deployment, em- 154

ploying confidential execution environments and 155

encrypted federated pipelines to safeguard user 156

data from server-side inspection (Yin et al., 2021; 157

Zhao and Song, 2024). More recently, the fo- 158

cus has shifted toward the interaction layer, where 159

user prompts themselves become a major source of 160

leakage risk. Semantic rewriting and paraphrastic 161

obfuscation (Jagwani and Kaushik, 2017), along 162

with selective local sanitization (Kan et al., 2023), 163

attempt to conceal intent before transmission to 164

cloud-hosted models. While effective in isolation, 165

these strategies remain either static, failing to adapt 166

to the evolving inference behavior of external mod- 167

els, or costly, due to cryptographic or architectural 168

constraints. 169

2An anonymized copy is attached with this submission for
review.

2



2.2 Game-Theoretic Formulations170

Game theory provides a principled foundation for171

analyzing strategic interactions in machine learning172

and multi-agent systems. Classical formulations173

such as zero-sum and Nash games underpin adver-174

sarial training and robust optimization, where com-175

peting agents iteratively minimize and maximize176

shared objectives (Goodfellow et al., 2014; Madry177

et al., 2017). Beyond these symmetric settings,178

hierarchical formulations, most notably Stackel-179

berg games (Başar and Olsder, 1998; De Nittis180

and Trovo, 2016), model leader–follower dynam-181

ics and have become central to mechanism de-182

sign, security, and privacy-aware learning. Re-183

cent studies have extended Stackelberg formula-184

tions to modern AI and large language models185

(LLMs). Theoretically, differentiable Stackelberg186

solvers now enable gradient-based optimization187

through implicit equilibria (Fiez et al., 2020; Li188

et al., 2020). In alignment, STA-RLHF (Makar-189

Limanov et al., 2024) interprets reinforcement190

learning from human feedback as a leader–follower191

interaction between the policy and reward model,192

while SGPO (Chu et al., 2025) leverages Stack-193

elberg equilibrium for more data-efficient prefer-194

ence optimization. Beyond alignment, Stackelberg195

frameworks have been adopted for LLM detoxifi-196

cation (Xie et al., 2024), attacker–defender mod-197

eling in jailbreak prevention (Han and Zhu, 2025),198

and robust federated learning under adversarial or199

mixed attacks (Li et al., 2024).200

3 Methodology201

In this section, we present GTKA, a framework202

designed to balance quality and privacy in local-203

external LLM collaborative inference. We begin204

by formally defining the problem setting. Subse-205

quently, we elaborate on the proposed method.206

3.1 Problem Formulation207

Preliminaries. We consider a setting involving208

two distinct agents: a trusted local LLM (Mloc)209

and an untrusted external LLM (Mext).Mloc op-210

erates within a secure boundary but is constrained211

by limited model parameters and knowledge. Con-212

versely,Mext (e.g., GPT-5) possesses superior rea-213

soning capabilities and dynamic knowledge but214

poses potential privacy risks as it resides in an ex-215

ternal, untrusted environment.216

Task Definition. Given a user’s sensitive query q,217

the primary objective is to acquire a high-quality an-218

swer â by leveragingMext, without exposing the 219

privacy of q. Directly queryingMext with q max- 220

imizes quality but compromises privacy, whereas 221

relying solely onMloc ensures privacy but often 222

yields suboptimal responses. Formally, we em- 223

ploy a trusted local LLM to generate a sequence of 224

n low-leakage sub-queries S = {s1, s2, . . . , sn}. 225

These sub-queries are sent toMext to obtain a cor- 226

responding set of responses A = {a1, a2, . . . , an}. 227

Finally, a trusted local integrator aggregates the 228

sub-queries, external responses, and original query 229

(S,A, q) to synthesize the final answer â. 230

3.2 The GTKA Framework 231

As illustrated in Figure 2, we propose a Game- 232

theoretic Trustworthy Knowledge Acquisition 233

(GTKA) framework. The framework consists of 234

three modules: Privacy-Aware Sub-Query Gen- 235

erator, Adversarial Reconstruction Attacker, and 236

Trusted Local Integrator. 237

3.2.1 Privacy-Aware Sub-Query Generator 238

The privacy-aware sub-query generator aims to pro- 239

duce a set of low-leakage sub-queries that are max- 240

imally useful for downstream knowledge acqui- 241

sition while minimizing exposure of the original 242

sensitive intent. Let the privacy-aware sub-query 243

generator be denoted as Gθ, which is deployed 244

within the trusted local environment. 245

Rather than paraphrasing the sensitive query q, 246

Gθ generates a set of generalized, low-leakage sub- 247

queries that preserve what information is needed 248

to answer the request, such as key concepts to 249

clarify, criteria to apply, constraints that do not 250

reveal identities, and commonly used reasoning pat- 251

terns, while masking sensitive entities and context- 252

specific identifiers. 253

Specifically, for each user input q, the gener- 254

ator Gθ samples K candidate sub-query groups 255

{S(1), . . . ,S(K)}, where each group S(k) = 256

{s(k)1 , . . . , s
(k)
n } contains n sub-queries. For each 257

candidate group S(k), we send its sub-queries to 258

the external LLM and obtain responses A(k) = 259

{a(k)1 , . . . , a
(k)
n }, where a

(k)
i = Mext(s

(k)
i ). We 260

then evaluate each group using a quality–privacy 261

reward defined as 262

R(q,S(k)) = αQuality(â(k), a⋆)

− β Leakage(q,S(k)).
(1) 263

where â(k) denotes the locally integrated answer 264

produced from (q,S(k),A(k)), a⋆ is the reference 265
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Figure 2: The overall framework of GTKA. The network consists of three modules: Privacy-Aware Sub-Query
Generator, Adversarial Reconstruction Attacker, and Trusted Local Integrator.

answer, and α, β control the quality–privacy trade-266

off.267

The Quality term is defined as semantic similar-268

ity between the locally integrated answer â(k) and269

the reference answer a⋆:270

Quality(â(k), a⋆) = Sim(â(k), a⋆). (2)271

The leakage term Leakage(q,S(k)) is provided272

by the adversarial reconstruction attacker described273

in Section 3.2.2. Based on this reward, we con-274

vert the K sampled candidate groups into pairwise275

preferences and train Gθ with Direct Preference276

Optimization (DPO) (Rafailov et al., 2023).277

Preference Construction. For each query q, we278

compute rewards {R(q,S(k))}Kk=1 for all sampled279

candidate groups and construct a preference pair280

by selecting a higher-reward group S+ and a lower-281

reward group S−. Concretely,282

S+ = argmax
k

R
(
q,S(k)

)
. (3)283

284

S− = argmin
k

R
(
q,S(k)

)
. (4)285

DPO Optimization. Let πθ(S |q) denote the gen-286

erator policy, and let πref(S |q) be a fixed reference287

policy initialized from the pre-trained generator.288

Given each preference pair (q,S+,S−), DPO up-289

dates Gθ to assign higher likelihood to the preferred290

group S+ than the less-preferred group S−.291

3.2.2 Adversarial Reconstruction Attacker292

To simulate realistic privacy threats, we introduce293

an Adversarial Reconstruction Attacker, denoted294

as Aϕ. This module mimics an adversary who in- 295

tercepts the sub-queries released to an untrusted 296

external service and attempts to infer the user’s 297

private intent. We formulate this attack as a recon- 298

struction problem, where the attacker observes the 299

set of sub-queries S and predicts the most likely 300

original query q̂: 301

q̂ = Aϕ(S) = argmax
q′

Pϕ(q
′ |S), (5) 302

We quantify privacy leakage by measuring the se- 303

mantic proximity between the reconstructed query 304

q̂ and the ground truth q, where a higher similarity 305

score indicates a more severe breach of privacy. 306

In the paper, the attacker Aϕ is implemented as 307

an LLM and optimized via supervised fine-tuning. 308

During GTKA training, the attacker provides an 309

adaptive leakage signal that penalizes sub-queries 310

that are easy to reconstruct. This adversarial mech- 311

anism encourages the generator to produce sub- 312

queries that reveal less information and are more 313

difficult to reverse-engineer into the original query. 314

We train the generator and the attacker in an alter- 315

nating manner. The detailed training procedure is 316

presented in Algorithm 1. 317

3.2.3 Trusted Local Integrator 318

After the alternating training of the generator Gθ 319

and the attacker Aϕ converges, we fix the trained 320

Gθ and use it at inference time to generate a sub- 321

query group S = Gθ(q) for each sensitive user 322

query q. These sub-queries are then dispatched to 323

the external LLM to obtain a set of responses A = 324

{a1, . . . , an}, while the original query q remains 325

strictly within the trusted local environment. 326
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Algorithm 1 GTKA Training

Require: Dataset D, Generator Gθ, Attacker Aϕ,
Integrator I, External LLMMext.

Ensure: Optimized Gθ and Aϕ.
1: Initialize θ, ϕ; πref ← Gθ.
2: for iteration t = 1, . . . , T do
3: Sample a batch of queries Bq ⊂ D.
4: // Step 1: Generate K candidates for each

query in batch
5: BS ← {(q,S(1...K)) | q ∈ Bq,S(k) ∼

Gθ(q)}.
6: // Step 2: Optimize Attacker on generated

samples
7: Update ϕ ← SFT(Aϕ,BS) to maximize

reconstruction likelihood.
8: // Step 3: Optimize Generator via DPO
9: Dpref ← ∅

10: for each (q, {S(k)}Kk=1) ∈ BS do
11: Compute rewards R(k) for each candi-

date using updated Aϕ.
12: Construct pair (S+,S−); add to Dpref.
13: end for
14: Update θ ← DPO(Gθ, πref,Dpref).
15: end for
16: return Gθ, Aϕ

After obtaining external responses, GTKA per-327

forms answer synthesis locally to ensure that the328

sensitive query q never leaves the trusted boundary.329

The trusted local integrator I aggregates the orig-330

inal query, sub-queries, and external responses to331

produce the final answer:332

â = I(q,S,A). (6)333

In our framework, I is implemented as a trusted334

local LLMMloc that runs entirely within the se-335

cure boundary. It treats A as external knowledge336

and synthesizes a final answer that directly ad-337

dresses q. Only the sub-queries S are sent to the338

untrusted external model, while the final reasoning339

that grounds external information in the user’s orig-340

inal intent is carried out locally. As a result, GTKA341

provides privacy by construction because q is never342

disclosed toMext, yet it can still leverageMext343

for broad and up-to-date knowledge.344

4 Experiments345

4.1 Dataset346

To comprehensively evaluate the effectiveness and347

generalizability of our proposed method, we con-348

duct experiments on two sensitive-domain QA 349

datasets from the biomedical and legal domains, 350

as both involve sensitive intents and high-stakes de- 351

cision making where privacy leakage can cause real 352

harm. Existing biomedical and legal QA datasets 353

are often difficult to trace back to their source doc- 354

uments, which prevents rigorous evaluation of pri- 355

vacy leakage. Therefore, we construct two domain- 356

specific QA datasets in this work, BioQA and 357

LawQA. 358

BioQA is a high-quality question answering 359

(QA) dataset in the biomedical domain, constructed 360

from PubMed articles. For both datasets, we use an 361

8:2 split for training and testing. Dataset statistics 362

are reported in Table 1, and the dataset construction 363

process is detailed in Appendix A.

Type BioQA LawQA

Total 12,876 12,575
Train 10,301 10,060
Test 2,575 2,515

Avg. Q length (words) 13.90 128.18
Avg. A length (words) 52.42 146.95

Table 1: Statistics of the two datasets. “Avg. Q length”
and “Avg. A length” denote the average number of
words per question and answer, respectively.

364

4.2 Baselines and Evaluation Metrics 365

Baselines. Local-Only (Trusted): Answering the 366

raw query solely with a local, trusted LLM (usu- 367

ally smaller) operating within the secure environ- 368

ment, without calling any external cloud LLMs. 369

External-Only (Untrusted): Directly submitting 370

the raw, unmodified sensitive query to the exter- 371

nal cloud LLM. PP-TS (Kan et al., 2023): The 372

framework protects user privacy by locally filter- 373

ing sensitive information from user inputs before 374

transmitting them to a remote LLM, and subse- 375

quently restoring the filtered content in the re- 376

sponse. IOI (Yao et al., 2024): The true input 377

instance is combined with a dummy instance to 378

form an obfuscated instance, which is subsequently 379

transmitted to the external LLM. Hard-Prompt 380

Obfuscation (Pape et al., 2025): The method op- 381

erates in the discrete token space, iteratively re- 382

placing tokens to generate a textually distinct yet 383

functionally equivalent hard obfuscated prompt. 384

Soft-Prompt Obfuscation (Pape et al., 2025): 385

The method operates in the continuous embedding 386

space, directly optimizing the prompt’s embedding 387
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Method
Knowledge Acquisition (↑) Intent Leakage(↓)

R-1 R-2 R-L METEOR BERTScore ASR@1 ASR@3 MRR

Local-Only (Qwen2.5-3B-Instruct) 16.12 3.57 12.61 20.40 80.27 / / /
External-Only (Qwen-Turbo) 24.96 6.50 19.17 25.21 83.99 / / /

PP-TS (Kan et al., 2023) 16.58 3.63 12.78 20.56 80.52 21.48 39.65 31.60
IOI (Yao et al., 2024) 17.86 3.98 14.36 21.24 81.15 19.89 37.99 30.03

Hard-PO (Pape et al., 2025) 16.74 3.71 13.72 21.85 81.58 19.33 37.02 29.21
Soft-PO (Pape et al., 2025) 19.42 4.56 14.85 22.18 81.92 20.56 38.72 30.77

GTKA 21.35 5.18 16.42 23.46 82.85 18.41 36.14 28.43

Table 2: Performance comparison on the BioQA dataset with Qwen2.5-3B-Instruct (trusted local model) and
Qwen-Turbo (untrusted external model). ↑ indicates higher scores are better, while ↓ indicates lower scores are
better.

Method
Knowledge Acquisition (↑) Intent Leakage(↓)

R-1 R-2 R-L METEOR BERTScore ASR@1 ASR@3 MRR

Local-Only (Llama-3.1-8B) 16.35 3.26 11.62 18.17 81.02 / / /
External-Only (GPT-4o mini) 21.41 5.38 16.34 23.83 84.10 / / /

PP-TS (Kan et al., 2023) 15.62 3.25 11.76 19.24 81.67 14.16 31.98 25.76
IOI (Yao et al., 2024) 16.28 3.54 12.24 19.72 82.86 12.71 30.14 24.16

Hard-PO (Pape et al., 2025) 17.04 3.98 13.47 20.61 82.94 11.99 29.37 23.26
Soft-PO (Pape et al., 2025) 17.25 4.05 13.62 20.78 83.34 13.44 31.05 24.78

GTKA 18.79 4.52 14.38 21.94 83.72 11.12 28.57 22.52

Table 3: Performance comparison on the BioQA dataset with Llama-3.1-8B (trusted local model) and GPT-4o mini
(untrusted external model). ↑ indicates higher scores are better, while ↓ indicates lower scores are better.

vectors to generate a functionally equivalent soft388

obfuscated prompt.389

Evaluation Metrics. To evaluate our framework390

comprehensively, we assess all methods along two391

dimensions: knowledge acquisition and intent leak-392

age, using both automatic and human evaluation.393

For Knowledge acquisition, the automatic evalua-394

tion reports commonly used QA metrics, including395

ROUGE-1 (R-1), ROUGE-2 (R-2), ROUGE-L (R-396

L), METEOR, and BERTScore.397

For intent leakage, we adopt two attacker-based398

automatic metrics: Attack Success Rate (ASR)399

and Mean Reciprocal Rank (MRR). Specifically,400

for each privacy-preserved input, given a prede-401

fined candidate set consisting of the true source402

segment and several decoy segments, the attacker403

produces a ranked list of candidates according to404

how well each candidate matches the observed in-405

put. ASR@k is defined as Top-k accuracy, i.e.,406

the fraction of instances where the true segment407

appears in the top k positions. A higher ASR@k408

indicates stronger leakage. MRR measures the av-409

erage reciprocal rank of the true segment in the410

attacker’s ranking. The detailed calculations are411

provided in Appendix B.412

For human evaluation, we recruited three domain 413

experts to annotate the data. For knowledge acqui- 414

sition, the experts were provided with the question, 415

the model-generated answer, and the gold reference 416

answer, and then rated the response on a 0–5 scale 417

along three dimensions: accuracy, completeness, 418

and adoptability. For intent leakage, we conducted 419

a human attack simulation: the experts were given 420

the privacy-preserving query together with a candi- 421

date pool consisting of the true source segment and 422

multiple decoy segments, and were asked to rank 423

the candidate segments according to how likely 424

each one was to be the true source based solely 425

on the obfuscated query. We report the average 426

score across the three experts as the final human 427

evaluation result. 428

4.3 Experimental Settings 429

To comprehensively evaluate the performance of 430

our proposed GTKA framework, we employ two 431

distinct configurations of base Large Language 432

Models (LLMs). First, we utilize Qwen2.5-3B- 433

Instruct as the local trusted model paired with 434

Qwen-Turbo as the external untrusted model, 435

where the former serves as the backbone for both 436
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Method
Knowledge Acquisition (↑) Intent Leakage(↓)

R-1 R-2 R-L METEOR BERTScore ASR@1 ASR@3 MRR

Local-Only (Qwen2.5-3B-Instruct) 39.99 17.90 28.74 43.94 81.57 / / /
External-Only (Qwen-Turbo) 45.84 21.06 32.49 45.33 85.80 / / /

PP-TS (Kan et al., 2023) 40.15 17.92 28.77 43.72 81.96 23.41 46.19 36.05
IOI (Yao et al., 2024) 40.72 18.08 29.02 43.83 82.41 21.94 44.34 34.41

Hard-PO (Pape et al., 2025) 41.24 18.25 29.18 44.03 82.35 21.24 43.49 33.70
Soft-PO (Pape et al., 2025) 42.56 18.42 29.35 44.56 83.87 22.57 45.22 35.07

GTKA 43.52 19.86 30.84 44.91 84.69 20.35 42.56 32.74

Table 4: Performance comparison on the LawQA dataset with Qwen2.5-3B-Instruct (trusted local model) and
Qwen-Turbo (untrusted external model). ↑ indicates higher scores are better. ↓ indicates lower scores are better.

Method
Knowledge Acquisition (↑) Intent Leakage(↓)

R-1 R-2 R-L METEOR BERTScore ASR@1 ASR@3 MRR

Local-Only (Llama-3.1-8B) 40.49 18.64 28.78 43.97 81.81 / / /
External-Only (GPT-4o mini) 44.71 20.72 30.90 46.28 85.98 / / /

PP-TS (Kan et al., 2023) 38.56 16.82 26.54 42.28 82.13 25.43 48.46 37.92
IOI (Yao et al., 2024) 39.72 17.56 27.48 43.12 83.08 23.98 46.71 36.27

Hard-PO (Pape et al., 2025) 40.35 17.86 27.92 43.45 83.72 23.19 45.85 35.61
Soft-PO (Pape et al., 2025) 40.86 18.12 28.24 43.68 84.76 24.68 47.64 37.09

GTKA 42.67 19.58 29.72 45.36 85.39 22.55 44.93 34.68

Table 5: Performance comparison on the LawQA dataset with Llama-3.1-8B (trusted local model) and GPT-4o mini
(untrusted external model). ↑ indicates higher scores are better, while ↓ indicates lower scores are better.

the generator and the attacker. Second, we adopt437

Llama-3.1-8B as the local trusted model and GPT-438

4o-mini as the external model, with Llama-3.1-8B439

similarly functioning as both the generator and at-440

tacker. Additional experimental settings are de-441

tailed in Appendix C.442

4.4 Experimental Results443

Tables 2 and 3 report the results on the BioQA444

dataset under two different local–external model445

settings. Overall, GTKA maintains strong knowl-446

edge acquisition while achieving the lowest intent447

leakage. The performance on the LawQA dataset448

is detailed in Tables 4 and 5. The experimental449

results demonstrate that GTKA effectively masks450

sensitive legal intent while successfully obtaining451

pertinent content from external LLMs, thereby fur-452

ther validating the generalization capability of our453

framework in the legal domain.454

To assess the practical usefulness and privacy455

protection of our method, we conducted a human456

evaluation, with results reported in Table 6. GTKA457

achieves the strongest performance across the accu-458

racy, completeness, and adoptability metrics. For459

intent leakage, GTKA also exhibits substantially460

lower leakage than the compared method. These461

findings indicate that the sub-queries generated by 462

GTKA effectively mask the original intent from ad- 463

versaries while still obtaining relevant knowledge 464

from external LLMs and producing high-quality 465

answers. 466

Human: Knowledge Acquisition (↑)

Method Accuracy Completeness Adoptability

Soft-PO 4.17 4.03 3.96
GTKA 4.65 4.54 4.72

Human: Intent Leakage (↓)

Method ASR@1 ASR@3 MRR

Soft-PO 24.25 42.84 33.65
GTKA 21.67 40.13 31.26

Table 6: Human evaluation results on the BioQA dataset.
↑ indicates higher scores are better, while ↓ indicates
lower scores are better.

4.5 Ablation study 467

To comprehensively evaluate the contribution of 468

each component in our proposed framework, we 469

conducted ablation studies on the BioQA dataset 470

using Qwen2.5-3B-Instruct as the local model and 471

Qwen-Turbo as the external model. The results are 472

reported in Table 7, showing that each component 473

contributes positively to the overall performance. 474
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Question: How does canonical Wnt/β-catenin signaling regulate gene transcription in articular chondrocytes?

Ground Truth: When Wnt ligands activate the pathway, β-catenin is stabilized and translocates to the nucleus, where it
partners with TCF/LEF transcription factors. This complex displaces repressors, recruits coactivators such as CBP/p300, and
drives or represses target gene transcription that governs chondrocyte maturation, matrix synthesis, and catabolic enzyme
production.

Generated Answer:

By synthesizing the retrieved general mechanisms with the local context of articular chondrocytes, the pathway functions as
follows: 1. Cytosolic Stabilization: Wnt ligands initiate the process by inhibiting the proteasomal destruction complex. This
prevents the ubiquitination of β-catenin, allowing it to accumulate. 2. Nuclear Translocation: The stabilized β-catenin utilizes its
NLS to interact with importins, traversing the Nuclear Pore Complex to enter the nucleus. 3. Transcriptional Regulation: Lacking
its own DNA-binding domain, β-catenin binds to TCF/LEF factors. It activates gene expression by facilitating the exchange of
transcriptional repressors for histone acetyltransferases (HATs) including CBP/p300. 4. Chondrocyte-Specific Outcome: This
transcriptional machinery directly regulates the balance between anabolic matrix synthesis and catabolic enzyme activity (e.g.,
MMPs), thereby driving chondrocyte maturation and maintaining joint tissue homeostasis.

…

Sub Query 1:
What are the general mechanisms by which ligand-
binding inhibits the proteasomal degradation of cytosolic
proteins?

Answer:
When a ligand binds to its cell-surface receptor, it often
triggers a signal transduction cascade that inhibits the
cytosolic ‘destruction complex’. Normally, this complex
phosphorylates specific target proteins, marking them for
ubiquitination and degradation by the proteasome.
Mechanism: Inhibition: The mechanism proceeds as
follows: 1. Inhibition: Ligand binding stops the
phosphorylation activity. 2. Accumulation: The target
protein escapes degradation, stabilizes, and accumulates
in the cytoplasm (e.g., similar to how Wnt stabilizes β-
catenin).

Sub Query 2:
How do transcriptional co-activators that lack DNA-
binding domains typically influence gene expression
in the nucleus?

Answer:
These proteins act as bridges between DNA-bound
factors and the transcription machinery. Since they
cannot bind DNA directly, they operate through: 1.
Protein-Protein Interaction: They bind to sequence-
specific transcription factors (TFs) already on the
promoter. 2. Chromatin Remodeling: They recruit
histone acetyltransferases like CBP/p300 to open
up the chromatin structure. 3. Repressor
Displacement: They often compete with and
displace transcriptional co-repressors (e.g.,
Groucho/TLE) to switch genes from 'off' to 'on'."

Sub Query 3:
What is the role of nuclear localization
signals (NLS) in the translocation of
stabilized cytosolic proteins?

Answer:
The Nuclear Localization Signal (NLS) is a
specific amino acid sequence essential for
transport. 1. Exposure: Once a cytosolic
protein is stabilized, its NLS becomes
accessible. 2. Transport: The NLS is
recognized by importins (karyopherins).
These transport receptors bind the
protein and ferry it through the Nuclear
Pore Complex (NPC) into the nucleus,
allowing it to access genomic DNA.

Figure 3: Biomedical case (Text highlighted in the same color denotes semantically corresponding information).
Starting from the original query, our proposed GTKA method generates multiple low-leakage sub-queries that avoid
revealing the original intent, submits them to an external LLM to obtain intermediate responses, and then uses a
trusted local model to securely integrate these responses into the final answer.

Method R-L BertScore ASR@3 MRR

GTKA (Full) 16.42 82.85 36.14 28.43

w/o DPO 15.73 82.19 38.45 30.12
w/o Quality (α = 0) 14.47 81.13 33.24 25.69
w/o Privacy (β = 0) 17.08 83.07 40.32 33.41

Table 7: Ablation study on the BioQA dataset.

4.6 Case Study475

We present a representative biomedical example476

to illustrate the advantage of our semi-permeable477

membrane framework, as shown in Figure 5. Given478

the original query, directly querying an exter-479

nal LLM would expose the pathway name, key480

molecule, and specific cell type. Instead, our481

method generates several low-leakage sub-queries482

that deliberately stay at a general-mechanism level483

while still covering the essential reasoning steps484

from different angles. The external model answers485

these generic sub-queries without being exposed486

to the original intent, and a trusted local model487

then securely integrates them back into the origi-488

nal biological context to produce the final explana-489

tion. The integrated answer aligns closely with the490

ground truth, demonstrating that our framework491

can recover a highly consistent, context-specific 492

response while minimizing intent leakage. 493

5 Conclusion 494

In this work, we presented Game-theoretic Trust- 495

worthy Knowledge Acquisition (GTKA) to recon- 496

cile the need for the advanced and continually up- 497

dated knowledge of external LLMs with privacy 498

constraints. By formulating query decomposition 499

as an adversarial game, our framework generates 500

generalized sub-queries that maximize utility while 501

minimizing leakage. Through extensive experi- 502

ments on two newly constructed benchmarks in the 503

biomedical and legal domains, we demonstrated 504

that GTKA significantly outperforms existing base- 505

lines, achieving a superior balance of privacy and 506

answer fidelity. Unlike heavy cryptographic solu- 507

tions or infrastructure-level changes, GTKA offers 508

a lightweight, semantic-level defense that allows 509

users to safely access the evolving information 510

in external models without exposing proprietary 511

intent, while remaining compatible with today’s 512

deployed LLM services and practical real-world 513

workflows. 514
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Limitations515

Our study presents two primary limitations:516

• While we have rigorously validated our517

method in the biomedical and legal domains,518

the framework’s generalizability to other519

fields remains to be verified. Sectors such520

as finance, engineering, or open-domain sce-521

narios possess distinct data distributions and522

privacy constraints. These differences could523

potentially shift the critical equilibrium be-524

tween utility and leakage.525

• Our current approach dispatches sub-queries526

to a single external LLM provider. Theoreti-527

cally, distributing sub-queries across multiple528

heterogeneous providers could offer stronger529

privacy guarantees. However, such a multi-530

provider strategy inevitably incurs higher com-531

putational overhead. We plan to explore opti-532

mization strategies that balance these resource533

demands with privacy gains in future work.534

Ethical Statement535

All experiments in this study were conducted in a536

controlled, simulated laboratory environment. We537

explicitly state that the datasets utilized in our work538

are sourced exclusively from publicly available539

benchmarks and contain no Personally Identifiable540

Information (PII). Furthermore, our adversarial as-541

sessments and privacy reconstruction attacks were542

strictly confined to local internal models. We did543

not perform any attacks against commercial exter-544

nal LLM servers or any third-party infrastructure.545

To facilitate reproducibility and transparency, all546

source code and data will be made publicly avail-547

able upon publication. For the review process, an548

anonymized version of the code and data has been549

submitted as supplementary material.550

For the human evaluation conducted, we re-551

cruited three domain experts. These participants552

were compensated at a rate exceeding the local min-553

imum wage to ensure fair remuneration for their554

time and expertise. Prior to data collection, we555

explicitly explained the intended usage of the data556

to the annotators in detail. Regarding data consent,557

the BioQA and LawQA datasets constructed in558

this work utilize publicly available documents from559

PubMed and U.S. judicial decisions, respectively.560

These sources are open for research purposes; there-561

fore, individual consent was not required, and our562

usage adheres to the data usage policies of the re- 563

spective repositories. 564
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A Dataset Construction750

For the BioQA dataset, we first collect 5,000751

PubMed articles as source documents and use GPT-752

5 to generate three QA pairs per article, resulting753

in 15,000 raw QA pairs. To ensure data quality,754

we employ an LLM-based judge to score each QA755

pair on a 0–5 scale based on overall quality. We756

retain QA pairs with scores above 4 and further757

remove semantically redundant instances by filter-758

ing near-duplicate QA pairs. After these filtering759

steps, BioQA contains 12,876 QA pairs, with some760

illustrative examples shown in Table 8.761

For the LawQA dataset, we collect 15,000 U.S.762

judicial decisions and use GPT-5 to generate one763

QA pair per decision, producing 15,000 raw QA764

pairs. We apply the same quality-scoring and near-765

duplicate removal procedure, retaining only QA766

pairs with scores above 4 and removing highly sim-767

ilar instances, yielding 12,575 QA pairs in the final768

LawQA dataset. Some illustrative examples are769

provided in Table 9.770

B Metric Calculations771

We use ASR@k and MRR to quantify intent leak-772

age under an attacker who observes the privacy-773

preserved input and attempts to recover the true774

source segment from a candidate pool (the true seg- 775

ment plus decoys). ASR@k captures whether the 776

attacker can successfully identify the true segment 777

within the top-k predictions, while MRR further re- 778

flects how highly the true segment is ranked across 779

all candidates. 780

Attack Success Rate (ASR). For each test in- 781

stance i ∈ {1, . . . ,M}, let Ci = {ci,1, . . . , ci,N} 782

denote the candidate set containing exactly one true 783

source segment c⋆i and N − 1 decoy segments. Let 784

the attacker output a ranked list over Ci, and let 785

ri ∈ {1, . . . , N} denote the rank position of c⋆i 786

(smaller is better). We define ASR@k as: 787

ASR@k =
1

M

M∑
i=1

I [ri ≤ k] , (7) 788

where I[·] is the indicator function. 789

Intuitively, ASR@k measures the probability 790

that the attacker places the true segment among 791

its top-k candidates. A higher ASR@k indicates 792

stronger intent leakage. 793

Mean Reciprocal Rank (MRR). MRR reflects 794

how highly the true source segment is ranked 795

within the attacker’s ranked list over the candidate 796

set Ci. A higher MRR indicates that the attacker 797

tends to place the true segment closer to the top, 798

suggesting stronger intent leakage, while a lower 799

MRR indicates weaker leakage. Formally, MRR is 800

defined as: 801

MRR =
1

M

M∑
i=1

1

ri
, (8) 802

where ri denotes the rank position of the true seg- 803

ment c⋆i for instance i, and MRR takes values in 804

(0, 1]. 805

C Experimental Settings 806

Across all LLMs, we standardize the decoding hy- 807

perparameters with a sampling temperature of 0.7, 808

nucleus sampling (Top-p) of 0.9, and a maximum 809

generation length of 512 tokens. Regarding the spe- 810

cific hyperparameters of GTKA, we set the number 811

of candidate sub-query groups K = 4 and the num- 812

ber of sub-queries per group N = 9. The reward 813

function balances quality and privacy with weights 814

set to α = 2/3 and β = 1/3, respectively, and the 815

iterative adversarial training process is conducted 816

for 5 rounds. The generator is optimized via DPO 817
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ID Question Answer

1 How do immune checkpoints like PD-1 and CTLA-4 sup-
press T-cell activation?

PD-1 and CTLA-4 attenuate T-cell receptor signaling by
recruiting phosphatases that dephosphorylate key signaling
molecules, reducing PI3K/Akt activity, IL-2 production, and
co-stimulatory signals, which collectively limit T-cell prolifer-
ation and effector function.

2 How does NOD2 activation enhance dendritic cell matura-
tion and antigen presentation in the context of vaccination?

NOD2 signaling upregulates costimulatory molecules (such as
CD80 and CD86), MHC class II, and cytokines that promote
T cell priming. It also induces autophagy, which facilitates
antigen processing and can support cross-presentation to CD8+
T cells. These changes increase the efficiency of antigen
presentation and promote migration to lymphoid tissues via
chemokine receptor induction.

Table 8: Illustrative examples from BioQA.

ID Question Answer

1 In a Connecticut criminal matter where the court deferred
the evidentiary portion of the defendant’s trial until the code-
fendant’s case concluded, I need to assess the viability of the
defendant’s speedy-trial claim on appeal. Under Connecticut
Practice Book § 3-10 and State v. Mooney, 218 Conn. 85
(1991), how should we frame the analysis given the record
facts that the delay was caused by the prosecutor’s unfore-
seen back injury and that the defendant did not object to
the deferral at trial? Please outline how these facts affect
preservation and the merits, and what arguments the state
can emphasize to show the delay was not sufficiently long
and served the interest in a fair and impartial proceeding.

Applying Practice Book § 3-10 and Mooney’s balancing
framework, the court weighed the defendant’s speedy-trial
interest against the state’s interest in a fair, impartial trial and
found no violation. Two facts are decisive. First, the delay was
not significantly long, which undercuts the prejudice compo-
nent of a speedy-trial claim. Second, the cause of delay—the
prosecutor’s back injury—was unforeseen and beyond the
state’s control, supporting the reasonableness of the deferral.
On preservation, the defendant did not object to the delay at
trial, so the speedy-trial claim was not preserved for appellate
review. The state should emphasize that the deferral served
the integrity of the proceedings, the length of delay was not
substantial, the cause was legitimate and uncontrollable, and
the absence of a contemporaneous objection bars the claim on
appeal.

2 On the limitations issue, where the alleged offenses occurred
in 1949 and the indictment was not found until 1952, and a
motion to dismiss has been raised on statute-of-limitations
grounds under 18 U.S.C. § 3282 (three-year limit), confirm
whether the indictment is time-barred and indicate the proper
disposition (including whether dismissal should be without
prejudice) based on how the court applied the timing rule
here.

Yes. Under 18 U.S.C. § 3282, an indictment must be found
within three years after the commission of the offense. Be-
cause the offenses occurred in 1949 and the indictment was
not found until 1952, it fell outside the three-year period and
was time-barred. The court granted the motion to dismiss and
dismissed the indictment without prejudice.

Table 9: Illustrative examples from LawQA.

with a KL penalty coefficient β of 0.1 and a learn-818

ing rate of 5e-6. The prompt templates utilized for819

generating sub-queries from the original query are820

detailed in Appendix D. For all comparative base-821

lines, we strictly follow the optimal configurations822

reported in their original papers to ensure a fair823

comparison.824

D Prompt Details825

The prompts used to generate sub-queries from the826

original queries on the BioQA and LawQA datasets827

are as follows:828
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ID Question Answer

1 How do immune checkpoints like PD-1 and CTLA-4 sup-
press T-cell activation?

PD-1 and CTLA-4 attenuate T-cell receptor signaling by
recruiting phosphatases that dephosphorylate key signaling
molecules, reducing PI3K/Akt activity, IL-2 production, and
co-stimulatory signals, which collectively limit T-cell prolifer-
ation and effector function.

2 How does NOD2 activation enhance dendritic cell matura-
tion and antigen presentation in the context of vaccination?

NOD2 signaling upregulates costimulatory molecules (such as
CD80 and CD86), MHC class II, and cytokines that promote
T cell priming. It also induces autophagy, which facilitates
antigen processing and can support cross-presentation to CD8+
T cells. These changes increase the efficiency of antigen
presentation and promote migration to lymphoid tissues via
chemokine receptor induction.

3 How does the holin–endolysin–spanin system mediate lysis
of Gram-negative bacteria during phage infection?

Holins accumulate in the inner membrane and form timed
pores that allow endolysins to access the periplasm, where
endolysins enzymatically cleave peptidoglycan. In Gram-
negative bacteria, spanins then disrupt or fuse the inner and
outer membranes to complete lysis, releasing progeny phage.
Antiholins and membrane potential help regulate the timing
of this process.

Table 8: Illustrative examples from BioQA.

System Prompt: You are a question genera-
tion expert specializing in privacy-preserving
query generalization. Your goal is to generate
n new, related, general-knowledge questions
based on an original question, ensuring all spe-
cific entities and sensitive details are completely
obfuscated. Follow these requirements:

1. Abstraction Strategy: Do not paraphrase
or rewrite the original question. Instead,
generate multiple new questions derived
from broader concepts, underlying princi-
ples, mechanisms, and general knowledge in
related domains.

2. Strict Privacy Constraints: The generated
questions must not contain any specific iden-
tifiers. This strictly prohibits: lab/project
names, specific gene/protein names, cell
types, specific diseases, drugs, named bi-
ological processes, or concrete experimental
data.

3. Inference Utility: Ensure the generated ques-
tions are valuable such that their combined
answers allow a local model to infer the orig-
inal answer, without exposing specific re-
search targets to external models.

Output Format: Return only a valid JSON
object.

User Prompt: Original question: {question}.
Please generate n new general-knowledge ques-
tions.

815

System Prompt: You are a legal ques-
tion generation expert specializing in privacy-
preserving query generalization. Your goal is
to generate n new, related, general-knowledge
questions based on an original legal question,
ensuring all specific entities and sensitive de-
tails are completely obfuscated. Follow these
requirements:

1. Abstraction Strategy: Do not paraphrase or
rewrite the original question. Instead, gen-
erate multiple new questions derived from
broader legal concepts, underlying princi-
ples, doctrines, and general standards in re-
lated domains.

2. Strict Privacy Constraints: The generated
questions must not contain any specific
identifiers. This strictly prohibits: party
names, specific case numbers, docket num-
bers, judge names, geographic locations, or
confidential case details.

3. Inference Utility: Ensure the generated ques-
tions are valuable such that their combined
answers allow a local model to infer the orig-
inal answer, without exposing specific case
strategies or client matters to external mod-
els.

Output Format: Return strictly in JSON for-
mat only.
User Prompt: Original question: {question}.
Please generate n new general-knowledge ques-
tions.

816
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Figure 4: Prompt (BioQA).

ID Question Answer

1 How do immune checkpoints like PD-1 and CTLA-4 sup-
press T-cell activation?

PD-1 and CTLA-4 attenuate T-cell receptor signaling by
recruiting phosphatases that dephosphorylate key signaling
molecules, reducing PI3K/Akt activity, IL-2 production, and
co-stimulatory signals, which collectively limit T-cell prolifer-
ation and effector function.

2 How does NOD2 activation enhance dendritic cell matura-
tion and antigen presentation in the context of vaccination?

NOD2 signaling upregulates costimulatory molecules (such as
CD80 and CD86), MHC class II, and cytokines that promote
T cell priming. It also induces autophagy, which facilitates
antigen processing and can support cross-presentation to CD8+
T cells. These changes increase the efficiency of antigen
presentation and promote migration to lymphoid tissues via
chemokine receptor induction.

3 How does the holin–endolysin–spanin system mediate lysis
of Gram-negative bacteria during phage infection?

Holins accumulate in the inner membrane and form timed
pores that allow endolysins to access the periplasm, where
endolysins enzymatically cleave peptidoglycan. In Gram-
negative bacteria, spanins then disrupt or fuse the inner and
outer membranes to complete lysis, releasing progeny phage.
Antiholins and membrane potential help regulate the timing
of this process.

Table 8: Illustrative examples from BioQA.

System Prompt: You are a question genera-
tion expert specializing in privacy-preserving
query generalization. Your goal is to generate
n new, related, general-knowledge questions
based on an original question, ensuring all spe-
cific entities and sensitive details are completely
obfuscated. Follow these requirements:

1. Abstraction Strategy: Do not paraphrase
or rewrite the original question. Instead,
generate multiple new questions derived
from broader concepts, underlying princi-
ples, mechanisms, and general knowledge in
related domains.

2. Strict Privacy Constraints: The generated
questions must not contain any specific iden-
tifiers. This strictly prohibits: lab/project
names, specific gene/protein names, cell
types, specific diseases, drugs, named bi-
ological processes, or concrete experimental
data.

3. Inference Utility: Ensure the generated ques-
tions are valuable such that their combined
answers allow a local model to infer the orig-
inal answer, without exposing specific re-
search targets to external models.

Output Format: Return only a valid JSON
object.

User Prompt: Original question: {question}.
Please generate n new general-knowledge ques-
tions.

815

System Prompt: You are a legal ques-
tion generation expert specializing in privacy-
preserving query generalization. Your goal is
to generate n new, related, general-knowledge
questions based on an original legal question,
ensuring all specific entities and sensitive de-
tails are completely obfuscated. Follow these
requirements:

1. Abstraction Strategy: Do not paraphrase or
rewrite the original question. Instead, gen-
erate multiple new questions derived from
broader legal concepts, underlying princi-
ples, doctrines, and general standards in re-
lated domains.

2. Strict Privacy Constraints: The generated
questions must not contain any specific
identifiers. This strictly prohibits: party
names, specific case numbers, docket num-
bers, judge names, geographic locations, or
confidential case details.

3. Inference Utility: Ensure the generated ques-
tions are valuable such that their combined
answers allow a local model to infer the orig-
inal answer, without exposing specific case
strategies or client matters to external mod-
els.

Output Format: Return strictly in JSON for-
mat only.
User Prompt: Original question: {question}.
Please generate n new general-knowledge ques-
tions.

816
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Figure 5: Prompt (LawQA).
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