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Abstract

Machine learning models are often trained on sensitive data (e.g., medical records and
race/gender) that is distributed across different “silos” (e.g., hospitals). These federated
learning models may then be used to make consequential decisions, such as allocating health-
care resources. Two key challenges emerge in this setting: (i) maintaining the privacy of
each person’s data, even if other silos or an adversary with access to the central server tries
to infer this data; (ii) ensuring that decisions are fair to different demographic groups (e.g.,
race/gender). In this paper, we develop a novel algorithm for private and fair federated
learning (FL). Our algorithm satisfies inter-silo record-level differential privacy (ISRL-DP),
a strong notion of private FL requiring that each silo’s communicated messages satisfy
record-level differential privacy. In addition to being differentially private, our framework
can be used to promote different fairness notions, including demographic parity and equal-
ized odds. We prove that our algorithm converges under mild smoothness assumptions on
the loss function (even in nonconvex settings), whereas prior work required strong convexity
for convergence. As a byproduct of our analysis, we obtain the first convergent algorithm
for ISRL-DP optimization of nonconvex-strongly concave min-max loss functions in feder-
ated learning. This convergent DP optimization algorithm is a valuable contribution in its
own right. Additionally, our experiments demonstrate the state-of-the-art fairness-accuracy
tradeoffs of our algorithm across different privacy levels. Compared to existing state of
the art, we obtained an average of around 64% reduction in demographic parity fairness
violation and 95% lower for equalized odds.

1 Introduction

Many important decisions are being assisted by machine learning (ML) models (e.g., loan approval or crim-
inal sentencing). Without intervention, ML modes may discriminate against certain demographic groups
(e.g., race, gender). For instance, Amazon developed a ML-based recruiting software that showed a strong
bias against hiring women for technical jobs (Dastin} [2018). Algorithmic fairness research aims to develop
algorithms that promote equitable treatment of different demographic groups by correcting biases that may
lead to unfair outcomes.

Despite the development of numerous fair learning algorithms, two key challenges impede their real-world
application: (1) Training fair models requires access to sensitive data (e.g., age, race, gender) in order
to ensure fairness of predictions with respect to these attributes. However, data protection and privacy
regulations (like E.U’s General Data Protection Regulation and California’s Consumer Privacy Act) restrict
the usage of sensitive demographic consumer data (GDP}|2016; BUKATY|2019). (2) Training data is often
distributed across different organizations, such as hospitals or banks, who may not share their data with
third parties.

To address obstacle (1), prior works (Jagielski et al.| 2019} [Mozannar et al.||2020; [Tran et al.||{2021} [2022]
Lowy et al.||2023) have used differential privacy (Dwork et al.;|2006) to preserve the privacy of the sensitive
data during fair model training. Informally, differential privacy (DP) ensures that no adversary can infer
much more about any individual piece of sensitive data than they could have inferred had that piece of data
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never been used. While these works address the first challenge, they fail to address the second challenge,
since they require centralized access to the full data.

In this work, we address the two aforementioned challenges via fair private federated learning (McMahan
et al}|2017) under an appropriate notion of differential privacy. Federated learning (FL) is a distributed
learning framework in which silos collaborate to train a global model by exchanging focused updates, often
with the orchestration of a central server. By permitting silos to collaborate without sharing their sensitive
local data, FL offers an ideal solution to challenge (2).

Although FL offers some privacy benefits to silos via local storage of data, this is not sufficient to prevent
sensitive data from being leaked: model parameters or updates can leak data, e.g. via gradient or model
inversion attacks (Li et al.}|2024bja). To prevent sensitive data from being leaked during FL, we will require
the full transcript of silo i’s sent messages (e.g., local gradient updates) to be differentially private. This
privacy requirement is known as inter-silo record-level differential privacy (ISRL-DP) (Lowy & Razaviyayn|
2023} [Liu et al.}|2022), defined formally in Section For example, if the silos are hospitals, then ISRL-DP
preserves the privacy of each patient’s record, even if an adversary with server access colludes with the other
hospitals to try to decode the data of hospital .

Prior work. There are several existing work on centralized private and fair learning (Jagielski et al.|
2019; [Lowy et al., |2023} |Tran et al.| |2021), on private federated learning (Lowy et al., |2022b}; [Lowy &
Razaviyayn) (2021} |Girgis et al.||2021; |Gao et al.||2024), and on fair FL (Ezzeldin et al.; |2023). However,
the literature on private and fair federated learning is sparse. In fact, the only related works we are aware
of are due to |Rodriguez-Gélvez et al.| (2021); |Ling et al.| (2024); |Padala et al.| (2021); |Gu et al.| (2022).
The work of|Rodriguez-Gélvez et al.|(2021) does not prove any ISRL-DP guarantee for their algorithm, nor
do they provide a convergence guarantee. The work of |Ling et al.| (2024) only guarantees convergence for
strongly convex loss functions, limiting its applicability in a wide range of modern ML models. For example,
linear/logistic regression and deep learning loss functions are not strongly convex, limiting the applicability
of their developments. Moreover, the algorithm of|Ling et al.| (2024) promotes a particular form of fairness
notion known as balanced performance fairness, which is less popular than other notions such as demographic
parity or equalized odds. The work of [Padala et al.| (2021) goes through a two-stage training. They first
train a fair model using FairSGD, in a non-private manner, and then train a DP model which emulates the
output of the FairSGD model. But that final trained model is not necessarily fair. On the other hand, the
work of |Gu et al.| (2022) cannot work with mini-batches of data due to their method of enforcing fairness,
limiting its use in applications with large training datasets.

Contributions. Motivated by the shortcomings of prior works, our work addresses the following question:

Can we develop an algorithm for fair and private federated learning that provably converges, even with
loss functions that are not necessarily strongly convex?

To answer this question, we develop a novel framework for promoting fairness and ISRL-DP with respect
to sensitive attributes in a federated learning setting. Our framework is flexible, covering different fairness
notions such as demographic parity and equalized odds. Further, our algorithm provides:

1. Guaranteed ISRL-DP and convergence: We prove that our ISRL-DP algorithm converges for
any smooth (potentially non-convex) loss function, even when mini-batches of data are used (i.e.
stochastic optimization). Thus, our algorithm can be used in large-scale FL settings, where full
batch training is not feasible.

2. State-of-the-art empirical performance: our ISRL-DP alogrithm achieves significantly im-
proved fairness-accuracy tradeoffs on benchmark tasks across different privacy levels. For example,
the equalized odds fairness violation of our algorithm is 95% lower than the previous state-of-the-
art (Ling et al.||2024) for the same fixed accuracy level. Additionally, our algorithm even outperforms
strong centralized DP fair baselines that do not provide the strong protection of ISRL-DP Tran et al.
(2021).
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Furthermore, our analysis yields a significant theoretical byproduct: the first convergent FL algorithm for
ISRL-DP optimization in nonconvex-strongly concave min-max optimization. This convergent DP opti-
mization algorithm is a valuable contribution in its own right. Moreover, our framework extends to hybrid
centralization settings, where some data features are centralized and others are decentralized (e.g., central-
ization of sensitive and decentralization of non-sensitive data). We discuss this in a detailed manner in
section [4]

2 Problem Setting and Preliminaries

Consider a federated learning setting with N silos (e.g., hospitals or banks) each of which has data that
is partitioned into sensitive and non-sensitive data divisions: {Z; = (X},Y;),S;})L,, where (X;,Y;) =
{xji,y5:4 1, S; = {85}, and i = n/N € N is the number of local samples per silo. z;,; € X are the
non-sensitive features, s;; € [k] = {1,...,k} are the discrete sensitive attributes (e.g. race, gender), and
yji € [1] = {1,...,1} are the ground-truth labelsE| Let yp(z) denote the model predictions parameterized
by 6, and £(0,x,y) = £(go(x),y) be a loss function (e.g. cross-entropy loss). Our goal is to (approximately)
solve the empirical risk minimization (ERM) problem

N 1 N n
IIlGiIl {E(@) = ’)71 Z 2 0 x]z,yﬂ } (1)

in a fair manner, while maintaining the differential privacy of the sensitive data {S; }" ; under ISRL-DP.
We consider two different notions of fairness in this workE|
Definition 1 (Fairness Notions). Let A: Z — ) be a classifier.

o A satisfies demographic parity (Dwork et al.||2012) if the predictions A(Z) are statistically indepen-
dent of the sensitive attributes.

o A satisfies equalized odds (Hardt et al.}|2016a)) if the predictions A(Z) are conditionally independent
of the sensitive attributes given Y = y for any y € ).

The choice of fairness notion depends on the application at hand (See |Chouldechova & Roth| (2020) for
discussion.)

It has been demonstrated that achieving perfect fairness is impossible for a differentially private algorithm
that also achieves non-trivial accuracy (Cummings et al.| |2019). Therefore, we focus on developing an
algorithm that minimizes a certain measure of fairness violation on the given dataset Z. Fairness violations
can be quantified in various ways; see, |[Dwork et al.| (2012); |Hardt et al.| (2016a); Lowy et al.| (2022a) for
an overview. As an example, if demographic parity is the desired fairness criterion, we can quantify the
(empirical) demographic parity violation using the following measure:

maxmax by (fls) — Py (3)], (2)

where p represents the empirical probability computed from the data (Z, {g;}7 ;). Note that the demographic
parity violation in equation is zero if and only if demographic parity is satisfied.

Next, we define differential privacy. Following the DP fair learning literature (Jagielski et al.||2019) and
motivated by the discussion in the Introduction, we consider a relaxation of DP, in which only the sensitive
attributes require privacy In the centralized setting, we say Z and Z' are adjacent with respect to sensitive
data if Z = {(xi,yi,8:) 1, Z' = {(zi,v4, 8;)}7_1, and there is a unique i € [n] such that s; # .

10ur algorithm and analysis readily extends to the case in which silo data sets contain different numbers of samples, via
standard techniques (see e.g.,|Lowy & Razaviyayn|(2023))

20ur method can also handle any other fairness notion that can be defined in terms of statistical (conditional) independence,
such as equal opportunity. However, our method cannot handle all fairness notions: for example, false discovery rate and
calibration error are not covered by our framework.

SHowever, the convergence guarantee of our algorithm easily extends to the case where privacy of the entire data set is
needed.
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Definition 2 (Differential Privacy w.r.t. Sensitive Attributes). Let e > 0, 6 € [0, 1). A randomized algorithm
A is (g,9)-differentially private (DP) w.r.t. sensitive attributes S if for all pairs of data sets Z, Z’ that are
adjacent w.r.t. sensitive attributes, we have

P(A(Z) € O) < eP(A(Z") € O) + 6, (3)
for all measurable sets O < ).

In the context of FL with N silos, we say two distributed datasets Z = (Z1,...,Zy) and Z' = (Z1,...,ZY)
with Z; = {(xj.6, Y50 55.0)}i=1 2 = {(},i, Y56, 85)}ie1 are adjacent if for every j € [N], there is at most one
i €[] such that s;; # s’ ,. Thus, adjacent distributed datasets Z and Z’' may differ in up to N samples,
one from each silo.

Definition 3 (Inter-Silo Record-Level DP). A federated learning algorithm A is (g, §)-inter-silo-record-level
DP (ISRL-DP) if, for each j € [N], the full transcript of silo j’s sent messages satisfies for all adjacent
distributed datasets Z, Z’' and any fixed settings of other silos’ data.

By post-processing property of DP (Dwork & Roth| 2014)), Deﬁnitionensures that the model parameters
and the messages broadcast by the central server and are also DP.

As discussed in Section Definition is useful if a company wants to train a fair model, but is unable to use
the sensitive attributes collected in another silo (and is needed to train a fair model) due to privacy concerns
and laws. Following |Lowy et al.| (2023), we shall impose the reasonably practical assumption that all data
sets contain at least p-fraction of every sensitive attribute for some p € (0, 1).

3 Private and Fair Federated ERM Framework

A popular method in the literature to enforce fairness is to introduce a regularizer that penalizes the model
for making unfair decisions (Zhang et al.}|2018} Donini et al.||2018} [Baharlouei et al.||[2020). Let S, Y, and Y
be the random variables corresponding to sensitive attributes, actual output, and predictions by the models.
The regularization approach to fair ERM jointly optimizes for accuracy and fairness by solving

min {E(e) +AD(Y, S, Y)} ,

where D is a measure of (conditional) statistical dependence (based on the fairness notion used) between
the sensitive attributes S and the predicted outputs Y. The dependency of D on S, 17, and/or Y varies for
different fairness notions. For instance, for demographic parity, D just depends on S and )A/, while equalized
odds D also depends on Y. The parameter A > 0 controls the trade-off between accuracy and fairness.
Inspired by the strong performance of [Lowy et al.| (2022a}|[2023), we use variations of the x? divergence as
our D.

Definition 4 (x? Divergence). The x? Divergence between two probability mass functions P(z) and Q(x)
over the support of X is defined as

2 Y o (@ N
2o = X ew (g 1)

The choice of this divergence was motivated by the theoretical results and strong empirical performance of
this divergence on stochastic fair optimization highlighted by the work of|Lowy et al.[(2022a). They provided
extensive analysis on using this divergence using the following arguments:

o (Lowy et al.||2022a) proposed an unbiased estimator for the population x? divergence term, enabling
the regularizer’s use on mini-batches and ensuring convergence guarantees for stationarity.

e They demonstrated that the y? divergence between model outputs and sensitive labels serves as
an upper bound for fairness violations, such as demographic parity and equalized odds. Hence,
minimizing this divergence ensures the tightening of fairness violations.
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For demographic parity, we would ideally like to use DR(?, S) = X2(pfz,s||]99ps) as our regularizer, where
the true joint distribution for the random variables Y and S is given by Py 5 and marginals are given by
Py, Ps, respectively. However, since the true distribution of (f/, S) is unknown in practice, we resort to an
empirical estimate of the regularizer: D R(?, S) = 2 (ﬁﬁ sl[PpPs), where the empirical joint distribution for
the random variables Y and S is given by ]5{,7 ¢ and marginals by pg, pg respectively. Similarly, for equalized
odds, Dﬁ%(fﬂ S) = XQ(p?,SWHpﬂYpSIY)’ and we use ﬁ}?(f/, S) = X2(ﬁ}77s‘y||ﬁf/|yﬁS|Y) in practice. We write
the full expressions of these regularizers in Appendix

For concreteness, we consider demographic parity in what follows, but note that our developments extend
easily to equalized oddds. Our approach to enforcing fairness is to augment with the x? regularizer and
privately solve:

min {FERMI(G) = £(0) + ADp(Vy(X), S)} . (FERMI obj.)

The empirical divergence D r is an asymptotically unbiased estimator of population divergence Dy (Lowy
et al.||2022a)), suggesting that solving (FERMI obj.) should generalize well to the corresponding population

risk minimization problem.

The next question we address is: how do we solve equatz'on in a distributed fashion, while
satisfying ISRL-DP? It is not obvious how to obtain statistically unbiased estimators of the gradients of
Dr(Yp(X),S) without directly computing VyoDr(Yy(X),S) over the entire data set. But computing the
gradient over the entire data set is not possible in the federated learning setting, since each silo stores its
data locally in a decentralized manner.

Fortunately, |Lowy et al.| (2022a) gives us a statistically unbiased estimator through a min-max problem
formulation. For feature input z, let the predicted class labels be given by y(z,6) = j € [l] with probability
Fj(z,0), where F(z,0) € [0,1]' is differentiable in 6, and Z;:l Fj(x,0) = 1. For instance, F(z,0) =
(Fi(z,0),...,F(x,0)) could represent the output of a neural net after softmax layer or the probability label
assigned by a logistic regression model. Then we have the following min-max re-formulation of

a
Theorem 5 (Lowy et al.|(2022a)). There are differentiable functions ﬁji such that (FERMI obj.) is equiv-

alent to

min max {ﬁ(@,W) = £(0) + A i 3 Aji(e,W)}. (4)

0 WeRkx!
Further, 1@-2-(0, W) is strongly concave in W for any 0.

The functions 1@-1— are given explicitly in Appendix@ With Theorem we can now claim that: for
any batch on a particular silo B; with size m € [n], the gradients (with respect to 6 and W) of
— Z;V=1 Dien, Lxjis yjis 0) + )\zzji(ﬂ, W) are statistically unbiased estimators of the gradients of F/(0, W), if
B is drawn uniformly from Z. However, when differential privacy of the sensitive attributes is also desired,
the formulation 1) presents some challenges, due to the non-convexity of F(-,WW). |Lowy et al.| (2023) solve
this problem in the centralized setting, but the proposed method may leak central data to the server and
does not satisfy ISRL-DP.

Next, we develop our distributed ISRL-DP fair learning algorithm.

3.1 ISRL-DP Fair Federated Learning via SteFFLe

Our algorithm for privately solving the min-max FL problem equationis given in Algorithm Algorithm
is essentially a noisy distributed variation of stochastic gradient descent ascent (SGDA). Gaussian noise
is added to each silo’s sensitive stochastic gradients VG’LZJ\, lez to ensure ISRL-DP with respect to the
sensitive attributes. Then, the server aggregates these noisy sensitive gradients and the noiseless non-
sensitive gradients Vgl(x,y,0) and updates the model parameters 6;,1 and W;,; by taking descent and
ascent steps.
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Algorithm 1 SteFFLe: Stochastic Private Fair Federated Learning

1 Input: {Z; = {x;, 50}, {85 }im1 121, 00 € R, Wy = 0 € R¥L, step-sizes (1, 7,), fairness pa-
rameter A > 0, iteration number 7', minibatch size |B;| = m € [A], set W = R¥*! noise parameters
{sz,wDO-]z,e};'vzl'
Compute ]3571/2 = diag(ps(1)~Y2,...,ps(k)~1/?), where ps(r) :== = ;v=1 > Lis,=ry = p>0.
fort=0,1,...,T—1do
Central server sends 6, W; to all silos.
for j € [N] in parallel do
Silo j draws a mini-batch B; of data points {(z;:,y;.), Sj,i }ieB, -
Silo j’s non-sensitive division computes stochastic gradient g; ; := ‘?1” ZieB,, Vol(xji,y;i,0:) and

U o

sends {F(x;,i,0:), VF(xj4,0%),J,1}ien, to sensitive data division.

8: Silo j’s sensitive division computes noisy sensitive stochastic gradients hy ;g =
B Sien, VoUii(0n We) + wey and hejw = g7 Yiep, Voui(0n, We) + Vi, where
ug,; ~ N(O, 0]2791(19) and V;; is a k x | matrix with independent random Gaussian entries
(Vt)qw ~ N(()? sz,w)'

9: Silo j broadcasts gy j, h¢ j,0, and hy j ., to the central server.

10:  end for

11:  Central server updates 641 « 0, — % jvzl[gt,j + A je] and Wiy < Iy (Wt + 2 Zj,vzl ht,j,w).
12: end for

13: Pick £ uniformly at random from {1,...,T7}.

14: Return: 0y := 6.

2
Theorem 6. Let ¢ < 2In(1/6), § € (0,1), and T = (’fli> . Assume F(x,-) is Lg-Lipschitz for all x,

2| B
and |(Wi)rq| < D for all t € [T),r € [k],q € [l]. Then, for o2, > 16T (1)) g 03y = mgg%;

jw Z T eZaZp
Algom'thm is (£,0)-ISRL-DP with respect to the sensitive attributes for all data sets containing at least
p-fraction of minority attributes.

See Appendix for the proof. Next, we provide a convergence guarantee for Algorithm

Theorem 7. Assume that the loss function £(-,x,y) is Lipschitz and (-, z,y) and F(z,-) have Lipschitz
gradients. Then, there exist algorithmic parameters such that Algom'thm returns a O which is (€,9)-ISRL-

DP with
) dy, K1) In(1/3)
E|V FERMIG|E = o [ Ymex(de, .
IV FERMIG)| ( .

Note that we choose T to achieve the best accuracy that our algorithm can achieve. We will clarify the
choice of T' that implies the accuracy result in the above result. Compared to the central DP stationarity
gap bound obtained in|Lowy et al.|(2023) (with n = AN, the bound in|7|is larger by a factor of V/N. This is
because ISRL-DP is a stronger privacy notion than central DP (Lowy & Razaviyaynl|2023) and our analysis
accounts for data heterogeneity across silos.

The proof of Theorem follows from careful tracking of noise variance and sampling of data obtained
from the different silos. A key observation is that even though the sampling is distributed across silos, the
expected value of gradient after this modified form of sampling is an unbiased estimator of the global loss
function due to linearity of expectation. Moreover, by averaging silos’ noisy gradients, we reduce the total
privacy noise variance.

While our approach leverages the DP min-max optimization techniques of |Lowy et al.|(2023), extending this
framework to FL has its own challenges. In particular, the sampling is distributed across silos with different
data, which introduces additional challenges in analysis of the central updates. However, the expected value
of gradient after this modified form of sampling is an unbiased estimator of the global loss function due to
linearity of expectation helps us to overcome this challenge and derive bounds on sampling as to that of/Lowy
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et al.| (2023). See Appendix for the detailed proof. In fact, in Appendix |C| we prove Theorem which
is a general result that applies to all smooth non-convex strongly-concave min-mazx optimization problems,
being of independent interest to the private optimization and federated learning community.

In Algorithm (1| we implicitly assume that the frequency of each sensitive attribute is known in order to
compute Pg and broadcast it to the silos. This assumption is not very restrictive: In practice, releasing the
frequency of the sensitive attributes of data is very common. Moreover, it is straightforward to privately
estimate Pg using DP histograms. Thus, for simplicity, we assumed Ps to be known.

In the next section, we show our framework extends to hybrid centralization settings.

4 Different Modes of Data Centralization

Recall that we have assumed each silo is divided into two distinct parts: one that holds the sensitive data
and another that holds non-sensitive data. The two divisions within each silo can communicate with each
other and with all the sensitive and non-sensitive divisions of other silos. Leveraging this subtlety, we show
how to model a wide range of hybrid centralized/distributed learning tasks that involve privacy of sensitive
attributes. We will illustrate how Algorithm readily extends to these hybrid tasks.

One Silo, Centralized Sensitive and Non-Sensitive Data in Separate Subdivisions. An example
of this can be seen in healthcare organizations where the sensitive part of data can only be accessed by
authorized personnel. In this case, we have N = 1 silo in SteFFLe. The updates from the sensitive
subdivision are private due to the ISRL-DP guarantee in Theorem @ Theorem recovers the stationarity
bound in |Lowy et al.|(2023).

Centralized Sensitive Data and Decentralized Non-Sensitive Data. In this case, we have 1 silo
containing sensitive features and N silos containing non-sensitive features. Our algorithm can be used to
train models in this setting: in round ¢, instead of querying silo i’s sensitive division, the central server
queries the central sensitive silo and receives noisy ISRL-DP sensitive gradients. These noisy sensitive
gradients are combined with the noiseless non-sensitive gradients from each of the non-sensitive silos, and
then the model is updated. An example of a silo containing centralized sensitive data is the United States
Census Bureau. It provides essential demographic, social, and economic data that various institutions utilize
for a wide range of purposes. Some examples of these institutions include government agencies, academics,
and non-profit organizations. The data with these institutions correspond to silos with public data and any
machine learning model they train for decision making would require a combination of their own data and
the centralized sensitive data provided by the Census.

General Case: Arbitrary Numbers of Sensitive and Non-Sensitive Silos. Recall that every data-
point we have is represented by a tuple {((#y,Yu), Su)}_1. We refer to (x,,y,) as the non-sensitive part of
the datapoint and s,, to be the sensitive part. We assume that every silo indexes the data by universal index
assigned to each data-point (say indexed by 1,2,..,n) instead of their local index. The data is distributed
between the silos as follows:

o Let there be p silos (represented by 1, ..., p) with non-sensitive parts of the data (non-sensitive silos)
and s silos (represented by 1, ..., s) with the sensitive parts of data (sensitive silos).

o Let i € [p] be the non-sensitive silo containing the non-sensitive attributes of datapoints which have
indices P; < [n] such that P, n P; = ¢ for all 4,5 € [p] for i # j and | J!_, P, = [n].

o Similarly, let any sensitive silo ¢ € [s], contain the non-sensitive attributes of datapoints which have
indices S; < [n] such that S; N S; = ¢ for all i, j € [s] for i # j and | J]_; S; = [n].

For the training to happen, the non-sensitive silos locally sample a batch of data J; < P; for all j € [p].
They compute the gradients of the loss with using their part of data and broadcast it to the server. For the
gradient of the regularizer, each non-sensitive silo j broadcasts [J; along with their respective model outputs.
Then, the sensitive silos ¢ (such that S, () Ule J; # &) which have the data corresponding to the indices
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Figure 1: Demographic parity vs Misclassification error on Credit Card dataset (Number of Silos = 3)

sampled by all the non-sensitive silos (S.[) U§:1 J;) compute the gradient using the broadcasted outputs
by the model and their local sensitive data. Then, these silos locally add noise according to batch size being
1SN U§:1 J;|, and broadcast these noisy gradients to the server. The server aggregates both gradients from
the non-sensitive and the sensitive silos and updates the model parameters.

It is important that for every sensitive silo ¢ scales its noise according to batch size being |S. ) U?:l Jj| to
preserve ISRL DP. However, since we have assumed that only the sensitive silos corresponding to the data
will participate implying that |S. ) U§:1 J;| = 1. Hence, the upper bound on the stationarity gap would
still exist with the value of batch size being one, thus still preserving a theoretical guarantee.

5 Numerical Experiments

In this section, we evaluate the performance of our algorithm in terms of fairness violation vs. test error
for different levels of privacy, levels of silo heterogeneity, and numbers of silos. We present our results in
two parts: In Section we assess the performance of our method in training logistic regression models
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Figure 2: Varying Levels of Heterogeneity (h) and Number of Silos (N) on the Credit Card dataset

on several benchmark tabular datasets. In Section we discuss how the fairness-accuracy tradeoffs are
affected by silo heterogeneity and by the number of silos for a fixed privacy level.

Average results. To evaluate the overall performance of our algorithm and the existing baselines, we
calculated the performance gain with respect to fairness violation (for fixed accuracy level) that our model
yields over all the datasets. We obtained reductions in demographic parity violations of around 75.47% and
52.93% compared With|Tran et al.| (12021[) and|Ling et al.| 420241). Note that the algorithm of [Tran et al.
is not ISRL-DP, instead satisfying only the weaker notion of central DP. We also obtained an average
reduction in equalized odds violation of 95.42% compared to|Ling et a1.| 42024 . We specify our experimental
setup, datasets, methods and additional results that we compare against in &ppendix@

5.1 Federated, Private, and Fair Logistic Regression

In the first set of experiments we train a logistic regression model using SteFFLe (Algorithm to promote
demographic parity. We compare SteFFLe against all applicable publicly available baselines in each exper-
iment. We carefully tuned the hyperparameters of all baselines for fair comparison. We find that SteFFLe
consistently outperforms all state-of-the-art baselines across all data sets in all privacy and heterogeneity
levels.

Baselines. The baselines include: (1) the approach by Tran et al|(2021), which is central differentially
private and fair but not federated and not ISRL-DP; (2) the method of|Ling et al.| (2024), which incorporates
federated learning, ISRL-DP, and fairness. These were the only DP fair baselines with code made publicly
available for each experiment.
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Additionally, we examine the cost of incorporating federated learning and ISRL-DP by measuring the fairness-
accuracy trade-offs for different variations of SteFFLE. These variations include: Central DP SteFFLe |Lowy
et al. (2023), which is not ISRL-DP or federated, but still satisfies the weaker central DP notion and still
promotes fairness; Non-Private SteFFLe, which is fair and federated, but not private; Non-Private Central-
ized |Lowy et al.| (2022a), which is fair, but not private or federated; Non-Private Non-Fair FL |McMahan
et al.| (2018), which uses federated averaging; and Non-Private Non-Fair Central ERM, which simply uses
SGD. See Figure and the legend therein for our results on Credit Card dataset.

Datasets. We use three benchmark tabular datasets: Credit-Card, Adult Income, and Retired Adult
dataset from the UCI machine learning repository (Dua & Graff] (2017)). The predicted variables and
sensitive attributes are both binary in these datasets. We analyze fairness-accuracy trade-offs with three
different privacy budgets € € {1,3,9} and two different values of heterogeneity levels h = 0 (homogeneous
setting) and h = 0.75 (heterogeneous setting), keeping the number of silos N = 3 for each dataset. Note that
these values of € and heterogeneity levels are standard in the literature for empirically comparing different
algorithms in private and federated learning methods |Lowy et al.| (2023); |Ghoukasian & Asoodeh| (2024).
We compare against state-of-the-art algorithms proposed in|Ling et al.|(2024) and (the demographic parity
objective of) [Tran et al.|(2021). The results displayed are averages over 15 trials (random seeds) for each
value of €, h and N.

Results for different datasets. Selected results for private and fair federated logistic regression on the
Credit Card dataset are shown in Fig.[1| The remaining results of the Credit Card dataset and experiments
of Adult and Retired Adult dataset are shown in Appendixand Appendix For logistic regression
with equalized odds as the fairness violation, we provide further results (for a modified version of SteFFLe)
on the Credit Card dataset in Appendix Compared to the baselines |Tran et al.|(2021) and|Ling et al.
(2024), SteFFLe offers superior fairness-accuracy tradeoffs at all privacy () and heterogeneity levels (h)
across all three datasets. Moreover, the method of|Tran et al.|(2021) is not ISRL-DP.

Training on Large scale Datasets In our second set of experiments, we train a large classifier (d ~ 11.68
millon) on the UTKFace dataset consisting of 20,000 images. The classifier categorizes facial images into
nine age groups, following a setup similar to Tran et al.| (2022)), while treating race (with five classes) as the
sensitive attribute. Our results clearly demonstrate that Algom'thm converges in a non-binary classification
setting with small batch sizes and mon-binary sensitive attributes. Further details about the experiments,
numerical results and observations can be found in Appendix[E-3]

5.2 Impact of Silo Heterogeneity and the Number of Silos

In this section, we analyze the impact on SteFFLe’s performance due to wvarying heterogeneity levels and
the number of silos on the fairness-error trade-off, with a fixed privacy budget of ¢ = 1. We analyze how
these factors affect demographic parity violation and misclassification error on the Credit Card dataset, as
depicted in Fig.

Heterogeneous silo data is challenging in private fair FL. We conducted experiments with silo het-
erogeneity levels ranging from 0 to 0.9, with 0 being homogeneous and 1 being heterogeneous. Inm
2(b)| the results demonstrate a clear increase in both misclassification error and demographic parity violation
as heterogeneity increases, for a fixed number of N = 3 silos. This indicates that higher silo heterogeneity
exacerbates the model’s difficulty in achieving an optimal balance between fairness and accuracy.

[Fig. 2(c) and 2(d)|illustrates the effect of the number of silos on performance in both the homogeneous and
heterogeneous settings. We vary the number of silos between N € [1,12]. In the homogeneous settings, as
the number of silos increases from 1 to 12, both demographic parity violation rise and misclassification error
grows. A similar trend is apparent in the heterogeneous setting, where an increase in the number of silos
results in a proportional rise in both demographic parity violation and misclassification error inm
These findings suggest that increasing the number of silos amplifies the challenges of maintaining fairness
and accuracy, particularly under federated learning frameworks which incorporate privacy constraints.

10
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6 Conclusion and Discussion

Motivated by pressing ethical and legal concerns, we considered the problem of training fair and private ML
models with decentralized data. We developed an algorithm that satisfies the strong ISRL-DP guarantee. We
proved that our ISRL-DP algorithm converges for any minibatch size, without requiring (strong) convexity of
the loss function. Finally, numerical experiments on several benchmark fairness data sets demonstrated that
our method offers substantial fairness-accuracy benefits over the prior art, across different levels of privacy
and silo heterogeneity. Our experiments also highlighted the challenges of silo heterogeneity for fair and
accurate ISRL-DP FL. We hope this work inspires further research in private and fair federated learning.
Future directions include exploring fundamental trade-offs between ISRL-DP, fairness, and accuracy, as well
as improving performance in heterogeneous settings.
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