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Abstract

The Lipschitz constant is a key measure for certifying the robustness of neural networks
to input perturbations. However, computing the exact constant is NP-hard, and standard
approaches to estimate the Lipschitz constant involve solving a large matrix semidefinite
program (SDP) that scales poorly with network size. Further, there is a potential to efficiently
leverage local information on the input region to provide tighter Lipschitz estimates. We
address this problem here by proposing a compositional framework that yields tight yet
scalable Lipschitz estimates for deep feedforward neural networks. Specifically, we begin
by developing a generalized SDP framework for Lipschitz estimation that is highly flexible,
accommodating heterogeneous activation function slope bounds for each neuron on each layer,
and allowing Lipschitz estimates with respect to arbitrary input-output pairs in the neural
network and arbitrary choices of sub-networks of consecutive layers. We then decompose
this generalized SDP into a equivalent small sub-problems that can be solved sequentially,
yielding the ECLipsE-Gen series of algorithms, with computational complexity that scales
linearly with respect to the network depth. We also develop a variant that achieves near-
instantaneous computation through closed-form solutions to each sub-problem. All our
algorithms are accompanied by theoretical guarantees on feasibility and validity, serving as
strict upper bounds on the true Lipschitz constant. Next, we develop a series of algorithms,
termed as ECLipsE-Gen-Local, that explicitly incorporate local information on the input
region to provide tighter Lipschitz constant estimates. Our experiments demonstrate that
our algorithms achieve substantial speedups over a multitude of benchmarks while producing
significantly tighter Lipschitz bounds than global approaches. Moreover, we demonstrate
that our algorithms provide strict upper bounds for the Lipschitz constant with values
approaching the exact Jacobian from autodiff when the input region is small enough. Finally,
we demonstrate the practical utility of our approach by showing that our Lipschitz estimates
closely align with network robustness. In summary, our approach considerably advances
the scalability and efficiency of certifying neural network robustness, while capturing local
input—output behavior to deliver provably tighter bounds, making it particularly suitable for
safety-critical and adaptive learning tasks.

1 Introduction

Neural networks (NNs) are extensively deployed in a wide range of domains (LeCun et al. (2015))), from
autonomous systems (Antsaklis et al| (1990); Tang et al.| (2022))), power system (Haque & Kashtiban| (2000)))
to medical diagnostics (Amato et al. (2013)). While NN-based models have achieved remarkable performance,
it remains a major challenge to provide rigorous guarantees on the behavior of NNs, especially in safety-critical
applications. Specifically, it is desirable to provide robustness certificates (Carlini & Wagner| (2017)); Zhang
et al.| (2018); [Fazlyab et al. (2020); Tan & Wuy| (2024)); Fazlyab et al.| (2023))), achieve resilience against
adversarial attacks (Tsuzuku et al.| (2018); |Amini & Ghaemmaghami| (2020); |[Finlay et al.| (2018)); [Zthlke &
Kudenko| (2025))), and ensure stability in NN-based control, (Aswani et al. (2013); Brunke et al.| (2022)); [Yin
et al.| (2021); |Xu & Sivaranjani (2023); |Sun et al.[ (2019)). In these applications, it is essential to characterize
the behavior of model outputs under input perturbations to ensure safety and robustness.
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One widely adopted metric is the Lipschitz constant, which quantifies the worst-case output deviation per
unit input change. Despite its fundamental role in certifying robustness, computing the exact Lipschitz
constant of a neural network is NP-hard (Virmaux & Scaman| (2018))). Consequently, significant efforts have
been made to obtain tight and provable upper bounds for feedforward networks (FNNs) and a variety of
network architectures beyond, such as convolutional neural networks (CNNs), and residual networks
let al.| (2023); |Wang et al| (2024)); Pauli et al|(2024); Fazlyab et al. (2023)). For FNNs, both global and
local Lipschitz bounds are addressed in these studies, considering networks with different type of activation
functions, such as piecewise (most commonly ReLU) (Virmaux & Scaman| (2018)), differentiable
(2020)), or general ones (Xu & Sivaranjani| (2024)). Also, Lipschitz constants defined for various norm
choices, such as ¢1- (Jordan & Dimakis| (2020)), £,- (Virmaux & Scaman| (2018))), {so- (2022)), and
cross-norms (Wang et al.| (2022))), are investigated. A detailed compilation of these works is presented later in
this section.

In this paper, we focus on the problem of estimating both the global and local #3-norm Lipschitz constants
for FNNs. The /y-norm is a standard robustness metric in signal processing, control theory, and scientific
modeling domains (Fazlyab et al|(2019)); [Tsuzuku et al.| (2018))). It also plays a central role in reachability
analysis for NN-based models, which is crucial in safety-critical control applications like autonomous driving,
robotics, and power systems (Ruan et al.| (2018); Everett et al.| (2021); [Xiang et al| (2020)); [Huang et al.|
(2019)). In machine learning, many theoretical generalization bounds for NNs are directly linked to their
{5-Lipschitz constant (Bartlett et al. (2017)); Neyshabur et al.| (2017))). These applications have also motivated
the development of methods to design NNs with certifiable robustness guarantees (Huang et al. (2021));
[Fazlyab et al.| (2023); |Wang & Manchester| (2023); Araujo et al. (2023); Havens et al.| (2024)).

Typical approaches for ¢y-norm Lipschitz estimation involve semidefinite program (SDP), as in the LipSDP
framework (Fazlyab et al.| (2019)), where the slope-restrictedness of the NN activation functions is leveraged to
formulate the problem of Lipschitz estimation as a large linear matrix inequality (LMI). Despite their accuracy,
the computational complexity of SDP-based methods grows exponentially with network depth. Approaches
to enhance scalability of SDP-based Lipschitz estimation methods include neglecting specific neuron coupling
constraints at the expense of bound tightness (Fazlyab et al| (2019))), exploiting matrix sparsity through
chordal decomposition to generate smaller, more tractable LMIs (Newton & Papachristodoulou| (2021))),
dissipativity-based approaches (Pauli et al| (2023; 2024))), eigenvalue optimization and memory-efficient
computations through autodiff (Wang et al|(2024)), and compositional methods that leverage the geometric
properties of the underlying SDP to decompose it into a series of sequential sub-problems (Xu & Sivaranjani
(2024)), significantly advancing the practical utility of SDP-based Lipschitz estimation methods for deep
neural networks. However, all these works remain limited to estimating the global Lipschitz constant over
the entire Euclidean space. In contrast, exploiting local information about the input domain can yield more
precise Lipschitz bounds, which is a key contribution of this paper.

Theoretical Approach. We start with generalizing the certificate of [Fazlyab et al| (2019) to allow
heterogeneous, nontrivial slope-restrictedness bounds (briefly, slope bounds) for the activation functions
at each neuron, as well as Lipschitz constant estimates for subsets of NN layers and arbitrary selections
of input-output indices. We then build on the compositional decomposition framework in the ECLipsE
series of algorithms proposed in Xu & Sivaranjani (2024) to decompose the resulting large LMI into a series
of small-subproblems that are solved sequentially. It is important to note that the algorithms in
[Sivaranjani| (2024) assume that the lower slope bound of each activation function is zero and are no longer
directly applicable when we generalize to heterogeneous and general slope bounds. The result is a series of
algorithms, termed ECLipsE-Gen, to determine the decision variables at each stage. Further, in contrast to
ECLipsE Xu & Sivaranjani (2024), we incorporate local information on the input region to derive tighter
slope bounds for the activation functions of each neuron, yielding more accurate local Lipschitz estimates.
In our algorithms, we iteratively refine the slope bounds for each neuron at each stage, and compute a
messenger matrix that passes local information from one stage to the next. This sequential algorithm achieves
computational complexity that scales linearly with the network depth, while yielding tight Lipschitz bounds.
We further relax the sub-problems to derive a variant, EClipsE-Gen-Local-CF, that provides closed-form
solutions at each stage, completely eliminating the need to solve any SDP, while achieving tighter Lipschitz
bounds compared to ECLipsE-Fast Xu & Sivaranjani| (2024)).
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Contribution. In this work, we propose a scalable compositional framework that leverages local information
on the input region to yield tighter, certified Lipschitz estimates for deep FNNs. Our main contributions are
as follows:

1. We generalize the Lipschitz constant certificates in |Fazlyab et al.| (2019) by allowing heterogeneous,
nontrivial slope bounds for each neuron, and subsequently decompose the resulting large SDP into
a series of small, computationally tractable sub-problems inspired by [Xu & Sivaranjani| (2024). The
resulting algorithms are termed the ECLipsE-Gen series.

2. We develop ECLipsE-Gen-Local, a series of algorithms that incorporate local information of the input
region to iteratively refine slope bounds while propagating information layer by layer, enabling
tighter local Lipschitz upper bounds compared to the global bounds, while providing strict theoretical
guarantees on feasibility, validity, and tightness.

3. We provide extensive experiments demonstrating that our algorithms consistently produce more accurate
Lipschitz estimates compared to global methods, while achieving computational speedups of several
orders of magnitude over traditional SDP-based approaches. Furthermore, we empirically show that
when the input region is considerably small (the neighborhood of a specific point), our local estimates
approach the exact Lipschitz constant represented by the norm of the Jacobian at the region’s center,
approaching the values obtained by autodiff and thus validating the exceptional tightness of our
proposed method, ECLipsE-Gen-Local.

4. Our approach generalizes Lipschitz estimation to support arbitrary selections of input-output indices,
providing certified bounds for any chosen subset of outputs with respect to any subset of inputs. Note
that these bounds can be directly leveraged for sensitivity analysis with respect to different input-output
pairs. This approach offers a powerful tool for partial verification and output range estimation for a large
network. Moreover, our framework allows for Lipschitz constant estimation for an arbitrary subset of
consecutive layers, facilitating complex verification pipelines with integration of new NN layers into the
certification process as needed. As an additional outcome, our algorithms provide certified bounds for
each network output that are valid for a prescribed input region, directly supporting downstream tasks
such as reachability analysis.

Related Work. Estimating the Lipschitz constant of neural networks is NP-hard (Virmaux & Scamanl (2018))).
The most basic method is the naive upper bound based on the product of induced weight norms (Szegedy
et al|(2013)), which is highly conservative. Other practical methods include automatic differentiation-based
approximations, which have practical utility but do not provide strict upper bounds on the true Lipschitz
constant (Virmaux & Scaman| (2018)). More advanced analyses leverage the composition of non-expansive
and affine operators (Chen et al| (2020)), and scalable alternatives using bound propagation to derive
local Lipschitz estimates (Zhang et al.| (2019); |Shi et al.| (2022)). Exact layer-wise analytic estimates have
been developed for specific architectures |Avant & Morgansen| (2023]) on each layer. Jacobian composition
analyses (Zhang et al| (2019)) provide tighter bounds by analyzing compositions of activation functions
directly, yielding both upper and lower bounds for the Jacobian. Besides, optimization-based methods have
made substantial progress in tightening Lipschitz bounds. For example, taking advantage of the piecewise
linear nature of the ReLU activation function, Weng et al.| (2018) and |Jordan & Dimakis| (2020]) formulate
the Lipschitz constant estimation problem into a linear program (LP) or mixed-integer program (MIP)
respectively. Another approach is to encode Lipschitz estimation as a sparse polynomial optimization and
further relax the problems into more tractable forms such as quadratically constrained quadratic program
(QCQP), second-order cone program (SOCP), and SDP [Latorre et al.| (2020]). Tight estimates can also be
obtained using branch-and-bound methods via partitioning Bhowmick et al.| (2021]), which can be further
integrated with other approaches (Shi et al.| (2022))). Various methods also differ in their norm specificity,
including the general £,-norm (Virmaux & Scaman (2018); Bhowmick et al.|(2021)); |Weng et al.| (2018)), the
ly-norm (Fazlyab et al.|(2019)); Xue et al. (2022); |Avant & Morgansen| (2023)); |Wang et al.| (2022); [Pauli et al.
(2023} |2024); Wang et al.| (2024); Xu & Sivaranjani| (2024)), ¢;-norm (Jordan & Dimakis| (2020)), £o.-norm
(Latorre et al.| (2020)); Jordan & Dimakis| (2020); [Shi et al.| (2022))), and methods accommodating arbitrary
norms (Combettes & Pesquet| (2020); |Chen et al.| (2020); [Zhang et al.| (2019)).
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Typical £3-norm Lipschitz estimation methods such as LipSDP (Fazlyab et al., 2019) rely on SDPs, which
while offering accurate Lipschitz estimates often suffer from poor scalability with increasing neural network
depth. Strategies to enhance scalability of SDP-based Lipschitz estimation methods include relaxing neuron
coupling constraints (Fazlyab et al. (2019)), dissipativity-based formulations (Pauli et al.| (2023} |2024)),
sparsity exploitation via chordal decomposition (Newton & Papachristodoulou/ (2021))), eigenvalue optimization
and memory-efficient implementations (Wang et al.| (2024)) via autodiff (Rumelhart et al.| (1986))), and
compositional decompositions of the SDP into smaller sub-problems (Xu & Sivaranjani (2024])). While these
advances enhance scalability, they are still confined to global Lipschitz estimation, whereas this work leverages
local input information to obtain sharper bounds on the /5 norm Lipschitz constant of deep NNs.

2 Problem Formulation and Background

Notation. We define Zy = {1,..., N}, where N is a natural number excluding zero. For set X and its
subset Y, X\Y is the complement of set Y in X. |X| represents the number of elements in set X. Identity
matrix of dimension n is denoted as I, or briefly I with dimension clear from the context. A symmetric
positive-definite matrix P € R™*" is represented as P > 0 (and as P > 0, if it is positive semi-definite). For
symmetric matrix A and B, A > (>)B means A — B > (>)0. For two vectors z and y, x < (>)y means z is
no smaller (larger) than y elementwise. We denote the largest singular value or the spectral norm of matrix
A >0 by omaz(A). The set of positive semi-definite diagonal matrices is written as D, . For any vector z,
D, represents the matrix with the entries of x along its diagonal. We use calligraphic style such as C for a
set of indices. (z)x denotes the subvector of z indexed by the set IC. Briefly, We denote () if £ = {k}.
(A) (k) selects rows K and columns L; (A) e z) and (A)i,e) select all rows or columns with columns or rows
indexed by L or K, respectively. ) is the point-wise multiplication. We represent the ball with center ¢ and
radius r by B(c,r).

2.1 Problem Formulation

Consider a standard feedforward neural network (FNN) with N layers, where the input is z € Z C R% and
the output is y € Y C RV with the input output mapping of the FNN given by y = f(z). Here, Z denotes
the local domain of interest, and ) is the corresponding codomain. The function f is defined recursively
through layers L;, for i € Zy, as follows:

Li: 2D = ¢p(v) VieZy_i, Ly :y=f(z) = 2z = oM), 20 =0 — (1)

where v = W;20-1 4 b, with W; and b; denoting the weight matrix and bias vector for layer L;, respectively.
The activation function ¢ : R% — R% is applied element-wise to its input. The final layer, Ly, is referred to
as the output layer. We use d; to denote the number of neurons in layer L; for each i € Zy. We also define
function f® : R% — R% to be the mapping from z(? to v(9), so that f = f™). For notational consistency,
we let f(O) : R% — R% to be the identity mapping, i.e., f(?)(z) = z for any z € R%.

Definition 1. For any given region Z C R% the function f : R% — RN s locally Lipschitz continuous
on Z if there exists a constant L > 0 such that || f(z1) — f(22)ll2 < L||z1 — 22||2, V21, 22 € Z. The smallest
positive L satisfying this inequality is termed the local Lipschitz constant of the function f on domain Z.

Problem. We aim to estimate a tight and strict upper bound for the local Lipschitz constant of the FNN in
over the local region Z = B(z.,d,), with 6, > 0.

Without loss of generality, we assume W; # 0, i € Zy, as any zero weights will lead to the trivial case where
the output corresponding to any input will remain the same after that layer. The goal is to utilize local
information from domain Z and provide a scalable approach to efficiently calculate a tight upper bound
for the local Lipschitz constant L > 0. Note that the proofs of all the theoretical results in this paper are
included in Appendix [A7]]

2.2 Preliminaries

We begin with a slope-restrictedness property satisfied by most activation functions, which is typically
leveraged to to derive SDPs for Lipschitz certificates (Fazlyab et al.| (2019); Xu & Sivaranjani| (2024)).
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Assumption 1 (Slope-restrictedness). For the neural network defined in , the activation function ¢ is
slope-restricted in [a, §], a < B in the sense that Vv, vy € R, we have a(vy —v2) < ¢(v1) — p(v2) < B(vg —v2)
element-wise. Consequently, we have that for VA € D,

T
V1 — Vs pA  —mA V] — Vo

<0, =af, m=(a+ 2. 2

oo Zbten) [ mn A o) St S0 = m= Gy 2

The assumption holds for all commonly used activation functions. For example, it holds with a =0, § =1,

that is, p = 0,m = 1/2 for the ReLU, sigmoid, tanh, ELU (exponential linear functions). For Leaky ReLU

activation function, defined as ¢(x) = max(yz, z) for some fixed v € (0, 1), the assumption is satisfied with
a=~vand f=1,ie,p=(y+1)/2and m = (1 +~2)/2.

We first introduce LipSDP framework |[Fazlyab et al.| (2019), which provides an accurate upper bound for the
global Lipschitz constant, as follows. Note that the matrix inequality presented here has a slightly different,
but mathematically equivalent to to the original formulation in [Fazlyab et al.| (2019)).

Theorem 1 (LipSDP). For the FNN satisfying Assumption if there exists F > 0 and nonnegative

diagonal matrices A; € Dy, i € Zy_1 such that with p = af and m = azﬂ,
I+ pWA W,y —mW{ Ay 0 0
—mA1 W A+ pW2TA2W2 7mW2TA2 0 0
0 —mAs Wy Ao +pW3TA3W3 0
. >0
0 0 —mAN_2Wn_2 An—_2+pWE [ AN_1Wn_1 —mWE_ An_1
0 0 —mAN_1WN_1 AN_1—FW§WN

(3)

, which provides a sufficient condition for the Lipschitz constant

then HzéN) - z%N)HQ < 1/F Hzéo) - z§0)’ ,

L to be upper bounded by \/1/F.

Practically, LipSDP maximizes F' satisfying to obtain a strict Lipschitz upper bound by 4/1/F. LipSDP
also provides two variants (Fazlyab et al. (2019); Pauli et al.| (2021)): LipSDP-Neuron with A; € Dy and
LipSDP-Layer with A; = \;I (A\; > 0), @ € Zy—_1, which decrease computational complexity by reducing the
number of decision variables at the cost of some accuracy. Nevertheless, solving becomes exponentially
costly as the number of layers increases. Recently, [ Xu & Sivaranjani| (2024)) introduced the ECLipsE
framework, which provides a scalable approach by decomposing the large matrix inequality into smaller
sub-problems, resulting in linear computational cost with respect to the number of layers. Specifically, the
ECLipsE framework provides two algorithms that tradeoff accuracy and computational efficiency: ECLipsE
solves small matrix inequalities that scale with the size of the weight matrices in consecutive layers, and
EClipsE-Fast provides closed-form solutions for \;, i € Zx_1, achieving further scalability at the cost of some
accuracy in the Lipschitz bounds.

Despite its scalability, ECLipsE has several limitations. First, it is constrained to activation functions whose
slope bounds satisfy with p = 0, and thus can cannot accommodate several activation functions such
as Leaky ReLU, PReLU (Parametric ReLU), SiLU (Sigmoid Linear Unit), and ELU (Exponential Linear
Unit), which are also commonly used in practice. More importantly, ECLipsE does not incorporate any local
information from the input domain and is thus limited to computing the global Lipschitz constant, which
is typically less tight that a local one. Moreover, ECLipsE cannot provide bounds for the Jacobian in an
element-wise or partially indexed fashion. In the following sections, we address these issues by developing
more general scalable algorithms to obtain tight local Lipschitz estimates for NNs with a wide variety of
activation functions.

3 Methodology

3.1 SDP-based Lipschitz Estimates with General Slope Bounds and Arbitrary Input-Output Indices

We start with allowing heterogeneous slope bounds for the activation functions for each neuron in each layer.
Specifically, the slope bounds are given by two sets of vectors {a’}X ' (lower) and {8"}~ ;' (upper). Then,
Theorem [I] from the LipSDP framework can be generalized as follows.
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Theorem 2 (Hetereogeneous Slope Bounds). For the FNN (.) satzsfymg Assumptwn l we denote the
lower and upper slope bounds for the activation functions on the [*" neuron in the it layer to be o} and 37,
respectively, with | € Zg,, i € Zn. Let a' = [al,OzQ, e ,adi] and B = [B{,ﬂé, e 75d¢] , 0 € Ln—1. If
there exists F' > 0 and non-negative diagonal matrices A; € Dy, i € Zy_1 such that

Pi. Ry 0 - 0
RY Py Ry -+ 0
0 R§ Pz -+ 0| 0, (4)
) . . -

where, fori=1,..., N,
I+ W{ DgiA1Dg Wr, ifi=1

Pi=< A1+ WiTDaiAiDBiWi7 2<i< N

An_1— FWEWn, i=N (5)

1
Ri = iwijll(Dai—l +Dﬂi—1)Ai717 i1 =2,...,N,
then Hzél) — zy)H <1/F Hzéo) — zgo)H . This serves as a sufficient condition for the Lipschitz constant L
2 2
to be upper bounded by \/1/F.

We now extend the above result to allow Lipschitz constant estimates with respect to arbitrary input-output
pairs and arbitrary subsets of consecutive layers. For uniformity of notation, we denote Ag £ I,. Concretely,

we provide the certificates for L%’? such that for any K C Zg, and L C Zg,, 0 <p <i < N,

6, - ()., 12 162), - (), L

holds for any possible (v%p))’C7 (vgp))’C and ( ) ( ) where 2(0) = vgo) O — v(o) € Z C R,
<

c’
Theorem 3. For any K C Zq, and L C Zag;, 0
L,(g”? = /1/F > 0 such that

p < v < N, inequality @ holds if there exists

Ppt1 Rpy2 0 0

RL., Ppsz Ry 0

0 Rprs Pres 01 >0, (7)

0 0 0o RT P
where .

(AP)(;(,}c) + ((Werl)(.,)c)) Dop+1Apr1Dgo+a (Werl)(.,)(;) , m=p+1

pm = Amfl + W}rzDamAmDﬁme, p+ 2 S m <1
T .
Aier = F (W) z.0y) (W) ey s m=i
(8)
1
) ((WPH)(.,;C))T (Dav+1 + Dﬂp+1) Apt1, m=p+2

1
—§W$,1(Dam_1 + Dgm—1)Am—1, p+3<m<i

Here, arbitrary layers and indices are accommodated by retaining only the weights between the selected layers,
and appropriately selecting the sub-matrices of weights in the first and last selected layers corresponding
to selected input-output indices. All other components remain unchanged. This operation can be applied
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whenever bounds for arbitrary layers and indices are required. Note that we present the following theory
for the entire NN; however, the results can be analogously extended to arbitrary subsets of layers and
input-output pairs in the same manner.

To develop scalable algorithms based on this generalized SDP formulation, we build on the exact decomposition
from Xu & Sivaranjani| (2024); |Agarwal et al.|(2019), to derive sufficient and necessary conditions for the
matrix inequality .

Theorem 4. Matrix inequality holds if and only if the following sequence of matrix inequalities is satisfied:
X; >0, Vi€Zy_o, Xy 1 — FWEWy >0, (9)
where

I+ WlTDa1AiDﬁ1W1 1=0
X, =< A, — %AZ(Daz + Dlgi)Wi(Xifl)_lwiT(Dai + Dﬂi)Ai + Wl»j_;_lDai+1Ai+1D,3i+1 Wiv1 1€Zn—2 .
An_1— iAN,]_(DaN—l + DﬁN—l)WN,l(XN,Q)_1W£71(DaN—1 + DIBN—l)AN,]_ i=N-—-1
(10)

This result extends Theorem 3 of |[Xu & Sivaranjani| (2024) to allow heterogeneous slope bounds for the
activation function on every single neuron, where slope bounds «; and f}, | € Zg4,, i € Zx, can be non-zero.

To facilitate the algorithms, we further define for all i € Zx_1,7 > 2, a messenger matriz

1
M, 12 A4 — ZAi,l(DaH + Dgi-1)W;—1(Xi—2) "W (Dgi-1 + Dgi-1)Ai—q (11)

For notational consistency, we set My = I. In other words,
Xioy = T et 1€ By (12)
M; i=N-—1.

With the extensions mentioned above, we develop a series of algorithms, termed the ECLipsE-Gen series
as follows. From 7 we observe that X; is obtained in a recursive manner and depends on A; and X;_1,
i € Zn_1. We propose three algorithms where we derive A; and simultaneously compute M;, i € Zn_1 in a
sequential manner, laying the foundation for compositional Lipschitz estimation methods whose computational
cost grows only linearly with respect to the depth of FNN. We directly present the algorithms here and
deliberately defer the supporting rationale and theory in Section [3.5] for clarity.

ECLipsE-Gen-Acc. For the most general case where A; can have heterogeneous elements on the diagonal,
we can obtain A;, i € Zy_1 at each stage i using the information from the next layer, i.e. W;11, by solving
the following small SDP:

max ¢; st A — CiWi’I_;_lwz'Jrl %Az(Daz + DI@i)WZ‘

AieDy ¢ . 1
coihs %WIT(DOH +Dﬂ1)Az Xifl > 07 ey ¢ > 0 ( 3)

Recall from , with Wi, Dqoi,Dgi, A1, and X;_5 known at stage i, each block matrix above is linear in
A; and ¢; in each block matrix. Thus, is a semidefinite program (SDP) of small size, involving only the
weights from two consecutive layers. With the solution A;, we can directly compute M; as .

ECLipsE-Gen-Fast. In the special case where A; is relaxed to A; = \;1, i € Z;_1, and is calculated by
solving
max ¢; s.t. ML = Wi Wit %)‘i(Dai"_ Dg:)W;

>0, \; >0, ¢; >0, 14
Ciy\i %AzW,LT(Da’L + Dﬁt) Xi_1 ¢ ( )

where Xz-,l denotes the matrix X;_; with the substitution A; = ;1.

In this variant, the number of decision variables at each stage is reduced from (d; 4+ 1) to just two variables
(N\; and ¢;) compared to ECLipsE-Gen-Acc at each stage, resulting in decreased computational complexity,
albeit at the expense of some accuracy. We use the solution A; = A\;I to compute M; as .
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ECLipsE-Gen-CF. If the slope bounds o' and B° for each neuron do not have different signs (i.e.,
a'@ B > 0), we have X;_1 > M,;_1, enabling further relaxation. Specifically, if a’® 8" = 0, we have
X;—1 = M,;_1, which enables an optimal closed-form solution for . Under the assumption that
a' @ B° >0, we can adjust a’, 8" as follows. For each j € Zqg,, if 0 < (a'); < (8Y);, set (o, B5) — (0, B);
if (a); < (BY); <0, set (aj-, ,3;) — (aé, 0). We denote the adjusted slope bounds as a®*¥ and 8%, Note
that after adjustment, a®?% &) 8% = ( is satisfied. This yields the optimal close-form solution for )\; on

layer L; as
2
A = . 15
Omaz ((Dai,adj + D[Bi,adj)WZ'(Mifl)ileT(Dai,adj + Dﬁi,adj)) (15)

With A; = \;I, we can further derive the corresponding optimal ¢; from as follows.
Proposition 1. With A; = \;I as in , the optimal c; obtained from is

1
C; = 5 16
Umax(WiJrl (Mi)il Wz:,-;-l) ( )

where M; is computed as

1
M; = Az — 1 Ai (Dai,adj + DBi,adj) W; (Xi_1)71 WiT (Dai,adj =+ Dﬂi,adj) AZ (17)

It is worth mentioning that the assumption @ 8" > 0 holds for almost all commonly used activation
functions. Notably, ECLipsE-Gen-CF completely eliminates the need to solve matrix inequality SDPs
altogether, thus significantly enhancing computational efficiency.

After all A;s, i € Zy_1 are decided using any of the above algorithms, we obtain the smallest 1/F which
yields the smallest Lipschitz estimate L, as

L= \/I/F = \/omar (WEWN (Xn-1)1) = /Tmar (Wi (Xy_1) "W). (18)

Note that the second equality holds because of the Lemma 1 in (Xu & Sivaranjani| (2024)), restated below.

Lemma 1 (Lemma 1 in|Xu & Sivaranjani| (2024)). If M;_1 > 0, then WIW;(M;_1)~" and W;(M;_1) "1 (W,)T
share the same non-zero eigenvalues.

Proposition 2. For given A;, i € Zy_1 that satisfies X; > 0, i € Zn_2, the tightest upper bound for
Lipschitz constant is L = \/amaa: (WN(XN,l)—1W§).

ECLipsE-Gen-Acc provides accurate Lipschitz estimates by solving small semidefinite programs (SDPs).
ECLipsE-Gen-Fast, with fewer decision variables, offers improved computational speed at the expense of some
accuracy. Under very mild assumptions, ECLipsE-Gen-CF relaxes the sub-problems at each stage and yields
a closed-form solution for each sub-problem that makes it extremely fast. These algorithms embody different
trade-offs between efficiency and accuracy; one may choose ECLipsE-Gen-Acc, if pursuing accuracy, and
ECLipsE-Gen-Fast or ECLipsE-Gen-CF (depending on the slope of the activation function), for applications
where scalability is of the essence.

Having introduced the three algorithms, we now describe how to generalize each to arbitrary subsets of layers
and input-output pairs. To extend ECLipsE-Gen-Acc, ECLipsE-Gen-Fast, and ECLipsE-Gen-CF, we simply
isolate the sub-network between the chosen layers and appropriately select the associated weights and A
variables. Specifically, when estimating L%,’Z), p<i,KCZq,, L CZq, wekeep only Wi, i = p+1,...,7 and Ay,
i=p+1,..,i—1, substitute Wy, 1 and W; with (Wp11) (e x) and (W;)(c,e), and similarly substitute A, and
Ai—y with (Ap) ey and (Ai—1)z,z). The sequence of small sub-problems start at stage p 4 1. The remainder
of the procedure and the structure of the optimization problem for each algorithm remain unchanged.
Remark 1. All these extensions are essential not only for exploiting local properties of the input domain, as
will be illustrated in the following section, but also for facilitating the modular/compositional analysis and
decomposition of NNs, paving the way for scalable certification of NNs in a wide variety of applications.
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3.2 Utilizing Local Information

The key to utilizing the local information to obtain tighter Lipschitz estimates is to refine the slope bounds
of the activation function for each individual neuron. Intuitively, more accurate (i.e., narrower) slope bounds
lead to tighter Lipschitz estimates. This intuition can be formalized as follows.

Theorem 5 (Monotonicity of Estimates with Respect to Slope Bounds). Consider two sets of slope bounds
. . N-1 S o .
for the activation functions, {&', Bi},_, and {d’,,@z}f\;l, where for some j,i, [&5, BY] C &5, BY] and for

all other entries the slope bounds are identical, i.e. &t = at, Bi = B¢ Let F and F denote the mazimum
values that satisfy - when using {&°, B'} and {&*, B}, respectively. Then we have F' > F', and thus the

corresponding Lipschitz upper bound satisfies \/1/F' </ 1/F

In other words, using narrower slope bounds for the activation functions yields a tighter upper bound on the
Lipschitz constant in Theorem [2] To obtain narrower slope bounds for each individual neuron, we leverage
both the input region and the Lipschitz bound with respect to vy), Jj € Zq;, € N, and the input layer.
Specifically, we use a first-order method based on the mean value theorem to estimate the range of output
values at each neuron and then derive the refined slope bounds corresponding to various classes of activation

functions.

Theorem 6 (First-order Method via Mean Value Theorem). We consider any z € Z £ B(z.,6.), where
8, > 0. Let g : R% — R be a locally Lipschitz continuous function over Z with Lipschitz constant L > 0.
Then for all z € Z,

l9(2) — g(zc)| < L[|6z]2. (19)

In other words, we have the range for g(2), z € Z, as

g(ze) — L||dz]l2 < g(2) < g(2c) + L||6z]|2 (20)

We can now utilize Theorem |§| to bound v§i), J € Zqg,,t € N at each neuron and refine the slope bounds.
Proposition 3. Consider layer L; of FNN , 1 € Zn_1. Let ¢ denote the activation function. If we have

vl(i) € [a,b], I € Zg, C R, then the refined slope bounds for neuron l in layer L; are given by

ol = inf inf{d¢(v)}, Bi = sup sup{d¢(v)} (21)
v€[a,b] v€[a,b]

where @' (v) denotes the subdifferential of ¢ at v.

Given activation function ¢, of and 3/ (briefly o and 3 here) can be computed explicitly. We present a few
representative examples below.

ReLU: ¢(x) = max{0,x}. The subdifferential is

{0}, =z<0
0o(x) =<10,1], =0
{1}, x>0

Therefore, we have « = 0 and § = 1.

Tanh: ¢(x) = tanh(z). The subdifferential is d¢(x) = {1 — tanh?(z)}. Therefore,
o =1 — tanh? (max{|al, |b[}), B =1 — tanh? (min{|al, |b|})
Sigmoid: ¢(z) = (1 +e~*)~L. The subdifferential is d¢(z) = {¢(x)[1 — ¢(z)]}. Therefore,

a =min{¢(a)[1 - ¢(a)], #()[1 — ()]},  F=0.25



Under review as submission to TMLR

Leaky ReLU: ¢(z) = max{yz,z}, with v € (0,1). The subdifferential is

{rt, =<0
a¢($) =41, z=0
{1}, >0

Therefore, we have a = vy and § = 1.

>
s r= O. The subdifferential is
vt =1), <0

ELU: ¢(z) = {

{1}, x>0
0p(x) = ¢ {ye}, <0
[’771]7 z=0
Therefore,
, b<0
a . <0<b <o<p, p={0 =0
= r 5 =
Vo e ora=v= 1, a<0<borb>0
1, a>0

3.3 ECLipsE-Gen-Local: Scalable and Accurate Algorithm for Local Lipschitz Estimates

With the generalized algorithm series ECLipsE-Gen for given slope bounds presented in Section [3.1] and the
approach to utilize the local information of the input region to refine slope bounds as described in Section [3.2]
we now derive the compositional algorithm series EClipsE-Gen-Local for estimating local Lipschitz constants.
The key idea is to refine the slope bounds layer-by-layer in conjunction with the determination of each A;,
1 ELN_1.

(0,9)

Specifically, at each stage ¢, given messenger matrix M;_; and W;, we first calculate L, ; ",

for each | € Zg4, as

LE(,)ZJ) = \/Jmaz ([(Wz)(l,O)}T (Wi)(l,o) (Mi—l)il), (22)

. , . AT A
Let L) = [Ls?i’), LE[,);), e ,Lﬁ%ﬂ € R%. We claim that we can compute Ls?l’l) for all | € Z,4, simultane-
ously, accelerating the estimating process, i € Zy_;.

Proposition 4. For anyi € Zn_1, let W; € R%*4i-1 and M;_; € R%-1%di-1 be symmetric positive definite.
Then, the l-th diagonal entry of the matriz W;(M,;_1) *WI yields:

(Wi(Mi—l)ilwlT)(u) = Omax ([(Wi)(z,.)]T (Wi)(l,o)(Mi—l)il) ; (23)

In other words, to obtain L(i), it suffices to compute the matrix W;(M;_1) "W and take its diagonal entries.
In fact, since only the diagonal entries are needed, further computational acceleration is possible.

. ) . ) 4T
Lemma 2. Denote dl(l) = (Wi(Mi_l)_lWT)(l ) forl=1,....d; and d©) = [dgz),dg),...,dgi) . Let

A= (Miil)*lwiT c Rdi-1xd;
di_1

A9 =S (W) ® (A)ke) " 2
k=1

This means that, in practice, the diagonal entries can be computed efficiently in a vectorized fashion, thereby
avoiding computation of the entire matrix.

In the next step, we combine the input region Z = B(z,,d,) and f), i € Zx_1, to enable refinement on the
slope bound of each neuron layer by layer. By the structure of neural network , it is natural to apply f(*

10
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in a recursive manner to avoid repeated calculation. Specifically, let v®() £ f()(z.) i € {0} UZy. Then,
starting with v©(©) = £(0)(2,) = 2., we calculate for i € Zy,

vl = fO(z) = pWif "D (2e) + by). (25)
According to Theorem [6] the ranges for the values on neurons are given by:
v e Yi A [vc’(i) — [|82]|, L@, v ||5z||2L<i>} . (26)

We then refine slope bounds for all the neurons on layer L; according to Proposition [3] as

al = L(})nefw inf {80 ((U(i))l)} »v(})nefv,; inf {80 ((U(i)>2>} o ’v(glefvi inf {80 <(U(i))di> H T ’
T
g — l sup sup {80 ((U(i))l)} ,v(si,)uepw sup {80 ((v(i)>2)} o ,U(Si}IGPVi sup {8‘7 <(U(i)>di> }] '

(i) gyt

(27)

Consequently, we determine A; based on M;_1, W;, and the refined slope bounds «’, 8¢, using any of the
algorithms ECLipsE-Gen-Acc, ECLipsE-Gen-Fast, or ECLipsE-Gen-CF, and subsequently compute M;. This
process is repeated iteratively for each layer, starting with My = I. When it comes to the last layer, where
we already have Ay_1, and Xny_; = My_1, and the final Lipschitz bound is simply computed as ((18)).

Note that at each stage, we have the flexibilty to choose any variant from the ECLipsE-Gen series. The
algorithms are formally summarized in Algorithm [T} with the theoretical justification in Section [3.5]

3.4 Acceleration and Stability Safeguards

We augment ECLipsE-Gen-Local with targeted accelerations for special cases and introduce stability safeguards
for reliable performance in degenerate slope-bound scenarios, resulting in faster and more robust algorithms.

3.4.1 Acceleration in Special Cases

Affine Layers. In the special case of o = 8%, layer L; becomes an affine layer. In this setting, we skip the
layer L; and construct a new equivalent layer with weight W;,1 and bias b; 1 defined as

Wi+1 = Wi+1DaiWi. bi+1 = Wi+1Daibi + bi+1. (28)

If there exist consecutive layers L;, j = 4,i+ 1,...,i + p such that all of them are affine, i.e. &/ = 87 for
j =1,1+1,...,i4+p, we repeat this process for p times. In other words, we skip layers L;, j = 4,i+1,...,i+p—1.
and directly proceed to construct a new equivalent layer L;,, as follows.

Proposition 5. Let {L; };J;’Z’ denote a sequence of consecutive affine layers, where for eachNLj, ol = pI for
Jj=4,...,i+p. Then, these (p+ 1) affine layers are equivalent to a single layer, denoted Ly ,, with weight

matriz and bias vector given by:

~ itp—1 ~ p+1 [ i+p—1
Wity = | Il Wit1Das | Wii biny=>_| I Wi1Das)b;] (29)
j=i k=1 | j=itk—1

where the product W1 Dys reduces to the identity matriz if k =p+ 1.

Note that, in Algorithm |1} only the computation of f(*)(z.) in step [7| involves the biases b;, and the value of
f (i)(zc) remains unchanged regardless of whether any layers are skipped. Therefore, whenever a sequence
of consecutive layers is affine, we retain the computation of f()(z.) as before, and for all other steps in
Algorithm [I] we skip the intermediate layers and directly reach layer L;,, replacing the weights with the
equivalent weight Wi+p as in .

11
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Algorithm 1 ECLipsE-Gen-Local: Scalable Local Lipschitz Estimation
1: Input: Weights {W;}X ., biases {b;}}¥,; activation function o; input region Z = B(z,d,); variant
Arco € {Acc,Fast, CF}
Output: Local Lipschitz estimate L
Set My + I, v>0) « 2,
fori=1,2,...,N—1do
Compute d with dl(i) = (Wi(Mi—1)"*W) ) for 1 =1,...,d;, using acceleration techniques ll

6: setLu)(_[\/@M’\/@]T

7: Compute v>® = f)(z.) per

8: Calculate range V* for v(¥ as in
9: Refine o, B* using V' as in

10: if Choose Acc/Fast then

AN

11: Obtain A; via or using refined slope bounds a‘, 3°
12: Update M; as in using of, B°

13: else if Choose CF then

14: Assert o' @ 8¢ >0

15: for j =1,2,...,d; do

16: if 0 < (a); < (B%); then

17: (ai,adj)j — O, (IBi,adj)j — (IB’L)J
18: else if (a'); < (B"); <0 then

19: (ai’adj)j < (ai)j, (,Bi’adj)j +~0
20: end if

21: end for

22: Obtain \; via using a”*% and B2
23: Set A; + AT

24: Compute M; as in using A;

25: end if

26: end fo
27: Using , compute final L = \/1/F = \/amax (WN(Xn—1)"'WE) with Xn_1 = My_y
28: return

3.4.2 Numerical Instability in Degenerate Slope Bounds

Although the feasibility of optimization problems and is theoretically guaranteed (as will be discussed
in Section , numerical issues can arise in cases where the entries of «; and B; coincide partially. This
scenario commonly arises in local Lipschitz estimation, particularly for piecewise linear activation functions
such as ReLU and LeakyReLU, where the slope remains constant over certain regions. Let J; C Zg4, be the
index set where (') 7, = (8)7, and define M; £ Z,4,\J;. Note that if J; = Zg, (i.e., &’ = B?), then layer L;
is affine; in this reduced case we directly apply the acceleration introduced in Section [3.4.1] Here we focus on
the case J; G Zg, and M; L Za\T; # 0.

is not upper-bounded by the constraints and can grow arbitrarily large. As a result, directly solving (13 can
lead the optimization solver to assign extremely large values to (A;)(7,.7,), in stark contrast to the other
diagonal entries. This scale disparity can introduce significant numerical instability, especially after multiple
iterations. In the following, we formally characterize the source of this potential numerical issue and present
a practical remedy.

ECLipsE-Gen-Acc. Intuitively, when a; and B; coincide at an index set J; C Zg,, the value of (A&y T

Proposition 6 (Unboundedness of A; on Equal Slope Bounds Subset). Consider the optimization problem
at layer i € Zn_1. Let J; C Zq, be an index subset for which the slope bounds satisfy (at) 7, = (B%) 7,
Then there exists a constant | > 0 such that when (A;) (7, 7,y = Ua,, the optimal value c; is attained. Moreover,

12
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for any (Ni)(7,,7,) > Ua,, the value ¢; remains optimal and unchanged. In other words, the block (Ai)(7,,7,)
1s unbounded above at optimality without affecting the mazimal c;.

Based on Proposition @ we propose the following method to obtain A; at stage i, i € Zy_1.
We first obtain (A;)(a,,m,) similarly as (13)).

max o st |, @Adotomo = aWia Wi an 3 (M) M m0) Pat + D) v (W) (o)
e (i) (M M) 2l(Wi)mz 0] (Dai + Dgi) vy my) (Ai) (vt ) Xia1
(A)mimp) €Dg, e >0,
(30)

where X; 1 = M1 + [(W3) (0] (D) vt My () (s ) (D) oty ) (W) (0
Then, to avoid numerical issues, we ensure that all the elements of A; are of similar scale by setting

l; .
(A)is = T > M)y, FET (31)

v meM;
where [; is a moderately large scalar chosen to avoid numerical instability due to scale differences.

ECLipsE-Gen-Fast. Similar to the ECLipsE-Gen-Acc case, we keep only the part corresponding to the
index set M; = Z4,\J; # () and solve

max ¢; S.t. [+ /\ I= (W1+1WZ+1)(M M) %)\Z(‘Dal + Dﬂl >_(M77M7)(W2)(M7,.) >0,
i A [(Wi) (Mmoo (Dai + Dgi) (mi om0 Xi (32)
Ai >0¢ >0,
where Xi 1= 5\ [( )(M“.)] (Dal)(M“M )(Dﬁt)(M“M )(W )(M“ o) Then we take Ai = XiI.
Remark 2. As /\/l # (), both optimization problems (30]) and ( are well-defined.

3.4.3 Numerical Feasibility Verification and Stability Safeguards

Despite the fact that theoretical feasibility is guaranteed (discussed shortly in Section [3.5)), in practice SDP
solvers may occasionally fail to converge to a truly optimal solution due to finite-precision issues. To address
these issues, we employ the following practical procedure at each layer:

(i) For EClipsE-Gen-Fast, with a candidate A; at layer L; obtained by solving , we explicitly verify
whether the block matrix constraint is satisfied. If not, we switch to ECLipsE-Gen-CF for layer L;.
Note that as ECLipsE-Gen-CF provides a closed-form solution, it does not suffer numerical issues and
always yields a valid solution.

(ii) Similarly for EClipsE-Gen-Acc, with a candidate A; at layer L; obtained by solving , we explicitly
verify whether the block matrix constraint is satisfied. If not, at layer L; we select from ECLipsE-
Gen-Fast and EClipsE-Gen-CF the algorithm that yields the larger feasible ¢; with the block matrix
being strictly positive as a substitute. Note that if ECLipsE-Gen-Fast also fails for the block matrix
constraint verification, we directly use the results from ECLipsE-Gen-CF.

(iii) For numerical stability, we impose an upper bound on the magnitude of A; for all layers.

These procedures ensure robust feasibility and numerical stability throughout the algorithm, even in the pres-
ence of solver limitations or degeneracies in the slope bounds. For clarity, we summarize these improvements
in a separate algorithm with the full pseudocode deferred to Appendix for brevity of exposition.

3.5 Theoretical Guarantees and Mathematical Intuition

This section establishes theoretical guarantees for the feasibility of the algorithm and for the resulting
estimates serving as provable upper bounds on the true Lipschitz constant, and explains the underlying
intuition behind the algorithms in the ECLipsE-Gen and ECLipsE-Gen-Local series.

We first show that steps that involve solving SDPs in Algorithm [I] are always feasible under mild conditions.

13
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Theorem 7. Let o', B° be the refined slope bounds at each stage i € Zn_1 in Algorithm . Ifa'® B >0
for alli € Zn_1, then at every stage i, the optimization problems and are always feasible, and the
closed-form solution is always well-defined and positive. Thus, the corresponding A; can be properly
determined at each stage, regardless of the algorithmic variant chosen.

Remark 3. The condition o’ ® 87 > 0 is a very mild assumption. For all commonly used activation functions,
such as ReLLU, sigmoid, tanh, ELU, and leaky ReLLU, the global slope bounds satisfy this property, since both
lower and upper bounds are nonnegative for all possible intervals. Moreover, any refined local slope bounds,
being subintervals of the global range, will also satisfy a! ® 8¢ > 0.

We then establish the provable strictness and validity of all Lipschitz upper bounds and the refined slope
bounds generated in Algorithm [l Specifically, we show that (i) all slope bounds a‘, 8% and all intervals V*

_ , . 1T
computed at each layer are guaranteed to hold for any z € Z; and (ii) LY = [Ls?iz), Ls?él), e ,Ls%ﬂ and

the final local Lipschitz estimates L from Algorithm [I] are strict, provable upper bounds for the corresponding
Lipschitz constants over the region Z. We have the following results.

Theorem 8. Let Z = B(z.,0.) be the input region. For any layer L;,i € Zn_1, if LEi% is valid in the sense
that (@ holds for | € Zq,_,, then the range V' and the corresponding refined slope bounds o, Bt produced by
Algorithm [1] are valid, that is, forVz € Z

0@ e Vi, o' <inf {80 (v(i))} , B > sup {60 (W‘))}

Theorem 9. Let Z = B(z.,d,) be the input region. For any layer L;,i € Zn—_1 and any neuron | € Zg,, the
Lipschitz estimate LS?I’Z) produced by Algom'thm satisfies @ In other words,

(19), = (196) | < L5 =2l Va2 € 2. (33)

Moreover, the final local Lipschitz constant L estimated by Algorithm satisfies with L = +/1/F, ensuring
the strictness of the Lipschitz upper bound L.

Notice that LEOZ’D7 l € Zg,, does not rely on any slope bounds. Consequently, its validity establishes the
foundation to guarantee, via recursion, that all subsequent slope bounds and Lipschitz constants remain valid
throughout the process according to Theorem [§] and Theorem [9

Now we explain the underlying intuition behind the design of our algorithms. Specifically, we aim to decide
appropriate A;s at each stage that will translate to a tighter Lipschitz estimate at the output layer. At
stage i, we have a messenger matrix M;_; that encapsulates information from all previous ¢ — 1 layers, as
well as the weight matrices of the current and subsequent layers, W; and W, ;. We analyze backwards,
starting at the output layer. Recalling , we aim to find the largest F', or equivalently, minimize
O maz (WN(XN_l)_lWJE) = Omaz (WJEWN(XN_l)_l). Therefore, at stage : = N — 1 in Step 4 of Algorithm
when deciding A _1, we solve the following problem:

T
max cy-1 st Xn-1 > en—1WaWha,
eN—1,AN-1

1 _
Xn_1=AN_1— *AN_1(DQN71 + DﬁN71)WN_1(XN_2) 1@95,1(DQN71 + DBN71).

4
Note that the optimization problem , together with the condition Xn_o > 0, is equivalent to with
i = N — 1. Moving backwards, at stage i — 1, the goal is to select A;_1 so as to maximize the feasible region
of X; > 0 in the subsequent step. We observe that

7

1
X;=A; — ZAi(Dai + Dg)Wi(X;-1) "W (Dgi + Dgi) A + Wi Dyivi A1 Dgivs Wity (35)

Xi1=M;_1 + W/ Dpi\iDg:iW;, i€ Zn_s.

While of, 8%, and A; are not yet decided in , we expect that minimizing the scale of W;(X;_1) W1 in
the sense of its spectrum will yield a larger feasible region for A; in the next stage. Similarly from , the

14



Under review as submission to TMLR

term containing o', 8%, and A; is not decided at the stage. However, we can still strategically minimize the
scale of W;(M;_1) "W to enlarge the feasible region for A; in the next stage, which is directly aligned with
our goal of minimizing 4z (W]%;WN (XN_l)_l) at the last stage since Xy_1 = My_1 as in .

Therefore, we solve the following optimization problem to derive A;_1:

max Ci—1

ci—1,Mi—1
st. M;,_1 > ci,1WiTWi, (36)
1 _
M;_1=A;_1— ZAifl(Dai—l + DBi—l)Wifl(Xi72) 1W1'711(Da¢71 + Dﬁi—l)Ai,1

Together with the condition X; o > 0, applying the Schur complement shows that this is equivalent to .

(09)

ol » the procedure is identical to that for computing the Lipschitz constant

Furthermore, in computing L

of the mapping f* : 20 s v except that the weight matrix W is trimmed to retain only its i-th row,

)

denoted (W) (). Concretely, when we obtain Ls?l’i for the I*" neuron at stage i, i € Z, by Proposition

the [*" diagonal entry of Wi(M;—1) "W provides exactly the associated maximal eigenvalue as follows:
(WilMi=0) W),y = e (W) iy (W) oy (M) ™) = G (Wi o (M) (W) o)

Therefore, our goal of minimizing the scale of W;(M;_1)"'W', is consistently applied both at the network
output and at each neuron for all i € Zy_1.

4 Experiments

We conduct three sets of experiments to systematically evaluate our methods. The first set considers randomly
generated neural networks of both small and large sizes. We compare our methods to an extensive set of
benchmarks to illustrate the scalability, efficiency and tightness of our algorithms. In the second set, we
vary the size of the input region and demonstrate how our algorithm leverages local information to achieve
very tight Lipschitz estimates. The final set compares the local Lipschitz estimates on two networks, one
trained conventionally and the other trained with robustness objectives, highlighting the practical utility of
our approach. The details of the experimental setup, and generation of the neural networks (both randomly
generated and trained on the MNIST dataset), and complete experiment data are described in Appendix

Benchmarks. We evaluate against methods that share the same SDP framework: ECLipsE-Gen-Local (our
method), EClipsE (Xu & Sivaranjani (2024))), LipSDP (Fazlyab et al.| (2019)), GLipSDP (Pauli et al.| (2024)).
For ECLipsE-Gen-Local-Acc, A;, i € Zx_1 can have different diagonal entries, which directly benchmarks to
ECLipsE, GLipSDP, and LipSDP-Neuron. For ECLipsE-Gen-Local-Fast and ECLipsE-Gen-CF, A; = \;1,
i € ZN—1, which benchmarks to LipSDP-Layer and ECLispE-Fast. Additionally, we compare our Lipschitz
estimates to the naive upper bound Lj,4ipe = Hi:l [Will2 (Szegedy et al.|(2013)), SeqLip(Virmaux & Scaman
(2018)), GeoLip (Wang et al|(2022)), AAO (Combettes & Pesquet| (2020)), and LipDiff (Wang et al.| (2024).
All Lipschitz constants are computed with respect to the /o—induced operator norm, making the comparisons
across benchmarks directly comparable.

While we consider three variants that choose among the Acc, Fast, and CF homogeneously for all layers, we
note that our framework also offers the flexibility of combining these options on a per-layer basis. For brevity
of exposition, we abbreviate our ECLipsE-Gen-Local series of algorithms as: Acc (ECLipsE-Gen-Local-Acc),
Fast (ECLipsE-Gen-Local-Fast), and CF (ECLipsE-Gen-Local-CF).

4.1 Scalability, Efficiency, and Tightness on Randomly Generated Networks

We implement algorithms to estimate the local Lipschitz constant whenever applicable; otherwise, we fall back
to the global estimate given by the algorithm. All the generated neural networks generated have input size
do = 5 and output size d = 2. The local region is picked as Z = B(z., d,) with z. = [0.4,1.8,—0.5, —1.3,0.9]7
and 5, = 1.

15



Under review as submission to TMLR

Case 1: Small Neural Networks.

Setup. We conduct a total of 20 experiments for all the 13 algorithms on randomly generated FNNs,
corresponding to all combinations of the number of layers in {5,10,15,20,25} and the number of neurons in
{10,20,40,60}. As the benchmark SeqLip only applies to ReLU activation function, the FNNs are all generated
with ReLU. To systematically evaluate the scalability, efficiency and tightness of different algorithms, we
present the normalized Lipschitz estimates with respect to the naive upper bound and the computation time
in seconds. While the complete results are provided in Appendix for clarity of presentation, we focus
on two representative cases: (i) fixing the number of layers to be 20 while varying the number of neurons; (ii)
fixing the number of neurons to be 40 while varying the number of layers. We set a cutoff time of 10 minutes
for all experiments.

Effect of depth - tightness. From Fig. we first examine the tightness. LipDiff yields the loosest bounds,
while AAO provides better estimates but is still outperformed by all other methods. GeoLip achieves accuracy
comparable to Fast. Within the SDP-based methods for the special case A; = \;I > 0, CF produces slightly
tighter results than ECLipsE-Fast, while Fast achieves a level of tightness comparable to LipSDP-layer and,
notably, even approaches the tightness of ECLipsE, which allows larger flexibility in A;. This improvement
stems from efficiently leveraging local information. At the top end, SDP-based methods with fully flexible
A; > 0 deliver the tightest estimates: LipSDP, GLipSDP, and Acc consistently outperform other benchmarks,
with ECLipsE being somewhat looser. In certain cases (e.g., 20 neurons), Acc demonstrates outstanding
performance.

Effect of depth - computation time. Turning to the computation time in Fig.[Ib] SeqLip fails to provide results
even for networks with as few as 5 layers, while AAO breaks down at 20 layers. Among the methods that
succeed for this case, GeoLip and LipSDP-neuron are the most time-consuming, although they demonstrate
good accuracy. Within the SDP-based family, LipSDP-neuron and LipSDP-layer both incur rapidly growing
computational cost with depth. In contrast, GLipSDP, Acc, ECLipsE, and Fast (in decreasing order for
running time) exhibit linearly increasing computational cost with depth, demonstrating clear scalability. At
the most efficient and scalable extreme, ECLipsE-Fast and CF have near-instantaneous running time thanks
to closed-form solutions at each stage.
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Figure 1: Performance for increasing network depth, with 40 neurons. The red x markings indicate that the
algorithm fails to provide an estimate within the computational cutoff time beyond this network size.

Effect of width. From Fig. [2] most trends mirror the above case where we varies network depth. Here, LipDiff
remains the loosest, and GeoLip again matches the accuracy of Fast. Within the restricted SDP family,
CF is tighter than ECLipsE-Fast, while Fast nearly matches LipSDP-layer and approaches ECLipsE. The
highest tightness is still attained by LipSDP, GLipSDP, and Acc. In terms of computation time, AAO fails
immediately and SeqLip breaks down at width 10. GeoLip, GLipSDP, and LipSDP-neuron are most affected
by increasing width, with computational costs rising much faster than for our proposed methods. LipDiff is
less sensitive to width than the other benchmarks; however, the computation time still grows faster than
our proposed algorithms, while yielding looser estimates. LipSDP-layer also shows noticeable growth in
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computation time with network depth but remains acceptable. By comparison, Acc, ECLipsE, and Fast
exhibit slightly faster than linear computation times, yet scale much more favorably than the benchmarks.
At the most efficient extreme, ECLipsE-Fast and CF continue to have negligible runtime.
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Figure 2: Performance for increasing network width, with 20 layers. The red x markings indicate that the
algorithm fails to provide an estimate within the computational cutoff time beyond this network size.

Taken together, these results highlight distinct groups of algorithms. LipSDP-neuron, LipSDP-layer, and
GeoLip provide reasonably good accuracy but are not scalable, with costs growing rapidly as networks enlarge.
LipDiff scales better but yields overly loose estimates, limiting its practical value. GLipSDP shows scalability
with respect to depth but becomes increasingly costly as width increases. By contrast, the ECLipsE family
demonstrates a clear trend of maintaining scalability while preserving competitive accuracy. Acc takes slightly
more time than ECLipsE but remains equally scalable and produces bounds at the same or better level than
LipSDP-neuron. Fast runs faster while matching the accuracy of LipSDP-layer and ECLipsE. Finally, the
closed-form variants, ECLipsE-Fast and CF, incur negligible runtime, with the latter yielding tighter estimates.
While the advantages are only partially revealed in this small-scale setting, the trends point toward the much
clearer separation we will observe in the large-network experiments discussed next.

Case 2: Large Neural Networks. Setup. As we observed in Case 1, SeqLip and AAO fail at small network
sizes and are therefore excluded from further experiments. To examine scalability with larger networks, we
consider FNNs with the number of layers in {30, 40, 50, 60, 70} and the number of neurons in {60, 80, 100, 120}.
For this setting, we generate networks with the ELU activation to demonstrate the consistently superior
performance of our algorithms even with nonlinear activation functions. The cutoff time for this set of
experiments is set to 60 minutes.
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Figure 3: Performance for increasing network depth, with 100 neurons.
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Figure 4: Performance for increasing network width, with 60 layers. The red x markings indicate that the
algorithm fails to provide an estimate within the computational cutoff time beyond this network size.

Although LipSDP-neuron and LipSDP-layer have exponential running times as the number of layers increases,
they adopt a splitting strategy [Fazlyab et al. (2019) to mitigate the scalability issue, wherein they split the
network into sub-networks, and multiply the Lipschitz constants of the sub-networks to obtain the final
estimate. In our benchmarks, we consider the split versions of both algorithms, termed LipSDP-neuron-split
and LipSDP-layer-split respectively. For LipSDP-neuron-split and LipSDP-layer-split, the FNNs are split into
sub-networks of 10 layers each and three workers are used for parallel computation to accelerate the process.

Results. Among the benchmarks, we report that GeoLip fails at the smallest configuration (30 layers, 60
neurons) due to kernel crashes, while LipDiff consistently produces invalid estimates larger than the naive
upper bound. Therefore, for the remainder of this discussion, we focus on the remaining algorithms, reporting
results for two cases: (i) fixing the number of layers to 60 while varying the number of neurons, and (ii) fixing
the number of neurons to 100 while varying the number of layers.

Tightness. Across both cases, namely, varying the network depth with 100 neurons and varying the network
width with 60 layers, we observe that the same insights emerge according to Figs. 3] and [] First, we
observe that while GLipSDP scales with depth, it fails beyond the 60-neuron cases for the wide networks
considered here. In terms of tightness, in Fig. ECLipsE-Fast and CF yield tighter estimates than
LipSDP-layer-split, with CF slightly tighter than ECLipsE-Fast, but comparatively looser than Fast. ECLipsE,
LipSDP-neuron-split, Fast, and Acc form a close cluster in accuracy, with Acc consistently tighter than
Fast. Notably, Fast is almost as tight as ECLipsE, despite the relaxation with A; = A\;I. When the output
landscape is locally flat over the input region, the advantage of our methods capturing local information
becomes particularly pronounced. For example, in Fig. with 40 layers, Acc is more than 107 times tighter
than LipSDP-neuron-split; in Fig. , with 120 neurons, Acc is over 10° tighter than LipSDP-neuron-split.

Computation time. Even with splitting and parallelism that requires more computional resources (three cores
versus one for our methods), LipSDP-neuron-split is only slightly faster in Fig. [3b|and generally slower than
Acc in Fig. [4D] at similar tightness, while LipSDP-layer-split is essentially on par with Fast. However, we
emphasize that our methods achieve this performance without relying on parallel computation. Once again,
ECLipsE-Fast and CF remain negligible in time cost owing to closed form solutions, with CF uniformly tighter
than ECLipsE-Fast.

In conclusion, Acc offers the tightest bounds with strong scalability, Fast matches the accuracy of LipSDP-
layer-split and ECLipsE at lower cost, and CF is near-instantaneous while being tighter than ECLipsE-Fast.
These properties underscore the practical advantage of the ECLipsE-Gen-Local family in estimating local
Lipschitz constants for large networks.

4.2 Tightness of Local Estimates: Achieving Provable Upper Bounds at autodiff Level

We have demonstrated scalability, efficiency, and tightness of our algorithms in the previous section. Here,
we study the tightness of the certified local bounds as the local region shrinks. We consider Z = B(z.,d.)
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centered at z. = [0.4, 1.8, —0.5, —1.3, 0.9]7 with radius chosen from §, € {5, 1/5, 1/5%, 1/53, 1/5% 1/5°}.
We evaluate three FNNs of 5, 30, and 60 layers (128 neurons each) with LeakyReLU (« = 0.01). While the
insights are common across all three cases, we present the 30-layer case here and defer the others to Appendix
A.3l For reference, the trivial bound (valid for the entire region Z) is 3.070 x 10'°, contrasting the scale of
the certified upper bounds for the chosen regions.

From Fig. |p| we observe that as the radius of the input region decreases, the estimates from all three variants
Acc, Fast, and CF tighten monotonically by many orders of magnitude. Among the three variants, CF, though
generally looser, has negligible runtime and continues to improve as the radius shrinks, capturing the local
behavior of FNN at small d,. Acc is uniformly the tightest and Fast closely tracks Acc. The local Lipschitz
estimates from Acc, and Fast drop sharply at input radius 1/25 for Acc and 1/125 for Fast, and approach
the autodiff level, that is, the gradient norm at the center z., when the radius d, is small enough. Notably,
the gradient norm at z. generated by autodiff is a strict lower bound on the Lipschitz constant, making our
algorithms essentially optimal in terms of tightness. Importantly, unlike autodiff that provides gradient
norm at the center of the input region, our estimates are provable upper bounds serving as certificates for the
entire local region.
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Figure 5: Lipschitz estimates normalized to autodiff value at z. (0.0015). Naive bound: 3.0698 x 101°.

4.3 Lipschitz Estimates on Standard vs. Robustly Trained Networks

Setup. The final set of experiments estimate the local Lipschitz constant for various sizes of the input region
on two networks, one trained conventionally and the other trained with robustness objectives, highlighting
the practical utility of tight estimates from our methods. We use the MNIST dataset and train two FNNs
with identical architectures: three hidden layers of 128 units with ELU activations. The baseline network is
trained with standard cross-entropy loss, while robustly trained network employs Jacobian regularization
(JacobianReg) (Hoffman et al. (2019))), which penalizes the norm of the derivatives of the network’s outputs
with respect to its inputs in order to encourage smoother mappings and improve robustness. Both FNNs
achieve an accuracy of at least 98% on the test set. We assess robustness using a standard /5 projected
gradient descent (PGD) attack on the test set (Madry et al| (2017)): for each test point x, we search for
misclassifications under attack within the ¢ ball {z’ : |2’ — z||2 < €}. Details on the training and testing of
both networks are included in the Appendix

To establish the relationship between robustness and Lipschitz estimates, we first empirically quantify the
robustness of the two networks by recording the failure rate of both networks under an /o PGD attack with
radius e chosen from {1/2,1/4,1/8,1/16,1/32,1/64,1/128,1/256}. This means that adversarial perturbations
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are chosen from an /5 ball of size € around each test point. Independently, we randomly sample 20 data
points from the valid input region of the MNIST dataset and compute certified local Lipschitz constants at 20
points on the same e-balls using Fast. This experiment design provides a statistically meaningful comparison
between robustness to adversarial perturbations and Lipschitz estimates at matched scales. Fast is chosen
for its balance of accuracy and efficiency, as it is computationally cheaper than Acc and captures local region
information more effectively than CF.

The Utility of the Estimates Regarding Robustness
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Figure 6: Lipschitz estimates for different size of input region on baseline model and robustly trained model.
The blue and orange solid lines plot the mean of the Lipschitz estimates for the baseline and robustly trained
models, with the shaded interval representing the standard deviation of the Lipschitz estimates across the
sampled points. On the same axes we report the failure rate of each network under adversarial perturbations
of radius €, shown as lighter curves on the secondary vertical axis.

Results. Figure [6] shows how our certified Lipschitz estimates relate to robustness, which is quantified as the
empirical failure rate under adversarial attacks. For each €, we compare the local Lipschitz estimates on the
input region of radius €, and the failure rate of each network under adversarial perturbations of radius €. It is
clear that the robustly trained model consistently exhibits smaller Lipschitz estimates together with lower
failure rates for every e. Meanwhile, the standard deviation of the estimates shows an increasing trend as €
decreases, indicating that our method manages to capture the diversity of local landscapes around different
points. These alignments between the certified Lipschitz estimates and observed robustness illustrates the
practical utility of our method in capturing robustness through provable and tight Lipschitz upper bounds.

5 Conclusion

In this work, we introduced ECLipsE-Gen-Local, a compositional framework that provides certified upper
bounds for the Lipschitz constants of deep feedforward networks. By adapting SDP-based Lipschitz certificates
to accommodate heterogeneous slope bounds for the activation functions, systematically incorporating local
information on the input-region, and decomposing the large-scale SDP for Lipschitz estimation into sequential
sub-problems, our algorithms provide provably valid and tight estimates with linear complexity in depth.
Notably, we propose a variant that provides closed-form solutions at each sequential sub-problem, achieving
near-instantaneous computation while retaining certification guarantees. Through extensive experiments, we
showed that our methods deliver outstanding scalability and produce substantially tighter bounds than global
approaches, with local estimates approaching the the exact Lipschitz constant in small regions. Future work
will focus on extending the framework to other architectures, and on integrating local Lipschitz certificates
into robust training for safety-critical tasks.
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A Appendix

A.1 Proofs

Proof of Theorem |2| Let z%i), zéi) be the outputs of layer L; for two arbitrary inputs, and define Az(") =
A 280 Av® = o — () for all i € {0} UZy. Consider the stacked vector Az = [Az(©" . AzON-D"T,
Left and right multiplying the matrix in (4)) by Az” and Az and utilizing the fact that Az(N) = Wy Az(N=1),

we obtain N1 .
— (i—1) (i—1)
@200+ 30 ] [A]  Fasyras) s o o)
1=1
here V. A WZTDaLArLDﬁ’LWZ —%WZ-T(Dai + Dﬁi)Ai
where I; = _%AL(DQL + DBi)Wi Ai '

By the slope-restrictedness condition in Assumption |1 for i € Zy_1, we have o’ Av() < Az() < BiAp(@),
Equivalently, for any A; € Dy,

AV DaiAiDg —1(Das + D) A [A0®] _

Az | |=2Ai(Dyi + Dgi) A Az =7

Since Av() = W;Az0~1) | this yields

A=D1 Az
Cao ][R]0

Thus, every summand in involving Y; is non-positive. Therefore,
(AzNTAZO — P(AZNN)T (AN >0,

which further gives
18]z < V1/F|IAZ]2,
implying that the Lipschitz constant is at most /1/F. O

Proof of Theorem The proof is similar to that of Theorem |2l Let zgj), zéj) be the outputs at layer

L; for two arbitrary inputs, and define Az = z%j) — zéj) for j=p,...,i. Let Az,(g) and Az(ﬁi) denote the
subvectors of Az(®) and Az indexed by K C Zq, and L C Zg,, respectively.

Consider the stacked vector
, T
Az = [(A;;,%’)T, (AP (Az@—l))ﬂ .

Left and right multiplying the matrix in (7)) by Az yields and utilizing the fact that Azg) = (W) (g0 A2 D:

PINT( A (D) — [Azm-D7T Az(m=1) Gi=1)\T (i—1)
(AT (Az) + > A (m) m | AL |~ F@zT )T (A7) >0, (38)
m=p+1
where
v 2 [ WaDanAmDgn W, —iWI(Dam + Dgm)Am,
" _%Am(Dam + Dﬁm)Wm Am ’

Similarly, by the slope-restrictedness condition in Assumption |1} for each m, and for any A,,, € D,

{Awm)r [ Do AmDgn — (Do +ng)Am} {Av(m)
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Since Av(™) = W,, Az~ this yields

Azm=117T Az(m=1)
[ Azm) } Yﬁ[ AZW”} =0

Therefore, all terms involving Y, in (38) are non-positive.
Hence,

(AT (M) o) (Az) = F(A2)T (W) o0y (Wi) 2.y (A2)) > 0.

Since (Azg)) =(Wi)(£.e) Az(=1 | this further gives

18202 < VITF| Az,
establishing that inequality @ holds. O

Proof of Theorem [4] The result follows by applying Lemma 2 in [Agarwal et al.| (2019) to the symmetric
block tridiagonal matrix in . By Lemma 2 in [Agarwal et al.| (2019)), a symmetric block tri-diagonal matrix
defined as

[P, Ry 0 .- 0
Ry Po Rz - 0
0 R Py .- 0
0o -~ 0 ﬁ%_l 751\,_1 7§N

L0 - 0 0 RYL  Pn]

is positive definite if and only if _
X; >0, Vie {0} UZz;_q,

where

i =

- P; if i =0,
XK=~ apeis
Pi — Rz Xifl,R'i ifieZ;_.
For our matrix, we directly substitute 751, 7%,- with P;, R; as defined in and we have the result that the

block tridiagonal matrix in is positive definite if and only if the sequence of inequalities in @D holds, with
X, defined in . O

Proof of Proposition |1} Applying the Schur complement to the LMI in with slope bounds a*4 and
Bhadi directly gives an equivalent condition to be M; — ciWiﬂlVViH > 0, where

K2

1
M; = A; — Z A; (Dai,adj + Dﬂi,adj) W (Xifl)_l wr (Dai,adj + Dﬁi,adj) A;.

This holds if and only if ¢; < omax(WTH%/Viﬂ Ty According to Lemma Cmax (WEHWiH Mi_l) =

Umax(Wi+1 Mi_1 Wiﬂl), completing the proof.

Proof of Proposition By Theorem with X; > 0, i € Zy_o, it remains to prove that X _1—FWLIWy >
0. This is equivalent to X;_1/F > WL Wy. Then, the smallest possible 1/F is 0ynax(WEWx(My—1)"1). By
Theorem the tightest upper bound for the Lipschitz constant is then y/1/F = \/Jm“(W;{;WN(MN_l)*l).
Further, from Lemma [I| and the fact that My_1; > 0 , we have the certified Lipschitz constant to be

\/omam(WN(MN_l)*l)W}G. O

Proof of Theorem |5 Let {&%, 87}V " and {&%, 87} 7! be two sets of slope bounds for the activation

functions, where for some 7,1, [d;, Bil C [dé, BJ’], and all other entries are identical. Let F and F denote the

maximal values such that the matrix inequalities in and are satisfied for the respective choices of slope
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bounds. Adopting the notations in the proof of Theorem |2, we left and right multiply the matrix in by
Az” and Az, where Az = [AZ(O)T, e AZ(N*I)T]T, and obtain

A’U(l) Daq,AiD i —l Dai —|— D i Al AU(Z)
(AzHT Az(0)+z [Az(’] [ D '+BDE') 3 N 5i) N — F(A")T (A > 0. (39)
24 at i )

For the second term in , for each layer L;, we have

AT [ DgihiDg: ~1(Das + Dgo)Ai] [AvD] _
Az 1A;(Dyi + Dgi) A, A ] =

Expanding this block-diagonal form, with )\; being the j** diagonal entry of A;, we obtain equivalently

di @ r i i 1. i\ \i (4)
(@) i PN A { agAiB; —5 (] ‘f’ﬁj))‘j} Avj‘ <0. 40
@705 5, %) ; N I T T A | = (40)
Let Ji = {j : [a}, 31 € [a%, i)} and Jio = {j : [a}, B2] = [a%, 31]}. Then, we split (40) as
Q5.8 X) = 3 Q@5 0)+ 3 Q7. 8.4 <
Jj=1 Jj€Ti1 Jj€Ti 2
For j € Jiq1, [& 1,5 ] C &) ,31} With the slope bounds assumption as in Assumption (/1)) and )\;- > 0, we have

0<QW(al, 31, x) < QW (ai, B, a0, wAu®, Az X >0,

VA VIRRAY
For j € k71‘,2,
Q7 (@5, B3, X5) = Q5765 55, ).
Then, for all (Av®, Az()), we have
d; d;
(1) 7 z iy
Q;°( J’ﬂj Z 3 )\J)
Jj=1 Jj=1
Substituting the above inequality into , we have, for any fixed choice of {A; f\L El with A; € Dy,

N—-1 d;

(Az)TAzO4 3 3" (@5, B, X)) — F(Az)T (A=)
i=1 j=1
N-1 d;
<(AzNTAZO 4 QW (@i, 51N — F(AzT (AN,
i=1 j=1

This means that for any fixed choice of {A;} with A; € D, the largest value F' and the largest value F' such
that holds with slope bounds {&‘, 8¢} and {&*, B¢} respectively, satisfy

F({A}) > F({A}).
Consequently, taking the supremum over all choices {A;} with A; € D, we obtain
F* > F*7

where F* = supyy y F({A;}), F* = supyy g F({A:}).
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Therefore, the corresponding Lipschitz upper bounds satisfy y/1/F* < 1/1/ F

O

Proof of Theorem @ Let z € Z = B(2.,0.), and define §z = z — z.. By Clarke’s Mean Value Theorem, for

any z,z. € Z, there exists X = z. + t(z — z.) € Z for some ¢ € [0,1], and v € dg(X), such that

g(Z) - g(zc) = UT(Z - Zc)a

where dg(X) denotes the Clarke subdifferential of g at X, defined as
9g(X) :=co {klim Vg(zr) : z = X, g differentiable at zk} ,
—00

with co denoting the convex hull.

Since g is locally Lipschitz with constant L over Z, for any v € dg(X) and any X € Z,

l9(2) — g(zc)| < L|dz]l2-

Therefore,
9(zc) — L|6z]]2 < g(2) < g(2c) + Ll|0z]|2,

which is exactly .
Proof of Proposition |3| We require [a}, 8;] to contain all subgradients of ¢ over v € [a, b], that is,

U 96(v) C [of, 8]

v€E(a,b]

Thus, the minimal (tightest) interval is naturally given by

af = inf inf{dd(v)}, B = sup sup{d¢(v)}.

v€[a,b] v€|a,b]

O

Proof of Proposition El Observe that for any row index [, the I-th diagonal entry of W;(M;_1) *W[T is

(Wi(Mi—l)_lwiT)(z,l) = (Wi)(lw)(Mi—l)_l(Wi)a-)'

(41)

By Lemma (1} if M; ; > 0, then AAT(M;_ 1)~ and A(M;_1) "t AT share the same nonzero eigenvalues
for any matrix A. Applying this to the row vector (W;)( ), we see that (Wi)(Tl’.)(Wi)(ly.) (M;_1)~! and

(Wi)(l’.)(Mi_l)_l(Wi)a.) share the same nonzero eigenvalues. Therefore,

Fmax (W) .0y W) 1.0y (Mi-1) ™) = G (W)t (M) (W) ) = (W)t (M) ™ (Wi,

The last equality holds as (W;),e)(M;—1) ! (Wi)a.) is a scalar. Combining with completes the proof. [

Proof of Lemma [2| Notice that for each I =1,...,d;,
dz(l) = (Wi(Mi—l)_lsz)(z,l) = (Wi)(lm)(Mi—l)_l(Wi)a')'

Let A; = (M;_1) 'WT € R4i-1%di_ Then, for each [,

di—1

A =3 (W) @y (A -
k=1

Now, observe that (W;) () is the k-th column of W;, and (A;) .4 is the k-th row of A;. The elementwise

product (W) (e 1) @ ((Ai)(k,.))T is a vector in R% whose I-th entry is (W;) k) (4i) k,0)-
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) di—1
Summing over k, we have d¥) = Y~ (W) (e 1) ® ((AZ-)(h.))T, which establishes . O
k=1
Proof of Proposition |5, For each j € {i,...,i + p} with o/ = 37, layer L; acts as
2D = Dgiv) = Dy (sz(j_l) + bj) . (42)

We prove by induction on s € {1,...,p} that

U(i+s) = Wi—i—s Z(iil) + BHS, (43)
where
~ 1+s—1
Wive=| [[ Wis1Das | Wi (44)
=i
s+1 1+s—1

Ei+5 = Z H (Wj+1Daj) bi+k71 ) (45)

k=1 | j=i+k—1
where the product W; 1Dy reduces to the identity matrix if k = s + 1.

When s =1, at layer L; i1, we have
1}(‘]+1) = Wj+1Z(]) + bj+1. (46)

Substituting into v+ directly gives

0UD = W1 D (W57 45 + bji = W1 Do Wy 2970 4+ Wi 1 Dy + by (47)
—_——
EWita 2511

Now assume — holds for s, s € Z,_1. Using a'** = B¢+,
WU+t Z )
= Wisss1Deirs 0" + by o4y (48)
= i+s+1Dai+sW¢+s 20D 4 Wi+s+1Dai+Sl~)i+s + bitsy1-

By induction, we have
i+s

Witsr1 = Wissr1Daits Wiss = HWj+1Daj Wi (49)
=i
and
B _ s+1 1+s—1
bits+1 = Witst1Dgitsbits + bipsi1 = Z H (Wit1Das) bivk—1 (50)

k=1 | j=i+k—1

Proof of Proposition [6} We first show that the feasible set is non-empty and the maximum of ¢; can be
attained. As the feasible set with strict inequalities is open, we consider the closed relaxation of :

A — aWEL W, 1A{(Dgi + Dgi)Wi
, i VWVt VVit1 i\ HMa B ¢ . >
max oo sb LW (Dyi + Dgi)A; Xiq 20, A €Dy, ¢ 20. (51)

Select an e such that 0 < ¢ < min{1, 2/0 4z ((Dai + Dﬁi)WiXileZT(Dai + Dgi))} and let

g

Ai = 6], C; = .
40mar(Wz£-1Wi+1)
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Applying the Schur complement to the LMI in with the fact that X;_; > 0, we obtain that is
strictly feasible. Thus Slater’s condition holds, implying that the feasible set of is closed and convex. As
the objective is linear, and the optimal value is finite, we conclude that the maximum ¢; is attainable.

Denote (cf, Af) to be an optimal solution. Now we prove that for any A; > A} and ¢, the constraints in
are all satisfied. Note that constraints on A; and ¢; are automatically satisfied and we focus on the LMI. The

LMI in is equivalent to the following statement. For any V [ﬂ € Rit+di-1\ {0},

1 1
xTAix — ¢ (Wi+1x)T(Wi+1x) + imTAi(Dai + Dﬁi)Wz’y + §yTWiT(Daz‘ + D,@i)Ai.%' (52)
52
n yT(MH i WiTDaiAiDﬂiWi)y > 0.

Let J; G Zq, be the index set where (a’) 7, = (8%)7, and define M; £ Zg,\J; # 0. We further split the left
hand side of by index sets J; and M; as
H(Ai,¢) 2 [(2) 7] (8) 7,70 (@) 7 + (@) ] (8 (w0 (@) s + 97 Miry

W) ) (DarhiDse) - (W, + (W) (Do AiDr) | (Wi,

+ % (.’L'TA,L-(Dai + Dﬁq)) (.Ji)(Wiy)ji + % (xTAZ- (Dqi + Dﬂi))( M) (Wiy) m
+ 51V ) ((Das + D)) |+ 5 [(Wighaal” (D + Dpidia)
= (@] ([Wi1) )" Wi o, ) @), + 1@ aa T ([Wasn) om0 T Wik 1) o0 ) (@),

(@) (W) 0.70) W) 0.0 ) @)t + [@)an]” (W) to,10] T (Wi 1) 0,7 (@), ) > 0.

irJi
s

i

We denote the part dependent on (A;)(7, 7, to be

G(A)ga0) 2 [@)2)" (Mg (@) 7 + [(WiymT(DwAiDm) gy Wit
1/ ¢ 1 T v A
+ 2( Ai(Da: + Dg: ) Wiy)g, + 5[(Wiy)z] ((Dal —|—D3L)A,x>$

= ((@)g, + Dai (Wiy) 7,

)" A (( )7 + Dai Wiy) 7,)
The last equality holds by the definition of J;, (Dqi)g, = (Dgi)g,. Therefore for any A; > Aj,

H(AF, )

i)~
= G((A)g1.99) = G((Ai)(7,,7))
= ((@)7, + Dot (Wi) 2.)" Ai (2) 7, + Dot (W) 7,) = ((2) 7, + Dt (Wig)7,)" A} ()7, + Dt (Wiy) 7,)

By the arbitrariness of x and y, we conclude that constraints in are satisfied with any A; > A} while the

optimum ¢} is attained. Taking [ = m%x {(A;“ )( i) completes the proof. O
J€ ’

Proof of Theorem @ Under the mild assumption o ® 8¢ > 0 for all 4 € Zy_; and using the fact that
My =1 > 0, it suffices to show by induction that at layer L;, i € Zx_1, the following claims hold:

(i) Given M;_; > 0, the feasible set of the SDP constraints in and is always nonempty and the
closed-form solution is always well-defined and positive.
(ii) Optimization problems , , and equation can each yield a solution A; such that M; > 0.

Since is a special case of with A; = A1, it suffices to prove feasibility and M; > 0 for ; the same
conclusions for then follow directly, and no separate proof is required.
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Regarding , we prove that at stage ¢ € Zn_1, there exists a A; > 0 and ¢; > 0, such that

S )\iI - CiWZ;lWi_H %A’L(Dai_F Dﬁi)Wi

S, 2
k %)\iWiT(Dai + Dﬂi) M;_q

>0, M, >0, (53)

where M; £ NI — 2X3(Dyi + Dgi)Wi(Xi—1) *W (D + Dgi), i € Zy and My = I.

Given M;_; > 0, by the Schur complement, S; > 0 is equivalent to
1 -
T, 2 NI — Wi Wiy — ZA?(Dai + Dgi )W, M\ W (Dgi + Dgi) > 0.

Let
3

0i = Omax (Do + Dgi)WiM; -\ W (Dgi + Dgi)) >0, 10 = Omax(Wii 1 Wig1) > 0. (54)

Choose \; = Ul >0 and ¢; = % > 0. Then,

2 0.9 14
Ti = 071 — %Wij.;-lwi-i-l — Z?O’ll

2 0.9 1

=0 - WL Wiy ——1I
o T g,
1 )

> —1— %I >0,
g; ag;

where the last inequality uses Wi:’_;_IWiH < ;1. Finally, J\Zfi =T, + ciW?’;1Wi+1 >T; > 0.

7

With being feasible for ¢ € Zy_1, the LMI in is naturally satisfied with A; > 0 and ¢; > 0 because
for i € Zn_o,

NI — Cz'W‘Tqu-&-l %)\Z(D i+ Dﬁz)Wl 0 0
? o = D; > i
%)\iWiT(Dai + Dﬂi) X1 Sit 0 )‘i+1Wi€-1Dai+1 DgivtiWii1| — S >0,
and fori =N — 1,
NI — CiWZ‘T_;_lWi«H %)\l(Dal + DBl)WZ
1 T & = SZ > 0.
5)\7,W1 (Dai + Dﬁi) Xi_1

Then we proceed to show that claims (i) and (ii) hold for the closed-form solution ([15]). Given that M;_1 > 0
at stage ¢, is well-defined and positive. So it suffices to show that using \; as in always guarantees
M; >0,i€ {O} UZn_1.

At stage i, recall that
1
M; = NI — ZA?(Dai,adj + Dgiaa))WiX; Y W] (D giaai + Dgisaay)
1
= )\iI — zAf(Dalad] + DBi,adj)WiMiillwi,T(Dai,adj + Dﬁi,adj)

The second equality holds because D yiadj @ Dgiaai = 0.

Let &; = Omax ((Dgiaai + Dgioaai)W; My W (Dgyicaai + Dpgiaai)) > 0. For the closed-form solution ,
Ai = 2 > 0. By definition of 7;, we have (Dgi.sa + Dpgiaa;)Wi M,y W[ (Dgiaai + Dgiaai) < ;1. Therefore,
M;>2I-Lr=11>0. H
Proof of Theorem [8] Let Z = B(z., ||d.]|2) be the input region. Consider any layer L;,i € Zn_1. Given
the validity of the Lipschitz constant LEZ)Z for each | € Zq4, ., i.e., for any 21,29 € Z, the map from z to the
I-th component of z(9) satisfies

21" (21) = 21" ()] < Llla = 2]
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In particular, taking ze = z. and arbitrary z; € Z, and using the fact that ||z1 — z¢||2 < ||d;]|2, we have

47(2) — 2" () < L

s

6z||27 Vz e Z.

Therefore, for each [,

20(2) € [47z0) = LGNz, 27 (z0) + L)

.7 )

52||2} . Ve Z.

Thus, the region V* defined in Algorithm [1}is a valid enclosure for all v(*) over Z. Next, by construction in
Algorithm [T the refined slope bounds are given by

a? = inf inf do(v), Blz = sup sup do(v).
veV; veV]

Since vl(i)(z) €V} for all z € Z, it follows that
al <infdo(v!”(2)), B >supdo(v’(z)), VzeZ.
Thus, the refined slope bounds o, 8 are valid for all z € Z, as claimed. O

Proof of Theorem@ Let z%i), zgi) be the layer outputs for two arbitrary inputs, and define Az(") = zgi) —zéi),

Av() = Ugi) — véi) for all i € {0} UZy. We claim and prove by induction on the layer index i:

(i) \/am,m ([(Wi)(l’.)]T (Wi)(ly.)(Mi,l)_l) are valid Lipschitz constants for Vi € Z,4, as defined in (H},

(ii) Xi1=M;_ 1+ WiTDaiAiD'Bi W; > 0, and
(iii) M; = A\; — %Az(Dal + Dﬂi)Wi(Xi_l)*WiT(Dai + Dﬁi)Ai > 0.

For the first layer (i = 1), we have
Ao = WA,

For any neuron | € Zg4,, the I-th entry is
(800) = (W) a2,

By the Cauchy-Schwarz inequality,

T
[(20) [ < 17 o2 12201 = %m (7)) W) e ) 1220

Since My = I, the bound can be written equivalently as

0,1 T _
Ls,z ) = \/Umaw ([(Wl)(z,.)} (W1)(1,e)(Mo) 1)
From ECLipsE-Gen-Acc in (13 at i = 1, A satisfies

A — 61W2TW2 %Al(Dal + Dﬁl)Wl

%WlT(Dal +D,81)A1 XO :| > OaAl S D+, c1 > 0.

By Schur complement, this is equivalent to
Xo>0, Ay —cWiW,— iAl(Dal + D)Wy (Xo) "W (Dgt + Dg1)A; > 0.
Therefore, (Xg)~! is well-defined and with ¢; > 0,
My = (Ay — e, W Wy — %Al(Dal + Dg1)W1(Xo) "W (D + Dgi)A1) + 1 W5 Wo

> 01W2TW2 > 0.
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Now by induction, assume that at layer L;, i € Zny_1, we have X3 > 0, Vk € Z;_o, and M; >0, Vj € Z;_;.

By Theorem (8} o, 87, Vj € Z;_1, are valid slope bounds. To show the validity of LEO/), by Theorem (3| it
suffices to prove that there exists Aj, j € Z;_; such that

Pi Re O 0
RT Py Ry 0
0 RIY P 0]<po
: : : R
o 0 0 RT P
where ~ ~
A0—|—W1TDQ1A1D[.;1W1, m=1
Pm = ]\m—l + WgDaerAle[-]me, 2 S m <1
Y ~ T .
Ny = F[Wi)ae]” Wi)ie, m=i
1. - .
,QWm_l(Dam—l + Dﬂm—l)Am,h 2 S m S i —1
R =
1 ~ .
_§W’T_1 (Daq‘,—l + Dﬁi—l)(u) (Aifl)(u), m=1
with .
F= : (55)

Omax ([(Wi)(l,o)]T (Wi)(l,o)(Mi—l)_1>

According to Theorem [d] it is equivalent to show that

Xe>0, Vk€Zig,  Xiqx—F(Wi){oWi)ue >0,

where
I+ W{Dg AiDgi W, k=0

Xk = Ak — %Ak(Dak + Dﬁk)Wk(kal)flwg( ok + Dﬂk)Ak + W+1Daz+1Al+1Dﬁl+1 Wz+1 keZi_o .
Nt — YA 1 (Dgi-1 + Dgict ) W1 (Xi—2) "W (Dgi-1 + Dgi-1) A1 k=i—1

Let A], J € Zi—1, be decided according to Algorlthm I 1| from the previous layer, that is, A =N, jE€EZLi.
Then Xj, = Xi, k € Zi_o and X;_1 = M;_,. Then the following statements hold:

(a) (55) is well-defined because by induction, M; 1 > 0,
(b) by induction, Xk = Xk >0,k €Z;_o, and

(¢) with F' from , Xio1— F(W)(l .)(W)(l,-) =M1 — F(Wi)a.)(Wi)(l,-) > 0.

Therefore, \/Um,w ([(Wi)(l’.)]T (Wi)(l’.)(Mi_l)—l) are valid Lipschitz constants for VI € Zg, as in (H)
Similarly, the ECLipsE-Gen series of algorithms gives A; that satisfy

[ A; — Cin'lei-‘rl %Ai(Dai + Dﬂi)Wi

%WZ-T(Dai T Dﬂz)A, X, :| > O,Ai S ]D)+ c; > 0.

By Schur complement, this is equivalent to

1
Xi1>0, A;— CiW£1Wi+1 — ZAz(Dal + Dﬁi)Wi(Xi_l)_lWiT(Dai + Dlgi)Ai > 0.
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Therefore, (X;_1)~! is well-defined and with ¢; > 0,

1
*Ai(Dai + Dﬁi)Wi(Xifl)ilwiT(Dai + Dlgq)Al) + CiWZ£1Wi+1

Mi = (Al — CiWij.I_lwiJrl — 4

> ciWZeriH > 0.
This completes the proof of claims (i)-(iii). Proceeding, by Proposition 4| and Lemma L( ’ R produced

by Algorithm [I] is a strict upper bound for the local Lipschitz constant of the I-th neuron on layer L;,
l e Zd1>z € Ln_1.

For the final local Lipschitz constant L estimated by Algorithm [I} the proof follows identically to the
neuron-wise case above, except that the final matrix inequality involves Wy instead of (Wx)(.). With

F =1/0max (Wn(My_1)"*WJ), we obtain L = /1/F to be a valid Lipschitz constant (strict upper bound)
for the entire network. O

A.2 Algorithm

We present the practical algorithm that enhances ECLipsE-Gen-Local with acceleration and stability here.

Algorithm 2 Enhanced ECLipsE-Gen-Local with Acceleration and Numerical Stability

1: Input: Weights {W;}Y ., biases {b;}¥ ;; activation function o; input region Z = B(z,, d,); large scalar
Cap > 0 for numerical upper bound; variant ALGO € {Acc,Fast, CF}

2: Output: Local Lipschitz estimate L

3. Set My « I, v(©) « 2, skip« 0

4: fori=1,2,...,.N-1do

5: Set W8 « W,

if skip=1 then
Wi« W; Dgi—x W;_4

end if

Compute d with d(l) (Wi (M; —1)71WZT)(1,1) forl=1,...,d;, using

10:  Set L() {\/dT \/dT}

11: Compute v>@ = f@)(z.) per with (W%, b;)
12: Calculate range V' for v() as in

13: Refine o', B* using V' as in

14: if o’ = B’ then

15: skip+1
16: continue
17: else

18: skip< 0
19: end if

20: Let J; ={j: a —BZ}M Za \Ti #0
21: Obtain A; (and cz) according to Algorithm [3] (ACC), [i] (Fast), [f] (CF)
22: Update M; as in using Dy, Dgi

23: end fo
24: Using , compute final L = 4/1/F = \/amM (WN(XN_l)—lVVg;) with Xy_1 = Mn_1
25: return
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Algorithm 3 Procedure Acc: Obtain A;

==
w N =

—_
=@

Input: Wi, M;_1, Dyi, Dgi, index sets J;, M;, large scalar Cap > 0
Output: (A;,¢;)
Solve on M; to get (A;) (a0 and ¢
Set (Ai)j,j — \/\l/lﬁ ZmeMi(Ai)(mfm) for aHJ € u7z (Cf
(Ai)j,j <« min{C’ap, (Ai)j,j} for all ]
Compute X; as in using A;
if X; > 0 then
return (A;, ¢;)
else
(Afast cfast) « Algorithm I
(A%, e5F) < Algorlthml

i 1C
cf

return the pair with larger ¢; among { (At cfast) (ASE c¢t)}

. end if

Algorithm 4 Procedure Fast: Obtain A;

— =
= o

Input: Wy, M;_1, Dqyi, Dgi, index set My, large scalar Cap > 0
Output: (A, ¢;)
Solve on M; to get \; and &;
Ai < min{Cap, \;}
Set Ai — S\ll B
Compute X; as in using A;
if X; > 0 then
return (A;,¢;)
else
return (A;,¢;) < Algorithm [j

: end if

Algorithm 5 Procedure CF: Obtain A;

e s e

Input: Wi, M;_1, Dyi, Dgi, activation function o
Output: (A;,¢;)

Assert o' @ B¢ >0

for j=1,2,...,d; do

if 0 < (« ')Jg( ‘); then ‘
(@2 W); 0, (B4Y); + (BY);
else if (a’); < (B8°); <0 then
(a” ‘““)g “(a);, (BN); 0
end if
end for

: Obtain \; via using a»*¥ and ghadi
: Set Ai < )‘7,—[

Compute M; as in using A;
Compute ¢; < 1/omax(Wit1 (M;) " W)

: return (A;, ¢;)
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A.3 Experimental Details
A.3.1 Computational Resources

All algorithms except LipDiff are implemented on a Windows laptop with a 12-core CPU and 16 GB of RAM.
LipDiff is accelerated using a compute node equipped with a single NVIDIA A100 GPU (80 GB onboard
memory) and 512 GB of system RAM.

A.3.2 Randomly Generated Neural Networks

For the experiments in Section [{.I] network weights are generated such that the fo-norm of each layer weight
lies in [0.8, 2.5]. This is accomplished by first sampling a target value uniformly from [0.8, 2.5] for each layer,
and then normalizing the randomly generated weight matrix. Similarly, for the networks in Section the
l5-norm of each layer weight is constrained to [2, 2.5]. When applying Algorithm EClipsE-Gen-Local-Acc, we

set [; = 100 in .
A.3.3 MNIST Training and Robustness Evaluation

We evaluate adversarial robustness on the MNIST dataset, which consists of 28 x 28 grayscale images of
handwritten digits from 0 to 9. Each image is vectorized into a 784-dimensional input, and the networks
output a 10-dimensional vector corresponding to the ten digit classes. All feedforward networks used in this
experiment therefore have input size 784 and output size 10. The models are trained with Adam (learning
rate 1073, weight decay 10~%) for up to 50 epochs with early stopping at 98% test accuracy. The baseline
uses cross-entropy loss, while the Jacobian regularized model adds a Frobenius norm penalty estimated with
one Hutchinson probe (Hoffman et al|(2019))) and penalizing weight A = 1.

Adversarial robustness is measured using projected gradient descent (PGD) attacks. Given an image
x with label y, we optimize the cross-entropy loss with respect to a perturbation ¢ subject to the Lo
constraint 0]z < e. Starting from a small randomized initialization, we perform 40 steps of gradient
ascent with normalized gradients and step size « = £/10. After each step, the perturbed input z + ¢
is projected back onto the Ly ball of radius ¢ and clipped to the valid pixel range [0,1]7%%. We sweep
ec{1/2,1/4,1/8,1/16,1/32,1/64,1/128,1/256} and report the failure rate, defined as the fraction of test
examples for which the classifier prediction changes under attack.
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A.3.4 Complete Experimental Results

Case 1 of Section The Lipschitz constant estimates and computation times for the randomly generated
neural networks with the number of layers chosen from {5, 10, 15, 20, 25}, and number of neurons chosen from
{10, 20, 40,60} (small neural networks), are provided below.

Table la: Lipschitz constant estimates
Neurons\Layers 5 10 15 20 25
~ 10 21.028 105.687 1530.490 12360.291 564727.209
& 20 3.314 14.138 98.836 32738.399 34901.424
& 40 24.280 81.681 1208.555 5187.447 24404.492
60 2.567 109.017 4524.267 2693.936 106596.360
Neurons\Layers 5 10 15 20 25
o, 10 8.724 10.281 91.219 419.907 2206.167
;?; 20 >10min >10min >10min >10min >10min
- 40
60
g Neurons\Layers 5 10 15 20 25
2
z 10 4.943 2.049 8.263 4.937 26.230
;:E 20 0.635 0.305 0.415 14.109 4.502
% 40 3.766 1.950 3.911 3.193 2.113
= 60 0.447 2.446 16.205 1.615 7.947
: Neurons\Layers 5 10 15 20 25
_% 10 6.784 4.843 27.348 30.823 328.444
QQI" 20 0.988 0.709 1.243 66.064 26.522
g 40 5.537 3.800 10.111 10.932 9.567
- 60 0.616 4.824 34.621 4.264 30.627
Neurons\Layers 5 10 15 20 25
o 10 12.028 5.291 23.537 11.698 61.922
@ 20 1.632 0.765 0.992 38.569 11.774
© 40 9.319 5.257 10.111 8.932 5.644
60 1.270 6.872 45.046 4.562 22.026
Neurons\Layers 5 10 15 20 25
10 10.300 13.010 102.766 >10min >10min
% 20 1.469 1.904 5.245
40 9.006 11.023 56.829
60 0.994 13.741 208.126
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8.939 56.672 1448.136 10801.918 417370.969
0.936 6.281 49.406 25191.828 29123.996
10.958 52.335 888.581 5007.855 24095.277
1.254 56.494 4461.550 2589.449 94250.664
4.943 2.049 8.263 4.937 26.230
0.635 0.305 0.415 14.109 4.502
3.766 1.950 3.911 3.193 2.113
0.447 2.446 16.205 1.615 7.947
6.935 4.599 28.314 16.643 239.018
0.814 0.554 1.039 49.224 22.429
4.941 3.559 9.166 10.572 8.977
0.538 3.970 31.956 4.849 34.150
9.373 11.770 72.343 148.690 2234.919
1.301 1.577 3.586 314.856 149.244
8.685 8.755 33.455 50.758 75.140
0.924 10.869 130.256 24.092 270.349
5.926 4.617 35.025 16.637 0.004
0.273 0.010 0.007 35.641 24.639
4.572 2.069 6.211 0.170 1.322
0.235 0.581 28.264 3.830 0.002
7.184 5.058 27.996 35.167 307.104
0.680 0.276 0.766 78.350 32.456
5.428 3.672 10.755 9.752 10.066
0.417 4.334 35.002 4.689 26.923
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10 8.944 11.707 66.348 148.690 1736.535
20 0.959 0.526 2.256 267.457 147.714
40 7.887 7.796 31.828 42.772 62.424
60 0.629 9.091 120.746 22.579 205.990
0.460 1.042 1.576 2.330 2.656
>10min >10min >10min >10min >10min
1.176 1.097 1.040 1.307 2.247
1.463 1.303 3.194 6.677 9.003
7.396 7.229 21.173 51.123 97.725
3.761 27.857 100.512 211.487 417.170
12.368 1.468 1.229 1.992 2.540
1.851 1.800 2.650 5.592 9.672
1.973 6.753 13.897 32.194 58.683
2.175 12.753 43.746 102.167 186.108
0.487 0.867 1.968 2.107 3.290
0.456 3.746 10.257 12.034 17.586
2.230 23.392 52.746 58.190 96.382
13.128 50.634 101.734 238.743 329.327
0.050 0.764 14.693 733.7 >10min
0.033 2.071 23.885 1032.956
0.020 2.587 92.613 3348.118
0.051 5.319 200.619 8336.229
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3.728 3.163 4.373 22.935 18.885
3.057 14.661 25.913 27.072 30.921
5.419 27.389 42.046 51.114 76.681
30.183 36.831 74.760 99.843 144.564
0.158 0.127 0.284 0.304 0.508

0.524 0.949 1.775 2.912 3.157

6.016 16.463 29.642 46.906 49.518
24.422 86.695 185.803 226.214 339.035
3.635 6.893 10.706 14.542 18.357
3.603 7.674 11.762 16.931 21.438
4.794 10.346 16.767 22.757 28.872
6.405 15.514 26.935 36.545 43.624
0.020 0.003 0.002 0.004 0.003

0.006 0.003 0.006 0.006 0.009

0.008 0.015 0.017 0.030 0.035

0.009 0.018 0.028 0.043 0.050

3.605 10.674 15.059 26.974 15.522
4.383 12.651 9.502 25.950 33.685
7.289 14.403 24.690 32.200 44.148
5.966 16.271 40.690 55.340 35.773
3.143 6.484 10.065 13.545 17.497
3.158 6.812 10.517 14.793 19.061
3.614 8.268 13.356 17.745 22.745
3.709 10.290 16.386 22.882 33.784
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Table 1b: Computation time (seconds) (Continued)

EClipsE-Gen-Local-CF

Neurons\Layers 5 10 15 20 25
10 0.013 0.017 0.021 0.033 0.032
20 0.014 0.043 0.057 0.076 0.102
40 0.039 0.131 0.175 0.280 0.332
60 0.039 0.120 0.203 0.310 0.313

Case 2 of Section We now present the complete results for large networks, where the number of layers
is chosen from {30, 40, 50,60, 70}, and number of neurons is chosen from {60, 80, 100, 120}.

Table 2a: Lipschitz constant estimates

Neurons\Layers 30 40 50 60 70
= 60 50682.053 | 306543.948 | 1.037x10° | 3.337x10'° | 7.383x10'3
E 80 138841.582 | 13156333.51 | 4.359x10'° | 7.420x10' | 2.339x10'?
a 100 28052.064 | 557532783.5 | 3.942x10'0 | 4.882x10'2 | 9.530x10'*

120 152201.865 | 8.456x10° | 1.724x10'2 | 2.860x10'! | 8.036x10'4

g Neurons\Layers 30 40 50 60 70
o
2 60 1.289 0.239 24.916 24.717 1760.327
p:'_j 80 3.607 13.234 1259.817 802.203 808.099
% 100 0.777 443.184 1085.570 5743.067 37482.662
= 120 4.932 7655.233 48749.689 360.014 32328.464
. Neurons\Layers 30 40 50 60 70
% 60 6.557 1.614 240.577 563.315 49382.204
QQ'* 80 18.590 84.237 10936.840 13099.736 20612.931
2 100 3.120 3003.417 8924.823 94284.796 | 701407.284
= 120 16.737 46840.490 | 350361.282 3935.794 678055.572

Neurons\Layers 30 40 50 60 70
= 60 46488.457 | 278692.438 | 1.530x10'? | 8.720x10'6 | 1.980x10%7
% 80 131847.219 11986194 1.060x10'7 | 4.000x10%° | 1.860x10%**
= 100 27995.227 | 1.205x10! | 2.470x10'7 | 4.500x10%% | 4.340x10%°

120 152062.031 | 1.812x10'® | 1.210x10%* | 2.260x10%° | 6.340x10%°
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Table 2a: Lipschitz constant estimates (Continued)

Neurons\Layers 30 40 50 60 70

g 60 0.577 0.078 5.321 3.410 200.713
o 80 1.657 >1h >1h >1h >1h
NG|
@) 100

120

Neurons'\Layers 30 40 50 60 70

Lrv:l) 60 3.214 0.734 71.574 99.558 9117.857
§ 80 6.626 30.452 3184.903 2311.671 2686.612
M 100 1.368 843.970 2436.388 12623.369 96935.788

120 7.943 13707.418 91196.080 766.803 67675.878
- Neurons\Layers 30 40 50 60 70
wn
é_.ls 60 40.357 22.005 4872.017 15334.703 2762962.864
ﬁé 80 106.481 963.729 227516.592 354590.087 958744.578
S) 100 20.276 33545.214 185024.991 | 2392851.817 | 3.331x107

120 101.125 473490.349 | 7784374.437 | 134759.991 3.058x 107
:ﬂ% Neurons\ Layers 30 40 50 60 70
Tco? 60 2.561x107% | 3.626x10~7 | 2.637x10°8 55.177 1.317x10710
o
@‘% 80 6.019x107° | 1.216x107% | 2.970x10~6 1253.190 | 3.797x10~10
&é 100 1.746%107% | 5.142x10~° 1902.287 6496.172 11026.134
@) (
M 120 6.309%x1073 8306.746 37259.193 9.428x 108 4764.049
2 Neurons\Layers 30 40 50 60 70
=
?O‘Z 60 1.083x10% | 5.799x107° | 5.501x107° 82.116 1.655%x10~°
a
685 80 2.238 2.568x107° | 2.343x1073 2272.633 1.348x107°
ﬁé 100 9.010x10~6 466.795 2421.066 13916.972 66516.583
.6
€3 120 5.423 14380.517 76385.146 329.169 52766.628
% Neurons\Layers 30 40 50 60 70
§ 60 28.629 20.747 4378.720 14540.358 2180308.626
a
g 80 97.800 657.517 204800.834 334655.765 862880.611
ol
a 100 8.597 28903.208 177659.392 | 2219501.561 3.127x107
@)
~ 120 96.418 453716.467 | 6822130.953 | 116706.452 2.842x107
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Table 2b: Computation times (seconds)

g Neurons\Layers 30 40 50 60 70
2
z 60 109.070 152.040 149.638 727.651 172.854
Q;i 80 261.885 313.565 295.342 1267.712 422.347
% 100 371.482 625.229 595.804 961.680 861.610
= 120 692.723 1065.468 1179.913 1394.512 1603.990
. Neurons)\Layers 30 40 50 60 70
% 60 94.361 99.127 77.136 72.664 79.716
QQI" 80 89.473 187.850 151.267 111.975 136.632
?92 100 130.927 159.697 223.201 194.210 221.094
= 120 201.007 222.053 313.597 274.748 411.751
Neurons\Layers 30 40 50 60 70
2 60 179.812 469.768 716.592 1257.711 1897.470
% 80 390.254 794.557 1625.415 2519.319 3523.333
= 100 696.663 1617.582 3127.469 4006.535 5803.644
120 1177.954 2459.011 3977.822 6283.629 9192.057
Neurons)\Layers 30 40 50 60 70
% 60 126.677 454.171 633.618 569.647 562.881
2 80 >1h 3902.751 >1h >1h >1h
8 100 >1h
120
Neurons\Layers 30 40 50 60 70
K 60 57.061 82.713 121.571 221.483 163.846
§ 80 103.047 164.912 207.042 378.171 309.558
= 100 164.315 276.264 555.429 549.838 520.602
120 275.917 472.231 893.199 923.932 770.500
- Neurons\Layers 30 40 50 60 70
é 60 0.099 0.076 0.110 0.127 0.130
e} 80 0.117 0.158 0.192 0.251 0.294
g 100 0.204 0.222 0.292 0.314 0.382
120 0.251 0.335 0.414 0.496 0.557
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127.009

100.012

159.432

284.597

130.782

80

442.548

117.682

263.666

504.913

229.356

100

320.838

660.533

795.924

1108.792

989.315

611.638

956.523

48.792

1109.196

125.322

927.641

157.239

1431.236

95.297

80

54.192

79.973

157.899

211.596

237.253

100

54.362

187.273

215.903

276.621

323.633

228.984

181.819

368.509

352.321

Results for Section [4.2k
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Lipschitz Estimates on FNN with 5 Layers and 128 Neurons for Different Input Radii

Trivial bound: 3.070 x 10'°, autodiff: 1.539 x 1073

Algorithm r=>5 r=1 r=1/5 | r=1/5> | r=1/5% | r=1/5* | r=1/55
EClipsE-Gen- 1.804 x 9.382 x 8.471 x 9.031 x 2.113 % 2.209 x 1.539 x
Local-Acc 106 10° 104 10-3 10-3 10—3 103
EClipsE-Gen- 2.201 x 1.849 x 6.603 x 6.754 x 6.934 x 2.843 x 1.539 x
Local-Fast 106 106 10° 104 10-3 103 103
EClipsE-Gen- 2.062 x 1.811 x 1.197 x 6.010 x 2.672 x 1.296 x 6.008 x
Local-CF 107 107 107 108 108 106 10°

Lipschitz Estimates on FNN with 60 Layers and 128 Neurons for Different Input Radii

Trivial bound: 4.324 x 10%!, autodiff: 6.324 x 10~

Algorithm r=>5 r=1 r=1/5 | r=1/52 | r=1/5> | r=1/5* | r=1/5°
ECLipsE-Gen- 1.68 x 1.37 x 9.29 x 2.91 x 1.14 x 6.32 x 6.32 x
Local-Acc 10 104 10t 107° 107° 10-6 10-¢
ECLipsE-Gen- 1.81 x 1.70 x 7.87 x 6.92 x 2.00 x 6.32 x 6.32 x
Local-Fast 10t 10t 1013 10'2 107° 10-¢ 1076
ECLipsE-Gen- 1.33 x 1.29 x 9.86 x 5.78 X 2.62 x 1.31 x 5.74 x
Local-CF 10t° 10t° 10t 10t 10t 10t 10%3

Robust training in Section The complete results are as follows.
Local Lipschitz Estimates on Baseline MNIST Model for Different Input Radii

Sample | r=1/2 | r=1/22 | r=1/23 | r=1/2 | r=1/25 | r=1/20 | r=1/27 | r=1/28

1 78.71098 | 78.70734 | 78.61906 | 74.36818 | 58.13149 | 44.6177 | 26.05712 | 16.33641

2 78.71098 | 78.70682 | 78.60065 | 71.53018 | 57.27216 | 42.98288 | 28.55629 | 18.88016

3 78.71098 | 78.70626 | 78.59112 | 69.64929 | 55.56146 | 43.45022 | 29.32234 | 21.11356

4 78.71098 | 78.70635 | 78.59286 | 71.67161 | 54.69806 | 41.45828 | 26.19779 | 17.52604

5 78.71099 | 78.70774 | 78.6268 | 73.33843 | 58.15701 | 42.77248 | 22.93037 | 14.57802
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(Continued)
6 78.71098 | 78.70589 | 78.58708 | 69.20899 | 55.67301 | 41.0769 | 26.20351 | 16.5844
7 78.71098 | 78.70628 | 78.59743 | 71.60393 | 56.94831 | 40.92923 | 25.57324 17.9801
8 78.71099 | 78.70736 | 78.61574 | 71.19789 | 58.25083 | 40.83705 25.64 16.33402
9 78.71098 | 78.70682 | 78.60921 | 71.91748 | 58.53037 | 41.81912 | 23.86733 | 16.24717
10 78.71099 | 78.70749 | 78.62238 | 71.71447 | 58.31806 | 37.37913 | 21.85074 | 15.73135
11 78.71098 | 78.70659 | 78.53775 72.1146 56.06148 | 42.75571 | 28.95411 | 18.57977
12 78.71099 | 78.7079 78.6297 | 72.59098 | 56.81893 | 40.59961 | 25.43528 | 18.3823
13 78.71098 | 78.70692 | 78.60969 | 72.93557 | 55.63917 | 40.56271 | 25.40254 | 17.13129
14 78.71099 | 78.70701 | 78.60111 | 71.52446 | 56.58831 | 39.78379 | 24.79018 18.5912
15 78.71098 | 78.70657 | 78.59976 | 70.00147 | 56.8946 | 38.23369 | 25.27076 | 16.24316
16 78.71098 | 78.70637 | 78.60351 | 71.28439 | 58.42006 | 38.85839 23.427 15.95628
17 78.71098 | 78.70606 | 78.59739 | 71.30552 | 55.61067 | 43.27397 | 28.03724 | 18.91537
18 78.71098 | 78.70686 | 78.60872 | 73.12516 | 58.85767 | 44.68016 31.1804 20.87262
19 78.71099 78.708 78.63192 | 71.6684 | 54.38538 | 38.4346 | 22.14221 | 14.83256
20 78.71098 | 78.70636 | 78.59858 | 70.45079 | 54.85386 | 40.67774 | 27.49389 | 18.38262
Local Lipschitz Estimates on Robustly Trained MNIST Model for Different Input Radii
Sample r=1/2 | r=1/22 | r=1/23 | r=1/2* | r=1/2° | r=1/26 | r=1/2"7 | r=1/28
1 59.95561 | 59.76889 | 58.32222 | 55.58214 | 47.47068 | 34.9161 | 14.29093 | 6.055722
2 59.95561 | 59.94913 | 58.33661 | 55.45571 | 49.27195 | 39.23655 | 23.30358 | 9.705545
3 59.95561 | 59.77215 | 58.33239 | 54.83087 | 51.01784 | 38.43811 20.2736 7.281093
4 59.95561 | 59.73319 | 58.24574 | 55.33866 | 49.84949 | 38.30965 | 17.83903 | 8.109753
5 59.95561 | 59.94582 | 58.32322 | 55.47847 | 48.87655 | 34.17816 | 13.47338 | 7.282262
6 59.95561 | 59.68513 57.9313 55.21375 | 50.24844 | 40.44054 18.9907 | 7.287764
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(Continued)
7 59.95561 | 59.71394 | 58.32489 | 55.74624 | 49.53914 | 34.69735 | 16.43406 | 7.998252
8 59.95561 | 59.94728 58.341 55.34873 | 50.55051 | 38.52287 | 18.44644 | 7.479875
9 59.95561 | 59.67834 | 58.32869 | 55.74314 | 48.33398 | 34.24256 | 15.96027 | 7.561291
10 59.95561 | 59.94594 | 58.32607 | 55.66811 | 49.44189 | 33.5797 | 17.50552 | 6.006573
11 59.95561 | 59.94523 | 58.33124 | 55.08831 | 49.56107 | 37.93311 | 22.16714 | 8.042922
12 59.95561 | 59.59303 | 58.32403 | 55.49748 | 52.38679 | 32.91855 | 15.00071 8.27143
13 59.95561 | 59.88001 | 58.33205 | 56.58481 | 52.77126 | 35.00035 | 18.14338 | 7.062218
14 59.95561 | 59.80707 | 58.33666 | 55.47049 | 49.36892 | 35.28665 | 12.42868 | 5.485892
15 59.95561 | 59.45832 | 58.16557 | 55.67141 | 47.28045 | 34.83791 | 16.80016 | 7.039371
16 59.95561 | 59.7419 | 58.32438 | 55.95442 | 50.13239 | 36.0773 | 17.53038 | 8.491852
17 59.95561 | 59.68881 | 58.32994 | 54.71305 | 47.55917 | 34.46926 | 15.94367 | 7.291772
18 59.95561 | 59.9465 | 58.32893 | 55.67932 | 51.16427 | 32.14587 | 13.33776 | 7.268891
19 59.95561 | 59.49008 | 58.02768 | 54.94707 | 49.34491 | 31.38572 | 16.15183 | 6.080519
20 59.95561 | 59.71931 | 58.11977 | 55.95374 | 51.04859 | 41.01665 | 19.68835 | 7.429283
Failure Rate of Models on MNIST Under PGD Attacks within Given Range (%)

Model r=1/2 | r=1/22 | r=1/23 | r=1/2 | r=1/25 | r=1/25| r=1/2" | r=1/28
Baseline 9.65% 4.6% 2.94% 2.48% 2.11% 2.04% 1.99% 1.95%
Robustly | ) o5or | 27% | 226% | 197% | 194% | 19% | 188% | 187%
Trained
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A.3.5 Additional Plots for Section

Tightness vs. Input Radius — 5 layers (128)
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Figure 7: Lipschitz estimates are normalized to autodiff value at z. (0.2347). Naive bound: 66.9754.

Tightness vs. Input Radius — 60 layers (128)
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Figure 8: Lipschitz estimates normalized to autodiff value at z. (6.3224 x 107¢). Naive bound: 4.3244 x 102,
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