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Abstract—This paper investigates a thruster fault detection
strategy for unmanned marine vehicles (UMVs) subjected to
external disturbances and aperiodic Denial of Service (DoS)
attacks. To address the challenge of timely detection of DoS
attacks, the UMV and the corresponding filters are modeled
within the framework of an asynchronous switched system.
Sufficient conditions ensuring the system’s exponential stability
and prescribed performance are derived using model-dependent
average dwell time and piecewise Lyapunov functions. Addi-
tionally, the tolerable lower bound of the sleep interval and
the upper bound of the attack interval for DoS attacks are
established. Solvable conditions for the designed fault detection
filters are obtained by leveraging decoupling techniques. Finally,
simulations conducted on a UMYV validate the effectiveness of the
proposed methods.

Index Terms—Unmanned marine vehicles,
switched system, DoS attacks, fault detection.

asynchronous

I. INTRODUCTION

In recent years, unmanned marine vehicles (UMVs) have
attracted significant attention in marine science and technol-
ogy due to their wide-ranging applications in marine explo-
ration, environmental monitoring, and resource development
[1]. Nevertheless, the operational environment for UMVs is
inherently complex , and their reliance on wireless communi-
cation networks for communication with shore-based centers
makes them vulnerable to external disturbances, equipment
malfunctions, cyber-attacks, and other disruptions [2]. The
unpredictable nature of potential harm caused by these dis-
turbances or faults, combined with the inherent vulnerabilities
of cyberspace, renders UMV systems particularly susceptible
to cyber-attacks. These risks can result in system failures and
potentially catastrophic accidents [3]. As a result, improving
the reliability and security of UMVs has emerged as a crucial
area of research and development.
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The unpredictable nature of potential harm caused by dis-
turbances or faults to unmanned marine vehicles (UMVs) un-
derscores the critical need for a real-time fault detection (FD)
warning mechanism. The core of fault detection methodology
involves comparing system performances to identify fault
signals. Current research predominantly focuses on model-
based fault detection, which has shown significant success
in various systems, including continuous-discrete systems [4],
T-S fuzzy systems [5], and Markovian jump systems [6].
The primary approach involves generating residual signals
through filters or observers and subsequently establishing a
fault warning mechanism. For UMVs, several studies have
made noteworthy contributions. [7] has explored the design
of controllers and FD filters based on observers for networked
UMVs, [8] proposed event-triggered fault detection mecha-
nisms for UMVs in networked environments, and [2] utilized
T-S fuzzy systems to model UMV systems, particularly ad-
dressing fault detection under replay attacks. Despite these
advancements, the scope of fault detection research for UMVs
remains relatively narrow and lacks comprehensive coverage
[9]. Consequently, further investigation into robust and holistic
fault detection strategies for UMVs is imperative to enhance
their reliability and operational safety [10].

On the other hand, due to the openness of cyberspace,
UMV systems are particularly vulnerable to cyber-attacks.
Deception attacks and Denial of Service (DoS) attacks are
currently common types of attacks [11]. Deception attacks
involve sending incorrect or tampered data to the system
[12], including replay attacks [13] and false data injection
attacks [14]. Compared to deception attacks, DoS attacks cause
signal transmission to be unavailable for a period, leaving
the system in an open-loop state, which makes it easier to
cause severe disruption in system operations. Consequently,
numerous studies on DoS attacks have emerged [15], [16].

However, most existing research assumes that Denial of
Service (DoS) attacks can be detected promptly, suggesting
that the switching of filters corresponding to each subsystem



happens simultaneously with the subsystem switching [10],
[17]. However, in practical applications, detecting DoS attacks
in a timely manner proves challenging, leading to delays. This
delay implies that the filter often takes additional time to adjust
to the appropriate control mode based on the subsystem mode,
resulting in asynchronous filter/subsystem switching [18]. As
a result, filters designed for synchronous switching may not
provide optimal detection performance in real-world scenarios
[19]. Thus, incorporating asynchronous switching into thruster
fault detection for unmanned marine vehicles (UMVs) under
DoS attacks is of substantial practical significance.

Inspired by the previous discussion, this paper investigates
thruster fault detection (FD) for unmanned marine vehicles
(UMVs) under Denial of Service (DoS) attacks using an asyn-
chronous switched method to enhance reliability and security.
Addressing the challenge of timely DoS attack detection, the
paper proposes an asynchronous switched filter specifically
designed for thruster fault detection. Furthermore, leveraging
model-dependent average dwell time (MDADT) and piecewise
Lyapunov functions (PLF), the paper establishes the tolerable
lower bound of the sleep interval and the upper bound of
the attack interval for DoS attacks. The filter parameters
are determined based on linear solvability conditions. The
effectiveness of the proposed method is ultimately validated
through simulation.

II. PROBLEM FORMULATION AND MODELING

A. UMV Model

Consider the UMV and the following body-fixed equations
of motion

M6(t)+ No(t) + Ry(t) = Ep(t),
h(t) = T (n(1)5(t),

where 6(t) = [6,(t),6,(t),0,.(1)]T with 6,(t),6,(t),d,(t)
representing the surge, sway and yaw velocities, respectively.
G(t) = [ (6),9, (1), (8] with 2, (t) and g, (1) are
positions and 7) (¢) is the yaw angle. ¢(t) is the control input.
M, N, R and E denote inertia, damping, mooring forces
and configuration matrices, and M is a symmetric positive-
definite and invertible matrix that satisfies M = MT > 0,
cos(n(t)) —sin(n(t)) 0
J(n(t)) =

sin(n(t))  cos(n(t)) 0
0 0 1

Then, by defining z(t) = 6(t) — Orey, Alt) =
—M#)"IN(t), Bi(t) = M(t)"'R and By(t) = M(t)"'E,
and taking into account the unavoidable disturbance d(t)
caused by wind, wave and current, the system (1) can be
expressed as

(D

{ @(t) = Az(t) + Bid(t) + Baw(t), )

y () = Cx(t),

where d(t) = By (t)"*d*(t) — () + B1(t) "' Ab,ef and C =
[0 0 1 ] denotes the output matrix.

Consider thruster fault ¢ (t) = pp(t) + o f(t) and assume
control inputs ¢(t) = K« (t) are designed, (2) is represented
as

{ @ (t) = Az(t) + Bid(t) + Baf (), 3)

y (1) = Cult),
where A = A+ BoK and f(t) = —po(t) + o f(t).

B. DoS Attacks Model

Consider the aperiodic dos attacks as follows:

A
0, t e |ty,t =K
Apo, = [tar, tor41) A0,21 @)
1, t€ [tas1 tasr)) = K1

where t € [tzl,t2l+1) é Ko,21 (l € N,ty > 0) indicates the
Ith sleep interval with the length s; = toi+1 — tor, and
t € [tas1,t2041)) 2 k1,9 indicates the [*" DoS attacks in-
terval with the length d; = t3(11) — tar41.

Due to the communication disruption caused by DoS at-
tacks, the UMV system (3) can be augmented into the follow-
ing switched system, which has been discretized. The sleeping
interval can be expressed as k € [kgj, koj+1), and the DoS
attacks interval can be expressed as k € [leJrl, kQ(H_l)).

{ a(k +1) = Az (k) + Buiad(k) + Baaf (k) 5

y (k) = Cax(k)
C. Asynchronous Switching Filter

In the case of the DoS attacks and thruster faults, the
residual signal produced by the switched filter is as follows:

{ zy(k+1) = Apiwg(k) + Bray(k) -, _
r (k) = Cfixf(k:) + Dfﬂ/(k)

where z¢(k) is the state of the filters, r (k) is the resid-
ual signal of the switched system (5). Define 7 (k) =
[a7(k) «F(k) )", @ (k) = [ dT(k) 7 (k) ]" and the
residual evaluation signal e (k) = r (k) — f (k), (6) is rewritten
as (7)

0,1) (6

| #(k+1)=Az(k) + Biw(k)

bo { e(k) = Cii(k) + Dyw(k) ok € [k + e ki)
f #(k+1) = AyE(k) + Byw(k)

s { e(k) = Ciji(k) + Dijoo(k) k€ [k ki +€z()7)

where i # j,i € {0,1},j € {0,1}, A;; = {
5 Bii  Bo;
Bij = [ 0 0
[0 1]

To better set the stage for the next section, the following
definitions are presented.

Definition 1: For any switching signal 7 (k) and 0 < kg <
k, let M. (ko, k) indicate the number of switching times that
the [;;, subsystem is activated over [k, k). If

N; (ko, k)
Al

Aid 0 }
ByiCa Ay |°

], éij = [ ijCd ij } and Dij =

MT,l (k0> k) S NMo,z +



holds for scalar A; > 0 and integer Ny, , > 0, then X; is
called model-dependent average dwell time. N (kg, k) is the
total running time of the I, subsystem over [ko, k).
Definition 2: Consider asynchronous switched subsystems
®( and P4, and given scalar «, 3, and ~y satisfying 0 < o < 1,
B > 0 and v > 0. Under zero initial condition, if the
asynchronous switched system is exponentially stable and

satisfies io: (1 —a)’eT(s)e(s) < +2 Z T(s)w(s), it is

said that the system exhibits exponentlal stability and has
exponential H, index 7.

III. MAIN RESULTS

In this section, the stability and H,, performance of asyn-
chronous switched systems (7) will be analyzed, and the
sufficient and linearly solvable conditions for the designed
switched FD filters are given.

Theorem 1: Consider the switched subsystems ®y and @,
under DoS attacks, scalars «;, 3;, v, po and pq satisfying
0<a; <1,8,>0,7v>0,u >1land 0 < py < 1, if
there exist symmetric positive-definite matrices P; satisfying
the following conditions

A?PHLL—IPZ + ;P < 0, (8)
ALPAij—P; — BiP; <0, 9)

Pi < Py, (10)
<5Mln¢1+lnu17 75M1n¢0—|—1n/t0, (11

Ina 1 In 6&0
the switched subsystems ®( and ®; are exponentially asymp-
totically stable with the exponential H, performance, where
1£7,a;, =1 — ;B =148 o = g— and £); denotes the
maximum time that the filter lags the sﬁbsystem.

Proof: The piecewise Lyapunov function for the closed-loop
switched subsystems ®; and ®; are given as follows

Vi (& (k) =2" (k) Piz (k).
When w(k) = 0 and k € [k, koj+1), it can be obtained

(12)

~k—ka—ea +

. Q; Vi ( (k21—|—621)),k6F
Viz(k)) < , (13
( ( )) —= { ﬂk k2lV ( (kgl)),k el ( )
where & = 1 — a; and 3, = 1 + ;. And when

k € T (kai, k241), from (8) and (11), it can be derived

V(i (k) < ag "=V (& (ko + 1))
< dlg—km—azz . 5821 VO( (k?QZ))

IA A

gexp {max <6M lnfo-i-ln/to + v, _EMm 1n¢1+1n/i1+ v )
F D

(EF (ko, k) +Ep (ko, k))} V (7 (ko))
(14)

where 6 = exp [(ear In o +In pig) Ep — (ear In 1 +1Inpy) Ep,

_emIngotlnpuo In G, EM In ¢1+41In
.,-F 05 ™

X0 = 06 po, x1 = 07" p1, v; = InG,.
From (11), it has w > 0. Then, it is clear that V(Z(k))
converges to zero when k — oo. Therefore, the closed-loop

w = max —lna},

switched subsystems ®, and ®; are exponentially asymptoti-
cally stable when (8) and (11) hold.

Next, if w (k) # 0 for k € [kay, koi+1) and zero initial
conditions, (??) is derived as follows

) V(@ (k) = T (k) k e T+
AV, (i (k Y el
(k) < { BiVi (& (k) X (k). k €T
where i = 0,1, T (k) = €T (k) e (k) —y?*w? (k) w (k). When
k € T+ (ko koiy1), it can have the following inequality in
the similar way from (10) and (15)

15)

~k k ~ky— s
V( (k)) <ak Koy 021 1—R21— 2.“05151 ko(bf)mqsf)m 2 (e)o.

Mp (ko k) ~koi—kai—1 ~k2—k1 €211 €1,
l’LO al ... ¢ ..

1
/lll\/[D(kO’k)V(!’f(k())) _alg ko ~k72l 1—ka—2

~k1—ko j€21 ;€212 €0 MF(ko,k) ko —kai—1
@ R @

ki—1
~ko—ky j€21-1 e, Mp(ko,k) ~k1—s—1
Qg ox P iy E ) T(s)
s=ko+Aq

~ki1—ko €21 (E21—2 £0
o Go* o 90’

o5 pye o)

~k—koy ~kai—1—kai—
_ k kglaozl 1—R2i—-2 |

Mg/[F(koyk)

ho—1
> (a aséo“ns)) -

S:ko

~koi—koy—1 ~ko—ky €211
al DY al ¢)1 DY

k—1

> 6 ()

S:ﬁzl
hg—1

=Y e

s=koy

Since £); = max{g;} and 1 < ¢§2l+52’_s_1 < ¢8M*1,
under zero initial conditions V (Z (kg)) =0 and V (Z (k)) > 0
and according to the Definition 1, it can get

Z &g s— 1~—‘F(k079)~TD(kU »S) T( )e(s) <

Sk}o

a7
XO X?D 2 Z&k s— 1051\/1 1 T(S)’ZD(S)
S= k?o
The accumulated sum of (17) over [k, 0c0) is given by
oo k-1
303 al R () e < xS
k= kos ko
oo k-1 (18)
2 Z de s— 10€M 1 T(S)W(S)
k= k()s k‘g
which is equivalent to
Z G5 ko T ( ) X&FX§D
s= ko
1 (19)
05 142 Z w? (s)w(s)

s=ko

Thus, the closed-loop switched subsystems ®; and ®;
are finally shown to be exponentially asymptotically stable
and satisfy the exponential H,, performance index v, =



max \/(HSM;LO)EF (HfMul)gDGSM_l ~7}, which completes

the proof.

Due to the presence of numerous unknown matrix cou-
plings, it is typically difficult to obtain filter gains from
Theorem 1. Then, the linear solvability conditions of the
designed filters are proposed in Theorem 2.

Theorem 2: Consider the switched subsystems ®, and @,
under DoS attacks with 7 and 7p, scalar ay, (;, 7, po and
w1 satisfying 0 < oy < 1, B; > 0, v > 0, o > 1 and
0 < p1 < 1. If there exist symmetric positive-definite matrices
Pi1, Pi3, matrices P, G;, Qi,Ri,AFi, Bri,Cri, Dr;, scalar
v,1,J,% # j satisfying the following conditions

[t 12 o 4 Ap; me 17
« 12 0 I Ap; T3 IO
* * —I H;»M CFi 0 -1
* * % —a;Pa —aiPi 0 0 | <0,
* * * * —a;Pis 0 0
* * * * * —’}/21 0
* * * * * * —y2I
i ~(20)
Frll 12 14 16 17 7
O A
* i 0 Hé4 .AFj Hij Hij
* « =1 I (ij 0 —I
* * * BiPi1 —5]'7)2'2 0 0 <0,
* x o k * —BiPiz 0 0
* * * * * —72I 0
| * * * * * * — 2]_
(2D
Q1 Q12 gT R;
022 or Ri
v ! <0, 22
*  —piPjp —uiPi2| — (€2
* * —piPjs3
| | | 1
TD<(5M'H¢{f na _5M’n¢qf-nuo’ 23)
In &y In &y
the closed-loop switched subsystems ®; and &,
are  exponentially  asymptotically stable and and
satisfy the  exponential H,,  performance index
vs = max {\/(981\4%)& (QfMul)gDGSM_l ~7}, where
a = 1-— a, B = 1+ 4. H%l = Pa — G — giT,
2 = Py — Q — Ry, I = GTA4 + BriCy,
I} = giTBu,H%? = G;" By, 2 = Pz — R; — Ri’,
24 = Q7 Aig + BpiCy, 1126 = 9,7 By, 1127 = Q;" By,

I = DpiCy, M} =P —G;—G;" . T2 =P — Q; — R,

H};‘l = ngAid + Br;Cy, H%jﬁ = ngB1i7H11]7 = ngBQZ-,
02 = Py — R; — R\ = Q"Ai + Br,Ca.
2 = "By, II¥Y = Q;"By,II¥ = DpCy,
Q' = Py o— (gi+giT)7Qu = Pz — Qi —

iR, 022 = Pis — i (Ri + Ri").
In addition, if there is a solution to (20)-(23), then the filter
gain can be obtained

Api Bpi | Ri_l 0 Ar;
Cfi 'Dfi - 0 I Cri

Br;

Do ] .4

Proof: Based on the Project Lemma and the Schur comple-
ment Lemma, pre- and post-multiplying (8), one can deduce
that (8) and (20) are equivalent. Similarly, pre- and post-
multiplying (9) implies that (9) and (21) are equivalent.
Theorem 2 is proved.

For the purpose of fault detection, the residual is obtained
from the difference between the measured value and its esti-
mated value. Design the following residual estimation function

Lk
z Z rT(s)r(s). (25)

And select threshold value of (25) as
Jin = sup  Tp(k).

d(k)€ls

f(k)=0

Therefore, the fault detection logical relationship is
I Tr (k) |> Tin

I Tr (K) | < Tin

IV. SIMULATION

(26)

Alarm

No — alarm. 27)

This section intends to demonstrate the effectiveness of
asynchronous FD strategy for networked UMV under DoS
attacks. By choosing matrices M, N and R in system (1)
as [20]. Let ap = 0.09, By = 0.05, oy = 0.11, 57 = 0.03,
o = 1.4, pp = 045, epr = 2, 0 = 1 and v = 44. Then,
from (11) the MDADT satisfies 7p < 4.34 and 77 > 6.60.
The UMV fault detection filter gain under DoS attacks can be
calculated by Theorem 2.

To demonstrate the practicability of FD filters designed for
networked UMYV under DoS attacks, the following simulations
are performed to verify it. Firstly, UMV are suffered from
thruster faults, external disturbances and DoS attacks. One
possible sequences of DoS attacks are depicted in Fig. 1, where
1 denotes that attacks have occurred and O denotes the sleep
state with no attack. Because of the existence of DoS attacks,
which in turn leads to asynchronous switching between the
filter and the primary system, then the switching sequence
between the filter and the subsystem is shown in Fig. 2.

05F

DosS sequence 1

05 . . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50
Time(s)

Fig. 1. DoS attacks sequences.
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Fig. 2. Switching sequences.

The external disturbance d(k) is given as the following form

dy (k) = 12sin (k) exp (—0.15k)
ds (k) = 15sin (0.73k), k € [5,37]
ds (k) = 9sin (0.2k), k € [11,45]

d(k) =

Case 1: Use DoS attacks sequence 1, and the fault signals
f1 (k) takes the following form

f1 (k) = 2sin (0.2k)
f2 (k) = cos (0.1k)
f3 (k) = 0.8sin (0.15k)

Lk = k€ ]25,35].

Under the DoS attack sequence and the faults f! (k), the
curves of the residual signal ||r (k)||, and the REF signal are
depicted in Fig. 3 and Fig. 4, respectively. In the absence
of faults, the threshold value is chosen depending on the
maximum value of the REF signal: J;;, = 0.215. When ¢
= 25.11s, the fault signal is detected in time.

T - .
|7 (k)||, with the fault
""""" || (k)||, without the fault

Residual signal
w2

0 " . P a s LM nnn A
0 5 10 15 20 25 30 35 40 45 50
Time(s)

Fig. 3. The residual signal ||r (k)||5 in Case 1.

Threshold
L REF with the fault 1
"""""" REF without the fault

=} =3 =}
IS o 13
T

Residual evaluation function

=4
(S}
T

0 5 10 15 20 25 30 35 40 45 50
Time(s)

Fig. 4. The REF signal in Case 1.

Case 2: In order to further verify the sensitivity of the FD
filter to the faults, a fault with a smaller amplitude than case
1 but with the same frequency is selected for verification, and
the DoS attack sequence is still used. The fault form of 2 (k)
is shown as follows

f1 (k) = 0.4sin (0.2k)
f2 (k) = 0.2 cos (0.1k)
f3 (k) = 0.16 sin (0.15k)

2 (k) = k€ [25,35].

Under the DoS attack sequence and the faults f2 (k), the
curves of the residual signal || (k)||, and the REF signal are
depicted in Fig. 5 and Fig. 6, respectively. Fig. 6 indicates
that the threshold for fault detection becomes smaller than in
Case 1: Ty, = 0.067. And when t = 25.27s, the fault signal is
detected in time. In contrast to Clase 1, the residual amplitude
and the REF signal are significantly reduced. This shows that
the fault amplitude has a non-negligible effect on the system.

0.11

T - .
|7 (k)|l, with the fault
""""" || (k) ||, without the fault | |

0.1r

0.09 -

Residual signal
O =
(=] (=] j=J (=1 (=]
= (.h (=) =2 oo

: .

o
o
s

o
o
3

0.01 -

5 10 15 20 25 30 35 40 45 50
Time(s)

Fig. 5. The residual signal ||r (k)||5 in Case 2.



0.16 T T T T T T T T T
Threshold
0.14 - REF with the fault
""""" REF without the fault

0.075

0.12

0.1

0.08

0.06

Residual evaluation function

0 I I I I I I I I I
0 5 10 15 20 25 30 35 40 45 50

Time(s)

Fig. 6. The REF signal in Case 2.

V. CONCLUSION

To solve the problem that DoS attacks cannot be detected in
time, this paper designs an exponential convergent H, filters
based on an asynchronous switched method for UMVs under
DoS attacks, which solves the issue that the filters’ switching
frequently lags behind subsystems in practical applications.
On the basis of the MDADT and the PLF, one criterion on the
tolerability of the MDADT is derived to maintain exponential
H, performance. Sufficient conditions for the designed FD
filter to exist are described by LMIs, and the filter gain and
the related parameters of MDADT can be derived by solving
these LMIs. Finally, the effectiveness of the designed filter is
verified by numerical simulation.
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