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Abstract

In this work, we investigate the interplay be-
tween memorization and learning in the context of
stochastic convex optimization (SCO). We define
memorization via the information a learning algo-
rithm reveals about its training data points. We
then quantify this information using the frame-
work of conditional mutual information (CMI)
proposed by Steinke and Zakynthinou [SZ20].
Our main result is a precise characterization of
the tradeoff between the accuracy of a learning
algorithm and its CMI, answering an open ques-
tion posed by Livni [Liv23]. We show that, in the
L? Lipschitz—bounded setting and under strong
convexity, every learner with an excess error €
has CMI bounded below by Q(1/¢%) and Q(1/¢),
respectively. We further demonstrate the essen-
tial role of memorization in learning problems
in SCO by designing an adversary capable of ac-
curately identifying a significant fraction of the
training samples in specific SCO problems. Fi-
nally, we enumerate several implications of our re-
sults, such as a limitation of generalization bounds
based on CMI and the incompressibility of sam-
ples in SCO problems.

1. Introduction

Despite intense study, the relationship between generaliza-
tion and memorization in machine learning has yet to be
fully characterized. Classically, ideal learning algorithms
would primarily extract relevant information from their train-
ing data, avoiding memorization of irrelevant information.
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This intuition is supported by theoretical work demonstrat-
ing the benefits of limited memorization for strong general-
ization [LW86; RZ15; RZ16; XR17; BMNSY18; SZ20].

This intuition, however, is challenged by the success of mod-
ern overparameterized deep neural networks (DNNs). These
models often achieve high test accuracy despite memorizing
a significant number of training data (see, e.g., [ZBHRV17;
SSSS17; CLEKS19; FZ20; CIJLT+22]). Recent studies
suggest that memorization plays a more complex role in
generalization than previously thought: memorization might
even be necessary for good generalization [Fel20; FZ20;
BBFST21].

In this work, we investigate the interplay between general-
ization and memorization in the context of stochastic convex
optimization (SCO; [SSSS09]). A (Euclidean) SCO prob-
lem is defined by a triple (0, Z, f), where © C R? is a
convex subset and f : © x Z — R is convex in its first
argument for every fixed second argument. In such an SCO
problem, a learner receives a finite sample of data points
in the dataspace, Z, presumed to be drawn i.i.d. from an
unknown data distribution, D. The goal of the learner is
to find an approximate minimizer of the population risk
Fp(0) £ Ezup [f(6. 2)].

In recent years, SCO has been shown to serve as a useful
theoretical model for understanding generalization in mod-
ern machine learning [Fell6; DFKL20; ACKL21; AKL21;
KLMS22]. The importance of SCO can be traced to a
number of factors, including: (1) it is suitable for study-
ing gradient-based optimization algorithms, which are the
workhorse behind state-of-the-art machine learning algo-
rithms; and (2) while arbitrary empirical risk minimizers
(ERMs) require sample complexity that scales with the prob-
lem dimension [Fell6; CLY23], carefully designed algo-
rithms can achieve optimal generalization with sample com-
plexity independent of dimension [BE02; SSSS09]. This
property aligns with our goal of studying generalization in
overparameterized settings such as DNNs where first-order
methods output models that generalize well, despite the fact
that there exist ERMs that perform poorly [ZBHRV17].

To shed light on the role of memorization in SCO, we an-
alyze the information-theoretic properties of c-learners for
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SCO problems: we say a learning algorithm A = { A, },>1
is an e-learner of (©, Z, f) if for sufficiently large n, for ev-
ery data distribution D, Fp (A, (S,)) —mingeg Fp(0) < ¢
with high probability over the draws of the training set
S,, ~ D®™ and the randomness of .A. The current paper
revolves around the following fundamental question: How
much information must an e-learner reveal about their train-
ing data?

To address this question, we study the mutual information
between (various summaries of) the learner’s outputs and
the training set, possibly conditional on other quantities.
Early work along these lines, due to Xu and Raginsky
[XR17] (see also foundational work by [RZ15; RZ16] and
[NHDKR19, App. C]) provided information-theoretic gen-
eralization bounds based on the mutual information between
the full training sample and the output hypothesis (the so-
called input—output mutual information, or IOMI). Recently,
Livni [Liv23] demonstrated a fundamental lowerbound on
the IOMI e-learners in the context of SCO: for every algo-
rithm, its IOMI scales with the dimension, d. As to whether
studying IOMI sheds light on memorization, there is an
important caveat regarding [Liv23]: bits of information be-
tween the sample and the model do not distinguish between
the number of bits per-sample and the number of memorized
samples. In particular, the work of Livni [Liv23] does not
rule out the sufficiency of memorizing a single example
which overall has O(d) entropy.

To remedy this, our work introduces a refined perspective
on capturing memorization, focusing on conditional mutual
information (CMI) as a notion of information complexity
[SZ20]. CMI quantifies the amount of information that the
learner’s output reveals about its training sample, condi-
tioned on a “super sample”, from which the training sample
is taken. (Formal definitions are provided in Section 3.)
Contrasted with the bound in [XR17], in this setup, the
memorization of a single example provides at most one
bit of information. In other words, the scale of the CMI
is more instructive on the number of memorized samples.
Can we use CMI to fully characterize the interplay between
memorization and learning in SCO?

1.1. Contributions

Our main result is a precise characterization of the tradeoff
between the accuracy of a learning algorithm and its CMI:

Key result: CMI-Accuracy Tradeoff for c-learners.

We show that in the general SCO setup as well as under fur-
ther structural assumption of strong convexity, there exists a
tradeoff between the accuracy of an e-learner and its CMI:
Surprisingly, to achieve small excess error, a learner must
carry a large amount of CMI, scaling with the optimal sam-
ple size. This result completely answers an open question

by Livni [Liv23]. More precisely, we study CMI of learners
for two important classes of SCO problems:

* Lipschitz bounded SCO: We construct an SCO problem
such that, for every e-learner, there exists a distribution
such that the CMI of the learner is Q(1/£2), despite the
already-established optimal sample complexity O(1/¢2).
We complement this result with a matching upperbound.
We also show that this result is true for both proper as
well as improper (unconstrained) learning algorithms.

 Strong Convexity: Under further structural assumption of
strong convexity, we establish an §2(1/¢) lower bound on
CMI of every e-learner which we show is also tight.

Our proof techniques are inspired from the privacy litera-
ture and build on so-called fingerprinting lemmas [BUV14;
Stel6; KLSU19]. Our key results and proof ideas have
various interesting implications:

Limitation of the CMI Generalization Bound for SCOs.
Our lower bounds highlight that CMI-based generalization
bounds for SCO do not fully explain the optimal excess
error. For algorithms with optimal sample complexity, the
established CMI lower bound implies that standard CMI
generalization guarantees are vacuous.

In more detail, Steinke and Zakynthinou [SZ20] show that

the generalization error of any learner can be bounded by

CMIp(A,)
e,

generalization gap <

(See Section 3 for a more formal statement.) Plugging our
lower bound on CMI into the above equation we obtain an

upper bound on the generalization gap of O ( 521_n> which

is strictly larger than the true O(¢) error. In particular, for
the optimal choice of n, we obtain a vacuous generalization
bound of order 2(1), even though the algorithm perfectly
learns. Similarly, under the assumption of strong convexity,
one can learn with sample complexity of O(1/e). Thus,
again we obtain that the CMI bound may be order of (1),
even though the learner is able to learn.

Necessity of Memorization. Inspired by CMI and mem-
bership inference [CCNST+22], we have developed a frame-
work to quantify memorization in SCO: informally, a point
is considered memorized if adversary can guess correctly if
this point appeared in the training set with a high confidence.
Building on our construction for CMI, we design an adver-
sary capable of correctly identifying a significant fraction
of the training samples in certain SCO problems, implying
that memorization is a necessary component in this context.
A similar point appeared in [FV19; Fel20; BBFST21].
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To be more precise, we consider a contestant and an adver-
sary. The contestant gets to train a model on training set
not revealed to the adversary. The contestant then shows the
adversary a sample either from the training set, or a freshly
drawn sample (not seen during training time). A point is
considered memorized if the adversary correctly identifies
whether the shown sample appeared during training time
(while refraining from accusing freshly drawn samples).

We show that our approach for lower bounding CMI lets
us design an adversary with the following guarantee: there
exists an SCO problem such that for every e-learner, there
exists a distribution such that the adversary can distinguish
Q(1/2?) of the training samples with a high confidence. We
also establish a similar result under an additional assumption
of strong convexity, showing that there exists an adversary
that can distinguish ©2(1/¢) of the training samples. Notice,
that in both cases, the size of sample to be memorized
scales linearly with the sample complexity. In other words,
Any sample-efficient learner needs to memorize a constant
fraction of its training set.

Incompressibility of Samples in SCOs. Our results rule
out the existence of constant-sized (dimension-independent)
sample compression schemes for SCO. Many learning algo-
rithms, like support vector machines (SVMs), generate their
output using only a small subset of training examples— for
SVMs such a subset is known as support vectors. Sample
compression schemes, introduced by Littlestone and War-
muth [LW86], provide a precise characterization of this
algorithmic property. Since the optimal sample complexity
in SCO is dimension-independent, a natural question to ask
is whether we can construct a sample compression scheme
of constant size for SCOs. (Here constant compression
size refers to a dimension-independent quantity.) Using the
results connecting CMI and sample compression scheme
in [SZ20], we show that such a construction is impossible.
This finding is in stark a contrast with binary classification
[MY16].

Individual-Sample variant of CMI. We show that our
techniques extend to lower-bounding the individual sample
variant of CMI proposed in [HNKRD20; RBTS20; ZTL22].

1.2. Organization

The rest of this paper is is structured as follows. In Section 2
we discuss the related work. After providing the necessary
preliminaries in Section 3, we present an overview of the
main results in Section 4. Then, in Section 5, we discuss
several implications of our main results. Finally, in Section 6
and Section 7, we present the key steps of the proofs of the
main results.

2. Related Work

Information-Theoretic Measures of Generalization. In
recent years, there has been a flurry of interest in the use of
information-theoretic quantities for characterizing the ex-
pected generalization error of learning algorithms. For an ex-
cellent overview of recent advances see [Alq21; HDGR23].
Here, we discuss the work on worst-case information-
theoretic measures of learning algorithms. The initial focus
of this line of work [RZ15; RZ16; XR17] was based on
input—output mutual information (IOMI) of an algorithm.
Unfortunately, IOMI does not yield a useful notion of infor-
mation complexity for learning in many key settings. For
instance, prior work, in the settings of binary classification
[BMNSY18; NSY18; LM20] and SCO [Liv23] highlights
severe limitations of the IOMI framework: for every good
learning algorithm in binary classification (SCO), there al-
ways exists a learning problem in which IOMI is unbounded
(dimension-dependent). The notion of CMI [SZ20; GSZ21;
HRVG21; HDMR21; HMRK?22; HD22] remedies some of
the above issues, at least in the classification setting. Despite
CMI addressing some of the limitations of IOMI, Haghifam,
Rodriguez-Galvez, Thobaben, Skoglund, Roy, and Dziu-
gaite [HRTSR+23] show that CMI cannot explain the mini-
maxity of gradient descent in SCO. Our work significantly
extends their result: we show that the same limitations hold
for every e-learner algorithm with a dimension-independent
sample complexity. Notice that gradient descent with a
proper learning rate [BFGT20; ACKL21] is one of the e-
learner algorithms that can have dimension-independent
sample complexity. See Remark 5.3 for a detailed discus-
sion. A recent work of Wang and Mao [WM23] proposes
a new measure similar to CMI refereed to as hypotheses-
conditioned CMI and shows that it is related to the uniform
stability [BEO2]. However, hypotheses-conditioned CMI is
not an appropriate measure for studying memorization in
SCOs since its conditioning term is different.

Memorization. [FZ20; Fel20; BBFST21; BBS22] theo-
retically study the necessity of memorization in learning.
The measure of memorization in our work is different from
the prior work. Also, the mentioned work does not study
the question of memorization in the context of SCOs. Most
similar to our work is [BBFST21] where the authors study
memorization using IOMI. Memorization has been demon-
strated to happen also empirically in state-of-the-art algo-
rithms [CLEKS19; CTWJH+21; HVYSI22; CCNST+22].
In contrast with empirical studies, the aim of a theoretical
investigation is to study its role, and whether it is necessary
or a byproduct of current practices.

Fingerprinting Codes and Privacy Attacks. The key
idea behind our lower bound proof builds on privacy attacks
developed in differential privacy known as fingerprinting
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codes [BS95; Tar08; BUV14; Stel6; KLSU19]. Dwork,
Smith, Steinke, Ullman, and Vadhan [DSSUV15] consider
the problem of designing privacy attacks on the mean es-
timators that expose a fraction of the training data. They
propose an adversary and show that every algorithm that
precisely estimates mean in £, leaks the membership of the
samples in the training set. The ¢, hypercube cannot be
learned in a dimension independent sample size, therefore,
to obtain the separation we desire, we can only assume a
weaker {5 approximation, which leads to further challenges,
especially in the unconstrained non-strongly convex case
which is the hardest.

3. Preliminaries
3.1. Stochastic Convex Optimization (SCO)

A stochastic convex optimization (SCO) problem is a triple
(©,Z,f), where © C R? is a convex set and f(-,2) :
© — R is a convex function for every z € Z. We re-
fer to © as the parameter space, to its elements as pa-
rameters, to elements of Z as data, and to f as the loss
function. Informally, given an SCO problem (0, Z, f),
the goal is to find an approximate minimizer of the popu-
lation risk Fp(0) = Ezp[f(0,Z)], given an i.i.d. sam-
ple S, = {Z1,...,Z,} drawn from an unknown distri-
bution D on Z, denoted by D € M;(Z). The empiri-
cal risk of & € © on a sample S, € Z" is Fg (0) =
+ 2icin f(0,Z;), where [n] denotes the set {1,...,n}.
A learning algorithm is a sequence A = (A,,),>1 such
that, for every positive integer n, A,, maps S,, to a (poten-
tially random) element § = A,,(S,,) in R%. The expected
generalization error of A, under D is EGEp(A,,) =
E[Fp(A(S,)) — Fs, (A(S,))]. Also, the expected excess
error A, under D is E[Fp(A(Sy))] — mingeg Fp(6). A
learning algorithm is called proper if its output, for all pos-
sible training sets satisfies A, (S,) € ©. Otherwise, it is
called improper.

Definition 3.1. (e-learner for SCO) Fix an SCO problem
(0,2, f)and e > 0. Wesay A = {A,},>1 e-learns
(0, Z, f) with sample complexity of N : R x R — N if
the following holds: for every § € (0, 1], given number of
samples n > N (e, d), we have that for every D € M;(Z),
with probability at least 1 — 6§ over S,, ~ D®" and internal
randomness of A,

Fp(A,(Sn)) — ;réig Fp(0) <e.

We also refer to N (-, -) as sample complexity of A.

We consider two important subclasses of SCO problems that
impose different conditions over the loss function and the
parameter space [SB14; SSSS09].

1. Convex-Lipschitz-Bounded (CLB): SCO with convex

and L-Lipschitz loss function defined over a bounded
domain with diameter R, namely, for any § € © we
have ||f]] < R. We say a loss function is L-Lipschitz
if and only if Vz € Z, V01,05 € © : |f(b1,2) —
f(02,2)| < L||#2 — 61]|. We refer to this subclass as
Cr,R.

2. SCO with L-Lipschitz and \-strongly convex loss
(CSL): We say a loss function is A-strongly convex
for all 1,02 € © and z € Z we have f(6s,2) >
F(01,2)+(0F(01,2),02 — 61) + 2 [|62 — 01> where
Of (61, z) is the subgradient of f(-, z) at w. The def-
inition of Lipschitzness is the same as in the CLB
subclass. We refer to this subclass as Cr, .

3.2. Measure of Information Complexity

Next, we formally introduce the framework proposed by
Steinke and Zakynthinou [SZ20] which aims to quantify the
information complexity of a learning algorithm.

Definition 3.2. Let D be a data distribution, and .4 =
(Ap)n>1 alearning algorithm. For every n € N, let Z =
(Zi,5)ie{0,1},j[n) be an array of i.i.d samples drawn from D,

and U = (Uy,...,U,) ~ Ber (%)®n, where U and Z are
independent. Define a training set S,, = (Zu, i)ie[n]- The
conditional mutual information (CMI) of A,, with respect
to Dis

CMIp(A,) 2 I(A.(S,);U|Z).

4. Main Results

In this section we formally state our main results. First in
Section 4.1, we give an overview of CMI-accuracy tradeoff
for e-learners. Then, in Section 4.2, we precisely define the
memorization game and present our results on the necessity
of memorization.

4.1. CMI-Accuracy Tradeoff

We begin with a lower bound on the CMI for the CLB
subclass.

Theorem 4.1. There exists a loss function f(-, z) that is
O(1)-Lipschitz, for every z such that: For every e < 1 and
Jor every algorithm A = { Ay, }nen that e-learns with the
sample complexity N (-, ) the following holds: for every
§ <& n > N(egd), and d > Q(n*log(n)), there exists
a data distribution D € M1 (Z) such that CMIp(A,) =

().

In particular, we obtain that for every algorithm, in suf-
ficiently large dimension, there exists a problem instance
where the CMI-generalization bound in [SZ20] becomes

vacuous for every algorithm with sample complexity n =
O(1/&2).
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Notice that the bound above is tight, namely, there ex-
ists an e-learner with CMI at most O(1/¢2). Consider
a base algorithm with the sample complexity N(g,d) =
O (log (1/0) /€?) (e.g. regularized ERM [BE02] or sta-
bilized Gradient Descent [BFGT20]). Then, given n >
Q (log (1/6) /&%), we may consider an algorithm that sub-
samples O(log (1/9) /?) examples and feed it into the base
algorithm. By the definition of the CMI, it is bounded by
the size of the subsample used for learning. This argument
shows that there exists an algorithm with CMIp(A,) =
O(1/¢?). Formal statement of the described upperbound
appears in Theorem 6.5.

Under further structural assumptions, though, the sample
complexity in SCO can be improved. It is a question then
if CMI bounds can also be further tightened under such
structural assumptions such as, for example strong convexity.
Our next result shows that this is indeed the case:

Theorem 4.2. There exists a function f(-, z) that is O(1)-
Lipschitz, and O(1)-strongly convex, for every z such that:
For everye < 1/24 and § < 1/48 and for every e-learner
(A = {A,}nen), with sample complexity N (-, ) the fol-
lowing holds: for every n > N(g,8), § < O(1/n?),
and d > O(n*log(n)), there exists a data distribution
D € M1(Z) such that CMIp(A,) > Q (1).

As in the general case, the above bound is tight. As dis-
cussed in [SSSS09], any ERM is stable, hence generalizes
over a strongly convex objective with sample complexity of
N(g,0) = O(log(1/6)/¢e). Therefore, as before, we obtain
that the above bound is tight for this setup. Formal statement
of the upperbound appears in Theorem 7.4.

We finish this section by introducing a memorization game
that helps us formalize in what sense a learner must memo-
rize the data in SCO.

4.2. Memorization Game

Intuitively, we can think of CMI as measuring the number of
examples we can identify from the training set by observing
the model. However, formally there is a gap between this
interpretation and the definition of CMI. For example, one
could think of a learner that spreads the information by
using many samples, where we have that CMIp(A4,,) >
Q(1/€?), but for each specified example, the information
over U; is small (see Definition 3.2.). In other words, there
is a formal gap between large CMI and intuitive notions
of memorization. In this subsection, we aim to close this
gap by showing that, in fact, this is not the case, and the
information the learner carries on U can be used to actually
identify examples from the training set. The proofs will be
appeared in Appendix F.

Definition 4.3 (Recall Game for i-th example). Let A =
{A,}n>1 be a learning algorithm, S,, = (Z1,...,2,) ~

D®™ be a training set, and § = A, (Sp). Let Q@ : RY x Z x
M;(Z) — {0,1} be an adversary. Consider the following
game. For i € [n], we sample a fresh data point Z; ~ D,
independent of 6 and Zi. Let Z1; = Z; and Zy; = ZZ-.
Then, we flip a fair coin b; ~ Unif({0,1}). Finally, the

adversary outputs l;Z £ 9 (é, Ly, s D).

The next definition formalizes the measures used for evalu-
ating an adversary.

Definition 4.4 (soundness and recall). Consider the setup
described in Definition 4.3. Assume that the adversary plays
the game for each of the data points in the training set, i.e.,
n rounds. Then,

1. We say the adversary is
P (3@ €n:0 (é, Zo,i,D) - 1) <
& €[0,1] is a constant.

&-sound  if

¢ where

2. We say the adversary certifies the recall of m samples

itP (X1, Q(0.21,6D) 2 m) = 1/3,

Intuitively, soundness condition implies that if the adversary
identifies a sample as part of the training set, its prediction
needs to be accurate. Then, the recall condition makes sure
the adversary can identify many training points, which is
quantified by m. Next, we present the main results:

Theorem 4.5. Fix & € (0, 1]. There exists a SCO problem
with O(1) convex Lipschitz loss defined over the ball of
radius one in R, and there exists an efficient adversary
such that the following is true. For everye < 1, § < ¢, and
for every e-learner (A), with sample complexity N (g,0) =
©(log(1/68)/e?) the following holds: for n = N(g,§) and
d > O(n*log(n/£)), there exists a data distribution D €
M1 (Z2) such that the adversary is £-sound and certifies a
recall of Q(1/2) samples.

Theorem 4.6. Fix & € (0, 1]. There exists a SCO problem
with O(1) strongly convex and O(1) Lipschitz loss, and
there exists an efficient adversary such that the following is
true. Foreverye < 1/24, § < 1/48, and for every e-learner
(A), with sample complexity N the following holds: for ev-
eryn > N(g,6), § < O(1/n?), and d > O(n*log(n/€)),
there exists a data distribution D € My (Z) such that the
adversary is {-sound and certifies a recall of Q(1/¢) sam-
ples.

Remark 4.7. Notice that the adversary only requires access
to the the output of the algorithm. Moreover, in Defini-
tion 4.3, we assume that the adversary has access to the
data distribution. This assumption is only for convenience
and can be easily relaxed by assuming the adversary has a
constant number of fresh samples from the unknown data
distribution. As can be seen in the proof, the adversary only
requires an estimate of u = Ez.p[Z]. N
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5. Implications

5.1. Limitation of CMI-Based Generalization Bounds
for SCO

CMI is proposed by Steinke and Zakynthinou [SZ20] as
an information-theoretic measure for studying the gener-
alization properties of learning algorithms. An important
question regarding CMI framework is that for which learn-
ing problems and learning algorithms is the CMI framework
expressive enough to accurately estimate the optimal worst-
case generalization error? This question has been studied
extensively for the the setting of binary classification and
0-1 valued loss. In [SZ20; GSZ21; HDMR21; HRVG21;
HD?22], the authors show that CMI framework can be used
to establish optimal worst-case excess error bounds in the
realizable setting. Despite these successful applications,
much less is known about the optimality or limitations of
CMI framework beyond the setting of binary classification
and 0-1 valued loss. In this section, our main result is
that for every learning algorithm for SCO with an optimal
sample complexity, the generalization bound using CMI
framework is vacuous. First, we start by quoting a result
from [HRTSR+23] which extends the generalization bounds
based on CMI to SCO problems.

Theorem 5.1 ((HRTSR+23]). Letn € N, D € M;(Z2)

be a data distribution, and S ~ D®™. Consider an SCO

problem (f,©,2) € Cr g. Then, for every learning al-

gorithm A,, such that A, (S,) € © as., EGEp(A,) <
8CMIp(A,)/n.

Consider an SCO problem (O, Z, f) € Cr, r. To control the
excess population error for an algorithm, a common strategy
is bounding it using generalization and optimization error:

< EGEp(A,) +E[Fs, (A.(Sn)) — rgxgg Fs, (0)].

For a proof see [HRTSR+23; BFGT20]. Since we are inter-
ested in controlling the EGEp(A,,) using CMI, we can use
Theorem 5.1 to further upper-bound the excess error as

8CMIp(A,) |,

n €O

<LR
ey

It has been known for every learning algorithm that e-learn
the subclass Cr, r of SCOs, the optimal sample complexity

is©® ((%)2) [SSSS09]. A natural question to ask is: Can
the excess error decomposition using CMI accurately cap-
ture the worst-case excess error of optimal algorithms for

SCOs? Our next result provides a negative answer to this
question.

E[Fs, (An(Sy)) — minFg, (6)].

Theorem 5.2. For every L € R and R € R, there exists
an SCO problem (0, Z, f) € Cr r such that the follow-
ing holds: for every learning algorithm A = {A,}nen
with sample complexity N : R — N such that for every

€>0, N(g0) = 8) ((LTR)Z) there exists a data distribu-
tion such that LR+/8CMIp(A,)/n = O (LR), while the

excess error is at most €.

Remark 5.3. In [HRTSR+23], the authors show that for a
particular algorithm of Gradient Descent (GD) there exists
a distribution such that, the upperbound based on CMI is
vacuous. With the correct choice of learning rate GD can,
with an optimal sample complexity, learn the subclass CLB
of SCOs. Notice that our result in Theorem 5.2 signifi-
cantly extends the limitations proved in [HRTSR+23], by
showing that for every learning algorithm with an optimal
sample complexity, the generalization bound based on CMI
is vacuous. N

5.2. Non-Existence of Sample Compression Schemes

Many learning algorithms share the property that their out-
put is constructed using a small subset of the training exam-
ple. For example, in support vector machines, only the set of
support vectors is needed to construct the separating hyper-
plane in the realizable setting. Sample compression schemes,
proposed by Littlestone and Warmuth [LW86], provide a for-
mal meaning for this algorithmic property. Formally, we say
a learning algorithm 4, is a sample compression scheme
of size k € N if there exists a pair (k, p) of maps such that,
for all samples s = (z;)"_; of size n > k, the map k com-
presses the sample into a length-k subsequence (s) C s
which the map p uses to reconstruct the output of the al-
gorithm, i.e., Ay (s) = p(k(s)) . Steinke and Zakynthinou
prove that for n > k, if A,, is a sample compression scheme
(k, p) of size k. Then for every D, CMIp(A,) < klog(2n)
where A, (-) = p(k(")).

A natural question to ask is: Can we learn CLB or CSL
subclasses of SCOs using sample compression schemes? In
particular, we are interested in sample compression schemes
in which £ is independent of the dimension and n so that the
algorithm has a dimension-independent sample complexity.
Using the results presented in the previous sections, we
provide a negative answer.

Corollary 54. Let Pg\i) be the problem instance described
in Section 6.1.1. For every ¢ < 1 and 6 < € and for every
algorithm A = { Ay, }nen which is a sample compression
of size k that e-learns 736(-5? with the sample complexity
© (1/2?) the following holds: for every n = ©(1/e?), and
d > Q(n*log(n)), there exists a data distribution D €
My (Z) such that k > Q(n).

Corollary 5.5. Let Ps(fvzc be the problem instance described
in Section 7.1.1. For every e < 1/24 and § < 1/48 and
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Sor every algorithm A = { A, },en which is a sample com-
pression of size k that e-learns Ps(g{)x with the sample com-
plexity © (1/¢) the following holds: for every n = O(1/¢),
§ < O(1/n?), and d > Q(n*log(n)), there exists a data
distribution D € M1(Z) such that k > Q(n).

5.3. Extensions to Individual Sample CMI

One drawback of CMI is for that many natural deterministic
algorithm it can be Q(n). This limitation can be attributed
to the conditioning term in CMI which tends to reveal too
much information. One notable approach to address this
issue is the development of individual sample CMI (ISCMI)
in [RBTS20; ZTL22]. Consider the structure introduced in
Definition 3.2. Then, define

Z[

In [RBTS20; ZTL22], it has been shown for every learn-
ing algorithm and every data distribution ISCMIp(A,,) <
CMIp(A,). Moreover, similar to CMI, small ISCMI
implies generalization. Therefore, it is natural to ask:
Can we circumvent the lowerbounds proved for CMI by
measuring the information complexity of e-learners using
ISCMIp(.A,,)? Our main result in this part provides a nega-
tive answer to this question. We show that exactly the same
lowerbound stated in Theorem 4.1 and Theorem 4.2 hold
for ISCMI. The proof is appeared on Appendix G.

ISCMIp (A Uil Zoi, Z1 ;)

Corollary 5.6. Let Pc(fi) be the problem instance described
in Section 6.1.1. For every ¢ < 1 and 6 < ¢ and for
every proper algorithm A = { A, } nen that e-learns Py
with the sample complexity N(-,-) the following holds: for
everyn > N(g,0), and d > 2(n*log(n)), there exists a
data distribution D € M1(Z2) such that ISCMIp(A,,) >
(%),

Corollary 5.7. Let P;(g% be the problem instance described
in Section 7.1.1. For every e < 1/24 and § < 1/48 and
for e-learns A for Ps(g,)x with the sample complexity N (-, -)
the following holds: for every n > N(g,6), § < O(1/n?),
and d > O(n*log(n)), there exists a data distribution D €
M (Z) such that ISCMIp(A,) > Q (1)

6. Characterization of CMI for the CLB SCOs

In this section and Section 7, we discuss the key steps of the
proof of CMI lowerbounds. We begin with a characteriza-
tion of CMI of e-learners for CLB subclasses of SCOs (All
the proofs appear in Appendix C).

For the general case that we do not impose any condition on
the output of the learner, the proof turns out to be slightly
more subtle. In particular, there is a technical difference
between proving the result for improper (unconstrained)

learners and proper (constrained) learners. This issue does
not appear in the strongly convex case as discussed in Re-
mark 7.2. Therefore, we begin by first proving an interme-
diate result for proper learners.

Remark 6.1. Notice that by simply scaling the problem, we
can reduce the lowerbound for C;, g with an arbitrary L, R
to C1,1. Therefore, for the rest of this section, we focus on
C11. Also, without loss of generality, we can assume the
parameter space is given by Bg(1). N

6.1. Lower Bound for Proper Learners

6.1.1. CONSTRUCTION OF A HARD PROBLEM INSTANCE
FOR PROPER LEARNERS

Letd € N. Let Z = {£1/vd}? and © = B,(1). Define
the loss function f : © x Z — Ras f(0,2) = — (0, 2).

is immediate to see that f(-, z) is 1-Lipschitz. Let g2
(0, Z, f) be the described SCO problem.

> =

6.1.2. PROPERTIES OF e-LEARNERS

In this section, we prove several properties that are shared

between every e-learners for Pc(éix)

Lemma 6.2. Fix ¢ > 0. Let A be an e-learner for P, C(VX)

with the sample complexity of N (-, -). Then, for every 6 > 0,
n > N(g,0) and every D € My(Z), with probability at

least 1 — 0, we have ||u|| —e < <é,u>, and, ||p|| —e—26 <
E Ké,uﬂ where 0 = An(Sp) and p =Ez..p [Z].

The main implication of Lemma 6.2 is that the output of an
accurate learner has a significant correlation to the mean of
the data distribution. As the learner does not know the data
distribution, in the next result we show that the correlation
to the mean of an unknown data distribution translates to
a correlation between the output and the samples in the
training set. The construction of the data distribution is
based on the techniques developed by Kamath, Li, Singhal,
and Ullman [KLSU19].

Lemma 6.3. Fix ¢ > 0. For every e-learner A for Pc(vdx)
with sample complexity N(-,-), there exists D € M;(Z2),
such that for every § > 0

2303 (M) (00 (2 - )
> 2e 4

0

)

where n > N(e,0), Sp = (Z1,...,Zn) ~ D®", and

n = EZND[Z].

6.1.3. CMI-AcCcURACY TRADEOFF FOR CLB

Theorem (Restatement of Theorem 4.1). Let 7?55? be the
problem instance described in Section 6.1.1. For every
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e < 1land § < € and for every proper algorithm A =
{Ap}nen that e-learns 'Pc(éi) with the sample complexity
N(-,-) the following holds: for everyn > N (e, 0), and d >
Q(n*log(n)), there exists a data distribution D € M1 (Z)
such that CMIp(A,) > Q ().

Proof Sketch. Let Pc(vdx) be the problem instance described
in Section 6.1.1. Fix an e-learner A for Pc(éix) , and let the data
distribution be such that it satisfies Lemma 6.3. Consider
the structure introduced in the definition of CMI in Def-
inition 3.2 and define diagonal matrix A € R?*? where

ST 144e% —d(p))? }d .
A = diag [{1d(u(k>)2 el For every i € [n],

To: = (0, A(Zo; — )> andTU:<éA(ZM— )>.

Let U; = 1 — U;. Notice that Zy,, AL 0 given U,
by the definition of CMI. Then, we show that Ty, ; is
a sub-Gaussian random variable with variance proxy of
O(1/V/d). Therefore, with a high probability, for ev-
ery i € [n], |Tg, ;| = O(e/Vd) = O(g/n?), since
d > Q(n*log(n)). This observation motivates us to de-
fine the set Z C [n] as follows: ¢ € Z if and only if
maX{lei,TO,i} > 7 and min{Tl,i,TO,i} < T, where
T = ©(e/n). We show that the expected cardinality of
7 is a lower bound on CMIp(A,,). The next step of the
proof is using fingerprinting lemma in Lemma 7.3 to fur-
ther lower bound |Z|. We show in Lemma B.4 that we
can lowerbound |Z| using the sample-wise correlation ran-
dom variables. More precisely, we show that with a high

probability, [Z| = ((Z?:l Ty, ) /S, TE,)
Lemma 7.3, we show (Y7, Ty, ;)? = Q(g?). Also, using
Lemma B.7, we show that >_" | Tgl = O(e*). Combin-
ing these two pieces concludes the proof. For a detailed
proof see Appendix C. O

. Using

6.2. Lower Bound for Improper (Unconstrained)
Learners

The output of proper learners are constrained into the ball
of radius one in R<. In this section, we prove that the lower-
bound for improper (unconstrained) learners is reducible
to the lowerbound for proper (constrained) learners. Con-
sider Pc(vdx) = (0, Z, f) described in Section 6.1.1. Using
f, we define a new loss function that is supported on R? as
follows: for every z € Z, f : R? x Z — R is given by

weBq (1)
Let Pc(vdx) improper = (05 Z, f). From Lemma B.2, we know

that f(-,z) is a 1-Lipschitz and convex function which

means P( ) €Ci.

cvx,improper

Theorem 6.4. Fix e > 0and let ”PM improper D€ as described

in Section 6.2. For everye < 1 and § < e and for every

algorithm A = { Ay} nen that e-learns 775(‘ X) improper With the
sample complexity N (-,-) the following holds: for every
n > N(g,6), and d > Q(n*log(n)), there exists a data

distribution D € My (Z) such that
1

Proof. Let A = {A,},>1 be a possibly improper learn-
ing algorithm, i.e., A, is not restricted to output an ele-
ment of B4(1). Also, let II(A) = {II(A), },>1 as a new
learning algorithm that is defined as follows: for a training
set S, € Z", we have II(A,,)(S,) = II(A,(S»)) where
TI(-) : R? — Bg4(1) is the orthogonal projection matrix onto
B4(1). Informally, II(.A,,) is based on projecting the out-
put A, to B4(1). Define Fp(0) = Ezp[f (0, Z)]. From
Lemma D.1, we know that § = A, (Sy,) with probability
one satisfies

Fp(d) — min F(0) > Fp
0eB4(1)

(I1(A)) — min Fp(6).
0€B4(1)
The implication of this equation is the following: if A is an

e-learner for 77( )

evximpropers then, I (A) is an e-learner with

respect to Pcvx

Notice that II (A,,) is a proper learning algorithm. There-
fore, by Theorem 4.1, we have that there exists D &
M (Z) such that CMIp (I1 (A4,)) > Q(Z%). Also, by
Lemma D.2 (data processing inequality), CMIp(A,) >
CMIp (I1(A,,)). Ergo, for distribution D we also have
CMIp(A,) > 0 (L), O

6.3. Matching Upper Bound

Theorem 6.5. For every L € R, R € R, there exists
a proper e-learner with sample complexity N(g,0) =
M log(2/6) such that the following holds: for ev-
eryO < 0 <1, everyn > N(g,9), every (0,2, f) €
Cr.r and every D € My(Z) the following holds: 1)
Fp(A(Sn)) —mingcg Fp(0) < € with probability at least
1 — § and 2) CMIp(A,,) < LR 160(2/5).

7. Characterization of CMI for the CSL SCOs

In this section, we discuss the characterization of CMI of
e-learners for CSL subclasses of SCOs. (All proofs appear
in Appendix E.)

7.1. Lower Bound

7.1.1. CONSTRUCTION OF A HARD PROBLEM INSTANCE

Towards proving Theorem 4.2, we develop the following

construction: Letd € N. Let Z = { + 1/\/&}‘1 and
© = R?. Define the loss function f : © x Z — R as
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£(0,2) = —(0,2) + 3 |0]”. Let P& 2 (6, Z, f) be the
described problem instance.

7.1.2. PROPERTIES OF e-LEARNERS FOR CLS

In the next lemma, we show some properties that are shared
between every e-learner of Ps(éf,)x.

Lemma 7.1. Fixe > 0. Let A be an e-learner for 7)3([-1& with
the sample complexity of N(-,-) such that its output is an
element of By(1). Then, for every 6 > 0, n > N(e,0) and
every D € M1 (Z), with probability at least 1 — §, we have

o 2 o ~
|0=u| <22 Liul? — < (0.1). ana B [{8,4)] >
1 Il —e — 35, where 0= A(S,) and pp = Ez.p [ Z).

Remark 7.2. For learners of 7>§g‘?x, without loss of generality,
we assume that the output of learning algorithm lies in
By(1) where B4(1) is the ball of radius one in R?. It is

because, for every § € R%, Fp(f) — mingcgra Fp(0) =
. 2
HORTIE

. 2
60— uH since 1 € By(1) which shows that by projecting

R 2
’9 — p,H . By Pythagorean theorem,

1
2

the output of any algorithm to 54(1), the excess error does
not increase. Notice that projection never increases CMI due
to data processing inequality [CT12]. Therefore, it suffices
to consider the algorithms whose output lies in B4(1). <

The next lemma is a variant of fingerprinting lemma by
Steinke [Stel6] which shows for a sufficiently accurate
learner, there exists a distribution such that the correlation
of the output and the training samples are bounded below
by a constant.

Lemma 7.3. Fixe > 0. For every e-learner A for Pﬁl with
sample complexity N(-,-), there exists a data distribution
D € My (Z) such that the following holds: for every § > 0
andn > N(e,06), let S, = (Z1,...,Zn) ~ D", 0 =
A, (Sp) and pp = Ez.p|Z). Then, we have

Z<é_N7Zi_/i>

i=1

1
E 25—25—35.

7.1.3. CMI-ACCURACY TRADEOFF FOR CSL

Theorem (Restatement of Theorem 4.2). Let Ps(f@ be the
problem instance described in Section 7.1.1. For every
€ < 1/24 and 6 < 1/48 and for every e-learner (A =
{An}nen), with sample complexity N (-,-) the following
holds: for every n > N(g,6), § < O(1/n?), and d >
O(n*log(n)), there exists a data distribution D € M1 (Z)

such that )
CMIp(A,) > 0 () .

3

Proof Sketch. Let Ps(cdv)x be the problem instance described
in Section 7.1.1. Fix an e-learner A for 7?53),(, and let

the data distribution be such that it satisfies Lemma 7.3.
Consider the structure introduced in the definition of CMI
in Definition 3.2 and define for every ¢ € [n], Tp; =

<§ — 1y 2o — M> and Ty ; = <é — L1 — M>~ Let

U =1-U;. An important observation is that ZUM‘ 10
given U;. We show that Tj;, ; is a sub-Gaussian random
variable with variance proxy of O(1/v/d). Therefore, with
a high probability, for every i € [n], TU,| =0(1/Vd) =
O(1/n?), since d > Q(n*log(n)). This observation mo-
tivates us to define the set Z C [n] as follows: ¢ € Z if
and only if max{T} ;,Tp;} > 7 and min{T} ;, Tp;} < T,
where 7 = ©(1/n). We show that the expected cardinality
of 7 is a lower bound on CMIp(.A,,). The next step of the
proof is using fingerprinting lemma in Lemma 7.3 to further
lower bound |Z|. Using Lemma B.4, we show that with
a high probability, |Z| = Q (X7, Tv,.:)%/ Xy T3, )
Using Lemma 7.3, we show (3", Ty, ;)% = Q(1). Also,
using Lemma B.7, we show Y~ | T7; ; = O(e). Combin-
ing these two pieces concludes the proof. For a detailed
proof see Appendix E. O

7.2. Matching Upperbound

Theorem 7.4. Forevery L € R, u € R, and € > 0, there
exists an algorithm such that the following holds: for ev-
ery (©,2,f) € Cp.x and for every n > % we have
E[Fp(A(S,))] — mingeg Fp(0) < ¢, and CMIp(A,) <
4L
HE
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A. Preliminaries

Notations Let d € N. For # € RY, ||z|| denotes ¢ norm of z, and (-, -) denotes the standard inner product in R?. We
denote the k-th coordinate of a d-dimensional vector z by the superscript 2(*). For a matrix A € R"*™, || A]|, is the
operator norm of A. B4(1) denote the ball of radius one in R<. For a (measurable) space R, M1 (R) denotes the set of all
probability measures on R. Finally, let 1 [-] denote the indicator function: 1 [p] = 1 if predicate p is true, and 1 [p] = 0
otherwise.

A.1. Background on Information Theory

Let P, be probability measures on a measurable space. When @ is absolutely continuous with respect to P, denoted
Q < P, we write % for (an arbitrary version of) the Radon—Nikodym derivative (or density) of () with respect to P. The

KL divergence (or relative entropy) of Q with respect to P, denoted KL(Q || P), equals [ log %d@ when Q < P, and is
infinity otherwise. The mutual information between X andY is

I(X;Y) = KL(P[(X, Y)] | PLX] ® B[Y]),

where ® forms the product measure. The disintegrated mutual information between X andY given Z is
I7(X;Y) =KL(P ((X,Y)|Z) |P(X]|Z2) @ P (Y]|Z)),

where P (Y|Z ) is the conditional distribution of Y given Z. Then, the conditional mutual information is

I(X;Y|Z) =E[I?(X;Y)).

If X concentrates on a countable set V' with counting measure v, the (Shannon) entropy of X is H(X) =
—> ey P(X = x)logP(X = ). The disintegrated entropy of X given Y is defined by HY (X) =
=Y ey P(X = 2|Y) logP (X = z|Y) , while the conditional entropy of X given'Y is H(X|Y") = E[HY (X)].
B. Technical Lemmas
Lemma B.1 ([CT12]). Let X and Y be discrete random variables. Then

H(X]Y) < Hp(Pe) + P.H(X) <1+ P.H(X),

where Pe = P(U(Y) # X) for any (possibly randomized) estimator ¥ of X using Y.

Lemma B.2 (Cobzas and Mustata [CM78]). Let K be a closed and convex subset of R?. Let h : K — R be a convex and
L-Lipschitz function. Define h : R* — R as

h(z) & ;g}fc{h(y) + Lz —yll}.

Then, we have, 1) h is a convex and L-Lipschitz function, 2) for every x € K, h(x) = h(z).
Lemma B.3. Let X be a random variable supported on R with a bounded second moment. Then, for every 0 € R,

(max{E[X] — 970})2
E[X2]

P(X>0)>

Proof. This is a non-standard variant of Paley-Zygmund inequality. With probability one,

X=X1[X <0 +X1[X >0
<6+ X1[X >46].

Taking an expectation and using Cauchy—Schwarz inequality, we obtain

E[X] < 6 4+ VE[X2]/P(X > ) = max{E[X] — 0,0} < /E[X2]/P(X > 6),

which was to be shown. O
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Lemma B4. Fixn € Nand (a1,...,a,) € R". Let 3, ai = Avand 3, (a;)* = As. Then, for every B € R,

|{Z eln] : a; > 5/71}‘ > <maX{Aj42— 5,0})2.

Proof. Define random variable X with the distribution Unif({a, ..., a,}). By assumptions, E [X] = A;/nand E [X?] =
As /n. Notice that
|{i € [n] : a; > B/n}| =nP (X > B/n).

By Lemma B.3, we have

(max{nE[X] — S, 0})2.

P(X > 3/n) > SR
Therefore, 2
|{Z €n] : a; > 5/n}| > (max{nflg[()l;} 5,0})
_ (max{A, = 5.0p”
Az
as was to be shown. ]

d
Lemma B.S. Letd € N. Let D € M, <{:|:1/\/g} ) be a product distribution. Let p = Ez.p[Z]. Also, let
(X1,...,Xn) ~ DO Then, 257" ( ) is a v/1/(dn) subguassian random vector. Moreover,

2

H >e| <2exp (_;;71>

Proof. Letv € R4 be a fixed vector and A € R be a constant. Then,

E |exp <;\L zn: (X — u),v>>] =E ﬁ [ exp (2 (Zi(k) ul )) v(k)>1
i=1 i=1k=1
n  d A2 (v(9)2
<Hﬂ“%:m2>

where the second step follows from Hoeffeding’s Lemma. Therefore, by definition, we have the stated result. The statement
regarding the concentration of the norm follows from [JNGKJ19, Lemma. 1]. O

Lemma B.6. Fix 3 € [0,1]. Let u = L p?) € R where p = (p',...,p%) is drawn from = = (Unif|—8, 5})®d

ﬁ (pla cee
Then,

Efllell) =

wl@

Proof. We have E[(p*)?] = ﬁ—; for every i € [d]. Notice that ||u|| = ﬁ >4 (p?)? and for every i € [d], (p*)% € [0, 5]
with probability one. We can write

Ipll* = lIpll lIpll < BV |p -

Therefore, we have

d
iz _ B
Elllp|*] < BVIE[|pll] = E[|lp]] = 7 Z E[(p™)? \/&
The stated result follows from E(||u|[] = = E[||p]|]- O
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d
Lemma B.7. Let Z = {:ﬁ:ﬁ} and D € M1 (Z2) be a product distribution and yu = Ez.p|Z). Let (Z1,...,2,) ~ D"

be n i.i.d. samples. Then, for every 8 > 0 if d > max{32log (2n/) , 32n* log (4n?/B)} with probability at least 1 — 3
for every y € RY,

S (g Zo— u))* < 6y

=1

Proof. For i € [n], define v; = Z; — p. Notice that [jv;|| = || Z; — p| < 2 since ||Z;]] < 1 and ||pu|| < 1. A simple
calculation shows that

n

Y- Z <yvvi> Vi

=1

= ol + 37 (G wn)® (lloll® = 2) + D {wo) (. v3) w3

i#]

Therefore,

I

(g0 (2= lll®) < Iyl + 3 (s wi) (0, 03) o 03)

1 i#£]

< lyl® + 1D @ vi) (s 0) (viyv;) |

i#]

7

2

i#j
where the last step follows from Cauchy-Schwarz inequality. Consider the following events. For i € [n], define
e ={lluill* <1+ a}.
Also, for i, j € [n] such that ¢ # 7, define the following events
€7 = {l{vivy) | < a/n’}.

For the first event, we have

2
where the last line follows from the fact that E [Zz_l (ZZ-(k) - u(k)) } < 1since Z¥) € {iﬁ}. Then, by Hoeffding’s

2
inequality and the fact that <Zi(k) - u(k)> € [0,4/d],

d
kzzjl (Zi(k) - N(k))Q] > a) < exp <_d(§2> .

v;|| <2, and ||v;|| < 2 by Lemma B.8,

d 2
(s

k=1

For the second type of events, since v; L vj,

d 2
1-P (51(3)) < 2exp (—;) .
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The last step is using union bound. Set & = 1/2 and assume P (Uie[n] (Ei(l))c) < nP ((81(1))6) < B/2. Also,
P (U il £ien] (5( ) ) < n?P ((51(22))3 < /2. Under this event,

n

Y (o) (L —a) < lyll* (1 +4a) = D ((y.0:)* <6yl

i=1 i=1
which was to be shown. O

Lemma B.8. Let Z = {i%}d and D € My (Z) be a product measure. Define n = Ez..p[Z]. Then, for every fixed

y€Randn €N,
a?d
Piz,,..z)~pen | max{(y, Zi —p)} > o | <nexp | ———5 | .

i€(n] 2|lyll

Proof. By union bound, P <max{<y, Zi — )} > a) <nPz.p ({y,Z — p) > ). Let A > 0 and consider

i€[n]
—F |exp <A§d:y<k> (Z(k) _ u"“))ﬂ
[exp (,\yw) (Z( ) _ u“”))]

( (y*) 2d) (Hoeffeding’s lemma since Z*) € {£1/Vd})

= exp ()\2 lyll” 2d> :

Then, using standard arguments, the stated claim can be proved. O

Elexp (A (y, Z — )]

Il
it

Lemma B.9. [SBI4, Lemma B.1] Let X ba a non-negative random variable supported on R and P (X < a) = 1. Then,

E[X] -8
a—pB

C. Proofs for Characterization of CMI of the CLB Subclass
C.1. Proof of Lemma 6.2

P(X >p) >

Notice that Fp(6) = — (0, 1) and min Fp(6) = — |||, where the minimum is achieved by setting 8* = m Therefore,
9€0

by the excess risk guarantee, with probability at least 1 — 9,
Fo(0) + llul < =l — = < (B,u).

Notice that <9,,u> > —1,||n]l <1,and e > 0,

E[(0.0)] 2 Ul = )P ((B1r) = (el = ) = ((B.e) < (lnll - 9))

)P

= (lul =) (1=2 ((Bsr) < (hull = 2)) ) =P ((B.1) < (llull - 2))
Y —P ({0
)

= (lull = &) =P ((0,) < (sl = €)) (lpal =  + 1)
> (|l — €) - 28,

where the last step follows because ||u|]| —e+1 < 2and P (<é, u> < (Jlgell = s)) < § by the first part of the lemma.
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C.2. Proof of Lemma 6.3

The proof is based on defining a family of data distribution, and a prior over the family. Then, we show that in-expectation
over the prior, the stated claim holds. Thus, there exists a distribution with the desired property.

2Dy ¢

9

The data distribution is parameterized by a vector p = (pV), ..., p@) € [~1,1]¢ where for every z = (21, ...

d
{551
d (k) gy (F)
Dy(z = (1), 2)) H <M> .

Let 1, = Ex~p, [X] where u,(,k) = p®) /\/d for k € [d].

Then we define a prior distribution 7 € M ([—1, 1]¢) over p denoted by 7 and is given by
7 = Unif([—12¢, 12¢])®?

Let Sp, = (Z1,...,%Zn) ~ D®", and § = A, (S,). By the same proof as presented in [KLSU19] (see Equation 16 therein),
we have that

EprEs, pgn [ZZ <M45_(k)())2> (g(@) (Zi(k) _ Mék))

=2Ep [<E5"~D§" [é],/@ﬂ : 3
i=1 k=1 )?

By Lemma 6.2, we know that for every p € [—1, 1]¢

<ESn~DZ§’"[éLMp> > ||/~Lp|| —e—26. 4)

Also, by Lemma B.6, we have
Epr [l1pll] = 4e. ®)

Therefore, by Equations (3) to (5), we have

n (k)
]EPN.,r ~DE" [ZZ <144€d(k)))2> (é(k)) (Zz(k) _ u}(ﬁ))] > 2 — 45’

i=1 k=1

which was to be shown.

C.3. Proof of Theorem 4.1

Fix a learning algorithm A and let D be a distribution satisfies Lemma 6.3. Also, consider the structure used in the
definition of CMI in Definition 3.2 and let Z = {Z; ;},c(0,1}.ie[n] ~ D®?*™. For every j € {0,1} and i € [n], define

= ('Y v{) € R as follows. For every k € [d], let

Vjq j,i""’]l

() & 144e? — d(p™)? (Z(k) _ u(fe)) ,
i 1— d(u)2 i

In the first step, we make the following observations. From the construction in Lemma 6.3, we know that %) €
[~12¢/V/d, 12¢ /+/d). Simple calculations show,

144¢% — d(p(®))?

2
RFTPOIE < 144€°. 6)

Let 3 £ ¢ be a constant. Define the following set
7={(i.j) € [n] x {0,1}‘ (B,v55) > p/nand (0,01) < B/n}.
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Intuitively, Z includes the subset of columns of supersample such that one of the samples has a large correlation with the
output of the algorithm and the other one has small correlation with the output of the algorithm. Also, define the following
event

G= {Vi € [n]: <0A,U,jm> < B/n},
where U; = 1 — U;. Intuitively, under the event G the correlation of the output and the heldout samples are insignificant.

We can write _ o
CMlIp(A,) =H(U|Z) -H(U|Z,0)

= H(U) - H(U|Z,0)
=n—H(U|Z,0).
Notice that Z is a (, Z)-measurable random variable, thus, H(U|Z, 0) = H(U|Z, 8, T). Define Z") as follows: i € () iff
35 € {0, 1} such that (i, j) € Z. Using this notation, we can write
H(U|Z,0,7) = H(Uz), Uiz |Z,0,T)
<H(Uz0)|Z.0,T) + H(U(z0)yc|1Z,0,T), @)

where the last step follows from sub-additivity of Entropy. The second term in Equation (7) can be bounded by
H(Ugz:|2,6,T) < E[(n— |T))].

Define the random variable U € {0,1}™ as follows: for every (i,7) € Z, let U; = j. For the remaining coordinates set
U; = 0. Notice that U is a Z-measurable random variable. Therefore, H(U ) |Z,6,7) =H(Us)|Z,0,1, 7). Then, we
invoke Fano’s inequality from Lemma B.1 to write
H(Uz|Z2,0,Z,U0) < H(Uzo)|U)
<1+ HUz)P({3(i,5) € Z: Ui # j})
<1+nP({3(i,)) €Z:U; #j}).

We claim that P ({3(4,j) € T : U; # j}) < P(G°). The proof is as follows: If there exists (4, j) € Z such that U; # j, then,
we have

<é, UUM> > B/n,

by the definition of Z. Therefore, we conclude H(Uz) ‘Z ,0,T) <14 nP(G°). The conditional entropy can be upper-
bounded by
H(U|Z,0) <n—E[|Z]] + 1 +nP(G°).

By the definition of mutual information, we can lower bound CMIp(.A,,) as follows

CMIp(A,) =n—H(U|Z,0)

> E[Z] - 1-nP(GY). ®

In the next part of the proof we will show that P (G¢) = O(1/n?).

In the next step of the proof, we provide a lowerbound on |Z|. Under the event G, using Lemma B.4 we can lower bound |Z|

as follows
E[|Z]] =z E[|Z]1 [g]]

>E H {z €n]: <é7'UU73,i> > i} ’]1 [g}]

>E (max {Zie[n] <é:UUi’i> ;ﬁ’ 0})2]1 [g]
2iein) <97UUM'>
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Define the following event

g2gn{ > (64, UUZ,.¢>2 < 6c*

i€[n]
Since £ C G, we have
(max{zie[n] <9A7AUU1-,1‘> ;5’ 0})2]1 ol s [ (max{zie[n] <9A,AUU1.’Z'> ;ﬁ,O})Qﬂ [8]_
2 ie(n] <9’UU”> L 2icin) <9’UU”> -
. (maX{Zie[n] <§;ZU7> - 570})2]1 al

. 2
where the last step follows because under the event £, Zie[n] <9, UUM> < 6¢*. Then, consider

6et 3c4
©
Tz (max{zig[n] <§;1Uz> - B, 0})2 e
The first term in Equation (9) can be lower bounded as
. (max{zie[n] <9»UU1.,¢> — @0})2 R (max{E {Zie[n] <9A,UUM>} — ﬁ70}>2
64 - 6t (10)

- (max{6e — 46 — 3,0})°
- 6et '

where the first step follows from convexity of h;(z) = z2 and ho(z) = max{z,0} and applying Jensen’s inequality. The
second step follows from Lemma 6.3. Since § < € and 5 = ¢,

. (max{zie[n] <é,UU,;,i> - 5,0})2 - 1
6et = 62

The second term in Equation (9) can be upperbounded by

N 2
(max{zie[n] <97UU1-,72> — ﬁ70}) 1654712 + 462
1€ £ ———F— -P(&°
— | < = (£9),
where the last step follows from
2 2
. 12
max{ > <9,vUi,i> —80%| <2 HaH 3 v +26°
1€[n] i€[n]
< 8tn? + Qﬁz
= 8en? 4 262
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Here, we use ||vy, || < 22 due to Equation (6). Therefore, we need to show that for sufficiently small v, P (£¢) < 25. We

T

can use union bound to write P (£¢) <P (G°) + P Z <§, UUM»> > 3/2¢* |. Notice that

i€[n]

PG =P (max {<é, vﬁi,¢>} > B/n)

1€[n]

P (max {<é, Uf]i,i>} > B/n

1€[n]

=E

U, é)

Note that conditioned on U, 6 and vy, ; are independent by the construction of CMI in Definition 3.2. This observation lets

us use Lemma B.8 to upperbound the probability inside the expectation. Since Hé H < 1,if d > O(n?log(n?)), we have
. 1
P(G)go(nz). (11)

Let us define diagonal matrix A € R%*? as

1442 — d(p®))? }d
A = diag { .
[ 1 —d(ph)? k=1

By Equation (6) || A||, < &% due to Equation (6). By the fact that A is a symmetric matrix, we can write

> (0. Az -w) = (40.(zi—w).

i€[n] i€[n]

112 112
Since HAOH < ||4]1? HHH < 144%¢*, we can write

P (i <9A,vUi7i>2 > 652> =P ( <Aé, Zu. i — u>2 > 6/144252>

< (3 (0020”2 o

U)
Using this representation, we can use Lemma B.7 to conclude that if d > O (n4 log(ns))

n R 2 2 1
P (Z <A0, Zy, i — ,L> > HA&H ’U) <0 <2> . (12)
i=1 n
To conclude the proof, Equation (11) and Equation (12) show

P(£°) <O <1>

n2

C.4. Proof of Theorem 6.5

Given that the Euclidean radius of © is bounded by R, we will presume that the loss function lies within [-LR, LR)]. Let
0 < m < nandn > 0 be constants which are determined later. The algorithm .4,, is based on early-stopped online gradient
descent. More precisely, let the training set S, = (Z1,...,Z,) and 6; = 0. For ¢ € [m], let

0141 = e (0 —nof(0s, Zt))
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where 0f(0;, Z;) denotes the sub-gradient of Jf(-, Z;) at 6,. Then, the output of the algorithm will be A, (S,,)
LN~ o9
m t=1"t:

By the standard result on the regret analysis of the online gradient descent and the online-to-batch conversion in [Zin03;
SSSS09; Oral9], we have with probability at least 1 — 9,

2
Po(A(S.) -~ minFp(8) < 1+ 12 4 oy [S08C/0)
0ce 2mn m

L
By setting m = 128( R) 17

we provide the analy51s of CMI of A,,. Then, using chain rule for mutual information, we have

CMIp(An) = I(An(S

R 1
log(2/6) and n = — T A,, achieves ¢ excess risk of ¢ with probability at least 1 — §. Next,
m

)i U|Z)
=I(A(Sn); Ur,...,UnlZ)

= I(An(Sn); Un,...,Unl|Z)
+ I(An(Sn); Umsts - UnlZ,Ur, ..., Up).

n

Since A, (S,) depends only on the first m examples in the training set, I(A, (Sp); Upmit, ..., UnlZ,Uy,. .., Uy) = 0.
Therefore, _
CMIp(A,) = I(A.(S);Ur,...,UnlZ)
<H(Uy,...,Un|Z)
= H(U,,...,Up)

< m.

(13)

Therefore its CMI is less than m as was to be shown.

C.5. Corollaries of Proof of Theorem 4.1

Corollary C.1. Let Pc(ﬁc) be the problem instance described in Section 6.1.1. Fix ¢ < 1. For every < ¢ and for every
algorithm A = { A, }nen that e-learns PEL with the sample complexity N (-, ) the following holds: for every n > N (g, §),
and d > Q(n*1og(n)), there exists a data distribution D € M (Z) such that

£ it (v} = 5] =n (L),

where Sy, = (Z1,...,Zn) ~ D" 0 = A(Sy), and pu = Ez..p [Z), and

2 (k)2 ¢
A = diag e - W) .
1= (p®)2 J oy
Corollary C.2. Fix ¢ > 0. Consider the structure introduced in the definition of CMI in Definition 3.2. Then, define the
random variable

7= {(i,4) € ] x {0, 1} (A(S0), A (Zj: — ) = e/n and (Au(S0), A(Z1js — 1)) < /n},

2 (k)2 ¢
A = diag {E('u(k))Q} .
L= (™) )
Let ’Pc(vdx) be the problem instance described in Section 6.1.1. Fix ¢ < 1. For every § < ¢ and for every algorithm

A = {A, }nen that e-learns P((flx) with the sample complexity N (-,-) the following holds: for every n > N(g,d), and
d > Q(n*log(n)), there exists a data distribution D € M (Z) such that

E[|I|]:Q(i>.

where
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D. Auxiliary Lemma for Improper Learning of the CLLB Subclass

Lemma D.1. Let By(1) denote the ball of radius one in R Let f : B4(1) x Z — R be a convex and 1-Lipschitz loss
function defined over By(1). Then, there exists a convex and 1-Lipschitz f : R? x Z — R such that for every § € R? and
every D, we have

Ezp {f(é, Z)] — min Ezep [f(6,2)] > Ezep {f(H (é) ,Z)} — min Ezup[f(6,2)],
6€Ba(1) 0€Ba(1)

where TI(-) : RY — By(1) is the orthogonal projection operator on By(1).

Proof. Let f : B4(1) x Z — R be a convex and 1-Lipschitz loss function. For every z € Z, define

f(0,2) = inf {f(w,2)+[0 —wl}.

weBG(1)

By Lemma B.2, we know that for every z € Z, f (+, ) is convex and 1—Lipschitz. Our first claim is that

min EZND [f(aZ)] = min EZND [f(9, Z)}
0€B4(1) 6eBa(1)

It follows from the fact that for every § € B4(1) and every z € Z, f(6,z) = f(0, z) by Lemma B.2. Let IT : R¢ — By(1)
be the projection operator. Our second claim is that for every § € R?, we have

Ez~p [f(I1(0),2)] <Ez.p [f(0,2)]. (14)

The proof is as follows. For every z € Z, we can write

f(0,2) = inf {f(w,2)+]0—wl}

weBy(1)
> inf {f(w,2)+ [I1(0) —w]},
wEBd(l)

where the last step follows from
10 = w]| = [[TI(0) — T(w)|| = [[TI(6) — w]

where the first step is by contraction property of the projection and the second step is due to IT(w) = w since w € Bg(1).
Then, notice that

inf {f(w,2) +|1L(0) —wl} = FAL(0),2)
weBq(1)
= fI1(0),2).
The last step follows from I1(0) € By(1) and by Lemma B.2, f(., z) and f(., z) agree on Bq(1).

Combining these two claims we obtain, for every 0 c R4, we have

Ezwp [f(& Z)} - 05[13?(11) Ez~p [f(0,2)] > Ezep {f(H (é) ,Z)} - eer?gil(ll) Ez.p[f(0.2)],

as was to be shown. O

Lemma D.2. Let A, be a learning algorithm. Define I11(A,,) as a learning algorithm that obtains by projecting the output
of Ay, into By(1). Then,
CMIp(A,,) > CMIp(II(A,,))

Proof. This result is a direct corollary of the data processing inequality [CT12]. O
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E. Proofs for Characterization of CMI of the CSL Subclass
E.1. Proof of Lemma 7.1

1 -1
For every § € R, we have Fp () = — (0, ) + 3 16]|° , and min Fp (A) = 5 ||2]|” where the minimum is achieved by
9cO

setting 8* = p. Therefore, simple calculation shows that
* 1 2
Fp(6) ~ Fo(6") = 5 10 u
1 2 1 2
=—|0]" — (0 -
1817 = 0.11) + 5 I

Lo
S ludll® = 0, ).

v

Thus, if § achieves excess error ¢ with probability at least 1 — &, we have 1 lull® = <é, ,u> <eand |0 — pl* < 2.

For the in-expectation result, notice that without loss of generality, we can assume that e Ba(1).

E.2. Proof of Lemma 7.3

The proof is based on defining a family of data distribution, and a prior over the family. Then, we show that in-expectation
over the prior, the stated claim holds.

The data distribution is parameterized by a vector p = (p!), ..., p®) € [-1,1]¢ where for every z = (21, ..., 2(V) €
(L

d
14+ /dz®B)pk)
Dy(z = (0,2 = ] <+\f;7’ .
k=1

Let pp, = Ezp,[Z] where u,(,k) = p®) /\/d. We define a prior distribution m € M ([—1,1]¢) over p denoted by 7 and is
given by

7 = Unif([—1,1])®%

Let S, = (Z1,...,2Z,) ~ D]?”, and § = A, (Sy). From Lemmas 4.3.7 and 4.3.8 of [Ste16], we have the following result
known as finerprinting lemma:

]EpN'n'ESnND@” <éa Z (Zz - /ffp)>

i€[n]
= 28, [ (B, )]

By Lemma 7.1, for every p

2
<]E on 0], 1 >> lll” 3
SnNDp b D = 2 2 ]
Therefore,
2
] 3
Epr <ES penlb], /,[,p> > Epr [lep | 5
n 2 2
1 3
=—-—e—30
6 < 9%

where the last step follows from
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Therefore,
EPNWESW,ND?” <9A7 Z (Zi — Hp)> = 2Bprn [<ESn~D§" [é],upﬂ
i€[n]

> — —2e — 390,

W =

as was to be shown.

E.3. Proof of Theorem 4.2

Fix a learning algorithm .4, and let D be a di~stribution satisfies Lemma 7.3. Also, consider the structure introduced in the
definition of CMI in Definition 3.2 and let Z = (Z; ;) je{0,1},ie[n] ~ D®(2xn) et f = 1/12 be a constant. Define the
following set

I= {(i,j) € [n] x {0,1}} <§—u, Zji —u> > (/n and <é— Wy Z1—ji —u> < B/n}

Intuitively, Z includes the subset of columns of supersample such that one of the samples has a large correlation to the output
of the algorithm and the other one has small correlation to the output of the algorithm. Also, define the following event

G = {Vi € [n]: <9A—LL,ZUi’i_/~L> <5/n}7

where U; = 1 — U;. Intuitively, under the event G the correlation of the output and the heldout samples are insignificant. We

can write _ o
CMIp(A,) =H(U|Z) -H(U|Z,0)

= H(U) ~ H(U|Z.0)
=n—H(U|Z,0).
where the last two steps follows from U 1L Z and H(U) = n. Notice that Z is a (), Z)-measurable random variable, thus,
H(U|Z,0) = H(U|Z,0,T). Define (! as follows: i € Z() iff 35 € {0, 1} such that (i, j) € Z. Using this notation, we
can write
H(U|Z7 éaz) - H(UI(l) ) U(I(l))C |23 é,I)
< H(UI(1)|Z7éal.) +H(U(I(1))C|Zaéaz)7 (15)

where the last step follows from sub-additivity of Entropy. The second term in Equation (15) can be bounded by
H(U(z0)y¢|12,0,T) <E[(n—|Z])].

Define the random variable U € {0,1}" as follows: for every (i, j) € Z, let U; = j. For the remaining coordinates set
U; = 0. Notice that U is a Z measurable random variable. Therefore, H(Uz ) ’Z, 0,7) = H(Uzq) |Z, 0,Z,U). Then, we
invoke Fano’s inequality from Lemma B.1 to write

H(Uzq) |Z,é,I, (7) < H(Uzq) |ﬁ)
< 1+ H(Uz)P ({3(,)) € T: Ui # j})
<14+ nP({36,j) €T:U; 4 4}).

We claim that P ({3(4,7) € Z: U; # j}) < P(G°). The proof is as follows: If there exists (¢, ) € Z such that U; # j, then,
we have 5
01, Zs . — >>7,
< 2 U;,i w) = n
by the definition of Z. Therefore, we conclude H(U;z ) |Z ,0,7) <14 nP(G°). The conditional entropy can be upper-
bounded by ~
H(U|Z,0) <n—E[|Z]] + 1+ nP(G°).
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By the definition of mutual information, we can lower bound CMIp(.A,,) as follows

CMIp(A,) =n—H(U|Z,0)

16
—E[|Z]) - 1 - nP(6°). 1o

In the next step of the proof, we provide a lower bound on E [|Z|]. Let us define a random variable that measures the
correlation between the output and the i-th training samples:

Ci £ <é - K ZUi,i - /L> :
Under the event G, using Lemma B.4 we can lower bound E[|Z|] as follows

E[|Z]] = E[|Z]1 [g]]
xfremaaY s

n

2 (17)
>E (max{Sieg e~ 5,0}) 1(G)
B ZlE[n] sz
Also, define the following event
A A 2 2 A 2
£E=4gn HH—MH <epnN ZciSGHH—,uH .
i€[n]
Since £ C G, we have
2 - 9 -
(max{Siequ i — 8,0}) (max{ S ey i — 5.0}
5 1G]] >E 5 1[€]
Zie[n] Ci Zie[n} G
- -
(max{zie[n] ci — ﬁ,O})
>E 6o 1[€]
. 2 ) 2
(max{zie[n] ¢ — 670}) (max{zie[n] ci — 570})
=E - E 1[&9],
6e 6e
] (18)

. 2
0 — ,uH < e. By convexity of

. 2
where the second step follows because under event G, 3,1, 2 <6 H9 - MH and

hy(x) = 22 and hy(z) = max{z, 0}, we can use Jensen’s inequality to obtain

(max {Zie[n] ¢ — @0})2 N (max {E [Zie[n] Cz} — 570}>2

E >
€ 6e

2
>(%—%4357m7
- 6e

where the last step follows from Lemma 7.3. Notice that by setting ¢ < 1/24 and § < 1/48, we have (% —2e—30 — ﬂ)2 >
1/36.

25



Information Complexity of Stochastic Convex Optimization

To upperbound the second term in Equation (18), first, notice that the following holds with probability one

2 2 )
(max{zie[n] c; — 6,0}) B (Eie[n] ci) + 28
3e - 6e
< 262 + 16n2’
- 6e

where the last step follows from

3

o)

i€[n] =1

’Z (Zu,,i —
i=1

<[jo -]

< 4n.

Then, in the next step we provide an upperbound on P(£¢). Union bound implies that

P (£°) gP(gC)+P< )

2 N 2
>5>+IP’ Zcf>6”07,uH
i€[n]
We want to set the parameters so that for a sufficiently small « the following hold
A 2 N 2
P(G) §’y/n2,]P’<H9uH >5—:> < y/n? P Zcf >6H97pH < /n. (19)
i€[n]

Notice that

P(G°) =P (Hel?rf]( {<9 — 12y, — u>} > 6/?1)
U,é)} .

=E [IP (<é — s Zg, i~ ) = BJn
By the construction of CMI in Definition 3.2, conditioned on U, é ZUM- is i.i.d.from D for i € [n]. Therefore, we can use
Lemma B.8,

P(G°) <nP (<é =1, 2y, — u> > 6/71)

coom(-58)
o
— 8n2 )

We can see setting d > O(n?log(n?)), we have P (G¢) < «/n? in Equation (19). Then, by the fact that A e-learns P
and Lemma 7.1 we have
P ( )

Also, by Lemma B.7, given that d > O (n*log(n))

2>5) <5=0(1/n?).

(1) oo

(ool -

\&

(Z (-0’ > o
€l

0(1/).
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In summary, we conclude that we can set the parameters such that in Equation (18)

2
(max{Zie[n] ¢ — B, 0}) . 262 +16n% 1
= 1[&9 §3€IP’(Q)§O(E>.

Ergo, we have

9

Bz o] > 0 (1)

E.4. Proof of Theorem 7.4

The algorithm is based on subsampling a subset of training samples to create a new dataset and feeding it into an empirical
risk minimizer. Let 0 < m < n be constants to be determined later. Let the training set S,, = (Z1, ..., Z,,). The output of
the algorithm 6 = A,,(S) is

6= argmin{ Z f(G,Zi)}.
i€[m

0€© ]

Notice that 6 is unique since f(-, z) is a strongly convex function. By [SSSS09, Thm. 6], we have

E[Fp(8)] - min Fp(d) < 2
— min _—.
P [ISC) P Topm

Since A is a function of the first m samples only, using the same argument as in the proof of Theorem 6.5, we can show that

CMIp(A,,) < m. Finally, setting m = % concludes the proof.

E.5. Corollaries of Proof of Theorem 4.2

Corollary E.1. Let 7355@ be the problem instance described in Section 7.1.1. For every ¢ < 1/24 and 6 < 1/48 and for
every e-learner (A = { Ay }nen), with sample complexity N (-, -) the following holds: for every n > N(g,5), § < O(1/n?),
and d > O(n*log(n)), there exists a data distribution D € M (Z) such that

el|[{iem: (0-mzi-n)} = o] =2 (2).

where Sy, = (Z1, ..., Zn) ~ D%, 0 = A(S,), and pn = Ezp | Z].

Corollary E.2. Consider the structure introduced in the definition of CMI in Definition 3.2. Then, define the random
variable

T={(6,4) € ) % {0, 13| (AW(S0) = i1, Zjs = 1) = 1/(120) and (An(Sp) = . 215 — ) < 1/(12n) }

Let PSJ‘QC be the problem instance described in Section 7.1.1. For every ¢ < 1/24 and § < 1/48 and for every e-
learner (A = { A, }nen), with sample complexity N (-, -) the following holds: for every n > N(g,6), § < O(1/n?), and
d > O(n*log(n)), there exists a data distribution D € M (Z) such that

E[|Z]] = 0 (i) .

F. Proof of Memorization Results
F.1. Adversary Strategy

We describe the proposed strategy for the adversary in Algorithm 1 and Algorithm 2.
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Algorithm 1 Q.: Attacker for Convex Losses

RIS U

1: Inputs: 0O, Z7cZ Dc My (2).
2:

p=(p", .. u) = Ez~p (2]
A

1—d(u(k))2 k1
b =c¢.
if <é,A(Z - u)> > §/n then
b=1
else_
b=0
Output b

Algorithm 2 Q,..x: Adversary for Strongly Convex Losses

PRI R R

Inputs: 0cO,Z7cZ Dc Mi(2).
n=Ez.p[Z]
B =1/12.
o /4 s
— — >
if <(i) w, Z u> T then
b=1
else_
b=0
Output b

Algorithm 3 FPg.: Fingerprint detector for Strongly Convex Losses

1
2
3
4
5:
6
7
8

: Inputs: 0 € ©, (Zo, ..., Z,) € 21, D e M (Z).

i w=Ez.plZ]
: B=1/12.
. BFPZQ

fori € {0,...,n} do:
if<é—u,Zi —u> >
BFP = BFP U {Z}
Output Bgp

B

— then
n

Algorithm 4 CR.4: Correlation-Reduction for Strongly Convex Losses

—_
w»

—_ =
T AN S A R AR Al S oy

Inputs: feco, (Z1,...,Z,) € 2", Zy ~ D

b= Zo

B =1/12.
Bcorr—rgd =g
w=2~0

for i € [n] do:
if <é, 7, — ,1> > 7 then
2n
Bcorr—red = Bcorr—red U {l}
if | Beorrrea| = 21og (%) then
Sample R C [n] a uniform random subset of size 2 log() from [r]

W = fiemp (R)
Break

: Output w, Beogrred
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F.2. Proof of Theorem 4.5

Let b = (by,...,b,) denote the outcome of fair coin at each round of the game described in Definition 4.3. Then, let
b; = Qeux (é, Zy, 4 D) for each round ¢ € [n] and let us denote the output of the adversary as (131, e Bn) e {0,1}™.

F.2.1. SOUNDNESS ANALYSIS

Define the following event

G ={vien:(b,AZ;—w)<B/n}.
Notice that
P (32’ € [n]: Qerx (é, Zo, D) 1)
=P({3i € [n]: Quwx (0. 204, D) =1} N G) +P({3i € [n]: Qe (£, Z0,, D) =1} N G°)
<P({ i€ [n]: Qewx (é,Zo,, ) =1} N G)+P(G°).

We claim that P ({ 3i € [n]: Qcyx (é, ARE D) =1} N G) = 0. It follows from the following observation: 3i € [n]:

Qevx (é, ARE D) = 1 can happen if and only if there exists ¢ € [n] such that <§, A(Zy,; — u)> > (B/n. However, the
intersection of this event with G is empty by the definition of G. Therefore, we can write

P <3i € [n]: Qe (é,zoﬁ,;,p) - 1) <P(G°).
To upperbound P (G¢), notice
P(G) =B (3i € n] : (0. AZos — 1)) = B/n).

By the fact that 01 Zy,; forevery i € [n], we can use Lemma B.8 and the fact that HéH < 1, to write

. d
P (Hi € [n]: <A9,Zo,i - u> > B/n) < nexp (—W> <g,
given d > Q(n?log(n/£)). Notice that by assumption ¢ < 1. This concludes the soundness analysis.

F.2.2. RECALL ANALYSIS

The construction of hard problem instance is given in Section 6.1.1. Let A be an arbitrary e-learner and let D be a distribution
satisfies Lemma 6.3. Let us define

T={ic]: (0,AZy; - p) = B/n}
where (3 is given in Algorithm 1. As seen in Equation (17) in the proof of Theorem 4.1, we have

E(1Z]] = Q(1/&).

An important observation is that > | 1 {Q (@ ARD D)} = |Z|. Then, notice the total number of samples is O(1/2).
Therefore, using reverse Markov’s inequality in Lemma B.9, we obtain

P(Z| > Q(1/€%)) > po,

where py is a constant independent of n and €.

F.3. Proof of Theorem 4.6

Let b = (by,...,b,) denote the outcome of fair coin at each round of the game described in Definition 4.3. Then, let
b = Ogenn (é, Zp; i D) for each round 7 € [n] and let us denote the output of the adversary as (51, el Bn) e {0,1}™.
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F.3.1. SOUNDNESS ANALYSIS
Define the following event
G= {Vie n] : <éfu,zo,ifu> <B/n}.
Notice that
P (az' € [n]: Qseu (é, Zo, D) 1)
=P({3i € [n]: Qe (0, Z0,0,D) =1} N §) +P ({3 € [n]: Quew (8 Z04, D) =1} 11 G
<P({3i € [0): Qon (8. 204, D) =1} N G) +P(G°).

We claim that P ({3 € [n] : Qg (é, ZomD) =1} N G) = 0. It follows from the following observation:

Qqevx (é, 20,i D) = 1 can happen if and only if <§ — 1, Zo,i — ,u> > [/n. However, the intersection of this event
with G is empty by the definition of G. Therefore, we can write

P (Eli € [n]: Qsev (é, Zo.i, D) - 1) <P(G).

Since Zy; 1L é, we can use Lemma B.8 to write

d
P(G°) < nexp <4712) .

By setting d > Q(n?log(n/£)), we obtain that

iy (Eli € [n]: Qser (é, ZOJ,D) - 1) <¢.
This concludes the soundness analysis.

F.3.2. RECALL ANALYSIS

The construction of the hard problem instance is given in Section 7.1.1. Let A be an arbitrary e-learner and let D be a
distribution that satisfies Lemma 7.3. Consider the algorithms given in Algorithms 2 to 4 and using them define the following
random variables:

(Zo, Zv, ..., Zn) ~ D2OFD)
0=An(Z1,...,2y),
Badversary = {1 € [n] : b; = 1},
w0, Beareres = CReews (0, (21, Z0), 20
Brp = FPyevx (w, (Zo, ..., Zy), D).
In particular, Z; is a sample drawn from D which is independent of the training set, i.e., (Z1, ..., Z,).

Recall that our goal is to show that P ( ’Badversa,y| Q(1/ 5)) is greater than a universal constant. Our approach is as follows:
In the first step, we show that, with a high probability, Beorr.red € Badversary- Then, in the second step, we will show that
with a high probability |Bep| < |Bcorrred| + 1. In the third step, we will show that E [|BFPH = Q(1/¢) which gives us
E HBCOH_red |] = Q(1/¢). Finally, by the fact that Beor.rea = O (1/€) with probability one and reverse Markov’s inequality,
we obtain that P( ’Bcorr_red| > Q(1/e)) is greater than a universal constant. Combining this result with Step 1, concludes the
proof.

Step 1: with a high probability, Beorr-rea C Badversary-  Simple calculations show that
(6.2~ )y = (b— . Zi = i) + (.= i) + (1. Zi — ).
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Then, we can write

P (Baoeses € Buesay) < P (30 € (0] : (0,2~ i) > % A= zi—n) < fn)

>+<%Zi_ﬂ>2£1>
+

P(Hie[n}rw,%—MZf)

n
d- B2 dp?
< exp 252> + nexp <f2>
32n? ||| 32n? |||
B

where the second step follows from union bound and the third step follows from Lemma B.8. This shows that setting
d = Q (n?log(n?)), we obtain

]P’(Eie[n]:<é,2iﬂ>2fn/\<§,u,Z u><fn>§0(;>.

1
P (Bcorr—red - Badversary) >1- 0] () .

n

This is equivalent to

Step 2: with a high probability, |Brp| < |Bcorrrea| + 1. Notice that ‘Bpp’ = |Bpp n{1,... ,n}| + IBFP N {0}‘ We can
write

P (|Brp N {1,...,n}| > |Beorrrea|) = P ({\Bﬂm {1, n}| > |Beomrsea| } A {w = é})

(20)
P ({|BFP n {1, ey n}| > ‘Bcorr—red‘} AN {w = 90}) .

For the first term in Equation (20),
P ({\BFPm {1, n}] > |Beomsea|} A {0 = é})
< IP’({EIZ‘ €{l,...,n}:i€BrpAi ¢ Beomrea} A {w = é})

P({az’e{L...,n}:<é—u,zi—u>>§A<é,zi—ﬂ><2ﬂn}A{w=9}>
§P<{3i€{l,...,n}:<é,u,Ziu>ZiA<é,Z¢ﬂ><2€L}>

SOCL),

where the last step follows from Lemma B.8. Then, for the second term in Equation (20),

P ({’Bpp Nn{1,...,n} > ‘Bcomed‘} AA{w = ptemp (R)})

:]P’<{|Bppﬂ{1, n}| log 1/0)} ANMw = premp (R)}> ,

where the last line follows because under the event w = fiemp (R), |Bcorr_red’ = % log (1/4). Notice that |R| = 2 = log(1/9)
and R is independent of every other random variable. Therefore, the event [Bgp N {1,...,n}| > 2log(1/4) is a subset

of the event that there exists ¢ ¢ R such that (w — u, Z; — p) > % However, notice that w 1l Z; by the description of
Algorithm 4. Therefore, we can write

P ({180 (1100} > 2 lou(1/9)} A {10 = oy (R}
<E [IP’ (Elz' ¢ R (ttemp(R) — 11, Zi — ) > i‘Rﬂ .
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By an application of Lemma B.8, we have

d 2

It can be seen by setting d = Q(n? log(n?), we obtain that this probability is at most O(1/n). Therefore, combining these
two upperbounds with Equation (20) shows that with probability at least 1 — O(1/n), we have

‘BFP| = |BFpm {1,,7L}| + |BFpﬂ {0}’
< |Bcorr—red‘ + ]-7

as was to be shown.

Step 3: E [Brp] = 2(1/e) We claim that w (output of Algorithm 4) satisfies the definition of e-learner. The reason is as
follows: w can be either 6 = A,,(S,,) and fiemp (R). Notice that A,, is an e-learner by assumption. Consider the case that
W = [temp (R). Then, consider

B (e (R) = pll* > ) = E B (Jltemy (R) = il > ¢[R) |
d,

IN

where the last step follows from Lemma B.5. Therefore, by a union bound we see that the output of Algorithm 4 has an
excess error of &, with probability at least 1 — 2§ with the sample complexity of N (e, d) where N is the sample complexity
of A. In Corollary E.1 we showed that for every e-learner, we have

E [|Bwe|] = © (i) .

Step 4: Conclusion. First, we provide a lowerbound on the E[|B.or-req|] as follows

E [|Beorrred|] = E [|Beomrea| - 1 [|Beorrreal + 1 = |Bepl]] + E [|Beorrrea| = 1 [|Beorerea| + 1 < [Brel]]
> E (|| -1 'Bcorrred| +12 |Beell] = 1+ B [[Burera] L [ Beorra] + 1 < [Beel]
> E[|Bre[] =1 +E [(|Beorrrea| = [Bre|) - 1 [[Beorrrea| + 1 < [Brpl]]
> E [|Bp|] = 1 = 1P (|Beorrrea| + 1 < |Bep)

(3
9

where the last line follows from Step 2 and Step 3. Since with probability one |ch,red| < % log (%) , reverse Markov’s

inequality from Lemma B.9 gives
1
P (|Bcorr—red| = <E>) 2 Po;

where pg is a universal constant. Also, we showed in Step 1 that

).

1
n

P (|Badversary| > |Bc0rr-red|) >1- O(

Combining these two facts using union bound concludes the proof.

G. Proofs of Lowerbound for Individual-Sample CMI

In this part, we show that our proof techniques for Theorem 4.1 and Theorem 4.2 easily extend to ISCMI. First, we begin
with the strong convex case. Let § = 1/12 and define

7= {(i,j) € [n] x {0,1}‘ <é—,u, Z;; —u> > fB/n and <é— Wy Z1—ji —u> < ﬁ/n}
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Also, define Z(!) as follows: i € Z() iff 3j € {0, 1} such that (i, j) € Z. We also introduce the following events

where Ui =1 — U;. Then, we can write

n

Zn: 1(0,Ui|Zo i, Z14) =n — > _H(U;

i=1 i=1

0, Z0.i,Z1.4)

In the next step, for every i € [n], we provide an upperbound on H(U; 0, Zy,i, Z1 ). First, notice that 1 [M;] is a

(é, 2o, Z 171-) -measurable random variable. Therefore,

H(U;|0, Zoi, Z1:) = H(U; |0, Zo,i, Z1,5, 1 [M;]). (21)
Using the monotonicity and chain rule of entropy, we can write
H(Ui|0, Zo.ss Z1.4,1 [My]) < H(Ui, 1G] |0, Zos, Z1 5,1 (M)
= H(1 [G4] |é7 Z0,is Z1,i, L IMG]) + H(Ui|é7 Zo,i, Z1,i, 1 IM], 1[Gy])
<H(1[G]) +H(U|0, Zo 4, Z1,4,1 [M;] 1 [G4])
=Hy (P(G5)) + H(Ui|0, Zo,i, 14,1 [Mi] 1 [Gi)),

where the third step follows because conditioning does not increase entropy and the last step follows because 1 [G;] is a
binary random variable. Then, we can write

H(U3|0, Zoi, Z1,6, 1 [Mi], 1(Gi]) = H(Ui|0, Zoq, Z1,4,1[Gi], T [M;] = 0)P (1 [M;] = 0)
+H(U|0. Zo 4, 21,4, 1G] = 1,1 [M;] = )P (L [M;] = LAL[G] = 1)
+H(Ui|0, Zoi, Z1,4,1Gi] = 0,1 [M;] = DP (L [M,] =1 A 1[G;] = 0)

We use the following estimates for each term. Since Uj is a bianry random variable, we have
H(U;|0, Zoi, Z1,4,1[Gi] , 1 [M,] = 0)P (1 [M;] = 0) <P (1 [M;] =0).
Then, conditioned on 1 [G;] = 1 [M;] = 1, U; is given by j where (i, j) € Z since

() €Ty G = {{B—p Zyi — ) = B/nand (0=, Z1ji— ) < Bfn} 0 {{8—p, Zg, . — ) < B/n}
Therefore, .
H(Ui|0, Zoi, Z1,i,1[Gi] = 1,1 [M;] = 0) = 0.
For the last term, since U; is a binary random variable, we can write
H(U;|0, Zo,i, Z1,:,1[Gs] = 0,1 [M;] = 0)P (L [M,;] = 1AL[G;] =0) <P(L[G] =0).
In summary, we showed that
H(Ui|é7 ZoiyZ14) <P(1[G;i]=0)+H, (P(G5)) +P(1[M;] =0).

Using it, we can upperbound the sum of the conditional entropy as

n

SCH, Zos, 2 < 3 H (PGE) + B (GF) + P (1 [M,] = 0)

i=1 i=1

_ SCE[LE M = 0] + B(G) + Hy (B(6))

=B [ [Z)] + 3P + Y (B (69)).
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Next, we provide an estimate for IP (Gf)

P (G7)

P (<5 — . Z,  — u> > ﬁ/n>
E {E” (<§ — 1Ly, — u> > B/n

i, Uﬂ .

Since conditioned on U; and é, A Ui ™ D and D is a product measure, using Lemma B.8, we have

P (<9— 1 2, — u> > ﬂ/n) <0 (;) :

Also, by the well-known inequality, Hy(z) < —alog(x) + « for z € [0, 1], we have

By (£ (67) < 0 (2

n

Therefore,

iH(Ui’é7ZO,i,Zl,i) <n-E[Z|]]+ 0 (logén)) .

i=1
Plugging this upperbound into Equation (21),

n n

D 10,Ui| Z0.4, Z13) =n— > H(U|0, Zo:, Z14)

=1 i=1

> Bz - 0 (5.

Finally, we use Corollary E.2, to conclude that

il(é, Ui‘Zo,i, Zy4) > E[Z)] - O (1og(n))

S e
1
(1),

where the last step follows since the minimum number of samples to e-learn Ps(cdv)x isn > Q(1/e).

The proof of CLB subclass of SCOs is the same: using the same techniques we can lowerbound ISCMI by E[|Z]|] and then
by Corollary C.2 the result follows.
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