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Abstract

Federated learning (FL) takes a first step towards preserving privacy by training statistical
models while keeping client data local. Models trained using FL may still indirectly leak
private client information through model updates during training. Differential privacy (DP)
can be employed on model updates to provide privacy guarantees within FL, typically at
the cost of degraded accuracy of the final trained model. Both non-private FL and DP-
FL can be solved using variants of the federated averaging (FEDAVG) algorithm. In this
work, we consider a heterogeneous DP setup where clients may require varying degrees of
privacy guarantees. First, we analyze the optimal solution to a simplified linear problem
with (heterogeneous) DP in a Bayesian setup. We find that unlike the non-private setup,
where the optimal solution for homogeneous data amounts to a single global solution for all
clients learned through FEDAVG, the optimal solution for each client in this setup would
be a different one even when data is homogeneous. We also analyze the privacy-utility
tradeoff for this problem, where we characterize the gains obtained from the heterogeneous
privacy where some clients opt for less stringent privacy guarantees. We propose a new
algorithm for federated learning with heterogeneous DP, referred to as FEDHDP, which
employs personalization and weighted averaging at the server using privacy choices by clients,
to achieve the Bayes optimal solution on a class of liner problems for all clients. Through
numerical experiments we show that FEDHDP provides up to 9.27% performance gain
compared to the baseline DP-FL for the considered datasets where 5% of clients opt out of
DP. Additionally, we show a gap in the average performance of local models between non-
private and private clients of up to 3.49%, empirically illustrating that the baseline DP-FL
might incur a large utility cost when not all clients require the stricter privacy guarantees.

1 Introduction

The abundance of data and advances in computation infrastructure have enabled the training of high-quality
machine learning models. On the other hand, the data is distributed over many devices that are typically
power-constrained and have limited computational capabilities. To reduce the amount of data transmission
over networks and maintain the privacy of raw data, (McMahan et al.,|2017) proposed the federated learning
(FL) framework for training a central server-side model using decentralized data at clients. See the recent
surveys (Kairouz et all, [2019; [Li et _al., 12020; Wang et _all, [2021) for more.

Federated learning frameworks aim to train a global model iteratively and collaboratively using clients
data. During each round, the server has access to a select number of clients, each of whom has a local
dataset. The server broadcasts the current model to such clients, who train the model by taking gradient
steps using their local data on the model and return the gradient-based update back to the server. The
server then aggregates the updates and produces the new global model for the next round. Several prior
works on federated learning algorithms have been proposed in the literature to overcome various issues that
arise in realistic federated learning setups, e.g., data heterogeneity (Koneény et al., 2016; [Zhao et al., 2018;
Corinzia et _al., 2019; [Hsu et _all, [2019; Karimireddy et all, 2020; Reddi et al., 12020), and device dropout and
communication cost (Li_et all, [2018; Zhu & Jin, 2019; [Wang et al., 2020; [Al-Shedivat et al., [2020).

Despite the clients’ data being kept on device in federated learning, the deployed model at the central server
is still vulnerable to various privacy attacks, such as membership inference attacks (Shokri et al., [2017) and
model inversion attacks (Eredrikson et al., |2015), among others. In order to mitigate such a critical issue,
privacy-preserving variations of federated learning algorithms are proposed in the literature. One promising
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approach to privacy-preserving FL utilizes differential privacy in order to provide the privacy guarantees.
Differential privacy is a widely studied and accepted mathematical notion that describes privacy-preserving
algorithms where the information leakage of private data is bounded. Differential privacy is defined as follows

Definition 1 (differential privacy (DP) (Dwork et al., 2014)). A randomized algorithm A(-), whose image
is denoted as O, is said to be (€,6)-DP if for any two inputs D and D’ that differ in just one entry, and all
subsets O C O the following relationship holds

Pr(A(D) € O) < e Pr(A(D’) € O) + 4. (1)

In federated learning, instead of targeting privacy guarantees for individual samples of each client, it is
common to consider a different differential privacy guarantee by having the adjacent datasets describe the
case where we seek to provide privacy at the client-level data MM@, w), i.e., global DP.
Moreover, heterogeneous differential privacy has been a topic of interest in the literature and has been
considered in various works such as (IA]_agga.n_eJ_aL, 2016; lJorgensen et al., [20_15) that aim at examining the
problem from a theoretical point of view. It is worth noting that using differential privacy in federated
learning causes unavoidable degradation in performance. Several prior works utilized differential privacy to
provide privacy guarantees for federated learning algorithms. For example, (Imwﬂ, 2020; [Sun_ et al.,
12020; [Kim et al., 2021; Song et. al. u)_ﬂ ) apply DP mechanisms at clients to ensure local DP guarantees,
where clients have complete control over the amount of privacy they desire. On the other hand, (fé&é} et 5
2017; McMahan et al., 2018; |Andrew et. al., 2019; [Wei et al.,2020; Bietti et. al., 2022) apply DP mechamsms
at the server to ensure global DP guarantees for all clients. Applying DP typically causes some degradation
in utility, i.e., the model’s performance degrades as the privacy budget gets smaller (Alvim et al., 2011
Sankar et all, [2013; Makhdoumi et all, [2014; (Calmon et al., M) These approaches to privacy-preserving
federated learning use fixed privacy budgets for all clients, an approach that can be overly strict and cause
unnecessary degradation in performance. A variation of DP setups is proposed in the literature, for scenarios
with clients and a server, where a hybrid model is used by combining local DP with global DP and giving
clients the option to opt in either (Avent et al), 2017; Beimel et al., 2019). In (Avent et al., lZQlﬂ), a blender
process is considered for computing heavy hitters where some clients opt in local DP while the remaining
opt in global DP. Some drawbacks of these works include their assumption of clients’ data to be IID, as
well as applying local DP which requires a large number of samples at clients. These two assumptions make
applying such an approach in FL setups difficult due to the non-IID nature of clients’ data in FL, and the
relatively small number of samples generated by clients in FL which requires either increasing the variance
of the added noise or relaxing the privacy leakage budget leading to either large degradation in performance
or higher privacy leakage budgets.

Heterogeneity is a fundamental feature of federated learning, e.g., clients’ datasets can no longer be considered
IID in FL (h l This introduces a challenging and critical problem that needs to be resolved
to realize the full potentlal of privacy-preserving FL in realistic environments. One possible solution is
based on model personalization, where clients learn personalized local models that performs better on their
local data compared to the global model when heterogeneity exists. There are different approaches to
personalization in the literature by introducing different modifications to FL algorithms, e.g., ,

2017; [Wang et al., 2019; |Arivazhagan et all, 2019; [Khodak et all, [2019; Mansour et al., [2020; [Fallah et al.,
12Q2d, Deng et all, |2_02d Dinh et all, 2020; |L_1£_‘Lalj I2Q21| Another type of heterogeneity include systems
heterogeneity where different devices have different capabilities, in terms of various characteristics such as
connection, computational, and power capabilities m m Solutions to system heterogeneity include
designing algorithms that can tolerate device dropout, reduce communication cost, or reduce computations
cost (Caldas et all, 2018; |Gu et all, [2021; Horvath et all, 2021; [Li et all, [2018). In this work, we study
heterogeneity along the privacy axis. We find that, similar to other notions of heterogeneity, addressing this
problem in an optimal fashion requires curating personalized solutions for each client, which is different from
the homogeneous non-private setup where one global model can be used to serve all clients.

1.1 Our Contributions

In this work, we develop a novel framework to study heterogeneity in privacy requirements in federated
learning setups. More specifically, we consider a new setup for privacy-preserving federated learning where
privacy parameters are no longer fixed across all clients. We show that existence of clients who choose to relax
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their privacy choices, even if they represent a small percentage of the overall population, can be leveraged
to improve the performance of the global model as well as the personalized local models. Specifically,

1. We propose a heterogeneous setup for privacy in federated learning frameworks. The proposed
setup considers heterogeneity in privacy choices of clients in FL. Instead of granting the same level
of privacy for all clients, each client is given the option to choose their desired level of privacy. In
this setup, the server presents each client with a set of privacy levels from which the client chooses
their desired option according to their needs and goals. In this case, the client should expect to
observe a privacy-utility trade-off similar to various other differentially-private learning setups.

2. We consider the simplified Bayesian setup of federated point estimation, introduced by (Li et al.,
2021)), and show that unlike the case of non-private FL with homogeneous dat, where the Bayes
optimal solution is a single global model that could be learnt via vanilla federated averaging, the
optimal Bayes solution in private FL requires personalization. We also characterize the optimal
degree of personalization based on the privacy requirements, degree of data heterogeneity, and other
parameters (See Theorem [3)). Further, we characterize a privacy-utility tradeoff observed at clients.

3. We propose the federated learning with heterogeneous differential privacy algorithm, referred to
as FEDHDP, for the heterogeneous privacy setup. The FEDHDP algorithm is Bayes optimal for
federated point estimation as it is designed to learn a global model that is a sufficient statistic of
client-level data subject to their differential privacy guarantees.

4. Finally, we provide experimental results of the FEDHDP algorithm using various synthetic and
realistic federated datasets from TensorFlow Federated (TFF) (Google, 12019) using reasonable pri-
vacy choices. Although the design guarantees of FEDHDP don’t apply in these complex settings,
we experimentally show that it provides significant gains compared to the baseline DP-FEDAVG
algorithm and another comparable baseline.

2 Privacy Guarantees within Federated Learning

In this section, we briefly describe the federated learning setup. It consists of a central server, who wishes to
learn a model, and a set of clients, who cooperate with the server to learn a model while keeping their data on
device. In particular, the central server coordinates the training of the model using the clients over multiple
training rounds. The set of all clients, denoted by C, contains all clients that wish to cooperate in training
the model. Each client ¢; € C has a local loss f;(-) and a local dataset denoted by D; = {d;,,d;,, ..,d;, },
where d;; is the j-th sample at the i-th client.

During communication round ¢, the server sends the current model state, i.e., 8%, to the set of available
clients in that round, denoted by C*, who take multiple gradient steps on the model using their own local
datasets to minimize their local loss functions f;(-). The clients then return the updated model to the
server who aggregates them, e.g., by taking the average, to produce the next model state @T!. This
general procedure describes a large class of learning global models with federated learning, such as federated
averaging (FEDAvG) (McMahan et al., 2017).

To design privacy-preserving federated learning algorithms using differential privacy, certain modifications
to the baseline federated averaging algorithm are required. In particular, the following modifications are
introduced: clipping and noising. Considering client-level privacy, the averaging operation at the server is
the target of such modifications. Suppose that clients are selected at each round from the population of all
clients of size IV, with a certain probability denoted by g. First, each client update is clipped to have a norm
at most .S, then the average is computed followed by adding a Gaussian noise with mean zero and co-variance
ol = 22((1%)21 . The variable z is referred to as the noise multiplier, which dictates the achievable values of
(e,9)-DP. Training the model through multiple rounds increases the amount of leaked information. Luckily,
the moment accountant method in (Abadi et all, [2016) can be used to provide a tighter estimate of the
resulting DP parameters (e,0). This method achieves client-level differential privacy defined in Definition [1l
It is worth noting that the noise can be added at the client side but needs to achieve the desired resulting
noise variance in the output of the aggregator at the server, which is still the desired client-level DP.

Selecting the clipping threshold as well as the noise multiplier is essential to obtaining useful models with
meaningful privacy guarantees. During training, the norm of updates can either increase or decrease; if the

THomogeneous data refers to the case where the data for all clients is independent and identically distributed (IID).
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norm increases or decreases significantly compared to the clipping norm, the algorithm may slow down or
diverge. Hence, (Andrew et al., [2019) presented a solution to privately and adaptively update the clipping
norm during each round of communication in federated learning based on the feedback from clients on
whether or not their update norm exceeded the clipping norm. We consider this as the baseline for privacy-
preserving federated learning algorithm and refer to it in the rest of the paper as DP-FEDAvVG. The case
where no noise is added is the baseline for non-private federated learning algorithm, which is referred to
simply as NON-PRIVATE.

One fundamental aspect of DP-FEDAVG is that it provides an equal level of privacy to all clients. This
naturally arises given the assumption that all clients have similar behavior towards their own privacy in the
federated learning setup. In other words, DP-FEDAVG implicitly assumes a homogeneity of the privacy level
is required by all clients. This is in contrast to the heterogeneity feature of federated learning setups, where
different clients have different data, capabilities, and objectives. Next we describe our proposed setup for
federated learning with heterogeneous differential privacy.

2.1 Proposed Setup: Heterogeneous Privacy within Federated Learning

The proposed setup for federated learning with heterogeneous differential privacy is as follows. Prior to train-
ing, the server presents each client with a set of different privacy parameters P = {(e1,d1), (€2,02), ..., (€1, ;) }-
Each client ¢; € C then makes their choice from the set of privacy parameters based on their desired level of
privacy. The server then creates [ subsets of clients who share the same choice of privacy parameters, i.e.,
C1,Co, ..., Cy, each with their corresponding privacy parameters. The server then coordinates the training of
a global model through updates from clients while ensuring the privacy of each group of clients according to
their privacy parameters is met.

We further examine what the server and clients agree upon at the beginning of training a federated learning
model in terms of privacy to formally define the considered privacy measures. Each client c;, whose dataset is
denoted as D; that is disjoint from all other clients, requires the server to apply some randomized algorithm
A;(-), whose image is denoted as Oj, such that the following holds

Pr(A;(Dy) € O5) < e Pr(A;(D.) € Oy) + 4, (2)

where D, is the empty dataset, and the relationship holds for all subsets O; C O;. This achieves client-level
privacy with parameters (e;,d;) from client ¢;’s point of view. Let us assume we have N clients, each has
their own privacy requirements for the server (¢;,d;) for j € [N], which should hold regardless the choices
made by any other client. Now, let us have a randomized algorithm A(-), which denotes the composition of
all A;(-)’s; then, the parallel composition property of differential privacy states that the algorithm A(-) is
(€, 0.)-DP, which satisfies the following:

Pr(A(D) € O) < ¢ Pr(A(D') € O) + 4., (3)

where D contains all datasets from all clients and D’ contains datasets from all clients but one, O is the image
of A(+), and the relationship holds for all neighboring datasets D and D’ that differ by only one client and
all O C O. The parallel composition property of differential privacy states that the resulting ¢, = max; ¢;,
and 6. = max; d;. Next, considering our setup, let us have [ sets of private clients C;’s. Each client in the
i-th set of clients requires (ep,, dp,)-DP, and without loss of generality, assume that €,, > €,, and d,, > dp,
Vi < I. This is the case we consider in this paper, where we apply a randomized algorithm A,,(-), whose
image is denoted as O,,, to the dataset that includes all clients in the set C; and the following holds

Pr(APi (Dpz) € OZDI) S eepi Pr(APi (D;h) € OZDI) + 6[’1” (4)

where D), contains all datasets from all clients in C; and Dj,, contains datasets from all clients in that subset
except one, and the relatlonshlp holds for all neighboring datasets D,, and D’ that differ by only one client
and all O,, C Oy,

Now, let us assume in the proposed heterogeneous differential privacy setup that each client in C; requires
(€p,, 0p; )-DP in the sense of (2). As a result, we can see that the only way for DP-FEDAVG to guarantee
meeting the privacy requirement for the clients in C; with (e,,, d,,) is to enforce (e,,, dp, )-DP for all clients.
In other words, DP-FEDAVG needs to be (ep,,dp,)-DP, i.e., it needs to apply the strictest privacy parameters
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to all clients in the sense of (3. On the other hand, in our setup we can guarantee meeting the privacy
requirements for each set of clients by ensuring an (e, , d,,)-DP for clients in C;, respectively, in the sense of
M). In other words, we need to only apply the appropriate DP algorithm with its appropriate metrics for
each subset of clients to ensure the privacy metrics are met. This in turn results in our setup satisfying the
corresponding privacy requirements needed by each set of clients, which are the main targets that need to
be achieved in both algorithms from the clients’ point of view in terms of their desired privacy levels.

Next, in terms of objectives in federated learning setups, the server’s goal is to utilize the clients updates
by averaging them to produce the next model state, and in our case, these updates are subject to specific
differential privacy conditions. On the other hand, clients have a different objective when it comes to their
performance measures. The clients’ goal is to minimize their loss function given all other clients datasets
including their own. However, since clients do not have access to other clients’ raw data, a client desires to
use the information from the differentially-private datasets by other clients as well as its own local update to
reach a solution. Assume that the client ¢; observes all other clients DP datasets {D; : i € [N]\j}, which are
the outputs of a randomized function that satisfies the privacy condition in (2)), as well as its own non-DP
dataset observation Dj;, then the client’s Bayes optimal solution is

0; = argné\i {Epj {@(é\])’{ﬁl RS [N]\j},DJ} } . (Local Bayes objective)

where £;(-) is the loss function used to train a model that is kept on device, and D; is the true distribution
of the dataset at client c;. Notice that clients here do not use their differentially-private local datasets, but
rather their raw local datasets, since they do not need any privacy protections in their local models which will
be maintained on-device and not shared. Furthermore, this is typically not practical in federated learning
setups, due to the fact that even individual datasets as well as individual updates from other clients are not
available to the client to utilize, but rather the updated global model. In this case, each client utilizes the
global model state @ to find the following

0; = argmi {]EDJ, {ej(oj)w,DjH. (5)
J

We notice that this solution is a form of personalization in federated learning, where clients no longer deploy
the global model locally by default, but rather utilize it to derive better local models that perform well on
their own local dataset. In the remainder of this paper we will demonstrate this approach’s ability to learn
good (even optimal as we shall see in the next section) personalized local models compared to baseline private
federated learning. Next, we will consider the proposed setup for a simplified federated problem known as
the federated point estimation.

3 Analyzing Heterogeneous Privacy Guarantees

In this section, we provide some insights into our proposed solution in a simplified setup known as federated
point estimation inspired by the one proposed by ILi et al. (2021). As discussed earlier, in the federated
learning setup, clients are interested in learning good models that perform best on their local datasets.
Specifically, in the federated point estimation setup, clients are interested in learning Bayes optimal models
in the sense of (). In this case, the solution to this problem is a bi-level optimization problem, which can be
solved as a personalized federated learning problem. We first start by considering the global estimation on the
server and show the proposed solution is Bayes optimal when using the appropriate hyperparameters. Then
we consider local estimations for all sets of clients and show that the proposed solution is Bayes optimal for
all clients when using appropriate values of the the respective hyperparameters. Then, we show the privacy-
utility tradeoff in the proposed personalized setup compared to the baseline. In this part, the federated point
estimation with two levels of privacy, namely private and non-private, is presented for simplicity and clarity
of discussion. Refer to Appendix [B for additional discussions.

3.1 Federated Point Estimation Setup

In this simplified setup, we consider a single round of communication and assume that all clients have the
same number of samples, and the effect of clipping to be negligible. Assume that the set of clients is split into
two subsets, Cyp and Cp, denoting the set of non-private and private clients, respectively, with Ny, = |Cyp|
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and N, = |Cp|. Let p,p denote the fraction of non-private clients, and ns denote the number of samples
held by each client. Also, let us denote the point to be estimated at client c; as ¢; = ¢ 4 p;, where ¢ is the
parameter to be estimated at the server, p; ~ AN(0,7%) is the inherent Gaussian noise, which encompasses
the non-IID nature in federated learning setups we are interested in. Increasing 72 makes the points more
unrelated at different clients, i.e., increasing data heterogeneity, and setting 72 = 0 denotes the case of IID
clients, i.e., data homogeneity. The observed samples at client ¢; are denoted by x; = {x; 1,22, .., Zjn.},
where z;; = ¢; + vj;, where v;; ~ N(0, %) is the additive noise in the observations. The loss function at
the client is

N 2
1i(0) = 5 (¢ - me) . (©

Let o? = 5—2 Then minimizing f;(¢) leads the client to have the estimate ¢; = n% S, @, whose variance
is 02 = a? + 72. For simplicity and clarity of analysis, we move the noise addition process from the server-
side to the client side such that when the server aggregates the private clients’ updates the resulting noise
variance for privacy is equivalent to the desired value by the server. It is worth that the notion of privacy
here remains a client-level privacy despite the location of noise addition. We denote the updates sent to the
server by client c; as ¥; = éj + 1, where [; = 0 for non-private clients and [; ~ N (0, Nyv?) for private
clients. Also, v? % is the desired privacy noise variance at the server, which is related to the value of the
p
noise multiplier z2. We will refer to our solution and algorithm as FEDHDP in the remainder of the paper.

The algorithm’s pseudocode for federated point estimation is described in Algorithm [l in Appendix [B. In
this setup, the server and clients goals are to minimize the Bayes risk (i.e., test error), defined as follows

o = argméi\n{]E B@—@)Q‘wh...,w]}. (7)
o = argmin (& | 5 (0, -5)"| (wisic M1V}, 8] }. ®

In the case of regression in our algorithm, which will be presented in the next section in detail, the server’s

goal is to find the following 5

. | N
0" .= arg mgm 5 Z wih; — 0 ) 9)
1E[N] 2

while each client has a goal of finding the minimizer of their local objective function, i.e.,
~ 1 ~ o~ i o~ o~
07 := arg min {2”0 — &;l13 + EJHQ - 0*||§} . (Local FEDHDP objective)
0

Next, we will discuss why we chose this case and show that the proposed FEDHDP solution converges to
the Bayes optimal solution for the server as well as the clients.

3.2 The Case for Federated Learning with Opt-Out Differential Privacy

In the our discussion so far, we assumed that clients have multiple privacy levels to choose from. In realistic
setups, clients are expected to be individuals who may not have complete awareness about what each
parameter means in terms of their privacy. Therefore, the server needs to make a choice on how these
parameters are presented to clients. A special case of which we consider extensively in this paper is the case
of opt-out of differential privacy. The server in this spacial case provides only two privacy choices for each
client, to be private or non-private. Clients who choose to be private are guaranteed a fixed (¢, §)-DP, while
clients who choose otherwise are not private. Moreover, an even better and more realistic solution from the
server’s point of view is to enable privacy by default for all clients and give each client the option to opt
out of privacy if they desire, which is a more practical solution because clients can make informed decisions
about their privacy. The opt-out choice can be suitable for different types of clients such as enthusiasts, beta
testers, volunteers, and company employees, among others.
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Figure 1: Server noise variance o2 vs the ratio hyperpa- Figure 2: The effect of opting out on the personalized
rameter 7. (left) Trade-off for three values of 42, (right) local model estimate as a function of A when employing
trade-off for three values of o2. (left) DiTTO With vanilla FEDAvG and (right) FEDHDP.

3.3 Global Estimate on the Server

The server’s goal is to combine the updates received from clients such that the resulting noise variance
is minimized, while ensuring the privacy of the set of private clients. To this end, we use Lemma 11 by
Mahdavifar et al. (2018) to find the optimal aggregator at the server. The server first computes the two
intermediate average values for non-private and private clients as

9np=NL > s, epzj\lfpqui. (10)

P icCup i€Cp

where 6,, ~ N (¢, ﬁpof), and 6, ~ N (9, N%)Ug +72). Now, the server aims to combine such values to
compute its estimation 6 of the value of ¢ with the goal of minimizing the resulting estimation noise variance
o2. In this case, considering the weights used in the weighted average, let us denote the ratio of weights w;’s

dedicated for private clients to weights for non-private clients by 7.
2

O-C
GZ+N, Y2
is Bayes optimal (i.e., 0 converges to 6*) in the considered federated point estimation problem. Furthermore,

the resulting variance is
2 1 |:US(U§+N1772):|

o = —
SOPt TN o2+ PnpNzﬁQ

Lemma 1 (Global estimate optimality). FEDHDP from the server’s point of view, with ratio r* =

(11)

The proof is relegated to the appendix to conserve space. Next, we show some simulation results for the
server noise o2 against the ratio r for different values of o2 and 42 in the federated point estimation setup
with N clients and pnp opt-put fraction of clients. The results are shown in Figure [Il and we can see that
the optimal ratio 7* in Lemma [I] minimizes the server variance as expected.

The resulting server noise variance when FEDHDP algorithm is used with vanilla FEDAvVG, i.e., r = 1 is

1
U?,fedavg = N(O-g + (1 - pnp)Np’}/Z)' (12)

Lemma 2 (Performance gap between baselines and optimal FEDHDP). The gap in server’s performance
between FEDHDP with FEDAVG and the optimal FEDHDP, and the gap between DP-FEDAVG and the
optimal FEDHDP are as follows

2.4
O L(pnp(l — prp) N ) (13)
s,fedavg s,0pt N 0'2 + pnpNP72
o2, fedavg™ ¥ 1 (NP’VQPW(U?"FNP’Y% (14)
s,dp-fedavg™ " s,0pt ™ pF 0'2+P N’YQ .
c npstp
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Note that both (I3)) and (I4]) are positive. It can be seen that if the number of clients is large (N — 00),
the gap approaches (1 — pup)?7% and (1 — pup)y? in ([[3) and (I4)), respectively. This is expected since the
noise in the observation itself decreases as the number of clients increase. On the other hand, if p,, — 0 or
pnp — 1, the gap vanishes as expected. Furthermore, if the noise added for privacy 72 is large (v* — 00),
the gap become significant.

3.4 Personalized Local Estimates on Clients

In this part, we consider using personalization to train local models at clients. We show that the afore-
mentioned solution is Bayes optimal for local estimates at clients. Next, we discuss the optimality of the
proposed solution, namely FEDHDP, using the estimate 8* for both private and non-private clients in the
federated point estimation problem. To this end, we have the following theorem.

Theorem 3 (Personalized local estimate optimality). Assuming using FEDHDP with ratio r* in LemmalL,
and using the values A}, for non-private clients and A}, for private clients stated below, FEDHDP is Bayes
optimal (i.e., 0; converges to 05 for each client j € [N])

AZp = ﬁa
N N+ NY?+ (N — N,)I'?
PONY2(Y2 4+ 1)+ (N — N, +1)Y2I2 + 127

(15)

(16)

2 Ny~?
where Y2 = I, and T? = 22,
« «

The proof is relegated to the appendix to conserve space. We notice that the values of \* are not equal for
private and non-private clients.

The derived expression for the personalization parameters for all clients consider the presence of data het-
erogeneity as well as privacy heterogeneity. Next, we provide a few examples of corner cases for both Aj and
Anp for the considered federated point estimation problem:

e homogeneous data: When all clients have IID samples, then 72

N+T2(N—N,
Ay = AR AL) (r2 2

— 0. Resulting in Aj, — oo and

Specifically, personalization is needed for the private clients only, while non-
private clients utilize the global model.

 homogeneous privacy: When N, — N, then we have A — %

o homogeneous data and privacy: When 72 — 0 and N, — N, then Ap — %

Remark: Although the problem is fundamentally different, its solution is similar in spirit to a recently-
proposed personalization scheme known as DITTO (Liet al), [2021). FEDHDP differs from DITTO in a
number of major ways. First, The server-side aggregation in DITTO is the vanilla FEDAVG; however, in the
proposed solution the server-side aggregation is no longer FEDAVG, but rather a new aggregation rule which
utilizes the privacy choices made by clients. Second, DITTO is designed for robustness against malicious
clients; hence, the performance on malicious clients is not considered. That is not the case in the proposed
setup, where measuring the performance for all types of clients, i.e., clients with different privacy levels, is
needed, and improving their performance is desired across all sets of clients. Third, the server in DITTO is
unaware of the status of the clients, i.e., whether or not they are malicious; while in the proposed setup the
server is aware of the privacy choices made by clients and can be utilized during training to improve the
performance of the model.

3.5 Privacy-Utility Tradeoff

Earlier in this section, we have shown that for the problem of federated point estimation, the global estimate
benefited greatly from the introduced setup of heterogeneous differential privacy. A better global estimate
would enable better performance on clients’ devices in the federated point estimation setup, even when no
personalization is utilized. However, a question may arise on whether clients have a utility cost if they choose
to remain private compared to the case where they opt out.

To answer this question, we argue that opting out helps the server to produce a better global estimate, in
addition to helping clients to produce better personalized local estimates. In other words, clients that opt
out can produce better personalized local estimates compared to the ones that remain private. To illustrate
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the motivation of opting out for clients, we perform an experiment where we conduct the federated point
estimation experiment for two scenarios. The first is the case where client ¢; remains private, and the second
is the case where ¢ opts out of privacy and becomes non-private. For comparison, we provide the results of
the experiments of FEDHDP with the optimal value r*, as well as DITTO when using the vanilla FEDAVG.
The results of these experiments are shown in Figure 2 We can see that if the client is non-private, they
exhibit improvements in their estimates using the optimal value A\* for both algorithms, but the proposed
FEDHDP with the optimal value r* greatly outperforms the one with vanilla FEDAvVG. Additionally, in
this problem, we can see that the optimal value of A}, for non-private clients is always greater than or
equal to the value AJ for private clients, which is due to the value of 7 being less than or equal to 1. In
other words, non-private clients have more influence on the global estimate, and hence, encouraging the local
estimate to get closer to the global estimate in (Local FEDHDP objective]) is more meaningful compared to
private clients. Furthermore, this experiment illustrates an important trade-off between privacy and utility
for each client, where opting out of privacy improves performance, while maintaining privacy incurs degraded
performance.

3.6 Extension to Federated Linear Regression and More Complex Models

The extension of the federated point estimation to federated linear regression with two privacy levels along
with discussions of its optimality are presented in Appendix[Al In this extended setup, we have two subsets of
clients C; and Cs, each having its own privacy requirements 72 and ~3, respectively. We perform an analysis
of the new setup and show the optimality of the proposed solution. The federated point estimation problem
with private and non-private client subsets is a special case of the considered federated linear regression
analysis.

Note that the analysis for this simplified setup is considered a first step towards showing the success of the
proposed algorithm. Although it does not provide any guarantees beyond the considered federated point
estimation and federated linear regression, it gives us some insights into the different factors that can affect
the algorithm and its performance. We will see similar trends for more complex setups such as deep models
in the experimental evaluation section.

4 FedHDP: Federated Learning with Heterogeneous Differential Privacy

Now that we have been able to find a Bayes optimal solution in the simplified federated point estimation setup,
we build upon the ingredients we used to build a general solution for federated learning with heterogeneous
differential privacy. We formally present the FEDHDP algorithm and elaborate on its hyperparameters. The
FEDHDP algorithm that is designed to take advantage of the aforementioned heterogeneous privacy setup
is described in Algorithm [Il Similarly to the simplified setting, FEDHDP utilizes differential privacy with
adaptive clipping, upweighting of non-private clients at the server side, and a simple form of personalization.
First, the notations for the variables used in the algorithm are introduced. The set of N clients C is split
into subsets containing clients grouped according to their desired privacy levels, denoted by Cy,Ca, ...,C;. Let
the number of clients in the subset C; be denoted by N; = |C;|. The rest of the hyperparameters in the
algorithm are as follows: the noise multipliers z, z;, the clipping sensitivity S, the learning rate at clients 7,
the personalized learning rate at clients 7,, quantile s, and factor 7. Also, the superscript (-)* is used to
denote a parameter during the ¢-th training round.

During round ¢ of training, no additional steps are required for the clients during the global model training.
Clients train the received model using their local data followed by sending back their clipped updates AO;
along with their clipping indicator b; to the server. The server collects the updates from clients and performs
a two-step aggregation process. During the first step, the updates from the clients in each subset C; are
passed through a (e;, d;) differentially private averaging function to produce Aéf. In the second step of the
aggregation the outputs of the previous averaging functions are combined to produce the next iteration of
the model. In this step, the server performs a weighted average of the outputs. The weights for this step
are chosen based on the number of clients in each subset in that round, the privacy levels, as well as other
parameters. This part resembles the weighted averaging considered in the aforementioned federated point
estimation problem in Section [3.3] In general, the goal is to give more weight for updates from clients with
less strict privacy requirement compared to the ones with stricter privacy requirements. The output of this
step is A@*, which is then added to the previous model state to produce the next model state.
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Algorithm 1 FedHDP: Federated learning with heterogeneous DP

Inputs: model parameters 6°, sensitivity S°, learning At client c;:
rate 7, personalized learning rate n,, noise multipliers ClientUpdate(8°, c;, S):
z, zp, quantile x, and factor 7. 0« 0°
Outputs: 0", {0;} v 0; < 0° (if not initialized)
At server: B < batch the client’s data D;
for round t =0,1,2,...,7 — 1 do for epoch e=1,2,..., FE do
C' «+ Sample N* clients from C for B in B do
for client c; in C* in parallel do 0+ 6—-nVf;i0,B)
NG}, b+ ClientUpdate(6*, c;, S*) 0; < 0; —n,(Vfi(8;,B) +\0; —6°)
end for end for
for j € [I] in parallel do end for
N}« |cl], zjt<—zjfj—ft NG — 6 —6°
J

b Ljnre|,<s

AGY +— 3 A6+ N(0, (25)°T)
J

ciect return Clip(A8, S),b to server
end for ~
NGt — Zie[l] wi A6

o't — 0" + NO*
_ 1 t 22 L2y g Cli 0’ S):
St Ste ”b(<Nt Ziect PNz 57 ) ) fe(turn)ﬂ X

end for

S .
o (1672.5) to client

To further elaborate on the averaging weights, let us reconsider the simple setup where we have only two
subsets of clients, i.e., C; and Cy, with DP parameters (e1,01) and (eg, d2), respectively. Also suppose that
the second subset has stricter privacy requirements, i.e., €; > €3 and §; > 2 The weights w} and w’ during

t t
t Ny t TiNg 3
round ¢ can be expressed as follows w] = NTF N and ws = NTFNT - In general, we desire the value of r

be bounded as 0 <7 <1 in FEDHDP to use the less-private clients’ updates more meaningfully. The first
factor to consider when choosing r is related to the desired privacy budget, lower privacy budgets requires
more noise to be added, leading to a lower value of r. This intuition was verified in the simplified setting
in the previous section. Another factor that is more difficult to quantify is the heterogeneity between the
less-private set of clients and the private set of clients. To illustrate this intuition we give the following
example. Suppose that the model is being trained on the MNIST dataset where each client has samples of
only one digit. Consider two different scenarios: the first is when each of the less-private clients have a digit
drawn uniformly from all digits, and the second is when all of the less-private clients have the same digit.
It can be argued that the ratio r, when every other hyperparameter is fixed, should be higher in the second
scenario compared to the first; since contributions from the more-private clients are more significant to the
overall model in the second scenario than the first. This will be experimentally verified in the experiments
section presented later.

Then, clients need to train personalized models to be used locally. In the personalization process, each
client simultaneously continues learning a local model when participating in a training round using the local
dataset and the most recent version of the global model received during training and the appropriate value
of A. It is worth noting that the personalization step is similar in spirit to the personalized solution to the
federated point estimation problem in Section [3.4l Furthermore, the server keeps track of the privacy loss
due to the clients’ participation in each round by utilizing the moment accountant method (Abadi et all,
2016) for each set of clients to provide them with tighter bounds on their privacy loss.

5 Experimental Evaluation

Thus far, we showed that FEDHDP achieves Bayes optimal performance on a class of linear problems. In
this section, we present the results of a number of more realistic experiments to show the utility gain of
the proposed FEDHDP algorithm with fine-tuned hyperparameters compared to the baseline DP-FEDAVG
algorithm. Additionally, we compare the performance against another baseline in FEDHDP which considers
the same privacy guarantees, but applies uniform averaging, i.e., 7 = 1, instead of a weighted averaging

10
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Table 1: Summary of the results of experiments on synthetic datasets: We compare the performance of the baseline algorithms
against FEDHDP with tuned hyperparameters. The variance of the performance metric across clients is between parenthesis.

nonlID MNIST dataset, (3.6, 10_4)—DP
Setup Global model Personalized local models
Algorithm hyperparameters Accg% Accg p% Accg np% DNg% Accy p% Accy np% L%
NON-PRIVATE Anp =0.005 93.8 - 93.75(0.13) - - 99.98(0.001) -
DP_FEDAVG Ap =0.005 88.75 $8.64(0.39) E 99.97(0.002) B
FEDHDP N f/\:"'glo* 005 92.48 02.43(0.30) | 93.30(0.21) 0.88 99.94(0.001) | 99.94(0.001) 0.0
p =Anp =0.005
FepHDP = ;:17 87.71 87.55(0.42) 88.35(0.34) 0.8 99.97(0.001) 99.93(0.001) —0.04
p =Anp =0.005
Skewed nonIID MNIST dataset, (3.6, 10_4)—DP
NON-PRIVATE Anp =0.005 93.67 - 93.62(0.15) - - 99.98(0.001)
DP-FEDAVG Ap =0.005 88.93 88.87(0.35) - 99.98(0.001) -
FEDHDP N ’;\=0'1’ 90.36 89.96(0.37) 97.45(0.01) 7.49 99.97(0.001) 99.76(0.003) —0.21
p =Anp =0.005
FEDHDP N ’;\:0‘9’ 87.96 87.69(0.56) 92.97(0.04) 5.28 99.98(0.001) 99.96(0.001) —0.02
b =Anp =0.005
FEDHDP N 7;:1;0 005 88.25 88.05(0.39) | 89.98(0.05) 1.93 99.97(0.001) | 99.85(0.001) —0.11
P — 7 np —

at the server. The experiments consider the case where two privacy levels are presented to each client to
choose from, to be private or non-private. The experiments show that FEDHDP outperforms the baseline
algorithms with the right choice of the hyperparameters r, A in terms of the global model accuracy, as well
as in terms of the average personalized local model accuracy.

5.1 Setup

The experiments are conducted on multiple federated datasets, synthetic and realistic. The synthetic datasets
are manually created to simulate extreme cases of data heterogeneity often exhibited in federated learning
scenarios. The realistic federated datasets are from TFF (Google, 2019), where such datasets are assigned
to clients according to some criteria. The synthetic dataset is referred to as the non-IID MNIST dataset,
and the number of samples at a client is fixed across all clients. Each client is assigned samples randomly
from the subsets of samples each with a single digit between 0—9. A skewed version of the synthetic dataset
is one where non-private clients are sampled from the clients who have the digit 7 in their data. In the
non-IID MNIST dataset, we have 2,000 clients and we randomly sample 5% of them for training each round.
The realistic federated datasets are the FMNIST and FEMNIST from TFF datasets. The FMNIST and
FEMNIST datasets contain 3,383 and 3,400 clients, respectively, and we sample ~ 3% of them for training
each round. TensorFlow Privacy (TFP) (Google, [2018) is used to compute the privacy loss, i.e., the values
of (e,9), incurred during the training phase.

It is worth noting that computing the optimal values of 7, A, and A, for non-convex models such as neural
networks is not an easy task. To resolve this issue in this section, we treat them as hyperparameters to be
tuned. In practice, we cannot compute these parameters analytically, and hence we choose these parameters
via grid search on the validation set. Refer to the appendix for an extended description of the used models
and their parameters, as well as an extended version of the results.

5.2 Results

In this part, we provide the outcomes of the experiments on the datasets mentioned above. In these experi-
ments, we provide results for an opt-out rate of 5% of the total client population. Clients that opt out are
picked randomly from the set of all clients but fixed for a fair comparison across all experiments. The excep-
tion for this assumption is for the skewed non-ITD MNIST dataset, where clients that opt out are sampled
from the clients who have the digit 7. All other hyperparameters are fixed. To evaluate the performance of
each algorithm, we measure the following quantities for each dataset:

1. Accy: the average test accuracy on the server test dataset using the global model.

2. Accg,p, Accgnp: the average test accuracy of all private and non-private clients using the global
model on their local test datasets, respectively.

3. Accip, Accinp: the average test accuracy of all private and non-private clients using their personal-
ized local models on their local test datasets, respectively.

11
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Table 2: Summarized results of experiments on realistic federated datasets: We compare the performance of the baseline
algorithms against FEDHDP with the hyperparameters that perform best. The variance of the performance metric across
clients is between parenthesis.

FMNIST dataset, (0.6, 10 %)-DP

Setup Global model Personalized local models
Algorithm hyperparameters Accg% Accg p% Accg np% ANg% Accy p% Accl,np% 2%
NON-PRIVATE Anp =0.05 89.65 - 89.35(1.68) - - 94.53(0.59) -
DP-FeDAvVG Ap =0.05 77.61 77.62(2.55) - 90.04(1.04) -
, Ny T=0.01,
FEDHDI Ap = 0.05, App = 0.005 86.88 85.36(1.89) 90.02(1.28) 4.66 93.76(0.68) 95.94(0.41) 2.18
r=1,

FEDHDP 75.87 75.77(2.84) 74.41(2.8) —1.36 90.45(1.02) 92.32(0.8) 1.87

Ap = Anp =0.005

FEMNIST dataset, (4.1, 10— %)-DP

NON-PRIVATE Anp =0.25 81.66 - 81.79(1.38) - 84.46(0.89)
DP-FEDAvVG Ap =0.05 75.42 75.86(1.82) - 74.69(1.29) -
FEDHDP N 7TA:0'17' 0.05 76.52 77.91(1.67) 83.9(1.27) 5.99 77.9(1.22) 79.15(0.99) 1.25
p = Anp = 0.
FEpHDP _r=0.01, 74.86 77.31(2.18) 86.73(0.98) 9.42 81.19(1.02) 84.68(0.78) 3.49
Ap = Anp =0.25
FEpHDP r=1, 75.12 75.87(1.65) 78.59(1.58) 2.72 74.67(1.34) 75.95(1.12) 1.28

Ap =Anp =0.05

4. Ag, Ay: the gain in the average performance of non-private clients over the private ones using the
global model and the personalized local models on their local test datasets, respectively; computed
as Ng = Accgnp — Accgp and Ap = Accynp — Acayp.

A summary of the results, shown in Table [I]and Table[2, provides the best performance for each experiment
along with their corresponding hyperparameters. More detailed results are shown in the appendix. If different
values of the hyperparameters in FEDHDP yield two competing results, such as one with better global model
performance at the server and one with better personalized models at the clients, we show both.

We can see from Tables[Iland 2l that FEDHDP allows the server to learn better global models while allowing
clients to learn better personalized local models compared to the other baselines, i.e., DP-FEDAVG as well as
the FEDHDP with » = 1. For example, the gain due to FEDHDP compared to the DP-FEDAVG in terms of
global model performance is up to 9.27%. For personalized local models, the gain for clients due to FEDHDP
compared to DP-FEDAVG is up to 9.99%. Additionally, we can also see the cost in the average performance
in personalized local models between clients who choose to opt out of privacy and clients who choose to
remain private. This demonstrates the advantage of opting out, which provides clients with an incentive to
opt out of differential privacy to improve their personalized local models, for example, non-private clients can
gain up to 3.49% on average in terms of personalized local model performance compared to private clients.
It is worth mentioning that opting out can also improve the global model’s performance on clients’ local
data. We observe that there is up to 12.4% gain in the average performance of non-private clients in terms
of the accuracy of the global model on the local data compared to the one of baseline DP-FEDAVG. Similar
trends can be observed for the other baseline.

6 Conclusion

In this paper, we considered a new aspect of heterogeneity in federated learning setups. We proposed a new
setup for privacy heterogeneity between clients where privacy levels are no longer fixed for all clients. In
this setup, the clients choose their desired privacy levels according to their preferences and inform the server
about the choice. We provided a formal treatment for the federated point estimation problem and showed
the optimality of the proposed solution on the central server as well as the personalized local models in such
setup. Moreover, we have observed that personalization becomes necessary whenever data heterogeneity is
present, or privacy is required, or both. We proposed a new algorithm called FEDHDP for the considered
setup. In FEDHDP, the aim is to employ differential privacy to ensure the privacy level desired by each
clients are met, and we proposed a two-step aggregation scheme at the server to improve the utility of the
model. We also utilize personalization to improve the performance at clients. Finally, we provided a set
of experiments on synthetic and realistic federated datasets considering the opt-out of privacy setup. We
showed that FEDHDP outperforms the baseline private FL algorithm in terms of the global model as well as
the personalized local models performance, and showed an the cost of requiring stricter privacy parameters
in such scenarios in terms of the gap in the average performance at clients. Finally, broader impacts of this
work are discussed in Appendix
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