Under review as a conference paper at ICLR 2026

DETECTING LLM HALLUCINATIONS VIA NONLINEAR
MANIFOLD SEPARATION

Anonymous authors
Paper under double-blind review

ABSTRACT

Large language models (LLMs) demonstrate exceptional performance across vari-
ous tasks but are prone to hallucinations, raising concerns about the reliability of
their outputs. When dealing with hallucination issues in unlabeled data within wild
settings, existing approaches have suggested using latent feature space information
for detecting hallucinations. However, these studies have not thoroughly analyzed
the distribution of samples within the latent feature space and typically rely on
linear methods. To better understand data distributions, we introduce Hallucina-
tion Attention Regions (HARs) and True Attention Regions (TARs) to describe
the latent-space distributions of hallucinated and truthful samples. Our empirical
analysis confirms that HARs and TARSs are nonlinearly separable. Based on the
hypothesis that high-dimensional sample distributions can be embedded into a
low-dimensional manifold, we propose the HDME framework, which enables
the automatic detection of hallucination samples in unlabeled data. The HDME
framework involves three steps: (1) embedding high-dimensional samples into
low-dimensional manifolds, (2) clustering the data to generate pseudo-labels, and
(3) training a hallucination detector using these labels. Experimental results demon-
strate that our method achieves superior performance in hallucination detection
across diverse datasets. We will release the code upon acceptance.

1 INTRODUCTION

The emergence of large language models (LLMs) [Zhao et al.| (2023)) has transformed the field of
natural language processing (NLP), driving major progress in text generation, comprehension, and
reasoning tasks. Trained on vast datasets, LLMs can generate coherent and contextually relevant text.
However, a key challenge is the hallucination phenomenon J1 et al.[(2023)). LLMs sometimes produce
plausible but factually incorrect information, which can appear as made-up facts, misattributed quotes,
or completely fabricated stories. This undermines the reliability of LLMs, especially in applications
where accuracy is crucial, like legal documentation, medical advice, and educational content. Thus,
hallucination detection |Luo et al.| (2024), which determines the truthfulness of LLM-generated
content, is of great importance.

The previous method, Haloscope |Du et al.| (2024), aims at the issue of unlabeled data in real-
world scenarios and proposes a more challenging setting, which is the hallucination detection
problem under wild data. The core idea of Haloscope is to make use of the language model’s
latent representations that can capture information related to truthfulness. Specifically, it identifies
a subspace for hallucinated statements in the activation space and considers a point potentially
hallucinated if its representation aligns strongly with this subspace. Factorization of LLM embeddings
is used, with top singular vectors forming a latent subspace for membership estimation. The estimation
score, measuring the projected embedding norm on these vectors, varies for different data types, has
a simple math interpretation, and is easy to implement. However, Haloscope does not thoroughly
analyze the distribution of samples within the latent feature space and relies on linear methods.

To better understand the data distribution, inspired by |Crabbé & van der Schaar| (2022) who proposed
Concept Activation Regions (CARs) using kernel tricks to explain the distribution of different
concepts in the latent space, we propose Hallucination Attention Regions (HARs) and True Attention
Regions (TARs) for hallucinated and truthful samples respectively. This enables us to comprehend the
distribution of hallucinated and truthful information generated by LL.Ms in their latent feature space.



Under review as a conference paper at ICLR 2026

Representation vectors : Frozen “: Trainable

A, ; The watermelon seeds pass \/

1t Linear-layer & Softmax
through your digestive system?

Transformer-layer L |
H

H
-+ Laten space :

Unlabeled dataset {(Q:;Az) }5\’;1 : Transformer-layer 1 I

i
i
! . "

i i Q Hallucination detector Gy
i
i

Ay : No, only some are women)(/

Jakey induj
Jake] Indino

............................ ¢
Q1 . What happens to you if you eat
watermelon seeds?
e 00--00
Q@ : Are all women women? N\ Input tokens /

I t

Figure 1: Overview of the proposed HDME framework. The process begins by generating an
unlabeled dataset through the deployment of an LLM in real-world scenarios. Representation vectors
are then extracted from the model’s outputs. HDME employs nonlinear manifold embedding to
project these vectors into a low-dimensional subspace, where clustering is performed to generate
pseudo-labels. Finally, a manifold submodule F\ is incorporated into the hallucination detector Gy,
as detailed in Section[5.3]

We assume that HARs and TARs are non-linearly separable in the LLM latent space, which is in line
with the concept smoothness assumption of CARs. Analysis of the Truthful QA |Lin et al.|(2022a)
dataset in the latent space of Qwen-2.5-7b|Qwen et al.|(2025) provides support for this assumption.

In this paper, we propose a novel LLM hallucination detection method named HDME. High-
dimensional data frequently contain irrelevant or noisy features, which can significantly impede the
accuracy and efficiency of data analysis. To address this issue, the application of nonlinear manifold
fitting methods proves to be an effective approach for eliminating redundancy Meila & Zhang| (2024).
Given the assumption that high-dimensional data can be embedded into a low-dimensional manifold
Lin & Zhal (2008b), our proposed HDME method leverages the structural and geometric information
of samples in the latent space to improve the detection of hallucination samples in unlabeled data.
Specifically, HDME first embeds high-dimensional representation samples into low-dimensional
manifolds using manifold fitting, then clusters the embedded data to generate pseudo-labels, and
finally uses these labels to train a hallucination detector.

Extensive experimental results across various series and scales of large language models demonstrate
that our method, HDME, surpasses HaloScope and several other advanced methods in hallucination
detection performance across multiple datasets. Furthermore, HDME exhibits more stable results
than HaloScope in multiple independent repeated experiments. For instance, using Llama2-7B-chat,
our method achieves a cumulative improvement of 20.27% in mean AUROC across four different
datasets compared to HaloScope, along with a cumulative reduction of 14.28% in standard deviation.
Additionally, we conducted ablation studies on the critical modules and hyperparameters of HDME
to thoroughly explore the function of each module, aiding in future enhancements.

‘We summarize our contributions as follows:

* To better understand data distributions in the latent space, we introduce Hallucination
Attention Regions (HARs) and True Attention Regions (TARs) to analyze the distribution of
hallucinated and truthful samples in the latent space of LLMs. Our empirical analysis shows
that HARs and TARs are non-linearly separable. (See Section )

* We propose HDME, a novel framework that uses manifold embedding and clustering to
automatically detect hallucinated samples in unlabeled data, enhancing the performance and
robustness of hallucination detection in the latent space.(See Section 3]

» Experimental results demonstrate that our method achieves superior performance in halluci-
nation detection across diverse datasets. Besides, we conduct in-depth ablation studies on
key modules and hyperparameters in HDME. (See Section [6])

2 RELATED WORK

Hallucination Detection. Detecting hallucinations in Large Language Models (LLMs) is critical for
ensuring content reliability. Research in this area has explored diverse approaches. Some methods
focus on self-consistency without external data; Manakul et al.| (2023)) introduced SelfCheckGPT,
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which assesses the internal consistency of an LLM’s own outputs. Other work analyzes the internal
states of LLMs. For example, Chen et al,| (2024a) proposed the INSIDE framework, using the
EigenScore metric to assess self-consistency from internal representations. Similarly, |Su et al.[(2024)
presented MIND, an unsupervised framework that leverages internal states for real-time detection
and reportedly outperforms prior methods on the HELM benchmark. Supervised approaches have
also been developed, such as the RelD discriminator by (Chen et al.| (2023)), trained on a bilingual
QA dataset. Efforts to advance the field also include creating new datasets and benchmarks. [Liu
et al.|(2021) proposed HADES, a token-level dataset for fine-grained, reference-free detection. (Chen
et al.| (2024b) introduced the FACTCHD benchmark for fact-conflicting hallucinations and TRUTH-
TRIANGULATOR, a method that combines tool-use with LoRA-tuning. Kang et al.|(2024) evaluated
metrics in multilingual settings, finding NLI-based approaches more effective than lexical ones,
though challenges remain for low-resource languages. Finally, Park et al.[(2025) propose Truthfulness
Separator Vector (TSV) to reshape LLMs’ latent space during inference for separating truthful and
hallucinated outputs, via two-stage training with small labeled data and OT-based pseudo-labeling.

Manifold fitting. Manifold learning provides foundational techniques for representing high-
dimensional data in lower-dimensional spaces. Early work by Belkin & Niyogi| (2003)) used the
graph Laplacian to construct locality-preserving embeddings. Subsequently, |[Fefferman et al.[ (2018
2023) developed algorithms with theoretical guarantees to fit manifolds from noisy data, ensuring
a small Hausdorff distance to the ground-truth manifold. These foundational methods have been
extended to diverse applications and advanced architectures. For example, recent work has applied
manifold fitting to denoise single-cell RNA sequencing data for improved clustering (Yao et al.|
2024al), integrated it with generative adversarial networks to map latent spaces to data manifolds (Yao
et al.| 2024b)), and extended it to non-Euclidean spaces with sample-efficient guarantees for noisy
observations (Yao et al., [2023)).

3 PROBLEM SETTING

Following Haloscope Du et al.| (2024)), this section introduces the generation of LLMs deployed
in-the-wild scenarios and provides a formal definition of latent space hallucination detection.

Large language models (LLMs), such as GPT |Achiam et al.| (2023)), when deployed in real-world
applications, can generate substantial amounts of text based on user prompts. Considering an L-layer,
H-head LLM with a causal decoder structure, where the model dimension is D. We denote the input
prompt as Xprompt = {Z1,...,Zc.} C V, where V represents the vocabulary comprising n, = |V|
tokens. Subsequently, the model generates an output sequence Xouiput = {Ze+1,---,&n f i an
autoregressive fashion, we denote X = (Xprompt7 x(mtput) € X as one sample. For each output
token zj, j € {c+1,...,n},letx; = {z1,...,x;_1} denote the prefix of z;.

Definition 3.1 (Generation of LLM). The generation process for the output token x;, given the prefix

x;, can be described by z; = argmax P(v;/|x;). Here, v;/ denotes the j'-th token in the vocabulary
v;r€

V), and the probability P is computed as follows:

P(v;/|x;) = softmax (hL(xj,l)Wo +b,) ()

j/ )
where hX(x;_1) € RP denotes the representation vector of the query token z;_; at the L-th layer of
LLM. W, and b,, are the weight and bias parameters of the token prediction head, respectively. The
subscript j' of softmax(-) identifies the j'-th element of the resulting probability vector.

Definition 3.2 (Hallucination of LLM). When a given prompt X;,omp¢ 1S provided as input to
an LLM, it generates two distinct outputs: Xuu., Which is consistent with the prompt and free
from hallucinations, and xy,;, which contradicts or conflicts with the prompt. We define X, =
(Xprompts Xirue) € X and Xpa = (Xprompt, Xna) € X as two sample pairs. Assume the existence of
distributions Dy and Dy, over the sample space X such that Xiye ~ Diye and Xpa ~ Dhar-

In a wild scenario, the outputs of LLM are determined solely by their model parameters. These
outputs typically contain a mixture of factual information and potentially fabricated content, often
referred to as hallucinations. In this study, we adopt the Huber contamination model Huber] (1992)),
as employed by Du et al.| (2024)), to characterize the unlabeled generations of LLM as follows:
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Definition 3.3 (Unlabeled sample distribution). Each unlabeled generative sample X € X from an
LLM follows a distribution denoted as Dypabeled- There exists a constant g € (0, 1] such that

Dhnlabeled = (1 - ,U)Dtrue + pDpg. )

It is important to observe that the value of p is typically small, as most of the generated information
is accurate. Specifically, 1+ = 0 indicates an idealistic situation that the model does not produce any
false information.

For each sample X € X, the representation matrix at the [-th layer of a LLM can be described as

! {TFZ(Hl‘l), 1>1

T\ Emb(X), 1=0 )

Here, Emb(X) denotes the embedding matrix of X, and TF"(-) is the I-th layer transformer block
Vaswanil (2017) (see Section@] for details). In a decoder-only Transformer model, the representation
vector of the last token encapsulates information from all preceding tokens. Therefore, we define the
representation vector of a sample as follows:

Definition 3.4 (Representation vector). For a given sample X € X containing n tokens, we define
the function h! : X — H C RP, which yields the representation vector of the sample at the [-th layer,
expressed as h!(X) = h!,, where h!, represents the n-th row of the embedding matrix H', as defined
in Equation (3)). Note that this vector is the representation of the final token in the given sample.

Building on the previous definitions, hallucination detection based on the representation space (i.e.,
latent space) can be defined as follows:

Definition 3.5 (Hallucination detection in representation space). Consider an L-layer LLM.
Given any prompt X,.omp¢ and its corresponding output X,,¢put, Which together as a sample
X = (Xprompts Xoutput) € X, We can extract a representation vector h = hY(X) € H at the
l-th layer of the LLM, where 1 < [ < L. The aim of hallucination detection in the representation
space is to devise a binary classifier Gy : H — {0, 1} such that

07 Zf X~ Dtrue

oty = {7 @

otherwise

4 UNDERSTAND DISTRIBUTION OF HALLUCINATIONS BASED ON
HALLUCINATION ATTENTION REGIONS

To enhance the understanding of hallucination detection in the latent space, we introduce Hallucination
Attention Regions (HARs) and examine the distribution of hallucinated and truthful samples. We
start by defining the generation of the unlabeled empirical dataset:

Definition 4.1 (Empirical dataset). Consider a set of prompts {Xprompt1 ;- * s Xprompty - These
prompts are inputted into a locally deployed, offline LLM, resulting in a set of corresponding
outputs {Xoutputss - s Xoutputy +- Each pairing of a prompt and its output, represented as X; =
(Xprompts s Xoutput, ), serves as an empirical sample drawn from a distribution Dyglapeted- Consequently,
the collection of all empirical samples is denoted as

N = {Xi|Xi ~ Dunlabetea; i € [N]} C X. (5)

Within this collection, we define the subset of hallucination samples as A/ b= {X;|X; ~ Dipe; i €
[N]}, while the subset of clean samples is defined as N¢ := {X;|X; ~ Dya;4 € [N]}. Utilizing the
function h! defined as Theorem 3.4, we can get the representation vector set S of set A/, which can
be denoted as

S :={h; = h'(X;)|X; e N} C H. (6)
Similarly, we can define set S* := {h; = h!(X;)|X; € N"} and set S¢ := {h; = h/(X;)|X; €
N¢} as the representation vector sets of sets N'* and V¢ respectively.

According to Hofmann et al.| (2008), a kernel function  : H x H — R™T can be utilized to measure
the proximity between h; and h; within the space H. In this work, we choose the Gaussian kernel
function, defined as

Iy —hy |3

k(h;, hj) = exp ( 557

) (7
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where o2 represents the variance, which determines the connectivity length scale|Von Luxburg|(2007).
Then, we can define the hallucination density as follows:

Definition 4.2 (Hallucination density). The hallucination density for each element h € H can
be defined as a function p" : H — R such that p"(h) := oS (h) — p°(h), pS" (h) =
7 on,esr K1), p87(h) = 3237 o k(h, hy), where N* = |S"| and N¢ = |5¢|. The
density of S” around the point h is higher when p(h) > 0, indicating that h is more likely to belong

to S". Conversely, if p"(h) < 0, it suggests that h is more likely to belong to S¢. It is noteworthy
that p"(h) ~ 0 when h resides at the intersection of S and S°.

Drawing inspiration from Crabbé & van der Schaar (2022), we apply the density function p” to
characterize the distribution of hallucination samples within the LLM representation space as follows:

Definition 4.3 (Hallucination attention region). Consider H as the representation space of a LLM at
the I-th layer. The hallucination attention region (HAR) of the LLM within H is defined as a subspace
H" C H, which satisfies the condition Ey,c4,» [p" (h)] > 0. The complementary subspace termed the
true attention region (TAR), is denoted as H¢ C H, and satisfies the condition Ey, e [p" (h)] < 0.

Visualization analysis of hallucinated and truthful samples in the latent space of an open-source LLM
(see Figures 2(a)]and reveals that their distribution is complex and non-linearly separable. Thus,
we make the following assumption, which aligns with the concept smoothness assumption of CARs
in the DNN latent space [Crabbé & van der Schaari (2022)):

Assumption 4.4. The HAR H" and the TAR ¢ are nonlinearly separable within the latent space .
In other words, the datasets S and S¢ are nonlinearly separable within 7.
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Figure 2: The distribution of Truthful QA (T) [Lin et al.| (2022a)), TriviaQA (Tr) Joshi et al.| (2017)
samples in the latent feature space of Qwen-2.5-7b. (a) In the original space with dimension
D = 4096. (b) After embedding onto a manifold with a dimension d = 3. Here, we select layer
! = 16 and use the manifold embedding method referenced in Section 5.1}

5 METHODOLOGY

The complete algorithmic workflow is illustrated in Figure[I] and we now proceed to detail its specific
components. We aim to identify hallucination samples within the unlabeled dataset N using its
representation vector set S in the latent space. The high dimensionality of the LLM latent space likely
includes substantial irrelevant or noisy information, complicating the identification of hallucination
samples. Consequently, we propose the following assumptions about the latent space data:

Assumption 5.1. The set of representation vectors S C H can be effectively projected onto a
low-dimensional manifold M with dimension d, where d < D.

The aforementioned assumption is commonly used in the analysis of high-dimensional nonlinear
data (Lin & Zhal 2008a; He et al.,|2014; Meila & Zhang| |2024). Additionally, the visualization of
the manifold embedding of latent space samples (see Figures [2(b)] and 2(d)) further supports this
assumption. Based on Theorem 4.4)and Theorem 5.1} we propose a framework, HDME, for detecting
hallucinations in the latent space of LLMs. This framework involves three main steps, detailed in
Sections[5.1]to[5.3] The whole HDME framework refers to Algorithm [I]
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5.1 MANIFOLD EMBEDDING

We first follow [Yao et al.| (2024al)) to process the representation vectors in the original space. The
primary objective of this step is to enhance the spatial distribution of the data and capture class-
consistent neighborhoods of hallucinated samples.

Manifold projection. Given a set of unlabeled data points S = {h; € RP}¥ . the manifold
projection data of S can be defined as Z := {z; = Ez(h;)|h; € S}, where Ez is a projection
function based on manifold fitting:

Ez(h;) = arg max o(hy), ®)

Here, h; is a point within the cylinder centered at h;, o(h;) represents the density value of h; (see
Section . Denote z = % Zf\;l z; as the average vector of Z. The centralized set is then defined
aSZA:{ii:Zi—Z|Zi€Z}.

Spectral embedding. To extract the low-dimensional manifold of the dataset, we use the classic
spectral method [Shi & Malik! (2000); Belkin & Niyogi (2003)) to project high-dimensional data into a

lower-dimensional space. For the dataset Z = {2; € RP}Y || we first compute the adjacency matrix
W € RV*N by evaluating the similarity between samples: W.,; = k(2;,2;), where x is the Gaussian
kernel function defined in Equation . Let D be the degree matrix, defined as D;; = Z;\f:l W,,.
The normalized Laplacian matrix is then L = D~/2LD~'/2 where L = D — W is the Laplacian

matrix. By decomposing L, we obtain the eigenvectors { fL ey ﬁl} C R¥ corresponding to the
smallest d eigenvalues {0 < A; < ... < A\;}. The embedding matrix, providing the low-dimensional
representation of the data, is F = [f1, fo, ..., fq] € RV*9,

5.2 HALLUCINATION CLUSTER DETECTION

Let f; € R? be the i-th row of F, representing the embedding vector of each h; € S. We define
the clustering dataset as C = {fy,--- , fiy}. We can then apply classic clustering algorithms such as
Birch Zhang et al.|(1996), K-means [Likas et al.| (2003), Agglomerative Clustering Miillner| (201 1)),
and Spectral Clustering |[Ng et al.|(2001) to perform unsupervised clustering on C. This process yields
cluster labels {7; } ¥, for each data point. We will further explore the impact of different clustering
algorithms on hallucination detection performance in Section [6.3]

5.3 HALLUCINATION DETECTOR

Based on the cluster labels {7;}¥ |, we can use the training samples {(h;, 7;)} Y to train a binary
classifier Gy : H — {0, 1} for hallucination detection, which is defined as

Gp(h) = sigmoid (Fpq (6(hW7 + by)) Wa + bs) . 9)

Here, o denotes the ReLU activation function, W; € RP*? and W, € R%*1 are the weight
parameters, and by and by are the bias parameters. The module F'x4, proposed by |Yao et al.[(2024b),
is a manifold fitting sub-module that projects input data near the manifold where a given target dataset
resides. The clustering dataset C = {f;}}¥,, obtained from manifold embedding, is used as the target
dataset (see Figure[I)). For more details about F'y4, please refer to Section[A.3]

6 EXPIREMENTS

This section presents the experimental setup, key conclusions, and results from comparative and
ablation studies.

6.1 SETUP

Datasets. We used four generative question-answering (QA) datasets: Truthful QA Lin et al.|(2022a)),
TriviaQA [Joshi et al.[(2017), NQ Open |Kwiatkowski et al.| (2019)), and SciQ Welbl et al.|(2017).Truth-
fulQA is open-book conversational QA datasets with 817 QA pairs. TriviaQA is a closed-book QA
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Table 1: Comparison results (AUROC%) with various competitive hallucination detection algorithms
across different datasets and models. "Single sampling" indicates whether the approach requires
multiple generations during inference. Both Haloscope and our method report the mean and standard
deviation over 5 independent repeated experiments. The results of the remaining methods are cited
from |Park et al.| (2025). Bold numbers are superior results.

Model Method Single sampling|Truthful QA TriviaQA  SciQ  NQ Open
Perplexity v 71.4 76.3 52.6 50.3
LN-Entropy X 62.5 55.8 57.6 52.7
Semantic Entropy X 59.4 68.7 68.2 60.7
Lexical Similarity X 49.1 71.0 61.0 60.9
EigenScore X 45.3 69.1 59.6 56.7
SelfCKGPT X 57.0 80.2 67.9 60.0
LLaMA-3.1-8b "G palize v 50.4 511 534 507
Self-evaluation v 67.8 50.9 54.6 52.2
CCS v 66.4 60.1 77.1 62.6
TSV v 84.2 84.0 85.8 76.1

HaloScope v 83.27%F2-97 83.52F>-31 8().19F2:37 71.48F0-28

HDME (Ours) v 86.562 70 85.53+1-09 86.15%3-51 82.00%2-°
Perplexity v 65.1 50.2 53.4 51.2
LN-Entropy X 66.7 51.1 52.4 54.3
Semantic Entropy X 66.1 58.7 65.9 65.3
Lexical Similarity X 49.0 63.1 62.2 61.2
EigenScore X 53.7 61.3 63.2 57.4
Qwen-2.5-7b SelfCKGPT X 61.7 62.3 58.6 63.4
’ Verbalize v 60.0 54.3 51.2 51.2
Self-evaluation v 73.7 50.9 53.8 52.4
CCS v 67.9 53.0 51.9 51.2
TSV v 87.3 79.8 82.0 73.8

HaloScope v 83.43F3-15 72 3176875 2031979 35+4.31

HDME (Ours) v 88.65208 81.29%0-92 81 (1+253 89,95%3-46

dataset, and we used the deduplicated validation subset containing 9,960 QA pairs. We used a 3:1
training-to-test set ratio and extracted 100 samples from the training set as a validation set for each
dataset. Dataset ' was generated using a greedy sampling strategy, as described in Theorem [3.1]

Models. Since our method requires access to hidden layer representations, our experiments are
conducted on two series of open-source models: LLaMA-3.1-8b |Dubey et al.| (2024), and Qwen-
2.5-7b|Qwen et al.| (2025). We deploy these models on a local server using pre-trained weights and
perform zero-shot inference with frozen parameters.

Baselines. Our primary baseline is Haloscope Du et al.|(2024), a pioneering method that uses linear
matrix decomposition on latent space representations for unsupervised hallucination detection. More
span several categories: (1) uncertainty-based Perplexity [Ren et al.| (2022, LN-entropy Malinin &
Gales| (2021), Semantic Entropy (Chen et al.|(2024a)); (2) consistency-based Lexical Similarity |[Lin
et al.|(2023), SelfCKGPT Manakul et al.| (2023), EigenScore Chen et al.|(2024a); (3) prompting-based
Verbalize |Lin et al.| (2022b), Self-evaluation |[Kadavath et al.|(2022)); (4) knowledge discovery CCS
Burns et al.| (2023)); and (5) latent space steering TSV [Park et al.| (2025)).

Evaluation. Following Du et al.|(2024) and [Lin et al.|(2022a)), we generate ground-truth labels by
computing BLEURT [Sellam et al.| (2020) similarity scores between generated content and its ground
truth. As hallucination detection is a binary classification task, we evaluate all methods using the
Area Under the Receiver Operating Characteristic (AUROC) curve, consistent with prior work |Du
et al. (2024); Manakul et al.|(2023); |Kuhn et al.|(2023). To demonstrate robustness, we also report
results using Rouge-L |Lin| (2004) as the similarity measure (see Section[A.5.3).

Implementation details. For the classifier Gy defined in Equation (9), we initialize the parameters
79,71, and o in the Fy4 submodule with their default values: ro = o = 0.05 and r; = 0.1, and
use a learnable strategy. The classifier in Haloscope uses the default settings reported in their paper.
We use the Adam optimizer andJimmy Ba/ (2015) with the following parameters: a maximum of 50
iterations, a batch size of 512, an initial learning rate of 0.05, and a cosine learning rate decay with
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an initial decay rate of 0.003. Following Du et al.| (2024), we use the validation set to determine the
extraction layer [ for the representation vectors and the dimension d of the manifold embedding. All
experiments were conducted using eight NVIDIA A6000 GPUs.

6.2 MAIN RESULTS

As detailed in Table|l} our method, HDME, outperforms competing hallucination detectors. Across
five independent experiments on two open-source models and four datasets, the mean performance
of HDME surpasses the Haloscope, notably achieving an 10.52% improvement on NQ Open. Fur-
thermore, HDME exhibits lower standard deviations, indicating greater robustness to random seed
initialization. Computationally, HDME is as efficient as Haloscope, as neither requires multiple
sampling generations, unlike methods such as Perplexity [Ren et al.|(2022)) and Self-evaluation Ka
davath et al.[(2022). However, HDME offers significant advantages over Haloscope: it automates
label generation {7;}¥ ; through clustering, which eliminates manual thresholding 7' and reduces
hyperparameter dependency. Additionally, its classifier’s MLP dimension is substantially smaller
(d < 10 vs. 1024), drastically lowering training costs.

6.3 ABLATION STUDY.

The impact of the feature extraction layer [ on HDME. As shown in Figure we conduct
hallucination detection using representation vectors extracted from different layers of Qwen-2.5-
14b, with all experimental settings consistent with the main experiment. We observe that HDME’s
performance initially increases with the number of layers, peaks between layers 10 and 20, and then
decreases. This trend aligns with Haloscope’s performance, confirming the findings of |Azaria &
Mitchell| (2023); [Chen et al.| (2024a)) that intermediate layer representations are more effective for
downstream tasks.

(a) AUROC Trend Across Layers 100 (b) AUROC Trend Across Embedding Dimensions d
100

—s— Mean AUROC
Standard Deviation

Mean AUROC
Standard Deviation

AUROC

500 12734567 8 910111213141516171819202122232425262728293031323334353637383940 50 2 3 4 5 6 7 8 9 10

Layer Manifold embedding dimension

Figure 3: Ablation experiments on [ and d. (a) The impact of different feature extraction layers [ on
HDME performance. (b) The variation of HDME performance with manifold embedding dimension
d. All experiments are conducted on Qwen-2.5-14b and Truthful QA.

Ablation on manifold embedding dimension d. As shown in Figure we explore the impact
of manifold embedding dimension d on HDME performance using the Qwen-2.5-14b model, with
the feature extraction layer fixed at [ = 14 (the optimal setting for Qwen-2.5-14b, see Figure [3(a)).
We find that embedding the high-dimensional raw data into a 3-5 dimensional subspace yields better
results, supporting the validity of Theorem[5.1]

Exploration of the effectiveness of the manifold modules in HDME. We performed an abla-
tion study to assess the two manifold modules in our HDME method: the projection module E'z
(Equation (8)) and the fitting submodule F( within the detector Gy. As shown in Table 2] Ez
primarily increases the mean AUROC, while F'y reduces its standard deviation, indicating that they
respectively enhance performance and robustness. The performance gain from Ez stems from its
ability to increase the initial separation between hallucinated and factual samples. The robustness
from Fp4 is achieved by projecting embeddings onto the learned manifold M, which amplifies
sample separability for the final MLP classifier in Gy. Using both modules yields the best results.
Notably, our classifier’s MLP dimension of d < 10 is significantly smaller than the 1024 used by
Haloscope, substantially reducing training costs.
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Ablation study on the selection of clustering algorithms. Since the hallucination classifier is
trained on clustering-derived labels, its performance is contingent on the clustering algorithm’s
accuracy. We ablated four common clustering algorithms, using default sklearn parameters except
for Birch (threshold=0.01) and SpectralClustering (affinity="rbf"). The AUROC results in Table 2]
demonstrate that spectral clustering provides superior performance, achieving the highest mean and
lowest standard deviation. We attribute this to its ability to leverage spectral information that the F'z
module preserves when embedding the data into the low-dimensional manifold.

Table 2: Performance with different manifold module designs and clustering algorithms.

Clustering algorithm | Module design | TruthfulQA TriviaQA TruthfulQA TriviaQA
Ez Fum LLaMA-3.1-8b Qwen-2.5-7b

X X 70.24F323 78 39F095 67 15512171 19+1.32

Spectral X v 68.48+F1.73 83 1044 75 o411 75 g+0.98

v X 78.16+4.60 83 35+0.67 g0 pp+342 79 67+1.06

Spectral v v 86.567°7° 85.53F177 88.65727% 81.29TV%7

Agglomerative | v/ v 74.65F5 71 84 347203 6 09F6-87 78 73E1.02

Birch v v 74.72%5:23 84 74+1.59 53 78+4.58 66 43+1.38

K-means v v 76.50%1594 83.68+1:62 76.16+430 §0.27+1:53

Comparison with supervised training on labeled data. Similar to[Du et al.| (2024)), we explored
the performance gap between our method, HDME, and the upper-performance limit by compar-
ing our results with those obtained through fully supervised training. As illustrated in Figure {4}
our method demonstrates superior performance com-

pared to Haloscope, achieving detection accuracy that 100
more closely approximates supervised approaches

while exhibiting enhanced robustness. "

mmm Ours Labeled EmE Haloscope

I
I
ciQ NQ Open

TRUTHFULQA TRIVIAQA S

Training Time Comparison. We compare the

T
training time of HDME and Haloscope under iden-
tical settings, including computational resources
and search ranges for shared hyperparameters (Ta-
ble . Singletraining denotes a 50-iteration run,
while fullfraining includes the complete grid search. 0
The hyperparameter space for HDME consists of lay-

ers [ and manifold dimension d. Haloscope’s search
space is larger, as it also includes a threshold param-
eter T'. Results in Table[3|show that while HDME is ]
marginally slower in single training due to its man- Figure 4: Comparison of perfqrmance on
ifold submodule, it is substantially more efficient in QWen-2.5-7b and TruthfulQA with fully su-
full training. This advantage stems from HDME’s use pervised training.

of clustering, which circumvents the costly search for

the threshold 7" required by Haloscope.

AUROC
3 &

Y

@
3

Table 3: Training time (s) comparison between HDME and Haloscope.

Training stage Method TruthfulQA  TriviaQA  TruthfulQA  TriviaQA
Qwen-2.5-7b LLaMA-3.1-8b
single Haloscope 0.37 1.87 0.64 3.13
HDME(Ours) 0.42 3.42 0.81 4.01
full Haloscope 725.05 7920.90 1409.43 9006.4
HDME(Ours) 172.68 5036.82 557.06 6742.82

7 CONCLUSION

In summary, our proposed HDME method aims to tackle this hallucination issue. By introduc-
ing HARs and TARs, we deepen the understanding of the non-linearly separable distribution of
hallucinated and truthful samples in LLMs’ latent space, which was fundamental for HDME’s devel-
opment. The HDME framework, with manifold embedding and clustering, effectively overcomes
high-dimensional and noisy data challenges, enhancing hallucination detection for unlabeled data.
Experimental results clearly show HDME’s superiority over other methods, with improved mean
AUROC and reduced standard deviation. Also, we conduct in-depth ablation studies of HDME for
future improvements.
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A APPENDIX / SUPPLEMENTAL MATERIAL

A.1 TRANSFORMER DECODER BLOCK.

Considering an L-layer, H-head LLM with a causal decoder structure, where the model dimension is
D and the attention dimension is dj, the I-th layer transformer decoder block can be defined as:

TF! (Hl—l) = H( (Z'Wh) Wi, + Z1),
Z A Hl 1 Wl Hl*l)’ (]O)
he[H]

here II denotes the Layer-normlization operator, o denotes the non-linear activation function and
Wé_) are the weight matrixes. A! (-) denotes the masked self-attention of the h-th head at the

[-the layer, defined as Msked Self-attention. Denote softmax as the row-wise softmax operator,
Qj, = Z"'W, K}, = Z"'Wi V] = Z'"'WY{, , we have

AL (H'7Y) = softmax Qh( W' + M) A% 11
n( ) NG h (11)
where softmax denotes the row-wise softmax operator, Q) = H'~ 1WQh’ K| = Hl_lVVlKh,
Vi = Hl*1Wi,h. M e R"™*™ is a mask matrix defined as
oy
= {12 (12)
—00, j>1i

Denote h;, q;, k;, v;, m; as the j-th row of H, Q, K, V, M respectively (ignoring layer and head
parameters), we have:

KT
A(h;) = softmax (q] + mj>V

Vg
:softmax(qj/i,-~-,q\J/i,—oo,-~-,—oo>V (13)

:(Sjla 7S]]70a 70)V
= Sjlvl +"'+Sijj,

where S denotes the j-th row and k-th column element of the matrix softmax (QKT /Vdy + M)
According to Equation (T3)), each token in the self-attention mechanism can utilize only information
from preceding nodes, owing to the application of the mask M.

A.2 MANIFOLD PROJECTION.

The manifold projection consists of the following two steps|Yao et al.|(2024a):

Direction estimation. Given a set of unlabeled data points S = {h; € RP}Y | the projection
direction F'(h;) of h; is defined by

Z h;, (14)

b) = B

h, €B;
where o
Bi = arg chl,?v}\(/\zp hjgw SRR, )
and
SNN(i, j) = [Np(1) N Np ()] (16)

Here, we denote Np(i) as the set of the p nearest neighbors of each vector h;, determined by a
specified metric. The shared nearest neighborhood, SNN(4, 7), is then defined as the intersection of
the nearest neighbor sets of h; and h;.
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Projection estimation. For any data point h;, its projection direction can be expressed as E'z (h;).
We simplify J(h;) by identifying the point of maximum density along the line connecting h; and
F(h;) and using this point as a substitute for the original Fz(h;). Precisely, the simplification is

Ez(h;) = arg max o(hy), (17)
where
h; = h; + ¢(F(h;) — h;), (18)
and 1
o(h;) = (19)
7 ZhjeBi h; — th%

quantifies the density of h;, with higher values indicating denser regions.

A.3 MANIFOLD FITTING SUB-MODULE |YAO ET AL.|(2024B)).

In this section, we introduce the F'y4 manifold fitting sub-module for hallucination detection based
on the latent space of large language models (LLMs). As illustrated in Figure|l] our target sample
setis C = {fy,...,fx} C R Assume that f; = 2; + &;, where &; ~ ¢; is the noise, z; ~ w is the
Noise-free sample.We start by making the following assumptions:
Assumption A.1. Our ambient space is a d-dimensional Euclidean space )) = R¢ with the standard
Euclidean norm. The noise distribution ¢s in ) is a Gaussian distribution on )/, and the density at
point ¢ can be defined as

1 a2 €13

¢5(§) = (W) / exp ( - %)

There exists a compact d’-dimensional (d’ < d) sub-manifold M embedded in ) which is twice-
differentiable. The distribution w on M is a uniform distribution with respect to d’-dimensional
Hausdorff measure. The intrinsic dimension d’ and the standard deviation § of the noise distribution
are both known.

Then, for any point y € ), we can use the F)y4 to find its contracted point, calculated as

Fu(y) =Y Bily)f; (20)
with the weights given by
L, l[uill, < 3
wy (ug) = { (1= (Hle=r2)” 2
w (i) = = (Al )Yy € (%72)
0, otherwise
w2\ F 1)
wy (v;) = (1 B %) o illy <
0, otherwise
() = wy (“z)wv (vi) ﬁ(y)—Zﬁz(y)’ Bi(y) = = )
B(y)
where
w =1L, (£ —y), vi=%f—y—u,;, (22)
where II, is a projection matrix defined as
T
_ (g —y) (uy —y)
Yy 2 ’ (23)
(kg = )13
and y1,, denotes the contraction direction of ¥, which can be defined as
py =Y @ik, 24)

where the weights are defined as

—£2 k .
ai(y) = { (1 - %) , Hy - fi||2 <79 . a(y) = Z a(y), aily) = z(y)

0, otherwise iel, a(y)

(25)
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A.4 HDME FRAMEWORK.

Algorithm 1 HDME Framework

Input: a set of prompts {Xprompt, , - -
Step 1: Obtain the unlabeled sample set A as defined in Equation (5) and the corresponding
representation set S as defined in Equation (6).
Step 2: Perform manifold fitting on the D-dimensional dataset S to obtain the d-dimensional

embedding set C.

y Xpromptn }

Step 3: Cluster the dataset C to obtain the corresponding cluster labels {g; }Y ;, where d < D.
Step 4: Use the representation set S and the cluster labels {7; }¥ ; to train a binary classifier Gy

as defined in Equation (9).

Return: a hallucination detector G : H — {0,1}

A.5 MORE EXPERIMENTS.

A.5.1 OTHER MODELS AND DATASET.

Datasets. We utilized four generative question-answering (QA) datasets: CoQA Reddy et al.|(2019),
Truthful QA |Lin et al.|(2022a), TriviaQA Joshi et al.|(2017), and TydiQA |Clark et al.[ (2020).

Models. We utilized three open-source model series: OPT-6.7B and 13B Zhang et al.| (2022,

Llama2-chat-7B and 13B [Touvron et al.|(2023), and Llama3-8B Dubey et al.| (2024).

Table 4: Main results on other models and dataset. All values are AUROC %. Both Haloscope and
our method report the mean and standard deviation over 5 independent repeated experiments. The
results of the remaining methods are cited from |Du et al.|(2024). Bold numbers are superior results.

Model Method Single sampling|Truthful QA TriviaQA  CoQA TydiQA-GP
Perplexity X 56.77 72.13 69.45 78.45
LN-Entropy X 61.51 70.91 72.96 76.27
Semantic Entropy X 63.50 73.21 63.21 73.89
Lexical Similarity X 55.69 71.30 66.50 77.06
EigenScore X 61.45 68.45 73.22 79.27
Llama2-7h SelfCKGPT X 52.95 73.22 73.24 77.80
Verbalize v 53.04 67.37 71.32 49.47
Self-evaluation v 51.81 55.68 48.23 48.36
CCS X 54.27 51.11 51.48 47.59
CCS* v 67.95 63.60 51.32 50.38

HaloScope v 82.04=373 82,3149 75.08F 147 84 75F1VU3

HDME (Ours) v 84.79%265 83.98%1 06 79.25%1-23 96,43+0-50
Perplexity X 59.13 69.51 70.21 63.50
LN-Entropy X 54.42 71.42 71.23 62.70
Semantic Entropy X 52.44 70.21 71.02 62.70
Lexical Similarity X 49.13 71.07 66.56 70.36
EigenScore X 51.43 70.07 64.43 70.14
SelfCKGPT X 50.17 71.49 70.24 63.97
OPT-6.70 “Verbalize v 5130 5092 4729 5259
Self-evaluation v 51.00 53.02 47.29 50.92
CCS X 53.00 51.11 51.48 47.59
CCS* v 63.91 53.89 57.50 53.92

HaloScope v 74.86=007 75.44F 108773 815231 83 20051

HDME (Ours) v 80.64" %% 80.27+50 75,5209 86.49*0%

A.5.2 SCALABILITY TO MODEL SIZE AND TYPE.

To further evaluate the effectiveness of HDME, we compared our method with HaloScope on two
larger models, Llama2-13b-chat and OPT-13b. The results in Table [5] indicate that our method
consistently outperforms and is more stable than HaloScope, demonstrating the excellent scalability
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of HDME. Additionally, experimental results on the latest model, Llama3-8b, further confirm the
scalability of HDME.

Table 5: Hallucination detection performance on larger LLMs.

Model Method Truthful QA  TriviaQA CoQA TydiQA-GP

Llama2.13p  HaloScope | 72.4550517789 2F6 15770, 12836 71,05 =165
HDME (Ours) | 78.39%267  91.06%'3° 76.89%337 84.99F1-92

OPT13b HaloScope | 85.20F3-1% 75.68%195 74 21+362 88 63+0-94
HDME (Ours) | 85.39%3:66  7588+1:28 75761468 g9 15068

Llama3.gp _ HaloScope | 68.28F° T 87201565 g FO55 77 55 A8
HDME (Ours) | 75.6172°7  89.607°62 7326715 §2,79%448

A.5.3 RESULTS WITH ROUGE-L.

To further validate the effectiveness of the HDME framework, we used another metric, Rouge-L
Lin|(2004), to generate true labels and set the threshold to 0.5. We conducted ablation experiments
on three different models: Llama2-7b-chat, OPT-6.7b, and Llama3-8b. As shown in the results in
Table [6] our method remains effective.

Table 6: Main results with Rouge-L metric. All values are AUROC %. Both Haloscope and our
method report the mean and standard deviation over 5 independent repeated experiments. The results
of the remaining methods are cited from [Du et al.|(2024)). Bold numbers are superior results.

Model Method Single sampling | TruthfulQA TydiQA-GP

Perplexity X 42.62 75.32
LN-Entropy X 44.77 73.90
Semantic Entropy X 47.01 71.27
Lexical Similarity X 67.78 45.63
EigenScore X 67.31 47.90
Llama2-7h SelfCKGPT X 54.05 49.96
Verbalize v 53.71 55.29
Self-evaluation v 55.96 51.04
CCS X 59.07 71.62
CCS* v 60.12 77.35

HaloScope v 80.70F*%7 733671

HDME (Ours) v 81.325%%0  76.08*! 8

HaloScope v 78.31F%% 80.19F1%

OPT670 HDME (Ours) v 7919717 81.03%07°

A.6  ANALYSIS OF LATENT SPACE SAMPLE DISTRIBUTION.

In this section, we analyze the latent space sample distribution using various manifold embedding
methods, including Spectral Embedding Ng et al.|(2001), PCA Embedding Mackiewicz & Ratajczak
(1993), Locally Linear Embedding Roweis & Saul (2000), MDS Embedding Davison & Sireci|(2000),
Isomap Embedding [Balasubramanian & Schwartz| (2002), and TSNE Embedding |[Van der Maaten &
Hinton| (2008)). Among these, only PCA is a linear method, while the others are nonlinear.

As shown in Figure[5] nonlinear embeddings can project samples onto a manifold structure, where
both hallucinated and real samples exhibit clustering effects. In contrast, PCA shows a weaker
clustering effect and no clear manifold structure, indicating that the original data is nonlinear and
linear methods cannot effectively capture the data’s structural information. This supports the validity
of Theorem [.4] and Theorem [5.1] Among the nonlinear methods, spectral embedding performs
best in facilitating sample clustering, which is why we chose it as the HDME embedding method.
However, the choice of embedding method may depend on the specific model and dataset. While we
recommend spectral embedding by default, selecting the most suitable method based on the model
and dataset is advisable.
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Figure 5: Latent space sample distribution after using different manifold embedding methods. All
methods are visualized on Llama2-7b-chat using the Truthful QA dataset, with the number of feature
extraction layers fixed at [ = 16 and the embedding dimension fixed at d = 3.
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Figure 6: Using spectral embedding for visualization on Llama2-7b-chat with the Truthful QA dataset,
the embedding dimension is fixed at d = 3, and the number of feature extraction layers is set to 1, 8,
16, 24, and 32, respectively.

As shown in Figure[f] the distribution of embedded samples varies with different feature extraction
layers. In the first layer, the model has not fully learned the contextual information, resulting in poor
performance. In the last layer (32nd layer), the model is overly confident in its context encoding, also
leading to poor performance. The best encoding performance is achieved in the middle layers. This
finding is consistent with our ablation experiments on the extraction layer number [ using HDME.

A.7 LIMITATIONS.

While HDME advances hallucination detection through systematic integration of manifold learning
with clustering mechanisms, and demonstrates measurable performance improvements over existing
baselines in open-environment settings, we identify four key directions for future research that reflect
both our methodological choices and inherent constraints of current detection paradigms:

(1) Theoretical-Experimental Balance: The proposed HARs/TARs conceptual framework provides
valuable visual evidence for latent space analysis (Theorem f.4)), though formal theoretical grounding
remains challenging given the complex nature of modern LLM architectures. This limitation,
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common in interpretability research, points to the need for new mathematical tools to bridge empirical
observations with theoretical models.

(2) Model Accessibility Constraints: Like Haloscope, HDME currently requires access to model
internals, limiting application to open-source architectures. This reflects a broader challenge in
the field that warrants attention as the community develops more sophisticated black-box detection
techniques.

B DISCLOSURE OF GENERATIVE Al USAGE

GenAl tools were used during the editing (e.g., grammar, spelling, word choice). And the authors are
fully accountable for the content.
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