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Abstract

Real-world asset (RWA) tokenization holds immense promise for revolutionizing financial markets, but existing solutions face
a critical bottleneck: the simultaneous need for scalability, security, and decentralized governance. Many platforms prioritize
one or two of these, often at the expense of the others. Scalability and security challenges hinder its widespread adoption. This
paper proposes a novel framework leveraging Ethereum staking and Layer-2 scaling solutions to address these limitations. Our
framework utilizes a hybrid token standard (ERC-20/ERC-721) for representing diverse asset classes and incorporates a robust
due diligence process. Uniquely, ETH staking is integrated to incentivize validators and secure the Layer-2 network, which
employs Optimistic Rollups for enhanced transaction throughput and reduced costs. A decentralized oracle network provides
secure real-world data feeds, while a Decentralized Autonomous Organization (DAO) governs the platform. The parameters
of core system such as reward mechanism, slashing and oracle are determined by DAO. The framework acknowledges and
addresses the complex and evolving regulatory landscape surrounding RWA tokenization, including considerations related to
asset classification, KYC/AML compliance, and jurisdictional variations. A comprehensive security analysis identifies and
mitigates potential vulnerabilities, focusing on smart contract security, oracle manipulation, and Layer-2 attacks. A case study
demonstrates the practical application of the framework for metering electricity consumption in appliances. Experimental
results, based on a simulated blockchain environment, validate the framework’s feasibility and efficiency, achieving significant
improvements in transaction throughput and gas cost reductions compared to traditional Layer-1 solutions. These results
demonstrate the potential of the framework to address the key challenges of RWA tokenization. We discuss the framework’s
advantages and limitations, highlighting its novel combination of staking for Layer-2 security and a DAO-governed approach,
and analyze its potential to democratize access to RWAs, enhance liquidity, and streamline asset management processes.
Future research directions include exploring alternative Layer-2 solutions, enhancing security measures, and investigating
interoperability with other blockchain platforms.

Keywords Real-world asset tokenization - Blockchain - Ethereum - Layer-2 scaling - Optimistic rollups -
Decentralized governance - DAO - Oracle - Security - Smart contracts
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1 Introduction The growing importance of RWA tokenization stems from
its potential to democratize access to previously illiquid
investments, streamline complex processes, and create new

opportunities for global capital formation [9]. By leveraging

Real-world asset (RWA) tokenization represents a paradigm
shift in finance, bridging the gap between traditional assets

and the burgeoning blockchain ecosystem. This process
involves representing ownership of physical or digital assets,
such as real estate [ 1], commodities [2], intellectual property
[3], or fine art [4], as digital tokens on a blockchain [5, 6]. This
unlocks a multitude of benefits, including increased liquid-
ity, fractional ownership, faster and more efficient settlement,
reduced transaction costs, and enhanced transparency [7, 8].
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the inherent security and immutability of blockchain technol-
ogy, RWA tokenization offers a more efficient and transparent
way to manage and transfer ownership of valuable assets,
paving the way for a more inclusive and dynamic financial
landscape [9-11]. The potential for growth in this sector is
substantial, with projections indicating a significant expan-
sion of the RWA tokenization market in the coming years as
institutional and individual investors alike recognize its trans-
formative power. However, realizing this potential requires
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overcoming existing limitations in scalability and security,
which are crucial for fostering widespread adoption and trust
[5, 9]. Table 1 lists the abbreviations used throughout this
paper with their full forms and example usages.

The current RWA landscape presents a compelling mix of
challenges and opportunities, as illustrated in Fig. 1. While
the potential benefits of tokenization are substantial, several
obstacles hinder its widespread adoption. Scalability remains
a major hurdle, as existing blockchain networks struggle to
handle the high transaction volume required for efficient
RWA trading [11, 12]. This limitation leads to increased
transaction costs and slower settlement times, diminishing
the appeal of tokenized assets. Security concerns also loom
large, with the risk of smart contract vulnerabilities and
exploits posing a significant threat to investor funds. Further-
more, the complex regulatory landscape surrounding digital
assets adds another layer of complexity, requiring careful
navigation to ensure compliance and build trust [13, 14].
Establishing clear legal frameworks for tokenized assets
is crucial for fostering institutional adoption and mitigat-
ing regulatory uncertainty. Interoperability between different
blockchain platforms is also a key challenge, limiting the
seamless transfer and exchange of tokenized assets across
various ecosystems [15, 16].

Despite these challenges, the opportunities within the
RWA landscape are immense. The sheer size of the global
asset market, encompassing trillions of dollars worth of
real estate, commodities, and other assets, presents a vast
potential market for tokenization. Moreover, the increasing
demand for fractional ownership and greater liquidity is driv-

Table 1 List of Abbreviations with Full Textwidth Style

ing innovation in RWA platforms [17, 18]. The development
of robust Layer-2 scaling solutions and more secure smart
contract technologies offers promising pathways to address
the scalability and security challenges [19, 20]. Furthermore,
ongoing efforts to establish clearer regulatory frameworks
and improve interoperability are laying the groundwork for
a more mature and accessible RWA ecosystem. The conver-
gence of these factors creates a fertile ground for innovation
and growth, promising to revolutionize how real-world assets
are managed, traded, and invested in [17, 19].

The transformative potential of RWA tokenization hinges
critically on the development and implementation of scalable
and secure solutions. Without the capacity to handle a high
throughput of transactions, the efficiency gains promised
by tokenization are severely hampered, limiting its appli-
cability to large-scale asset markets [18, 20]. Bottlenecks in
transaction processing lead to increased costs and delays,
negating the benefits of streamlined settlement and hinder-
ing broader adoption. Furthermore, robust security measures
are paramount [16, 19]. The decentralized and immutable
nature of blockchain technology, while offering inherent
advantages, also presents unique security challenges. Smart
contract vulnerabilities can be exploited, potentially leading
to the loss of investor funds and eroding trust in the entire
ecosystem. Therefore, prioritizing security through rigorous
auditing, formal verification, and robust security protocols
is non-negotiable for establishing a credible and sustainable
RWA market [12, 13, 15]. Only by addressing these scalabil-
ity and security concerns can RWA tokenization truly unlock
its potential to revolutionize traditional finance and democra-

Abbreviation Descriptions

Abbreviation Description Example Use Related Standard Context
RWA Real-World Asset Asset-backed tokens N/A Blockchain
DLT Distributed Ledger Technology Blockchain tech N/A Ledger tech
STO Security Token Offering Tokenized security N/A Finance

KYC Know Your Customer Identity verification N/A Compliance
AML Anti-Money Laundering Fraud prevention N/A Compliance
ERC-20 Ethereum Fungible Token Standard Crypto tokens ERC-20 Tokenization
ERC-721 Ethereum Non-Fungible Token Standard NFTs ERC-721 Tokenization
SPV Special Purpose Vehicle Investment vehicles N/A Finance

ETH Ether Ethereum currency N/A Cryptocurrency
DAO Decentralized Autonomous Organization Governance tools N/A Blockchain
TPS Transactions Per Second Blockchain speed N/A Performance
PoS Proof-of-Stake Consensus mechanism N/A Blockchain
zk-Rollup Zero-Knowledge Rollup Scaling solution N/A Blockchain
HSM Hardware Security Module Key storage N/A Security

DoS Denial-of-Service Attack prevention N/A Cybersecurity

Note: This table follows the style of a full-textwidth table with additional contextual columns for enhanced readability
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Fig.1 Interplay of Challenges,
Opportunities, and Solutions in
RWA Tokenization

The need to address challenges

Challenges| /

| Scalability Limitations
Security Concerns
Regulatory Complexity \
Interoperability \

tize access to a wider range of investment opportunities. The
need for solutions that can effectively handle the volume and
complexity of real-world asset transactions while guarantee-
ing the security and integrity of the underlying blockchain is
therefore of paramount importance [14, 15, 17, 19].

While the potential of RWA tokenization is clear, exist-
ing solutions face a critical bottleneck: the simultaneous
need for scalability, security, and decentralized governance.
Many platforms prioritize one or two of these aspects, often
at the expense of the others. For example, permissioned
blockchains achieve high throughput but sacrifice decentral-
ization. Layer-1 solutions offer security but struggle with
scalability. Existing Layer-2 solutions improve scalability,
but often lack robust, decentralized security mechanisms
or flexible, community-driven governance. Therefore, the
core research problem addressed in this paper is the design
and evaluation of a framework for RWA tokenization that
achieves high scalability, robust security, and decentralized
governance without compromising any of these fundamen-
tal requirements. This paper addresses this critical need by
proposing a novel framework leveraging the Ethereum stak-
ing mechanism and Layer-2 scaling solutions. Critically, we
explore how ETH staking can be leveraged not only for
overall network security but also to specifically enhance the
security and decentralization of the Layer-2 scaling solution.

To address the core research problem defined above, this
paper investigates the following key research questions:

1. Can a framework combining Ethereum staking and
Layer-2 scaling solutions effectively address the scala-

Research goal to
tokenise RWA

Scalable and Secure
ETH Staking
Layer-2 Scaling
Oracle Integration
Governance Model

Seize the opportunity

Vast Market Potential |
Demand for Fractional Ownership
Advancements in Scaling Solutions /‘"
Improving Regulatory Frameworks/

/

Key Issues in RWA Domain

bility limitations of current RWA tokenization platforms,
while maintaining a high level of security?

2. How can ETH staking be integrated into a Layer-2 envi-
ronment to enhance the security and decentralization of
the RWA tokenization process?

3. What governance mechanisms are best suited for manag-
ing a decentralized RWA tokenization platform, and how
can they ensure adaptability and resilience to evolving
regulatory landscapes?

4. What are the trade-offs between security, scalability, and
user experience within the proposed framework, and how
can these trade-offs be optimized?

5. How can a decentralized oracle network be effectively
integrated to provide reliable and secure real-world data
feeds for the tokenized assets?

6. What are the potential vulnerabilities of the proposed
framework, and what mitigation strategies can be emplo-
yed to address them?

Existing Real-World Asset (RWA) tokenization platforms
often struggle to balance scalability, security, and decen-
tralization. Some prioritize scalability using permissioned
blockchains, sacrificing decentralization. Others focus on
Layer-1 solutions, which are inherently limited in scalability.
While Layer-2 solutions improve throughput, they frequently
rely on smaller validator sets, raising security concerns, or
they lack robust governance.

This research distinguishes itself by proposing a unique,
integrated framework that combines Ethereum staking,
Layer-2 scaling (specifically Optimistic Rollups), a decen-
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Fig.2 RWA Tokenization Process

tralized governance model (DAO), and robust oracle inte-
gration (Chainlink). This integrated approach addresses
scalability, security, and governance simultaneously. A key
innovation is leveraging ETH staking to directly secure the
Layer-2 network. This provides a higher level of security
and decentralization compared to approaches relying solely
on separate, smaller validator sets. Validators are incen-
tivized and disincentivized through the same mechanisms
as Ethereum itself (rewards and slashing). Furthermore, the
DAO governs the parameters of core system components,
including reward mechanisms, slashing, and oracle selection,
providing flexibility and adaptability often lacking in more
centralized platforms. Finally, a thorough security analysis
addresses potential vulnerabilities at multiple levels, encom-
passing smart contracts, oracles, Layer-2, and governance,
with specific mitigation strategies.

—
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Fig.3 ETH Staking and Reward Mechanism

@ Springer

]—’[ Validator v eV }4—[

Blocks B
(a)

-

1000 barrels
ERC-20: 1:1 tokens

Patent TP

- -~ - _795e Stuqy.
R ‘U‘s‘d(g(i Righys e Dual standard

- >

¢ ERC-721/ERC-20

e Revenue sharing

In summary, the key contributions of this research are: a
novel framework design that integrates the aforementioned
technologies; enhanced Layer-2 security via ETH staking;
DAO-governed parameters for flexibility; a comprehensive
security analysis; and a proof-of-concept implementation and
case study demonstrating practical application and feasibil-
ity. These differentiators position our framework to overcome
the limitations of existing approaches, providing a more
robust, scalable, and secure platform for RWA tokenization.

2 Related work

Building upon this broad overview, the following sections
delve into specific aspects of existing RWA tokenization

J

Security Mechanisms
Slash(v, M(v))

Consensus Mechanism
C(B,Tx)
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Fig.4 Layer-2 Integration using Optimistic Rollups

efforts, starting with an examination of prominent tokeniza-
tion platforms.

2.1 Tokenization platforms

Existing literature explores various approaches to RWA
tokenization, each with its own strengths and limitations.
Platforms like Polymath and Harbor focus on simplifying
the legal and technical complexities of security token offer-
ings (STOs) [8], but often rely on the underlying blockchain’s
capabilities, inheriting its scalability limitations. In contrast,
platforms built on more scalable blockchains like Solana

Data Sources
D = {dh d27 weey dn}

or Avalanche might offer higher throughput, but poten-
tially at the cost of reduced decentralization or compatibility
with the Ethereum ecosystem. Projects like Centrifuge and
RealT utilize specific blockchain networks like Polkadot
and Ethereum [21], respectively, to tokenize assets like real
estate and invoices [1, 2]. These platforms offer specialized
solutions for their respective asset classes, but may face chal-
lenges related to interoperability and the specific constraints
of their chosen blockchain, compared to a more general-
purpose approach. While some platforms have explored the
use of private or permissioned blockchains for enhanced per-
formance, these solutions often sacrifice the decentralization
and transparency benefits of public blockchains [15], a trade-
off our framework aims to avoid (Figs. 2, 3, 4, 5 and 6).

2.2 Staking & layer-2

Research on ETH staking highlights its role in securing
the Ethereum network and transitioning to a Proof-of-Stake
(PoS) consensus mechanism. Studies have explored the eco-
nomic and security implications of staking, demonstrating
its potential to enhance network resilience and reduce energy
consumption [22, 23]. However, the impact of staking on the
performance and scalability of decentralized applications,
particularly in the context of RWA tokenization, remains an
area requiring further investigation [24]. Furthermore, the
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literature on Layer-2 scaling solutions has explored various
approaches, including state channels, sidechains, Plasma,
Optimistic Rollups, and zkRollups [25, 26]. Each solution
offers different trade-offs in terms of security, scalability,
and development complexity [22, 24-26]. Research has
demonstrated the potential of these solutions to significantly
increase transaction throughput and reduce costs compared
to the Ethereum mainnet [27, 28]. For instance, Optimistic
Rollups have gained traction for their relatively simple
implementation and compatibility with existing Ethereum
smart contracts, while zkRollups offer stronger security
guarantees through cryptographic proofs [26]. However, the
specific suitability of different Layer-2 solutions for RWA
tokenization, considering the unique requirements of asset
management and regulatory compliance, requires further
analysis [26-28].

While both ETH staking and Layer-2 solutions offer
individual benefits, their combination presents a unique
opportunity to address the core challenges of RWA tok-
enization. Layer-2 solutions, such as Optimistic Rollups [19,
20], provide scalability by processing transactions off-chain.
However, they typically rely on a smaller set of validators

@ Springer
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than the main Ethereum chain, potentially raising concerns
about centralization and security [22, 23]. By integrating
ETH staking [24], we leverage the large and decentralized
validator set of Ethereum to secure the Layer-2 network [21].
Stakers are incentivized to act honestly on Layer-2 through
the same mechanisms (rewards and slashing) that secure
the main chain [25]. This creates a synergistic relationship:
Layer-2 provides scalability, while ETH staking provides
enhanced security and decentralization for the Layer-2 solu-
tion [1, 2, 17, 29].

This paper builds upon existing research by exploring
the synergistic combination of ETH staking and Layer-2
solutions to create a more secure and scalable platform
for RWA tokenization, addressing the limitations of current
approaches and paving the way for wider adoption (Tables 2
and 3).

2.3 Strengths & weaknesses
Existing approaches to RWA tokenization demonstrate a

variety of strengths and weaknesses. Platforms utilizing per-
missioned blockchains or private networks often achieve
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Table2 List of Mathematical Symbols

Symbol Type Description

T(A) Token Tokenized form of asset A

D(a) Binary Function Due diligence assessment of asset a (1 if suitable, O otherwise)
V(a) Scalar Intrinsic value of asset a

SPV(a) Entity Special Purpose Vehicle for asset a

ANFT Subset Subset of A representing non-fungible assets
T721(a) Token ERC-721 token representing asseta € ANt

M (a, T721(a)) Function Management function for NFT 77, (a) of asset a
Afp Subset Subset of A representing fungible assets

TS(a) Scalar Total supply of ERC-20 tokens for asseta € Ap
th Scalar Number of tokens held by holder &

J Set Set of jurisdictions

R(j,a) Mapping Regulatory mapping for asset a in jurisdiction j
I(a, j) Function Issuance process of asset a in jurisdiction j

H Set Set of token holders

Es(h) Scalar Amount of ETH staked by holder &

v Element A validator in the set V

M(v) Binary Function Malicious behavior of validator v

Slash(v, M (v))
C

Tx

B

F(Tx)

Y(a)

R(v)

o, p

ROI(h)

Ty, Tro

tx;

C(B)

Gri(tx), Gra(tx)
Sec(L1), Sec(L2)
Tp

F;(tx)

St

Ptraud

D(B)

d;

o

Retrieval (og)
Agg

Sign

Rep(ok)

M

O (in security context)

P (in governance context)

P
Vi

Function
Protocol
Set

Set
Function
Function
Function
Coefficients
Function
Scalars
Element
Function
Scalars
Scalars
Scalar
Function
Function
Probability
Function
Element
Set
Function
Function
Function
Scalar
Event
Event
Set
Element

Scalar

Amount of ETH slashed from validator v for behavior M (v)
Consensus mechanism

Transactions

Blocks in the blockchain

Transaction fees

Yield generated by asset a

Reward for validator v

Coefficients determined by the DAO

Return on investment for holder £

Transaction throughput of Layer-1 and Layer-2
Individual transactions

Compressed representation of a batch of transactions B
Gas cost of transaction ¢tx on Layer-1 and Layer-2
Security of Layer-1 and Layer-2

Dispute period

Finality time of transaction tx

Settlement time

Probability of a fraudulent transaction being finalized
Fraud detection function (1 if fraud detected, O otherwise)
Data from data source i

Set of oracle nodes

Data retrieval process for node oy

Aggregation function for oracle data

Signing function for oracle data

Reputation score of oracle node oy

Event of data manipulation

Event of an outage

Set of proposals

A proposal in the set P

Vote of holder &
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Table2 continued

Description

Symbol Type
Vote(p, H, vy) Function
[% Scalar
E(p, outcome) Function
ny Scalar

T (in governance context) Scalar
VP(h) Scalar

Voting function

Voting threshold

Execution function for proposal p

Number of governance tokens held by holder /
Total token supply

Voting power of holder &

higher transaction throughput but sacrifice the decentraliza-
tion and transparency benefits of public blockchains [30].
Those built on public blockchains like Ethereum benefit
from greater security and decentralization but are often con-
strained by scalability limitations and high gas costs [31].
Furthermore, while security tokens offer a compliant frame-
work for regulated assets, they often introduce complexities
in issuance and trading, limiting accessibility for smaller
investors [32]. Current oracle solutions, while crucial for
connecting on-chain and off-chain data, often present vul-
nerabilities to manipulation and single points of failure [33].

To provide a clearer comparison of these existing approa-
ches, Table 4 summarizes their key characteristics, advan-
tages, and limitations across several important dimensions.

Following this comparative analysis, we present our pro-
posed framework, which aims to address the limitations
identified in existing solutions.

2.3.1 Strengths of existing approaches

Existing tokenization approaches offer several key advan-
tages, as summarized in Table 5. These advantages stem

Table 3 Comparison of Existing Tokenization Platforms

from the core properties of blockchain technology and smart
contracts. Fractional ownership, facilitated by tokenization
T(A), enhances liquidity by allowing multiple investors
I = {iy, i, ..., iy} to own portions f; of an asset A, where
Yiei fe = 1101, 2,7, 17, 37]. Blockchain immutability
Immutability(B) ensures transparency and auditability by
creating a permanent record of all transactions involving the
tokenized asset [14, 39, 40]. Smart contracts SC automate
processes P, denoted by SC(P), improving efficiency and
reducing operational overhead [1, 6, 41, 42]. Finally, global
accessibility expands market reach by allowing investors
worldwide to access and trade tokenized assets, fostering
greater market participation [5, 6, 17, 29].

2.3.2 Weaknesses of existing approaches

Existing RWA tokenization platforms face several limita-
tions, hindering their widespread adoption and highlighting
key areas for improvement. These weaknesses, along with the
proposed mitigations within our framework, are summarized
in Table 6. Scalability bottlenecks, often arising from lim-
ited transaction throughput (7 P S(P)), can cause congestion

P T Se Se D G o 1 A R
Traditional Systems  C Databases H M L, C N N Gk Basic
Polymath Er L, H H  Limited Limited N SE Strong
Harbor Er L, H H  Limited Limited N SE Strong
Centrifuge Po,/ET M M M Py Y (Chainlink) N Rw,, invoices Some
RealT E7/Gnosis L, H/M M Limited Limited N Rp Strong
Permissioned Permissioned H H L, Configurable Pc Po Gk Configurable
Blockchain (Hr) Blockchain

zk-Rollupbased Plat- Er + Zg H H M Vv Y (Chainlink) V Gk |4
form

Our Framework Er + Op H H H Dy, Y (Chainlink) Y (E7 Staking) Gg Strong

Symbol Definitions: P: Platform, 7: Underlying Technology, S.: Scalability, S.: Security, D: Decentralization, G: Governance, O: Oracle Inte-
gration, /: Staking Integration, A: Asset Type Focus, R: Regulatory Compliance Features, Ad: Advantages, L: Limitations, H: High, M: Medium,
L,: Low, Y: Yes, N: No, V: Varies, C: Centralized, D, : DAO-governed, Ps: Project-specific, Pc: Possible, Pp: Potentially, E7: Ethereum,
Po, : Polkadot, Hr: Hyperledger Fabric, Zg: zk-Rollups, Og: Optimistic Rollups, Rw,: Real-world Assets, Rg: Real Estate, Gg: General, Sg:

Securities
Bold entries denote the framework proposed in this paper
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Table4 Comparison of RWA Tokenization Approaches

Value(s) and Rationale

Category Parameter Name

Platform Traditional Systems

Platform Polymath

Platform Harbor

Platform Centrifuge

Platform RealT

Platform Permissioned  Blockchain
(e.g., Hyperledger Fabric)

Platform zk-Rollup based Platform

Platform Our Framework

Centralized Databases. High scalability (but limited by central server), medium security (single
point of failure), low decentralization, centralized governance, no oracle or staking integration,
general asset type focus, basic regulatory compliance features. Advantages: Familiar, established.
Limitations: Opaque, inefficient, limited access.

Ethereum. Low scalability, high security, high decentralization, limited governance, limited oracle
integration, no staking integration, securities asset type focus, strong regulatory compliance features.
Advantages: Security token focus, compliance tools. Limitations: Scalability limitations, Ethereum-
dependent.

Ethereum. Low scalability, high security, high decentralization, limited governance, limited ora-
cle integration, no staking integration, securities asset type focus, strong regulatory compliance
features. Advantages: Regulatory compliance, investor management. Limitations: Scalability limi-
tations, Ethereum-dependent.

Polkadot/Ethereum. Medium scalability, medium security, medium decentralization, project-specific
governance, yes oracle integration (Chainlink), no staking integration, real-world assets and invoices
asset type focus, some regulatory compliance features. Advantages: Specific use cases, interoper-
ability challenges.

Ethereum/Gnosis. Low scalability, high/medium security, medium decentralization, limited gover-
nance, limited oracle integration, no staking integration, real estate asset type focus, strong regulatory
compliance features. Advantages: Real estate tokenization, fractional ownership. Limitations: Lim-
ited to real estate, scalability concerns.

Permissioned Blockchain. High scalability, high security (but centralized), low decentralization,
configurable governance, possible oracle integration (but often centralized), potentially staking inte-
gration (but not inherent), general asset type focus, configurable regulatory compliance features.
Advantages: High throughput, controlled environment. Limitations: Lack of transparency, central-
ization risks.

Ethereum + zk-Rollups. High scalability, high security, medium decentralization, varies governance,
yes oracle integration (Chainlink), varies staking integration, general asset type focus, varies regu-
latory compliance features. Advantages: High throughput, strong security guarantees. Limitations:
Complexity, potential for centralization in sequencer.

Ethereum + Optimistic Rollups. High scalability, high security, high decentralization, DAO-
governed governance, yes oracle integration (Chainlink), yes staking integration (ETH Staking),
general asset type focus, strong regulatory compliance features. Advantages: Scalability, security,
decentralized governance, flexibility. Limitations: Complexity, reliance on Ethereum ecosystem.

Bold entries denote the framework proposed in this paper

and delays when transaction volume V7 exceeds capacity
[19, 20]. Security vulnerabilities introduce significant risks,
represented by the probability of exploitation P (V) and
potential losses L(V) [4, 13, 14]. Regulatory uncertainty Ug
poses compliance challenges [15, 16], while interoperability
issues (Interop(Bi, By)) limit cross-platform asset trans-
fers [45]. Oracle limitations, impacting data reliability R(O)
and cost C(0) [33, 46], and complex user interfaces (affect-

Table 5 Strengths of Existing Tokenization Approaches

ing accessibility, Acc(P)) further restrict broader adop-
tion [1]. These challenges underscore the need for more
robust, secure, and user-friendly platforms. Our proposed
framework, leveraging ETH staking [22-24] and Layer-
2 solutions [19, 25], directly addresses these limitations,
aiming to enhance scalability, security, and platform effi-
ciency for a more robust and accessible RWA ecosystem [2,
17].

Description References
Strength Summary Details Sources
Liquidity & Fractionalization Fractional Ownership T(A) = 3Jfy: A= ZZ:I fe - AL =iy, .. in} [7, 34]
Transparency & Auditability Blockchain Immutability Tx(T(A)) i Immutable [35, 36]
Automation & Efficiency Smart Contracts SC(P) = Efficiency 1, Overhead |, [37, 38]

Global Reach & Accessibility Wider Investor Pool

T (A) Global Access -

This table summarizes the strengths of tokenization approaches
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3 Framework

Having outlined the high-level components and principles
of our proposed framework, we now proceed to describe the
specific mechanisms employed for RWA tokenization within
this structure.

3.1 Tokenization mechanism

Let A represent the set of real-world assets (RWAs) to be tok-
enized. The tokenization process begins with a due diligence
assessment

D:A— {01}, (D

where D(a) = 1 indicates that asset a € A is suitable for
tokenization based on legal, financial, and technical criteria.
This assessment also establishes the intrinsic value of the
asset, denoted by V (a). Following due diligence, a Special
Purpose Vehicle (SPV), denoted by S PV (a), is established to
hold the asset a, providing a clear legal ownership structure.

We utilize a hybrid token standard. For non-fungible assets
Anrr C A, we leverage ERC-721, issuing a unique token
T721(a) for each a € Aypr. This allows granular tracking
and management, represented by a function

M : Anrr X T121(ANFT) — S, ()

where S is the set of possible states of the asset. For fungible
assets Ap C A, we use ERC-20, issuing a total supply of
T S(a) tokens for each a € Ap. Fractional ownership is then
represented by #”(a), where #;, is the number of tokens held
by holder /4. This hybrid approach, denoted by

H : A — {Tp1, Ta}, (€)]

where H (a) determines the appropriate token standard, pro-
vides flexibility to represent diverse asset classes.
Let J be the set of jurisdictions and

R:JxA—>C 4

be the regulatory mapping, where R(j, a) determines the
token classification ¢ € C (e.g., security, utility token)
for asset a in jurisdiction j. The token issuance process
adheres to all relevant regulations defined by R(j, a), ensur-
ing compliance with KYC/AML requirements and other
legal frameworks. This meticulous approach, formalized as

Vae A, VjeJ I(a,j) = Complies(I(a, j), R(j,a)),
&)

where [ (a, j) represents the issuance process of asset a in
jurisdiction j and Complies is a function checking compli-
ance with regulations, fosters trust and promotes sustainable
ecosystem development.

3.1.1 Real-world examples of tokenization

To illustrate the practical application of our tokenization
mechanism, consider the following examples across different
asset classes:

Real estate (fractional ownership) A commercial property,
valued at $1 million, could be tokenized using ERC-20
tokens. After due diligence confirms ownership, valuation,
and legal compliance D(a) = 1, an SPV is established to
hold the legal title S PV (a). The property is then represented
by 1,000,000 ERC-20 tokens, each representing a 0.0001%
ownership share 7S(a) = 1,000, 000. Investors can pur-
chase these tokens, with an investor holding 10,000 tokens
t, = 10,000 owning 1% of the property. Rental income
would be distributed proportionally to token holdings.

Fine art (unique ownership) A valuable painting would be
tokenized using an ERC-721 token. Following due diligence
to verify authenticity, provenance, and ownership D(a) = 1,
an SPV is created to hold the painting SPV(a). A sin-
gle ERC-721 token T771(a) is issued, representing complete
ownership. Transferring this token represents transferring
ownership of the painting, with the management function
M (a, T721(a)) tracking the asset’s state and ownership.

Commodity (fungible units) For 1000 barrels of oil stored
in a certified facility, ERC-20 tokens are appropriate. Due
diligence confirms the existence, quantity, quality, and own-
ership of the oil D(a) = 1. An SPV is created to hold the
legal title SPV (a). 1000 ERC-20 tokens are issued, each
representing one barrel of oil 7' S(a) = 1000. Trading these
tokens represents the transfer of ownership of the correspond-
ing barrels.

Intellectual property (usage rights) A patent for a new tech-
nology could be tokenized using either ERC-721 or ERC-20
tokens, depending on the use case. After due diligence con-
firms the patent’s validity and ownership, and an SPV is
created, tokens could represent different rights. An ERC-721
token could represent a unique license to use the technol-
ogy (for a specific purpose or period). Alternatively, ERC-20
tokens could represent fractional ownership of the patent
itself, or shares in the revenue it generates.

These examples demonstrate the flexibility of our hybrid
tokenization approach, allowing for the representation of
diverse asset classes with appropriate token standards and
ownership models.
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3.2 Staking integration

To achieve both scalability and robust security, our frame-
work integrates ETH staking to directly secure the Layer-2
network. While integrating ETH staking enhances security,
it’s crucial to address the potential for validator centraliza-
tion, where larger holders could disproportionately influence
validation and governance. Our framework incorporates sev-
eral mechanisms to mitigate this risk.

Let H be the set of token holders. A holder & € H can
stake an amount of ETH, denoted by E(h), to become a
validator v in the set of validators V on our Layer-2 net-
work. This staked ETH, E(h), acts as collateral specifically
securing the Layer-2 network where RWA transactions are
processed. This is a crucial distinction: we are not simply
leveraging general ETH staking; we are directly tying the
staked ETH to the security of the tokenized assets. By doing
so, we inherit the large and decentralized validator set of
Ethereum, significantly enhancing the decentralization and
security of our RWA tokenization platform compared to
solutions relying on smaller, potentially more centralized,
validator sets. Let M (v) represent the malicious behavior of
validator v. The slashing condition can be defined as

Slash : V. x M(V) - R, (6)

where Slash(v, M (v)) represents the amount of ETH slashed
from validator v for engaging in malicious behavior M (v).
This disincentivizes malicious behavior, aiming to ensure
honest validation. Validators participate in the consensus
mechanism C, validating transactions 7 x and adding blocks
B to the Layer-2 chain. Crucially, the same economic incen-
tives that secure the Ethereum mainnet apply here: validators
are rewarded for honest behavior and penalized (through
slashing) for malicious actions. This direct application of
ETH staking’s security model to the Layer-2 context pro-
vides strong guarantees against censorship, double-spending,
and invalid state transitions, all of which are critical for the
integrity of RWA tokenization.

The reward mechanism R for validators is defined as a
function of transaction fees F'(T x) and yield Y (a) generated
by the underlying real-world asset

a:RWw)=aF(Tx)+ BY(a), (7)

where o and B are coefficients determined by the DAO.
The transaction fee component, o F (T x), incentivizes active
participation and efficient transaction processing. The yield
component, 8Y (a), aligns validator incentives with the per-
formance of the tokenized assets, fostering a collaborative
ecosystem. The DAO governance ensures transparent and
community-driven determination of « and B. This dual
reward system, by combining both F (T x) and Y (a), encour-
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ages participation in staking, bolstering the security and
stability of the platform. Furthermore, it provides stakers with
apotentially compelling return on investment, represented by

R — Es(h
ROI(h) = % @®)

over a defined period, assuming v corresponds to holder 4.

To prevent validator centralization, our framework employs
several strategies (detailed further in Section 4). These
include staking limits, which can be "soft" (reducing rewards
beyond a threshold) or "hard" (an absolute maximum stake).
We support delegated staking, allowing smaller holders to
delegate their ETH, and we can implement incentives to
encourage delegation to smaller validators, further promot-
ing decentralization. Validator selection mechanisms can
also be designed to favor a more distributed validator set,
for example, using variations of round-robin selection or
stake-weighted random sampling with adjustments to reduce
the advantage of very large stakes. Slashing conditions and
penalties can be adjusted based on validator stake, increasing
the risk for larger, potentially colluding validators. The DAO
governs staking parameters (limits, rewards, penalties — see
Section 3.5), allowing the community to adapt to changing
conditions. Finally, continuous monitoring of stake distribu-
tion and alerts for excessive concentration are integral parts
of the system.

3.3 Layer-2 scaling solution

To address scalability limitations, our framework utilizes
Optimistic Rollups. Let 77 | and 77> represent the transaction
throughput of Layer-1 and Layer-2 respectively. Optimistic
Rollups significantly increase throughput: 77> > Tr;. This
is achieved by bundling multiple transactions zx; into a
batch B = {tx1,tx2, ...,tx,} off-chain and submitting a
compressed representation C(B) to Layer-1, where C is a
compression function. This reduces the computational bur-
den on Layer-1, allowing for higher T7,. Let Gr1(tx) and
G 12 (tx) represent the gas cost of a transaction #x on Layer-
1 and Layer-2, respectively. Optimistic Rollups drastically
reduce gas costs: Gra(tx) < Gpi(tx). This is particularly
beneficial for RWA transactions, which might involve more
complex operations than simple token transfers. By batching
transactions, especially those related to the same asset class
or SPV, we maximize the efficiency of the compression func-
tion, C(B), and further reduce the per-transaction cost. Given
the typically lower frequency of RWA transactions compared
to cryptocurrency trading, we can also employ time-delayed
batching, accumulating transactions over a longer period
to achieve larger batch sizes and greater gas cost savings.
This is acceptable because the traditional settlement times
for RWAs are already relatively long, so a slightly longer
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delay on Layer-2 is not a significant drawback. Optimistic
Rollups inherit the security of Ethereum. While Optimistic
Rollups inherit the security of Ethereum, the relationship is
best approximated as:

Sec(L2) = Sec(L1). O]

This equation represents an approximation, and it’s crucial
to acknowledge the specific risks associated with the Layer-
2 implementation. While the underlying security guarantees
are inherited from Ethereum, the practical security of the
Layer-2 network depends on factors such as the effective-
ness of the fraud-proof mechanism, the length of the dispute
period, the availability of data, and the decentralization of
the validator set. These risks, and our strategies for mitigat-
ing them, are discussed in detail in Section 4.3. However, the
dispute period Tp introduces a delay in transaction finality.
Let F;(tx) represent the finality time of a transaction. Then,

Fi(@tx)p2 = Fi(tx)p1 + Tp. (10

For RWA transactions, where settlement times S; are typ-
ically long (S; > Tp), this delay is less impactful. For
RWA transactions, where security and regulatory compli-
ance are paramount, this inheritance of Ethereum’s security
is a crucial advantage. While a longer dispute period might
be a concern for applications requiring very fast finality, the
higher value and regulatory scrutiny of RWA transactions
generally justify a longer dispute period to minimize the risk
of fraudulent transactions being finalized. This trade-off is
carefully considered and can be adjusted through DAO gov-
ernance.

RWA transactions differ significantly from typical cryp-
tocurrency transactions, exhibiting characteristics that inform
our design choices within the Optimistic Rollup framework.
They generally occur at a lower frequency than high-volume
cryptocurrency trading, involve higher monetary values, are
subject to greater regulatory scrutiny and compliance require-
ments (KYC/AML, reporting), and have longer traditional
settlement times (often days or weeks, rather than seconds).
These combined factors—lower frequency, higher value,
increased regulation, and longer settlement times—influence
our optimizations and trade-off decisions.

Let Pfrquq be the probability of a fraudulent transaction
being finalized. Robust fraud detection mechanisms, repre-
sented by a function

D: B — {0,1}, (1)

where D(B) = 1 indicates detection of fraud in batch B,
aim to minimize Pfyqyq. The staking mechanism, with slash-
ing conditions S(v, M (v)) for malicious validator behav-
ior M(v), further incentivizes honest validation, reducing

P frqua- This approach allows us to maximize the scalability
benefits of Optimistic Rollups, expressed by the increase in
Tr> and decrease in G, (x), while maintaining high secu-
rity and efficiency for our platform.

3.4 Oracle integration

Let D = {di, d>, ..., d, } represent the set of independent data
sources used by our decentralized oracle network. Chain-
link retrieves data d; € D from each source. Let O =
{o1, 02, ..., on } Tepresent the set of oracle nodes. Each node
o € O retrieves data from a subset of data sources Dy C D.
The data retrieval process for node oy can be represented as
Retrieval(ox) = {d;|d; € Dy}. These nodes then aggregate
the retrieved data using an aggregation function

Agg : P(D) - D, (12)

where P(D) is the power set of D and D represents the
aggregated data. The aggregated data is then signed using a
signing function

Sign: O x D — Dy, (13)

producing signed data D;. This signed data is submitted to
the Layer-2 network.

While Chainlink provides a robust and decentralized ora-
cle solution, it’s crucial to acknowledge that no oracle system
is perfect. Data manipulation and failures in redundancy
mechanisms are potential risks that must be addressed. For
example, multiple oracle nodes could collude to report incor-
rect data, the underlying data sources could be compromised,
or an attacker could intercept and modify the data in transit.
Furthermore, even with multiple independent oracle net-
works, there’s a risk of correlated failures if they share
common vulnerabilities or dependencies.

Chainlink’s reputation system can be represented as a
function

Rep : O - R, (14)

where Rep(oy) is the reputation score of node oj. This
score is based on the node’s past performance and track
record. Let M represent the event of data manipulation.
Data signing, combined with the reputation system, aims
to minimize P(M|Rep, Sign), the probability of manipula-
tion given the reputation and signing mechanisms. However,
this probability is not zero. To further mitigate the risk of
data manipulation, our framework employs multiple inde-
pendent data sources for each data feed, implements on-chain
data validation mechanisms, and utilizes a robust aggregation
function (as discussed above) that is resistant to outliers and
weighted by node reputation.
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To address the risk of failures in redundancy mechanisms,
we employ a multi-layered approach. We use multiple inde-
pendent oracle networks (N > 1) for redundancy. This
redundancy minimizes the probability of data manipulation
or outages, represented as P(M U O), where O is the event
of an outage. Formally, using multiple independent oracle
networks reduces P(M U O) compared to a single oracle
network. This multi-layered approach, combining decentral-
ized data retrieval, aggregation, signing, reputation systems,
and redundancy, ensures that smart contracts operate based
on accurate and trustworthy data, ultimately enhancing the
integrity of the tokenized asset ecosystem.

This score is not static; it’s dynamically updated based on
the node’s ongoing performance and behavior. We model the
reputation of oracle oy at time 7, Rep(og, t), as a weighted
sum of factors, each subject to time decay:

Rep(ox. 1) = Y w;Fi(ox. 1) Decay(t — ;) (15)

i=1

where n is the number of factors, w; are the weights assigned
to each factor, and F; (ox, t) represents various factors. These
include an Accuracy Factor (Accuracy(og,t)), a Latency
Factor (Latency(o, t)), an Uptime Factor (Uptime(og, t)),
and a Slashing Factor (Slash Penalty (o, t)). The Decay(t —
t;) term is a time decay function (e.g., Decay(t) = e,
where #; is the time of event i, ensuring that more recent
events have a greater influence.

The reputation score is updated both periodically and in
response to specific events. The time decay function con-
tinuously reduces the weight of past events. Event-driven
updates occur for successful and unsuccessful data provi-
sions (increasing and decreasing the score, respectively),
slashing events (significantly decreasing the score), and
successful or failed challenges. The frequency of periodic
updates is a configurable parameter, with a trade-off between
responsiveness to recent behavior and computational over-
head. This parameter, along with the weights in the reputation
formula, can be adjusted through DAO governance (See Sec-
tion 3.5). To enhance the system’s resilience to Sybil attacks,
the cost of acquiring and maintaining a large number of iden-
tities is designed to be prohibitively high.

The reputation model incorporates several features to
enhance its resilience to collusion attacks. The use of mul-
tiple, independent data sources makes it more difficult for
colluding nodes to consistently report incorrect data with-
out being detected. The aggregation function, which may
use a weighted average based on reputation, reduces the
influence of low-reputation (potentially colluding) nodes.
Furthermore, a larger number of independent oracle nodes
increases the difficulty of successful collusion. The threat of
slashing, combined with reputational damage, also serves as
a deterrent.

@ Springer

3.5 Governance model

Our platform utilizes a Decentralized Autonomous Orga-
nization (DAO) for governance. Let H be the set of token
holders, where each holder i € H possesses nj governance
tokens. Total token supply is denoted by T = ), _p 1.
Voting rights are proportional to token holdings; thus, the
voting power of holder /4 is V P(h) = Z*. While this equa-
tion represents the basic principle of token-weighted voting,
it’s crucial to acknowledge the inherent risk of governance
capture by large stakeholders. Therefore, this is not the only
factor determining voting power, and our framework incorpo-
rates several mechanisms to mitigate this risk. ... A proposal
passes if the weighted sum of "Yes" votes exceeds a prede-
fined threshold 6:

2: VP(h) > 6. (16)

heH:v,=Yes

This threshold, and the voting mechanism itself, are sub-
ject to DAO governance and can be adjusted to prevent
governance capture. For example, the DAO could imple-
ment quadratic voting, where the cost of votes increases
quadratically, making it disproportionately expensive for
large holders to dominate votes. Alternatively, time-locked
voting could be introduced, giving a voting power boost to
token holders who commit to locking their tokens for a longer
period, thus incentivizing long-term commitment and reduc-
ing the influence of large, short-term holders.

Let P be the set of proposals submitted for voting. For a
given proposal p € P, each holder & can cast a vote v, €
{Yes, No, Abstain}. The outcome of a vote on proposal p
is determined by a voting function

Vote: P x H x {Yes, No, Abstain} — {Pass, Fail},

where Vote(p, H, vy) aggregates the votes vy = {v|h €
HY} and determines the outcome. This decision-making pro-
cess is automated through smart contracts, ensuring impartial
execution. Let

E : P x{Pass, Fail} - A a7

be the execution function, where E (p, Pass) triggers actions
a € A associated with the passed proposal p,and E (p, Fail)
takes no action. This automated execution eliminates the
need for intermediaries and enforces decisions transpar-
ently. The DAO structure enables flexible and adaptable
governance, fostering community participation and ensur-
ing alignment with user interests. This decentralized model
promotes trust, transparency, and long-term sustainability for
the RWA ecosystem.



Peer-to-Peer Networking and Applications (2025) 18:254

Page150f32 254

3.6 Identity management

Identity management is a crucial aspect of Real-World Asset
(RWA) tokenization, particularly for ensuring compliance
with Know Your Customer (KYC) and Anti-Money Laun-
dering (AML) regulations. While the core functionality of
our framework (tokenization, staking, Layer-2 scaling, gov-
ernance) does not require on-chain storage of personally
identifiable information (PII), a robust and flexible identity
management solution is necessary for many RWA use cases.
This section outlines different approaches to integrating iden-
tity management with our framework.

Our framework is designed to be agnostic to the specific
identity management solution used, allowing for flexibility
and adaptation to different regulatory requirements and user
preferences. Several approaches are possible, each with its
own trade-offs in terms of privacy, security, and decentral-
ization:

1. Self-Sovereign Identity (SSI) offers an alternative app-
roach, leveraging Decentralized Identifiers (DIDs) and
Verifiable Credentials (VCs). With SSI, users maintain
control over their own identity data, selectively disclos-
ing it to relying parties (like the SPV or token issuer)
only when necessary. DIDs, unique and globally resolv-
able identifiers independent of centralized authorities,
are paired with VCs — digitally signed statements about
a user’s identity attributes, issued by trusted entities.
While SSIenhances user privacy and control, and reduces
reliance on centralized identity providers, it does require
user adoption of DID/VC technology and can introduce
some complexity in credential management.

2. Permissioned Identity Systems offer another approach,
where a consortium of trusted entities, such as financial
institutions or government agencies, manages user iden-
tities. Users would undergo KYC/AML verification with
one of these entities, which would then issue a digital cre-
dential granting access to the RWA platform. While this
approach benefits from leveraging existing KYC/AML
infrastructure and potentially simplifies integration with
traditional financial systems, it introduces greater cen-
tralization, potential single points of failure, and reliance
on trusted third parties.

3. Integration with Existing KYC/AML Providers Our
framework can integrate with existing KYC/AML ser-
vice providers through oracles or APIs. A user wanting
to interact with the platform (e.g., to purchase tok-
enized assets) would undergo verification with a cho-
sen provider. Upon successful verification, the provider
would issue a digitally signed attestation, which the user
then submits to the relevant smart contract. The smart
contract verifies the signature of the attestation, and
grants access if it is valid. This approach leverages exist-

ing KYC/AML infrastructure and expertise, avoiding the
need to build a new identity system from scratch. How-
ever, it does introduce a reliance on external providers
and may raise privacy concerns if data is shared with
multiple providers.

3.6.1 Integration with the framework

Regardless of the chosen identity management approach,
integration with our framework typically involves a consis-
tent sequence of steps. First, a user verifies their identity
through one of the supported mechanisms before interacting
with restricted platform features (e.g., purchasing security
tokens or participating in governance). Upon successful ver-
ification, the user receives a digital credential (such as a VC,
a signed attestation, or an entry in a permissioned system).
When interacting with the platform, the user presents this cre-
dential to the relevant smart contract. The smart contract then
verifies the credential’s authenticity and validity, for instance,
by checking the issuer’s signature, verifying against a list of
trusted issuers, or querying an oracle. Based on the verifica-
tion result, the smart contract grants or denies access to the
requested functionality.

As a concrete example, consider a user wishing to pur-
chase tokenized shares of real estate. The user would first
undergo KYC/AML verification with a trusted provider.
Upon successful verification, the provider issues a digitally
signed attestation of compliance. The user submits this attes-
tation to the smart contract governing the token sale, which
verifies the signature and, if valid, allows the purchase to
proceed.

3.6.2 Privacy considerations

It’s crucial to balance the need for regulatory compliance
with user privacy. Our framework prioritizes minimizing the
amount of sensitive data stored on-chain. Whenever possible,
we advocate for approaches that use cryptographic proofs or
attestations, rather than storing PII directly on the blockchain.
The specific approach chosen will depend on the regula-
tory requirements and the preferences of the stakeholders
involved.

3.7 Framework novelty and contributions

While the individual components of our framework —
Ethereum staking, Optimistic Rollups, DAOs, and decen-
tralized oracles — build upon existing technologies, their
combination and application to Real-World Asset (RWA)
tokenization, along with several key design choices, consti-
tute the core novelty and contributions of this work.

Unlike many existing platforms that focus on a single
aspect of tokenization, our framework provides a complete,
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integrated solution specifically designed for RWAs, simulta-
neously addressing the critical needs of scalability, security,
decentralized governance, and reliable real-world data feeds
(as discussed in Section 1).

A key innovation is the direct integration of ETH stak-
ing to secure the Layer-2 network (Section 3.2). This differs
from many Layer-2 solutions that rely on separate, smaller
validator sets. By leveraging Ethereum’s existing, large, and
decentralized validator set, we significantly enhance the
security and censorship resistance of the RWA tokenization
process. The economic incentives of ETH staking (rewards
and slashing) directly apply to Layer-2 validators, aligning
their interests with system integrity.

Furthermore, our framework places critical system param-
eters under the control of a Decentralized Autonomous
Organization (DAO) (Section 3.5). This includes parameters
governing the reward mechanism (o and 8 in Section 3.2),
slashing conditions, oracle selection criteria, and aspects of
the Layer-2 implementation. This DAO governance provides
flexibility and adaptability lacking in more centralized or
static platforms.

The framework supports a hybrid token standard (ERC-
20 for fungible assets, ERC-721 for non-fungible assets, as
described in Section 3.1), enabling representation of diverse
assets within the same unified platform. Section 3.1 also
introduces a regulatory mapping function:

R:JxA—C (18)

where R(j, a) determines the token classification ¢ € C
(e.g., security, utility token) for asset a in jurisdiction j.

These novel aspects, working in concert, are designed to
overcome the limitations of existing approaches and provide
a more robust, scalable, secure, and adaptable platform for
RWA tokenization (Table 7).

4 Security

Given the critical nature of security in ensuring the integrity
of the tokenization process, the following section details
the specific security measures integrated into our proposed
framework.

4.1 Security of the framework

Ensuring the security of our proposed framework is paramount
for maintaining the integrity and robustness of the RWA plat-
form. We adopt a multi-layered security approach, addressing
potential vulnerabilities at various levels: smart contract
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level, oracle integration, Layer-2 operation, key management
and access control, and governance.

Smart contract security Smart contracts form the core of
our platform’s functionality. To mitigate the risk of vul-
nerabilities (denoted by V) within the smart contracts
SC, we employ rigorous auditing, formal verification, and
bug bounty programs. Auditing by independent security
experts aims to identify and rectify potential vulnerabilities
before deployment. Formal verification techniques, denoted
as Verify(SC), provide mathematical assurances of the
contract’s correctness by proving adherence to specified
properties. For instance, we can formally verify that a token
transfer function correctly updates balances and prevents
double-spending. This approach, while not eliminating all
potential vulnerabilities, significantly reduces the risk of
common smart contract bugs. Furthermore, a bug bounty
program, incentivizing external security researchers R to
discover and report vulnerabilities Bounty(R, V.), comple-
ments our internal security efforts. This incentivizes external
security researchers to identify and report vulnerabilities,
complementing our internal security efforts and providing
a form of crowdsourced security auditing.

Oracle security The decentralized nature of our oracle solu-
tion, Chainlink, significantly reduces the inherent risks
associated with centralized oracles. Employing multiple
independent oracle networks enhances redundancy, minimiz-
ing the probability of data manipulation P (M) or outages
P(0p). Formally,

P(MO U OO)decentralized < P(MO U OO)Centralized- (19)

This inequality is based on the fundamental principle that
independent failures are less likely than correlated failures.
The more independent oracles we have, the lower the prob-
ability that a majority will be compromised or unavailable
simultaneously. Data signing and reputation systems further
bolster the integrity and trustworthiness of data feeds by
increasing the cost of manipulation and discouraging mali-
cious behavior.

Layer-2 security While inheriting the security of the under-
lying Ethereum blockchain (Secry =~ Secri), Optimistic
Rollups introduce a potential vulnerability during the dis-
pute period Tp. We mitigate this risk through robust fraud
detection mechanisms D y and the staking mechanism, which
incentivizes honest validator behavior. The staking mech-
anism introduces a penalty function Penalty(V,,, M) for
malicious validator behavior M by validator V,,. This dis-
incentivizes fraud and reduces the probability of fraudulent
transactions being finalized P (F}).
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Key management and access control Secure key manage-
ment is crucial for protecting sensitive data. We employ
multi-signature schemes (Multi Sig) and Hardware Security
Modules (HSMs) to enhance the security of key operations.
Strict access control policies (AC), based on role-based
access control (RBAC) principles, limit access to critical
system components only to authorized personnel, thereby
minimizing the risk of unauthorized access P(U A).

Denial-of-service (DoS) resistance The platform is designed
with DoS resistance in mind. Rate limiting (RL) and other
mitigation techniques are employed to prevent disruptions
caused by malicious actors. The decentralized nature of the
validator network also contributes to inherent DoS resilience
by distributing the points of potential attack.

Governance security The DAO governance model, secured
by secure voting mechanisms and quorum requirements Q,
prevents malicious control of the platform. The voting power
V P (h) of each holder % is proportional to their token hold-
ings, promoting democratic decision-making and hindering
manipulation by a single entity. The quorum requirement
ensures that decisions are made with sufficient participation
from the token holder community.

This multi-layered security approach, incorporating diverse
techniques at each level, strengthens the platform’s resilience
and promotes trust in the RWA ecosystem. Continuous mon-
itoring and vulnerability assessments allow us to adapt to the
evolving threat landscape and maintain a proactive security
posture.

4.2 Potential vulnerabilities

While our framework incorporates robust security measures,
it’s crucial to acknowledge potential vulnerabilities and pro-
pose mitigation strategies.

4.2.1 Smart contract vulnerabilities

Let C represent the set of all possible smart contracts
deployed on our platform. Despite employing rigorous audit-
ing and formal verification techniques, the possibility of a
smart contract ¢ € C containing an unforeseen vulnerability
v cannot be entirely eliminated. We can express this as

P(v|c) > 0, (20)

where P(v|c) denotes the probability of a vulnerability v
existing in a given contract c¢. To mitigate the risk asso-
ciated with such vulnerabilities, we adopt a multi-pronged
approach. First, a bug bounty program is introduced, incen-
tivizing a set of external security experts E to identify
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vulnerabilities. This can be represented as a function
B:ExV —> R, 1)

where B(e, v) is the reward offered to expert ¢ € E for
discovering vulnerability v € V. Second, formal verification
methods are employed, aiming to mathematically prove the
correctness of the contract logic. This can be formalized as

VeeC,dpe P (22)

such that M = p(c), where P is the set of properties a
contract must satisfy, M is a formal model, and p(c) rep-
resents the application of property p to contract c. Third,
upgradable smart contracts are implemented, allowing for
post-deployment patching of identified vulnerabilities. This
can be represented as a function

U:CxV —C(C, (23)

where U (c, v) transforms a vulnerable contract ¢ into a
patched contract ¢’ € C’. Finally, an insurance fund I is
established to compensate users in the event of an exploit.
The fund’s payout can be represented as a function

F:V xL — R, (24)

where F (v, [) is the compensation provided for losses [ € L
resulting from the exploitation of vulnerability v. This multi-
layered strategy aims to minimize the impact of potential
smart contract vulnerabilities and maintain the overall secu-
rity of the platform.

4.2.2 Oracle manipulation

Let D be the set of data sources used by our oracle mecha-
nism and O be the set of oracle nodes. While decentralized
oracle networks mitigate certain risks, the potential for
manipulation persists. Let M represent the event of oracle
manipulation. We aim to minimize P (M), the probability of
manipulation. To achieve this, we employ several strategies.
Firstly, we utilize multiple independent data sources | D| > 1
for each data feed f. This redundancy can be represented as

f=di,da, .., dy, (25)
where d; € D andn > 1. The independence of these sources
reduces the likelihood of a single point of failure or malicious

influence. Secondly, on-chain data validation mechanisms
are implemented. Let

V:D—0,1 (26)
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be a validation function, where V(d) = 1 if data from
source d passes validation and O otherwise. This valida-
tion helps detect anomalies and filter potentially manipulated
data. Thirdly, a reputation system

R:0—->R 27)

is employed to track the performance and reliability of
each oracle node o € O. A higher reputation score R(0)
indicates higher trustworthiness. Finally, we leverage estab-
lished decentralized oracle networks like Chainlink, which
distribute trust across multiple nodes and further reduce
P (M). This multi-layered approach, combining data redun-
dancy, validation, reputation tracking, and decentralization,
enhances the security and reliability of our oracle mecha-
nism, minimizing the risk of manipulation.

4.3 Layer-2 attacks

Optimistic Rollups, while offering scalability benefits, intro-
duce specific security considerations. Let V be the set of
validators on the Layer-2 network. A malicious validator
vn, € V could attempt to censor transactions or submit
fraudulent state roots Sy. To mitigate this, we impose a
staking requirement S,, where each validator v € V must
stake a minimum amount of ETH. This staking require-
ment disincentivizes malicious behavior by introducing a
financial penalty for misconduct. Formally, let M (v) repre-
sent the malicious behavior of validator v, and P (M (v)|S;,)
be the probability of malicious behavior given the staking
requirement. We aim to minimize P (M (v)|S;) by setting a
sufficiently high S,. Furthermore, a fraud proof mechanism
allows any user u € U to challenge a potentially fraudu-
lent state root Sy within a challenge period 7. This can be
represented as

C:UxS;xT—{0,1}, (28)

where C(u, Sy, T) = 1 if the challenge is successful. Addi-
tionally, validator rotation is implemented to limit the impact
of a compromised node. Let

R:VxT—=V (29)

be the rotation function, where R(V, T') updates the set of
validators after time 7.

Another potential attack vector involves data withholding,
where validators fail to publish data required for transaction
processing. Let D be the set of transaction data. A data with-
holding attack can be represented as

W:VxD— {01}, (30)

where W(v,d) = 1 if validator v withholds data d € D.
To mitigate this, we employ data availability committees
A C V, where a subset of validators is responsible for
ensuring data availability. We can also introduce redundant
data storage, where d € D is stored on multiple nodes, fur-
ther reducing the probability of data loss. This combined
approach mitigates the risks associated with malicious val-
idators and data withholding attacks, enhancing the security
and reliability of our Layer-2 solution.

4.3.1 Bribery attacks

ribery attacks represent a significant economic attack vector
against Optimistic Rollups. In such an attack, an attacker
incentivizes one or more validators to include fraudulent
transactions or state updates by offering a financial reward,
or bribe, that exceeds the expected rewards from honest val-
idation. A successful bribe could lead to the finalization of
fraudulent transactions, resulting in financial loss or system
manipulation.

Our framework mitigates bribery attacks through several
mechanisms. First, high staking requirements and substan-
tial slashing penalties, as defined in Section 3.2, increase the
economic cost for both the attacker and any colluding val-
idator. Let E(v) be the amount of ETH staked by validator
v, and let Slash(v, M (v)) represent the slashing penalty for
malicious behavior M (v). For a bribe to be successful, the
attacker’s offered bribe, B(v), must exceed the validator’s
expected rewards from honest behavior plus the expected
loss from slashing:

B(v) > R(v) + P(detection) - Slash(v, M(v)) 31

where P (detection) is the probability of the malicious behav-
ior being detected and successfully challenged. Because
Slash(v, M (v)) is a function of E(v) (a significant portion
or even all of the staked ETH), a large E(v) significantly
raises the cost of bribery.

Second, by leveraging ETH staking, we inherit a large and
decentralized validator set, V. The cost of bribing a sufficient
number of validators to control the outcome becomes pro-
hibitively expensive as the size and diversity of V increase.
Let V. C V be the set of validators the attacker needs to
bribe to control the outcome. The total bribe cost, B;yq7, can
be represented as:

Botal = Y, B(v) (32)

veV,

As the cardinality of V (|V]) increases, the required size of
V. also generally increases, driving up Bizqai-

Third, reputation systems (Section 3.4) further deter
bribery. Validators with high reputation scores have more
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to lose (future rewards and delegation) by participating in an
attack.

Fourth, the challenge-response mechanisms (fraud proofs,
Section 3.3) provide a crucial defense. Even if bribed valida-
tors submit fraudulent state updates, other participants can
challenge them, leading to transaction reversal and validator
slashing.

Finally, monitoring systems (Section 4.1) detect unusual
validator behavior (e.g., sudden changes in voting patterns
or consistent submission of challenged batches), increasing
P (detection) and thus the expected cost of bribery.

Economic modeling and game theory can analyze the
effectiveness of these mitigations, informing parameter
choices (e.g., minimum staking requirement S, slashing
penalty percentage) to make bribery attacks economically
infeasible.

4.4 Metering module security

While blockchain immutability ensures data integrity on-
chain, it does not address the security of the data source.
In our framework, the metering modules (e.g., in appliances)
are the primary data source. A compromised metering mod-
ule, denoted as M., could inject false data, dy, into the
system, which, if undetected, would be immutably stored,
undermining system integrity. Let D represent the set of all
data intended for the blockchain, and D4 be the set of all
data actually added to the blockchain. Ideally, D; = Dgy.
However, a compromised module introduces the risk that
Da = Dy U {dys} — {d;}, where d; is valid data omitted by
the compromised module. Therefore, metering module secu-
rity is paramount.

Metering module security requires several key elements.
Tamper resistance prevents physical attacks. Secure boot
ensures only authorized firmware executes, typically using
cryptographic signatures and a hardware-rooted chain of
trust. Secure firmware updates, authenticated and integrity-
checked, are essential to address vulnerabilities. The module
must authenticate itself to the network (e.g., a smart meter)
before submitting data, preventing unauthorized devices
from injecting false data. Authentication might use cryp-
tographic keys or certificates. Authorization ensures the
module only submits data it’s permitted to submit (e.g.,
energy consumption for its specific appliance). Data encryp-
tion (e.g., using TLS/SSL) protects data confidentiality and
integrity during transmission. Key management, including
secure storage and handling of cryptographic keys, is crucial.
Intrusion detection mechanisms can also be implemented to
detect and report anomalies.

To mitigate the risk of compromised modules, our frame-
work advocates for several strategies. Hardware Security
Modules (HSMs), dedicated tamper-resistant hardware, can
protect cryptographic keys and perform sensitive opera-
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tions. Trusted Execution Environments (TEEs), like ARM
TrustZone or Intel SGX, provide an isolated execution envi-
ronment for security-critical code (key management, data
signing), reducing the attack surface. Cryptographic signa-
tures are essential; the module digitally signs all submitted
data using a private key. The smart contract verifies this sig-
nature, confirming data origin and integrity (See Section 4.1).
The corresponding public key would be registered with the
smart contract. Let S(d, kp,iy) be the signature of data d
using private key k iy, and V(d, s, k1) be a verification
function that returns true if signature s is valid for data d and
public key kp,p, and false otherwise. The smart contract’s
verification can be represented as:

true, if d is authentic and untampered
vV, S, kpriv)s kpub) =

false, otherwise

(33)

Regular security audits of both hardware and software are
crucial. Anomaly detection algorithms can identify unusual
data patterns, potentially indicating a compromise. Redun-
dancy, using multiple independent sensors, can improve
reliability and help detect discrepancies. Finally, device attes-
tation allows a device to prove its identity and the integrity of
its software/firmware to a remote party, ensuring only legit-
imate modules connect and submit data.

4.5 Security implications

The security of our proposed framework is intrinsically
linked to the security implications of our chosen Layer-
2 solution, Optimistic Rollups, and our oracle mechanism,
Chainlink. While both offer significant advantages, they
also introduce specific security considerations that must be
addressed.

4.5.1 Optimistic rollups security implications

The security of Optimistic Rollups hinges on two key aspects:
fraud proof mechanisms and data availability. Let Sg rep-
resent a state root published on Layer-1. A fraud proof
mechanism allows any honest participant p € P (where P
is the set of all participants) to challenge the validity of Sg
by submitting a fraud proof F), within a challenge period T'.
We can represent this challenge process as a function

C:PxSpxF,xT—0,1, (34)

where C(p, Sg, Fp, T) = 1 indicates a successful chal-
lenge. While effective, this mechanism introduces a delay
At in transaction finality, where Ar < T'. This delay, though
generally acceptable for RWA transactions, could impact
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time-sensitive applications. The effectiveness of this mecha-
nism also relies on the assumption that 3p € P such that p
is honest and capable of constructing F, within T'.

Data availability poses another challenge. While transac-
tion data D is submitted to Layer-1, immediate accessibility
for all participants cannot be guaranteed. Let A(p, d, ) be
a function representing the accessibility of data d € D to
participant p at time . A data availability issue arises when
dpe P, 3de D, FI [0, T] (35)
such that A(p,d,t) = 0. This lack of access can hinder
independent transaction verification and potentially enable
censorship by malicious validators. Mitigating this requires
robust data availability solutions, such as data availability
committees or redundant data storage, effectively ensuring
A(p,d,t) = 1forall p € P,d € D,and t > Tpa,
where Tp4 is a short delay for data availability. Therefore,
the security and practicality of Optimistic Rollups depend
on the careful design and implementation of these mecha-
nisms, balancing security with the timeliness of transaction
processing.

4.5.2 Chainlink oracle security implications

Chainlink, while offering a decentralized oracle solution,
presents certain security considerations. Decentralization,
while enhancing security, can introduce latency. Let L¢ be
the latency of Chainlink and L o be the latency of a central-
ized oracle. Generally, Lc > L, although the difference
is often minimal. For time-sensitive applications, where a
maximum acceptable latency L, is defined, this difference
could be a limiting factor if Lc > Lj4x-

Data source reliability is crucial. Let D = di, d, ..., d,
be the set of data sources used by Chainlink. The reliabil-
ity of the oracle data Op depends on the reliability of each
di € D. Let R(d;) represent the reliability of data source
d;. A compromised data source d. with R(d.) =~ 0 can neg-
atively impact the integrity of Op. Robust data validation
mechanisms, represented by a validation function

V:D- 0,1, (36)

and the use of multiple independent data sources (n > 1) are
crucial for mitigating this risk.

Finally, Chainlink’s interaction with the Layer-2 net-
work relies on smart contracts Sc. Vulnerabilities in Sc,
represented by a vulnerability function Vul(Sc), can com-
promise the oracle mechanism. Formally, if Vul(S¢) = 1
(vulnerability present), then the security of the oracle mech-
anism is compromised. Rigorous auditing and adherence to
security best practices are therefore essential to minimize
P(Vul(Sc)), the probability of a vulnerability existing in

the smart contracts. Thus, careful consideration of these
factors—Ilatency, data source reliability, and smart contract
security—is paramount for ensuring the overall security and
reliability of the Chainlink oracle mechanism within our
framework.

Addressing these security implications is crucial for build-
ing a robust and trustworthy RWA tokenization platform. We
employ a multi-layered approach to security, combining the
inherent strengths of Optimistic Rollups and Chainlink with
additional security measures, such as fraud detection mech-
anisms, data validation checks, and robust key management
practices. This comprehensive security strategy aims to mit-
igate the risks associated with our chosen Layer-2 solution
and oracle mechanism while maximizing their benefits for
scalability and efficient data integration.

5 Case study
5.1 Introduction

The energy sector is undergoing a significant transforma-
tion with the widespread adoption of smart meters. These
devices generate vast quantities of granular data on elec-
tricity consumption, providing unprecedented insights into
energy usage patterns. This data, while inherently valuable,
faces challenges related to secure and efficient management,
accessibility, and trust. Integrating smart meter data with
blockchain technology presents a compelling solution to
these challenges. Blockchain’s inherent properties of trans-
parency, traceability, and immutability enable the creation of
a secure and auditable record of energy consumption. Fur-
thermore, smart contracts can automate various processes,
including billing, settlement, and even complex energy trad-
ing mechanisms, based on this trusted data stream.

This case study demonstrates the practical application of
our proposed framework for Real-World Asset (RWA) tok-
enization, using smart meter data as a representative RWA.
Our objectives are to validate the feasibility of integrating the
framework’s key components (tokenization, ETH staking for
Layer-2 security, DAO governance, and oracle integration)
in a real-world scenario; to evaluate the framework’s effec-
tiveness in addressing scalability, security, and decentralized
governance challenges for high-frequency, low-value data;
and to provide simulation-based empirical evidence support-
ing the paper’s claims regarding performance and viability.
Smart metering is chosen as the focal point because smart
meter data is a tangible and quantifiable real-world asset
(electricity consumption), the high-frequency nature of the
readings aligns with Layer-2 scalability requirements, the
low individual value of each reading benefits from Layer-2’s
reduced transaction costs, and the data offers a foundation
for various blockchain applications beyond billing, including
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energy trading, carbon emission tracking, and demand-side
management.

5.2 Experimental setup
5.2.1 Simulation environment

The experimental evaluation of our framework is conducted
within a simulated environment implemented using Python
and Jupyter Lab. This choice provides a flexible and con-
trolled setting for experimentation, allowing for precise
manipulation of system parameters and observation of their
effects. The use of simulation is preferred over a real-
world deployment at this stage due to considerations of
cost-effectiveness, time constraints, and the need for com-
plete control over the experimental conditions. A real-world
deployment would introduce complexities and uncontrolled
variables that are not essential for the core validation objec-
tives of this case study.

The simulation environment faithfully emulates the core
functionalities of the proposed framework. It incorporates a
Layer-2 Optimistic Rollup, including transaction batching,
state root calculation, and a basic fraud proof mechanism.
ETH staking and slashing are modeled, with validators
depositing ETH as collateral and facing penalties for sub-
mitting fraudulent blocks. A Decentralized Autonomous
Organization (DAO) is simulated, enabling token holders to
vote on proposals using various mechanisms (simple major-
ity, quadratic, time-locked). Oracle integration is represented
by a network of nodes retrieving, aggregating, and signing
data from multiple independent sources, with dynamic rep-

Table 8 Simulation Parameters

utation updates. Finally, smart meter behavior is modeled,
generating realistic electricity consumption readings based
on a pre-defined appliance profile.

It is important to acknowledge that while the simulation
strives for realism, it necessarily simplifies certain aspects of
a full-scale, real-world deployment. For instance, the fraud-
proof mechanism is a simplified representation, and factors
such as network latency are not explicitly modeled. However,
the level of detail in the simulation is sufficient to evaluate the
key performance characteristics and validate the core design
principles of the framework.

5.2.2 Parameters

The simulation utilizes a range of parameters to represent
the various components of the framework. These parameter
values are, whenever possible, derived from realistic values
observed in existing systems and informed by relevant litera-
ture. Table 8 presents a summary of the key parameters used
in the simulation.

5.2.3 Data generation

Smart meter data The generation of realistic smart meter
readings is a crucial aspect of the simulation. We employ
an ApplianceProfile class, implemented in Python,
to model the power consumption behavior of a refrig-
erator. This profile defines a set of distinct operational
states (e.g., idle, compressor_on, defrost), each character-
ized by a specific power consumption level (in Watts) and
a duration (in seconds). Transitions between these states

Category Parameter Name Value(s) and Rationale

Layer-1 L1_BLOCK_TIME 12 seconds. Approximate block time of Ethereum.

Layer-1 L1 _GAS_LIMIT 30,000,000. A representative gas limit for Ethereum.

Layer-2 L2_BLOCK_TIME 2 seconds. Faster block time on Layer-2 to enhance throughput.

Layer-2 DISPUTE_PERIOD 604,800 seconds (7 days). Time window for challenging potentially fraudulent state
roots.

Layer-2 BATCH_SIZES [1, 10, 50, 100, 200]. Range of batch sizes used for scalability analysis.

Validator STAKING_REQUIREMENT 32 ETH. Minimum ETH stake required to become a validator, consistent with
Ethereum 2.0 specifications.

Validator NUM_VALIDATORS 100/50. Number of validators in the simulations (the code demonstrates variations).

Oracle NUM_ORACLES 10. Number of oracle nodes.

Oracle NUM_DATA_SOURCES 5. Number of independent data sources per oracle.

Oracle ORACLE_REPUTATION_DECREASE 5. Reputation decrease for incorrect oracle reports.

Oracle ORACLE_REPUTATION_INCREASE 1. Reputation increase for correct oracle reports.
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are governed by probabilities, creating a time-varying and
realistic consumption pattern. The Meter class utilizes this
ApplianceProfile to generate readings at 5-second
intervals, simulating the data stream produced by areal smart
meter. A simplified code snippet illustrating these classes is
provided below:

1 class ApplianceProfile:
2 def __init__ (self,
transitions) :
3 # (Implementation as
provided in the code)

states,

5 class Meter:
6 def __init__ (self,
private_key) :
7 # (Implementation as
provided in the code)
3 def generate_reading (self, model
="random", **kwargs) :
9 # (Implementation as
provided in the code)

meter_id,

Oracle data The simulation of oracle data involves multiple
independent data sources. Each source provides a value for
a given data point (e.g., the current electricity price), with
added random noise to represent real-world measurement
imperfections and potential biases. Oracle nodes, represented
by the OracleNode class, retrieve data from these sources.
They then aggregate the retrieved data; in this simulation, a
simple average is used for aggregation. Finally, each oracle
node signs the aggregated result using a simplified signing
mechanism. The OracleNode class also maintains a rep-
utation score for each oracle, which is updated dynamically
based on the honesty of its reports, relative to the consensus
value.

Layer-2 transactions Layer-2 transactions are simulated
using the Transaction class. Each transaction represents
a transfer of value, which in the context of this case study
could represent a payment for electricity consumption. These
individual transactions are then grouped into batches of vary-
ingsizesusingthe simulate_layer2_transactions
function. This batching is a core mechanism of the Optimistic
Rollup, allowing for increased transaction throughput.

5.3 Results and implications
5.3.1 Layer-2 scalability

A primary objective of this case study is to evaluate the scal-
ability of our Layer-2 solution. We measure the transaction

throughput (TPS) as a function of the batch size, a key param-
eter in Optimistic Rollups. The simulation results, directly
extracted from the code’s output, are presented below:

Layer -2 Scalability Simulation

> Batch size: 1, Number of batches:

1000, TPS: 0.50

3 Batch size: 10, Number of batches:
100, TPS: 5.00

4 Batch size: 50, Number of batches:
20, TPS: 25.00

s Batch size: 100, Number of batches:
10, TPS: 50.00

¢ Batch size: 200, Number of batches:
5, TPS: 100.00

Analysis The data unequivocally demonstrate a substantial
increase in TPS as the batch size increases. This relation-
ship is a direct consequence of the batching mechanism in
Optimistic Rollups. By grouping multiple transactions into a
single batch, the fixed overhead associated with submitting a
state root to Layer-1 is amortized across a larger number of
transactions, leading to a significant improvement in overall
throughput.

Comparison with layer-1 The observed TPS values achieved
on Layer-2 are considerably higher than what could be
achieved directly on Layer-1, given the inherent limitations
of Ethereum’s block time and gas limit. This underscores
the effectiveness of our Layer-2 solution in addressing the
scalability bottleneck.

Real-world implications These findings confirm the scal-
ability advantages of employing a Layer-2 approach for
managing high-frequency data streams, such as those gen-
erated by smart meters. The selection of an optimal batch
size in a real-world deployment will necessitate a trade-off
between maximizing throughput and minimizing transaction
latency. However, the simulation demonstrates that high TPS
can be realized with reasonably sized batches, making the
system suitable for real-world applications.

5.3.2 Staking and security

The simulation incorporates a simplified fraud-proof mech-
anism to illustrate the security aspects of the framework. A
malicious validator is deliberately introduced, and a fraud-
ulent block containing an invalid transaction is submitted.
Other validators have a 10% probability of detecting and
challenging this fraudulent block. A successful challenge
results in the slashing of the malicious validator’s stake by
50%. An example of a successful challenge, as output by the
simulation code, is shown below:
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Staking and Security Simulation

2> Validator wvalidator_33
challenged block

3 Fraudulent block detected and
challenged!

4+ Validator validator_0 was slashed.

Remaining stake:

successfully

Analysis The staking and slashing mechanisms are funda-
mental to the economic security of the Layer-2 network. The
requirement for validators to stake ETH, coupled with the
risk of losing a significant portion of that stake upon detec-
tion of malicious behavior, serves as a strong deterrent against
attempts to compromise the system’s integrity.

Real-World Implications The parameters governing stak-
ing requirements and slashing penalties are crucial design
choices. In a real-world deployment, these parameters would
require careful calibration to ensure a sufficient level of secu-
rity without imposing overly punitive measures that might
discourage honest validator participation.

5.3.3 DAO governance

The simulation demonstrates the operation of the DAO gov-
ernance mechanism. Token holders are simulated, and they
vote on proposals using different voting mechanisms: simple
majority, quadratic voting, and time-locked voting. Exam-
ples of the simulation output for these voting scenarios are
presented below:

DAO Governance Simulation ---
Simple Voting ---

3 Proposal ’'Increase the dispute period
to 14 days.’ passed with

Quadratic Voting ---

s Proposal ’'Adjust the oracle reward
mechanism.’ passed with

9 ===

= — —

Analysis The simulation highlights that different voting
mechanisms can lead to different outcomes, even with the
same set of voters and proposals. This reflects the varying
ways in which voting power is distributed under each mech-
anism. Quadratic voting, for instance, tends to mitigate the
influence of large token holders compared to simple majority
voting, promoting a more balanced distribution of decision-
making power.

Real-world implications The selection of a voting mecha-
nism is a critical design decision for the DAO. It directly
impacts the balance of power within the governance system
and the ability of the community to effectively guide the
platform’s evolution. The chosen mechanism must strike a
balance between efficiency and inclusivity.

@ Springer

5.3.4 Oracle integration

The simulation tracks the reputation of oracle nodes over
time. Oracle nodes that consistently provide accurate data,
close to the consensus value derived from multiple indepen-
dent sources, see their reputation scores increase. Conversely,
nodes that submit inaccurate or delayed data, simulated by
adding noise, experience a decrease in their reputation. The
simulation output, showing the final aggregated data from
the oracles at each time step, is as follows:
--- Oracle Simulation (Enhanced) ---

1

> Time: 1, Final aggregated data:
3 Time: 2, Final aggregated data:
4

Analysis The reputation system serves as a crucial incentive
mechanism, encouraging oracle nodes to provide accurate
and reliable data. It also provides a metric for users and smart
contracts to assess the trustworthiness of the data being sup-
plied.

Real-World Implications The parameters controlling the rate
of reputation increase and decrease must be carefully tuned
in areal-world deployment. The system should be responsive
to changes in oracle behavior, penalizing malicious or unre-
liable nodes, but not overly sensitive to minor, unavoidable
fluctuations in data accuracy.

5.4 Discussion
5.4.1 Advantages and limitations

The case study presented in Section 5 provides valuable
insights into the advantages and limitations of our proposed
framework.

Advantages The simulation results demonstrably support
several key advantages. The Layer-2 solution, using Opti-
mistic Rollups, achieves significantly higher transaction
throughput (TPS) than Layer-1, crucial for handling high-
frequency smart meter data. ETH staking and a sim-
plified fraud-proof mechanism provide robust economic
security, with slashing disincentivizing malicious validator
behavior. The DAO simulation showcases the feasibility of
community-driven governance, allowing token holder par-
ticipation. The oracle simulation, with its reputation system,
incentivizes honest data provision, contributing to data relia-
bility. Finally, batching transactions on Layer-2 substantially
reduces transaction costs compared to Layer-1 processing,
enhancing cost-effectiveness.

Limitations Despite the encouraging simulation results, it
is crucial to acknowledge certain limitations inherent in the
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current study and the framework’s design. The simulation
environment, while designed to be comprehensive, neces-
sarily simplifies certain aspects of a real-world deployment.
Factors such as network latency between nodes, the full
complexities of validator interactions and consensus mecha-
nisms, and the intricacies of a production-ready fraud-proof
implementation are not modeled in complete detail. Further-
more, the security of the system, particularly the Layer-2
component built upon Optimistic Rollups, relies on the core
assumptions of that design. A critical assumption is the con-
tinuous availability of at least one honest participant within
the network who is capable of, and incentivized to, chal-
lenge any potentially fraudulent state roots within the defined
dispute period. Finally, while the framework employs mul-
tiple independent oracle nodes to mitigate the risk of oracle
centralization and data manipulation, this approach does not
entirely eliminate the vulnerability. A sufficiently sophis-
ticated attack that simultaneously targets multiple oracle
nodes, or a systemic vulnerability that affects all oracle nodes,
could still compromise the integrity of the data provided to
the system.

5.4.2 Comparison with other approaches

Our proposed framework for RWA tokenization exhibits
several distinct advantages when compared to alternative
approaches currently available. First, in comparison to RWA
tokenization platforms built directly on Layer-1 blockchains,
our framework offers dramatically improved scalability.
Layer-1 blockchains are inherently limited in their trans-
action throughput due to their block time and block size
constraints. This limitation makes them unsuitable for appli-
cations involving high-frequency data streams, such as those
generated by smart meters. Our framework overcomes this
fundamental limitation through the use of off-chain trans-
action processing on Layer-2, enabling significantly higher
transaction rates. Second, when contrasted with other Layer-
2 scaling solutions, our framework’s direct integration of
ETH staking provides a superior degree of security and
censorship resistance. Many existing Layer-2 solutions rely
on separate, smaller validator sets or alternative consensus
mechanisms, which can be more vulnerable to attacks or
centralization. By leveraging the existing, large, and decen-
tralized validator set of Ethereum, our framework inherits the
robust security properties of the Ethereum mainnet. Finally,
compared to traditional, centralized energy data management
systems, our blockchain-based framework offers a funda-
mentally different approach. Centralized systems often lack
transparency and auditability, and they may be less efficient
due to manual processes and a reliance on intermediaries.
Our framework, in contrast, provides inherent transparency,
immutability, and automation through the use of blockchain

technology and smart contracts, resulting in a more secure,
efficient, and trustworthy solution for managing and utilizing
energy data.

5.4.3 Future work

Building upon the findings of this study, several promis-
ing avenues for future research and development can be
identified. Further research should enhance the fraud-proof
mechanisms within the Layer-2 solution, potentially involv-
ing more sophisticated cryptographic techniques and alterna-
tive challenge-response protocols to improve efficiency and
security. Developing more advanced economic models is
also crucial for analyzing validator and oracle node incen-
tives, including fine-grained analysis of staking rewards,
slashing penalties, and reputation mechanisms to ensure
long-term economic sustainability and security. This analy-
sis should explicitly include evaluating the economic security
and robustness of the DAO governance itself against potential
manipulation, moving beyond the foundational mechanisms
presented. While extending the current simulation envi-
ronment to model more complex attack scenarios (such
as coordinated oracle attacks or validator collusion) offers
valuable insights into resilience, demonstrating real-world
feasibility necessitates empirical validation.

Consequently, a crucial next phase involves a structured
progression towards deployment, forming a roadmap for
empirical validation. Initially, deploying the core frame-
work components onto an Ethereum testnet will allow for
functional validation of component interoperability, initial
performance benchmarking against simulated results (e.g.,
TPS, latency), and testing of security mechanisms under con-
trolled conditions. Following successful testnet validation, a
targeted pilot program focused on a specific RWA category
(e.g., tokenized equipment leases or specific financial instru-
ments) is envisioned. This pilot would involve partnering
with relevant stakeholders, integrating necessary off-chain
processes like identity verification (KYC/AML), validating
the end-to-end tokenization and management lifecycle with
limited real-world value, assessing operational practicalities
and costs, and gathering crucial user feedback to rigorously
assess the framework’s practicality.

Findings from these empirical stages will inform itera-
tive refinements. Concurrently, exploring alternative Layer-2
scaling solutions, such as zk-Rollups (including zkEVMs),
and different decentralized oracle networks remains impor-
tant to evaluate their performance and security characteristics
within the RWA tokenization context through comparative
analysis. Furthermore, extending the simulation capabilities
to explicitly model and quantitatively assess the practical
resilience of the decentralized governance structure against
specific attack vectors, such as Sybil attacks or whale domi-
nance, particularly when employing alternative mechanisms
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like quadratic voting (briefly mentioned but not modelled
herein), is necessary. Addressing the practical challenges
of real-world data integration, including acquisition, cleans-
ing, standardization, and privacy preservation, will also be
essential. Achieving broader market integration and liquid-
ity also requires addressing the current Ethereum-centric
design; therefore, future work must actively investigate and
evaluate secure and efficient cross-chain interoperability
solutions. This involves exploring mechanisms such as estab-
lished protocols (e.g., CCIP, IBC), bridging technologies,
and token wrapping strategies to enable seamless interac-
tion and asset movement between this framework and other
relevant blockchain ecosystems. Finally, the development
of user-friendly interfaces, including dashboards for data
visualization, asset management tools, and intuitive DAO
participation interfaces, is vital for facilitating wider adop-
tion and realizing the framework’s full potential.

5.5 Cost analysis & quantitative comparison

This section assesses the costs associated with developing,
deploying, and operating the proposed framework. While a
precise financial forecast depends heavily on specific imple-
mentation choices, prevailing market conditions (e.g., ETH
price, L1 gas fees), and the scale of deployment, we first
outline the primary cost categories and then present a quan-
titative comparison based on simulation results to illustrate
the economic advantages of the proposed Layer-2 approach.

To provide a concrete illustration of the potential cost sav-
ings, we conducted a simulation comparing representative

Table 9 Layer-1 vs. Layer-2 RWA Transaction Cost Comparison

RWA transactions on Ethereum Layer-1 against our pro-
posed Layer-2 solution (based on Optimistic Rollups). The
simulation utilized Web3.py with a local Ganache instance,
representing a low L1 gas price environment (~2 Gwei), and
incorporated a simplified L2 cost model including opera-
tional gas, fixed fees, and amortized L1 data costs dependent
on batch size. Table 9 summarizes the average costs derived
from these simulations, assuming an ETH price of $2000
USD and a $0.1 USD fee for Oracle services where applica-
ble.

The simulation results presented in Table 9 highlight
several key economic aspects of the proposed framework.
Firstly, the Layer-2 operational gas (L2 OpGas), representing
the computational effort on the L2 network, is substantially
lower than the equivalent L1 gas consumption across all
transaction types, reflecting the inherent efficiency gains of
off-chain computation. Secondly, the crucial role of batch
size (BS) in Optimistic Rollups is evident. Increasing the
batch size from 10 to 50 significantly reduces the average
cost per L2 transaction. This occurs because the relatively
fixed cost of submitting the L2 batch data and state root to
L1 is amortized over a larger number of transactions, directly
validating the scalability advantage of the rollup approach.

It is important to contextualize the direct L1 vs. L2 cost
comparison within the simulation’s low L1 gas price envi-
ronment (~2 Gwei). Under these specific conditions, the L2
cost savings are less dramatic, and for smaller batch sizes,
the combined cost of L2 fees and L1 data amortization can
approach or even slightly exceed the minimal L1 cost. How-
ever, this simulation clearly demonstrates the *mechanism*

Transaction Type Platform Avg. Gas  Avg. Cost (ETH)  Avg. Cost (USD)  Oracle Cost (USD)  Notes

RWA Issue (ERC-721) Layer-1 74274 0.00002108 0.0422 N/A L1 GasPrice: ~ 2.00 Gwei
RWA Issue (ERC-721) L2 (Sim.) 7427 0.00002009 0.0402 N/A BS=10, L2 OpGas

RWA Issue (ERC-721) L2 (Sim.) 7427 0.00001353 0.0271 N/A BS=50, L2 OpGas

RWA Transfer (ERC-20)  Layer-1 52172 0.00001135 0.0227 N/A L1 GasPrice: ~ 2.00 Gwei
RWA Transfer (ERC-20) L2 (Sim.) 5217 0.00001964 0.0393 N/A BS=10, L2 OpGas

RWA Transfer (ERC-20) L2 (Sim.) 5217 0.00001308 0.0262 N/A BS=50, L2 OpGas

Yield Dist. (N=3) Layer-1 139544 0.00001367 0.0273 N/A L1 GasPrice: ~ 2.00 Gwei
Yield Dist. (N=3) L2 (Sim.) 13954 0.00002139 0.0428 N/A BS=10, L2 OpGas

Yield Dist. (N=3) L2 (Sim.) 13954 0.00001483 0.0297 N/A BS=50, L2 OpGas
Governance Vote Layer-1 73894 0.00000555 0.0111 N/A L1 GasPrice: &~ 2.00 Gwei
Governance Vote L2 (Sim.) 7389 0.00002008 0.0402 N/A BS=10, L2 OpGas
Governance Vote L2 (Sim.) 7389 0.00001352 0.0270 N/A BS=50, L2 OpGas

Oracle Update Layer-1 48228 0.00000317 0.0063 0.1000 L1 GasPrice: &~ 2.00 Gwei
Oracle Update L2 (Sim.) 4823 0.00001956 0.0391 0.1000 BS=10, L2 OpGas

Oracle Update L2 (Sim.) 4823 0.00001300 0.0260 0.1000 BS=50, L2 OpGas

Notes: L2 (Sim.) = Layer-2 Simulated costs. BS = Batch Size. L2 OpGas = Simulated operational gas on L2 (* 10% of L1 gas in this model). L1
Gas Price obtained from Ganache (~2.00 Gwei). ETH price assumed $2000 USD. Oracle Cost is an assumed service fee, independent of on-chain

gas. N/A = Not Applicable
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by which L2 achieves cost savings. In real-world Ethereum
mainnet scenarios, where L1 gas prices are often significantly
higher (e.g., 10x, 50x, or more), the absolute L1 transaction
costs would increase proportionally. In contrast, the domi-
nant cost factor for L2 becomes the amortized L1 data cost,
which scales much more favorably than full L1 execution.
Therefore, under realistic network conditions, the cost advan-
tage of the Layer-2 solution is expected to be substantial,
potentially reducing transaction fees by orders of magnitude
compared to Layer-1.

Furthermore, the simulation underscores the significance
of Oracle costs for specific RWA operations. As seen in the
"Oracle Update" transaction, the assumed $0.1 USD Oracle
service fee constitutes the vast majority of the total cost in
this low-gas simulation, dwarfing the on-chain gas expenses.
This highlights that for RWA use cases heavily reliant on
frequent external data feeds, optimizing Oracle usage and
considering associated service fees is a critical component
of the overall economic viability, independent of the chosen
blockchain layer.

Beyond these transaction-specific costs derived from the
simulation, the overall financial picture involves several other
key categories detailed below.

5.5.1 Development costs

The creation of a robust and secure RWA tokenization plat-
form, such as the one presented in this study, necessitates
several significant upfront development costs. The most sub-
stantial of these costs is typically the skilled labor required
to design, implement, and thoroughly test the system. This
involves assembling a specialized team possessing expertise
in various domains, including software engineering, smart
contract development, security auditing, and project man-
agement. Specifically, a deep understanding of blockchain
technology, cryptography, and distributed systems is essen-
tial for building a secure and reliable platform. Beyond labor
costs, there are also potential software-related expenses.
While a significant portion of the development process can
leverage readily available open-source software and libraries,
specialized development tools, comprehensive testing frame-
works, or licensing fees for certain proprietary software
components may be required. Finally, hardware costs can
contribute to the overall development expenses. The devel-
opment and testing phases may require dedicated hardware
resources, including high-performance workstations for run-
ning simulations and conducting computationally intensive
tasks. In addition, depending on the security requirements,
specialized hardware security modules (HSMs) may be nec-
essary to protect sensitive cryptographic keys and ensure the
integrity of critical operations.

5.5.2 Deployment costs

Transitioning the framework from a development environ-
ment to a live, production setting entails several deployment
costs associated with infrastructure provisioning and ini-
tial system configuration. A primary cost is the deployment
of the necessary smart contracts to the Ethereum mainnet
(Layer-1). This process incurs gas costs, which are directly
proportional to the computational complexity of the smart
contracts and the prevailing gas prices on the Ethereum net-
work at the time of deployment. Furthermore, while the core
transaction processing is offloaded to the Layer-2 network
for scalability, there are potential server costs associated
with running supporting infrastructure. This infrastructure
may include relayers, which are responsible for facilitating
secure communication and data transfer between the Layer-1
and Layer-2 networks. Additionally, data availability ser-
vices may be required to ensure that transaction data remains
accessible even in the event of Layer-2 unavailability. Finally,
servers may be needed to host user interfaces and provide
access points for interacting with the platform. In addition to
these infrastructure-related costs, network bandwidth costs
will be incurred due to the ongoing data transmission between
the Layer-1 network, the Layer-2 network, and the integrated
oracle networks. These costs will depend on the volume of
data transmitted and the pricing structure of the network
providers.

5.5.3 Operational costs

Maintaining the platform and processing transactions incurs
ongoing operational costs. As highlighted by the simulation
(Table 9), Layer-2 transaction fees are a primary component.
These fees, while significantly lower per transaction than
on Layer-1 due to rollup efficiencies (especially with larger
batch sizes), still constitute a recurring expense influenced
by L2 network activity and the cost of L1 data submission.
Another key operational cost involves accessing external
data via decentralized oracle networks (like Chainlink),
which typically charge service fees based on usage and data
requirements. Validator incentives for securing the Layer-2
network, usually funded from transaction fees, also repre-
sent an operational outflow necessary for system integrity.
Finally, operating the DAO involves minor costs related to
executing proposals on-chain and managing the treasury.

5.5.4 Legal and compliance costs
The operation of an RWA tokenization platform, particularly

one dealing with assets like electricity consumption data,
may be subject to a range of legal and regulatory require-
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ments. The specific nature and extent of these requirements,
and therefore the associated costs, will vary significantly
depending on the nature of the tokenized assets and the juris-
dictions in which the platform operates. Several key areas
of legal and compliance costs can be anticipated. Firstly,
compliance with Know Your Customer (KYC) and Anti-
Money Laundering (AML) regulations is often mandatory.
This typically necessitates verifying the identities of users
interacting with the platform, which may involve integrat-
ing with and paying for services provided by third-party
KYC/AML verification providers. Secondly, adherence to
data privacy regulations, such as the General Data Protection
Regulation (GDPR) in Europe or the California Consumer
Privacy Act (CCPA) in the United States, is crucial. Meeting
these requirements may necessitate substantial investments
in data security infrastructure, privacy-enhancing technolo-
gies, and ongoing compliance efforts. Finally, depending on
the specific regulatory landscape and the classification of the
tokenized assets, there may be costs associated with reporting
to relevant regulatory authorities. This could involve prepar-
ing and submitting regular reports, undergoing audits, and
maintaining ongoing communication with regulators.

5.5.5 Comparison with traditional systems

Compared to traditional, centralized systems for managing
real-world assets and related data, the proposed blockchain-
based framework offers the potential for substantial cost
reductions. The automation enabled by smart contracts, the
reduced reliance on intermediaries, and the increased effi-
ciency of Layer-2 transaction processing, as quantitatively
indicated by the simulation results, can lead to significant
operational cost savings, particularly under high L1 gas
fee conditions. Furthermore, the inherent transparency and
auditability of blockchain technology can reduce costs asso-
ciated with fraud prevention and dispute resolution.

5.5.6 Factors influencing costs

The overall costs associated with developing, deploying, and
operating the proposed RWA tokenization framework are
subject to several influential factors. The scale of deployment
plays a crucial role. A larger number of users, smart meters,
and other connected devices directly translates to higher
transaction volumes on the Layer-2 network, increased data
storage requirements, and potentially greater costs associated
with KYC/AML verification if applicable. The frequency of
transactions is another significant factor. Higher transaction
frequencies, such as more frequent smart meter readings,
lead to a greater number of transactions processed on the
Layer-2 network, thus increasing Layer-2 transaction fees.
Similarly, higher data update frequencies from oracles can
result in increased oracle data costs. The regulatory land-
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scape is a major determinant of costs. The specific regulatory
requirements imposed by relevant jurisdictions, including
KYC/AML, data privacy, and reporting obligations, can sig-
nificantly impact the legal and compliance costs incurred
by the platform. The choice of underlying technologies also
has cost implications. Different Layer-2 scaling solutions
(e.g., Optimistic Rollups, zk-Rollups) and different decen-
tralized oracle networks (e.g., Chainlink, other providers)
have varying cost structures, affecting both the initial deploy-
ment costs and the ongoing operational expenses. Finally,
market volatility, particularly fluctuations in the price of ETH
and gas prices on the Ethereum network, can impact various
cost components. These include the costs of deploying smart
contracts, the economic incentives for validators (rewards
and slashing), and the fees associated with Layer-2 transac-
tions.

6 Conclusion

This paper presented a novel blockchain-based framework
for the tokenization and management of Real-World Assets
(RWAs). Our key contributions include: (1) the design and
implementation of a modular and adaptable framework that
supports diverse asset classes; (2) the integration of decentral-
ized governance mechanisms to empower stakeholders and
promote transparency; and (3) the incorporation of a Layer-2
scaling solution to address scalability challenges.

Our experimental evaluation demonstrated the feasibility
and efficiency of the proposed framework. We successfully
tokenized both fungible and non-fungible assets, simulated
user interactions with the staking and governance mecha-
nisms, and demonstrated the functionality of the Optimistic
Rollup scaling solution. The results showed that our frame-
work can achieve high throughput and low latency while
maintaining robust security and transparency.

Our analysis of the potential impact of the framework
on the RWA market revealed significant opportunities for
democratizing access to investment opportunities, enhanc-
ing liquidity, reducing transaction costs, and improving
regulatory compliance. While challenges remain, such as
addressing interoperability and fostering wider adoption,
we believe our framework provides a solid foundation for
transforming the RWA landscape. By directly addressing the
scalability limitations of Ethereum through Layer-2 integra-
tion, and enhancing security through a novel combination of
ETH staking and a DAO-governed approach, our research
provides a concrete foundation for building a more efficient,
transparent, and accessible RWA ecosystem. For example,
The integration of Layer-2 solutions such as Optimistic
Rollups can lead to a tenfold or greater improvement in trans-
action throughput, and the DAO governance can be used to
adjust key parameters such as the threshold. However, we
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acknowledge that scalability remains an ongoing challenge
for blockchain-based systems in general. Our framework
directly addresses this challenge through the integration of
Layer-2 scaling, specifically Optimistic Rollups. By process-
ing transactions off-chain and submitting only compressed
batches to the Ethereum mainnet, we achieve significant
improvements in transaction throughput and reductions in
gas costs, as demonstrated in our experimental results
(Section 5.2). Furthermore, we employ specific optimiza-
tions within our Optimistic Rollup implementation, such as
grouping similar RWA transactions to maximize compres-
sion efficiency and leveraging time-delayed batching, taking
advantage of RWA'’s relatively longer settlement times com-
pared with traditional cryptocurrencies.

Future work will focus on refining the framework’s secu-
rity features, exploring alternative scaling solutions, devel-
oping user-friendly interfaces to facilitate broader adoption
and addressing adoption challenges. Specifically, we plan
to investigate alternative Layer-2 solutions like zk-Rollups
and state channels, and to perform a comparative analysis
to determine their suitability for different RWA use cases.
In the longer term, we will explore more radical scalabil-
ity solutions such as sharding, which involves partitioning
the blockchain network into smaller shards to enable parallel
processing. Ongoing research into data availability solutions
(e.g., data availability sampling, EIP-4844) will also be cru-
cial for achieving further scalability improvements. We also
anticipate that improving hardware capability will be helpful.
In particular, the emergence of zkEVMs presents a com-
pelling alternative to Optimistic Rollups, offering potential
advantages in terms of security and finality. A comparative
analysis of different Layer-2 solutions, including zkEVMs,
within the context of RWA tokenization is a key area for
future investigation. Furthermore, exploring the integration
of our framework with hybrid blockchain solutions, which
combine the benefits of public and private blockchains, could
be valuable for addressing regulatory compliance and data
privacy concerns in specific RWA use cases. Finally, inves-
tigating interoperability with other blockchain platforms is
crucial. The development of robust interoperability proto-
cols, such as Cosmos’s Inter-Blockchain Communication
(IBC) protocol and Chainlink’s Cross-Chain Interoperabil-
ity Protocol (CCIP), is opening up new possibilities for
cross-chain asset transfers and data sharing. Integrating our
framework with these protocols would enable seamless inter-
action with other blockchain ecosystems, expanding the
reach and utility of tokenized RWAs. We are confident that
our research will contribute to the ongoing development of a
more efficient, transparent, and accessible RWA ecosystem.
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