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Abstract

The fusing of a vast corpus of data into model parameters poses a challenge
for Al governance, particularly with regards to concerns over the appropriate
use of specific examples. We investigate how partitioning data into semantically
meaningful groups may allow for training and serving models with finer-grained
control over subsets of data. Data compartmentalization can help isolate data
groupings with differing levels of risk, permitted usages and expiry dates, and may
provide a path towards data attribution. We propose data compartmentalization
as a unifying framework across a number of existing technical approaches, and
present hypotheses and open questions around the suitability of these approaches
for addressing policy concerns related to Al governance.

1 Introduction

Most ML pipelines do not explicitly exploit any structure or hierarchy of training data — all sources
are mixed and consumed by training algorithms that are agnostic to their structure. As a result,
information from all data sources is typically fused in the model parameters. This poses a challenge
for Al governance, as legal and policy restrictions may not apply uniformly to the entire training data
corpus. Though monolithic training is by and large the status quo, there is reason to question the
merits of this approach on account of both the desire for finer-grained control over data as well as the
possible performance enhancements that might come from leveraging data structure.

Non-uniform data requirements may stem from the dynamic nature of data and context in which a
model is deployed (e.g., availability, relevance, and licensing), or the inherent risk of some subsets
of data and their influence on model capabilities (e.g., privacy, bias, and harms). Because data
usage constraints can be time-, place-, and context-dependent, there is a need for training and/or
serving models in a way that is aware of and respects these dependencies (see fig. [T). In cases where
restrictions on data usage can be met by simply updating the training data corpus, a conservative
approach is to retrain the model, even if the majority of data is unchanged. While foolproof, retraining
billion-parameter models from scratch is costly, inefficient, and impractical.

The need for effective and compliant approaches that offer non-uniform treatment of data has
made relevant ML techniques that leverage compartmentalized data: data which is partitioned into
semantically meaningful groups. We discuss means of compartmentalizing data for measuring,
limiting or isolating the influence of subset(s) of data on the model, and characteristics that describe
the corresponding structured data and task settings. While the scope of our work intersects with
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Figure 1: Data compartmentalization can allow for training and serving models that are context-aware.

the ideas of “model disgorgement” (Achille et al., [2024)), we consider settings in which data can be
explicitly grouped according to some aim and consider motivations beyond strictly removing the
effects of data. We unify a number of existing techniques at the data, modeling, algorithmic, and
inference levels under the framework of facilitating data compartmentalization. Despite their varied
motivations and settings, all offer mechanisms for providing finer-grained control over subsets of
data. We examine their effectiveness, practicality, and relevance to governance, and present open
questions to better align policy motivations with technical approaches and inform future work.

2 Opportunities for AI Governance

Growing interest in better controlling large models has spurred research and led to voluntary commit-
ments and nascent regulatory frameworks (Bommasani et al., 2022} [Shevlane et al., [2023). Some
motivations stem from practical constraints on data access (e.g., regulatory and licensing compliance),
while others relate to risks of Al (e.g., bias, harms, and privacy). By strategically partitioning and
managing data within Al systems, practitioners may be better equipped to align their models with
overarching principles of responsible development and deployment (UK Department for Science,
Innovation and Technologyl 2024).

Enhancing traceability of model outputs. Attributing model outputs to the sources that were
most influential is needed for interpretability, grounding, factuality, and mitigating harms. Data
compartmentalization can make it easier to identify, isolate, and address subsets of the data that are
found to be erroneous or problematic. When paired with influence functions (Koh et al., [2019), data
compartmentalization may provide a path towards credit assignment.

Allowing efficient data deletion. When subsets of data have been identified as problematic (either
due to explicit labeling, or as a result of measuring influence), one may want to remove this data from
the model. AI model disgorgement Approaches that enable data compartmentalization may support
more efficient deletion from trained models, compared to naively retraining a monolithic model from
scratch, which may help facilitate addressing “right to be forgotten” requests under the European
Union’s General Data Protection Regulation (European Parliament & Council of the European Union)
2016).

Enabling domain-specific models for regulatory compliance. ~Compartmentalizing sensitive
domain-specific data may facilitate compliance with regulations on model use in particular contexts.
To comply with securities regulations, a model trained on financial data could exclude insider
information when used for investment recommendations. This would prevent the misuse of privileged
information while still allowing for the use of other relevant data for analysis.

Facilitating compliance with licensing terms. Maintaining data source separability will allow for
using each source according to its associated license, rather than using the most restrictive terms
among all data sources in the mix. Though efforts to attribute licenses to data are underway (Longpre
et al.l 2023)), their feasibility is uncertain given the evolving nature of licensing terms and data
interdependencies. Nevertheless, on principle, data compartmentalization strategies may serve as a
promising tool for addressing copyright concerns, providing an avenue for further exploration.



Fostering collaborative model development. Organizations could contribute to a joint model
without revealing their data, by training separate modules that are combined only at inference
time based on access policies. This could enable extensible models trained on data from multiple
organizations in a privacy-preserving way that respects requirements on data locality (Rieke et al.,
2020).

3 Compartmentalizing Data

Despite how standard ML pipelines treat all data uniformly, in practice data often has meaningful
structure. This structure may occur naturally in the data, or may be imposed to yield groups that
correspond to subsets of data with uniform usage requirements or qualities of interest. Using
relevant existing metadata or generated annotations to specify groupings and leveraging this structure
throughout training can help provide traceability of corresponding subsets of data.

There is a long history of embedding structure in data storage systems to specify relations and
constraints. Most database management systems are designed to store data in an organized way
that preserves relational, hierarchical, or network structure between examples in the database. This
makes possible storing relationships between entities, compartmentalizing data, and controlling
information flow (Robling Denning} [1982)). Historically, access-control lists (ACLs) have been used
in computer security to limit data access to particular users according to policy requirements (Daley:
& Neumann, [1965) and ensure non-interference where there should be no leakage of information
between entities (Goguen & Meseguer, |1982).

Specifying appropriate groupings. Compartmentalizing data is important for several reasons,
ranging from facilitating traceability or limiting the influence of different subsets of data on the
model; efficiently coping with changes in the data distribution due to updated access or relevance;
enabling diverse treatment of different groups of data for compliance with licensing terms or other
restrictions; to name a few. However, enjoying these benefits from compartmentalization is only
possible if we have compartmentalized data according to the right criteria. In this section, we discuss
considerations for defining these compartments.

Using natural structure. Structure can arise naturally in data, yielding an inherent partitioning that
may be relevant for addressing the concern of interest. Each group might refer to the data owner
(e.g., an individual or an institution). This ownership structure might even correspond to physical
placement of data across distributed hardware, either on-device (e.g., mobile phones) or on-premise
(e.g., hospitals in a network). Groupings might be made according to content creators (e.g., by artist),
which can be used for attribution of examples. The source (e.g., a particular text) of each example
can also yield groupings, relevant for scenarios in which fluctuation in availability of some source
might be expected (e.g., due to opt-out or license terms specifying appropriate use). Groupings may
also correspond, more generally, to consistent usage constraints (e.g., as dictated by access policies or
licensing). Data structure might be hierarchical, with nested groupings (e.g., categorically grouping
sources by content type).

Imposing structure. While inherent structure in data can yield natural partitions, groupings can
also be imposed. This is relevant when the metadata attributing each example to a specific case of
concern is not given. In such a scenario, structure can be imposed by inferring the groupings of data
and annotating them accordingly. Examples include clustering by topic, subject, domain, attribute, or
concept. Structure might also be imposed if some artificial subset of the data is known to be risky or
subject to change.

Principle characteristics. At a higher level, irrespective of the specific attribute(s) data is grouped
upon, the result of data compartmentalization can be described by a number of principle characteristics
that capture the statistical properties of the groupings. These characteristics help specify the particular
partitioned data setting and inform what ML techniques for compartmentalized data are appropriate.

e Granularity specifies how large the data groupings are with respect to the size of the dataset: has the
entire corpus been partitioned finely (into groups of few examples) or coarsely (into large groups)?

e Specificity indicates whether data groupings can be made completely with clear boundaries seg-
menting each group: is there a discrete mapping of group to all representative examples, or might
there be some uncertainty as to whether groupings are complete?
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Figure 2: Visualizing characteristics of a compartmentalized data setting.

o Rigidity refers to the extent to which the groupings are static: how fixed are the partitions? Might
there be a need to vary these groupings over time?

o Intra-group variability captures the degree of heterogeneity across examples within a group: how
similar is the data within a group?

o Inter-group variability considers the degree of heterogeneity across groups: how similar are the
distributions of data in each group?

e Fluctuation captures the frequency of change to any group’s inclusion or exclusion: how often
might usage concerns arise about a particular data grouping?

e Exactness specifies the strictness with which data groups must be able to be isolated from the model:
is it required that each group be fully dissociable from model parameters or might approximate
measures that limit the influence of groups suffice?

e Temporality specifies when the data groupings of interest are known relative to the overall point in
the ML pipeline: are groupings known prior or posterior to training?

Figure [2] showcases the range of values each of these principle characteristics can take. The value of
each of these data compartmentalization characteristics emerges from careful partitioning of data
aligned with specific concerns of the problem setting. We note that this is not a complete list of
characteristics, but we highlight these as some key factors that may determine the success of different
ML approaches on compartmentalized data.

4 Strategies for Compartmentalized Data

Various existing techniques across the ML pipeline can be seen as facilitating the use of compartmen-
talized data. These strategies may be help tease apart model dependencies from data dependencies to
address Al governance concerns.

Model architectures. Model architectures that take into account data compartmentalization tend to
be modular, that is, composed of specialized sub-networks, each responsible for a specific subtask
or functionality; see (Pfeiffer et al.} [2024) for a survey. These modules can be trained, fine-tuned,
or even swapped out independently without affecting the entire model. A simple example is a flat
Mixture of Experts architecture, where each expert is trained on a different group of data (Jacobs

T991).

Tiwari et al| (2023)) present a case for modular architectures allowing for “Information Flow Control”
in machine learning, where particular modules can be included or excluded depending on constraints
on downstream data usage.




Training algorithms. Federated learning (FL) limits data sharing by training across siloed data in
a distributed manner (McMahan et al.,2017). Prototypical FL algorithms bake information across
clients into a shared model parametrically through iterative averaging (Reddi et al.| [2020). Such
an approach is not suitable for traceability or exclusion of some data source. However, the data
placement aspect of FL allows for data owners to keep raw data on premise and (in theory) opt-in to
participating in training.

Frequently used with FL, group-level differential privacy (DP) extends DP to groups of exam-
ples, where a grouping refers to all examples attributed to an individual, institution, domain, or
source [Dwork et al.|(2006). By operating on compartmentalized data, group-level DP bounds the
influence of any group on the model, treating all groups as sensitive.

By contrast, machine unlearning (MU) removes (the influence of) a specified subset of training data
(the “forget set”) from models (Nguyen et al.,|2022). An unlearning method can be either exact, if it
entirely eliminates the influence of the requested training data, or approximate, leading to imperfect
removal, in exchange for increased efficiency or model utility. Exact unlearning is done via re-training
(portions of) a model (Bourtoule et al., [2021])), often a modular architecture. A plethora of diverse
training algorithms have been proposed for approximate unlearning (Golatkar et al., 2020; |Graves
et al., 2021} Thudi et al., 2022} [Liu et al., [2024; [zzo et al., 2021} [Kurmanji et al.,|2024; Fan et al.,
2023)), but designing robust and principled evaluation methods for approximate unlearning is an open
problem.

Retrieval and inference. Non-parametric access of data sources through retrieval-augmented
generation (RAG) allows for maintaining full separability of those sources from model weights (Lewis
et al.,|2020). The approach presented in SILO (Min et al.l |2023) provides such an example. Recently,
there has been work advocating for retrieval augmentation in FL (Muhamed et al., 2024)), where
clients maintain private data stores accessed only at inference. The merging of FL’s ownership-based
data partitioning with retrieval yields an approach for owner-based selection of data sources divorced
from shared model weights.

Note that the strategies we cite do not comprise a complete list, but demonstrate a range of varied
approaches across the ML pipeline that operate on compartmentalized data.

5 Hypotheses on Settings and Suitability

We have reviewed several strategies that leverage data compartmentalization and offer finer-grained
control of data. None of them is a panacea; they have different strengths and weaknesses that make
them suitable to different settings.

The success of leveraging data compartmentalization and associated ML techniques at addressing
a particular Al governance concern hinges upon several interdependent factors: 1) the underlying
distribution of the training data (i.e., whether it is “compartmentalizable” in a useful way for a
particular goal); 2) the choice of data compartmentalization (i.e., whether a partitioning can be
defined that fully matches the concerns of the setting); and 3) the ML technique used (i.e., whether a
technique or composition of techniques matches the compartmentalization characteristics and meets
the aims).

An example where appropriate data compartmentalization paired with a suitable strategy successfully
aids in adhering to licensing restrictions is the following setting: data is partitioned by source, a
modular architecture where each data source trains a separate sub-network is used, allowing for
excluding a data source when its license expires. However, the solution is not always so clear, and
in practice there are trade-offs: a particular choice of compartmentalization made for some priority
might facilitate one application at the expense of others.

We present hypotheses on how data should be compartmentalized in alignment with various gov-
ernance concerns, and the characteristics of compartmentalized data that each ML technique is
best suited to operate on. We note that additional considerations dependent on the specific data
setting should be taken into account when defining compartments, and techniques should be cho-
sen according to trade-offs in addressing additional problem objectives beyond suitability to the
compartmentalization characteristics and governance aims (e.g., preserving utility, or maximizing
efficiency).



Mapping Al governance concerns to characteristics. To be effective, data compartmentalization
should be done in accordance with the objective of the motivating governance concern, so that the
subsets of data of interest are grouped. Acknowledging that there may be competing priorities that
suggest alternate groupings of data to protect as well as problem-specific factors, here we consider the
likely characteristics (defined in section[3)) of data compartmentalized for the individual governance
concerns introduced in section 2

e Enhancing traceability of model outputs: To ablate the impact of some subset of the data on
model capabilities, groupings should be made according to the attribute of interest. Inherently, these
groupings may not have high specificity or rigidity, given the difficulty of drawing boundaries around
all examples that influence the model in a particular way. Ideally there should be some cohesion to
the group of interest (low intra-group variability) and distinction from the remaining training data
(high inter-group variability).

o Allowing efficient data deletion: The partitioning of data to remove a group at the request of a
particular owner or data provider should be specific, rigid and defined prior to training. To remove
a concept found to be problematic, the compartmentalization will have limited specificity, as these
groupings are inferred. Granularity might vary from a single example to a large portion of the corpus.
Depending on the objective, deletion might need to be exact, or approximate removal might suffice.

e Enabling domain-specific models for regulatory compliance: Compartmentalizing data for use in
training domain-specific models for regulatory compliance should yield groupings that are coarse
and rigid. Regulations on context-dependent data likely call for specific groupings and require that
groups be exactly separable.

o Facilitating compliance with licensing terms: License and contract constraints yield coarse, specific
and rigid groupings. These groups are not expected to fluctuate with high frequency. In terms of
temporality, licensing terms of data are likely known prior to training, but the usage of the model
might not be known, which may preclude the use of some data at inference time. Additionally, data
licenses may evolve over time. Licensing terms likely necessitate exact means of separating groups.

e Fostering collaborative model development: Data compartmentalization for collaborative model
development is naturally defined by data ownership among organizations participating. This parti-
tioning is coarse, specific and rigid. Likely there is low intra-group variability and high inter-group
variability. The groupings are known prior to training. The exactness with which these groups need
to be separable from model parameters is variable and dependent on the concerns of the organizations
participating.

Defining and characterizing the partitioning for each problem setting is the first step towards examin-
ing what strategies might meet the motivating aims and concerns.

Formulating hypotheses on where strategies apply. Several considerations influence the suitabil-
ity of each data compartmentalization strategy for different applications, including trade-offs in
computational complexity, model performance, and application-specific priorities. Here, we focus on
key characteristics we identify in section [3| posing hypotheses on the suitability of each strategy to
data partitioning settings that we invite research to investigate:

e Modularity may be most applicable to settings in which data compartmentalization is coarse, rigid
and specific. Modular architectures support the training of separate modules on groupings known
prior to training, as well as the addition of new groups of data through subsequent training of separate
modules. It is not applicable, however, if groupings in the pre-training corpus are known posterior
to training. This strict compartmentalization lends itself well to addressing frequent fluctuation in
inclusion or exclusion of modules to meet deletion needs and conditional usage.

If there is significant variance in the granularity of some groups (e.g., one group has very few data
points assigned to it but others have more) and sufficiently low inter-group variability (i.e., groups
are similar to one another), then modular architectures may be a poor choice. Utility may suffer
as some subnetworks will be trained with insufficient data. By contrast, a monolithic model could
better benefit from positive transfer, allowing data-rich components to influence and aid in learning
data-poor components.

Modularity can aid in achieving higher utility (while readily enabling deletion, or conditioning based
on relevance for new tasks) when there is high inter-group variability. This is because there may be
interference issues associated with training all parameter weights on highly-heterogeneous data.



e DP is well-suited to address risks associated with specific, rigid groupings known prior to training,
in problem settings where approximate separability suffices. DP uniformly bounds the risk of all
groups at the expense of utility. For the same privacy guarantee, a larger group size yields worse
utility, making DP suitable for relatively fine granularity partitions (e.g., example-level or user-
level) (Ponomareva et al., [2023)). Such an approach is tolerant of frequent inclusion or exclusion of
groupings (done approximately) as each group has bounded limited influence on a model trained with
group-level DP. Critically, DP implicitly assumes that these groupings are made with high specificity
and strict boundaries, such that each group maps to a specific piece of private information. This is a
challenging, if not prohibitive, requirement for natural language data where private information may
occur repeatedly and boundaries are hard to define (Brown et al.| [2022).

e FL operates on specific, rigid groups known prior to training. Granularity varies from relatively
fine (e.g., cross-device) to relatively coarse (e.g., cross-silo). FL typically assumes high inter-group
variability and low intra-group variability. While FL offers a means of ownership-based participation,
prototypical FL algorithms do not offer any exact separability of group(s) from the model resulting
from compartmentalized training. If instead of iterative averaging, models are trained separately on
owner data then ensembled or souped, this would make possible more exact separability.

e MU may be poised to address specific and limited data groupings that are not rigid, frequently
fluctuate, and may be defined posterior to training. Approximate MU yields approximate separation
of the group of data of interest (the “forget set”) from the model parameters. Preliminary results show
that intra- and inter- variability between the group that is requested to be removed and the rest of the
training data affects the success of approximate unlearning methods. Several approaches struggle to
remove forget sets that are “more similar” to the rest of the dataset (Zhao et al., 2024)).

e RAG is similarly suitable for specific and limited data groupings that frequently fluctuate, but these
groupings must be rigid and should largely be defined prior to training. RAG is not a good solution
if there is low rigidity, because if the groupings change, the desired partition of which groups can
affect parameters (versus which groups of data can only be retrieved through inference) will also
change, potentially necessitating retraining the model, which is expensive. For the same reason, RAG
requires groupings known prior to training. However, additional data for inference-time retrieval can
be added posterior to training.

6 Open Questions

A number of open questions remain surrounding the appropriate use of data compartmentalization
and associated strategies to address the needs of Al governance.

Technical considerations.

o Suitability: What is a robust set of principles to inform the choice of strategy for a particular
application? Research is needed to investigate the hypotheses we make, and compile criteria for
assessing the relevance of each strategy.

e Composability: How can these techniques be effectively combined to achieve multiple goals
simultaneously? For instance, can FL be used in conjunction with MU to remove data from specific
clients while preserving the model?

o Evaluation: How can we rigorously evaluate the effectiveness of these techniques, particularly for
MU, where defining and measuring “forgetting” is a challenge?

e Limitations: To what extent might compartmentalizing data pose challenges for management and
transparency of the entire training corpus? For example, multiple data owners and/or model owners
may lead to questions of liability and increased security risk.

Legal and policy alignment.

o Considering alternatives: How do data compartmentalization techniques compare to alterna-
tive strategies (e.g., careful data curation, output filtering, representation engineering) in terms of
optimality, efficiency, and effectiveness across different Al governance challenges and contexts?

e Targeting the right intervention: Given a specific policy goal (e.g., mitigating bias), what part of
the ML pipeline should be targeted for data compartmentalization? Are methods that only process
outputs of models sufficient?



o Metrics of success: What are the appropriate metrics for measuring the success of data compart-
mentalization in achieving legal and ethical objectives? How can we balance these metrics with
traditional model performance metrics?

® Regulatory permissiveness: Are data compartmentalization strategies that involve distributed
compute, modularity and collaborative model development sanctioned under the EU AI Act? These
approaches may limit the number of co-located model parameters while increasing the total parameter
count, which makes it challenging to calculate the “risk” of the model according to EU AI Act
parameter count metrics.

Outlook. As the field of Al continues to evolve, so too will the legal and ethical landscape surrounding
data usage. The above strategies provide a flexible framework for addressing these evolving needs. By
engaging with open questions through interdisciplinary dialogue, we pave the way for the development
of responsible and compliant Al systems.
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NeurlIPS Paper Checklist

The checklist is designed to encourage best practices for responsible machine learning research,
addressing issues of reproducibility, transparency, research ethics, and societal impact. Do not remove
the checklist: The papers not including the checklist will be desk rejected. The checklist should
follow the references and follow the (optional) supplemental material. The checklist does NOT count
towards the page limit.

Please read the checklist guidelines carefully for information on how to answer these questions. For
each question in the checklist:

e You should answer [ Yes] , ,or [NA].

e [NA] means either that the question is Not Applicable for that particular paper or the
relevant information is Not Available.

e Please provide a short (1-2 sentence) justification right after your answer (even for NA).

The checklist answers are an integral part of your paper submission. They are visible to the
reviewers, area chairs, senior area chairs, and ethics reviewers. You will be asked to also include it
(after eventual revisions) with the final version of your paper, and its final version will be published
with the paper.

The reviewers of your paper will be asked to use the checklist as one of the factors in their evaluation.
While "[Yes] " is generally preferable to " ", itis perfectly acceptable to answer " " provided a
proper justification is given (e.g., "error bars are not reported because it would be too computationally
expensive" or "we were unable to find the license for the dataset we used"). In general, answering
" "or "[NA] " is not grounds for rejection. While the questions are phrased in a binary way, we
acknowledge that the true answer is often more nuanced, so please just use your best judgment and
write a justification to elaborate. All supporting evidence can appear either in the main paper or the
supplemental material, provided in appendix. If you answer [Yes] to a question, in the justification
please point to the section(s) where related material for the question can be found.

IMPORTANT, please:

o Delete this instruction block, but keep the section heading ‘“NeurIPS paper checklist",
e Keep the checklist subsection headings, questions/answers and guidelines below.
e Do not modify the questions and only use the provided macros for your answers.

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: We state the claims and contributions of the paper in the abstract and introduc-
tion, and include a section dedicated to open questions which characterize the limitations of
this work.

Guidelines:
e The answer NA means that the abstract and introduction do not include the claims
made in the paper.
e The abstract and/or introduction should clearly state the claims made, including the

contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

e The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

e It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?

Answer: [Yes]
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Justification: We include a secion dedicated to "Open Questions" that call out the limitations
of this work and opportunities for future work.

Guidelines:

The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

The authors are encouraged to create a separate "Limitations" section in their paper.

The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [NA]

Justification: The paper does not include theoretical results.

Guidelines:

The answer NA means that the paper does not include theoretical results.

All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

All assumptions should be clearly stated or referenced in the statement of any theorems.

The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

Theorems and Lemmas that the proof relies upon should be properly referenced.

Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [NA]

Justification: The paper does not include experiments.

Guidelines:
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The answer NA means that the paper does not include experiments.
If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [NA]

Justification: The paper does not include experiments requiring code.

Guidelines:

The answer NA means that paper does not include experiments requiring code.

Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.
The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).
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e Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [NA]
Justification: The paper does not include experiments.
Guidelines:

e The answer NA means that the paper does not include experiments.

e The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

e The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [NA|
Justification: The paper does not include experiments.
Guidelines:

e The answer NA means that the paper does not include experiments.

e The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

e The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

e The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

e The assumptions made should be given (e.g., Normally distributed errors).

e It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

e It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

e For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

e If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [NA]
Justification: The paper does not include experiments.
Guidelines:

e The answer NA means that the paper does not include experiments.

e The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.
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9.

10.

11.

e The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

e The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]

Justification: This paper conforms to the NeurIPS Code of Ethics. It contains no experiments
involving data or human subjects, so there is no potential harm from the research process or
societal risk posed.

Guidelines:

e The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

o If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

o The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: We include a section "Opportunities for Al Governance" which points out the
potential positive societal impacts of data compartmentalization. In "Open Questions" we
present limitations and examine possible negative societal impacts of data compartmental-
ization.

Guidelines:

e The answer NA means that there is no societal impact of the work performed.

o If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

e Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

e The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

e The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

o If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?
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Answer: [NA]
Justification: The paper poses no such risks as it does not release data or models.
Guidelines:

e The answer NA means that the paper poses no such risks.

e Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

e Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

e We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [NA]
Justification: The paper does not include experiments that use existing assets.
Guidelines:

e The answer NA means that the paper does not use existing assets.
e The authors should cite the original paper that produced the code package or dataset.

e The authors should state which version of the asset is used and, if possible, include a
URL.

e The name of the license (e.g., CC-BY 4.0) should be included for each asset.

e For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

e If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

e For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

o If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: The paper does not release new assets.
Guidelines:

o The answer NA means that the paper does not release new assets.

e Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

o The paper should discuss whether and how consent was obtained from people whose
asset is used.

e At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects
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15.

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
e The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

e Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

e According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
e The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

e Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

e We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

o For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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