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Abstract

Abstract – Energy market settlements in ISOs such
as CAISO and MISO have grown increasingly com-
plex with the expansion of EIMs and automated trans-
action processes. Traditional rule-based, manual au-
diting is inefficient, error-prone, and unable to man-
age the massive data volumes these markets gener-
ate. To address this, we propose Automated Neu-
ral Network Auditing (ANNA), a hybrid machine
and reinforcement learning framework for scalable
anomaly detection. ANNA applies neural networks
for anomaly identification and reinforcement learning
for adaptive, real-time auditing, incorporating statis-
tical methods, K-nearest Neighbors (KNN), and Deep
Q-Networks (DQN). Using three years of CAISO set-
tlement data covering 32 charge codes and over 63
million transactions, ANNA is evaluated against tra-
ditional statistical and clustering models on precision,
recall, efficiency, and false negative reduction. Prelim-
inary results show ANNA outperforms conventional
approaches by uncovering hidden relationships in set-
tlement data, enabling more accurate, compliant, and
efficient audits.

Keywords: Energy Market Settlements, Auto-
mated Auditing, Neural Networks, Anomaly Detec-
tion, Reinforcement Learning, Machine Learning.

I. INTRODUCTION

A. Background and Motivation

Increased participation in ISOs, EIMs, and EDAM
has made energy market settlements more complex;
ISOs such as CAISO and MISO now process bil-
lions in highly granular transactions that demand
verification, transparency, and compliance [1]. The
sheer volume creates substantial challenges for audit-
ing and anomaly detection [2], rendering traditional
rule-based, manual verification approaches infeasible
at scale [3]. Fixed rule-based and statistical frame-
works lack adaptability, missing anomalies amid dy-
namic prices, new charge codes, shifting policies, and
hidden relationships [4], [5] and their labor intensity
makes them impractical for large-scale operations [6].
These inefficiencies translate into financial losses, com-

pliance risks, inaccurate settlements, and missed cost-
recovery opportunities for participants and regulators
[7].

B. Problem Statement

Traditional methods struggle to audit modern en-
ergy market settlements at scale and frequency; fixed-
threshold statistical models tied to preset confidence
intervals miss subtle, context-dependent anomalies [8],
and their limited scalability prevents real-time pro-
cessing of massive data streams [9]. Key challenges
include: (1) sheer transaction volume, millions of
records at varying intervals, making manual audits
impractical [10]; (2) complex charge codes with vari-
able price structures, interval pricing, and time-based
adjustments that confound legacy checks [11]; (3)
poor adaptability to new resources, codes, and pricing
regimes [12]; and (4) high false-positive and omission
rates that burden analysts and forfeit cost-recovery
opportunities [13]. An AI-driven auditing system is
therefore needed to detect anomalies, automate verifi-
cation, and reduce human limitations.

C. Research Objectives

The objective of this research is to develop Automated
Neural Network Auditing (ANNA), an AI-powered
system to improve the efficiency, accuracy, and scal-
ability of power-market settlement audits. ANNA lay-
ers statistical benchmarking, machine learning (ML),
and reinforcement learning (RL) to enable adaptive
auditing, using neural networks to learn patterns from
historical settlements and predict discrepancies before
they affect financials [14].to

Key research objectives include:

• Real-time detection of settlement anomalies with
ML.

• Strengthened compliance monitoring under ISO
rules.

• Reduced financial risk via early error detection.
• Higher detection accuracy using Deep Q-Network
(DQN) RL.

• Fewer false positives through K-Nearest Neighbors
(KNN) and historical benchmarking.
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D. Contributions

This work: (1) introduces an AI-driven, scalable alter-
native to rule-based auditing; (2) integrates neural net-
works, clustering, and reinforcement learning with sta-
tistical benchmarking to boost anomaly-detection pre-
cision and adaptability; (3) validates the approach on
three years of CAISO data spanning 32 charge codes
and over 63 million WEIM settlement records [15]; (4)
optimizes computation by prioritizing high-risk trans-
actions for human review; and (5) delivers a modular
architecture deployable across multiple ISOs, balanc-
ing accuracy and adaptability in diverse markets [16].

E. Structure of the Paper

Section II condenses related work on rule-based au-
diting, ML anomaly detection, and RL in financial
markets. Section III presents ANNA data preprocess-
ing, essential features, and training. Section IV covers
experimental setup, dataset, and evaluation metrics.
Section V reports results comparing statistical, clus-
tering, and RL methods. Section VI outlines chal-
lenges, limitations, and future improvements. Section
VII concludes with key findings and implications for
power-market anomaly detection. Overall, the study
demonstrates a practical transition from rule-based
audits to an AI-driven framework that improves ac-
curacy, efficiency, and compliance in large-scale settle-
ments.

II. RELATED WORK

A. Existing Auditing Techniques in En-
ergy Markets

Traditional settlement auditing relies on rule checks,
statistical thresholds, and manual review, but these
rigid methods struggle to adapt to evolving market
conditions [17]. Threshold techniques (e.g., Z-scores,
confidence intervals) often fail to separate normal
volatility from true discrepancies [18]. As transac-
tion volumes and charge-code complexity have grown,
driven in part by new technologies, manual verifica-
tion has become impractical and risky, leading to inef-
ficiencies, higher costs, and missed anomalies in high-
volume markets [5]. Consequently, researchers have
turned to automated approaches using statistical and
machine learning methods.

B. Machine Learning for Anomaly De-
tection

Machine learning (ML) for financial and power-market
anomaly detection is increasingly prevalent: models
learn patterns from historical transactions to flag out-
liers and improve accuracy over time [4]. Unsupervised
methods like K-means, Isolation Forests, One-Class

SVMs can surface deviations without labels and scale
to high volumes, but struggle with high-dimensional
data and shifting market regimes, leading to false
positives and limited adaptability [2], [13]. Super-
vised approaches (neural networks, gradient boost-
ing, ensembles) boost settlement detection accuracy
but require labeled datasets that are often impractical
in power markets [9]. Deep learning (e.g., Autoen-
coders, LSTMs) captures temporal dependencies and
subtle, context-dependent anomalies, yet real-time de-
ployment is constrained by heavy compute and large
training data demands [1], [3].

C. Reinforcement Learning in Auditing
and Anomaly Detection

Reinforcement learning (RL) offers a promising, adap-
tive alternative for anomaly detection in financial and
power-market auditing, dynamically adjusting thresh-
olds to market behavior [12]. Deep Q-Networks
(DQN), combining Q-learning with deep net opti-
mize decisions in changing environments and have
shown strong results in fraud, credit risk, and market
anomaly detection [7], [13]. In settlements, RL can
continually update its strategy from new transactions
for real-time auditing, classifying records as valid or
anomalous while using rewards to prioritize high-risk
cases and curb false positives [9]. Still, applications at
large ISO scale remain limited, underscoring the need
for further study [1].

D. Gaps in Existing Research and Moti-
vation for ANNA

Despite advances in ML and RL, gaps remain for
ISO settlement anomaly detection: most work targets
generic financial fraud, not ISO charge codes or market
structures [15], and traditional ML lacks adaptability
to evolving codes, resource mixes, volatility, and regu-
latory change [16]. ANNA addresses this by hybridiz-
ing statistical benchmarking, unsupervised clustering,
and RL to boost accuracy, cut false positives, and en-
able real-time auditing; RL further adapts decisions
as new market data arrives [17]. To move beyond
synthetic/small-scale studies, we evaluate ANNA on
three years of CAISO data with over 63 million charge-
code transactions at 5- and 15-minute intervals across
multiple resources, assessing scalability and real-world
feasibility [18]. In doing so, ANNA advances auto-
mated auditing to enhance compliance, reduce finan-
cial risk, and improve verification accuracy.

III. PROPOSED METHODOL-
OGY

The Automated Neural Network Auditing (ANNA)
framework is designed to provide intelligent, scalable,
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and adaptive anomaly detection to power market set-
tlements. This section outlines the methodological
framework of ANNA, including the data preprocess-
ing procedures, feature engineering strategies, and the
machine learning model architecture and training pro-
tocols applied to neural network development and re-
inforcement learning-based anomaly detection.

A. Dataset Summary

We evaluate ANNA on real CAISO settlements from
Jan 2021–Dec 2023, a period spanning resource shifts,
seasonal/market conditions, and policy updates. The
corpus contains over 63 million transactions across
more than 32 charge codes, with metadata including
Position Name, Settlement Type, Trade/Invoice Date,
Hour Ending, Charge/Determinant, Amount/Value,
sufficient for learning contextual behavior and isolat-
ing anomalies.

Representative charge codes (each with distinct
temporal/volumetric patterns):

• SettlementIntervalRealTimeLmp (5-min LMP),
• SettlementIntervalRealTimeUie (unaccounted inter-
val energy),

• DailyInitialMarket, DailyRecalcMarket (daily fore-
cast/recalc),

• DailyRerunMarket, DailyRerunMarket512 (pol-
icy/pricing reruns).

B. Data Preprocessing

Charge codes exhibit distinct temporal and volu-
metric patterns, enabling the model to learn base-
line settlements and corrective adjustments. To en-
sure quality and model compatibility, we: (1) filtered
out “Shadow” entries to focus on finalized ISO data;
(2) converted non-numeric Amount values to floats
and normalized numerics; (3) dropped invalid/missing
records; (4) encoded categoricals; and (5) derived time
features (month, weekday, hour) from timestamps.

For localized anomaly detection, data were parti-
tioned by Settlement Type and Position Name, then
grouped by these contexts so the model could capture
participant and mechanism-specific behavior, improv-
ing interpretability and anomaly resolution. The re-
sulting, large-scale CAISO dataset (millions of rows
over three years) provides sufficient volume, breadth,
and granularity to evaluate ANNA’s performance and
generalizability across market conditions, participants,
resources, and charge structures.

C. Feature Engineering

The feature engineering employed to transform the raw
settlement records into structured, learnable represen-
tations include:

• Temporal indices: Derived from parsed Trade Date
and Invoice Date fields, including Month, Day of
Week, and Hour Ending.

• Categorical encodings: Like Charge / Determinant
Name and Settlement Type, encoded using one-
hot or label encodings depending on model require-
ments.

• Benchmark statistics: Local rolling mean and stan-
dard deviation were calculated for each charge code
within a group to normalize transactional behavior
over time.

These essential features, enabling neural network and
reinforcement learning agents to distinguish between
normal operations and anomalies in settlement pat-
terns, were created through the feature engineering
employed.

D. Neural Network Architecture

ANNA uses a hybrid pipeline statistical benchmark-
ing, unsupervised clustering, reinforcement learning,
with a Deep Q-Network (DQN) as the primary agent.
In a Gymnasium-style environment, each transaction
is a state and the action is {normal, anomalous}. The
reward reflects alignment with deviation signals (e.g.,
departures from learned confidence bounds). DQN
learning follows the Bellman update, optimizing ex-
pected return over actions to identify anomalous set-
tlements efficiently.

The decision-making process is improved through it-
erative updates of the Q-table using the Bellman equa-
tion:

Q(s, a)← Q(s, a) + α
[
r + γmax

a′
Q(s′, a′)−Q(s, a)

]
Where α is the learning rate, γ is the discount factor,
r is the reward, and s and a are the respective state
and action. Anomalies are identified when the model
encounters high temporal-difference errors, indicating
a transaction does not conform to the expected behav-
ioral policy.

To replace the static lookup table, the DQN trains a
neural network to approximate Q-function. The net-
work takes the current state as input and outputs Q-
values for each possible action. The loss function min-
imized during training is based on the squared differ-
ence of the predicted Q-value and the target computed
from the Bellman equation:

Loss =
[
Q(s, a)−

(
r + γmax

a′
Q(s′, a′)

)]2
Experienced replay stabilizes learning by storing previ-
ous state-action-reward sequences to be sampled ran-
domly to train the network. A separate target net-
work is periodically updated to reduce instability dur-
ing training.

With the incorporation of DQN into the frame-
work, ANNA can detect subtle and complex evolving
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Figure 1: Precision, Recall, F1-Score.

anomaly patterns, adapt to new data distributions,
and improve its anomaly detection policy with each
learning episode.

E. Training Procedure

Models were trained per Position Name × Settlement
Type to enable localized learning, with multiple RL
episodes and epsilon-greedy exploration decay so the
policy adapts to evolving transaction patterns; perfor-
mance feedback relied on precision, recall, and delta-
based metrics by comparing model flags to statistical
outliers, and forecasted amounts were retained to sup-
port post-audit reconciliation; the system was imple-
mented in Python using NumPy, Pandas, scikit-learn,
PyGAM, and Gymnasium, with a modular architec-
ture designed for scalability and portability across en-
ergy markets and audit environment.

IV. Experiment Results

Evaluation benchmarks covered predictive accuracy
and computational efficiency: detection fidelity via
Precision, Recall, F1, Accuracy; discrimination across
thresholds via AUC-ROC; and system-level metrics
(execution time, memory) to assess scalability and de-
ployability under realistic, high-volume, time-sensitive
settlement conditions. This multi-metric analysis
grounds conclusions in both predictive power and op-
erational feasibility.

A. Detection Precision, Recall, and F1-
Score

Fig. 1: Precision, Recall, F1-Score.
Fig. 1. compares precision, recall, and F1 for

five methods: Statistical (±2), KNN, KMeans, Q-
Learning, and DQN. Q-Learning reports perfect scores
(Precision/Recall/F1 = 1.000), indicating likely over-
fitting with poor robustness to unseen data. DQN pro-

Figure 2: Model Accuracy.

vides the most credible profile: Precision 0.6515, Re-
call 0.1415, F1 0.2326, balancing sensitivity and speci-
ficity for real-time auditing. Statistical (±2) performs
poorly (P 0.0500 / R 0.0146 / F1 0.0226), underscor-
ing rigidity in high-variance settings. KNN/KMeans
are similarly weak (F1 0.0489/0.0516), reflecting lim-
its in high-dimensional, noisy data. Overall, DQN is
the most effective practical method; the others either
overfit (Q-Learning) or lack adaptability (clustering,
±2), reinforcing the need for adaptive, learning-based
systems.

B. Accuracy Comparison Across Models

Fig. 2: Model Accuracy.
The comparative accuracy achieved by the five

anomaly detection models evaluated within the ANNA
framework are presented in Fig 2. Accuracy com-
parisons can mislead under severe class imbalance, as
high scores may reflect majority-class bias rather than
true detection quality. Q-Learning posts 1.000 accu-
racy (and perfect P/R/F1), signaling overfitting and
poor generalization, warranting k-fold and OOD tests.
DQN is next at 0.9565 and, unlike Q-Learning, pairs
this with credible Precision 0.6515 / Recall 0.1415, in-
dicating meaningful anomaly capture without exces-
sive false positives. Statistical (±2) reaches 0.9368
but remains rigid with weak detection fidelity, while
KMeans/KNN trail at 0.9045/0.9042, consistent with
misclassification in high-dimensional, noisy data lack-
ing temporal/context features. Overall, DQN pro-
vides the most operationally meaningful accuracy; Q-
Learning’s perfection reflects memorization, and clus-
tering/statistical baselines underperform in dynamic,
imbalanced settlements.

C. Receiver Operating Characteristic
(AUC-ROC) Evaluation

Fig. 3: Area Under the ROC.
Fig 3. AUC-ROC summarizes discrimination across

thresholds (1.0 = strong separation; 0.5 random).
DQN leads with AUC 0.6829, indicating effective rank-
ing for audit triage. KMeans/KNN hover near random
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Figure 3: Area Under the ROC.

Figure 4: RAM Usage (MB).

(0.5034 / 0.4966), revealing limited boundary flexibil-
ity in high-dimensional data. Q-Learning, despite per-
fect accuracy/precision/recall/F1, scores only 0.5036
AUC, reinforcing overfitting and weak rank ordering.
Statistical (±2) is 0.5000, offering no meaningful rank-
ing. Overall, DQN provides the needed threshold flex-
ibility and ranking granularity for risk-sensitive audit-
ing.

D. Memory Utilization and Computa-
tional Efficiency

Fig. 4: RAM Usage (MB).
Memory is critical for real-time, high-throughput

settlement auditing. Fig. 4. presents the comparative
RAM usage where DQN is most efficient at 1,011.9
MB, pairing a small footprint with strong detection
ideal for containerized or quota-bound deployments.
KNN/KMeans are heaviest (7,343.7 MB / 6,965.4 MB)
due to pairwise distances, neighbor indices, and it-
erative convergence, scaling poorly with data volume
and dimensionality. Statistical (±2) and Q-Learning
are mid-range (3,079.1 MB / 4,691.1 MB), driven by
rolling caches and tabular Q-value growth, respec-
tively. Overall, DQN offers the best resource profile
for distributed/edge auditing.

E. Runtime Performance

Fig. 5: Results Summary.
Runtime is critical for real-time settlement audit-

Figure 5: Results Summary.

ing. Fig. 5. depicts the execution times where the
DQN is fastest at 0.0312s (vectorized ops, batching, ef-
ficient policy inference). The Statistical (±2) baseline
is slowest at 73.51s due to rolling SD/confidence cal-
culations on dense data. KMeans/KNN take 1.1865s
/ 0.9994s, reflecting repeated distance computations
and poor iterative scaling, fine for batch audits, but
not streaming. Q-Learning is also fast but less gener-
alizable, whereas DQN offers the best balance of low
latency and detection performance for high-frequency,
automated auditing.

V. Discussion and Future Work

A. Key Takeaways

Across five methods (Statistical ±2, KNN, KMeans,
Q-Learning, DQN), ANNA shows clear advantages,
with DQN delivering the best balance of detection,
runtime, and resource use. The Statistical (±2) base-
line is weak (P 0.0500 / R 0.0146 / F1 0.0226) and slow
(73.51s). KNN/KMeans offer only slight gains (F1
0.0489/0.0516) but are memory-heavy (7.34 GB / 6.97
GB), limiting real-time use. Q-Learning achieves per-
fect metrics (P/R/F1 = 1.000) yet likely overfits; it’s
fast (0.040s) with moderate memory (4.69 GB), suiting
controlled/static settings. DQN emerges as most op-
erational: Precision 0.651, Recall 0.1415, F1 0.2326,
AUC 0.6829, with the lowest RAM (1.01 GB) and
0.0312s runtime, ready for real-time, high-throughput
auditing.

B. Internal and External Threats to
Study Results

Despite strong results, ANNA faces practical con-
straints that affect scalability, reliability, and adop-
tion: (1) Compute: training DQN on multi-year, high-
resolution streams is resource-intensive; thousands of
localized models may require parallelism, model prun-
ing, or distributed training to keep runtimes manage-
able. (2) Data privacy: effective anomaly detection
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depends on granular, accurately labeled settlement
data that may include sensitive PII; approaches like
federated learning and differential privacy can mitigate
sharing and governance risks. (3) Regulation inter-
pretability: auditors and regulators need transparent,
explainable rationales; even with stored forecasts and
deviation scores, the system can appear “black box,”
so standardized AI audit trails and explainability tool-
ing are essential. Addressing these constraints is key
to making ANNA robust, defensible, and interoperable
in evolving regulatory environments.

C. Future Enhancements

ANNA’s maturation from proof-of-concept to opera-
tional prototypes requires enhancement to increase ac-
curacy, adaptability, and relevance in a large range of
market contexts, including:

• CFT features. Add Complex Fourier Transforms to
capture frequency-domain patterns (periodic/cyclic
anomalies) that time-domain models miss; mag-
nitude/phase features enrich clustering/RL inputs
and reduce false negatives in dynamic pricing [1],
[3].

• Multi-ISO expansion. Parameterize ISO-specific
charge codes, intervals, and audit triggers (PJM,
NYISO, ERCOT, MISO) while retaining a common
detection core for scalability and interoperability.

• Blockchain provenance. Use DLT for immutable,
time-stamped logs of anomalies/decisions/actions to
strengthen traceability, regulatory trust, and dis-
pute resolution.

Together, these upgrades improve ANNA’s accu-
racy, adaptability, geographic scope, and auditabil-
ity, advancing it toward a production-grade, compliant
settlement-auditing framework.

VI. Conclusions

With the energy sector’s continued digital transfor-
mation, increased complexity and volume of finan-
cial settlements necessitate a transition from tradi-
tional auditing methods to more advanced tools ca-
pable of intelligently identifying anomalous behavior
in real time. This paper outlines the design, imple-
mentation, and evaluation of a hybrid AI-based Au-
tomated Neural Network Auditing (ANNA) auditing
system, integrating statistical benchmarking, unsuper-
vised clustering, and reinforcement learning for trans-
action settlement anomaly detection. Through mod-
ular architecture and data-driven methodology, the
ANNA framework addresses critical needs for scala-
bility, accuracy, and interpretable auditing solutions
in dynamic energy markets.

A. Summary of Contributions:

• The application of Deep Q-Networks (DQNs) in a
simulated Gymnasium-based environment enabled
the detection of anomalous settlement transactions
through reward-optimized policy learning.

• Application of statistical deviation metrics and un-
supervised clustering to benchmarks and character-
ize traditional transactional outliers across multiple
Positions and Settlement Types to improve system
sensitivity to diverse patterns of anomalous behav-
iors.

• Reinforcement learning dynamic reward shaping to
optimize anomaly detection for statistical diver-
gence and operation relevance in support of action-
able audit outcomes.

• Utilization of 2.5 million hourly settlement records
across a 24-month period to train and validate the
system with high-impact charge codes indicative of
market volatility and proper audit priority.

The ANNA framework demonstrated strong potential
in detecting complex temporal deviations traditional
rule-based systems fail to capture.

B. Real-World Impact and Industry Rel-
evance:

The ANNA framework’s real-world practical applica-
tion enhances market settlements by automating the
identification of settlement anomalies caused by pric-
ing discrepancies, billing inconsistencies, and potential
data manipulation. The ability to adapt to evolv-
ing market conditions and transactions is a signifi-
cant improvement over the existing static compliance
framework. Integrating anomaly explanation, fore-
casted values, and post-detection audit support en-
hances critical system transparency and traceability
for real-world deployment.

C. Adoption by ISOs and Regulatory
Potential:

With its modular market-agnostic design, the ANNA
framework has significant promise for deployment
across various Independent System Operators (ISOs)
such as CAISO, PJM, ERCO, NYIS, and MISO. With
increased emphasis on automation, transparency, and
data integrity in market oversight, ANNA is well-
positioned as a foundation tool in regulatory compli-
ance, dispute resolution, and post-settlement reconcil-
iation. Future enhancements like blockchain integra-
tion and spectral feature analysis will solidify ANNA’s
role in next-generation energy auditing ecologies.

D. Conclusion:

ANNA is a transformative step toward explainable,
intelligent, operationally effective auditing in high-
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volume, high-stakes energy markets. ANNA offers a
blueprint supporting accelerated AI adoption through-
out the industry, enhancing auditing precision, reduc-
ing financial risk, and reinforcing settlement integrity.
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