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Abstract

Machine unlearning addresses the problem of up-
dating a machine learning model/system trained
on a dataset .S so that the influence of a set of
deletion requests U ¢ S on the unlearned model
is minimized. The gold standard definition of un-
learning demands that the updated model, after
deletion, be nearly identical to the model obtained
by retraining. This definition is designed for a
worst-case attacker (one who can recover not only
the unlearned model but also the remaining data
samples, i.e., S \ U). Such a stringent definition
has made developing efficient unlearning algo-
rithms challenging. However, such strong attack-
ers are also unrealistic. In this work, we propose
a new definition, system-aware unlearning, which
aims to provide unlearning guarantees against an
attacker that can at best only gain access to the
data stored in the system for learning/unlearning
requests and not all of S \ U. With this new
definition, we use the simple intuition that if a sys-
tem can store less to make its learning/unlearning
updates, it can be more secure and update more
efficiently against a system-aware attacker. To-
wards that end, we present an exact system-aware
unlearning algorithm for linear classification us-
ing a selective sampling-based approach, and we
generalize the method for classification with gen-
eral function classes. We theoretically analyze
the tradeoffs between deletion capacity, accuracy,
memory, and computation time.

1. Introduction

Today’s large-scale Machine Learning (ML) models are
often trained on extensive datasets containing sensitive or
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personal information. Thus, concerns surrounding privacy
and data protection have become increasingly prominent
(Yao et al., 2024). These models, due to their high capac-
ity to memorize patterns in the training data, may inadver-
tently retain and expose information about individual data
points (Carlini et al., 2021). This presents significant chal-
lenges in the context of privacy regulations such as the Eu-
ropean Union’s General Data Protection Regulation (2016)
(GDPR), California Consumer Privacy Act (2018) (CCPA),
and Canada’s proposed Consumer Privacy Protection Act,
all of which emphasize the “right to be forgotten”. As a
result, there is a growing need for methods that enable the
selective removal of specific training data from models that
have already been trained, a process commonly referred to
as machine unlearning (Cao & Yang, 2015). Beyond pri-
vacy, unlearning can be used to combat undesirable model
behavior after deployment, such as copyright violations
(Dou et al., 2024).

Machine unlearning addresses the need to remove data from
a model’s knowledge base without the need to retrain the
model from scratch each time there is a deletion request,
since this can be computationally expensive and often im-
practical for large-scale systems. The overarching objective
is to ensure that, post-unlearning, a model “acts” as if the
removed data were never part of the training process. Tra-
ditionally, this has been defined through notions of exact
(or approximate) unlearning, wherein the model’s hypothe-
sis after unlearning should be identical (or probabilistically
equivalent) to the model obtained by retraining from scratch
on the entire dataset after removing only the deleted points
(Sekhari et al., 2021; Ghazi et al., 2023; Guo et al., 2019).
While such definitions offer rigorous guarantees even in
the most pessimistic scenarios, they often impose stringent
requirements, limiting the practical applicability of machine
unlearning. This is evidenced by the lack of efficient certi-
fied exact or approximate unlearning algorithms beyond the
simple case of convex loss functions. Furthermore, Cher-
apanamjeri et al. (2025) proved that under the traditional
definition of unlearning, there exist simple model classes
with finite VC dimension, such as linear classifiers, where
traditional exact unlearning requires the storage of the entire
dataset in order to unlearn. For large datasets, this makes
unlearning under the traditional definitions impractical.



System-Aware Unlearning Algorithms

e 0
. | o 0o ©
: e
A A . ©
h;? ‘\ Deletion
A AN 5: . Request
st
5

(a) Hard Margin SVM with Deletion

(b) Traditional Unlearning - A(S \ U, @)

(c) System-Aware Unlearning - A(S’
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Figure 1. Consider a deletion on a hard margin SVM where the state-of-system | 4 (S, U) is the set of support vectors (in dark blue) and
the unlearned model A(S,U). Let S’ be the set of support vectors . Thus, we have A(S, @) = A(S’, @). Under traditional unlearning
definitions, when a support vector is deleted, we need to recover the hypothesis from training a new hard margin SVM on the remaining
data points A(S \ U, @) (Figure 1(b)). This can lead to new support vectors being selected (ie. the green point in Figure 1(b)), which can
drastically change the decision boundary. Under system-aware unlearning, since the support vectors are the only points in the sample that
affect the decision boundary, we can treat the remaining support vectors after deletion as a plausible starting sample S’ \ U and train a
new hard margin SVM on the remaining support vectors A(S’ \ U, @) (Figure 1(c)), as if the other points in the sample never existed.

At the core unlearning lies a fundamental question: What
does it truly mean to “remove” a data point from a trained
model? And more importantly, when we provide privacy
guarantees for deleted points against an outside observer
or attacker, what information can this attacker reasonably
possess? The current definitions of exact and approximate
unlearning take a worst-case perspective here and focus
on the output hypothesis being indistinguishable from a
retrained model (Sekhari et al., 2021; Ghazi et al., 2023;
Guo et al., 2019). However, this approach overlooks a key
aspect of the unlearning problem: the observer and their
knowledge of the system. In the real world, the feasibility
and complexity of unlearning should depend on what the
observer can reasonably access, such as model parameters,
data retained by the ML system in its memory, data ever
encountered by the ML system, etc. For instance, consider
a learning algorithm that relies on only a fraction of its
training dataset to generate its hypothesis and hence the ML
system only stores this data. In such cases, unlearning a data
point should intuitively be more straightforward. Even if the
entire memory of the system is compromised at some point,
only the privacy of the stored points is in jeopardy as long
as the learned model does not reveal much about points that
the model did not use. Even if the observer has access to
larger public datasets that might include parts of the training
data, we can expect privacy for data that the system does
not use directly for building the model to be preserved. Con-
versely, if the algorithm utilizes the entire dataset and retains
all information in memory, unlearning becomes far more
challenging, potentially requiring retraining from scratch,

and this is the scenario the current definitions aim to cover.
Contributions. Our main contributions are:

* We propose a new, system-aware formulation of ma-

chine unlearning, which provides unlearning guarantees
against an attacker who can observe the entire state of the
system after unlearning (including anything the learning
system stores or uses internally). If the system stores the
entire remaining dataset, then system-aware unlearning
definition becomes as stringent as traditional unlearning,
but otherwise relaxes it. Thus, we prove that system-
aware unlearning generalizes traditional unlearning.

* We present a general framework for system-aware un-
learning using sample compression based or core set
based algorithms. These algorithms leverage the fact
that when an algorithm relies on less information, less
information can be exposed to an attacker.

* We present an exact system-aware unlearning algorithm
for linear classification using selective sampling for sam-
ple compression, thus resulting in the first exact un-
learning algorithm for linear classification requiring
memory sublinear in the number of samples. We estab-
lish theoretical bounds on its computation time, memory
requirements, deletion capacity, and excess risk.

* We generalize our approach from linear classification to
classification with general functions. Thus, providing
a novel reduction from (monotonic) selective sampling
for general function classes to system-aware unlearning.

The third bullet is particularly interesting because Chera-
panamjeri et al. (2025) proved that under traditional unlearn-
ing, any exact unlearning algorithm for linear classification
must store the entire dataset.

2. Setup and Unlearning Definition

Let & be the space of inputs, ) be the space of outputs, D
be a distribution over an instance space Z = X' x ), F ¢ X Y
be a model class, and £: ) x ) — R be a loss function. The
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goal of a learning algorithm is to take in a dataset S € Z*
over the instance space and output a predictor f € F which
minimizes the excess risk compared to the best predictor
f* € F in the model class, where the excess risk is

£(f) = [((f(@),y)]-min B [(f*(2),9)]-

(z,y)~D [*eF (z,y)~D

Our goal in machine unlearning is to provide a privacy guar-
antee for data samples that request to be deleted, while
ensuring that the updated hypothesis post-unlearning still
has small excess risk. We first present the standard def-
inition of machine unlearning, as stated in Sekhari et al.
(2021); Guo et al. (2019), often referred to as certified ma-
chine learning, which generalizes the commonly used data
deletion guarantee from Ginart et al. (2019).

Definition 2.1 ((¢, §)-unlearning). For a dataset S € Z*, and
deletions requests U <€ S, a learning algorithm A : Z*
A(F) and an unlearning algorithm A : Z* x FxT + A(F)
is (&, d)-unlearning if for any F' ¢ F,

Pr(A(U, A(S),T(S)) € F)
<e"Pr(A(g,A(S\U),T(S\U))eF)+34,

and

Pr(A(@, A(S\U),T(S\U)) e F)
<e-Pr(A(U,A(S),T(S)) e F) +34,

where 7'(S) denotes any intermediate auxiliary information
that is available to A for unlearning.

Sekhari et al. (2021) also defined a notion of deletion ca-
pacity, which controls the number of samples that can be
deleted while satisfying the above definition, and simultane-
ously ensuring good excess risk performance. We defer a
discussion of other related work on unlearning definitions
and algorithms to Appendix A.

The above definition implicitly assumes that the attacker, in
the worst case, has knowledge of S \ U and can execute
the unlearning algorithm on S \ U. Although this provides
privacy against the most knowledgeable attacker, we argue
with a very simple motivating example that the above defi-
nition may, unfortunately, be an overkill even in some toy
scenarios where we want to unlearn. Consider an algorithm
that learns by first randomly sampling a small subset C' € .S
of size m and then uses C' to train a model and discards
the rest of the samples in S \ C. Now, consider an unlearn-
ing algorithm that, when given some deletion requests U,
simply retrains from scratch on C' \ U. This unlearning
algorithm is not equivalent to rerunning the algorithm from
scratch on S \ U which would involve sampling a different
subset C” of m samples from S \ U and then training a
model on C’. Since C' contains m samples whereas C \ U
contains m — |U| samples, the corresponding hypotheses

will not be statistically indistinguishable from each other.
Thus, under Definition 2.1, this is not a valid unlearning
algorithm. However, this is a valid unlearning algorithm
from the perspective of an attacker who only observes the
model after unlearning and (in the best case) stored samples
C'\ U, here neither of these reveals any information about
the deleted samples U. Furthermore, an attacker has no
ability to gain access to S \ U and compare what would
have happened had the algorithm been trained on S \ U.

The crucial thing to note is that Definition 2.1 considers
a worst-case scenario where every point encountered by
the unlearning algorithm except for the deletion requests,
regardless of whether those points were actually used or
stored, are known to the attacker. However, this is unreal-
istic; samples that were never used for learning or stored
in memory can never be leaked to the attacker. Towards
this end, we develop an alternative definition of unlearning.
However, we first need to formalize the information that an
adversary can compromise from the system post-unlearning.

Definition 2.2 (State-of-System). Let Z denote some arbi-
trary set of all possible states. For an unlearning algorithm
A, we use the mapping |4 : Z* x Z* » A(Z) to denote
what is saved in the system by A after unlearning (e.g. the
model, any stored samples, auxiliary data statistics, etc.).
That is, | 4 (S, U) denotes the state-of-system (what is stored
in the system) after learning from sample .S and performing
the update for unlearning request U.

For the system to be useful, it is natural to assume that
the state-of-system |4 (.S, U) either contains the unlearned
model A(S,U), or more generally, the unlearned model
A(S,U) can be computed as a function of 14(S,U). If
algorithm A requires the storage of samples, intermediate
models, or auxiliary information in order to learn or unlearn
in the future, then those must also be contained in | 4 (S, U).
Whenever clear from the context, we will drop the subscript
A from |4 to simplify the notation. Using the state-of-
system | 4(S,U), we present a system-aware definition of
unlearning.

Definition 2.3 (System-Aware-(¢, )-Unlearning). Let A
be a (possibly randomized) learning-unlearning algorithm,
that first learns on dataset S € Z*, then processes a set of
deletion requests U ¢ S, and after unlearning, has state-of-
system | 4(S,U). We say that A is a system-aware- (&, d)-
unlearning algorithm if for all S, there exists a S’ ¢ S, such
that for all U ¢ S, for all measurable sets I,

Pr(la(S,U)e F)<e®-Pr(la(S'~\U,@) e F)+§
and
Pr(la(S"~U,@) e F) <e®-Pr(la(S,U) e F) +6.

If an unlearning algorithm satisfies Definition 2.3 with € =
0 = 0, then we say that the algorithm is an exact system-
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aware unlearning algorithm. We further remark that this
definition assumes that the selection of U is oblivious to the
randomness in A, but can depend on S.

The definition above indicates that for any sample .S, there
exists a subset S’ that one can think of as being a good rep-
resentative of S because the state-of-system when trained
on S is nearly identical to that when trained on S’. For
all unlearning requests U, the state-of-system | 4 (S, U') af-
ter processing the set of deletions is statistically similar to
the state-of-system | 4 (S’ \ U, @) when directly training on
S’ \ U. Under system-aware unlearning, we take advan-
tage of the fact that the algorithm designer has control over
the information that an attacker could compromise after
unlearning, specifically, the fact that the state-of-system is
mostly determined by the smaller subset S’. Recall that the
traditional unlearning definition does not account for this.

Clearly, taking S” = S and 1 4(S,U) = A(S,U) (the state-
of-system to be exactly the unlearned model), we recover
the traditional notion of unlearning from Definition 2.1.
This corresponds to the scenario where the entire remain-
ing dataset S \ U can be accessed by the adversary. Thus,
system-aware unlearning strictly generalizes the traditional
definition of unlearning. We point out that the traditional
definition of unlearning does not require indistinguishability
for auxiliary information stored in the system outside of the
unlearned model; thus, the traditional definition does not
account for system-awareness. If we wanted to view tradi-
tional unlearning through the lens of system-awareness, we
would consider Definition 2.3 with the additional require-
ment that S = S.

2.1. Why is Considering S’ \ U, Instead of S \ U,
Sufficient to Provide Privacy Guarantees?

Since S’ must be fixed ahead of time for all possible deletion
requests U, S” depends on S but not on U. If S’ is only a
function of S and has no dependence on U, then intuitively,
S’ \ U should not leak any more information about U as
compared to S \ U. We formalize this intuition through
mutual information. Mutual information is a common way
to measure the privacy leakage of an algorithm (Mir, 2013;
Cuff & Yu, 2016). Mutual information MI( A; B) quantifies
the amount of information one gains about random variable
A by observing random variable B.

Theorem 2.4. Let dataset S and set of deletions U ¢ S
come from a stochastic process p. Then,

sup(MI(U; 8"~ U) -MI(U; S\ U)) <0.
w

Proof. Since S’ ¢ S, notice that S\ U = ((S'~U), ((S~
S’)Y\U)). Consider MI(S \ U;U), applying chain rule:

MI(S U D)
=MI(S"\U;U) + MI((S\NS)\NU;U | S"\U)

> MI(S'\ U3 U),

where the last line holds by non-negativity of mutual infor-
mation. O

Thus, S’ \ U leaks no more information about U than S \
U. For recovering the retraining-from-scratch hypothesis
A(S \ U, ) to be a reasonable objective for providing
privacy, traditional unlearning definitions implicitly assume
that the information between the deleted individuals U and
the remaining dataset S \ U is small. Theorem 2.4 implies
that if the information between U and S \ U is small, the
information between U and S’ \ U is also small. We note
that all of our technical results, including the relative privacy
guarantee from Theorem 2.4, hold without any assumptions
on the mutual information between S and S \ U.

2.2. When is the Flexibility of S’ + S Helpful?

To understand the power of having S’ to be different from
S, consider the following simple scenario: Suppose the
learning algorithm A allows for S to be compressed into
a small set S’ ¢ S such that A(S,2) ~ A(S’,@), with
state-of-system |4 (S, @) = S’. In this case, under our new
definition (Definition 2.3), it is straightforward to handle
deletion requests U for which S’ n U = &, by not making
any change to the trained model. To see this, observe that
forsucha U, A(S'\U,2) = A(S’,@) ~ A(S, @), and thus
we will satisfy Definition 2.3 with S’ on the right-hand side.
In other words, the individuals outside of S’ are already
unlearned for free, since the original model output did not
rely on them much to begin with. On the other hand, such
an algorithm will not satisfy the conditions of the classic
unlearning definition in Definition 2.1 for such a U (see
Section 4 for more details and a concrete example).

We can formalize algorithms that only rely on a subset of
the training dataset as core set algorithms.

Definition 2.5 (Core Set Algorithm). A learning algorithm
Acs : 2% = A(F) is said to be a core set algorithm if there
exists a mapping € : Z* — Z* such that for any S € Z¥,
€(S) c S, and we have

ACS(S) = ACS(Q(S))'
We define €(S) ¢ S to be the core set of S.

Many sample compression-based learning algorithms for
classification tasks, such as SVM or selective sampling, are
core set algorithms (Hanneke & Kontorovich, 2021; Floyd
& Warmuth, 1995). For hard margin SVMs, the core set is
the set of support vectors (Cortes & Vapnik, 1995), and for
selective sampling, the core set is the set of queried points
(see Section 4 for further details). Typically, the number of
samples in €(S) is much smaller than |S].
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Additional Examples. To further highlight the benefit
of system-awareness in unlearning, consider the following
additional examples:

* Sample Compression. Going back to our motivating
example, an algorithm that first trains a model on a
small compressed set C' € .S and then retrains on C' \
U would be a valid exact unlearning algorithm under
system-aware unlearning with S’ = C'.

* Hard Margin SVM. S’ can be taken to be the set of
support vectors. Figure 1 depicts the key differences be-
tween traditional unlearning definitions (Definition 2.1)
and system-aware unlearning (Definition 2.3) on a hard
margin SVM example.!

* Approximate Sample Compression. Let f : Z* — F be
the regularized ERM with regularization A of a sample
and let C' € S be a small compressed set of the sample.
An algorithm that outputs (1-7v)- f(C~U) +~- f(S)+
Lap(27/xe) is a e-system-aware unlearning algorithm.
This follows from differentially private output perturba-
tion (Chaudhuri et al., 2011; Dwork et al., 2014). We
can interpolate between a sample compression scheme
and a private model trained on the full dataset.

Further note that for all of the above examples, we only
need to make an unlearning update when the set of deletions
falls within the small set S’. This automatically gives us a
large deletion capacity; points outside of S’ can always be
deleted for free. Furthermore, the expected deletion time
is small because computation only needs to be performed
for a small number of points at the time of deletion. This
ease of unlearning gives us an incentive to learn models that
depend on a small number of samples. In Section 3, we
exploit the fact that algorithms that rely on fewer samples
while training are easier to unlearn.

3. System-Aware Unlearning Algorithm via
Core-Sets

Various learning algorithms rely on core-sets. In this section,
we show how traditional unlearning algorithms can build on
core-sets to get system-aware unlearning algorithms. Let €
be a mapping that satisfies

E(e(S)\U)=€¢(S\ U,

for any S and U c S. Furthermore, consider any unlearning
algorithm Ay, that induces the state-of-system | 4, and sat-
isfies the traditional definition of unlearning (Definition 2.3),
i.e. we have:

Pr(14, (S.U) € F) < - Pr(la, (SN U,2) € F) +9,

'As seen in Figure 1, depending on the selection of S, system-
aware unlearning can lead to very different unlearning objectives
compared to traditional unlearning, some of which may be easier
to satisfy than the restrictive condition of traditional unlearning.

and,

Pr(la, (S ~U,@) e F)<e®-Pr(la, (S, U) e F)+4.

Consider the following unlearning algorithm, denoted by
Acs: Given a dataset S and unlearning requests U, return
the hypothesis I 4, (€(S) \ U). This procedure enjoys the
following guarantee:

Theorem 3.1. The algorithm Acs (defined above) is
a (g,0)-system-aware unlearning algorithm with S’
€(S), with the state-of-system defined as: 14(S,U)
L4, (€(5),U).

Particularly, Acs only needs to make unlearning updates
for deletions inside the core set, i.e. when €(S)nU # &,
otherwise we just return Ayn(€(S),@). Importantly, for
most points (which are not in €(.9)), nothing needs to be
done during unlearning. Furthermore, only €(.S) needs to
be stored in the system. Thus, using core set algorithms, we
can unlearn more efficiently in terms of computation time
and memory compared to traditional unlearning.

4. Efficient Unlearning for Linear
Classification via Selective Sampling

Linear classification is not only a fundamental problem
in learning theory, but its use in practice continues to be
widespread. For example, in large foundation models and
generative models, the last layers of these models are often
fine-tuned using linear probing, which trains a linear classi-
fier on representations learned by a deep neural network (Be-
linkov, 2022; Kornblith et al., 2019). As unlearning gains
increasing attention for fine-tuned large-scale ML models,
the need for efficient unlearning algorithms for linear classi-
fication grows significantly. However, Cherapanamjeri et al.
(2025) proved that under traditional unlearning definition,
exact unlearning for linear classification requires storing the
entire dataset. For today’s large datasets, this makes exact
unlearning under the traditional definition impractical, even
for the simple setting of linear classification. Furthermore,
approximate unlearning algorithms, such as the one from
Sekhari et al. (2021), reduce to exact unlearning for linear
classification. Our key insight in this section is that by using
selective sampling as a core set algorithm, we can design an
exact system-aware unlearning algorithm that requires mem-
ory that only scales sublinearly in the number of samples;
recall that this is theoretically impossible under the tradi-
tional unlearning definition Cherapanamjeri et al. (2025).
We also prove that the expected deletion time is significantly
faster than traditional unlearning. Thus, demonstrating that
system-aware unlearning algorithms are more efficient than
traditional unlearning algorithms.

Selective sampling (Cesa-Bianchi et al., 2009; Dekel et al.,
2012; Zhu & Nowak, 2022; Sekhari et al., 2023; Hanneke
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et al., 2014) is the problem of finding a classifier with small
excess risk using the labels of only a few number of points.
It has become particularly important as datasets become
larger and labeling them becomes more expensive. Typi-
cally, selective sampling algorithms query the label of points
whose label they are uncertain of and only update the model
on points that they query. Thus, selective sampling-based
algorithms can be seen as core set algorithms where the
core set is the set of points where the label was queried.
Under mild assumptions, selective sampling can achieve the
optimal excess risk for linear classification with an exponen-
tially small number of samples (Dekel et al., 2012).

Assumptions. We consider the problem of binary lin-
ear classification. Let 2 € R? be such that ||z| < 1 and
y € {+1,-1}. Furthermore, we assume that there exists a
ueRY, |u| <1 such that E[y; | 2] = 2. This is the re-
alizability assumption for binary classification and ensures
that the Bayes optimal predictor for y; is sign(u"z;). In the
following sections, let 7" := |S| and Ny := |€(9)].

Our goal in linear classification is to find a hypoth-
esis that performs well under 0-1 loss, i.e. we set
(f(x),y) = 1{f(x) #y}. With this goal in mind, we
define the excess risk for a hypothesis w as &(w) :=
E(sy)p [L{sign(w'e)  y} - L{sign(u"z) # y}].

We use the selective sampling algorithm BBQSAMPLER
from Cesa-Bianchi et al. (2009) to design our unlearning
algorithm, given in Algorithm 1. In particular, our algorithm
uses BBQSAMPLER to learn a predictor that only depends
on a small number of queried points Q. Let the core set
€(S) be the set of queried points Q when the BBQSAM-
PLER executes on .S. The final predictor of Algorithm 1
after learning returns an ERM over €(.S) and stores €(.5).
Then when unlearning U, Algorithm 1 updates the predictor
to be an ERM over €(S) \ U and removes U from memory.
After unlearning, the model output and everything stored in
memory only rely on €(S) \ U.

Theorem 4.1. Given the set S and deletion requests U,
let €(S) denote the subset of points for which the labels
were queried by BBQSAMPLER in Algorithm 1, and let
A(S,U) denote the unlearned model. Then, Algorithm 1
is an exact system-aware unlearning algorithm with S’ =
€(S) and state-of-system 1 4 (S,U) = (A(S,U),€(S)\U).
In particular, it satisfies Definition 2.3 withe = 6 = 0.

The proof of Theorem 4.1 relies on a key attribute of the
BBQSAMPLER—its query condition is monotonic with re-
spect to deletion. In particular, a monotonic query condition
is one such that for all datasets S whose set of queried points
is Q, and deletions U, the selective sampling algorithm exe-
cuted on Q \ U queries every pointin Q \ U.

Theorem 4.2. For any dataset S, Algorithm 1 satisfies
E(E(S)\U)=€(S)\UjforallUcS.

Algorithm 1 System-Aware Unlearning Algorithm for Lin-
ear Classification using Selective Sampling
Require: ¢ Dataset .S of size T’

* Deletion requests U

* Deletion capacity K > 0

e Sampling parameter 0 < xk < 1

1: Function BBQSAMPLER(S, K, k)

2 Initialize: A = K, wg=0,A40=A,by=0,0=02
3 foreacht=1,2,...,T do

4 if 2] A}z, > T then

5: Query label y;, and update
6.

7

8

A< A + ItIL by < be_1 + Yy
wy < A7, Q < QU {(z,y0)}
else
9: Set Ay < A;_1, by < bi_1, Wy < Wi_q
10: return Q, Ar,br, wr

11: Function DELETIONUPDATE(Q, A,b, w,U)

12: for (z,y) € U such that (z,y) € Q do

13: Update Q < O\ {z}

14: Update A « A—227,b < b—yrandw « A~
15: return Q, X, b, w

16: // Learn a predictor via selective sampling //

17: Q,A,b,w < BBQSAMPLER(S, \, k)

18: // Update the predictor for core set deletions //
19: Q, A, b,w < DELETIONUPDATE(Q, A,b,w,U)
20: return sign(w'x)

The monotonicity of the query condition of the BBQSAM-
PLER stems from the fact that the query condition is only
z-dependent and does not depend on the labels y at all. We
can interpret the query condition as testing if we have al-
ready queried many points that lie in the same direction as
x4, because if so, we can be fairly confident of the label of
x¢. In particular, we have that if 2] A; Ly, > T7" for some
t € [T], then xtTA;\lxjxt > T~ for any j € [T']. Intuitively,
the monotonicity of the query condition follows from the
fact that if a direction was not well queried before deletion,
it will not be well queried after deletion. €(.S) \ U only
contains queried points, all of which will be re-queried after
deletion. Thus, we do not need to re-execute the BBQSAM-
PLER at the time of unlearning in order to determine the new
set of queried points. We can simply remove the effect of U
from the predictor, and we only need to make an update for
deletion requests in U that are also in €(.5).

We note that not every selective sampling algorithm has
E(e(S)NU) = ¢(S) \ U. Various selective sampling
algorithms, such as the ones from Dekel et al. (2012) or
Sekhari et al. (2023), use a query condition that depends
on the labels y. Due to the noise in these y’s, y-dependent
query conditions are not monotonic; points that were queried
before deletion can become unqueried after deletion. This
makes it computationally expensive to compute the core set
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after unlearning. We note that since the BBQSAMPLER
uses a y-independent query condition, the predictor before
unlearning is slightly suboptimal in terms of excess risk.
However, we are willing to tolerate a small increase in
excess risk in order to unlearn efficiently. Additionally, it is
unclear how much the excess risk of y-dependent selective
sampling algorithms would suffer after unlearning.

Algorithm 1 is not a valid unlearning algorithm under
the traditional definition (Definition 2.1). When a queried
point is deleted, an unqueried point could become queried,
therefore, €(S \ U) # €(S) ~ U. Thus, under traditional
unlearning, during DELETIONUPDATE, not only would we
have to remove the effect of U, but we would also have to
add in any unqueried points that would have been queried
if U never existed in S. It is computationally inefficient to
determine which points would have been queried, and it is
unnecessary from a privacy perspective. An attacker could
never have known that such an unqueried point existed and
should have become queried after deletion since it was never
used or stored by the original model. This highlights the
need for having our proposed definition of unlearning.

Theorem 4.3. The memory required by Algorithm 1 is deter-
mined by the number of core set points, which is bounded by
Nrp = O(dT"logT). Furthermore, with probability 1 - 6,
the excess risk of the final predictor sign(w'x) returned by
Algorithm 1 satisfies

E(w) =0 (NT log T + log(l/é))

T-T:- Ny

after unlearning up to

EQ.TR
K=0| ———M
(dlogT-log(l/é))

many core set deletions, where T, = Y1 1{|u"zy| < &},
and € > 0 denotes the minimizing ¢ in the regret bound in
Theorem D.S.

We remark that 7; represents the number of points where
even the Bayes optimal predictor is unsure of the label,
which we expect to be small in realistic scenarios. We give
a proof sketch of the theorem (full proof in Appendix D).

Proof Sketch. The bound on the number of points queried
by BBQSAMPLER is well known and can be derived using
standard analysis for selective sampling algorithms from
Cesa-Bianchi et al. (2009) and Dekel et al. (2012) (see
Theorem D.8 for details). The number of queries made by
the BBQSAMPLER is exactly the size of the core set.

To bound the excess risk, we first show that the final pre-
dictor w = wy from the BBQSAMPLER before unlearning
agrees with the Bayes optimal predictor on the classification
of all the unqueried points outside the 7z margin points. Let

w be the predictor after K core set deletions. We want to
ensure that the signs of w and w remain the same for all
unqueried points. We do so by first demonstrating that w ex-
hibits stability (Bousquet & Elisseeff, 2002; Shalev-Shwartz
et al., 2010) on unqueried points. For any unqueried point
z, [0Tx — 0 x| < \/K-dlogT -log(1/5) - T-*. Then we
show that @ has a £/2 margin on the classification of every
unqueried point. Putting these together, we show that for
upto K <O (dlog%gg(l/é)) deletions, we can ensure that
the signs of & and w agree on unqueried points. Thus, after
unlearning, we can maintain correct classification on un-
queried points with respect to the Bayes optimal predictor.

We cannot make any guarantees on the N queried points
and the Tz margin points, so we assume full classification er-
ror on those points. Finally, using generalization bounds for
sample compression (Kakade & Tewari, 2008), we convert
the empirical classification loss to an excess risk bound. [

Memory Required for Unlearning. The memory required
for unlearning is exactly the number of core set points,
O(dT*1ogT), and the size of the model, O(d?), which
is significantly less memory than storing the entirety of S of
size T'. Under system-aware unlearning, we obtain the first
exact unlearning algorithm for linear classification requiring
memory sublinear in the size of the dataset.

Deletion Capacity and Excess Risk. Theorem 4.3 bounds
the core set deletion capacity. Since « is a free parameter,
we can tune it to increase the core set deletion capacity at
the cost of increasing the excess risk after deletion. We are
trading off deletion capacity at the cost of performance.

4.1. Expected Deletion Capacity

Notice that the deletion capacity bound in Theorem 4.1
only applies to core set deletions and does not account
for samples in U that are outside €(.S), and these can be
deleted for free. Thus, we have a much larger deletion
capacity than what is implied by the bound in Theorem 4.1.
Assume that deletions are drawn without replacement from
w: X — [0,1], a probability weight vector over points in .S.
This implies that the probability of = requesting for deletion,
i.e. (), only depends on x and not on its index within .S or
on other points in S. This assumption is useful for capturing
scenarios where the users make requests for deletion solely
based on their own data and have no knowledge of where
in the sample they appear. Let Krorap be the total number
of deletions we can process under y before exhausting the
core set deletion capacity K.

Theorem 4.4. Consider any core-set algorithm A. Let w de-
note denote a uniformly random permutation of the samples
in S, and let o be a sequence of deletion requests samples
Sfrom u, without replacement. Further, let K s, denote the
number of core set deletions within the first Krora, deletion



System-Aware Unlearning Algorithms

requests, then for any K > 1,
1 T
PTS,W,U(KCSD >K) < }ES ZEW[H{xt € CA(W(S))}]
t=1

KroraL
- Y Eo[I{ze =26, }]|,
k=1

where € 4(w(S)) denotes the coreset resulting from running
A on the permuted dataset 7w(S). Instantiating the above
bound for Algorithm 1, we have

Prsno(Kesy > K) < Kom ™™ Bg[E, ,[«" V],

where M := Er[1 YT AN ] and K € (0,1) is the sam-
pling parameter from Algorithm 1.

Given the deletion distribution p, Theorem 4.4 can be used
to bound the total number of deletions Krors, that Algo-
rithm 1 can tolerate while ensuring that the probability of
exhausting the core set deletion capacity K is small. This is
done by bounding Eg[E,.,,[z" Mz]], given . For a dele-
tion z drawn from i, Eg[E,., [x"Mz]] can be interpreted
as the expected value of the query condition 7 A; 'z when
Algorithm 1 encounters x during learning. The bound on
the total number of deletions Ko depends inversely on
Es[Es-pu[2"Mz]]. When Eg[E,.,[z"Mz]] is small, z is
unlikely to be queried, and thus, Algorithm 1 can tolerate
a large number of deletions Kop,. before exhausting its
core set deletion capacity K. Furthermore, the query con-
dition decreases as it encounters and queries more points.
Thus, Eg[E,.,[z"Mz]] is decreasing as the sample size
T increases, and we would expect it to be small for large 7.
2T Mx is maximized when z lies in a direction which does
not occur very often. Deletion distributions which place
large weight on uncommon directions in S will maximize
Es []EmN#[xTMx]] and lead to smaller Krora; .

Lemma 4.5. Let the deletion distribution y be the uniform
distribution. In this case, the bound in Theorem 4.4 implies

KT .
tha? we can process a total of K.'T'OTAL = e loeT log T deletions
while ensuring that the probability of exhausting the core
set deletion capacity K is at most c.

4.2. Expected Deletion Time

We can make a similar argument for the deletion time. At the
time of unlearning, we only need to make an update when
deleting a core set point. For all other points, there is no
computation time for unlearning. Given Krorar, Which can
be derived using Theorem 4.4, we can give an expression
for the expected time for deletion.

Theorem 4.6. For a deletion distribution u, if a core set
algorithm A can tolerate up to KrioraL deletions before
exhausting the core set deletion capacity K,

. . K
<
E[time per deletion] < 7= —

x {time per core set deletion}.

Updating the predictor of Algorithm 1 for a core set dele-
tion takes O(d?) time, using the Sherman-Morrison update
(Hager, 1989). Thus, for Algorithm 1, under a uniform dele-
tion distribution, we have E[time per deletion] < daTﬁ#
by plugging in Krorar from Lemma 4.5. For large 7', this is
a significant improvement over an exact traditional unlearn-

ing algorithm that requires O(d?) time for each deletion.

b}

Remark 4.7. For large d, the update time can be replaced by
a quantity that depends on the eigenspectrum of the data’s
Gram matrix. Furthermore, since Algorithm 1 updates an
ERM on €(S) to an ERM on €(.S)\U, we can further speed
up the update time for a core set deletion using gradient
descent, which takes O(d) time per update.

Empirical Evaluation. In Appendix B, we compare the
performance of Algorithm 1 to some common unlearning
procedures, from Bourtoule et al. (2021) and Sekhari et al.
(2021), and exact retraining. Our experiments show that for
linear classification, Algorithm 1 can unlearn significantly
faster with significantly less memory resources compared
to other methods while maintaining comparable accuracy.

5. Extension to Efficient Unlearning for
Classification with General Function Classes

Analyzing the structure of Algorithm 1, we can begin to
identify a general framework for unlearning for classifica-
tion beyond linear functions. We select a core set using a
monotonic selective sampler and perform regression on the
core set to obtain our learned model. Then, during unlearn-
ing, if a core set point is deleted, we perform regression on
the remaining core set points to obtain our unlearned model.

Algorithm 2 System-Aware Unlearning Algorithm for Gen-
eral Classification using Selective Sampling
Require: ¢ Dataset S of size T'

 Deletion requests U

* Function class F

* GENERALBBQSAMPLER from Appendix E

Function DELETIONUPDATE(Q, U, F)
if U n Q # @ then

Update Q <« 9\ U
- ] . 2
f=argminger 5, yye0 (55 - ()
return Q, f

// Learn a predictor via selective sampling //

Q, f <« GENERALBBQSAMPLER(S, F)

/I'Update the predictor for core set deletions //

Q, f < DELETIONUPDATE(Q, U, F)

return sign(f(z) - 1/2)

R A A S T

_
e

Assumptions. We consider the problem of binary clas-
sification with a general model class. Let x € X and
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y € {+1,-1}. We are given a class of models F =
{f + X - [0,1]}, and we assume that there exists
a f* e F such that E[y, | =] = f*(x:), where the
Bayes optimal predictor is sign(f*(x¢) — 1/2). We de-
fine the excess risk for a hypothesis f according to the
0-1 loss as E(f) := ]E(xyy)ND[]l{sign(f(a:) -H= y}
~1{sign(f*(x) - 3) # y}1.

It turns out that for a general JF, we can construct a version
of the BBQSAMPLER, as shown by Gentile et al. (2022).
The GENERALBBQSAMPLER is described in Appendix E.

Theorem 5.1. Given the set S and deletion requests U, let
€(S) denote the subset of points for which the labels were
queried by GENERALBBQSAMPLER in Algorithm 2, and
let A(S,U) denote the unlearned model. Then, Algorithm 2
is an exact system-aware unlearning algorithm with S’ =

€(S) and state-of-system | (S, U) = (A(S,U), €(S)\U).

Once again, the proof relies on the monotonicity of the
GENERALBBQSAMPLER.

Theorem 5.2. For any dataset S, Algorithm 2 has the prop-
erty that for allU € S, €(€(S)\U) =€(S)\U.

Memory Required for Unlearning. The memory required
by Algorithm 2 is determined by the query complexity of
the GENERALBBQSAMPLER, which depends on an eluder-
dimension-like quantity of F. The dimension ©(F, S) of
model class F projected onto sample S is defined as:

=su 3 su (f(z) - g(z))?
DF5) = ﬂpt; raer By ([ (n) = 9(m))2 + 1

where 7 is a permutation on [7T'] (Gentile et al., 2022).

D(F,S) is closely related to the eluder dimension (Russo
& Van Roy, 2013) and the disagreement coefficient (Foster
et al., 2020), two well-studied active learning complexity
measures (see Gentile et al. (2022) for details). The connec-
tion between the memory complexity of unlearning and the
query complexity of active learning has also been demon-
strated in Ghazi et al. (2023); Cherapanamjeri et al. (2025).

Theorem 5.3. Assume that, with probability 1 — /T, the
ERM f in Algorithm 2 satisfies the bound ¥, (f*(x;) -
F(20))? < R(T,6). Then, the memory required by Algo-
rithm 2 is bounded by

Nr=0 (msin {Ts N m(T,é)f(?, S) }) |

To find bounds on the convergence rate JR(7’,§) for the
ERM, one can look into Yang & Barron (1999); Koltchinskii
(2006); Liang et al. (2015). We expect JR(T, ) to be small.
Thus, Theorem 5.3 implies that if a function class has small
dimension D (F, S) (see Russo & Van Roy (2013); Foster

et al. (2020); Gentile et al. (2022) for examples), we have
an efficient algorithm for unlearning. For example, linear
functions have D(F,S) = O(dlogT).

Excess Risk. In general, bounding the excess risk after
deletion for a generic F is hard. However, if the regression
oracle of F is stable, Algorithm 2 maintains small excess
risk after deletion. We formally define stability as follows:

Definition 5.4 (Uniform Stability; Bousquet & Elisseeff
(2002)). Let fg € F be the predictor returned by a learning
algorithm A on sample S € Z™ and let fsui € F be the
predictor returned by A on S~ {x;}. The learning algorithm
A satisfies uniform stability with rate (3 if for all ¢ € [n], for

all 2 = (z,y) € Z, [0(fs(2),y) — ¢ fsui(@), y)| < B(n).

Theorem 5.5. If the regression oracle for F satisfies uni-
form stability under the squared loss with rate (3, then with
probability 1 — 6, the excess risk of the final predictor re-
turned by Algorithm 2 satisfies

£(f)=0 (T _1NT (NplogT + 1og(1/5)))
after unlearning up to
) ( VR(T, 8) )
- \VNr B(N7)

many core set deletions.

Typically, we have 5(Nt) »~ NLT Thus, the number of core

set deletions that we can tolerate looks like \/ Nt - R(T', ).
Similarly to the linear case, the proof follows by showing
that the predictor after learning agrees with the classification
of the Bayes optimal predictor on the unqueried points with
some margin and then leveraging uniform stability to ensure
that the predictor before and after unlearning continue to
agree on the classification of the unqueried points.

6. Conclusion

We proposed a new definition for unlearning, called system-
aware unlearning, that provides unlearning guarantees
against an attacker who compromises the system after un-
learning. We proved that system-aware unlearning general-
izes traditional unlearning definitions and demonstrated that
core set algorithms are a natural way to satisfy system-aware
unlearning. By using less information, we expose less infor-
mation to a potential attacker, leading to easier unlearning.
To highlight the power of this viewpoint of unlearning, we
show that selective sampling can be used to design a more
memory and computation-time-efficient exact system-aware
unlearning algorithm for classification. Looking forward, it
would be interesting to explore how approximate system-
aware unlearning (¢, § # 0) can lead to even faster and more
memory-efficient unlearning algorithms.
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A. Related Work

Beyond the standard definition of machine unlearning from Sekhari et al. (2021); Guo et al. (2019), some other machine
unlearning definitions have been proposed. Gupta et al. (2021) generalizes the machine unlearning definition from Sekhari
et al. (2021); Guo et al. (2019) to handle adaptive requests. Chourasia & Shah (2023) proposes a data deletion definition
under adaptive requesters which does not require indistinguishability from retraining from scratch. They require that the
model after deletion be indistinguishable from a randomized mapping 7 on S with the deleted individual z replaced. This
definition assumes that the attacker does not have knowledge of the unlearning algorithm itself. If the data deletion requesters
are non-adaptive, then 7 can be replaced by the unlearning algorithm A, and we recover the standard definition of machine
unlearning. However, in general, system-aware unlearning does not generalize this definition. Compared to system-aware
unlearning, the data deletion definition from Chourasia & Shah (2023) makes the stronger assumption that the attacker
has knowledge of every remaining individual, but the weaker assumption that the attacker does not have knowledge of the
unlearning algorithm.

Neel et al. (2021) proposed a distinction between traditional unlearning and “perfect” unlearning. Under perfect unlearning,
not only must the observable outputs of the unlearning algorithm be indistinguishable from the retrained-from-scratch
model, but the complete internal state of the unlearning algorithm must be indistinguishable from the retrained-from-scratch
state. We note that system-aware unlearning when S’ = S is exactly equivalent to perfect unlearning. Golatkar et al. (2020)
proposed a definition of unlearning that requires the existence of a certificate of forgetting, where the certificate can be any
function that does not depend on the deleted individuals, rather than the fixed certificate of retraining-from-scratch. This
is akin to requiring the existence of a S’ € S in the definition of system-aware unlearning, rather than fixing S’ = S. We
note that our system-aware algorithm is able to leverage the flexibility in S’ to achieve more efficient unlearning, while the
algorithms in Golatkar et al. (2020) ultimately do attempt to recover a hypothesis close to retraining-from-scratch; however,
we find the connections in the definitions interesting to point out.

Maintaining privacy under system-aware unlearning is closely related to the goal of pan-privacy (Dwork et al., 2010; Amin
et al., 2020; Cheu & Ullman, 2020). In the setting of pan-privacy, user data is processed in a streaming fashion, outputs
are produced in a sequence, and an adversary may compromise the internal state of the algorithm at any point during the
stream. The goal of pan-privacy is provide privacy against an adversary who compromises the internal state at any point in
the stream and has access to the preceding outputs.

Beyond unlearning definitions, there has been much work in the development of certified unlearning algorithms. The
current literature generally falls into two categories: exact unlearning algorithms which exactly reproduce the model from
retraining from scratch on .S \ U (Ghazi et al., 2023; Cherapanamjeri et al., 2025; Bourtoule et al., 2021; Cao & Yang,
2015; Chowdhury et al., 2024) or approximate unlearning algorithms which use ideas from differential privacy (Dwork
et al., 2014) to probabilistically recover a model that is “essentially indistinguishable” from the model produced from
retraining from scratch on S \ U (Izzo et al., 2021; Sekhari et al., 2021; Chien et al., 2024; Guo et al., 2019). The exact
unlearning algorithms are typically memory intensive and require the storage of the entire dataset and multiple models,
while the approximate unlearning algorithms tend to be more memory efficient. Certified machine unlearning algorithms
meet provable guarantees of unlearning. However, many of the algorithms are limited to the convex setting.

There are a number of (uncertified) unlearning algorithms which have been shown to work well empirically in the nonconvex
setting (Goel et al., 2023; Kurmanji et al., 2023; Jang et al., 2022). Furthermore, a number of these empirical methods
attempt to unlearn in a “data-free” manner where the remaining individuals are not stored in memory when unlearning
(Foster et al., 2023; Bonato et al., 2024). However, recent work has shown that these empirical methods do not unlearn
properly and do indeed leak the privacy of the unlearned individuals (Hayes et al., 2024; Pawelczyk et al., 2025).

Furthermore, existing lower bounds prove that there exist simple model classes with finite VC and Littlestone dimension
where traditional exact unlearning requires the storage of the entire dataset (Cherapanamjeri et al., 2025). For large datasets,
this makes exact unlearning under the traditional definition impractical. Additionally, Cherapanamjeri et al. (2025) proved
that even approximate algorithms for certain model classes require the storage of the entire dataset for the hypothesis testing
problem after deletion. This provides strong evidence that even approximate learning under the traditional definition requires
storing the entire dataset.
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Figure 2. The test accuracy of each unlearning method over the course 80,000 label dependent deletions.

B. Experimental Evaluation

Our theoretical results provide guarantees for the worst case deletions. We experimentally verify our theory, and we
demonstrate that in practice, Algorithm 1 can maintain small excess error beyond the core set deletion capacities proven in
Theorem 4.1. Furthermore, Algorithm 1 is significantly more memory and computation time efficient compared to other
unlearning methods for linear classification.

We compare the accuracy, memory usage, training time, and unlearning time of Algorithm 1 to the following unlearning
procedures. Algorithm 1 trains a linear model (y = Ax + b) on the core set €(S).

» SISA from Bourtoule et al. (2021): SISA trains models on separate data shards and aggregates them together to produce
a final model. During the initial training process, SISA stores intermediate models in order to speed up retraining at the
time of unlearning. We train a linear model (y = w"z) on each shard and aggregate the models using a uniform voting
rule.

* Exact Retraining: We train a linear model (y = w'x) on the entire dataset and perform an exact retraining update for
each deletion.

* Unlearning Algorithm from Sekhari et al. (2021): For linear regression (y = w'x), this algorithm precisely reduces to
exact retraining.

We compare the results on two different datasets.

* Purchase Dataset: A binary classification dataset on item purchase data curated by Bourtoule et al. (2021) with 249,215
points in dimension d = 600.

* Margin Dataset: A synthetic binary classification dataset with 200,000 points in dimension d = 100 with a hard margin
condition of = 0.1 (JuTz| > 0.1, Yz for some underlying u € R?).

For each method, we train an initial linear classifier, and then we process a sequence of 80,000 deletions (around 40%
of the dataset) of points all with class label —1 (we refer to this as a sequence of label dependent deletions). Figure 2
compares the accuracy of the various unlearning methods over the sequence of deletions, and Table 1 and Table 2 compare
the computation time and memory usage of the various methods on the two datasets.

Table 1. Computation and Memory Usage on the Purchase Dataset

Initial training time (secs) Accumulated deletion time (secs) % of data stored in memory

Algorithm 1 186.3 58.3 13.1%
SISA 30.2 1174.3 100%
Exact Retraining 1828.7 579.3 100%

On the Purchase Dataset, first observe that Algorithm 1 can maintain comparable accuracy to exact retraining while
dominating exact retraining in initial training time, deletion time, and memory usage. SISA has the best initial accuracy, but
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Table 2. Computation and Memory Usage on the Margin Dataset

Initial training time (secs) Accumulated deletion time (secs) % of data stored in memory

Algorithm 1 1.3 0.5 0.6%
SISA 20.6 697.1 100%
Exact Retraining 67.8 27.1 100%

Algorithm 1 is able to maintain significantly better accuracy under a longer sequence of label dependent deletions compared
to SISA. The sequence of label dependent deletions creates a distribution shift in the training data. Algorithm 1 is robust to
this shift due to theoretical guarantees, but SISA lacks such theoretical guarantees on its accuracy after unlearning. We
also note that SISA is training a more expressive model compared to Algorithm 1 and exact retraining which could be
contributing to its improved initial accuracy. Furthermore, Algorithm 1 can maintain comparable accuracy with significantly
fewer samples. Algorithm 1 has a longer initial training time, but requires significantly less computation time at the time of
deletion compared to SISA. The use of sample compression leads to more efficient unlearning.

When the dataset allows for a more favorable compression scheme, as the Margin Dataset does, the improvements are
even more pronounced. Algorithm 1 can match the initial accuracy of SISA and exact retraining, despite using much less
data, and Algorithm 1 can maintain significantly better accuracy under a longer sequence of label dependent deletions.
Furthermore, Algorithm 1 requires significantly less memory and significantly less computation time, both at the time of
training and the time of deletion, compared to SISA and exact retraining due to increased sample compression. When the
dataset allows for significant compression, Algorithm 1 dominates SISA and exact retraining in accuracy, memory, and
computation time.
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C. Proofs from Section 3
Theorem 3.1. The algorithm Acs (defined above) is a (&, 6)-system-aware unlearning algorithm with S' = €(.S), with the
state-of-system defined as: 1,(S,U) =14, (€(S5),U).
Proof. We have [4(S,U) =14, (€(5),U).
We also have
A(S"~NU,2) =14(€(S) \U,2)

- La, (€(E(S) N U), 2)
- 14, (€(S) N U, 2).

By definition, 14, (€(S),U) and l4,, (€(S) \ U, ®) are (&, )-indistinguishable, so | 4 (S, U) and | 4 (S’ \ U, @) must be
(g, 0)-indistinguishable. Thus, A is an (e, §)-system-aware unlearning algorithm. O
D. Proofs from Section 4
D.1. Notation

e [n]={1,2,...,n}

e Ap =M+ Zthl x|

e Ap =M + Zthl x4y — Xo.cv Tix] , where U is a set of deletions

T

A+ Zthl T - xjx; whenj <t

hd At .= N
YN+ 2E 2] otherwise
for some ¢, j € [T']
* Ag =M+, 5 w2y, where S is a set of points
T
* by =X Y
e by = ZtT=1 YTt = 2, ev YiTi» Where U is a set of deletions

* wr = A}le

s wrwuy = A7 ;bru, where U is a set of deletions

|u|x = uT Xu, where u € R% and X e R%*4

Theorem 4.1. Given the set S and deletion requests U, let €(.S) denote the subset of points for which the labels were
queried by BBQSAMPLER in Algorithm 1, and let A(S,U) denote the unlearned model. Then, Algorithm 1 is an exact
system-aware unlearning algorithm with S’ = €(.S) and state-of-system 14(S,U) = (A(S,U), €(S) \ U). In particular, it
satisfies Definition 2.3 withe =6 = 0.

Proof. Fix any sample S and set of deletions U. Define S’ = €(S) = Q. Clearly, S’ ¢ S. The core set of the BBQSAMPLER
is exactly the set of points that it queries. Thus, applying Theorem 4.2, we know €(€(S)\U) = €(S)\U. A(S'\ U, D)
returns a regularized ERM over €(€(S) \ U), which is exactly €(.S) \ U, and stores that ERM and the set €(S) \ U. To
process the deletion of U, A(S,U) returns a regularized ERM over €(.S) \ U and stores that ERM and the set €(.S) \ U.
Thus, [4(S,U) =14(S"~U,@) forall U c S. O

Theorem 4.2. For any dataset S, Algorithm 1 satisfies €(E€(S)\NU) = €(S)\NU forallU c S.
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Proof. Fix any sample S, and consider the deletion of a point z; € U. Consider executing the BBQSAMPLER on the
queried points Q ~ {x;} compared to executing on S. First, observe that the removal of all of the unqueried points has

no effect on any of the query conditions, x; At‘\lz]_ zy = x] Ay wy > T™". Thus, when z; is unqueried, all of the points in

Q ~ {z;} will be queried when executing the BBQSAMPLER on the queried points Q \ {z;}

Next, consider the case that the deleted point x; was queried. Consider a point x; that was queried at time ¢. We know
x] A;tx, > T™". We note that any points after time ¢ do not affect the query condition at time ¢, so we only focus on
deletions of x; where j < t. We have that
-1 -1
rf Ay, e =l (A —aja)) ay
xIAt_lxjx;At_lxt )
TA-1
1- l‘j At T

1.2
(z{ A} ))

TA-1
1- .Z‘j At Zj

_ T a-1
=z, A; xt+(

_ T a1
=x, A, x +

>a] A ey
> T,

where the second to last line follows because the second term is always positive. Thus, x; remains queried when executing
the BBQSAMPLER on Q \ {z;}. We can apply the above argument inductively for each z; € U to conclude that
E(E(S)\U)=€¢(S\U. O

Theorem 4.3. The memory required by Algorithm 1 is determined by the number of core set points, which is bounded
by Np = O(dT"logT). Furthermore, with probability 1 - §, the excess risk of the final predictor sign(w"x) returned by
Algorithm 1 satisfies

E(w) =0 (NT logT+10g(1/5))

T-T:- Ny

after unlearning up to

éQ.TR
K=0|\—7F7F¢"7"7+
(dlogT-log(l/&))

many core set deletions, where T, = Y-, 1{|u"z,| <€}, and & > 0 denotes the minimizing ¢ in the regret bound in
Theorem D.S.

Proof. The bound on the number of points queried by the BBQ sampler |€(.S)] is given by Theorem D.8 using standard
analysis for selective sampling algorithms from Cesa-Bianchi et al. (2009); Dekel et al. (2012); Agarwal (2013).

First let’s set all of the T margin points aside. Let wr be the last predictor from the BBQSAMPLER.

First we argue that before deletion, w.x and u"x agree on the sign of all unqueried points z (outside of the T margin
points). An unqueried point z; must have a margin of £ with respect to u, which means |u"z| > &. For an unqueried point x;,
we also have

wize —u'w| = |wr -l ag - ] ay
<wr - ulag - |z) a4, (using the monotonicity of the query condition)

<\/dlogT -log(1/6)-T™"
(applying Proposition G.1 on the first term and the query condition on the second term)

< % (for sufficiently large T)
Thus, sign(w].) = sign(u"z), so the final predictor after learning wy and the Bayes optimal predictor u agree on the
classification of all of the unqueried points. Furthermore, all of the unqueried points x have a margin of 5 with respect to

wr.
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Thus, in order to ensure that wy and wr.y after |[U| = K deletions continue to agree on the classification of all unqueried
points, we need to ensure that (w2 — w]. ;| = A < 5. Using the upper bound on A derived using a stability analysis in
Theorem D.2 , we get the following deletion capacity on queried points,

A<n/e(K+1)-T™?.\/dlogT -log(1/5) < g (Theorem D.2)
-2
e(K +1)-T7 -dlogT -log(1/6) < %

=2 K
K+1< =1
16e-dlog T -log(1/9)

=2 K
K< =1 -1
16e-dlog T -log(1/9)

EQ.T,«
K<O|l ——= )
(dlogT~log(1/5))

For up to K deletions on queried points, wy and wr.y are guaranteed to agree on the classification of all unqueried points.
Thus after unlearning up to K queried points, wr.y and the Bayes optimal predictor u agree on the classification on all
of the unqueried points. Note that wr. is a predictor that only used points in @ \ U during training, and yet, has good
performance on points that it never used during training. In particular, we have that

.ES\{Q\U}(’U}T\U) = Z l{sign(uTx) + sign(w}\Ux)} <T:-+K,
(z,y)eSN{O U}

because outside of the T margin points, we showed that « and wr.y; agree on the classification of all of the unqueried
points. Furthermore, u and wp.y may disagree on the classification of the K deleted queried points.

Through this observation, we can use techniques from generalization for sample compression algorithms (Kakade & Tewari,
2008) to convert the empirical classification loss to an excess risk bound for wrp. ;. First, observe that

E(wrv) = E(ay)-p[L{sign(wr o) # y} - Lsign(u'z) # y}]
= E(uy)~pl2lu" 2| - 1] - Isign(wp yz) # sign(u'z)}]
< E(%y)ND[]l{sign(w}\Ux) # sign(u'x)}]

Thus, we look to bound the loss of L(wr.y) = E(, yy~p[1{sign(w}. =) # sign(u’x)}]. We are interested in the event
that there exists a @\ U € S, |Q \ U| = [ such that ﬁs\{Q\U} (wry) <T=+ K and L(fo.v) > ¢.

Pr[3 Q\ U c Ssuch that Lg. (o.py (wrr) < Ts + K and L(wr.p) > €]

T
<Y Pr[3Q~\UcS, |Q\U|=1lsuchthat Lg (o} (wrww) < Tz + K and L(wr.y) > €]

~
—

Pr[iS\{Q\U}(wT\U) <T:+ K and L(wp.y) > €]

e

~
Il

1 Q\UCS,[Q U=l

oL

E [PrS\{Q\U} []A:S\{Q\U}(wT\U) <T:+ K and L(wT\U) > € | [OAN U]]
O\UCS,[OU =l

~
Il
—

Let |Q| = Ny and let |U| = K, where N — K = 1. Now for any fixed Q \ U, the above probability is just the probability of
having a true risk greater than € and an empirical risk at most 7z + K on a test set of size 7' — Ny + K. Now for any random
variable z € [0, 1], if E[2] > € then Pr[z = 0] < 1 — . Thus, for a given Q \ U,

PrS\{Q\U} [ﬁs\{Q\U}(wT\U) <T:+ K and L(’LUT\U) > E] < (1 - E)T_NT_Tg
Plugging this in above, we have

Pr[3Q\UcS, |Q\U|=1lsuchthat Lg (o.py(wrw) < Te + K and L(wr) > €]
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e

~
Il
=

Z (1 _g)T*NT*TE
o\Dcso

\D|=l

Tl . (1 _ E)T*NT*TE

oL

~
Il
s

TNT*K . (1 _ g)TiNTiTE

L

~
Il
=

TNT*K . (1 _ €)T7NT7TE_

e

~
Il
=

TNT . 675(T7NT7T€)

oE

~
Il
[u

- TNT+1 . e—E(T—NT—Tg)

We want this probability to be at most §. Setting ¢ appropriately, we have

1
E:m((NT"t‘l)lOgT‘FlOg(l/(s))
Thus, with probability at least 1 — 9,
A 1
L(fowp) s =——— - ((Np +1)logT +log(1/6
(foun) < gz - (N + D) log T+ og(1/a))
This implies that with probability at least 1 — ¢,
1
E(wpwy) E =——— - ((Np + 1) log T +log(1/0)).
(wr.v) T N T ((Nz +1)log T +log(1/9))

O

Theorem 4.4. Consider any core-set algorithm A. Let 7 denote denote a uniformly random permutation of the samples in
S, and let o be a sequence of deletion requests samples from u, without replacement. Further, let K s, denote the number
of core set deletions within the first Ko deletion requests, then for any K > 1,

Prs r.o(Kesn > K) < Es| 3 Bo[L{r, € €4(x(5))))

KTOT/\L
: Z Eﬂ[l{xt:xﬂk}] ’
k=1

where €4 (m(S)) denotes the coreset resulting from running A on the permuted dataset w(S). Instantiating the above
bound for Algorithm 1, we have

Prsr o (Kesp > ) < Ko™ B[E, [« Ma]],

where M = Er[ £ YL AN ] and k € (0,1) is the sampling parameter from Algorithm 1.

Proof. We begin by considering

1
Prg r o(Kesp > K) < ?E[KCSD] (Markov’s Inequality)
1 T KTOTAL
= ?ES,W,J Z H{z; e Cr}- Z 1z =20, }
t=1 k=1

(Cy is the resulting core set after executing on 7(.S))
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KroraL

= []-(ES[ ZEﬂ[]l{l‘t € Cﬂ}] . Z Eo[l{xt = xd}c}]]

k=1

T Krorar
*]ES I:Z ]l{l‘t € C } Z_: ]l{xt - xak}]

]ESU[ 3 Eul1(ar, < }]

This proves the first half of the theorem.

Next define v(x) = E;[1{z € C;}]. Consider the case when the deletion distribution y satisfies p(z) > u(z') = v(x) >
v(x"). This is exactly the worst case in terms of deletion capacity: points that have a high probability of being included in
the core set are exactly the points that have a high probability of being deleted.

In this case, we can apply Theorem G.2 to get
1 Krorar
PI‘SJJ(X > K) < KESJ[ Z Eﬂ[ﬂ{l’gk € Cﬂ-}]]
k=1

1 K’I‘OTAL
< }ES [EINH Z [Eﬂ[l{x € C,r}]:|:| (where z is sampled without replacement from W)
k=1

< KT](;“LES[]EM[EW[I{:C E C,,}]H
. .
[ > xTEW[Agfl]x] (plugging in upper bound for E.[1{x € C}])

P U )
ST K.T ¢

< KroraL - T
B K

Kroms - T —
< B T g (B, ., [« Ma]],

where M =E, [+ 1, A1,] for a given sample S. O

Lemma D.1. Let the deletion distribution i be the uniform distribution. In this case, the bound in Theorem 4.4 implies that
we can process a total of KroraL = deletions while ensuring that the probability of exhausting the core set deletion

_cKT
. - dTxlogT
capacity K is at most c.

Proof. First, we consider

_ 1r
Eg [EwNun,—f[ajTMx]] = ES[T Z szIt]
t=1

dlogT
< Tg' T 2, A2 < dlogT)

Plugging this into Theorem 4.4 and solving for Krora completes the proof of the lemma. O

D.2. Auxiliary Results

Theorem D.2. Let wr be the final predictor after running the BBQSAMPLER from Algorithm I with A = K. Let U be a
sequence of deletions of length K. Let wp.y be the predictor after the sequence of U deletions have been applied. Let x be
an unqueried point. Then we have

A =wh - wha— < 2y/e(K +1)-T™"?.\/dlog T -log(1/6)
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=O(VE -1 \/dlogT -log(1/9)),
with probability at least 1 — 0.

Proof. Let U; be the set of the first 7 deletions. Then we have

A= wp T - wpr
K
= Z;(w;\le_w;\Ui_lx)
2\/e(K +1)
Z 6( + T2 /dlogT-log(1/5) (applying Theorem D.3)
K+1
< % T2\ /dlog T -1og(1/6)
e(K +1)-T7"?.\/dlog T -log(1/9).
O

Theorem D.3. Let \ = K be the regularization parameter. Consider a set U of deletions where |U| < K. Let wry be the
predictor after the set of U deletions have been applied and let wr. (yuz,) be the predictor after the set of U deletions have
been applied along with an additional deletion of x;. Let x be an unqueried point. Then we have

2 K+1
A= w;\(Uumi)x - w-Yr’\U‘T s % VRS VdlogT -log(1/9),
for \ = K, with probability at least 1 - 6.
Proof. Let Ar.y = Ar - ¥ jeu xjx]T. and bry = br — ¥ jep y;7;. Then we have

_ T _ T
A =Wr (pug)® ~ W T
T Ty\-1 T -1
= (brwv —yizi) (Arv — iz )" 2 = by yArp®
T Ty\-1 T Ty-1 T -1
=bpy(Arww —ziz;)” v - yix; (Arv - 2iw;)” T = bp y App

T -1 T A= T A-1 T A1
=bh A brwArwriti Arwr) TAL g5 i At Ap g L A-l
=0rvir\u® T Yil; Ap\yT — Yi T TUAT\UT
-, AT\sz 1-2, AT\U'rl

(Sherman-Morrison)

1 -1
T\UAT\U‘T L AT\Ux Tyl Z; AT\Uxe Ay
1 - TA —YiZ; Ap\uT —Yi 1- TA

T; Ap yTi €T; Ap yTi

T T
1-z AT\le 1-z AT\le

AT\Ux )

(>‘+1)(1_ﬁ

;
wT\Ux x] AT\UJJ

(w;\U‘T il AT\Ux) _ y‘JZTAr}l yT - y‘(‘rTATl\Uxix AT\U‘r)
1M N 7
( (;EZTA}l\UmZ < )\ 7 from Lemma D.6)

) -y APy - yz(
)\+1

1
T
=1 wT\Ul“z z; AT\UJU YiZ; AT\U3C )\yixiAT\Uﬂc

I
1-3A
_# T . TA—l _(1 l) . TA—l
- 1 cWp yli Xy APyl + Yix; Ap\yT
-+ A
+1
1
=1+ h\ 2] App - (Wi @i = yi)
1
< (1 + X) (wp T —Yi) - \/a:ZTA}{Umi caTAZ (applying Lemma D.7)
A+1 e .
< ( 3 ) (Wp i — Yi) VS ST+ (applying Lemma D.6 and Corollary D.5)
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= = T (wh i~ i)

A
_ 7\/6(1”) T2 (Wl s+ G)
= \/e(;\\fl) T (wp prs —u' @) + y G T
R [ R TIPS
< 7\/@(1\\+1) T |y ul gy |20 last, + 7\/6(?\4'1) /2 G <D

(Proposition G.1)

<X 7 c(A+1) -T’”/Q-\/dlog(T—K)~log(1/5) o — e(i+1) TR
< %)\Jrl)-Tf“/Q-\/dlogT'log(l/é).

O

Lemma D.4. Ler \ be the regularization parameter. Let U be a set of deletions such that \U| = K. Let Ar.y denote
Ar - YU :EJI]T Then we have

ST

(%)

1 K

T -

X T\Ux < Z )\
=0

()

Proof. We prove the claim using induction. First, assume that a:TA}l\ uT < Zfio 7 - T" (induction hypothesis). Consider
an additional deletion and the effect on the query condition, " (Ap.y — xixi)‘lz. We have

e AT ]l AZE
.’ETA . —SCZ‘.’ET _l,CC:Q?TA_l T+ T\U"tq £ T\U
( U z) U l_x;rAaﬂl\UJCz
TA—l 2
<aTAF o+ (W) (‘T;AEP{(D\M)IJ' < ﬁ from Lemma D.6)
A+1
K K TAZL 2 K
< Z (;Z) ST+ (W) (@TAF < Zfio (/\2) -T~* from induction hypothesis)
i=0 pbvsi
K (X TAZ: o 2] A7
< Z (zi) TR 4 (ajz TU¥i sz T\U‘r) (Lemma D7)
0 A (1-57

(using induction hypothesis and Lemma D.6)

ZZ’EO (;) .TE )
()\+1)(1—ﬁ)

IN
Ngle
e
b
&
—_

) -
=0 A i=1 At
o) 5 (%) (5 (%)
N0/ -K i) ek i—1 -K K/ -k
<350 T +; X T +Z=1 X T+ KT T
(0) o &) e (&) N
< % T+ Z; \i T+ \ ]I(( =T (Pascal’s Identity)
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STF.

)
0 AN
O

Corollary D.5. Let A\ = K be the regularization parameter. Let U be a set of deletions such that |U| < K, then xTA}l\ uT <
e-T7F

Proof. From Lemma D.4, we have

U] (\U\)
xTA%I\Ux S Z, M Tﬁn
=0 A
E(5) .
s; 3 T
5 (D)
< Le.pr
2K
K
(o)
<e-T7F.

Lemma D.6. 2] A'z; < ﬁ,for any set of S points such that x; € S, where Ag =1+ 3, s Tx].

Proof. We want to consider the x; that maximizes x;Aglxi. Let Ag; =1+ DIFN (@i} xx; . Then we want to maximize
the following,

T 4-1 T Ty-1
x; Ag ;= x; (Agu +miw] ) m;

TAL T AL
2T AL T Agimit; Ag T

=T AgaiTi 1+ AL 2

Ty AgiTi

Z T AL o
Leta = 2] Ag,2;. Then we have
2

- a a 1
vj Ag'wi=a- = =1- .
l+a 1+a l+a

We want to maximize the above expression where 0 < a < % (since 0 < 2] Al ,@; < %) The expression is maximized when

L O

_1 TAZL @ € it = 52y
a= 5. Thus, ] A7~ 2; < N1+D) T AT

Lemma D.7. (2] Ag'z)? <a] Ag'w; - 2T Ag'w, for any set of S points such that z; € S, where Ag = X + ¥, e T127.

Proof. We can decompose the terms as Agl = Zil )\iuiuz, T; = Zle a;u;, and x = Zle Biu;. Using these decompositions,
we compute the following two terms,

(z] A7'z)? = ((Zd: aiuiT) (Z )‘iu"uz) (Z ﬂlm))

I
M=
g
£
S
N —
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and

d d d d d d
x] Aptay - aT Aft e = (Z azuzT) (Z Azuzuf) (Z aiui) (Z BZ’U,Z) (Z AzuluZ) (Z ﬁiui)
i=1 i=1 i=1 i=1 i=1 i=1
d d
= (Z )\iaf) (Z )\zﬂ?) .
i=1 i=1

From Jensen’s inequality, we know that (Y&, piz;)? < Y&, pia? where p; > 0 for all 4 and Y4, p; = 1 since f(x) = 22 is

convex. Let p; = )\iaf/(Z?zl Aj3) (note that all \;’s > 0) and let z; = 3;/cv;. This gives us

2 d 2. 8;
(Zi M) . Tisa i of

(Zgzl Aia?)Q - Zle a2
2

d d d
(Z)\iazﬂi) < (Z)\ia?) (Z)\zﬂf)
i=1 i=1 i=1
This directly implies that (z] A7'2)? < 2" A7lw -] A7l a;. O

Theorem D.8. Let A\ = K < T be the regularization parameter and 0 < k < 1 be the sampling parameter of the
BBQSAMPLER. Then we have the following regret and query complexity bounds on the BBQSAMPLER,

1 T 1
Ry =mineT, +O((K+d10gT+log) + )7
€ € 5] e
Np=0(dT"logT).

Proof. Adapted from the analysis in Dekel et al. (2012) and Cesa-Bianchi et al. (2009).

Let Ay =u'z; and A, = w{ x. We decompose the regret as follows,
T . T .
Rr<eTo+ Y Z1{A A <0,A7 >} + Y Z,1{A A, < 0,A7 > e }A]
t=1 t=1
=eT. +U. +Q-. (regret decomposition from Dekel et al. (2012) Lemma 3)

We define an additional term

Al - sign(Ay) if |A> 1
LA, otherwise

Then we have

1 & A
QE < g Z Zt]l{AtAt < O}A§
t=1
T
1 > Zt]l{AgAt < O}Af (A and A} have the same sign)
€ t=1
T
AT (ALA, <0 implies A2 < (A, - A7)2)
€1
2( & 9 i 9 T .
< - Z Zi((Ay—y)° - (Ay—y)°) + 14410g 5 (Dekel et al. (2012) Lemma 23 (1))
€\t=1
T
< 4 Z Zi| dir (0 we—q) — dp(w* ,wy) + 2log |Ad +144log T
€\t=1 | A1 d

(Dekel et al. (2012) Lemma 25 (iv) where dy(w*, w) = 5 (w* - w)" A, (w* - w))
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(dg(w ,wp) + log|Ar| + 144 1log ?)

03\[\3 m\»&

()\ +dlog(\ + Nt) + 1441og ?) (Dekel et al. (2012) Lemma 24 (iii))

0(1()\+ dlogT+logT)).
€ )

Let r; = 2] A;'x;. Then we have

T

< Z Zt 1{|At — At| > 5}
-

T 2
<(2+e) Z Z, exp ( - ;) (following Cesa-Bianchi et al. (2009) Theorem 1)

2Tl<e _
(2+e) Z Z; exp (when Z; =1, ry < T™" by the query condition)

(following Cesa-Bianchi et al. (2009) Theorem 1)

-5
2+e)zztexp( o)
)

<(2+e€)[1/k] (

<O(€2/’f)'

Putting the above terms together completes the proof of regret.

Now for the number of queries. Let 7, = 2; A;'x;. Consider the following sum,

T T A
Z Z Zy - log A d | (Lemma 24 from Dekel et al. (2012) where |- | is the determinant)
t=1 t=1 t-1
|Ar|
=log ==
| Ao
< log|Ar|
< dlog(A+ Nr)
< dlog(T).

We use the above sum to bound the number of queries,

Nr= Y 1
r>T—F

Tt

<) T

re>T =R

STK Z Tt

re>T—FK

<0(dT"1og(T)). (using the sum above)

O

25



System-Aware Unlearning Algorithms

E. Missing Details of GENERALBBQSAMPLER
Define

20 (o x = su (f(z) - g(2))?
D (@i (w1, @) f,gg-'22:1(f($i)—g(xi))2+1'

Algorithm 3 GENERALBBQSAMPLER (Slightly Modified Version of Algorithm 2 from Gentile et al. (2022))

Require: ¢ Dataset .S of size T’
* Confidence level § € (0, 1]

1: Initialize: Py =S and Ryp =S
2: for/=1,2,...do
Initialize within stage ¢: £, = 27¢/\/R(T,6),t =0, Q; = &

4

5: while P;_; \ Q; # @ and max,ep, o, D(x,Qr) >, do
6: t=t+1

7: Pick x4, € argmax,.p, .o, D(x,Qr)

8 Update Qy = Q, U {xm}

9

10: Set Ty = t, the number of queries made in stage ¢
11: if Q, + @ then
12: Query the labels y; 1, . . ., y¢, 7, associated with the unlabeled data in Q, and compute
R ) Te 1+ Yo 2
fo, = angmiin Y- (<25 - f(20)
feF =1\ 2
13; SetCr={xePryi~Qu:|fo,(x)-1/2]>3-27%)
14: else [y =1/2,C, =@
15:

16: Set Py =Pp_1 N Qrand Ry =Ry—1 N (Cou Qy)
17: i D(F,P)-R(T,6)/27 > 27*1|R,| then

18: Set L=/

19: exit for loop

20:

21: Set Q=UL, 9,

22: Compute
A . 1+ Yi 2
fo = argmin Z (T - f(xl))

feF (x,y:)eQ
return fg, Q

F. Proofs from Section 5
F.1. Notation
e [n]={1,2,...,n}
« fs - ERM computed over set S
« fs; - ERM computed over set S~ {x;}

* Qy(t) - the set of points queried in stage £ up to time ¢

o g0 =27 \/R(T, 5)
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. D _ (f(2)-0(2))’
D(@; (21,5 20-1)) = SUPger ST (Fa-g (oo

Theorem 5.1. Given the set S and deletion requests U, let €(S) denote the subset of points for which the labels were
queried by GENERALBBQSAMPLER in Algorithm 2, and let A(S,U) denote the unlearned model. Then, Algorithm 2 is an
exact system-aware unlearning algorithm with S’ = €(S) and state-of-system 14 (S,U) = (A(S,U),€(S)\U).

Proof. Fix any sample .S and set of deletions U. Define S’ = €(S) = Q. Clearly, S’ ¢ S. The core set of the GENERALB-
BQSAMPLER is exactly the set of points that it queries. Thus, applying Theorem 5.2, we know €(€(S)\U) = €(S)\ U.
A(S"\ U, ) returns an ERM over €(&(.S) \ U), which is exactly €(.5) \ U, and stores that ERM and the set €(S5) \ U.
To process the deletion of U, A(S,U) returns an ERM over €(S) \ U and stores that ERM and the set €(S) \ U. Thus,
1A(S,U) =14(8"~U,@) forallU c S. O

Theorem 5.2. For any dataset S, Algorithm 2 has the property that for allU € S, €(€(S)\U) =&(S)\U.

Proof. Consider the deletion of any z; € S. Let Q = UgL:1 Q¢ be the set of queried points after execut-
ing the GENERALBBQSAMPLER on S, and let Q' = UgL=1 Q' be the set of queried points after executing the
GENERALBBQSAMPLER on 9\ {z;}. Note that €(S) = Qand €(€(S){z;}) = Q". We want to show that Q" = O~ {x;}.

First, note that the deletion of any unqueried point has no effect on the query condition of any other point, so the set of
queried points when executing the GENERALBBQSAMPLER on Q is exactly Q. If z; ¢ Q, then clearly Q' = O~ {xz;}.
Thus, we focus on the case where ; € Q.

Next, note that the query condition of points queried before x; only depends on points in Q \ {x; }. Thus, all points queried
before x; will still be queried.

Let ¢* be the stage and ¢* be the time at which x; was originally queried. Let Q,(¢") be the set of points queried in stage
¢ before time ¢’ in the original run of the GENERALBBQSAMPLER. For each point queried at time ¢’ > t*, we know
D?(x, Qu+(t')) > €2.. Now consider

2(x )N {z:Y) = su (f(g;)—g(x))z
D™, Qe ()~ a5} f7gel.)7-' ZQ@*(t’)\{Ij}(f(xi)_g(xi))2+1

(f(z) - g())*

> sup
fgeF 20, oy (f(@i) —g(xi))? + 1
> 7.
Furthermore, observe that
argmax D*(x, Q) N {z;}) = argmax D*(z, Qp (1)),
we(Qpr_1 M@ )N Qs (¢) TEPpe_1 N\ Qg+ (¢)

where the first term represents what would be queried at time ¢ when executing on @ \ {x; } and the second term represents
what would be queried at time " when executing on Q. Thus, we will query the same set of points in both executions after
time ¢ in stage £. Thus, at the end of stage ¢/, when executing on dataset S with z; deleted, we have queried every point in

Q¢ {x;}.

At the end of stage ¢ in the execution on Q, the set of points remaining in the pool is exactly UZL: o++1 Qe Each of the query
conditions in future stages after stage ¢* only depends on the points in UZL: o++1 Qe These query conditions are unaffected,
and all points in U, Q¢ will be queried.

Thus, the set of queried points after executing the GENERALBBQSAMPLER on O \ {x; } is exactly Q \ {z; }. We can apply
the above argument inductively for each x; € U to conclude that €(&(S) \U) = €(S)\ U. O

Theorem 5.3. Assume that, with probability 1-8/T, the ERM f in Algorithm 2 satisfies the bound ¥, (f* () - f(4))? <
R(T, ). Then, the memory required by Algorithm 2 is bounded by

R(T,5)-D(F,S) })

2

Np=0 (min {TE +

27
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Proof. For pointsin Ry, = P~ (UL, Q:UUL, Cr), we know that | fo, () -1/2| < 3-27F by the design of Algorithm 3. We
also know that forall x € R, |f*(z) - fo,(x)| < 27 from Lemma F.1. Thus, forall z € Ry, |f*(z)-1/2| < 4-27F = 27L+2,

From the design of Algorithm 3, we also know that |[R | = [P ~ (UL, Qe uUL, Co)| <4571 -D(F, S).
Let

T
T. = ; 1{[sign(f*(2¢)) - 1/2[ <€}

When 27142 < ¢, we can upper bound |R | by T.. Thus, we have

45 D(F,8) - R(T,6) < T

Otherwise, when 2-5+2 > &, we know that
|RL| <41 D(F,S) -R(T,0) (Theorem G.3)
4
<3 “D(F,S) -R(T,0) @l<d)

Thus, we have that

-1 . 4
41D (F, ) -R(T, 6) < mEm{TE - R(T,0) -@(}“,S)}.

From Theorem G.3, we know that

Np <45 R(T,6) - D(F, S) (Theorem G.3)
<0 (min{Tg + 2 w(r6) 07, S)}) .
€ 3
O

Theorem 5.5. If the regression oracle for F satisfies uniform stability under the squared loss with rate [3, then with
probability 1 — 0, the excess risk of the final predictor returned by Algorithm 2 satisfies

1
T-Nr

JOR - (Nrlog T +10g(1/)))

after unlearning up to

k-0l VAT9)
VNt - B(Nr)

many core set deletions.

Proof. From Lemma F.3, we know that the regression oracle satisfies the following, such that for all S € Z”, for all i € [n],
forall {z1,...,2,}

é(fS\i(xt) - fs(xt))z <n- ﬁ(n)2

Let Q be the set of queried points and let N7 be the number of queried points. Let D be a set of K deletions. Let D; be the
set of the first 7 deletions. Then, we have

g:(fQ\Dm(%t) ~ foup,(24))? < Nr - B(Nr)?.
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In stage ¢ of Algorithm 3, we know that for all « € C, (the set of unqueried points for which we are confident on the label),
we have

sup (f(z) - g(2))* <& (Z(f i)~ g(a:))* + 1)

f,9eF

due to the query condition of stage £.
Thus,

2

Ny A Nr [ K
t_zl(fg\m)—fg(xt))?sz(z; foup, (1) - fg\alm)))

2

NT K ~
<K ( (fQ\Di(xt) _fQ\Di—l (xt)))
=1
NT m R
<K Z ? > (foup, (1) = foup, , (x:))? (Jensen’s Inequality)
t=1 i=1

(fQ\D (2¢) - foup, (21))?

<K Z 7 B(Nt)? (applying Lemma F.3)

Plugging this in, we have

sup (f(z) - g(2))* <¢f (Z(f(wz) g(ﬂcz))2+1)

f.geF
<e?-K?-Np-B(Nr)?

for all z € C,.

The above implies that for any x € Cy,

(foun(@) - fo(2))* <ef - K*- Ny - B(Nr)?
[fn(@) - f(ze))| <e0- K-/ Np - B(Nr)

Furthermore, from Lemma F.2, we know that for all stages ¢, for all = € Cy,
[fo(z)-1/2[>27".

and sign(fo(z) - 1/2) = sign(f*(x) - 1/2). Thus, fg classifies all of the points in U%, C; correctly with some margin.
After deletion, fo.p and fg agree on the sign of = when

g¢-K-\/Np-B(Np) <27

9t \/ﬁ K \/Ny - B(Np) <27 (e0 = 2 |\/R(T, 9))

1

W'K'\/N_T'ﬁ(NT)Sl
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AT
~ V/Nr-B(Nr)

Thus, for up to

p VR(T,9)
- VNr-B(Nr)
deletions, sign( fo.p(z) - 1/2) = sign(fo(x) - 1/2) = sign(f*(z) - 1/2) on all of the points in U%, C,.

For points in Rz, = P~ (UX, Qe uUL, Cr), we know that | fo, () - 1/2| < 3- 27 by the design of Algorithm 3. We also
know that for all z € Ry, |f*(x) - fo,(2)| < 27 from Lemma F.1. Thus, forall x € Ry, |f*(x) - 1/2| <4271 = 27L+2,

From the design of Algorithm 3, we also know that |[R | = [P ~ (UL, Qe u UL, Co)| <451 -D(F,S) - R(T,9).

R 1, is the set of points which we did not query but we are unsure of the label. We know from Theorem 5.3 that

R, Ny = O(msin{Ts . Eiz R(T,5) - D(F, S)}).

As shown above, for all other unqueried points, fg\ p agrees with the classification of the Bayes optimal classifier, despite
not using these points during training. In particular, we have that

Lsouny(fawp) = Y. 1{sign(fo.p(z) - 1/2) #sign(f*(z) - 1/2)} < Nr + K,
S\{Q\D}

because fQ\ p and f*(x) may disagree on the classification of the K deleted queried points and the points in N points in
‘R 1; they must agree on all other unqueried points.

Similarly to the linear case, we can use techniques from generalization for sample compression algorithms (Kakade &
Tewari, 2008) to convert the empirical classification loss to an excess risk bound for fo. p. First observe that

E(h) = Euyy-plL{sign(foup(z) - 1/2) # y} - Usign(f* () - 1/2) # y}]
= E(u)-p[121f* (2) = 1/2| - 1] - 1sign(fo.p(x) - 1/2) #sign(f” (z) - 1/2)}]
<E,y)-plL{sign(fo.p(z) - 1/2) # sign(f* (x) - 1/2)}]

We look to bound the loss of L(fo.p) = E(z7y)ND[]l{sign(fQ\D(x) -1/2) #sign(f*(x) - 1/2)}]. We are interested in
the event that there exists a @\ D € S, |Q \ D| =1 such that ﬁs\{g\p}(fg\p) <Np+Kand L(foup) > ¢

Pr[3 @\ D c S such that IA/S\{Q\D}(J‘:Q\D) < Nr+ K and L(fQ\D) >e]

T
<> Pr[3Q~DcS, |O~ D|=lsuchthat Lg (o\py(fop) < Nr+ K and L(fo.p) > €]

[

< Pr[Ls.(o.p}(foup) < Nr+ K and L(fo.p) > €]

=1 9\ D<S,|Q\D|=l

M= L=

E[Prs.(o«p)[Ls<(o-p)(foup) < Ny + K and L(fo.p) 2| Q~ D]]

=1 9\ D<S,|Q\D|=l

I
[

Let |Q| = N7 and let |D| = K, where N — K = [. Now for any fixed Q \ D, the above probability is just the probability
of having a true risk greater than ¢ and an empirical risk at most N7 + K on a test set of size T'— Ny + K. Now for any
random variable z € [0,1], if E[z] > & then Pr[z = 0] < 1 - &. Thus, for a given Q \ D,

Prs (o ni[Ls (o p}(foup) < Ny + K and L(foup) > ] < (1 —) " 2N7
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Plugging this in above, we have

Pr[3Q\DcS, |Q~ D|=1lsuchthat Lg (o.py(foup) < Ny + K and L(fo.p) > ]
T

< Z Z (1 _ E)T72NT

I=1 O\DcS,|Q\D|=l

T
< ZTZ . (1 _g)T*2NT
=1

TNT*K . (1 _ €)T*2NT

oE

I
[

TNT*K . (1 _ €)T72NT

oE

I
=

TNT . e—E(T—QNT)

e

=

- TNT+1 . e—E(T—QNT)

We want this probability to be at most §. Setting ¢ appropriately, we have

1

€= Tang ((N7 +1)logT +1og(1/6)).

Thus, with probability at least 1 — 9,

L(fon) € g

Ny ((N7 +1)logT +log(1/6)).

This implies that with probability at least 1 — ¢,

A 1
E(h) < ——
()_T—ZNT

-((N7 +1)logT +log(1/4)).
F.2. Auxiliary Results
Lemma F.1. With probability at least 1 - 9, for all stages £, for all x € Py_1 \ Qp,

" (@) = fa(@)| <27 and |f* () = fo,(x)| <27

Proof. The following proof is adapted from Gentile et al. (2022, Lemma 16).
For all £, for all 2 € Pp_y \ Q,

(f* () - fol))®

@ fe@) (@)~ fole)) +
i Zwteg(f*($t)—fg(xt))2+l (wtzejg(f (1) = fo(1)) 1)

(/*(2) - fo())* ) Fo ()2
Z””*Qe(f*(xt)—fg(%))%l(ztzejg(f (r0) = Jolw) +1)

< o (f(z) - g(x))? (Z (o) - fg(xt))m)

F9eF Saeo, (F(xe) —g(x))? + 1\ %0

= D*(x; Q) ( S (f* (@) - folae))? + 1)

T1€Q
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<e?-R(6,T)
— (2—8)2
where the second to last line holds with probability 1 — §/T.

We also have for all ¢, for all x € Py_1 \ 9y,
(f*(2) - fo,(x))
— (f*(f)—fgl(x))Q . ; ,
B thegz(f*(l't) _sz(xt))Q +1 (xtezge(f (xt) le(irt)) + 1)

cwp U@ -9@))? (

F.9eF e, (f(xt) —g(we))? +1

T1€Qy

> (f* (@) = fou (24))? + 1)

= D*(; Q) ( > (F*(xe) = fo (w))? + 1)

z1€Qp
<e?-R(6,T)
_ (2—5)2
where the second to last line holds with probability 1 — §/7". Summing over the rest over all stages ¢ < T' with a union bound
yields the proof. O

Lemma F.2. For every {, for every x: € Cy, sign(fo,(z)) = sign(fo(x)) = sign(f*(z)) and |fo(z) - 1/2| > 2.

Proof. Adapted from Lemma 17 from Gentile et al. (2022).

For every stage ¢, every x € C;, we know that | fg () -1/2]>3- 2¢ by the design of Algorithm 3. Putting this together with
Lemma F.1, since Cy € Py_1 \ Qp, we must have for every ¢, for every x € Cy, sign(fo,(x)) = sign(fo(x)) = sign(f*(x)).
Furthermore, we have that |f*(x) — 1/2| > 2-2¢ and |fo(x) - 1/2| > 2. O

Lemma F.3. Let fs € F be the predictor returned by a regression oracle on sample S and let fS\i € F be the predictor
returned by a regression oracle on sample S ~ {x;}. If the regression oracle satisfies uniform stability under the squared
loss, £(4,y) = (§ —y)? then forall S = Z", forall i € [n),, forall {zy,...,z,},

(fs\z‘(l"t) - fs(xt))Q <n-B(n)?.

M=

t=1

Proof. Since the regression oracle satisfies uniform stability under the squared loss, £(¢,v) = (§ — y)?, we have for all
SeZ" forallie[n], forall z = (z,y) € Z,

(fs(z) =) = (fsilz) = )?| < B(n).
Expanding the left hand side, we have
(Fs(2) = y)? = (fsuil@) - 9)%| = |fs(2)? = 2y fs (@) - y° = fsui(2)? + 2y fsui(z) + 1]

= |fs(@)? = fsui(@)? + 2y(fsui(z) - fs ()|

=1fs(@)? = fsui(@)?| + 2/ fsui(@) - fs()]
(holds for all y, so set y = {1, +1} accordingly)

> 2| fsui() = fs (@)
From uniform stability, we can conclude
|[fswi(@) = fs(2)| < B(n).
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Thus,

é(fsw‘(xt) — fs(z))? <n- B(n)>.

G. Helpful Theorems
Proposition G.1 (Agarwal (2013), Proposition 1). With probability at least 1 - 6, for all t € [T],

w —ulla, < O(\/dlogT-log(l/é)).

Theorem G.2 (Ben-Hamou et al. (2018), Theorem 1). Let X be the cumulative value of sequence of length n < N drawn
Sfrom Q without replacement,

X=v(I)+-+v(,),
and let Y be the cumulative value of sequence of length n < N drawn from Q) with replacement,

Y=v(J)++v(J,).
If the value function v and the weight vector W follow the property that

w(i) > w(j) = v(i) > v(j),
then
E[X]<E[Y].

Theorem G.3 (Gentile et al. (2022), Theorem 19). For any pool realization P, the label complexity Nt of Algorithm 3
operating on a pool P of size T' is bounded deterministically as

Ny <451 R(T,6) - D(F, P)

33



