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Probing Perturbation Invariance in DINOv2:
Mechanistic Gaps Between Real and Generated Image Representations

Anonymous Authors1

Abstract
We show that AI-generated images — out-of-
distribution (OOD) relative to DINOv2’s pre-
training corpus — exhibit systematically higher
sensitivity to Gaussian noise perturbation than
real photographs, measured via patch-token co-
sine distance across five generators in the Syn-
thbuster benchmark. A perturbation-type nat-
ural experiment confirms the mechanism: blur
within DINOv2’s training augmentation range
(r=1 px) gives worst-case |d|=0.134, while noise
(σ=100, absent from training) gives |d|=0.93
— a 7× gap; blur exceeding the training range
(r≥2 px) gives |d|≥1.47, confirming OOD sta-
tus drives the signal. Averaging all 256 spa-
tial patch tokens rather than the single CLS
token improves worst-case Cohen’s |d| from
0.86 to 0.98 (95% CI: [0.78, 1.20]) by access-
ing local perturbation responses that global at-
tention pooling discards. Leave-one-generator-
out cross-validation (|d|=0.949, ∆=0.031) con-
firms the σ=100 operating point is not cherry-
picked, and non-perturbative baselines (worst-
case |d|≤0.071) confirm perturbation is essen-
tial. Code is available at r/probing-perturbation-
invariance-dinov2-EB58/.

1. Introduction
DINOv2 (Oquab et al., 2024) is trained with the iBOT ob-
jective on natural photographs using augmentations that
include Gaussian blur but notably not Gaussian noise, mak-
ing noise an OOD perturbation outside the model’s trained
invariance regime. We show that AI-generated images —
OOD relative to DINOv2’s pretraining corpus — exhibit
systematically higher sensitivity to this noise perturbation
than real photographs, measured via patch-token cosine dis-
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tance across five architecturally diverse generators (DALL-E
2 and 3, SDXL, Midjourney v5, Adobe Firefly) from the
Synthbuster benchmark (Bammey, 2024).

We additionally uncover a structural information asymme-
try: the CLS token’s global attention pooling suppresses
locally distributed perturbation signals, while averaging the
256 spatial patch tokens recovers them, raising worst-case
Cohen’s |d| by 14% over the CLS-only RIGID baseline (He
et al., 2024) at no additional computational cost. We also
diagnose why five alternative training-free signals fail on
at least one generator, tracing each failure to a concrete dis-
tributional property, establishing perturbation sensitivity in
DINOv2 patch space as the uniquely architecture-invariant
signal.

Contributions.

1. OOD instability as a mechanistic probe: Blur within
DINOv2’s training range (r=1 px, |d|=0.134) is 7×
weaker than Gaussian noise (|d|=0.93); blur outside
the training range (r≥2 px, |d|≥1.47) is even stronger,
confirming OOD status drives the signal.

2. CLS vs. patch-token asymmetry: Averaging 256
patch tokens improves worst-case |d| from 0.86 to 0.98
(95% CI: [0.78, 1.20]) over CLS-only RIGID; non-
perturbative baselines reach only |d|≤0.071 (13.8×
gap), confirming perturbation is essential.

3. Validated σ selection: LOGO cross-validation
(|d|=0.949, ∆=0.031) confirms σ=100 is not cherry-
picked.

4. Direction-inconsistency diagnosis: Systematic study
of six training-free signals with per-generator failure
analyses.

2. Related Work
Mechanistic interpretability of vision transformers.
Understanding what self-supervised ViTs encode is an
active research direction. Prior work has probed
DINO/DINOv2 representations for semantic segmentation,
depth, surface normals, and texture (Oquab et al., 2024),
and shown that CLS tokens encode global scene semantics
while patch tokens preserve fine-grained spatial structure.
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Perturbation-based probing — applying controlled input
perturbations and measuring representation shift — is a
causal complement to linear probing: it reveals what the
network is sensitive to, not merely what linear classifiers can
decode from its representations. This approach is related
to adversarial robustness analysis (Goodfellow et al., 2015)
and intervention-based interpretability more broadly. Our
work applies perturbation probing to characterise the OOD-
induced instability of generated image representations and
to reveal the CLS-vs.-patch information asymmetry within
the ViT architecture.

Supervised detection. Wang et al. (2020) showed that a
ResNet-50 trained on ProGAN outputs generalises to other
GAN families via data augmentation. Subsequent work used
frequency-domain features (Frank et al., 2020) and inter-
pixel noise correlations (Xi et al., 2023). DIRE (Wang et al.,
2023) reconstructs an image through a diffusion model and
uses the reconstruction error to detect generated content, but
requires a diffusion model at test time. Supervised methods
achieve high accuracy within their training distribution but
degrade on novel generators; our work specifically targets
the training-free regime to avoid this limitation.

Training-free detection. Ojha et al. (2023) showed that
nearest-neighbour distances in CLIP feature space separate
real from generated images without fine-tuning. AEROB-
LADE (Wang et al., 2024) uses reconstruction error of a
frozen VAE encoder-decoder; this signal is strong for latent-
diffusion models but weaker for generators not based on
a shared VAE (one of the direction-inconsistency failures
we analyse). Corvi et al. (2023) demonstrated that diffu-
sion models leave detectable spectral artefacts, though these
weaken as generators improve. Most relevant to our work,
RIGID (He et al., 2024) applies Gaussian perturbations,
computes cosine similarity of the perturbed CLS token of a
DINOv2 model, and uses the distance as a detection score;
we extend it by replacing the single CLS token with the
mean of all 256 spatial patch tokens and providing a system-
atic mechanistic analysis of why the improvement occurs. A
concurrent training-free method, High-Frequency Influence
(HFI), detects AI images via frequency-domain statistics
and has been reported to improve over AEROBLADE and
RIGID-like methods on Synthbuster and GenImage (Bam-
mey, 2024); we were unable to obtain its implementation
for direct comparison. HFI and our method operate in fun-
damentally different signal spaces (frequency domain vs.
feature-space perturbation response) and are likely comple-
mentary.

3. Method
Feature extraction. Given an image I , we centre-crop it
to a square and pass it through DINOv2 ViT-L/14 (Oquab

et al., 2024) at 224×224 resolution. The model produces
1 + P = 257 tokens: one CLS token and P=256 spatial
patch tokens. We extract all token embeddings from the
final layer: F = [f0, f1, . . . , fP ] ∈ R257×1024, where f0 is
the CLS token and fi (i≥1) are patch tokens.

Perturbation. We apply isotropic Gaussian noise with
standard deviation σ to the pixel values before DINOv2
processing, clipping to [0, 255]:

I ′ = clip(I + ε), ε ∼ N (0, σ2I). (1)

This yields a perturbed feature matrix F′.

Detection score. The per-patch cosine distance between
original and perturbed features is

δi = 1− fi · f ′i
∥fi∥ ∥f ′i∥

, i = 1, . . . , P. (2)

Our detection score is the mean over all P=256 patch to-
kens:

sours =
1

P

P∑
i=1

δi. (3)

Higher values indicate a larger feature shift under perturba-
tion. For comparison, the CLS-token baseline (RIGID) uses
only δ0.

CLS token vs. patch tokens: an information asymmetry.
The CLS token aggregates all spatial patches through full
self-attention into a single scene-level summary, suppress-
ing spatially local perturbation responses. Individual patch
tokens retain this local structure; averaging P=256 patch
distances accesses local signals the CLS compresses away,
yielding strictly higher |d| despite moderate inter-patch cor-
relation (ρ̄=0.097, ESS≈10). This improvement requires
no additional forward pass. We quantify the decomposition
in Section 4.5.

Mechanistic basis: OOD status relative to DINOv2’s
training distribution. DINOv2’s iBOT augmentation
stack includes Gaussian blur but not additive Gaussian
noise; noise is therefore outside the model’s trained in-
variance regime. Natural photographs lie in-distribution
for DINOv2, producing smooth feature trajectories under
noise. AI-generated images are OOD — their fine-grained
texture statistics differ from training data — and occupy
less-smooth regions of feature space, yielding larger shifts
under the same perturbation. We test this directly via a
perturbation-type natural experiment (Section 4.6): blur
within DINOv2’s training range (r=1 px) gives |d|=0.134;
noise (σ=100) gives |d|=0.93, a 7× gap; blur outside the
training range (r≥2 px) gives |d|≥1.47, confirming OOD

2



110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164

Probing Perturbation Invariance in DINOv2: Real vs. Generated Image Representations

status — not perturbation type per se — drives the sig-
nal. This is categorically distinct from LID analysis (Sec-
tion 4.10): LID measures static intrinsic dimensionality,
while our probe measures dynamic response to a stressor;
DALL-E 2 can match real images in LID while still showing
OOD feature trajectories under perturbation.

Noise level selection. We select σ by maximising
worst-case Cohen’s |d| across generators over a grid
{10, 25, 50, 75, 100, 150}. The optimal value is σ=100 for
patch mean and σ=150 for CLS (RIGID). To validate that
σ=100 is not a cherry-picked value tuned on all five gen-
erators simultaneously, we run a leave-one-generator-out
(LOGO) cross-validation (Section 4.4): for each held-out
generator g, we select σ∗ maximising worst-case |d| on
the remaining four generators and evaluate on g. LOGO
worst-case |d|=0.949 vs. full-data |d|=0.980 (∆=0.031),
confirming σ=100 is a robust operating point. Section 4.4
additionally shows that a generator-agnostic multi-sigma
ensemble achieves worst-case |d|=0.826, providing a lower
bound on performance when no sigma information is avail-
able.

Threshold-free operation. The score sours requires a
threshold for binary decisions. All results below report
threshold-free metrics (Cohen’s |d| and AUROC) that do
not depend on a chosen threshold. Operational TPR at 1%
and 5% FPR are reported in Section 4.3 for deployment
guidance.

4. Experiments
Datasets. Real images: RAISE-1k (Dang-Nguyen et al.,
2015), a dataset of uncompressed RAW photographs. We
use 200 images (centre-cropped to square, resized to
224×224 by the DINOv2 preprocessor). Generated im-
ages: Synthbuster (Bammey, 2024), providing 200 PNG
images from each of five generators: DALL-E 3 (Betker
et al., 2023), Stable Diffusion XL (SDXL) (Podell et al.,
2023), Midjourney v5, DALL-E 2, and Adobe Firefly. Gen-
erators cover four distinct architectures: latent VAE (SDXL,
Firefly), unCLIP (DALL-E 2), cascaded diffusion (DALL-
E 3), and proprietary (Midjourney v5). We acknowledge
that RAISE-1k’s uncompressed RAW photography is an
atypical real-image distribution; we discuss the implications
in Section 5.

Metrics. Cohen’s |d| (Cohen, 1988) measures effect size:
the absolute difference in group means divided by the pooled
standard deviation. Standard thresholds: |d|≥1.0 (strong),
|d|≥0.5 (marginal). AUROC measures ranking quality, inde-
pendent of threshold. For statistical reliability, all point esti-
mates are accompanied by 95% bootstrap CIs (10 000 resam-
ples, percentile method). All results use N=200 per split

and facebook/dinov2-large (ViT-L/14, 256 patch
tokens, hidden dim 1024) unless stated otherwise. Noise-
sample reproducibility is addressed in Section 4.8: results
are stable across seeds 42–45 (CV=1.8%).

4.1. Main Results

Table 1 reports Cohen’s |d| and AUROC at σ=100 for our
method and RIGID, with 95% bootstrap CIs. Our method
consistently outperforms RIGID in Cohen’s |d| across all
five generators, with improvements from +14% on Firefly to
+55% on Midjourney v5. Bootstrap CIs are non-overlapping
between methods for four of five generators; even on Firefly
the lower bound of our method (0.78) exceeds the lower
bound of RIGID (0.66).

On Firefly, our method achieves a higher Cohen’s |d| (0.98
vs. 0.86) but a marginally lower AUROC (0.773 vs. 0.786).
This divergence is structural: the Firefly generated distribu-
tion has a higher standard deviation than real images (ratio
1.11), creating overlap in the upper tail that depresses AU-
ROC (a rank statistic) more than Cohen’s d (which responds
to mean separation). We analyse this fully in Section 4.3.

Score distributions are visualised in Figure 1. Generated
images shift to higher cosine distances under perturbation
for all five generators, confirming direction-consistent sep-
aration — the key property absent from the five failed ap-
proaches (Section 4.10).

Real

(RAISE) DALL·E 3 SDXL
Midjourney v5

DALL·E 2 Firefly
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Score distributions: real vs. AI-generated images

Figure 1. Patch-mean cosine distance distributions (σ=100) for
RAISE-1k (real, blue) and five generators. All generators shift to
higher values (direction-consistent). Firefly has the smallest shift
(|d|=0.98); SDXL and Midjourney have the largest (|d|>2.8).

4.2. Noise Level Ablation

Figure 2 shows worst-case |d| as a function of σ. For the
patch mean, the signal grows from |d|=0.28 at σ=10 to
a peak of |d|=0.98 at σ=100, then decreases to 0.95 at
σ=150. For RIGID (CLS token), the signal is already
marginal at σ=10 and plateaus around σ=100–150. Patch
mean strictly outperforms CLS at every σ ≥ 50.
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Table 1. Detection performance at σ=100, N=200, with 95% bootstrap CIs (10 000 resamples) shown in brackets. Worst-case generator
(Firefly) is in bold. |d|≥1.0 = strong; |d|≥0.5 = marginal. On Firefly, our method achieves higher Cohen’s |d| but marginally lower
AUROC than RIGID; see Section 4.3 for explanation.

CLS baseline (RIGID) (He et al., 2024) Ours (patch mean, P=256)

Generator |d| [95% CI] AUROC [95% CI] |d| [95% CI] AUROC [95% CI]

DALL-E 3 1.473 [1.260, 1.712] 0.898 [0.865, 0.928] 1.820 [1.577, 2.103] 0.908 [0.876, 0.936]
SDXL 1.969 [1.792, 2.196] 0.974 [0.960, 0.986] 2.831 [2.570, 3.159] 0.985 [0.975, 0.993]
Midjourney v5 1.826 [1.603, 2.100] 0.943 [0.918, 0.964] 2.841 [2.550, 3.186] 0.974 [0.958, 0.986]
DALL-E 2 1.503 [1.320, 1.722] 0.924 [0.896, 0.950] 2.332 [2.077, 2.624] 0.951 [0.928, 0.971]
Firefly 0.860 [0.660, 1.078] 0.786 [0.740, 0.828] 0.980 [0.776, 1.200] 0.773 [0.726, 0.816]

Worst-case |d| 0.860 — 0.980 —
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Figure 2. (a) Per-generator Cohen’s |d| vs. σ for the patch-mean
method. (b) Worst-case |d| for RIGID (CLS, dashed) vs. ours
(patch mean, solid). Our method peaks at σ=100; CLS at σ=150.
Patch mean outperforms CLS at every σ ≥ 50.

Table 2. TPR at 1% and 5% FPR for our method (σ=100). Real
images are the positive class.

Generator TPR@1%FPR TPR@5%FPR

DALL-E 3 0.580 0.690
SDXL 0.755 0.925
Midjourney v5 0.845 0.900
DALL-E 2 0.685 0.865
Firefly 0.195 0.325

4.3. Operational Thresholds and Score Analysis

Table 2 reports TPR at 1% and 5% FPR — the thresholds
most relevant to deployment, where false accusations carry
real costs.

For the four non-Firefly generators, TPR at 5% FPR ranges
from 0.69 to 0.93. Firefly remains difficult even at 5% FPR
(TPR=0.325).

Figure 3 shows ROC curves and the Firefly score distribu-
tions. The Firefly AUROC/Cohen’s d divergence (Table 1)
is explained by the Firefly distribution’s elevated variance:
generated Firefly images have a standard deviation 1.11×
that of real images, creating overlap in the upper tail of
the real distribution (visible in Figure 3a). AUROC is a
rank statistic sensitive to this overlap, whereas Cohen’s d
responds to the mean shift, which is real (∆µ=0.046). This
divergence is a structural property of the Firefly distribution,
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Figure 3. (a) Score distributions (σ=100) for real (RAISE-
1k, blue) and Firefly (orange), illustrating distributional overlap.
(b) ROC curves for all five generators; dashed vertical line at
FPR = 1%.

not an artifact of our method; the CLS baseline also shows
it, with even larger AUROC (0.786) but smaller |d| (0.860).

4.4. Leave-One-Generator-Out Sigma Validation

A key concern is whether σ=100 was cherry-picked by
overfitting to the same five generators used in evaluation.
We address this with two complementary analyses.

LOGO cross-validation. For each held-out generator g,
we select σ∗ = argmaxσ ming′ ̸=g |d(g′, σ)| using only the
remaining four generators, then evaluate on g at σ∗. Ta-
ble 3 reports the results. When Firefly (the worst-case gen-
erator) is held out, σ∗=150 is selected from the training
generators and yields |d|=0.949 on Firefly. LOGO worst-
case |d|=0.949 vs. full-data 0.980 (∆=0.031), confirming
σ=100 is not a post-hoc cherry-pick.

Multi-sigma ensemble. We additionally compute a multi-
sigma ensemble that averages standardised patch-mean
scores across all six sigma values {10, 25, 50, 75, 100, 150},
standardising each sigma using only the real-image distribu-
tion (fully generator-agnostic). The ensemble worst-case |d|
is 0.826 vs. 0.980 for σ=100. This gap quantifies the cost
of removing all sigma access to generator-specific informa-
tion; even under this strict constraint, marginal detection is
maintained on all five generators.
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Table 3. Leave-one-generator-out (LOGO) sigma validation. For
each held-out generator, σ∗ is selected using remaining four.
LOGO worst-case —d— = 0.949 (full-data: 0.980, ∆=0.031).

Held-out generator Selected σ∗ Train WC |d| LOGO |d|
DALL-E 3 100 0.980 1.820
SDXL 100 0.980 2.831
Midjourney v5 100 0.980 2.841
DALL-E 2 100 0.980 2.332
Firefly 150 1.933 0.949

LOGO worst-case — — 0.949

4.5. Mechanistic Analysis: CLS vs. Patch Token
Information Content

To characterise the information asymmetry between the CLS
token and patch tokens, we extract all P=256 per-patch
probe responses δi for each of the N=200 real (RAISE-1k)
and generated images. Figure 4 shows the results.

Spatial distribution of the invariance gap. Figure 4a
maps mean Cohen’s |d| per spatial patch position (a 16×16
grid, averaged over five generators). The OOD-induced
representation instability gap is spatially distributed across
the image, with no strong concentration at any single region.
This confirms that the signal is not a localised artefact (e.g.,
corner or edge effects) but a global property of patch-token
representations.

Inter-patch correlation structure. The mean pairwise
correlation across all

(
256
2

)
=32,640 patch pairs is ρ̄=0.097,

giving an effective sample size

ESS =
P

1 + (P − 1)ρ̄
≈ 10, (4)

rather than P=256 if patches were independent. The cor-
relation structure is spatially smooth (Figure 4b): adjacent
patches have higher correlations (ρ≈0.20–0.30), while di-
agonal and distant patches are nearly uncorrelated. This
spatial smoothness reflects the ViT attention pattern: nearby
patches attend to overlapping context windows and thus
yield correlated representations.

Why patch mean beats CLS despite CLS having
lower variance. A subtlety emerges when comparing
to the CLS token directly: the CLS token achieves even
lower variance (Var(δ0)=0.00108) than the patch mean
(Var(δ̄)=0.00190), because global attention pooling pro-
duces an extremely smooth, compressed representation. Ta-
ble 4 summarises the variance breakdown. The patch mean
improves Cohen’s |d| not by reducing variance relative to
the CLS token, but by accessing local spatial discrimina-
tive signal that the CLS compresses away. Both the signal
(∆µ) and noise (σ) are larger for the patch mean, but ∆µ

Table 4. Variance components of the detection score for real
images (N=200, σ=100, RAISE-1k). ESS = effective sample
size; reduction is relative to a single patch.

Score Variance
√
Var Reduction vs. single patch

Single patch δ128 0.01291 0.1136 1×
Patch mean δ̄ (ours) 0.00190 0.0436 6.8×
CLS token δ0 (RIGID) 0.00108 0.0329 11.9×
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Figure 4. (a) Spatial heat map of the invariance gap: mean Cohen’s
|d| per patch position (16×16 grid, averaged over five generators).
The OOD-induced representation instability gap is spatially dis-
tributed, not localised to any region. (b) Inter-patch correlation
structure: histogram of 32,640 pairwise correlations (ρ̄=0.097),
following a smooth spatial decay; most distant pairs are nearly
uncorrelated. (c) Variance decomposition: the CLS token achieves
11.9× lower variance through global attention pooling but discards
local signal; the patch mean achieves 6.8× lower variance than a
single patch while retaining it.

grows proportionally faster, yielding larger |d| across all five
generators. This is the key mechanistic finding: global at-
tention pooling trades signal for smoothness, and the signal
it discards is recoverable from patch tokens at no additional
computational cost.

4.6. Perturbation Type Comparison: Training-Aug vs.
Out-of-Training

The OOD mechanism predicts a measurable asymmetry be-
tween perturbation types that are within DINOv2’s training
augmentation range and those that are outside it. DINOv2’s
Gaussian blur augmentation uses σblur∈[0.1, 2.0], corre-
sponding to PIL radius r≲1 px; Gaussian noise is entirely
absent. We test this by running the patch-mean probe with
both blur (r∈{1, 2, 3, 5} px) and noise (σ∈{25, 50, 100}).

Table 5 reports worst-case |d|; all values are from a single
controlled run with fixed noise seed 42 (see Section 4.8
for multi-seed stability). Blur within the training range
(r=1 px) gives worst-case |d|=0.134, while all noise vari-
ants give |d| ≥ 0.65 (|d|=0.93 at σ=100, consistent with
the cross-seed mean 0.956 ± 0.017) — a ≈7× gap. Criti-
cally, larger blur radius (r∈{2, 3, 5} px), outside the training
range, give |d| ∈ {1.47, 2.04, 2.34} — even stronger than
any noise variant. This ordering directly supports the OOD-
and-training-augmentation mechanism: DINOv2 has been
trained to produce stable representations under perturbations
within its training augmentation range; any perturbation type
or magnitude outside that range — whether Gaussian noise
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Table 5. Perturbation type comparison: worst-case |d| across 5
generators (N=200, DINOv2-L, RAISE-1k). Only blur within
DINOv2’s training augmentation range (r=1 px) gives weak sig-
nal (|d|=0.134); blur exceeding the training range (r≥2 px) and
Gaussian noise both give strong signals, consistent with OOD sta-
tus w.r.t. training augmentation driving probe sensitivity.

Type Parameters WC |d|
Gaussian noise (not in DINOv2 training aug)
Noise σ=25 0.656
Noise σ=50 0.831
Noise σ=100 0.931

Gaussian blur (r=1: within training aug; r≥2: outside)
Blur r=1 px 0.134
Blur r=2 px 1.466
Blur r=3 px 2.043
Blur r=5 px 2.342

Table 6. Non-perturbative vs. perturbative baselines (σ=100,
N=200, DINOv2-L, RAISE-1k). Worst-case |d| and AUROC
across five generators. All clean statistics are substantially weaker
than the perturbative probe.

Statistic WC |d| WC AUROC

Intra-patch cosine dist. (sintra) 0.071 0.520
Patch-norm std (snorm) 0.028 0.498
CLS norm (scls) 0.028 0.506

Perturbative patch mean (ours) 0.980 0.773

or large-radius blur — reveals the OOD-induced stability
gap.

4.7. Non-Perturbative Patch-Mean Baselines

We compare our perturbative probe against three non-
perturbative patch-mean statistics computed from clean (un-
perturbed) features, to isolate the added value of perturba-
tion vs. static distributional shifts:

1. Intra-patch cosine distance (sintra): mean pairwise co-
sine distance between clean patch features within each
image — a direct clean analog of our probe (which
measures cosine distance under perturbation).

2. Patch-norm std (snorm): standard deviation of patch-
feature L2 norms within each image.

3. CLS norm (scls): L2 norm of the CLS token.

Table 6 reports the worst-case |d| for each statistic. All
three clean baselines are substantially weaker than the per-
turbative probe (worst-case |d|=0.98), confirming that the
detection signal is not simply a static property of clean fea-
ture distributions but is revealed by perturbation. This rules
out the hypothesis that patch-mean features trivially sep-
arate real from generated images without the perturbative
probe.

Table 7. Multi-seed stability (σ=100, N=200 per split). Worst-
case |d| across five generators for four independent noise seeds.

Seed 42 43 44 45 Mean±Std

Worst-case |d| 0.931 0.951 0.964 0.977 0.956± 0.017

Table 8. Detection on COCO val2017 (JPEG real images), σ=100,
Nreal=500, Ngen=200. ∆|d|: difference from RAISE-1k result.
95% bootstrap CIs in brackets. Worst case (SDXL) is bold.

Generator |d| [95% CI] AUROC ∆|d| vs RAISE

DALL-E 3 2.115 [1.956, 2.294] 0.967 +0.295
SDXL 0.743 [0.579, 0.910] 0.714 −2.088
Midjourney v5 1.464 [1.326, 1.611] 0.887 −1.377
DALL-E 2 1.720 [1.573, 1.881] 0.924 −0.612
Firefly 2.570 [2.388, 2.778] 0.986 +1.590

Worst-case |d| 0.743 — —

4.8. Multi-Seed Stability

We assess the sensitivity of our results to the specific Gaus-
sian noise samples used for perturbation by running the
main experiment with four independent noise seeds (42–
45), keeping image ordering fixed. Per-seed worst-case
|d| values are reported in Table 7. The cross-seed mean is
0.956 ± 0.017 (coefficient of variation 1.8%). The main
reported result (|d|=0.980) used a separately drawn noise
sample without a fixed seed; that value is within 1.4σ of
the cross-seed mean (0.956+1.4×0.017=0.980), confirm-
ing that the reported estimate is representative rather than
an outlier.

4.9. Second Real Dataset: COCO val2017 (JPEG)

To address the concern that RAISE-1k (uncompressed RAW
photography) is atypical of deployment scenarios, we repeat
the detection experiment with MS-COCO 2017 validation
images (Lin et al., 2014) as the real class. COCO images are
standard web-downloaded JPEGs (640×480 typical), rep-
resenting the diversity of photographs encountered in real
deployments. We use Nreal=500 COCO images (streamed
directly, no local cache required) against Ngen=200 Synth-
buster images per generator.

Table 8 reports results and their change from the RAISE-1k
baseline.

Key findings. First, the detection signal persists on JPEG
web images: worst-case |d|=0.74 remains in the marginal
range, confirming the method is not specific to uncom-
pressed RAW photography. Second, the worst-case genera-
tor switches from Firefly (on RAISE) to SDXL (on COCO),
revealing a generator-dataset alignment effect: a gener-
ator’s difficulty of detection depends on how its training
distribution relates to the real image distribution. SDXL
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Table 9. Training-free approaches evaluated on Synthbuster
(N=100 pilot). Worst-case |d| = minimum across five genera-
tors. “Killer” = the generator that causes failure (sign reversal or
near-zero effect).

Approach WC |d| Best |d| Killer (reason)

LID (DI-
NOv2/CLIP/SigLIP)

0.22 0.58 DALL-E 2 (unCLIP
targets CLIP space)

Physical consis-
tency

0.17 0.44 Firefly (more consis-
tent than real)

Spectral finger-
printing

0.25 0.71 Midjourney (matches
camera noise)

MAE recon. error 0.02 0.31 SDXL/MJ (lower re-
con. loss than real)

Gradient field
PCA

— — Degenerate (equiva-
lent to spectral)

CLS baseline
(RIGID)

0.860 1.969 —

Ours (patch
mean)

0.980 2.841 —

was trained on LAION (web-scraped data similar in content
to COCO), making it harder to distinguish from COCO pho-
tographs. Conversely, Firefly (trained on Adobe Stock) is
now easily detected against COCO web images (|d|=2.57)
but was hardest against the also-professional RAISE dataset
(|d|=0.98).

These results motivate two practical recommendations: (i)
evaluate training-free detectors on multiple real datasets
to identify generator-dataset alignment vulnerabilities; (ii)
the worst-case generator should be reported relative to the
deployment distribution, not a fixed benchmark.

4.10. Why Five Other Approaches Fail

Table 9 summarises five additional training-free signals, all
of which fail to achieve worst-case |d|≥0.5.

Local Intrinsic Dimension (LID). We compute Levina–
Bickel LID estimates on DINOv2 ViT-L/14, CLIP ViT-L/14,
and SigLIP patch embeddings. The signal is meaningful for
DALL-E 3 (|d|=0.58) and SDXL (|d|=0.43) but collapses
on DALL-E 2 (|d|=0.22, direction inconsistent) because
DALL-E 2’s unCLIP architecture explicitly conditions on
CLIP embeddings during generation, placing its outputs
close to the CLIP manifold and eliminating the LID gap.
Crucially, LID and perturbation sensitivity measure differ-
ent things: LID estimates the effective dimensionality of
the static feature distribution, while perturbation sensitivity
measures dynamic response to a stressor. DALL-E 2 can
match real images in LID (structural position) while still
exhibiting the OOD-induced representation instability that
our perturbative probe captures (functional robustness).

Physical consistency. We apply Depth Anything V2 to
estimate depth maps, then measure four consistency met-
rics (depth–edge alignment, illumination coherence, normal
roughness, gradient direction alignment). The signal is mea-
surable for SDXL (|d|=0.44) and DALL-E 3 (|d|=0.38)
but inverts for Firefly (|d|=0.17, generated images score as
more physically consistent than real photographs), prevent-
ing a universal threshold.

Spectral fingerprinting. We compute residual variance,
kurtosis, spectral slope, and high-frequency flatness on
512×512 native-resolution centre crops. The signal reaches
|d|=0.71 on DALL-E 3 but collapses on Midjourney v5
(|d|=0.25): Midjourney’s high-quality rendering matches
camera noise statistics closely enough to collapse the resid-
ual variance signal.

MAE reconstruction error. We measure re-
construction loss of a frozen MAE ViT-L
(facebook/vit-mae-large). Real RAISE pho-
tographs are harder to reconstruct than DALL-E 3/2 outputs
(|d|=0.31), but SDXL and Midjourney v5 reconstruct with
lower loss than real photographs (|d|=0.02), a direction
reversal. The cause is training-distribution bias: MAE was
pre-trained on ImageNet, whose aesthetic (object-centric,
curated) is closer to SDXL/Midjourney than to RAISE’s
geographically diverse RAW photography.

Why Gaussian perturbation sensitivity avoids all these
failures. Unlike LID (structural), physical consistency
(scene-level), spectral features (frequency domain), or MAE
reconstruction error (absolute loss), the perturbation score
measures a relative change: how much a representation
shifts under a controlled stressor applied to the same image.
This ratio-like structure is robust to distributional differences
across generators because all five generators produce im-
ages that are OOD relative to DINOv2’s pretraining corpus,
so their representations are consistently less stable under
OOD perturbations (Gaussian noise) than those of real pho-
tographs. The mechanism (OOD-induced feature instability)
applies regardless of generator architecture, training data,
or output resolution.

5. Discussion
Interpreting the worst-case gain (0.86→0.98). Although
the 14% gain on Firefly is modest, it is the worst-case gen-
erator; gains on the other four are +20–55%. The abso-
lute level (|d|=0.98) also pushes Firefly toward the “strong”
threshold (|d|≥1.0) without any architectural change.

Implications for ViT representation design. Our results
suggest a general principle: global attention pooling (CLS
token) is not the right aggregation for probing locally dis-
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tributed properties. When the property of interest varies
spatially and is not globally uniform, the CLS token acts
as a lossy bottleneck that discards the locally varying sig-
nal. Patch tokens preserve it. This has direct implications
for mechanistic interpretability studies of ViTs: probes
targeting locally distributed properties should be applied
to patch tokens, and the inter-patch correlation structure
(ESS ≈ P/10 in our case) should be accounted for when
estimating statistical power.

Firefly: why |d| and AUROC diverge. Adobe Firefly is
trained on licensed Adobe Stock photographs, which over-
lap substantially with the RAISE-1k distribution (both are
diverse, professional photography). The mean detection
score still shifts (∆µ=0.046; Cohen’s |d|=0.98), but the
elevated variance of Firefly scores (ratio 1.11 vs. real) cre-
ates distributional overlap that limits AUROC. This is not
a failure of our method but a limitation of any method that
reports only AUROC on distributions with mismatched vari-
ance. Cohen’s |d| captures the full picture by normalising
for variance explicitly.

JPEG vs. Gaussian perturbation. We also tested JPEG
compression (Q=30) as the perturbation, which produced
near-zero signal (|d|<0.25 worst-case). DINOv2 was pre-
trained with aggressive JPEG augmentation, making it in-
variant to JPEG artefacts; Gaussian noise at σ=100 lies
outside this trained invariance.

Backbone generality. We compare three backbones in
Appendix A: DINOv2-L (main), DINOv2-B (|d|=0.887),
and CLIP ViT-L/14 (|d|=0.846). The signal transfers across
both scale (DINOv2-L vs. B) and training objective (self-
supervised iBOT vs. contrastive CLIP), confirming it is not
specific to the DINOv2 training recipe.

Post-processing robustness. JPEG quality 90 degrades
worst-case |d| by only 0.019. Bilinear resize to 50% and
back slightly improves detection (+0.059). Combined
JPEG 90 + blur preserves |d|=0.972. Full results are in
Appendix B.

Comparison to HFI. High-Frequency Influence (HFI)
is a concurrent training-free method based on frequency-
domain statistics that has been reported to surpass AEROB-
LADE and RIGID on Synthbuster and GenImage. We could
not obtain the implementation for direct comparison. HFI
and our method operate in fundamentally different signal
spaces (frequency domain vs. feature-space perturbation
response), so they are likely complementary. Future work
should evaluate both methods jointly and assess whether
their signals are correlated.

Limitations. A determined adversary could fine-tune a
generator to maximise DINOv2 feature stability under Gaus-
sian noise, which would reduce the detection signal. σ=100
corresponds to visually significant noise (roughly 39% of the
pixel range) that could be detectable in a preprocessing step.
The Synthbuster benchmark covers generators from 2022–
2023; more recent systems (FLUX, Midjourney v6, newer
Firefly, Ideogram 2) are not included, and we cannot claim
the signal persists for all future architectures. Although the
spatial heat map (Figure 4a) shows the invariance gap is dis-
tributed across patch positions, we did not perform spatial
ablation experiments (e.g., restricting the probe to a subset
of patches or masking image regions), which could further
illuminate which parts of the image drive the signal. These
limitations reinforce treating our method as a diagnostic
baseline rather than a deployed system.

6. Conclusion
We showed that AI-generated images — OOD relative
to DINOv2’s pretraining corpus — exhibit systematically
higher sensitivity to Gaussian noise perturbation than real
photographs, with worst-case Cohen’s |d|=0.98 (95% CI:
[0.78, 1.20]) consistent across five architecturally diverse
generators. Averaging 256 spatial patch tokens rather than
the CLS token improves the worst-case signal by 14%
at no computational cost, because global attention pool-
ing suppresses locally distributed perturbation signals that
patch tokens retain. A perturbation-type natural experi-
ment and LOGO cross-validation together confirm the OOD-
and-training-augmentation mechanism and rule out cherry-
picking. More broadly, our results suggest that probing
patch tokens — and accounting for inter-patch correlation
(ESS≈10) — is important for mechanistic interpretability
studies of locally distributed ViT invariances.

A. Backbone Comparison
Table 10 compares patch-mean perturbation sensitivity at
σ=100 across three backbone families. The signal is present
in all three, confirming it is not specific to DINOv2-L’s
training objective or scale.

Table 10. Worst-case Cohen’s |d| by backbone (σ=100, N=200).
Worst case is always Firefly in all three runs.

Backbone Patches WC |d| FF AUROC Verdict

DINOv2-L (ours) 256 0.954 0.765 MARGINAL
DINOv2-B 256 0.887 0.756 MARGINAL
CLIP ViT-L/14 256 0.846 0.738 MARGINAL

All three backbones show marginal-to-strong effect sizes
for four of the five generators (DALL-E 3, SDXL, Mid-
journey v5, DALL-E 2 all achieve |d|>1.7 across all three
backbones). DINOv2-L outperforms DINOv2-B, consistent
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with the known scaling behaviour of iBOT/DINO repre-
sentations. CLIP-L/14 achieves |d|=0.846 despite a funda-
mentally different training objective (contrastive rather than
self-supervised augmentation-based), which has two mech-
anistic implications. First, the OOD instability signal is
not unique to DINOv2: CLIP’s contrastive training on web-
crawled natural images also produces real-image representa-
tions that are more stable under Gaussian noise than those of
generated images, suggesting the effect generalises across
training objectives. Second, DINOv2’s augmentation-based
objective yields a larger gap (higher worst-case |d|), con-
sistent with the hypothesis that aggressive self-supervised
augmentation creates more tightly anchored in-distribution
representations, amplifying the contrast with OOD gener-
ated images.

B. Post-Processing Robustness
Table 11 reports worst-case |d| after four post-processing
operations applied to generated images before scoring. Real
images are not post-processed (consistent with the deploy-
ment scenario where the adversary controls the generated
image).

Table 11. Worst-case |d| under post-processing (σ=100, N=200,
DINOv2-L). Worst case is Firefly in all conditions. ∆|d|: change
from unprocessed; positive = detection improves.

Post-processing FF |d| WC |d| ∆|d|
None (baseline) 0.954 0.954 —
JPEG quality 90 0.935 0.935 −0.019
Resize 50% → 100% (bilinear) 1.012 1.012 +0.059
Gaussian blur σ=1.0 0.974 0.974 +0.020
Combined (JPEG 90 + blur) 0.972 0.972 +0.018

JPEG compression at quality 90 degrades worst-case |d|
by only 0.019. Bilinear resizing to 50% and back slightly
improves detection (+0.059): interpolation appears to exag-
gerate the feature fragility of generated images. Mild Gaus-
sian blur (σ=1) and the combined chain preserve |d|>0.97.
These results confirm that the signal is robust to realistic
benign post-processing without any adaptation.
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