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ABSTRACT

This study focuses on differentially private linear regression in the over-
parameterized regime. We propose a new variant of the differentially private
Follow-The-Regularized-Leader (DP-FTRL) algorithm that uses a random noise
with a general covariance matrix for differential privacy. This leads to improved
privacy and utility (excess risk) trade-offs. Firstly, even when reduced to an ex-
isting DP-FTRL algorithm that uses an isotropic noise, our excess risk bound
is sharper as a function of the eigenspectrum of the data covariance matrix and
the ground truth model parameter. Furthermore, when unlabeled public data is
available, we can design a better noise covariance matrix structure to improve
the utility. For example, when the ground truth has a bounded ¢5-norm, and
the eigenspectrum decays polynomially (i.e., A; = ¢~" for » > 1), our method

achieves O(N~ 27 ) and O(N ~ ﬁ/\%) excess error for identity and specially
designed covariance matrices, respectively. Notably, our method with a specially
designed covariance matrix outperforms the one with an identity matrix when the
eigenspectrum decays at least quadratically fast, i.e., » > 2. Our proposed method
significantly improves upon existing differentially private methods for linear re-
gression, which tend to scale with the problem dimension, leading to a vacuous
guarantee in the over-parameterized regime.

1 INTRODUCTION

In recent years, machine learning has witnessed remarkable achievements across various domains,
such as finance and health care. The rapid advancements in large language models (e.g., ChatGPT
(Brown et al., 2020)) have further accelerated the use of machine learning techniques in our daily
lives. While these techniques offer numerous benefits, there is an increasing concern regarding the
privacy of sensitive personal information in the datasets used for training machine learning models
(Fredrikson et al., 2015} |[Shokri et al., 2017). For instance, over-parameterized neural networks
can memorize sensitive training data, posing significant privacy risks when deployed (Carlini et al.,
2019; 2021). Extensive research has been conducted on privacy-preserving machine learning to
mitigate these privacy concerns, primarily focusing on achieving differential privacy (DP) (Dwork
et al., 2006). DP is a rigorous definition of privacy that protects each individual’s privacy from
adversaries who can access the models and potentially the rest of the data.

Although numerous differentially private machine learning methods have been established in the
past decades (e.g., (Bassily et al.l |2014; |Wang et al., 2017; Bassily et al., [2019; Feldman et al.,
2020)), it is common wisdom that these methods tend to perform worse as the model sizes in-
crease. For instance, one commonly used approach for achieving differential privacy in empirical
risk minimization (ERM) is DP-SGD (Bassily et al., 2014; |Abadi et al., [2016)), a private variant of
stochastic gradient descent (SGD) that perturbs the gradient updates by adding isotropic Gaussian
noise. However, the utility guarantee (e.g., empirical risk) of DP-SGD scales with the number of
model parameters (Bassily et al.,2014) in the worst-case scenario due to the isotropic noise, leading
to a vacuous learning guarantee when the number of model parameters is significantly larger than
the number of training examples, which is often the case in modern machine learning tasks.

In recent years, there have been several efforts (Li et al., [2022b; Yu et al., 2022} |De et al., 2022;
Mehta et al.l [2022; [Li et al., 2022a}; Zhou et al.l 2021; [Song et al.l 2021} Kairouz et al.| [2020) to
address the challenges of applying differentially private machine learning methods to large models.
For example, recent studies (Li et al., 2022b; [Yu et al., [2022; |De et al., [2022; Mehta et al.| [2022)
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demonstrate that leveraging DP-SGD for fine-tuning pre-trained large models can yield promising
performance on downstream language and vision tasks while maintaining reasonable privacy guar-
antees. Nevertheless, there is still a lack of theoretical understanding regarding scenarios in which
differentially private machine learning methods can effectively handle large models. To better under-
stand this problem, we propose to study the seemingly simple yet highly challenging linear models
in the over-parameterized regime.

More specifically, we consider the following private linear regression problem. Given a dataset
S = {(xi,y:)} X", where each data point is drawn i.i.d. from some distribution D, we want to
find a model parameter w that can ensure differential privacy while achieving a small (population)
excess risk: L(w) — L(w*), where

L(W> = ]E(x,y)ND [E(Wa X, y) = 1/2 ' (WTX - y)2]7 (11)

x € R is the feature, y € R is the response, D is an unknown distribution over x and y, w € R¢
is the model parameter, and w* is the minimizer of L(w). While differentially private linear regres-
sion has been extensively studied over the past decade (Vu & Slavkovicl [2009; |[Dwork et al., [2010;
Dimitrakakis et al., 2014; [Foulds et al., [2016; Minami et al., [2016}; |Wang| 2018; |Sheffet, 2019; (Ca1
et al} 2021} Varshney et al.| 2022} |Liu et al., [2023), most existing research focuses on the classical
setting (i.e., d < N). These methods’ utility (e.g., excess risk) increases with the problem dimension
d, resulting in vacuous guarantees in the over-parameterized regime. For instance, state-of-the-art
methods (Varshney et al., 2022} |Liu et al.| 2023)) for differentially private linear regression provide

an excess risk of O(d/N + d?/(e2N?)), where € is the privacy parameter, assuming the condition
number of the data covariance matrix is a constant. Recently, a line of research (Kifer et al.| 2012;
Talwar et al [2015; [Wang & Gul 2019; |Cai et al., 2021} |Asi et al., [2021) has studied private high-
dimensional linear regression that achieves dimension-independent empirical risk. However, these
methods often assume sparse model parameters and restricted strongly convex/smooth objective loss
(Negahban et al.} 2009} Loh & Wainwright,2013)). Therefore, a natural question we want to address
in this paper is that

Can one achieve a sharp, or even dimension independent, excess risk for differentially private
linear regression in the over-parameterized regime under standard assumptions?

Recently, another series of works (Dieuleveut & Bachl [2015; Berthier et al.l [2020; |Chen et al.,
2020a; Zou et al., 2021b) have shown that stochastic gradient descent (SGD) for linear regression in
the over-parameterized regime can achieve sharp excess risk that depends on the eigenspectrum of
the data covariance matrix, rather than the problem dimension. Motivated by these findings, we aim
to develop a private variant of SGD for linear regression that can yield similar sharp excess risk in
the over-parameterized regime. However, several key challenges must be addressed to design such
an algorithm and obtain strong theoretical guarantees. Firstly, ensuring differential privacy requires
adding random noise to the training algorithm (Bassily et al., 2014). However, characterizing the
effect of this random noise on the algorithm’s convergence becomes significantly more challeng-
ing in the over-parameterized regime. Secondly, to achieve strong privacy and utility trade-offs,
existing methods (Varshney et al.| |2022; |Liu et al., 2023) rely on large batch (or even full) gradi-
ents or privacy amplification techniques, which assume uniform sampling/random shuffling of the
training data and impose stringent conditions on privacy parameters (Feldman et al.l|2022; Mironov
et al.,|2019). Lastly, previous works typically propose adding isotropic noise to achieve differential
privacy. However, in the over-parameterized regime, isotropic noise may further compromise the
trade-off between privacy and utility.

Contributions. We develop a new private algorithm and establish corresponding analytical tools
to tackle the challenges mentioned earlier and achieve a sharp excess risk for private over-
parameterized linear regression. The main contributions of our work are summarized as follows.

* We propose a novel variant of the DP-FTRL algorithm (Kairouz et al.,|2021) for the problem of
private linear regression (see Section [3.I). The key innovation of our proposed method lies in
using random noise with a general covariance matrix for differential privacy. By moving beyond
the conventional use of isotropic noise, our approach enables us to achieve improved privacy and
utility trade-offs in the over-parameterized regime.

* We develop new analytical tools to characterize the effect of the additive random noise (with a
general covariance matrix 3) on the convergence of our algorithm, which can be of independent
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interest. Equipped with these new tools, we prove that our method can achieve a sharp excess risk
as a function of the eigenspectrum of the data covariance matrix and X (see Section[d). Our results
can significantly outperform the state-of-the-art excess risk of O(d/N + d?/(e2N?)) (Varshney
et al., [2022), where € is the privacy budget, for private linear regression when the dimension d is
much larger than the number of examples /N. We further show that by adding random noise with
a carefully designed covariance matrix X (see Section [3.2)), our method can achieve improved
privacy and utility trade-offs compared to using isotropic noise (i.e., X = I).

* We illustrate our results by considering specific eigenspectrum decays (see Section [4| and Table
. For the polynomial decay (i.e., A; = ¢~" for » > 1), our method achieves O(N 7H%) and

O(N 7$A%) excess risk for identity and designed noise covariance matrices under the con-
stant privacy budget (¢ = O(1)). Additionally, if we are willing to pay for a large privacy budget,

ie,e=O(N7%2)ande = O(N T 272 ) for identity and designed noise covariance matrices,

our method recovers the non-private excess risk (Zou et al., 2021b) of 1) (N™ T ). For the expo-
%

nential eigenspectrum decay (i.e., \; = e~ %), our method achieves O(N~2) and O(N %) excess
risk for identity and designed noise covariance matrices under the constant privacy budget. If we

are willing to pay for a large privacy budget, i.e., ¢ = O (N %) for both noise covariance matrices,

our method recovers the non-private excess risk (Zou et al., 2021b)) of 6(1\7 _1). Notably, our
method with the designed noise covariance matrix achieves better privacy and utility trade-offs
when the eigenspectrum decays at least quadratically fast, i.e., r > 2.

Notation. For x € R?, we use ||x||2 to denote its £, norm. For a positive semidefinite matrix A, we
define ||x||a = x" Ax. For two quantities a and b, we use a < bif a < C - polylog(N) - b; we use
a ~ bif ¢/polylog(N) -b < a < C - polylog(NN) - b, where C' and c are absolute positive constants.
O(-) hides some constant parameters and O(-) further hides poly-logarithnmic terms. For any PSD
matrix A with eigen-decomposition A = ", piviv, , where \;’s and v;’s are the eigenvalues of A
in non-increasing order and the corresponding eigenvectors, let Ak, .k, == D 1 _pcp, wivivy .

1.1 ADDITIONAL RELATED WORK

Differentially private empirical risk (DP-ERM) minimization has been widely studied in the litera-
ture (e.g., (Chaudhuri et al.| 2011} Song et al.|[2013; Bassily et al 2014} [Wang et al.|[2017; Bassily
et al., 2019; |[Feldman et al., 2020; |Asi et al., [2021)), where the goal is to solve the ERM problem
while achieving the differential privacy for the minimizer. It has been shown that DP-(S)GD and

its variants can achieve an excess risk of O(1/N'/2 + d'/2 /(Ne)) under (e, §)-DP (see Section
when the per example objective loss is convex and Lipschitz (Bassily et al.,2014). However, it is im-
portant to note that this result becomes vacuous for private over-parameterized linear regression, as
d often substantially exceeds [V, and the objective loss is not Lipschitz unless the model parameters
lie within a bounded domain.

In recent years, several attempts (Jain & Thakurtal |2014; [Song et al., 2021} [Kairouz et al., 2020;
Zhou et al.|[2021; Ma et al., 2022; [Li et al., 2022a) have been made to achieve a tight excess risk in
the over-parameterized regime for DP-ERM. For instance, Song et al.|(2021) studied the private gen-
eralized linear models (GLMs). They proved that DP-GD could achieve a dimension independent
excess risk of O(1/N'/? + rank/(eN)) under (e, §)-DP, where rank is the rank of the feature
matrix and can be as large as V. However, their result requires the per-example objective loss to be
convex and Lipschitz everywhere, limiting its applicability to the linear regression problem. Further-
more, DP-GD incurs significant computational complexity as it must compute the full gradient at
each of the n? iterations. Subsequent works (Kairouz et al.,[2020; Zhou et al., |2021)) tried to extend
this result to general convex/non-convex objective losses but relied on the assumption that gradients
lie in a lower dimensional space. Ma et al.| (2022) later showed that DP-SGD with a growing batch
size could achieve an excess risk of O(1/N'/2 + trace/(eN)) under (e, §)-DP, where trace is the
trace of the Hessian of the population loss. However, their result also assumes the per-example ob-
jective loss to be convex and Lipschitz everywhere. |Li et al.|(2022a) considered the case of a general
convex objective with an £ norm regularizer. While they showed that DP-SGD with O(n?) itera-
tions can achieve a dimension independent excess risk, their result requires not only the objective
loss to be Lipschitz but also imposes a stringent restricted Lipschitz continuity assumption.
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2 PROBLEM SETTING AND PRELIMINARIES

We focus on the linear regression problem, where the population risk is defined in (I.1)). We consider
y = (wW*,x) + ¢, where w* is the ground truth model parameter and ¢ is the label noise that is
independent of x. Our goal is to learn a privacy-preserving (see Definition model parameter w

S L N—1 .

that minimize the population risk given a dataset S = {(x;, ;) }7.:0 , where each data point (x;, y;)
is drawn i.i.d. from D. In this paper, we focus on the more challenging over-parameterized setting,
i.e., d > N. We next introduce our assumptions on the data distribution and label noise.

Assumption 2.1. Suppose x = H2z, where z is a zero mean 0 ,-sub-Gaussian ran-
dom vector with an identity covariance matrix, i.e., for all vector v, the following holds

E[exp ((v,2)2/(02E[(v, 2)?)))] < 2.

The sub-Gaussianity of the data has been considered in many previous works (Isigler & Bartlett,
2020; |Varshney et all 2022} [Liu et al., |2023) for (private) linear regression, which can imply
the fourth-order momentum condition made in (Zou et al., 2021b; |Velikanov et al., [2022), i.e.,
Ex[xx"Axx"] < 1602 - tr(HA)A for any PSD matrix A. In practice, most data follow the
sub-Gaussian distribution, such as the data with a bounded norm. We will show in our later analysis
that by imposing the following stronger assumption on the data distribution, we can design a specific
noise covariance matrix to achieve improved privacy and utility trade-offs.

. 1 . . .
Assumption 2.2. Suppose x = Hzz, where z is a zero mean random vector with independent
sub-Gaussian coordinates with sub-Gaussian norm o,.

Assumption[2.3|further assumes that the coordinates of z are independent. This additional condition
is beneficial in sharply characterizing the eigenspectrum of the gram matrix composed by a set of
data points, which has been made in many prior works (Bartlett et al.;, 20205 |Zou et al., 2021a;{2022).
Regarding the label noise, we make the following assumption.

Assumption 2.3. We assume the noise ( is zero mean with variance 0?. We further assume ( is
sub-Gaussian with sub-Gaussian norm Ko for some K > 0.

We next introduce the notions of differential privacy (Dwork et al.l 2006) and Rényi Differential
Privacy (RDP) (Mironov, [2017). In our privacy analysis, we use RDP and we state our results in
terms of (¢, §)-DP by converting the RDP guarantee to (¢, ¢)-DP.

Definition 2.4 ((¢,9)-DP). A randomized mechanism M satisfies (e, §)-differential privacy if for
adjacent datasets S, .S’ differing by one element, and any output subset O, it holds that P[M(S) €
O] <ef-PM(S) € O] + 6.

Definition 2.5 (RDP). A randomized mechanism M satisfies («, p)-Rényi differential privacy
with @« > 1 and p > 0 if for adjacent datasets S,S’ € & differing by one element,

Do (M(S)[|M(S")) = log E[(M(S)/M(5)"] < p.

For a given function ¢, one can use the Gaussian mechanism M (S) = ¢(S)+z, where z is a random
Gaussian vector, to achieve differential privacy. For example, by adding centered isotropic Gaussian
noise, i.e., z ~ N(0,02I), one can achieve (1/1.25A(q)log(2/4) /o, §)-DP (Dwork et al., 2014)
and (o, «A(q)?/(20?))-RDP (Mironov, [2017), where o? represents the noise magnitude. A(q) is
the />-sensitivity of g, defined as A(q) = supg o [|q(S) — q(S’)|2, where S, S" are two adjacent
datasets differing by one element. In this work, we propose adding non-isotropic noise, i.e., z ~
N(0,0%X), to improve privacy and utility trade-offs in the over-parameterized linear regression. To
this end, we derive the following result for the Gaussian mechanism with non-isotropic noise.

Lemma 2.6. Given a function ¢, the Gaussian mechanism M = ¢(S) + z, where z ~ N(0,0°%
and X is positive definite, satisfies (o, «A(¢)?/(20?))-RDP, where A(q)? = supg g [|q(S) —
q(S")||s-1 and S, S” are two adjacent datasets differing by one element.

According to Lemma[2.6] when 3 = I, the above result recovers the Gaussian mechanism for RDP
using isotropic noise (Mironov, [2017)).

Tree aggregation protocol. We aim to achieve strong privacy and utility trade-offs without relying
on large batch gradients or privacy amplification techniques. To this end, we propose to use the
tree aggregation protocol (Dwork et al., 2010; (Chan et al.| 2011), which was originally designed for
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Algorithm 1: DP-FTRL with Gaussian Noise N (0, X) (DP-FTRL-X)

Input: Training data {(x;,y;)}~ "', Estimating data {(X;,7;)}/,, Covariance matrix X,

Noise multiplier 7, Clipping list ¥ = {}, Parameters 7, C, €, 5

Initialize wg = 0

fort € {0,...,N —1}do

Obtain I, = RESIDUALEST({(X;, 5:) } 71, Wi, €, 6) (Algorithm 2)

Set 'l/)t = Clt, and add '(/Jt to W

Compute g; = CLIP(x;X, W; — X; Vs, ¥y, 2), where CLIP(v, 1), ¥) = v - min {1, ﬁ}

Set the noise magnitude o2 = 7212, where 1) = max ¥

Send (g, 02X) to the private tree aggregation protocol (Algorithm , and receive the
private previous sum g<

Update w11 = argming cga(g<¢, W) + %HW”%

= 1 N-1
Ouput:wy = v > ;o Wi

the partial sum problem. Consider the problem of privately releasing the partial sum Zle v; for
t € [N] given a stream of vectors vy, ..., vy. In this protocol, a complete binary tree is constructed
with leaf nodes as v1,...,vy. Each internal node in the tree stores the sum of all leaf nodes in its
subtree. Therefore, each partial sum 22:1 v,; can be computed using at most [log2 t] nodes in the
tree. Since each v; only affects at most k = |—log2 N 1 + 1 nodes, i.e., the nodes along the path
from v; to the root of the tree, the complete tree will be (¢, §)-DP if we add random Gaussian noise
z ~ N(0,0°I) to each node, where 02 = O(1)%klog(1/8)/€?) and v is the £o-norm upper bound
of all v;’s. As a result, we will add at most | log, ¢| Gaussian noises to the partial sum Zzzl v; to
obtain its differentially private estimate. See more detailed discussions in Appendix [A]

3 PRIVATE OVER-PARAMETERIZED LINEAR REGRESSION

In this section, we present our proposed algorithm, which only takes one pass over the training
dataset and is able to achieve strong privacy and utility guarantees.

3.1 DIFFERENTIALLY PRIVATE ALGORITHM

Our proposed algorithm, i.e., DP-FTRL-3., is illustrated in Algorithm |1} which is a variant of the
DP-FTRL algorithm (Kairouz et al.,|2021) with the key innovation of adding random noise with a
general covariance matrix for differential privacy.

Update rule. The main idea of DP-FTRL-X is to use the follow-the-perturbed-leader (FTRL) with
linearized losses (Hazan et al.,[2016), where we seek to find the minimizer of the following regular-
ized cumulative past losses at ¢-th iteration: w11 = argmin,,cga (Z;ZO gi, W) + ||lwl|3/(2n) with
Z;:o g; as the sum of previous stochastic gradients (see line 9). Note that w;; shares the same
update form with SGD when wy = 0.

Privacy mechanism. To ensure the differential privacy of the learned model parameter, we propose
to use the tree aggregation protocol (Dwork et al., 20105 Chan et al.| 201 1;|Guha Thakurta & Smith),

2013} Kairouz et al.,[2021) to obtain a private estimate of Z;:O g; (see line 8). More specifically, at

the beginning of training, we create a binary tree 7 of size (2/1°82 N1+1 _ 1) with N leaves. At t-th
iteration, the tree aggregation protocol receives the vector g;, computed using the data (x;, y;), then
updates the binary tree 7 accordingly. Finally, it outputs g<¢, which is computed using the values
stored in the current tree and perturbed by some random noise, as the private estimate of Eé‘:o gi. A
more detailed description can be found in Appendix[A] Compared to previous approaches (Varshney
et al., 2022} Liu et al., 2023)), the tree aggregation protocol has the advantage of providing strong pri-
vacy guarantees without requiring uniform sampling/random shuffling of the training data or using
large batches in each update. For example, it is possible to apply our analytical tools to DP-Shuffled
SGD (Varshney et al., [2022) to obtain dimensional independent utility guarantees. However, the
random shuffling technique behind DP-Shuffled SGD will lead to a stringent conditions on privacy



Under review as a conference paper at ICLR 2024

parameter, i.e., € < V/N (Feldman et al.| 2022: Varshney et al., [2022)), which is very restrictive
in practice (one often considers a constant level privacy budget). In addition, this requirement will
give us a much worse condition on N. At the same time, our method with the tree aggregation tech-
nique does not have such a requirement on €. Note that our method requires more memory usage to
keep track of past stochastic gradients and noise vectors. Furthermore, we propose adding random
noise with a general covariance matrix 3 and magnitude o (see line 8) inside the tree aggregation
protocol. This enables us to achieve improved privacy and utility trade-offs.

Adaptive clipping. Gradient clipping (Abadi et al., 2016) (see line 6) is used to control the mag-
nitude of the stochastic gradient and thus determine the appropriate amount of random noise for
DP (see Lemma [2.6). The clipping parameter ¢ could significantly affect the algorithm’s conver-
gence (Chen et al., |2020b). For instance, if 1) is set to be too small, the magnitude of the stochastic
gradient is significantly reduced, resulting in slower convergence. Conversely, if v is set to be too
large, excessive noise is added (the noise magnitude scales with ) to achieve DP, potentially caus-
ing divergence even though the stochastic gradient remains unchanged. Ideally, we want to select
1 adaptively as the magnitude of the current stochastic gradient, i.e., ||x;x] W; — X;¥¢||x-1, such
that no clipping is required. To this end, we propose to estimate the magnitude of the stochastic
gradient at ¢-th iteration using some estimating data {(X;, 9;)}/, and set the clipping parameter ¢,
accordingly. Note that we have ||x;x; w; — x4 ||ss—1 < ||x¢||s-1 - €1/2(Wy; X4, ;). Thus, we set
1y = Cl; (see line 5), where C is the upper bound of ||x;||s-1 for all x; in the training data and
l; is an estimate of /2 (W¢; X4, yt), which can be obtained by the residual estimator established in
Liu et al.|(2023). The key idea of the residual estimator, i.e., RESIDUALEST in line 4, is to use the
(private) empirical variance estimator of the residual >_;"  (§; — X, w¢)?/m. A detailed description
can be found in Appendix Al It is worth noting that when no additional estimating data is available,
we can evenly split the training data and use one part as the estimating data. By doing so, all of our
results will still hold, with the only modification being to change N to N/2.

Note that when we choose 3 = I and use a fixed clipping parameter 1, Algorithm [I{reduces to the
DP-FTRL algorithm (Kairouz et al., 2021)). In the next section, we will provide a method to design
the non-isotropic noise, which allows us to achieve better privacy and utility trade-offs.

3.2 DESIGN OF THE NOISE COVARIANCE

As mentioned previously, the additive noise, i.e., z ~ N (0, 0?X) (see line 8 in Algorithm , in our
method performs a trade-off between privacy and utility. Intuitively, stronger noise will lead to a
better privacy guarantee but can hurt the convergence of the optimization algorithm. The standard
choice of the noise covariance, i.e., 3 = I, can be understood as treating all coordinates equally.
However, we notice that (1) this type of noise will incur large variance error in terms of the excess
risk in the high-dimensional regime; (2) using the same Gaussian noise for all coordinates may be
too conservative, as some coordinates may not have sufficient signals that need to be protected; and
(3) the noise magnitude o2 will also be determined by the choice of ¥ (see Lemma

Motivated by this, we seek to explore a better design of X that can (1) successfully protect the
gradient information and (2) achieve a faster convergence rate than when 3 = 1. Note that for linear
problems, the stochastic gradient for the data pair (x;, y;) is parallel to the feature x;, implying that
the design of X should be related to the signal strengths of all coordinates of x;. More specifically,
an improved design of X should concern the data covariance matrix H: one may use stronger noise
perturbation along the large-eigenvalue directions of H. In contrast, the noise level can be relatively
weaker along the small-eigenvalue directions of H. Therefore, we consider the following design:

¥ = A+ H, @3.1)

where A > 0 is a user-defined constant. It can be seen that when A\ — oo, we have 3 — I,
which is nearly the same as the identity design (ignoring the scaling parameter). Moreover, the
noise magnitude o2 is also determined by X, as discussed earlier. In our problem, o2 scales with
tr(X71H) (see Theorem in order to achieve the desired privacy guarantee. If we choose 3 —
H when A — 0, the noise magnitude 0> — d, which explodes as d — oo. This implies that \
should be a positive constant. Therefore, A is a knob to control the noise along different directions.

However, it is also worth noting that H, i.e., the population covariance of the data, cannot be realized
in practice. In this work, we consider the scenarios in which we are allowed to access a set of
unlabeled public data {X;}},, which is sampled from the same distribution as the training data
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points. In general, we consider the case that M > N. Therefore, we propose to use the unlabeled
data first to generate an estimation of H and then design the noise covariance matrix as follows

= (\[+XX")/M, (3.2)

where X = [X1,...,%Xp] € R¥M and A > 0 is a user-defined parameter. The idea of using
public data in the DP methods has been widely used in the literature (Kairouz et al.,[2020; |Yu et al.|
2022; Zhou et al., 2021). In addition, getting unlabeled public data is generally cheaper than labeled
training data. Note that if we do not have a public dataset, we can use the isotropic noise in our
method to still get a sharp excess risk bound (see Corollary [4.3).

4 MAIN RESULTS

In this section, we provide the privacy and utility guarantees of our proposed method.

Theorem 4.1 (Privacy guarantee). If we set 72 = 4k(log(1/9) + €)/€%, € = €/1/8N log(2/6),
§ = 0/(2N), where k = [logy N + 1, then Algorithm |l[is (e, §)-DP

The choice of €,§ in Theorem is to ensure that RESIDUALEST (see Algorithm [2[in Appendix
is (e,6)-DP when the estimating data {(X;, ¥;)}!™, are not public available. Furthermore, our
privacy guarantee does not rely on large batch gradients (Liu et al.l [2023) or privacy amplification
techniques (Varshney et al.l 2022), which often impose stringent conditions on privacy parameters.
For example, the DP-SHUFFLED SGD (Varshney et al.l [2022)) requires the privacy budget ¢ <
1/ V/N due to the random shuffling of the training data.

Next, we provide the utility guarantee, i.e., the excess risk, of our proposed method.

Theorem 42 (Utility guarantee for general X). Under the same conditions of 72, €, § as in
Theorem [.1] and suppose Assumptions [2.1] [2.3] hold. If we choose the clipping parameter
C =60, \/(1 + 02) tr(S—1H)log N, step size n < 1/(16(1 + o2) tr(H) log, N), and the num-
ber of estimating data m = Q(log®(NN/§)/€), then with probability at least 1 — 1/N, the output of
Algorithm [T satisfies

E[L<WN)} - L(W*) < €IThias 1+ €ITvariance s
where
[wo — w*|[2
€lThias S W + lwo — W[5,

o4l — W, + Nolwo — W, )
Nn(1 — ointr(H)) ’

errvariancf: ~ UCU (1 + n ( Z A + N’/] Z >\2)> A + T203’r]<10:k + NnHkoo7 GP> A
i<k i>k
1

+ 72<H(;,1€ + N?p°Hy.o0, Gp> N

with a.rbitrary k>1,A = k/N + Nn? Disk N, G, = nottr(HE) - (IO:k + NnHk:oo) +
( [ ax T wmax} 1) -2, Ymax = Cland [ = max{lg,l%, .. ,ljzv_l}.

Accordmg to Theorem @], the last two terms in ertyyriance correspond to the error introduced by the
privacy mechanism. Note that in the non-private case, i.e., ¢ = 0o, the term 72 = 4k( log(1/8) +
€)/ €2 becomes zero, and erryyiance reduces to the non- private one (Zou et al.,|2021b). Additionally,
the error bound in Theorem [4.2]is expressed as a function with respect to the full eigenspectrum of
H (i.e., A;’s), which does not explicitly depend on the problem dimension d. This result is therefore
stronger than the existing dimension dependent utility bounds (Varshney et al., |2022; |Liu et al.,
2023). Note that ¥.x = Cl in G, determines the magnitude of the additive random noise to

achieve DP. The term C'is dominated by tr(HX ') and I < max {|lw; — w*||3; + 02}1\1—1.

Moreover, the error bound in Theorem 4.2} particularly the private error terms (e.g., the last two
terms), strongly depends on the design of X (see the definition of G,,). Therefore, seeking a good
design of X is important to achieve a better utility guarantee. In particular, we prefer 3 with a H-like
head space (in contrast to I), so that the quantities (Ip.x, ) and (Hy,;, ) can be well controlled.
Additionally, 3 should also attain a relatively heavy tail so that the tr(HX™!) in t)ya, will not
explode. This is consistent with our high-level idea of the design of 3 in (3.1)).
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Table 1: Excess risks for our method under different eigenspectrum decays. The results are presented
under (e, §)-DP with constant e and log(1/6), and parameters other than N, d are considered to be
constants. * The results are restated by using different stepsizes to achieve the optimal excess risks.

Excess Risk for Polynomial — Excess Risk for Exponential

Method Decay: \; =4 " forr > 1 Decay: \; = e "
NON-PRIVATE SGD* (Zou et al.} 2021b) (”)V(N_ﬁ) 5(N*1)
DP-FTRL-I A N Ty A N—1/2
Corollary © (N " ) o (N )
DP-FTRL-X A n—are A2 A( nr—2/3
Corollary 4.6 O(N T ) O(N )

4.1 UTILITY AND PRIVACY TRADE-OFFS FOR IDENTITY NOISE COVARIANCE MATRIX

In this section, we present the utility guarantee of our method using the identity noise covariance
matrix. To simplify the results, we assume that o, A\; (H), and tr(H) are in the constant level.
Corollary 4.3 (General utility guarantee for 3 = I). Under the same conditions of data, label noise,

and parameters 72, €, 8, 7z, 7, C' as in Theorem If we assume ||wo — w*||s < B, then with
probability at least 1 — 1/N, the output of Algorlthml 1| satisfies

E[L(Wy)] — L(w )gff+(?§ ]52) <k*+NnZ )HQT?U (k*+NnZ)\i>,

i>k* i>k*

Non-private error component Private error component

where k* = max{k : A\, > 1/(Nn)}, and | = max{I2,13,...,1%_,}.

In Corollary [4.3] we decompose the excess risk into two components: the non-private error com-
ponent and the private error component. The former can be further decomposed into the bias and
variance errors (i.e., the first and second terms in the developed bound). Moreover, it can also be
observed that the quantity k* 4+ Nn ) . . is rather critical in the excess risk bound, which can
be understood as the effective dimension of the problem, denoted by EffectDim. Then, in order to
achieve vanishing excess risk, we need to guarantee that Nn > 1 and 7 - EffectDim < 1, which
suggests that the effective dimension should satisfy EffectDim < N.

To better illustrate the utility guarantee and identify the problem instances that the vanishing excess
risk can be achieved, we consider some examples of eigenspectrums and present their corresponding
guarantees as follows. The results presented consider parameters other than N, d, and € as constants.

Corollary 4.4 (Utility with I on specific distributions). Under the same conditions as Corollary [4.3]

1. If the eigenspectrum of H satisfies A\; = =" for some r > 1, then Witl‘rl probability at least
1 = 1/N, we have E[L(wy)] — L(w*) = (5(N—1+% (1 + (5*21\/@)@)).

2. If the eigenspectrum of H satisfies \; = e, then with probability at least 1 — 1/N, the output
of Algorithmsatisﬁes E[L(wx)] - Lw") = O(N"'(1+ (e 2N) ).

According to Corollary our method with 3 = T achieves a vanishing excess risk that is inde-
pendent of the problem dimension when the eigenspectrum decays polynomially or exponentially.
It’s worth noting that the state-of-the-art methods (Varshney et al.| [2022; [Liu et al.| [2023) for the
private linear regression problem provide an excess risk of O(d/N + d?/(e2N?)). However, this
approach becomes invalid in the over-parameterized setting, as the dimension d can be much larger
than N. If we choose a constant privacy budget e = O(1) for our method, we can achieve the excess
risk of O( -7/ 1+2T)) and O(N -1/ 2) for polynomial and exponential decay, respectively. Fur-
thermore, if we are willing to pay for the privacy budget e = O(N"/(>**2")) and e = O(N'/?), our
method can recover the non-private (Zou et al., 2021b) excess risk of O(N~"/(1+7)) and O(N 1)
for polynomial and exponential decay, respectively.
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4.2 UTILITY AND PRIVACY TRADE-OFFS FOR SPECIALLY DESIGNED COVARIANCE MATRIX

We provide the utility guarantee of our method with the noise covariance matrix in (3.2)). We assume
that o, A1 (H), and tr(H) are in the constant level in the following results.

Corollary 4.5 (General utility guarantee for ¥ = M~ ()\I—i—X)ET)) Under the same conditions of
parameters 72, €, 0, m, 1, C as in Theorem | suppose Assumptlonsu.hold [|[wo — w2 <

B,and M > N. If we choose & = M~' (AL + XX ") with A\ = M/(N7) , then with probability
at least 1 — 1/N, the output of Algorithm [1] satisfies

BlL(N)) — Lw) £ o+ (‘Z’V@‘ AN Ny )

Non-private error component

1 3
+ 1272 . [n2~tr(H2)- <k*+NnZ/\i)+N'(k*+an)‘i> },

i>k* i>k*

Private error component

where k* = max{k : A\, > 1/(Nn)}, and | = max{iZ,13,...,1%_}.

By combining Corollaries 4.3] and [4.3] it is clear that (1) the non-private error component will
maintain the same as it does not depend on X; (2) the private error components for 3 = I and
> = M~Y(AI+XXT) are roughly 7 - EffectDim and 7?2 - EffectDim + (EffectDim)? /N, respec-
tively. Then, noting that we need to guarantee N7 > 1 to achieve vanishing bias error, it can be
seen that the private error component achieved by specially designed 32 outperforms that achieved
by 3 = I for the data distribution with small EffectDim (i.e., the eigenspectrum has a fast decay).

To better present the advantage of the specially designed noise covariance over the identity one, we
again consider some example data distributions and calculate their corresponding utility guarantees
in the following corollary. We consider parameters other than IV, d and € to be constants as before.

Corollary 4.6 (Utility with ¥ = M1 ()\I + DNQNCT) on specific distributions). Under the same

conditions as Corollary [4.3]

1. If the eigenspectrum of H satisfies \; = ¢~ for some r > 1, then Twith probability at least
1-1/N,wehave E[L(Wy)] —L(w*) = (5<N*$ [1—1— (e’zNﬁ) Ty (6’2N71'13~ ) W} ) :

2. If the eigenspectrum of H satisfies \; = e~¢, then with probability at least 1 — 1/N, the output
of Algorithmsatisﬁes E[L(Wy)] — L(w*) = (5<N_1 (1 + (€72N) %>)

According to Corollary [.6] our method with the covariance matrix in (3.2) can also achieve a
vanishing empirical risk under the same eigenspectrum decay conditions as in Corollary If we
choose ¢ = O(1), we can achieve O(Nfﬁ/\%) and O(N’Q/B) excess risk for polynomial and
exponential decay. Therefore, our method with this designed X achieves a better excess risk than
the one using I with the excess risk of O (N - TT?T) and O (N -1/ 2) when the eigenspectrum decays
at least quadratically fast, i.e., r > 2. Moreover, if we are willing to pay for the privacy budget

=O(N ™V N T;r) and e = O(N''/2) for polynomial and exponential decay, our method can
also recover the non-private excess risk as before. Table[I|summarizes these results for comparison.

5 CONCLUSION AND FUTURE WORK

We develop a new variant of DP-FTRL for private linear regression in the over-parameterized
regime. The key innovation of our method is the utilization of non-isotropic noise, enabling us
to obtain improved privacy and utility trade-offs. We prove that our method achieves a sharp excess
risk, depending on the eigenspectrum of the data covariance matrix instead of the problem dimen-
sion. Specific examples of data distribution further validate the effectiveness of our method. As for
future work, exploring different designs of 3 and studying how to overcome the limitation of using
public data are both very interesting directions. Moreover, it is also interesting to extend our results
to the kernel setting.
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A ADDITIONAL ALGORITHMS

Algorithm 2: RESIDUALEST

Input: Data {(X;,y;)}/",, model w, parameters €, 5

Option 1: {(X;,y;)}, is a public dataset

l=+/2%,_,ri/m, where r; = (y; — (w,X;))?

Option 2: {(x;,y;)}™, is a private data

Obtain {r; }7”; and split {r; }}*, into 7 subsets of equal size, each with |S;| = m data for

j € [n], where r; = (7; — (w,X;))%, 1 = [B1log(N/§) /€], where 3 is some large constant
Obtain {fj}?zl, where 7 =3 ;o5 i/m
Partition [0, co) into geometrically increasing intervals, i.e.,

Q= { ) [2_17 1)7 [1v2)7 [2’22)’ T } U {0}

Compute 7, = Z?=1 I(7; € By)/n, where By, is the interval in

if 7, € (0,21og(1/8)/(e) 4 (1/71)) then
L L = Tk + 21, Where z;, ~ Lap(O, 2/(?75))
else
| =0
Let [I1, l2] be the nonempty interval containing the largest 7 and set I = /215
Ouput: [

In Algorithm m we propose to use the residual estimator established in Liu et al. (Liu et al.,2023) to
estimate £'/2(w; x;, y;). The detailed description of this method is in Algorithm The theoretical
guarantees of Algorithm [2]can be found in Lemma[B.3]

Algorithm 3: Private Tree Aggregation Protocol

Input: Vectors g, ..., gx—1 (in an online sequence), Noise covariance o2
Initialization: Create a binary tree 7 of size ofogs NT+1 _ 1 with leaves mq, mo, . .., myx
Online phase: At each iteration ¢, execute lines 3 to 17
Accept g; from the data stream
Let p = {n1,na,...,ni} be a set of nodes from the root of 7 to the ¢-th leaf, where k is the
depth of T, ny is the root, and ny is the leaf m,

Tree update: lines 4 to 8
Letp; = {nj,njt1,...,n,}, where n; is the last node in p that is a left child in 7
for i € [k] do

v; = v; + g, where v; is the associated value of node n;

if n; € p; then

| vi=vi+z wherez ~ N(0,0°X)

Obtain private sum: lines 10 to 13
Initialize g<; = 0 and let {b, ..., by} be the k bit binary representation of ¢
for i € [k] do
if b; = 1 then
g<t = 8<¢ + b;, where b, = v; if n; is the left child, otherwise b; is the value
L associated with the left sibling of n;

Output: g,

In Algorithm[T] we propose to use the tree aggregation protocol to achieve differential privacy. More
specifically, the tree aggregation protocol we used (Algorithm [3)) is motivated by (Guha Thakurta &
Smith|(2013)); [Kairouz et al.|(2021). We create a binary tree (see initialization in Algorithm T with

size 2 (logz N ] 1 _ 1 and N leaves (denoted by mq, ..., my) and initializes the values associated
with each node to the zero vector (see Figure[T). At ¢-th iteration, the tree aggregation protocol will
first accept a new vector g. Then, it adds the newly received vector g to all nodes along the path to
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the root of T starting from the ¢-th leaf m;, and adding Gaussian noise to the nodes along this path
from m; to the first left child (see tree update in Algorithm [3). Finally, it retrieves the noisy sum
g, which serves as the private estimate of the sum of all the previously received vectors, using the
values stored in 7 (see obtain private sum in Algorithm 3).

Figure 1: Illustration of a binary tree with 8 leaf nodes in the tree aggregation protocol. m; denotes
the -th leaf nodes with associated value g;. gr.; = Zé: & 85 denotes the value associated with the
internal node in the tree.

B PROOFS

B.1 PROOFS OF PRIVACY GUARANTEES

In our analysis, we use the following lemma (Mironovl 2017) to convert the RDP guarantee to the
(e,0)-DP.

Lemma B.1. If a randomized mechanism M : 8™ — R satisfies («, p)-RDP, then M satisfies
(p+1og(1/6)/(cc —1),5)-DP forall § € (0,1).

Now we are ready to provide the privacy guarantees of Algorithm

Proof of Theorem[.1] To establish the privacy guarantees of Algorithm [I] we need to prove that
{W¢}1en) and {1;}72," are private. Since the training dataset {(x;,y;)}.\" and estimating data
{(X;, i)}, are disjoint, we only need to provide the privacy guarantees of {w; },c(n] and {{;}; "
separately.

We first show that the complete binary tree 7 is private since each g<; for ¢ € [N] is a combination
of at most k& = [logy N + 1 nodes in 7. We will then show that Algorithm [2] is also differen-
tially private. Finally, we can prove that Algorithm [I]is private due to the parallel composition of
differential privacy.

Let {v;}1<, and {v/}J<, be the values of the nodes in the post-order tree traversal generated by
adding Gaussian noises (line 11 in Algorithm based on the neighboring datasets S and S” with

i-th data (will be stored in leaf node m; in T') is different. Let {v1, va, ..., vk } be any set of values
of nodes in the post-order tree traversal of the binary tree 7. We have the joint density of vy, ..., Vg
as
p(Vl =V1,..., VK = UK)
K
= Hp(Vj = ’Uj|V1 =V1y...,Vj_1= 'Ujfl)
J=1

= H p(Vj = ’Ulel =V1y...,Vj—-1= Ujfl) . H p(Vj = Ulel =V1y..-,Vj_1= Uj,1)7
jep; i¢p;

where p; is the path from leaf node m, to the root of 7. Similarly, we can get the joint density of
Vi,..., Vi as

p(vll :Ula"'aV/K' :UK)
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= H p(Vi=wjlvi=w1,..., Vi =v;) - H p(Vi=vjlvi =v1,... V) =v1).
JEP; Jj¢p;
Therefore, let M(S) and M(S”) be the distributions of the output values of the nodes on the neigh-
boring datasets S and S’, we have (with a little bit of abuse of notations)

1 1—
Da(M(S)HM(Sl)) = log/ H P(Vj =vjlvi=v1,...,Vvj1 = Uj—l) “
a—1 V
JEP;
11—«
X H p(Vj = Uj‘Vl =V1,...,Vj_1 = ’Ujfl)
Jégp;
X H p(v; =v;|v] =v,... ,V;;l = vj_l)(y
JEP;
X H p(Vi =vi|vi = w1,V = v;1)"dv.
Jjép;
Since for j ¢ p,, we have
p(vj=vjlvi=nv1,...,vjo1 =vj1) = p(v} =vjlvi =wv1,..., Vi = V1),

we can integrate over v; for j ¢ p, to obtain
! IOg Hp(Vj ZU]'|V1 =V1,...,Vj—-1 :Uj_l)l_a
a—1 Vjep

/ ! / <«
X H p(vj =vj|vi =v1,..., Vi = vj,l) dv.
jel’i

Do (M(S)IM(S")) =

(B.1)

Notice that each node along the path p; is a summation query and will only be affected by its
leaf nodes. Therefore, the sensitivity of each node along this path is upper bounded by 2¢) where
1 = max{¢1,...,9;} and ¥1,...,1; is the norm bound of its leaf nodes. As a result, according
to Lemma [2.6] line 11 in Algorithm can ensure that each node along path p; is (o, o/72)-RDP
for all i € [N] (recall the definition of 02 = 7212 in Algorithm|I). Therefore, for each integral in

(B.1)), we have
1— ,
/ p(vj =vj|lvi="v1,...,Vj_1 = vj_l) ap(V; =Vl =wvg,... ,v;»_l = vj_l)advj

<exp (a(a —1)/(27%)).
Plugging the above result into (B.T)), we can obtain

1 ka
_ < =
o log Lleplv exp(a(a—1)/2)| < 52"

Da(M(S)[IM(5)) <

where k = [logy N| + 1. Thus, we show that the tree aggregation protocol is (c, ak/7%)-RDP.
Therefore, Wy is (v, ap)-RDP, where p = k/72.

Next, we translate the RDP to DP. According to Lemma Wy is (€,0)-DP with ¢ ap +
log(1/4)/(cv — 1). Therefore, we can choose o = 1 + (/log(1/d)/p to get the smallest ¢ =

p + 2y/log(1/6)p. Thus, we can obtain p = (/log(1/8) + € — \/log(l/é))2 = k/72. Therefore,
let

4k (log(1/6) + €)

€2 ’

2 = ﬁ <
p
the tree aggregation protocol is (¢, §)-DP.

Next, we show that {I; f;f)l is differentially private. According to Lemma 2.3 in |[Karwa &
Vadhan| (2017), if we choose ¢ = ¢/1/8N1og(2/8) and 6 = 6/(2N), then Algorithm EI is
(e/+/8Nlog(2/d),5/(2N))-DP. Therefore, by the advanced composition result (Kairouz et al.,
2015), we have that {I;}~ ! is (¢, §)-DP. O
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B.2 PROOFS OF UTILITY GUARANTEES

B.2.1 UPPER BOUNDS ON THE STOCHASTIC GRADIENT

To establish the utility guarantee of Algorithm we will first show that the event £ = { ||xtx;'—wt -
XtytHg—l < Y, VO <t < N — 1} holds with high probability, where ¢, = Cl;, [, is the output
of Algorithm |2} and C' = 34/271v4 tr(2~'H)log N. Therefore, under the event E, we do not
need to perform any clipping procedure, and line 5 in Algorithmreduces to g = X4X, Wi — X4 Uy

Therefore, we can directly use the learning guarantee results derived in the next subsection, i.e.,
section[B.2.2] To prove the event E holds, we need following lemmas

Lemma B.2. Under Assumption[2.2] we have

* (Bounded norm) There exist positive constants y; = 202, such that for any PSD matrix X,
the following holds with probability at least 1 — ¢1 3

=~ x|, < tr(STTH) log(1/8),
where c¢; is an absolute constant.

* (Bounded product) There exist positive constants 72 = o2, such that for any fixed vector
v, with probability at least 1 — ¢35

(x,v)? < v Hvlog(1/8),
where c¢5 is an absolute constant.

In addition, under Assumption[2.3] we have

* (Bounded noise) There exists positive constant y3 = 02, such that the following holds with
probability at least 1 — c303
¢2 < s log(1/5),

where c3 is an absolute constant.
Lemma B.3. For Algorithmwith option 1, if we have m = Q(log N), then we have [? > ||w* —
wl| + o holds with probability at least 1 — 1/N'°.  Algorithm [2| with option 2 is (€, d)-DP.
In addition, if we have m = Q( log(B2 /8)log N/?), then with probability at least 1 — 1/[5,
[w* = wllf +0f <12 <2(|lw* — wli§ +0?).

Now we are ready to prove the results. We have
e we — xeyellm—r < [xellz—r - €2 (Wes %, 90).
By Lemma [B.2] we have ||x;[|%_, < 71 tr(S7'H)log(1/8) holds with high probability. In addi-
tion, we have
O (wysxe, ) = %/ (W — W) + ¢ < \/Q(X:(Wt - W*))Q + 2¢7.
According to Lemma[B.2] we have with high probability
* 2 *
(x/ (we —w"))” < 3alog(1/8)|[w; — w*|[3-
Additionally, due to Lemma [B.2] we have with high probability
(¢ < 3log(1/).

Therefore, we have

O (wyxp, ) < \/Z(XtT(Wt —w*)’ 207 < \/274 log(1/8) (lwe — w|[3 + 02),

where 4 = max{7s, 1}. Next, we need to estimate the upper bound of |[w; — w* || + o7 at each
iteration. To this end, we propose to use Algorithm[2] Thus, according to Lemma|[B.3] we have with
high probability [[w; — w*||g + 07 < [7. As aresult, we have

Ixex] Wi — eyl 51 < [xellg-1 - 0(wes xi, 95)
< o (ST H) log(1/8) - 274 log(1/8) ([we — w % + 02)
< 2lt27174 10g2(1/ﬁ) tr(E_lH).

Thus, if we choose C? = 27,4 log?(1/4) tr(X~'H), set 8 = 1/N?, by union bound, the event £
holds with probability at least 1 — 1/N.
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B.2.2 LEARNING GUARANTEES

Connection between DP-SGD and DP-FTRL. Next, we will establish the connection between
Algorithm [T] and DP-SGD, and thus use the technique developed in Zou et al. (Zou et al., [2021b).
According to line 9 in Algorithm[I] we have

e 1
Wiy = argmin(ger, w) + o [wl3, ®2)
w n

where g<, is the differentially private estimate of ZE:O Vi(w;;x;,y;) generated by the tree ag-
gregation protocol (see Algorithm . It has been observed (Kairouz et al) 2021) that g<; =

ZE:O Vé(w;;x;,y;) + Vi, where vy is a combination of at most O([log2 ﬂ) independent random
Gaussian vectors. Plugging this form in to (B.2)), we have

¢
. 1
W1 = argmin Z(Vﬁ(wi;xi,yi),w> + (v, w) + %”WH% (B.3)

W i=0
Since wy = 0, we can obtain
Wil = Wy — 1+ [VEOWe x4, y3) + &), (B.4)
where £ = vy — 141, v_; = 0. According to (B.4), we have the update rule of DP-FTRL as
Wi =Wy — - [VUWe X, y) + &) = wi — - [xix] we — x5 + &
where &, = v, —v;_1, v_1 = 0. In addition, we have y = (w*,x) + €. As a result, we can perform

a similar bias-variance decomposition in Zou et al. (Zou et al.,|2021b)). Note that we will focus on

*

the outer product of the error vector w; — w*:
Err; := Epjg [(we — w*)(wy — W*)T].

Besides, we also introduce the following tensor operations on the matrix space that will be repeatedly
applied in the theoretical analysis:

Definition B.4. Given stepsize nn < 1/tr(H), we define
I=1I®I, M=Ex®], M=HoH.
Besides, given any PSD matrix A, we define the operators 7 and T that satisfies
(Z—nT)oA =E(I—ipex )AL —yxx" )], (Z—57) o A = E[(I—nH)A(I - nH)|.
Then it can be also verified that
(Z—nT)oA=(ZT—-nT)oA+(M—M)oA.

Based on the above tensor operations, the following theorem provides the bias-variance decomposi-
tion of Err; as well as their updated forms.

Theorem B.S. Under Assumptions and let 5 = 1603, the error covariance Err; can be
decomposed as follows,

Erry = By + Cy,
where
B, =(Z—-nT)oBi1, Bo=(wo—w")(wo—w")";
C,=(I-nT)oCiu1+7°Gy, Co=0, G, 2 ofH+O(E[y(t)> +1(t)*]7° log, N) = + D,
where
D < O(7%log, N){ [ > (- n?’)“ﬁ'“} 0%+ O(nfBlog, N) - tr(HX) - (I— (I—nH)"Y) }
JES(t)

S(t) is a index set with |S(¢)| < [log, N + 1.
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Next, we will establish the guarantee on the excess risk E[Lp(W)] — Lp(w*). In particular, this
will be performed based on the update forms of bias covariance B; and variance covariance C; in
Theorem [B.53] First, note that we consider the iterate average as the algorithm output, the following
lemma provides the bound on the excess risk:

Lemma B.6 (Lemma B.3 in Zou et al. (Zou et al., 2021b)). Let wy = 1/N ngl w;, then if the
stepsize satisfies n < 1/ (H), we have

Z
L
=
L
=z
Z

E[Lp(wx)] - Lo(w") < — (- AE) LB + = 3 Y (1 vH)*H, C,).

t

[\~]
[\~]

o~
<}
B
Il

ES
o~
i

<}
B
Il

bias variance

Upper bound for the variance error. The key to proving the upper bound of the variance error is
to establish a sharp characterization of C;. Recall the update rule of C;:

Ci=(I-nT)oCi1+1°Gy, Co=0.

Then, we would like to remark that although the above update rule is similar to that of the standard
SGD, the proof technique in Zou et al. (Zou et al.| [2021b)) cannot be applied. In particular, Zou
et al. (Zou et al,[2021b) first proves an upper bound for C, and uses this quantity to control the
update of C;. However, when introducing the additive noise, the matrix G; will no longer be well
aligned with H so that C, will explode (e.g., becoming H~!X). To this end, rather than leveraging
C as a reference to control the dynamics of C;, we consider to use a sharper reference Cp. The
following lemma gives a “rough” bound on Cy.

Lemma B.7. Let G be an union upper bound on Gy, . .., G n_1, then under Assumption 2.1} if the
step size satisfies 7 < 1/(tr(H)log N), let 8 = 16072, it holds that

[3772 N N
Co =X <CN5TU(H)'<I—(I—UH) ,G)- (I—-(I-nyH)"Y)
N-1
+n? - ZI nT)t
=0

Given this rough bound of C; for all ¢ < N, we can then get the following bound on the variance
erTor.

Lemma B.8. If the step size satisfies n < 1/( tr(H) log N), then let 3 = 1602, the following holds
forany k > 1,

Bn 1 B _
variance $ - (T + NitHoo, G) - (k + N ; A2) + 1 (Hgh + N2 Hi, G),
where
G = O—g H+ T25 ’ (10g2 N)277tr(HE) ’ (IO:k + NT/Hk:oo)
+ (E[p(N)2 +p(N)Y] +1) - 72 - log, N - X.

Upper bound for the bias error. By Lemma B.11 in Zou et al. (Zou et al., 2021b), the upper
bound on the bias error can be directly obtained, which is summarized in the following lemma.

Lemma B.9. If the step size satisfies < 1/A1, then it holds that for any & > 1,

1
bias < —— N lwo —w HH 1+ wo — w* |11,
28(Iwo — w*|IF,., + Nnllwo — w*|13, ) <k
I 0:k kics/ [ X 4 Np? )\12) (B.5)
N(L— B tx(H)) AR

i>k
B.3 PROOFS FOR COROLLARIES

In this section, we provide proofs of our corollaries.
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B.3.1 PROOF OF COROLLARY [4.3|
Proof of Corollary[.3] In addition, according to Lemma[B.§| we have

Bn 1 - =
variance < N (To:k + NHp.oo, G) - (k + N?p? ; ) 4 N (Hy; + N**H.o, G),
where £ > 1, and
G = ag “H+ 728 (logy N)*ntr(HE) - (To:x + NnHy.o0)
+ (E[Y(N)* +¢(N)*] +1) - 7% -logy N - 3.
and (N)? = 18ly174log?(N) tr(Z~1H), | = max{I3,13,...,1%_,}. Therefore, we can get
(ignore some constant parameters)
G =< O(polylog(N)) - [U?H + P tr(HE)I + P72 tr(2 ' H)* Y]
= O(polylog(N)) - [cZH + 721 + I*7% tr(27'H)*%],

where the second line comes from 7 < 1/(8 tr(HX)). As a result, we have

B 1
Varlance < W <IO k —+ N??Hk 100 s JCH> (k —+ N2772 Z)\ZQ) —+ N . <H0’£ + N2772Hk;ooa 02H>
i>k

+ % Lok + NHpoo, 721+ P2 tr(S7TH)’E) - (k+ N29? ) A7)
>k
1
+ Hy} + N2*Hp.oo, 21+ P72 tr(E7TH)2E). (B.6)

Note that the first line on the right hand side corresponds to the nonprivate variance and the re-
maining part corresponds to the error introduced by the private mechanism. Note that we have

72 < (Dogz }+1)2( 10g(1/5)+€) . When e goes to infinity, which means we do not have any privacy

guarantee, then the variance error reduces to the non- private one. In the following discussion, we
assume (3 = 1602 = O(1), tr(H) < p; and A\; < 1, where p; = ©(1), and we mainly focus on the
error introduced by the private mechanism, denoted by as it will dominate the non-private part (note
that H <I).

First, we consider the nonprivate part. According to (B.6), noting that £ is in the constant order, we
have

1 _
- (To.k + NnHy. 00, UgH> (k+ Nn QZ/\z N <H0:1£+N2772Hk100’ JgH>'
>k

variancen, S

2\3

(B.7)
Then we set k* = max{k : A\, > 1/(Nn)}, we have I, + N77H;€:OO < I and then

o2y
variance,, < % Str(H) - (k* 4+ N%p? Z M) 4 =5 - (k" 4 N%p? Z A2
i>k* i>k*
o2
S (BF NP YO,
i>k*

where we use the fact that 7y tr(H) < 1 in the last inequality.
In addition, according to (B.3)) and the assumption that |[wg — w*||2 < B, it holds that

B? 2(B? + Np\e=11B?%) [k~
bias < ———— + B2\ Nn? 22
RN T T TN () (N* "2 >

B> B
S+ — [+ N2 ) N2

i>k*
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<B—2+B—2 E N Y N (B.8)
NN’I7 NQn n (2 ) .

where the last line is due to the fact that \; < 1/(Nn) for all ¢ > k*.
Combining (B.7) and (B.8), we have

2 2 2
B> B
9¢ * 2,2 2 *
erty o (K + N2 YA +N77+N2n'(k +NnZAi> (B.9)
i>k* i>k*
B> (o} B
~ = k*+ N B.10
NnJr(N N2> ( i UZ; > 10

On the other hand, according to (B.6), we have

l2 2
variance, < TT : [17- [* 4+ Nntr(Hg.o0)] - (kz* + N?p? Z A?)
i>k*

+ [tr(Hy ;. ) + N°n? tr(Hy-, )]}
2y 2
< — N [U'(k*+NU2/\i> +Nn<k*+NnZ/\i>}, (B.11)
P>k i>k*

where the second inequality holds since tr(Hy,,.) = Zle A;' < N7 - k*. Further note that we
have assumed 7 < 1/ tr(H), thus

E* 4+ Np Yo A <NnZ)\ <N. (B.12)

i>k*

Therefore, becomes
variance,, < [*7%1 <k* + Nn Z )\i>.
i>k*
Combine the above result with (B.11)), we can get that

errp S erryp + variancep

o B of  B? 2 2
SNy +<N+N2n>'<k +NnZAi>+lTn'<k +an/\i>'

i>k* i>k*
Non-private error component Private error component
This completes the proof. O
B.3.2 PROOF OF COROLLARY [4.4]
Proof of Corollaryd4} If \; = i~", we can immediately get that k* = (N n)* and

" _ 1 1-r 1
K+ Nn Y A= (Ng)* +Nn-(Np)+ = (Np)r.
i>k*
Therefore, we can get
02 B? . B? 1
erry < (N +N2> (N + 2% - (Nn)7.

Note that we can choose the following step size

. _ 1 _A4+r  __2r
7 ~ min N 1+1'7N ST R ES TN
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we can get
ar, S (02 + B?) - N™T 4 (B + %) - (r2N) T,
Therefore, we have

~ . 2 .
err, = (’)(Nfﬁ + TTT%'Nfﬁ)

=o( 1+ () ™))
Note that 72 = 6(1 /€?). Therefore, to achive the nonprivate rate, we need to pay for the extra
privacy at the order of € = O ( Nzver ) )

If \; = e™*, we can get k* = log(Nn) and then

E*+ N0 > A = log(Nn) + Nu- (Nn) ™' = log(Nn).
i>k*
Then, the excess risk bound becomes
oz B2 B2
errp, < (Z\g + N277) -log(Nn) + N + 12721 - log(Nn)
o2 B2
R )
SN + N +°7T%n

Then we can choose the following step size

n= min{l7 (NT2)71/2}’

and obtain
1 _
erm, § -+ (TN) T2 = O<N1 (1 + (eQN)1/2)>,
where we use the fact that 72 = O(1/¢) in the last equality. This completes the proof. O

B.3.3 PROOF OF COROLLARY [4.3]

Proof of Corollary[d.3] In this case, we consider the following design of X:
¥ =M YXXT + ).

Then we first give the following two useful lemmas.

Lemma B.10. Under Assumption let denote k := ming{k : A1t M < A+ 7.0 A} and

set ¥ = M~1(\I + )NQET) for some positive constant A > 0, then with probability at least 1 —
exp(=Q(M)),

A A M
tr(SH) < (5. =i>k"d A
(o) 5 (R 3
i>k
Lemma B.11. LetH =} i /\iviviT be the eigen-decomposition of H, then for any PSD matrix A
that can be decomposed as A = >, 11;v; v, , we have with probability at least 1 —exp(—Q(M1/2)),

A
tr(AX) < i tr(A) + tr(AH).

By Lemma|[B.§] we have
G < O(polylog(N)) - [oZH + 7 tr(HE) - (Ip:x + NpHypioo) + 1277 tr(37'H)*X].
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Note that the design of the noise covariance matrix 3 does not affect the non-private error compo-
nent, we only need to consider the private error component. In particular, we have

variancep,
< 1272 9 2.2 2
SN ~tr(HX) - (97 - Toow + NHpoo, Toie + NnHpoo) - | B+ N7n Z)‘i
i>k
+ n- <Ha]1c + N2772Hk:ooa I():k + NnHkoc>:|
l2 2
+ TT ! tr(z_lH)Q : |:n ! <IO:k + NnHk:ooa 2> . (k + N2772 Z )\3> + <H07'11C + NQ’I’}QHk:oo, 2>:|
i>k
_Pr? 2 2,2 2 ’ -1 3,3 2
i>k i<k i>k
I
l27_2 B B
+ - w(ETH)? [rr (To:k + NHpo0, X) - (k + NPy A?) + (Hyp + N0 Hyoo, 2>} :
i>k
Iz

Regarding I;, we can again set k* = max{k : \y > 1/(Nn)}, then

2
L<n’ (k*+N77 > Ai) + N (k*+N77 > Ai) §Nn2<k*+Nv7 > A)
i>k* i>k* i>k*
where the second inequality is by @J} Regarding I, two quantities demand to be characterized:
(To:k + NHy.o0, ) and (H ; + N?1?Hy.00, ). Then by LemmalB.11} we have with probability
at least 1 — exp(—Q(M1/2)), it holds that
A

<IO:k + N77Hkoo7 2> ,S M tI‘(]:O:k + NnHkoo) + <IO:k + N”?Hk:oo, H>
_ A
M

-<k+NnZ/\i> +Y NN AL

i>k i<k i>k

Besides, we have

A
(Hyp, + N*0"Hpoo, 3) S 77 tr(Hyp + N0 Hieoo) + (o + N*n"Hpoo, H)
A
(N N e N Y
i<k i>k i>k
Then, letting A = % and setting k& = k*, using the fact that Nn)_,_,. A2 <
NDARe 41 ) i Ai = D ;5 p» Ai» We further get that
To + NHpioo, B) < L (k+n >N ) + tr(H)
. - -_— i Ir 5
0:k Nlg:.0o, ~ ]\]/]7 77i>k* % )
(Hy ) + N?pPHyoo, B) Sk +Np Y
i>k*
Therefore, we can finally get the following bound for /5,
1 2
LS (k: +Np > /\i) + (ntr(H) +1) - <k* +Np > Ai>.

P>k P>k
Applying the fact that < tr(H) and (B.12)), we have

LSE +Np> A\
i>k*
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Combining the results for I; and I», we can finally get the following upper bound for variancey,:
) . l2T2 B .
variance, < [27%n? - tr(HX) - (k + Nn Z )\l) + N Str(ZTTH)? (k: + N7y Z )\i>.
i>k* i>k*
Furthermore, by the assumption that A/ > N and using our choice A = M/(Nn) > 1/n > tr(H),
we can get the following by Lemma [B.10]

~ A+ tr(H) MM\; ~
2 2 *
(S H)§<k- 3 +§A S )gkﬂvnzxigk +N17§>k*)\i,
i>k i>k 2

where k := ming{k : Ap 1M < A3, Ai} and the last inequality holds since A; = 1/N1 for all
i€ [k*, E] (ori € [k, k*]). Besides, we also get the following by Lemma with probability at
least 1 — exp(—Q(M1/2)), it holds that tr(HX) < 1/(Nn) tr(H) + tr(H?) < tr(H?). Therefore,
we can finally get the following bound for variancey,:

3
1
: 2.2 | 2 2 * x
variance, < [“7° - [17 ~tr(H*) - (k —|—an )\Z-) +N . (k +N77.Z )\i> }
i>k* i>k*
Combining with the non-private error results in (B.9), we can finally obtain
err, S erryp + variancep

BQ 0—? B2
<4 (=L (K +N by
S (5 om) (v )

i>k*

Non-private error component

+ 1272 {nZ - tr(H?) - (k +Np Y /\i) + % ~ (k +Np Y A,;)S] .

i>k* i>k*

Private error component

B.3.4 PROOF OF COROLLARY [4.6]
Proof of Corollary[d.6] If \; = i~", we can immediately get k* = (Nn)+ and

* _ 1 1-r 1
K+ N0 Y X (Nn)™ + Ny« (Nng) = = (Ny).
P>k
Therefore, we can get
o2 B2 B2 1
¢ 1 2 2 2 2 1 1
errp, < (N+ NQ??) < (Nn)7 +m+l T {n <tr(H®) - (Nn)« +N . (Nn)ﬂ.

Then, assuming af, B2, 12, and tr(H?) are constants, we further obtain

L (Np)- 11 2
eI‘I‘pfsNin“r N +7'2' 772(N’I7)T+N(N7’])’“ .

Therefore, we can pick
1 2r 3 _or BN
7 ~ min {N_1+r,7'_r+3]\7_r+3,7-_1+3TN_1+3T }’
and obtain the following bound of errp,
erry S NTTH 4 (172N) 73 + (T_lN)_%
=0 (o o) T (i) )
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where we use the fact that 72 = O(e~2).

If \; = ¢, then we can get k* + Nn > i = log(N), then

i>k*

1 1
errpSm+T2' (772+N>

Picking the stepsize

1
n~ min{l,(NTz)_l/?’,sz},
T

applying the fact that 72 = O(e~2), we can then get

errp, < % + (77IN?)TYE (N2 = (5(]\7_1 (1 + (6_2N)‘}”)>.

O
B.4 PROOFS OF THEOREM B.3]
In this section, we provide the proof of Theorem [B.5]
Properties of the additive noises &;. Recall that we have
Wit =Wy — 1 XX Wi — Xy + & (B.13)

where & = vy — vy_1, v_1 = 0. According to Algorithm [3| we have that &; is a combination
of at most [log, ¢ 4 1] random Gaussian vectors, i.e., & = > ;o () ¥(k)zx, where K(t) is an
index set and KC(t) = {2971 20-1 4 2Q-2  2Q-1 4 9@Q=2 4 ... 4 20} when t = 29 with
Q € N. When t € (2971, 29), K(t) consists of at most ([log, t] + 1) terms staring from 29! to
t. (k) = max{¢y, ..., ¥}, and zx, ~ N(0,72%). The reason that we use the indexed zy, is that
&: and &; may have the same z,, and the index will help us in the analysis. In addition, consider &;
and &;, where j < t and j ¢ K(t), we have

E[¢;¢] =0, (B.14)
where the equality is due to the fact that only &, will depend on zj, where k € KC(t).

T

Bias-variance decomposition. According to and y; = x; w* + (;, we have

wipr — W= (T=nxx/ ) (W = W) + mxi G — nés.
Therefore, we can obtain
E[(Wip1 = W) (Wegr —w) ]
=E[(I- nxtx;r)(wt —w)(w, —w) T (I- nxtx:)] + an[Cfxtx;r]
—nE[(I—nxx/; )wi&'] —nE[&w] (T—nxx/] )] + °E[&€/ ],

where the first line on R.H.S. is the original bias-variance decomposition, and the second line on
R.H.S. is the extra variance error introduced by the random noise generated by the private mecha-
nism. We next consider the term E[(I — nx;x, )w:&/ |, we have

t

Wi = (= nxex )we + nxee + 1€ = D (ArAsor - Aj(nxi_1y5-1 +n€i-1)) + nXeve + 1,
j=1

where A; =1 — 77xtxtT . Therefore, we can obtain

t—1

Wit = (A1 Ao Ajxg g1 +1€5-1)) &0 nxe 1y 1€l + 1€l

=1
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According to (B-T4), E[¢;£, | # 0 when j € K(t) and |K(t)| = [logy t] + 1 = k(t). As a result,
we have

E[(I- nXtX;r)Wtﬁﬂ =E[nA, Z (Ai—1Ai—s- "Ajﬁj—l)ﬁg—] +E[77At£t71€t—r]
JEK(t)

E [nAtxtflymﬁﬂ .
Note that we have

.
E[UAtXt1yt1€tT]=E[77AtXt1yt1< Z Y(k Zk') =0,
k'ek(t)

where the last equality is due to the fact that {z;}!_; are zero mean and are independent of other
rvs. In addition, for j € KC(t), we have

53‘—15;:( > Wk Zk)( > Wik Zk')T7

kek(j—1) k' ek (t)
Therefore, we can obtain

W (k k)( > ¢(k’)zz«)T]

ex(i—1) ke (t)

bk z], + S w(k zkz;)}

<me)€(; 1,t) k#ks

> vlnma)]

k1€K(j—1,t)

E[A A 1Ay oA 18] = Atj(
k
Atj
= E[Atj

—r2 Y E[(k)?A T,

k1€K(j—1,t)
where Ay.; = A+~ A, K(j — 1,t) = K(j — 1) N K(t), and the third and last lines are due to the
fact that {z; }!_, are independent of {¢;}!_, and {A;}!_,. Therefore, we can get
EnAr > (AraArs-A5 )8 = > Y nrEg(k)’ AT
JEK(t) JEK(t) kieK(j—1,t)

Following the same proof, we can obtain that

ElnA&&[]= Y nTE[(k)’A3) (B.15)

k1€X(t—1,t)

Thus, we have

— B [(T = nxex] )wi€) | — nE[&w] (T—nxix/ )]
-y Y (]E[w(kl)QAt:jE} n E[¢(k1)2EAj:t])
JEK(t) k1eK(i—1,t)
<PT?k(N) > E[AA 1 A;TA; - Ay Ay
JEK(t)
+n°TE[¢(t)]k(N) .
As a result, we can obtain
E[(Wis1 — W) (Wigr — w*) ]
< E[(I—nxex) ) (we — w*)(wy — w*) T (IT—nxix, )] + n°E[(Pxix] ]
P ?R(N) ST E[Ar-- A A, - Ag] + 2R (B[ + (1) ]k(N)S,

JEK(t)
(B.16)

where the upper bound of n*E [£,£,' | is due to the similar proof from (B-T3).

Now the remaining proof can be conducted based on the following lemma.
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Lemma B.12. If the stepsize satisfies < 1/(48tr(H)log V), then let S(t) be a set of iterate
indices that satisfy j < ¢t Vj € S(t), we have

Z ]E[At---AjEAj---At} < [ Z (I_n%)thrl} o3

jeS(t) JES(2)
+O0mAIS(H)) - tr(HS) - (1— (1 —H)Y).

Proof of Theorem|B.3] According to Lemma and use the fact that |IC(¢)| = O(logy N), k(t) <
k(N) = O(logy N), we can obtain the following by (B-16): for all t < N

E[(Wip1 — W) (w1 —w) ']
= E[(I — nxtx:)(wt —w)(wy — w*)T(I — nxtx;r)] +n’E [Cfxtx:]
+ PR + () ])k(N)Z
+ O(n*r?log, N) - { [ Z (T - n%)t—m] 0¥+ O0(nBlogy N) - tr(HE) - (I— (I—nH)"Y) }
JES(1)

where S(t) is a set of iterate indices satisfying |S(¢)| = O(log, N). Then accordingly, we have the
new bias-variance decomposition: considering the bias and variance-covariance matrices B; and C;
that satisfy E[(w; — w*)(w; — w*) | = B; 4 C;, we have

By =E[(I- nx:x; ) By (I — nxtxtT)], By = (wo — w*)(wg —w*) ",

and
Ciy1 =< ]E[(I — nxtxtT)Ct (I — nxtxtT)] +n’E [Cfxtxﬂ + n2T2(E[1/)(t)2 + 1/1(15)4} VE(N)X
+ 772D
Cop=0,
where

D = O(7”log, N){ [ Y - n’f)t—”l} 0¥+ O(nBlogy N) - tr(HX) - (I— (I—nH)") }
TES(L)

This completes the proof. O

B.5 PROOFS OF ADDITIONAL LEMMAS

B.5.1 PROOF OF LEMMA[2.6]

Proof of Lemma[2.6] By the definition of Rényi divergence, we have
Da (N (0, )| [N (1, %)

[~ (azZTz+ (a —1)(z — p) ' =T (z — ) /2]

1 1
=——71Io / ———— - eXx
a—1""% e Jamrm 7

! cexp[—(z2'ETz+2(1 —ap' Bz + (a - D)p'2w)) /2]

1
= log |
a—1 "% Jeu RO

= L lox e (o~ B2}

«
= 2 el

B.5.2 PROOF OF LEMMA|B.2

Proof of Lemma[B.2} For Bounded norm, we use the following lemma.
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Lemma B.13. Suppose z is a zero mean, sub-Gaussian random vector with sub-Gaussian norm o .
Let B be an m x n matrix, then for any ¢ > 0, we have

ct
B(|Bzll? > 02| B|% +1) < exp (— )
(IBzl; Pt 2BI2

where c is an absolute constant.

According to Lemma|B.13| we can choose B = X ~2H?z and ¢ = 02||B||2 log(1/£), we can obtain
that with probability at least 1 — ¢/ 8

=~ %x|); < 202 t2(2~"H) log(1/8),
where ¢/ > B¢71.
For Bounded product, using Markov inequality, we have

P((x,v)* >t%) = ]P’((z,H%v>2 > t?)
(z,9)2 £2
— ]p(e o2E(z,v)2 > eagmz,v)?)
42 (z,9)2
S e o2E(z,v)2 | E(e”ng"”(")

2
S 2¢e 02E(z,v)2 ,

where v = Hzv and the last inequality is due to Assumption By choosing 12 =
02E(z,v)?log(1//), we can derive the result.

For Bounded noise, according to Assumption we can directly prove it by the definition of sub-
Gaussian random variable with v3 = Ug.

O

B.5.3 PROOF OF LEMMA

Proof of Lemma[B.3] Therefore, we propose to estimate the upper bound of ||w; — w*||%, + ag
at each iteration. To this end, we can use: (1) public data to estimate it; or (2) The (eg, dp)-DP
algorithm, i.e., the stability-based histogram (Bun et al.| 2016} Karwa & Vadhan, 2017 [Liu et al.,
2023)), on half of the data to estimate it. Here e = €/41/T log(1/do) and 69 = §/(2T") (due to the
composition rule, we need to make sure each iteration our method is private, and by composition,
we have for T iteration, our method is (¢, §)-DP). For both of the methods, the key idea is to make
use of

For option 1, we have {(X;,¥;)}7, is public dataset. Recall that we have {r;}"; with r; = (y; —
(wy,%;))?. Thus, we have

= 512 + Qé(w* — wt)T§i + (i:(w* — Wt))Q.

In addition, by Bernstein’s inequality, we have

m

1 ~
DW= [ = willy| < Gl = wilf
i=1

1 o=~
’mZQ‘QUg < Cyo,
i=1

I &A=, .
3w~ w) < Caelw® — il
i=1
where C, Cs, C3 are much less than 1 due to large number of m > O(log N). Then, by triangle
inequality, we have

1 m
o I —wils =)

< Cu(w* = wellzy + 7)), (B.17)
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where Cy < 1/2 given m > O(log N). Thus, if we have public data, we can use 2" | ;/m to
estimate the upper bound of [|w* — w||3; + 0Z.

For option 2, we have {(X;, ;) }i~, is a private dataset. Recall that we split the data {r;}, with
= (y; — (wy,X;))? into 7 subsets of equal size, each with |S;| = m data for j € [n]. Accordmg

to (Karwa & Vadhan, 2017), if 5 < 1/n, and we have

we can obtain
P(|rk — 7%l = B) < o
Therefore, if m is large enough, i.e., m > O(log N), according to (B.17), we have
|7 — (IIW* = wellfg + 02)[ < Ca(lw" — wellfx + o).

Thus, if we choose Cy < 1/4 (by having large enough m), we can show that all 7’s lie in two
consecutive bins. According to the private algorithm, we can see that all 7;’s lie in the same two
consecutive bins. Let [l1,[3] be the nonempty bins containing the most 7;’s. We can ensure that
21y > ||w* —wy||f;+0¢. Therefore, we can use 2l; to estimate the upper bound of || w* —w||3;+07Z.
In this case, we require

n>§10 1 216—'2]\[10g(2/5)log 8N and m > O(log N),
€ sa €f da

where we plugging € = ¢/+/8N log(2/0) and § = §/(2N). O

B.5.4 PROOF OF LEMMA

We first provide the following useful lemma.
Lemma B.14. Under Assumption[2.1] for every A = 0, let 8 = 1602, it holds that

—~ . 4 Btr(A)
— A < A< — " H<Btr(A)H
(M=M)oT 'oA=2MoT "o 2 () = ptr(A)
Proof. 1t can be shown by the same methods as in (Zou et al.,|2021b; Jain et al., 2017bjal). O

Proof of Lemma|B.7} Based on the update rule of C;, we can further obtain

N-1
Cy=n>) (Z-nT) oGy.
t=0

Then, it is clear that if n < 1/A;, we have Z — 1T is a PSD mapping so that
Cop=<Cy1 = =2Cp.

Then denote G as an union upper bound on Gy, . . ., G y_1, then due to the fact that (Z — n7) is a
PSD mapping, we further have
N-1
Cyn=2* Y (T-nT)oG=n-T 'o(T-(ZT-nT)")oG
t=0

Note that T — 7, Z — 77’? and Z — nT is a PSD mapping, we have
(Z-nT)N oG (T —gT)¥ o (T-0T)oG =2 (T—nT)V
Then using the fact that 7! is a PSD mapping, we further thave
Cy=n-T ' o(T—(Z-nT))o
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Then we can apply Lemma[B.T4] and obtain
(M—M)oCy = (M-M)oT o~ (Z-9T)¥)oG

Bn .
Sy P (@Y eG) H

Bn
jTtr(ﬂ)‘<I—(I—77H)N,G.>.H.

Then, given the above rough bound on C y, we can further obtain a refined version as follows:
Ct+1 = (I—T]%)Oct‘f'??Q : (M _M)Oct+n2Gt
<(Z-nT)oCi+n*- (M —M)oCy +n°G.
Then, it follows that

N-1 N-1
Cy=n* Y -V oM -M)oCy+7*- > (T—yT)V oG
t=0 t=0
B N-1 N-1
P I (I-= I N 1-t H T — N 1-t xel
X Ty nT) oH+n*- Y (T-1T)
t=0 t=0
Bn? N -
=— I-I-7H)",G)- (I-(I- H (T -
T e L A DYG) (1= (T v 2 (T
This completes the proof.
O
B.5.5 PROOF OF LEMMA B.§]
Proof of Lemma|[B.8] By Lemma[B.6| we have
| NoiN
- _ Y=t
Varlancefmzz (I-yH)"'H, C;)
=0 k=t
N—
,’,IHN —t Ct>
1 N-1
< NT<I_ I—nH)", Cy)
t=0

< . N

where the first inequality is due to the fact that C; <X Cy for all t < N (see Lemma . Then
applying Lemma[B.7] we have
1

variance < N I—(I-nH)Y,Cp)
< 2000 (1 )Y, G) - (1 (L)Y X (1= yH)Y)
N-1
+%'<I—(I—7IH)Na (Z-nT)'°G)
t=0
= B ()Y G) (L ()Y T (L gE)Y)
N-1
% ;I nT) o (I—(I—nH)N),G)
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< 2’% (I— (I—UH)N’G> (I— (I_nH)N,I—(I—nH)N>
" % (- - E)Y) HLG), (B.18)

Further by Theorem[B.3] we can get for any ¢t < N,

G 2 oH+ O(E[1(t)* + ¢(t)*"] 7% log, N) X
+ O(7%log, N){ [ Z (T - n’?)f—”l] o+ O0(nBlogy N) - tr(HE) - (I— (I - nH)") }
TEK(t)

Noting that ) (t) < ¢(N) forallt < N and (Z—nT)oA < A for any PSD matrix A that commutes
with H. Therefore, we can further get that

(A,G) S0 (A H) + 723 (logy N)?n - tr(HE) - (A, (I- (I—nH)V))
+ (E[Y(N)*+o(N)*] +1) - 7°-logy N - (A, %),

where A can be any PSD matrix that commutes with H. Moreover, noting that for any = € (0,1/7),
we have 1 — (1 — na)Y < min{1, Nnz}, then

I—(I-nH)Y 2 Iop + NyHpoo
for any k > 0. Therefore, we can define a new matrix as follows:
G =0 -H+ 78 (logy N)*ntr(HE) - (Lo + NHy.o0)
+ (E[p(N)* +9(N)*] +1) - 7% - logy N - 2.
Therefore, putting the above results into (B.18)), we obtain

_ 1 _
variance < % (Lo + NnHpoo, G) - (k + N?n° Z A7)+ N (H} + N*’Hj.0, G).
i>k

This completes the proof. O

B.5.6 PROOF OF LEMMAW

The following lemma is useful in the subsequent proof.

Lemma B.15 (Lemma C.4 in Wu et al. (Wu et all 2022)). For a sequence of PSD matrices
{M,}+=o...v that satisfy M, = (Z — 7)o M;_; and M = X, then if n < 1/(48 tr(H) log N),
it holds that for any ¢ € [0, N]

1

IO:k + Hk:007 2>7
where k € [N] can be arbitrarily chosen.

Proof of Lemma Note that X is independent of A4, ..., A, therefore when taking the expec-
tation of over A4, ..., A, then can be treated equally. In particular, for any ¢ and j, we have

E[A; - AjZTA; - Ay = (Z—nT) T o X
Then define My = (Z — n7)® o X and M = X, we can get the following:
M. 1= (Z—nT)oM, = (Z—nT)oM,+ fn*- tr(HM,) - H. (B.19)
Then by Lemma|[B.15]and set £ = 0, we can immediately obtain that
tr(HM,) < 4 - tr(HX).
Plugging the above inequality into (B:19), we have
M, < (Z—nT) oM, 1 +4pn*  tr(HX) - H
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w
|
—

= (Z-nT) oS +48n? tr(HX)-S (T -nT) o H

T

=

S (Z-nT)oX+48n° - tr(HX)- S (Z—nT) oH

< (Z—nT) oS +4pn tr(HE) - (I (I - yH)Y)

[}

Then, it suffices to prove the upper bound for ) jes(t) M;_;+1. In particular, applying the above
result leads to

ST M= Y @ —qT) o B+ 48y tr(HS) - (I (- nEH)N) - [S(1)]
JjES(t) JES(t)

< [ Y- nﬂt-jﬂ 0 2+ OWBIS()) - tr(HE) - (I - (1 - yE)Y).
JES(t)

This completes the proof.

B.5.7 PROOF OF LEMMAW

Proof of Lemma[B10} Note that ¥ = M~'(A\I + XX ), by the Woodbury identity (Golub &
Van Loan, 2013), we have

AL+ XX = AT - A2XT+ A XTX) !XT
Therefore, we can further obtain
tr(STH) = M - tr VTH - AT2HX(T+ 271X TX) 71X
= M- A"Her(H) - MA 2 (XTHX (I + 271X TX) 7). (B.20)

Then by Assumption let H=)", )\iviviT , where \; and v; denote the i-th largest eigenvalue

of H and its corresponding eigenvector, we can further define z, = )~(Tvi / /\;/ 2 € RM, Then Z;’s
will be independent o ,-subGaussian random vectors and the following identities hold:
XX = Z \iziz, XTHX = Z )\fziz;.

)

Then, we can further obtain that

-1
tr ()NCTHX(I + xlfﬁi)*l) =tr (<Z )\fziz:) <I + A7t Z /\izizj) )
-1
= Z /\12 . ziT <I + 27! Z /\izizj> Z;.

By This further implies that

-1
tr(ZTH) = M - </\‘1 DN=ATY Az (1 FATY /\iziziT> zi>
—1
=M > {)\i A2 (I ATy )\iziz;-r> z} (B.21)

By }Slherman—Morrison formula, denote A = T+ A7" Y2, Niziz, and A ; =T+ A1 Y0 \jziz],
we have

~1 —1y A-1, T A-1
AT NAT 7z AT
T -1 T T A1 i %i% A
z; (I+ X NiZiZ; z; =2; | AZ;, — = Z
( Z ) < L R AlAiz,TA_}zi)
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AN (27 A7 lz,)”
L+ ANzl A}z
ziTA:}zi

T 1Az ATl

L T A1
=z; AZ;z; —

Moreover, we have
-1 —14y2, T A—1
AN A\cz) ATz,
A= AN 2T (T4 Nzgz, | ozi= N\ — e el S A
¢ Z ’ L+ A 1\z A}z
14 ANz ATl

Putting the above results into (B.21)) leads to

A A
tr(STH :Mxl-E: i :M'Z i .
H(3H) 1+ A hz A1z, Mt Azl Az,

g g

We then provide the following lemma that is adapted from the proof of Lemma 7 in Tsigler &
Bartlett (2020).

Lemma B.16. Under Assumption denote % := ming{k : Agr 1M <A+ 7,0, A}, then with
probability at least 1 — exp(—£2(n)), it holds that
AM

TA-1
z; AZ;2; > C  ———,
) )\+Zj>’,5)\j

where C'is an absolute positive constant.

Based on the above lemma, we can obtain

A s

tr(EH)=M-) —— 2 < M- i
H ) Z )\—&—)\iziTA:}zi - Z A+C- M—%dj%
! v >k N

Note that \;M > \ + Zj>E Aj forall i < %, then we have

A+ A \; ~ AED T A M

)< ' M. j>k 2 M\ o (7 j>k 2 i

w(STH) < ' M (EA > +§AA> C (k + .
i<k >k

This completes the proof. O

B.5.8 PROOF OF LEMMA [B.11]
Proof of Lemma[B.T1} Recall that ¥ = M~ (AL + XXT), we have
A 1 S S
tr(AZ) = - tr(A) + tr(XTAX).

M
Similar to the proof of Lemma , defining z; = Xv;/ )\}/ %, we can get
tr(XTAX) = tr (Z AiuiziziT> => X - |1zil3- (B.22)

Then noting that z; is a sub-Gaussian random vector with identity covariance matrix, we can further
get that with probability at 1 — exp(—Q(M1/2)),

tr(XTAX) < C- MY Np; = C - M tr(AH), (B.23)
for some absolute constant C' > 1. Putting (B.23) into (B.22), we obtain
A
tr(AXY) < C- (M tr(A) + tr(AH)).

This completes the proof.
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