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ABSTRACT

The hard-thresholding gradient descent approach is a primary method for solving
{y-constrained optimization problems to achieve sparsity. In the black-box setting,
where only function outputs are accessible, recent work has introduced stochas-
tic and variance-reduced zeroth-order hard-thresholding algorithms to establish
both algorithmic and theoretical feasibility, specifically addressing the inherent
conflict between zeroth-order and hard-thresholding. However, in practice, func-
tion outputs often contain noise, which exacerbates their conflict and undermines
the robustness of these algorithms’ guarantees. In this work, we investigate the
performance for noisy zeroth-order hard-thresholding algorithms, providing con-
vergence analysis for its stochastic version. Furthermore, we theoretically demon-
strate the zeroth-order hard-thresholding variance reduction algorithms leveraging
historical gradients inherently lowers the tolerable noise upper bound. Contrary to
usual presumptions, our findings reveal that variance reduction techniques fail to
enhance performance in this setting and even lead to worse feasibility compared
to simpler methods without such techniques. These theoretical insights are vali-
dated through experiments on a sparse regression problem, black-box adversarial
attacks, and biological gene expression.

1 INTRODUCTION

The ¢y constraint plays a pivotal role in machine learning by promoting sparsity, making it a power-
ful tool for tackling high-dimensional problems. This approach not only mitigates the risk of overfit-
ting, thus enabling consistent and reliable statistical estimation|Negahban et al.|(2009); Biihlmann &
Van De Geer| (201 1)); Raskutti et al.|(2011), but also enhances the interpretability and learnability of
models |Yuan & Li/ (2021). In this paper, we consider a typical scenario in machine learning where
the objective function is decomposed over samples, which leads to the following ¢y-constrained
optimization problem:

1 n
min F(z) = — i( s.t. ||zl|lo < k. 1
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where F(z) : R? — R is a smooth and non-strongly convex loss function, and ||z||o denotes the
number of nonzero entries in x. This problem presents substantial challenges arising from the non-
convexity and discrete nature of the ¢y constraint, which render the corresponding optimization tasks
particularly difficult to handle in practice.

When the ¢, constraint is imposed, the resulting optimization problem becomes NP-hard. A widely
adopted technique for addressing such problems is the hard-thresholding gradient descent. [Jain et al.
(2014) first introduced the full gradient form of hard-thresholding in the Iterative Hard-Thresholding
(IHT) algorithm. In the ¢-th iteration, IHT updates the solution as: z*t! = H; (2! — nV.F(a?!)).
Where the hard-thresholding operator 7, retains the largest k entries while setting the rest to zero.
Furthermore, |Yuan et al.{(2018) and |Shen & Li|(2018) have proven that the result () is the best
k-sparse approximation to x in terms of any ¢, norm (p > 1). And unlike other operators, such as
the soft-thresholding operator, the hard-thresholding operator has been shown to exhibit expansivity
properties |L1 et al.| (2016).

Specifically, |Shen & Li| (2018) and |Li et al.| (2016) individually established a bound for the hard-
thresholding operator. Building on these developments, Nguyen et al.| (2017)) extended IHT to its
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stochastic gradient descent variant, termed StolHT, introducing stochasticity to improve scalability
and reduce the reliance on full-batch gradient computations. Meanwhile, |Li et al.| (2016)) incorpo-
rated a variance reduction technique into the framework to propose SVR-GHT, further enhancing
the convergence rate and improving the performance in solving real-world problems. Collectively,
these methods leverage first-order gradients to efficiently navigate the optimization landscape while
adhering to sparsity constraints.

However, in many real-world scenarios, computing the true gradient is challenging, particularly
in black-box problems where only input-output relationships are observable Nesterov & Spokoiny
(2017). To address these challenges, zeroth-order (ZO) methods have emerged as a promising alter-
native, enabling gradient-free optimization through finite difference approximations [Brent| (2013).
These methods have proven to be effective in tackling black-box optimization problems Nesterov &
Spokoiny| (2017). Furthermore, many ZO algorithms have recently been developed and analyzed,
including ZO-SVRG [Liu et al.| (2018), ZSCG Balasubramanian & Ghadimi| (2018)).

In particular, |[de Vazelhes et al.| (2022) pioneered the integration of ZO optimization with hard-
thresholding, culminating in the development of the Stochastic Zeroth-Order Hard-Thresholding
(SZOHT) algorithm. This algorithm was explicitly designed to handle sparsity constraints in
gradient-free optimization. However, their theoretical analysis identified a critical limitation related
to the number of random directions ¢ used in the estimation of the ZO gradient, resulting from an
inherent trade-off between the error of the estimation of the ZO gradient and the expansivity of the
hard-thresholding operator. This limitation considerably hinders the practical applicability of the al-
gorithm. To overcome this challenge, |Yuan et al.|(2024) introduced the SVRG version (VR-SZHT)
and p-Memorization Stochastic Zeroth-order Hard-Thresholding (pM-SZHT) algorithms, leverag-
ing variance reduction techniques. This novel approach alleviates the constraints on ZO gradient
steps and mitigates the aforementioned conflict, thereby enhancing convergence rates and expand-
ing the algorithm’s range of applications.

Although the above zeroth-order hard-thresholding methods usually work well, their effectiveness
in noisy settings of problem equation [I] still remains largely unexplored. Noise frequently arises in
practical scenarios, such as stochastic function evaluations or adversarial perturbations. Risteski &
Lil (2016) has analyzed the convergence accuracy, the information-theoretic lower bound, and the
algorithmic upper bound of generalized noisy zeroth-order convex optimization. Then [Beznosikov
et al.| (2020) mixed the zeroth-order stochastic oracle and the first-order oracle to solve the noisy
composite optimization problem. (Gasnikov et al.| (2024) generalize these results to the case where a
zeroth-order oracle returns a function value at a point with some adversarial noise. However, whether
these results remain consistent under the ¢, constraint is an open question that requires further in-
vestigation. In such settings, the interplay between noise and the zeroth-order hard-thresholding
algorithms poses unique challenges, demanding a deeper theoretical and empirical investigation.

In this work, we investigate the performance for noisy zeroth-order hard-thresholding algorithms,
including stochastic and variance reduction variants. According to problem equation [T|under noise
consideration, our objective function for each component is defined as

filz) = E[fea()], st zlo <k
First, we provide the convergence and complexity analysis of SZOHT relying solely on noise
bound condition Risteski & Li| (2016); |Beznosikov et al.| (2020) under the standard assumptions
of sparse learning, which are restricted strong smoothness (RSS), and restricted strong convexity
(RSC) Nguyen et al.[(2017);Shen & Li(2018). Then we combine the variance reduction technique
with this setting. We propose a new gradient expression to cover zeroth-order stochastic and some
common variance reduction algorithms, theoretically demonstrating that any unbiased zeroth-order
hard-thresholding variance reduction algorithms with neighbor gradients inherently lowers the tol-
erable noise upper bound. Contrary to common results, our findings reveal that variance reduction
techniques fail to enhance performance in this setting and even lead to worse feasibility compared to
simpler methods without such techniques. These theoretical insights are validated through experi-
ments on a sparse regression problem, black-box adversarial attack, and biological gene expression.

Our contributions can be summarized as follows:
* We extend the stochastic zeroth-order hard-thresholding algorithm to noisy environments

and provide a convergence analysis under standard assumptions, along with a necessary
condition for validity.
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* We also incorporate variance reduction techniques, including the commonly used algo-
rithms, and provide theoretical analysis of their zeroth-order hard-thresholding variants.

* Qur theory reveals that variance reduction hurts the performance of noisy zeroth-order
hard-thresholding algorithms, and these theoretical results are validated through multiple
experiments.

2 PRELIMINARIES

2.1 ZEROTH-ORDER ESTIMATOR

As described in [Liu et al.|(2020), |de Vazelhes et al.|(2022)) and [Yuan et al.| (2024), our zeroth-order
gradient estimator is described below:

S fesle) = g ) feilw + pu;) — ff,z‘(ﬂf)uj. )

12

j=1
where each random direction u; is a d-dimensional unit vector sampled uniformly from the set

{ue R*: |lullo < s2,|lul| =1}, q is the number of random unit vectors u;, and 4 is a small con-
stant.

If so = d, it turns to the randomized vector-wise gradient estimation like [Duchi et al.| (2015 and
Nesterov & Spokoiny| (2017). If 1 < s9 < d, it turns to the generalized coordinate-wise gradient
estimation like |Lian et al.| (2016).

2.2 HARD-THRESHOLDING OPERATOR

The hard-thresholding operator Hy () is a non-linear function that preserves the k largest-magnitude
components of a vector x € R™ while setting all other components to zero.

Z; |z;| is among the k-th largest values in x

), = {

As a simple parameter £, sparsity operation for taking top-k, hard-thresholding shows its expansiv-
ity. That is, for any k-sparse vector ¢ and an arbitrary d-dimension vector b, we have:

[He(®) —all < Mb—all, > 1. 3)

In earlier studies, a broadly used bound in the literature is A = 2. Then|Shen & Li/(2018) and|Li et al.
(2016) narrowed down this boundary to A < 2, but A still not less than 1. Due to this property, the
above inequality means that if a is a feasible solution to the sparse problem, b may not necessarily
be closer to a after the hard-thresholding operation. Although iterative gradient hard-thresholding
can recover ||zt — 2*|| < N|2'~! — 2*|| + Err(z*) satisfying A’ < 1|Yuan et al.| (2018), it doesn’t
always hold in zeroth-order gradient estimation de Vazelhes et al.|(2022).

otherwise

2.3 ASSUMPTIONS

Assumption 1. (Noise bound)Risteski & Li|(2016)); |Beznosikov et al.|(2020); \Lobanov et al.|(2025);
Gasnikov et al.|(2024)) For any noisy function f¢ ;(x) = fi(x) +&(z), there exists a constant A > 0
such that for any x

[fei(@) — fi(x)] = [§(2)] < A. )
This assumption primarily presupposes a deterministic relationship between the noise-affected func-
tion f¢ and the true function f, whereas in reality, the observed discrepancy can stem from multiple
sources including sampling errors, stochastic variations in the output, inherent noise within training
datasets, and even deliberate adversarial perturbations.
Assumption 2. (Restricted Strongly Convex, (ms, s)-RSC)|\Nguyen et al.|(2017), Shen & Li|(2018);
de Vazelhes et al.| (2022); |Yuan et al.|(2024) A differentiable function F is ms-restricted strongly
convex at sparsity level s if there exists a generic constant ms > 0 such that for any x,y € R% with
lz —yllo < s,we have:

Fly) 2 Fla) + (VF(@)y - a) + "y - > 5)
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Assumption 3. (Restricted Strongly Smooth, (Ls, s)-RSS)|Nguyen et al.|(2017), \Shen & Li (2018);
de Vazelhes et al.| (2022); |Yuan et al.| (2024) For any i € [n|, f; is restricted Ls-strongly smooth
at sparsity level s if there exists a generic constant L, > 0 such that for any z,y € R with
lz —yllo < s, we have:

L,
fi(y) Sfi($)+<vfi($)ay—x>+7||3/—33||2- (6)
This assumption implies the following formula to the follows by exchanging x and y:
IV fi(z) = Vi)l < Lsllz = yl|. @)

3 SZOHT

In this section, we will introduce Stochastic Zeroth-Order Hard-Thresholding (SZOHT) algorithm
and give the error bounds of the gradient estimator under noise consideration. Based on the er-
ror bounds of the gradient estimator under noise consideration, we provide the convergence and
complexity analysis of SZOHT relying solely on noise bound condition under the standard assump-
tions of sparse learning, which are restricted strongly smooth (RSS), and restricted strongly convex
(RSC).

3.1 ALGORITHM

To solve black-box sparsity problem, |de Vazelhes et al.|(2022) proposed SZOHT algorithm, the first
zeroth-order sparsity constrained algorithm without assuming any gradient sparsity. They pointed
out the conflict between zeroth-order estimation and the expansivity of hard-thresholding operator.
This conflict may be exacerbated by the inaccuracy of gradient estimation caused by noise. Now we
give the full description of SZOHT under noise consideration as Algorithm I}

Algorithm 1 Stochastic Zeroth-Order Hard-Thresholding (SZOHT) under noise consideration

Initialization: Learning rate 7, maximum number of iterations 7", number of random directions
q, initial point 2°, sparsity level k.
Output: 7.
forr=1,...,T do
Randomly sample ;
Compute V fe ;(z"~1);
3T = CCT_l _ n@f&i(xr—l);
" = Hi(z");
end for

3.2 ERROR BOUNDS OF GRADIENT ESTIMATOR UNDER NOISE CONSIDERATION
Now we give the error bounds on the zeroth-order gradient estimator under noise consideration that
will be useful in the convergence analysis proof.

Proposition 1. For any support F' € [d] with |F| = s, assuming that each f; satisfies (L, s)-RSS,

for the ZO estimator in , with q random directions, and random supports of size so. For Vr fei(z),
we have:

. A
(@) IEuVE fei(z) = Ve fi(@)|® < (Lop + 2;)28d7

(0) Eul[Vefei(@)|? < 1+ A)er|IVEfi@)|? + erel|Vpe fi(@)]* + eabsti?)

1 A2
AL s
) 2sd(s2 — 1) 2d (s=1)(s2—1)
th cC = ———(—F———_" = 2
we cF q(sa+2)(d—1)’ cF q(82—|—2)( d—1 +3)+2,
2dL? -1 -1
Care = 22 ;‘982((5 D02 =1 4y 4 22ea, ®)
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From the above inequality, we can see that the noise increases the bias of the gradient estimation,
which makes the convergence condition of SZOHT more stringent. From the following analysis, it
can be seen that the convergence of SZOHT requires a higher value of g under noise consideration.
Remark 1. In typical hard-thresholding algorithms, we always focus on limited dimensions support
set F', because it is meaningless to focus on other dimensions that are always set to 0.

3.3 CONVERGENCE ANALYSIS

Then we give a convergence analysis result below.

Theorem 1. Suppose ||z*||o < k*, F(x) satisfies (ms, s)-RSC, the functions { f;(x)}_, satisfies
(Ls, s)-RSS with s = 2k + k*, and the noisy functions {fe ;(x)}7_, satisfy Assumption |l When
7= and d;k* >k > p?k* /(1 — p?)2. Run SZOHT at r-th iteration, we have:

Aa Ab Ac A

1= GATA)rTT)

Eullz" — 2% < (\p)"||2° — z* ) C—. 9
o ="l < O lle® =o'l + 7258+ Tt T ©
where § = ||V F(2%)]|oo, p? = 1— m, A represents the inherent expansion coefficent
to the hard-thresholding, and a = O(,/ %), b= 0(,/ %), c= O(ﬁ) denote the coefficients of

different system errors.

Corollary 1. (Some necessary condition on q). Assume d_Qk'* >k > p*k* /(1 — p?)?, in order to

ensure that \p < 1, we need the following necessary (but not sufficient) condition on q:

Case s > 1:
16(1 + A)dnz(SQ — k> 1 1 3 d-1
min — 2 —14+2 —1 — P ——
1 -1 s ltfealea-D+g-gn 4 onmn 1)
(10)
Case so = 1:
8(1+ A)k?d L
dmin = Q with k= —L,EA &= (9 +4A)KJ2 (11)
E+1 ms

Remark 2. Theorem [1| and Corollary |I| present convergence results for the parameter and a con-
vergence condition when the algorithm is extended to noisy settings. The former contains a linear
convergence term Ap and system errors from hard-thresholding, zeroth-order gradient estimation,
and noise. Significantly, the coefficient c of the last term caused by noise will never vanish, even
with a large q. The latter reveals the requirement of hard-thresholding for gradient estimation, that
is, the larger the noise A, the more query times are needed. All of these results are transformed into
de Vazelhes et al|(2022)’s if A = 0. They show that SZOHT degrades under noise consideration,
but is still effective.

4  VARIANCE REDUCTION ALGORITHMS

Compared to its full gradient counterpart, SZOHT exhibits a relatively low sublinear convergence
rate, as it is a variant of SGD, primarily due to the variance in stochastic gradients introduced by
random sampling |Gu et al.| (2020). Additionally, ZO gradient estimates estimates exacerbate this
issue by introducing high variance Liu et al.|(2018)). To address these challenges, various variance
reduction techniques have been developed and analyzed in recent years, including SVRG Johnson
& Zhang| (2013), SAGA |Defazio et al.|(2014) and g-memorization |[Hofmann et al.|(2015). Building
on these advancements, Yuan et al.[(2024) proposed VR-SZHT and pM-SZHT extending SZOHT
with variance reduction techniques derived from SVRG and g-memorization.

In this section, we use the a--unbiased gradient estimation § = V fe () — a(V fe.i(¢) —EV fe.i(0))
for iteration (where ¢, means historical parameters before ¢-th iteration) to enable a comparison of
SZOHT, VR-SZHT, and pM-SZHT within the same analytical framework. This ensures that when
a = 0, the algorithm becomes SZOHT, and when o = 1, the algorithm becomes VR-SZHT and
pM-SZHT. To distinguish them from previous algorithms, we refer to them as a-VR-SZHT and
a-pM-SZHT.
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4.1 «-VR-SZHT

a-VR-SZHT is the zeroth-order hard-thresholding variant of SVRG, a widely-used variance reduc-
tion technique designed to accelerate gradient-based optimization algorithms. Similarly to SVRG,
a-VR-SZHT employs an outer loop and an inner loop structure. In each outer iteration, the algo-
rithm computes a full gradient to serve as a variance-reducing reference, while each inner iteration
executes an iteration involving stochastic updates followed by a hard-thresholding operation to pro-
mote sparsity. The complete procedure for a-VR-SZHT is detailed in Algorithm 2]

Algorithm 2 «-unbiased Variance Reduced Stochastic Zeroth-Order Hard-Thresholding(c-VR-
SZHT) under noise consideration

Initialization: Learning rate n, maximum number of iterations 7', update frequency m, number
of random directions g, initial point 2°, sparsity level k.

Output: z7.

forr=1,...,T do

0) _ ,.r—1.

fort=0,....m—1 do
Randomly sample i, € {1,...,n};
Compute V fe i, (1)), V fe i, (a(©);
99 = Ve (z9) — a(Vfei. () — fo);
20 =z —pg®);
) = 34, (20);

end for

" =M,

end for

Theorem 2. Suppose ||z*||o < k*, F(x) satisfies (ms, s)-RSC, the functions { f;(x)}_ satisfies
(Ls,s)-RSS with s = 2k + k*, and the noisy functions { f¢ ;(x)}i—, satisfy Assumption I} Run
«a-VR-SZHT after m iterations, we have:

m_1
%(Lu + LA+ L, + Ls)

+ LEy, 20 — 2*|2. (12)

VEF (@) — F(2*)] < palEF (D) = F(a®)] + A

where v = (2n — 48(1 + A)nQEFLS))\%,pa = 2%: +48a%(1 + A)n?\ep,and 3 is given by
(1 +n*m?2)\. Ls, L, denote the inherent errors, and L,, ~ (9(”;), La ~ O(%), La,, ~ (9(%2)

I
denote some estimation errors.

Corollary 2. (The tolerable upper bound of noise for a-VR-SZHT). According to the above in-
equality, we give the upper bound of noise that ensures p, < <y to achieve convergence of a-VR-
SZHT as following:

n(B™ —DAm, — (B —1)8™

A
< 22 (B™ = DmaerLa(a® + 1)

-1 13)

Remark 3. Theorem[2]and Corollary 2] present convergence results for the value of the function and
the tolerable upper bound A when the algorithm is extended to noisy settings. a-VR-SZHT ensures
a decrease in the function value within every inner loop of m iterations. Furthermore, the minimum
constraint on ¢, as discussed in Corollary [T} can be removed by appropriately controlling the size
of m. However, while the algorithm reduces variance effectively, noise becomes a limiting factor,
particularly when the step size 7 is very small. Corollary 2] demonstrates that the tolerable upper
bound for noise is negatively correlated with «, highlighting that while variance reduction enhances
convergence, it also introduces a trade-off by increasing the sensitivity of the algorithm to noise.
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4.2 a-pM-SZHT

Different from a-VR-SZHT, a-pM-SZHT selects a random index set J C {1, .., n} in each iteration,
and have the probability £ to update gradient a; as

., Ve (M) if i, e J,
ol = (J:gf( ) if i€ (14)
Q; otherwise.

ir

where p is the number of directions updated each iteration. As a generalized algorithm frame-
work, a-pM-SZHT implements variance reduction with neighbors. It contains zeroth-order hard-
thresholding variants of some common variance reduction algorithms. If J = {1,...,n}, it turns
into a-VR-SZHT with the number of iterations in the inner loop m = 1. If |J| = 1 and p = n, it
turns into SAGA-ZOHT. We give full description of a-pM-SZHT as Algorithm 3]

Algorithm 3 «-unbiased Stochastic Variance Reduced Zeroth-Order Hard-Thresholding with p-
Memorization (a-pM-SZHT) under noise consideration

Initialization: Learning rate 7, maximum number of iterations 7', number of random directions
g, initial point 2, sparsity level k.
Output: z7.
forr=1,...,T do
Update a("—1);
Randomly sample i, € {1,...,n};
§=Vfei (@) —a@ -
i,’r — CEr—l _ ng’
2" = Hp(Z");
end for

)

a

1 n  A(r—1)
n Lai=1 ", )

Theorem 3. Suppose ||z*||o < k*, F(x) satisfies (ms, s)-RSC, the functions { f;(x)} satisfies
(Ls, s)-RSS with s = 2k + k*, and the noisy functions { fe ;(x)}"_, satisfy Assumption I} Run
a-pM-SZHT at r-th iteration, we have:

EF(2") — F(a*) < pL(EF (2" 1) — F(2*)) + Ly + Lr . (15)
where p!, = i—ﬁ +487°A(1 + A)erLs — 20\ + 20°(1 + A)(1 — £) and Lj, L)y, denote some
different system errors.

Corollary 3. (The tolerable upper bound of noise for a-pM-SZHT). According to the above in-
equality, we give the upper bound of noise that ensures p!, < 1 to achieve convergence of a-pM-
SZHT as following:

(% + nA)ms - ﬁ
ms(24n*AepLs + a?(1 — £))

Remark 4. As an application of another variance reduction framework, a.-pM-SZHT obtains differ-
ent but similar convergence result for function values in Theorem [3| It contains a set of inevitable
inherent errors and a convergence coefficient, which lead to the analogous tolerable upper bound A
in Corollary 3]

A < — 1. (16)

4.3  VARIANCE REDUCTION HURTS NOISY ZEROTH-ORDER HARD-THRESHOLDING

The above conclusions analyze the convergence results from the perspective of specific algo-
rithms, presenting the relationship between the convergence conditions of noisy zeroth-order hard-
thresholding algorithms and its parameters. It’s now reasonable to assert that as the for a given noise
level A, using historical gradients for variance reduction (« > 0) amplifies the effect of the noise,
resulting in larger system errors and worse convergence rates.

Now we will discuss this issue from another perspective of variance reduction. Assume there is no
noise, many existing works, such as [Liu et al.| (2018), have proven that those techniques do reduce
the variance of zeroth-order gradient estimation as:

1§ = VF(@)|? < |V fi(z) = VF ()| (17)
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where § = Vfi(z) — a(Vf;(¢) — EVfi(¢)). However, in the presence of noise, even when the
noise is unbiased, i.e., E¢[fe ;(x)] = fi(x), the following holds:

A

This can also lead to the conclusion that very small noise can easily break inequality and more
queries caused by variance reduction further amplifies the impact of noise. Therefore, in this setting,
those variance reduction algorithms struggle to achieve the goal of reducing variance. Instead, they
accumulate greater noise effects, making gradient estimation less accurate, which results in more
excessive expansivity of hard-thresholding.

lge = VF (@) <(1+ A)|IV fi(w) — VF(2)|* + 4sd(1 + S+ 204)2?22- (18)

5 EXPERIMENTS

In this section, we evaluate the performance of SZOHT, SAGA-ZOHT (as a specific algorithm of
a-pM-SZHT), and VR-SZHT through a series of experiments. The latter two algorithms represent
two different variance reduction techniques. We conducted the following three experiments on one
simulated dataset and two real-world datasets. For fair comparison, we denote the number of it-
erations by NHT (number of hard-thresholding operations) rather than IZO (iterative zeroth-order
oracle). In fact, using IZO to calculate the number of iterations for SAGA-ZOHT and VR-SZHT
will be much more than NHT.

5.1 SENSITIVITY ANALYSIS

We begin by conducting experiments on a toy example to validate our conclusion. We consider the
following noisy problem: f¢ ;(z) = (al'z — b;)? + &(x) with a € R"*4 2 € R? The noise £()
is randomly from uniform distribution &/ (—A, A) for each output. In our experiments, we consider
n = 100,d = 100,k = 30 and randomly generate a and x from a uniform distribution and set
b = a™x. We fix the parameters ¢ = 20, u = 1074, 55 = d = 100,71 = 1076 and m = 5 for inner
iteration number of VR-SZHT, varying the noise bound A in {0, 10, 20, 30,40} across SZOHT,
SAGA-ZOHT and VR-SZHT. Our results are shown in figure[I]

(a) SZOHT (b) SAGA-ZOHT (c) VR-SZHT

Figure 1: Comparison of convergence performance among SZOHT, SAGA-ZOHT, and VR-SZHT
optimization algorithms. The solid line of the curve represents the mean of multiple experiments,
while the shaded area represents the variance.

5.2 FEW PIXELS ADVERSARIAL ATTACKS AGAINST DEFENSE

Next, we consider the problem of adversarial attacks with few pixels against a lightweight de-
fense method, Random Noise Defense (RND) |Qin et al. (2021). The objective is formulated as
max¢ fe(z + ¢) such that ||(||o < k, where = means images and f¢ represents cross-entropy loss
function with RND defense applied to a pre-trained model. RND introduces a random Gaussian
noise for each query, defined as follows: f¢ ; = f;(z+wvv) where v ~ N (0, I) and v are selected by
the defender. In our experiments, we pre-trained a simple CNN [LeCun et al.[(1998a) on MNIST |Le-
Cun et al.| (1998b), then selected 100 images which are correctly classified as the number 7, and set
k = 50, ¢ = 100 to attack under different v. Our attack optimization curves are shown in figure 3}
Remark 5. For the cross-entroy loss function in CNNs, it is believed that a smaller perturbation
expectation, v, results in function noise which could be bounded by a smaller constant A.
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Figure 3: Increase in attack loss under £y-constrained attacks. The three algorithms perform consis-
tently without noise, while SZOHT still performs well in the presence of increased noise.

5.3 BIOLOGICAL GENE EXPRESSION

We also conduct a biological gene expression experiment. Gene
expression profiling allows for the detection of numerous genes;
however, only a small subset of these genes significantly influ-
ences the expression of disease traits. Moreover, gene expression
data obtained through artificial detection often contain substantial
noise. While manual denoising is one approach to address this o4
issue, predicting diseases using noisy gene data remains a signif- o3
icant challenge. In this study, we aim to identify a sparse vector 02
x € R? from gene expression matrix A € R"*¢ and a predic- { N S S S
tive model f. This sparse vector helps to more accurately capture Keration

the genes truly responsible for disease traits, thereby improving
the precision of disease prediction. In our experiment, we used a ‘ :
breast cancer datase{|comprising 286 samples and 16,382 genes. mance on biological gene ex-
The dataset was divided into training and testing set. A deep neu- Pressionexperiment by compar-
ral network (DNN) was pre-trained on the training set, achieving 1ng three different zeroth-order
an accuracy of 66.67% on the testing set. Subsequently, we uti- nard-thresholding algorithms.
lized the training set to min, f(AzT). Our results are shown in

figure 2]

—— SZOHT
—— SAGA-ZOHT
—— VR-SZHT

Figure 2: Convergence perfor-

6 CONCLUSION

In this paper, we analyze the black-box ¢ sparse optimization problem, and extend the zeroth-
order hard-thresholding algorithms to noise scenarios. Our theoretical analysis demonstrates that
the convergence performance of SZOHT, while degraded in noisy scenarios, remains effective. Ad-
ditionally, we specify the parameter condition for the convergence of SZOHT, which is the number
of zeroth-order gradient directions q. We further investigated the performance of variance reduction
techniques and proposed a novel zeroth-order gradient representation to account for whether vari-
ance reduction is employed. We analyze two types of variance reduction techniques, the zeroth-order
hard-thresholding variants of SVRG and g-Memorization, namely a-VR-SZHT and a-pM-SZHT.
Our theoretical analysis proved that these variance reduction techniques reduce the tolerable noise
upper bound, ultimately leading to inferior results compared to SZOHT, and face significant chal-
lenges in effectively reducing variance in this scenario. Our results highlight the challenges and
limitations of applying variance reduction to noisy zeroth-order hard-thresholding. These findings
are validated through multiple experiments. Our work may inspire advancements in various fields,
such as zeroth-order fine-tuning of Large Language Model. It is also an interesting question whether
the limitations of these algorithms can be mitigated by employing specific methods to handle noise
effectively.

'https://www.ncbi.nlm.nih.gov/geo/query/acc.cgi?acc=GSE2034
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A NOTATIONS AND DEFINITIONS

Throughout this appendix, we will use the following notations:
» Vf(z) denotes the gradient of f at x.
* [d] denotes the set of all integers between 1 and d : {1, .., d}.

* wu; denotes the 7 -th coordinate of vector wu.

* | - |lo denotes the £ norm.
* || - || denotes the ¢5 norm.
* || - || denotes the maximum absolute component of a vector.

* supp(z) denotes the support of a vector x , that is the set of its non-zero coordinates.
* |F| denotes the cardinality (number of elements) of a set F' .

* All the sets we consider are subsets of [d] . So for a given set F', F'° denotes the complement
of Fin [d].

* up (resp. V f(x)) denotes the hard-thresholding of w (resp. V f(z)) over the support F,
that is, a vector which keeps w (resp. V f(x)) untouched for the set of coordinates in F,
but sets all other coordinates to 0.

* {(z) denotes the value of the random noise at  and A denotes the upper bound of £(x).

B SYMBOL DEFINITION

We have placed the symbol definitions that were not provided in detail in the main text here.

B.1 THEOREM 1

k*/k+ /(4 + K [k)k* [k

M =1+
a= (VA1 + A)ers +epe(d — k)] + 25+ v/5)n,
b Lszf (1 + A Eabs’r],

—2—4—\/8 1—|— )sdn. (19)
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B.2 THEOREM 2

m_q
B = (1 + 772m§)/\’
m

Pa = 2 + 480{2(1 + A)’I’]Q)\QEF,

ms
& =B, |V fi, ()%,
L, = 2ﬁ /80,

ms

sdL?

Ly = (=5 4 60° (14 0) (1 + A)ean)?,

S

dL,
La = 45772A +302(1 + a?)(deps + depe (d — k)62 A

S

sdn?A? 5 1 sdA?
LA,H:24 ,U,2 (1+Oé )<1+K)+4,LL27WL%7
Ls = 30°E;, (1 = a)Vrfi, (2%) + aVpF ()| + 307 (1 + a®)((4ep + 2)s + depe(d — k)8,

(20)
B.3 THEOREM 3

L = 61°Xs((1 — )26 4 a26%),
/ 2 2 1A 2y 2 A 2, oA 2
Lia o =1 A6(1 + A)eapsp” + 24sd(1 + 7)ﬁ +3n° M’ A, 1 + W( eup?® + 2;@)

A
+ 3n*A76"2,
r—1
1 p\"—k-1 1. A?
A, =— - = 2 =
. n;@ n) (2(1+ A)zapeps® +85d(1+ 1) 7)
17‘71 P r—k—1
=3 (1-2) (@Ot A)er + 2)s + AL+ D)epe(d— K)E; |V fila")
k=1
_ry 2 1,80
(1= 8) O+ Az + 8501+ 5) 75)
+ (1= L) (a0 + 2)zp +2)s + 401+ D)zpe(d = K)E, IV i) .
7=(4(14A)ep +2)s+4(1+ A)epe(d — k). 2D

C PROOF OF SZOHT

C.1 PROOF OF PROPOSITION 1

Lemma 1. (Proof in|de Vazelhes et al.|(2022), Lemma B.2) For any support F' € [d] with |F| = s,
we have:

Eullur| < Vsd, (22)
S
Eullur|® = 2, (23)
+2)s
E,flup|t = EF2

Lemma 2. (Proof in|de Vazelhes et al.[(2022), Lemma C.3) For any support F' € [d] with |F| =
s,assuming that each f; satisfies (L, s)-RSS, for the ZO estimator described in out work, with ¢

13
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random directions, and random supports of size s, we have:

(@) |EuVEfi(z) = Vifi(@)]* < eup?,
(b) Eul[Vrfi(@)? < erl|Vefi@)|? + erel|Vee fi(@)]| + capsi®
2d (s—=1)(s2—1)

ith ¢, = L2sd = 3)+2
w? m s5a, er q(82+2)( d—1 + )+ ’
2sd(sg — 1) 2dL%ssy (s —1)(s2 — 1) 9
fpe = —— 02 ) o= S +1) + L2sd.
P st 2)d—1) P )+ L

(25)

Proposition 1. For any support F' € [d] with |F| = s,assuming that each f; satisfies (Ls, s)-RSS,
for the ZO estimator in[I] with ¢ random directions, and random supports of size so. For SZOHT

with Vi fe i (z), we have:

(0) BV rfes(x) — Ve fu@)|P < (Lap+ 2%>2sd,

2
(0) EullVrfei(@)l® < (1+ A)erlVrfi(@)]? +ere | Ve fila)l* + capsi®) + 41+ l)Sd%

A
) 2sd(sa — 1) 2d (s=1)(s2—1)
fo— oSS m L) P
with ere = A=) T ) d—1 O
2dL2 -1 -1
e = 2sssz (57 D2 =) gy 4oy

q d—1
(26)

Proof. For Proposition 1(a), we denote by by V fe ;() = %ZZZI fé’i(”““lf)*f&’i(z)uk the ZO
gradient estimator from[I] we have:
BV F fei(x) = Vi fi(@)]|

q . _ .
D I A ]
k=1

”@]Eu i fz(JT Jr,u’UJk) — fl(l‘): é‘(x + ﬂuk) . f(:r)

= up,r — Vi fi(z)

k=1

filz + pu) — fi(z)
1

< ||[dE, ur — Vi fi(z)]| + ||dE, up||

(@ + pu) — §(x)
o

BV e fil) — Vi fi(@)]| + [, 28 ”j‘} —8@)

(a) d
< yJeuu? + ;Eu||£($ + pu) = ()| - Jurp]|

(b) d
<y feun? + ;\/Eul\ﬁ(x + pu) = E(@) |12 - Eullup|?

< \Jeun? + 2%@
©2))

Where (a) follows Lemma 2(a) and (b) follows by the Cauchy-Schwarz inequality for random vari-
ables: E(XY) < /E(X?2)E(Y?). The last inequality follows Lemma 1 and the Assumption 1. For
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Proposition 1(b), we have:

Eu |V fei(@)]?
—E || fol .T+/,L’U/k) fﬁl( )uk7F||2
k 1 K

= Eu”; Z filw + pur) — fi(:c): §(x + pur) — &(x)
f=1

q
—E Ve file +ZZ“+““’“ —E@) P

ug, |

N d x4+ nup) — E(x
sxau||vpfi<x>||2+q—2ﬂzu\|zg “/j) 8@y o2
k=1

d
+2 E ||VFfz

ug, ||

”Z§w+uu:) §(x)

(a) . _
L 14 MBIV A @I+ G0+ m Y I ZE), e
k=1

w
(28)
Where (a) follows from the inequality 2(u,v) < mlul? + L] For
E.| >, M , using Assumption 1, we can get:
q
T+ pug) —
Eullzg( “/f) @)l < 4* Zuuwn (29)
Taking 29)into 28] we get:
- d? 1 T &(x + puy) — E(z
0+ QRTRAEI + 50+ B3 ;) S
- d? 1 A2 !
< (1+AEVEfi(@)|* +4—5 (1 +
4 k 1
R d? 1 A2 <
= (1 + A)E, [ Ve fi(2)]? +i 7 (1+ ZZE“
i=1 j=1
(a) . d2 A2 4q
< U+ QBNTRA@I + 150+ 1) 35 Bl el Bl el
=1 j=1
b 2 2 2 1. A2
< 1+ A)ep|Vefi@)” + (1 + A)epe||[Vee fi(@)[|” + (1 + A)eapsp” + 4sd(1 + Z)F
(30)

Where (a) follows from the inequality E(XY) < y/E(X?)E(Y?) and (b) follows Lemma 2(b).

C.2 PROOF OF THEOREM 1

Before providing the proof of Theorem 1, we need the following lemma:

Lemma 3 Hard-Thresholding’s expansivity |[de Vazelhes et al.| (2022) quelity(27):
For any k*-sparse vector x*, we have:

k*Jk+ /(4 + k* [k)k* [k

[Hi(x) — 2> < Nz —a*|?, N =1+ 31)
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Theorem 1 Suppose F(z) satisfies assumption 2,and the functions {f;(x)}?_ ,satisfy assump-
tion 3 with s = 2k + k*, and the noisy functions {f¢;(x)}? ; satisfy assumption 1. When

d_Qk* >k > p?k*/(1 — p?)2. Run SZOHT at r iteration,we have:

n= (4(1+A7)TZ:ISF+1)L2 and

Aa Ab Ae A
E (r) _ || < )" 0 % 5 =2
ol = 2] < Ol o) + 250+ o 2 2

m2

ith p>=1— 2
P (4(1+ A)ep + 1)L

2oy B R RR T
2 9

a= (/41 + A)feps+epe(d— k)] + 25 + Vs)n,
LsQ\F

b= 1 + A Eabgﬁ,

—2—4-\/81—1— )sdn.

(32)
Proof. First we focus on ||y — || with y) = (") — ¥V pFe ().
Eully™ — 2% = Euf|2™) = nVpFe (@) —a|
=Byfja") = 2" =gV pFe(a) + Ve F(a") = Ve F ()|
< EJlz") 2" = nVpFe(a™) + Ve F (@) + 0l Ve F (")
(33)

Then we try to get the upper bound of E,, ||z(") — z* — nﬁp]-}(x(r)) +nVeF(z*)|.

Eu[a") — 2% =gV pFe(a) + nV p F(2")|?
= |20 — 2" |]* + By || Ve Fe(2)) = VpF ()|

- 277(3:(T) - x*,]Eu@F]:g(a:(r)) — VeF(z"))
= 2 = 2*|* + o |V Fe(27) = VpF(a)|?

—2n(z™) — 2" B, VpFe(x) = VeF(a™)) — 29z — 2, Ve F(2") - VpF(z*))
(@) .
< 2 = 2% + Eu |V e Fe(20) = VeF (@*)|* + 0 L]z — 2*|?

1 v r r r * r *
+ ﬁHEuVF}“f(x( N = VeF@E)|? - 2n" — 2%, VeF(a™) - VpF(z*))

(®) N
< ot = 2|2 + ’Eul| Ve Fe(a™) = VrF(@")|* + 0L ") — 2|
1 v T T *
+ L3IV pFe (@) = VeF)|? = 2m, |2 — 27
= (1= 2nms + 0*L2) |2 = " |? + PEu [V p Fe(27)) = Ve F (27)
1 v r r
+ L3 EuV i Fe(a™) = VeF ()|
< (1= 2pmy +7°L2) [0 — 2" |2 + 2°Eu |V £ Fe () |? + 2|V F ()
1 v r
+ 5BV Fe(@™) = VeF ()|
(34)

Where (a) follows from 2(u, v) < mlul]* + L ||v

writing respectively at z = z(") |y = 2*.

2 (b) follows the definition of (m, s)-RSC with
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Use Proposition 1(a)(b), we have:

Eullz™ — 2" — nVpFe(z) + nVpF(a*)|
2712 (r) *((2 1 A 2 2 A

< (1—-2nms+n°L7)||z"") —a™||” + ﬁ(LSQAH‘ 2;) sd+8(1+A)n Sd?

+ 207 Ve F (@) + 201+ A)ern® Ve F @ )|1? + epen? | Vpe F ()12 + eansn®i?)
i(L +2§)2 d+8(1+4 A)np? dA—Q
2 Beapt 227 s nsd
+ 202 ||V F(@")]]? + 2(1 + A)epn? 2|V F(2) — Ve F ()| + 2||VeF(z)|?]
+ 2| Ve F(@)] + 2(1 + A)eapsn? i + 2(1 + A)epen?[2|| Ve F(27) — Ve F(2%)|?

< (1= 2nmg + L))z — 2*||? +

1 A
< (1 - 2pmg +n?L?) )2 — 2% + 73 (Lot + ZE)zsd

+4(1 4+ A)epn?||[VeF (@) = Ve F(@)|]? + 41 + A)epen? |V F(2) — Ve F(2*)|?

+ (414 A)ep +2)s + 4(1+ A)epe(d — ) [ VeF(@*)||12 + 2(1 + A)eqpsn’p?
A2
+8(1+ A)n?sdP

(35
Using the fact e e < e and the definition of the Euclidean norm, we get:

Eullz" — 2" — nVpFe(z) + nV pF(a*)|
1 A

— (L, 27)2

L2( 52:“ + ,LL ) Sd

+4(1+ D)epn?|[VF(2) = VF(@*)|I* + (41 + A)ep + 2)s

< (1 - 2nm, +n?L?) |2 — 2*|* +

A2
+4(1+ A)epe(d — B) 9P|V eF (@)% 4+ 2(1 + A)eapsn®u® + 8(1 + A)andF
(a)
< (1= 2nm, + (A1 + A)ep + L) |2 — 2% > + 12
+ (41 4+ A)ep +2)s +4(1 + A)epe(d — E)n?|VeF (@)% + 2(1 4+ A)eapsn’p?

A2
+8(1+ A)UQSdF

1 A
(LS2M + 27)2Sd
I

= (1= 2pms + (41 + A)ep + VP L) ||z — 2% |* + (41 + A)ep +2)s
i(L +Qé)2 d+2(1+A) 2 24—8(1+l)2dA—2
12 s M L S EabsT] 1 A ns Mg

(36)

+4(1 + A)epe(d — k))n?6* +

Where (a) follows from (L, s’ := max(sa3, s))-RSS.
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Thus, because of v/a + b < \/a + /b, we get
Eu |z — & =V pFe(a) +nVrF(a)|
< V1= 2gm, + (41 + A)ep + nPL2 e — 2*||
+/ (41 +A) 5F+2)s+4(1+A)ch(d k)né

1 A
s 2 A)eaps (1 —
+L( oM+ 2—)Vsd + /2(1 + A)egpsnp + 1/ 8( +A)sdnﬂ

< \/1—2nms+( (14 A)er + ) L2[|z") — 2|
+/(4( +A5F+2)s+4(1+A)ch(d k)noé

L, /
+(T\/87+ 214+ A)eapsn) i + ( 2——1— 8(1 sdn

(37
Plug into E,, [|y(") — z*|:
Euly" —a*|
< V1 —2nmg + (4(1 + A)ep + Dn2L2 |2 — 2|
+/(4(1+A) €F+2)s—|—4(1+A)€Fc(d k)nd
Ly
+( QL\/; 2(1+ A)eapsn)p + 27+\/8 1+ )sdn)— +77||VFJ"( Bl
< V1 =2nmg + (4(1 + A)ep + Dn2L2 |2 — 2|
+(V@EQ + A)ep +2)s +4(1 + A)ch(d k) +/s)nd
Ly /
+( QL‘/; 2(1 + A)eapsn) i+ ( 2—+ 81+ sdn
(38)
To minimize the left term, we define the following p with fixed n = M{’W
m2
=4/1— 5 39
P \/ @+ A)ep + 1)I2 (39
Then we define the following a, b and ¢ for simplicity
a= (/41 +A)ep +2)s +4(1 + A)epe(d — k) +v/3)n
ng
b= \/7 1 + A Eabs'r]
= 2— +4/8(1 + )sdn
(40)
Therefore we have:
A
Eully™ —z*| < plla™) — z*|| —|—a6+bu—|—cﬁ 41)
Combine Hard-Thresholding with A = \/1 + WWLARY (4;k*/k)k*/k
A
B, ||z — 2% < Apl|lz™ — 2*|| + Aad + Abp + ACZ 42)
We need A\p < 1, similar to|de Vazelhes et al.| (2022),
k> p’k /(1= p?)? (43)
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Summing from 0 to ¢, we get:

A : : ] A
Ela0) — 2| < () 2 — 2% + Y (M) (Aad + Abp + Ae)

i=0
1—(Ap)" A
::(Apy44”x0__x*+-1(;2’(Aa64—Abu—kAcll)
A
< (W) 2% — 2| + T )\p()\aé + by + )\Cﬁ)
(44)
Where the last inequality follows the fact A\p < 1.
Corollary 1. There is a necessary(but not sufficient)condition on g.
Case so > 1:
16(1 + A)drk?(s2 — 1)k* 1 3 d-1
min = 2en —1+2 1)+ - S,
¢ et a—1 s lFfealea—D+5 - gm 4o Th
with ea = (9 +4A)K%
(45)
Case so = 1:
8(1+ A)x%d
E+1
Proof. To ensure convergence, we need A\p < 1, itleads to k > p?k* /(1 — p?)?
k*/k 4+ k*/k)k*/k
2y K ATRRR]
pP=1- !
(A1 + A)ep + 1)rk2
_ 2d (s—1)(s2— 1) L
th = 3)+2 =2k+ k" = —
with ep q(32—|—2)( 11 +3)+2, s +k5, K o~
(47)
So we get
pP=1- !
[BES (=022 4 3) + 9+ 4A]K2
=1— 1
ey (B 19 19 + a4
(48)
A)dr?(s2— A)d (k" =1)(s2—
Define a := % and b := nQ[i(éjJrz)) (¢ ;1(12 Y 4+ 3) + 9+ 4A]. Then we have
1
2=1- 49
p ak+b “9)

Similar to de Vazelhes et al.|(2022), we define:
16(1 + A)drk?(s2 — 1)

A== -1

L8+ A)d, (K —1)(sp— 1)

S (82+2) ( J—1 +3),
C = (9+4A)I€2.

(50)
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Then we have:
A" = 16Ak*[k*C(C —1)A + B]
C=9+40)K>>9>1
A'>0 ShH
Case so > 1:

24k*(2C — 1) + /16 Ak*[k*C(C — 1)A + B]
qmin =
2
161+ A)dr?(sy — 1)k
N (s24+2)(d—1)

(18 + 8A)k* — 1

1 1 -1
+2\/(9+4A)/@2((9+4A)/@2— 1) + g d

2 2k 2k*(sy— 1)
(52)
Case so = 1, which leads to A = 0, is also similar to|de Vazelhes et al.| (2022)):
qz
d
wt+1
> 8(1 + A)k?d
d
wt+1
(53)

D PROOF OF VARIANCE REDUCTION ALGORITHMS

D.1 PROOF OF THEOREM 2

Lemma 4. For any support F' € [d] with |F| = s,assuming that each f; satisfies (Ls, s)-RSS, for
the ZO estimator described in out work, with ¢ random directions, and random supports of size so,
we have:

Eu||Vrfei(x) = Vi fi(a)|?

2
<AL+ A)epl V(o) = DA + 20+ A +85d(1+ 1) 5
+ (401 + A)ep +2)s +4(1 + A)epe(d — k)[|V filz*) 1%
(54)
Proof.
Eu||Vrfei(z) = Vi fi(z®)|
< 2By ||Vefei(@)|® + 2| Ve fila®)|?
a 2
< 20+ MoV i)+ 20+ Ao Vo S+ 200+ D)o + 851+ 5)
+ 2| Ve fi(z*)]?
2
<201+ Q)er Ve fi(z) = Ve fi(@)I* + 2V e fi(a)[*] + 201 + A)zapsp® + 8sd(1 + %)%
+2(1 4 A)epe2]|Vre fi(2) = Ve fi(a)|* + 2V pe fi(z)1P] + 2|V e fi(2*) ||
= 4(1+ A)ep||Vr fi(z) = Ve fi(z*)|? + 41+ A)epe|[Vre fi(2) = Ve fi(a")]*
+ (A1 + A)er + 2)|Vefila™)|)? +4(1 4+ A)epe||Vpe fi(2*)]|2 4 (1 4+ A)2e4ps i’
+ 8sd(1 + i)ﬁ;
(55)
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Where (a) follows from Proposition 1(b).

Then we have |Vpfi(a*)|3 < [Vifitz)3 < slIVfi(a")l3.and [|Vpefi(z*)]3
(d— k)||V fi(x*)||%,, since| F¢| < d — k,to transform {5 norm to £, norm.

IN

Therefore,we obtain:

Eu|[VEfei(z) — Ve fi(z)|?
<41+ A)ep||Vefi(z) = Ve filz®)? + 41 + A)epe [ Ve fi(x) — Ve fi(2)|?

AQ

112

(4014 A)er +2)s+ 40+ A)ere(d — IV + 20+ A)ewap® + 85d(1 + )
< A1+ A)ep|V filz) = Vfila")? + (A1 + A)ep +2)s +4(1 + A)epe(d — k) V fi(z")|1%
+2(1 + A)egpsp® + 8sd(1 + i)ﬁ;

(56)

Where (a) follows by the fact epc < e and the definition of the Euclidean norm. Then we can
prove Theorem 2, and for the sake of the aesthetics of the article, we have made some modifications
to the expression of this formula in the main text.

Theorem 2. Suppose ||z*||o < k*, F(z) satisfies (ms, s)-RSC, the functions { f;(x)}7, satisfies
(Ls, s)-RSS with s = 2k + k*, and the noisy functions { f¢ ;(x)}7; satisfy Assumption|l] Run
a-VR-SZHT after m iterations, we have:

@) = F@)] < palFa) = F@)] + Ls + La

it 5 it
8% =B, IV fi, (a")[|%,
v = (20— 48(1 + A)pPep L),
Do = 25% +4802(1 + A)nPler Ly,
B

Ls = 25— /s0B, ;|20 — 2%|| + 602s((1 — 2)?6" + a26%)1 + 3% (1 4 o) ((4er + 2)s
ms

+ depe(d — k)87,

1.A2 sd A2 sdL?
_ 2 2 2 s 2 2 2
La, =601+ o) (capspt” A+ 4sd(1 + —)—ﬂ2 )N+ Ax—m3 72 I+ ( m? +6n°(1+ a®)eaps)lu

sdLg

+30%(1 + a?)(4eps + depe(d — k))6?IA + A—IA,
S

(57)

s—1)(s2—1 2sd(s3—1
Here ¢, = L2sd,ep = q(522d+2)(( 51)5612 )+3) + 2,epe = 7q(52+(;)2(d31)75ab5 =

2dL%ss3 (s—1)(s2—1) 2
Cota (= Dlsal) 41y 4[24,

Proof. First we focus on |y — z*|| with variance reduction y®) = 2zt — pg(*)
whereg®) = Ve fei (2®) —aVp fe i (2(9) + aV pFe(2(9), we can easily note that E,, ; g™ =
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E,V Fe(2()), we have:

Eui, |y — 2|

=Ey,, 2" —ng® —a*|?

= Eu llo® — 7| = 2B, 5, (2® — 2%, g® — VpF(a®)) - 2B, 5, (¢ — 27, VpF(a®))
+ 1Eui, [l

< By 20 = 2" = 2@ = " Eui, g = VeF(@®)) + 02y, llg®)?
= 22(F () - F(a"))

= Eu,“ ||aj(t) _ m*HQ - 277<$(t) _ m*,Eu@F}Z(m(t)) o VF]:<LL‘(t))> i 772Eu,i7,
= 2(F () - F(a"))

< L+ n*md)Buy,, |20 — o)

9P

1 .
+ BNV pFe(@®) = VeF @) + 17 o g
—2m(F(zV) — F(a"))

= (L+7Pm2)Ey, |2 — 2"

1 A
+ 5 (yeur + 2;v8d)2 +7°Ey i, lg9 ||

= 2(F(2") - F(z"))
(58)

For E, ;, |lg'"||?, we have:

o, lg® |1

=By, [Vefei (29) —aViefei (29) + aVpFe(z)|

< 3B, [IVFfei, (1) = Ve fi, (297 + 3B [|(1 — ) Ve fi, (2%) + oV p F(z*)||?
+30°Eui, [|VEfei (20) = Vi fi, (2) = VeFe(@®) + Ve F ()|

=3B, [Vrfei (@) = Vi fi, (z9)]7 + 3B [|(1 — @) Ve fi, (2%) + oV F(z*)||?
+30°Eu{E;, [Vrfei, (20) = Ve fi, (27) = [VeFe(zV) = VpF(2)]|*}

3B 19 fes, (2©) = Vifi, (&) + 3Es (1 — a)Vr fi, (2°) + aV p F(a) 2
+ 302 E {E;, |V fei, () = Ve fi, (z%)]?}

= 3B [V fes (@) — Vi, (292 + 3B, | (1 — 0) Vi fi (2) + aVpF(a®)|?
+30%Eu, Ve fei (20) = Vi fi, (27

(b)

< 1201+ A)epBy ||V i, (2B) = Vi, (27)° + 120 (1 + A)epE, [V fi, (20) = V £, (27)|?
+6(1+ a®) (1 + A)eapsp® +3(L+ a?)((4(1 + A)ep + 2)s

A2

+4(1+ A)epe(d — k))E;, A w2

Vfi, (2) )12 + 24(1 + o?)sd(1 +
+3E; |(1 — a)VEfi (z*) + aVeF (")
(59)

Where (a) follows the fact E||X — EX||? < E||X||?>.And (b) follows Lemma 4.
For E; |V fi.(x) — V fi (x*)||?, according to|Li et al.[(2016) we can easily get:

Ei IV fi, (x) =V fi, (a")|* = Z IV£i(x) = Vfi(a®)|* < 4Ls[F(2) = F(2*)]  (60)
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Then we have:

Eu,qu(t)HQ
<12(1+ A)epE, Vi, (21) = Vi, (2)? + 121 + A)epEy, |V fi, () = V fi, (27)|?
+12(1 4+ A)Eabs,u2 +6((4(1+A)ep +2)s+4(1+ A)epe(d— k) E;, ||V fi, (x*)||go

1 A2 *\ |12
+ 48sd(1 + Z)F + 3| VEF(x¥)]|

< 48(1 4 A)ep L [EF(2t) — F(z*)] + 48a%(1 + A)ep Ly [F(zV) — F(z*)]

+6(1 4+ a®) (1 + Aegpspt® +3(1 4+ ) ((4(1 4+ A)ep + 2)s
+4(1+ A)epe(d — k) E; ||V fi ()12 4 24(1 + o?)sd(1 + i)i,j

+3E; |(1 = )V fi, (z*) + aVpF(a*)|?
(61)

Plug into[38] we get:

Eui, Iy —2*|°

1 A
(v epp® + 2E\/Q)2

+ (48(1 4 A)pepLy — 2n)[F(at) — F(x*)] + 4802(1 4+ A)nep L[ F(zV) — F(z*)]
+372(1 + a®)((4(1 + A)ep +2)s +4(1 + A)epe(d — k) E; |V fi, ()||%

< (L+9*m2)Euyy, |20 — 2*|% +

1 A?
+7?(24(1 + a®)sd(1 + &) 3B = @)V, (&) + aVpF(a")|?

+6(1 4 a®)(1 4 A)eapsp®)
(62)

According to |§| and assumption 4, we have:

Eui, o) — o)

A A
< (U P mAB o =2 | 4 2y e + 27 Vsd)?

S

+ (48(1 + A)pPep Ly — 20)N[F(x®) — F(x*)] + 48(1 + A)aPn?e p LA[F (20 — F(a*)]
+ 3221+ o) ((4(1 4+ A)ep +2)s +4(1 + A)epe(d — k)E; ||V fi (%) |2

1. A2
+7? AN (24(1 + a?)sd(1 + K)P +3E; ||(1 — @)Vifi (z*) + aVeF(x*)|?)

+ 672 A(1 4+ a?) (1 + A)egps i
(63)
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We can define:
8= (1+n*m)A
A
W( Euk® + 2? Visd)® + 60 (1 + a®) (1 + A)eapsp®
S

+ 302 (1+a®) (41 + A)ep +2)s +4(1+ A)epe(d — k)E;, [V fi, ()13

M =

1 A2
+7?(24(1 + o®)sd(1 + A 3B =)V (=) + aVpF(z")|?)

dL2
— (Sm 1602 (1 + a®)eaps ) 12

+ (45" + 307 (1 + a®)(deps + depe(d — k))E;, |V fi, (27)[[5)A

1
+67%(1 + a?)eapspt® A + 24sdn* (1 + *) (1 + Z)P

+30°E;, [|(1 = ) Ve fi, (a7) + aVp F(a")|?
d A2
+30%(1 + a®)((4er + 2)s + depe (d — k))E; |V fi, (%)% + 4;2 w2

S

(64)

Then we have:
Eu, |20 — 2% 4 (29 — 48(1 + A)n’ep L) A[F(aW) — F(2)]
< BEui ||z — 2%)|? + 4802 (1 + A)Pep LA[F (20) — F(a*)] + AM (65)

By summing over t = 0,...,m — 1, we have:

o) [P+ E k0 4501+ A)Per LONEF () - Fa)
< BBy, |20 — 2% + )\MB; _1 + 480 (1 + A)n*er L, )\65 1 [EF(z") — F(z*)]
(66)

Eu,i,,,

Through RSC condition ,and the definition of F' ,we can get:

5; 2 (20— 4801 + A)Per LONEF (D) - Fa*)]
< (26— + 480 (1 + A)n*er Ly ,\Bﬂ . )[EF( ™)) — F(z*)]

M
Bm ﬂm -1

p Y ), 2" — %) 4 AM
+ ms 77<v‘7:(m ),.'L' z >+ ﬂ 1

m

< (257” + 4802 (1 4+ A)n*ep L, )\56

mg

DEFED) - Fa)]

i
A1

u,ir”$(7 — x|+ AM

(67)

Corollary 2. To converge, we need:
n(B™ —Ams — (8 —1)8™
-1 (68)
2402 (™ — 1)AmgepLs(a? + 1)

A<

Large o decrease the tolerable upper bound of noise.
Proof. If algorithm converges, we need:

2%5 +48a%(1 + A)n*ep Ly /\ﬂﬂ < ﬂﬂ __1 (27 — 48(1 + A)npPepLs)A (69)
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We can get:

m o __ m o __ A s — m —

Then we have:

n(B™ = DAm, — (8 —1)B™
o< 24n2(B7 — DhmaepLa(a +1) (71

D.2 PROOF OF THEOREM 3

Theorem 3. Suppose ||z*||o < k*, F(x) satisfies (ms, s)-RSC, the functions { f;(z)}?, satisfies
(Ls, s)-RSS with s = 2k + k*, and the noisy functions { f¢ ;(x)}7; satisfy Assumption |l Run
a-pM-SZHT at r-th iteration, we have:

Fat) = F@") < pp(F@U™Y) = F@*) + Ls + L

with B = (1+n*m?)\,

2

P = m—ﬂ +480°A(1 + A)epLs — 20\ + 2% (1 + A)(1 —

8% =Eq, [V fi, (23

L = 60°Xs((1 — )0 4 a?6?),

/A,u = 772/\(6(1 + A)EabSMz

3

1. A2 A A
+ 24sd(1 + K)F) + 32 Aa? A,y + (e + 25@)2 + 32 \76"2,

S

= (4(1+ A)ep + 2)s + 4(1 + A)epe(d — k).

(72)
_ 2 _ 2d (s—1)(s2—1) _ 2sd(s2—1)
Heze en = Lisder = 70— + 3) + 2,epe = mﬁabs
2basor ((=lsa=l) 1) 4 254,
Proof. First we focus on ||y(") — z*|| with variance reduction 3" = z(") — ng(") ¢ =

Vifei (x) — a(ag (T) - ]Ezra(r) ), we can easily note that E, ; ¢") = E,VpFe(z("). We
have:

Eui, ”y(r) -z
= By, 20 =g —

*H2

*“2

ZEu,ullx(”—x*HQ—QnEu,m (") — 2% g = VpF(z™))
= 2By, (2" —a*, VpF () +n2Eu - g™

< Eu,irHQL'(T) — 2|2 = 2™ — 2* By, ") — Ve F(@™)) + nEy, g™
—2(F(«)) = F(a))

= Eui, 27 = |* = 2002 — 2" B,V pFe(a") = Ve F (@) + 0’ 19|
—2n(F(«)) = F(a))

< L+ n*md)Euy,, [l — 2*||?

1 N
+ 5 [EuVrFe(a) = VeF )| + 7w, g7

= (L+7*m2)Ey, o — o)

1 A
+ —(\/eun® +2=Vsd)? + n’Eu, 197 |2
m?2 7
—2(F(z")) — F(27))
(73)
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ForE, ; |lg(™]||?, we have:

Eu yir

=Eui, |Vrfe (@ )—a(aéz _E, A(r))|

=i, IVrfei (20) = Vpfi, () — a(al]
+(1—a)Vefi (%) +aVpF()|?

< 3By, |[VEfei (™) = Viefi ())? 4 3E;, (1 — a) Ve fi, (z°) + aV pF(z*)|?
+30%E, 5, |8, ~ Bi,al) — Vrfi, (o) + rF @)

= 3w IV feu (2) = Vi fo (@) + 3Eo, (1 — )V efs, (%) + aV o F (2"
+30°Eu (B 4], - Vifi (&) - (Buaf]), - VeF)I)

(7")”2

|2
N —Eial) —Vefi (@) + VEF(@)

& 3B (Ve (00) = Viofs, (@) + 3B, (1 )V i, (%) + 0V pF ()|
+3a2Eu{IE1T||agZT Vi fi (@)}

= 3B |Vrfe zr< )= Vifi, @) + 3B, (1 = )V fi, (0°) + aV s F ()|
+ 30°E, ZT||a§ L= Vefi (@)

(74)
Where (a) follows the fact E|| X — EX||? < E|| X%
ForE, ;. Hdgrz) Vrfi, (z*)||2, from Gu et al.{(2020) Lemma 14, we know:
Euillaf) — Vefi (@ *)||2
121( 2 R Ve e, () - Ve, (@)
Sy Eui [IVF fei, rfi,
( ) wir IVEfei (@) = Vpfi (a9 (75)

Where & denote the time of the iterate last used to write the [dgl) ]

Using Lemma 4, we get:
E, erag ir valr(x*)||2
-1

1 P r—k—1
< = b ) ) (k)y _ ) *\ 12
<41+ 2)er > (1-2) B IVE, 0) - V1, @)

A2

+4(1+ A)ep (1 - %)TEZ»,,.HW (@) = Vi, (")
D
2 )

+ % 1- %)“H (4(1+ A)ep +2)s + 4(1 + A)epe(d — k))Eq |V i (2%
k=1

#(1-2) 000+ Aean® 4 801+ 5)5)

+ (1= 2) (4 + B)er +2)s +4(1 + D)ere(d — W)E: V(")

(76)
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By the fact that E;, |V fi, (x) — Vi (2%)[* = 3 30, IVfiw) = Vi@@")? < 4L,[F(x) -
F(z*)], we have:
II~Eu,,-T||dgi),r — VEfi, (@)

r—1 _k—1
< 16(1+ A)sFLS% > (1 - 3>T T Fa®) - Fa))
k=1

n

+16(1+ A)epLs (1- B)T (F(@©) — F(z*)

n
r—1
1 p\r—k-1 1. A2
+ = (1 - E) (2(1 + A)eapsp® + 8sd(1 + 2
k=1
1 r—1 D r—k—1 5
=3 (1=8) (A0 + B)ep +2)s + 401+ A)zpe(d = K)E, [V i) %
k=1
_ Py 2 1,42
+ (1 n) (21 + Aeasops + 8541+ 5) 75)
+ (1= B) (40 + Adep +2)s + 401+ A)ere(d — B))Es, |V fit")
(77)
And let
4= L5 (1 - B)T_k_l (2(1 + A)eapsp? + 8sd(1 + l)A—Q)
T k=1 n sl ’ A p?
1 - p r—k-1 *\ (|2
-3 (1=8) (A0 + )ep +2)s + 401 + A)epe(d — K)E, [V i) 1%
k=1
_ Py 2 1,42
+ (1 n) (201 + A)eanop® + 85d(1+ ) 5)
+ (1= 2) (40 + D)er +2)s +4(1+ D)ere(d = K)E,, |V () 12
(78)
And for E,, ;, ||V fei (#7) = Vi fi (2*)]|?, using Lemma 4, we get:
Eu,i, Ve fei (@) = Vifi (7))
<41+ A)epE |V, (7)) = Vi, (%)
+ (A1 4+ A)ep +2)s + 4(1 + A)epe (d — k)E;, |V fi, (2)]1%
1 A2
+2(1 4 A)eapsp® + 8sd(1 + Z)F
< 16(14 A)epLy(F(z™) — F(a*))
+ (A1 + A)er +2)s +4(1 + A)epe(d — k))Eq, |V £, (%) 1%
1. A?
+ 2(1 + A)EabS,LLQ + 8sd(1 + K)P
(79
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Plugging into [74] we have:

Eui g

< 48(1+ A)ep Ly(F(2) — F(a*))
+3((4(1 4+ A)ep +2)s +4(1 + A)epe(d — k)Eq, |V fi, () [1%

1. A2
4 6(1 + A)eapsp® + 24sd(1 + Z)F + 3024, +3E; (1 —a)VEefi (z%) +aVpF(z*)|?

r—1 k1
+4802%(1 + A)EFLS% > (1 - 3)” g (F®)) = F(z*))
k=1

+480%(1 + A)ep L, (1 - %)T (F(z©) = F(z*))
<48(1+ A)epLy(F(2") — F(z*))
+3((4(1 4 A)ep +2)s + 4(1 + A)epe(d — k)Eq, |V fi, ()| %

A?
+6(1 4+ A)eapspt® + 24sd(1 + ) =5 + 3% A, + 65((1 — a)’E, |V fi, (7)]|* + a?6?)

A)

r—1 k1
+4802%(1 + A)EFLS% > (1 - B)T g (Fa®) = Fa)
k=1

n

+ 4803 (1+ A)erL, (1- B)T (F(2©) — F(z*)

n
(80)
Takeinto Let 8 = (1 +n?m?)\ and
M, = 30 (41 + A)ep +2)s +4(L+ A)epe(d — k))E;, ||V fi, (2%) |3
1 A 1, A2
+ s (feun? +2— . Vsd)? + 0 (6(1 4+ A)eapep® + 24sd(1 + Z)F +3a’A,
+65((1 — a)’E;, ||V fi (27)]* + a?6%))
8D
Then use RSC and RSS condition, we get:
EF(z(rD) — F(a*)
2
<( m—ﬁ +487°A(1 4+ A)ep Ly — 20\ (EF (27)) — F(z*)) + AM,
1=t r—k—1
+48n%a*A(1 + A)epL— Z(l— f) (F(z®)) = F(z*))
"=
+ 48202 A(1+ A)epL, (1~ %) (F(2©) — F(z*))
(82)

Using the inequalities (57) and (58) of |Gu et al.[(2020), we get:
EF(z"+Y) - F(a")

< (% +487°A(1 + A)epLy — 20\ + 20%(1 + A)(1 — *))(]EF( )) = F(z"))

A A
+ 3P A ((4(1 + A)ep +2)s + 4(1 + A)epe(d — k)Es, |V i, ()% + m2( eup? + 2?@)2

1. A2
F1PA6(L + A)eapsp® + 24sd(1 + Z)ﬁ +3a2A4, +65((1 — a)’Ey, [V fi, (z7)|* + a?6%))
(83)
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Corollary 3. To converge, we need:

(2 +n\)m, — B

-1 84
ms(24n?AepLs + o?(1 — £)) (84)
Large « decrease the tolerable upper bound of noise.
Proof. If algorithm converges, we need:
2
28 +480°A(1 4+ A)epLs — 20\ + 2% (1 + A)(1 — %) <1 (85)
We can get:
1
1 N —
(24P AepLs +02(1— PY)(1 + A) < 2 F MM = 5 (86)
n ms
Then we have:
1
=+ 1A s —
A< (g +n)m, —f —1 (87)

mg(24n*XepLg + a2(1 — £))

D.3 PROOF OF 4.3

) R 14 20)d < &1 — &
lg¢ = VF@)IP = lg - V() 4 SE2UT Y St
=1

1 A2
< (1+A)|g— VF()|? + 4sd(1 + K)(l + QQ)QF

2
< (14 A)|Vfi(z) — VF(@)|? + 4sd(1 + %)(1 + 2a)2% (88)

E MORE EXPERIMENTS RESULTS

E.1 SENSITIVITY ANALYSIS

To obtain more universally applicable experimental results, we varied different parameters in the
sensitivity analysis experiment, and the outcomes are presented as follows. At first, we keep the
original parameter settings of the experiment and change the learning rate 7.

(a) SZOHT (b) SAGA-ZOHT (c) VR-SZHT

Figure 4: Setn =5 x 1077, n = 100,d = 100,k = 30,¢ = 20, u = 10~%,m = 5.
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Then we vary the sparsity by change k.

106

4000

(a) SZOHT

5000 o 1000

eeeee

(b) SAGA-ZOHT

Noise Level
— a=0
£=10
£=20
— a=30
A=40

000 5000 0 10000

(c) VR-SZHT

Figure 5: Set = 1075, n = 100,d = 100,k = 20,q = 20, u = 10~%,m = 5.

We reduce the number of random unit vectors ¢ to simulate the case of limited queries.

106

4000

(a) SZOHT

1e6

1000 2000

(b) SAGA-ZOHT

3000
Iteration

4000

5000 0

(c) VR-SZHT

Figure 6: Set) = 1075, n = 100,d = 100,k = 30,q = 10, = 10~%,m = 5.

We also change the update frequency m of VR-SZHT to compare with figure[Tfc).
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Figure 7: Set) = 1075, n = 100,d = 100,k = 30,q = 20, . = 1074,
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Additionally, we extend experiment to high-dimensional and large-data scenarios.
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Figure 8: Set = 10~7,n = 1,000,000, d = 10,000, k = 200, q = 20, x = 10~4,m = 5.

E.2 FEW PIXELS ADVERSARIAL ATTACKS AGAINST DEFENSE

In few pixels adversarial attacks against defense experiment, the attack success rate over 100 images
is shown in table[T} We also provide some example perturbed images in figure[T0]

Perturbed images Perturbed images Perturbed images

(a) SZOHT (b) SAGA-ZOHT (c) VR-SZHT

Figure 9: (a) is determined as number 3, while (b)(c) are still determined as number 7.

Table 1: Attack success rate under different v.

v ALGORITHMS ATK SUCCESS RATE
SZOHT 100/100

0 SAGA-ZOHT 99/100
VR-SZHT 98/100
SZOHT 87/100

0.1 SAGA-ZOHT 64/100
VR-SZHT 74/100
SZOHT 75/100

0.2 SAGA-ZOHT 49/100
VR-SZHT 58/100
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Additionally, we extend experiment to Cifarl0. We demonstrated the loss function for adversarial
attacks under undefended, poorly defended, and heavily defended conditions (the larger the better).
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Figure 10: Adversarial attacks among SZOHT, SAGA-ZOHT, and VR-SZHT.

F LARGE LANGUAGE MODEL USAGE STATEMENT

In this work, we employed LLM to revise and refine text composition.
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