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Abstract

We address differentially private stochastic ban-
dit problems by leveraging Thompson Sam-
pling with Gaussian priors and Gaussian differ-
ential privacy (GDP). We propose DP-TS-UCB,
a novel parametrized private algorithm that en-
ables trading off privacy and regret. DP-TS-
UCB satisfies O (T0'25(1’0‘))-GDP and achieves

O (K In®*!(T)/A) regret bounds, where K is
the number of arms, A is the sub-optimality gap,
T is the learning horizon, and « € [0, 1] controls
the trade-off between privacy and regret. Theoret-
ically, DP-TS-UCB relies on anti-concentration
bounds for the Gaussian distributions, linking the
exploration mechanisms of Thompson Sampling
and Upper Confidence Bound, which may be of
independent research interest.

1. Introduction

This paper studies differentially private stochastic bandit
problems previously studied in Mishra & Thakurta (2015);
Hu et al. (2021); Hu & Hegde (2022); Azize & Basu (2022);
Ou et al. (2024). In a classical stochastic bandit problem,
we have a fixed arm set [K]. Each arm ¢ is associated with a
fixed but unknown reward distribution p; with mean reward
;. In each round, a learning agent pulls an arm and obtains
a random reward that is distributed according to the reward
distribution associated with the pulled arm. The goal of the
learning agent is to pull arms sequentially to accumulate as
much reward as possible over a finite number of 7" rounds.
Since the pulled arm in each round may not always be the
optimal one, regret, defined as the expected cumulative
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loss between the highest mean reward and the earned mean
reward, is used to measure the performance of the algorithm
used by the learning agent to make decisions.

Low-regret bandit algorithms should leverage past informa-
tion to inform future decisions, as previous observations
reveal which arms have the potential to yield higher rewards.
However, due to privacy concerns, the learning agent may
not be allowed to directly use past information to make de-
cisions. For example, a hospital collects health data from
patients participating in clinical trials over time to learn the
side effects of some newly developed treatments. To comply
with privacy regulations, the hospital is required to publish
scientific findings in a differentially private manner, as the
sequentially collected data from patients carries sensitive
information from individuals. The framework of differential
privacy (DP) (Dwork et al., 2014) is widely accepted to pre-
serve the privacy of individuals whose data have been used
for data analysis. Differentially private learning algorithms
bound the privacy loss, the amount of information that an
external observer can infer about individuals.

DP is commonly achieved by adding noise to summary
statistics computed based on the collected data. Therefore,
to solve a private bandit problem, the learning agent has to
navigate two trade-offs. The first one is the fundamental
trade-off between exploitation and exploration due to bandit
feedback: in each round, the learning agent can only focus
on either exploitation (pulling arms seemingly promising
to attain reward) or exploration (pulling arms helpful to
learn the unknown mean rewards and reduce uncertainty).
The second one is the trade-off between privacy and regret
due to the DP noise: adding more noise enhances privacy,
but it reduces data estimation accuracy and weakens regret
guarantees.

There are two main strategies to design (non-private)
stochastic bandit algorithms that efficiently balance ex-
ploitation and exploration: Upper Confidence Bound (UCB)
(Auer et al., 2002) and Thompson Sampling (Agrawal &
Goyal, 2017; Kaufmann et al., 2012b). Both enjoy good
theoretical regret guarantees and competitive empirical per-
formance. UCB is inspired by the principle of optimism in
the face of uncertainty, adding deterministic bonus terms to
the empirical estimates based on their uncertainty to achieve
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exploration. Thompson Sampling is inspired by Bayesian
learning, using the idea of sampling mean reward models
from posterior distributions (e.g., Gaussian distributions)
that model the unknown mean rewards of each arm. The
procedure of sampling mean reward models can be viewed
as adding random bonus terms to the empirical estimates.

The design of the existing private stochastic bandit algo-
rithms (Sajed & Sheffet, 2019; Hu et al., 2021; Azize &
Basu, 2022; Hu & Hegde, 2022) follows the framework
of adding calibrated noise to the empirical estimates first
to achieve privacy. Then, the learning agent makes deci-
sions based on noisy estimates, which can be viewed as
post-processing that preserves DP guarantees. Since both
Thompson Sampling and DP algorithms rely on adding
noise to the empirical estimates, it is natural to wonder
whether the existing Thompson Sampling-based algorithms
offer some level of privacy at no additional cost, without
compromising any regret guarantees.

Very recently, Ou et al. (2024) show that Thompson Sam-
pling with Gaussian priors (Agrawal & Goyal, 2017) (we
rename it as TS-Gaussian in this work) without any modifi-
cation is indeed DP by leveraging Gaussian privacy mecha-
nism (adding Gaussian noise to the collected data (Dwork
et al., 2014)) and the notion of Gaussian differential privacy
(GDP) (Dong et al., 2022). They show that TS-Gaussian is
O(+/T)-GDP. However, this privacy guarantee is not tight
due to the fact that TS-Gaussian has to sample a mean re-
ward model from a data-dependent Gaussian distribution
for each arm in each round to achieve exploration. Each
sampled Gaussian mean reward model implies the injection
of some Gaussian noise into the empirical estimate, and
sampling in total 7" Gaussian mean reward models for each
arm provides a privacy guarantee in the order of /7.

In this paper, we propose a novel private bandit algorithm,
DP-TS-UCB (presented in Algorithm 1), which does not
require sampling a Gaussian mean reward model in each
round, and is hence more efficient at trading off privacy and
regret. Theoretically, DP-TS-UCB uncovers the connection
between exploration mechanisms in TS-Gaussian and UCB1
(Auer et al., 2002), which may be of independent interest.

Our proposed algorithm builds upon the insight that, for
each arm i, the Gaussian distribution that models the mean
reward of arm ¢ can only change when arm i is pulled, as a
new pull of arm ¢ indicates the arrival of new data associated
with arm ¢. In other words, the Gaussian distribution stays
the same in all rounds between two consecutive pulls of
arm 7. Based on this insight, to avoid unnecessary Gaussian
sampling, which increases privacy loss, DP-TS-UCB sets
a budget ¢ for the number of Gaussian mean reward
models that are allowed to draw from a Gaussian dis-
tribution. Among all the rounds between two consecutive
pulls of arm 7, DP-TS-UCB can only draw a Gaussian mean

reward model in each of the first ¢ rounds. If arm 7 is still
not pulled after ¢ rounds, DP-TS-UCB reuses the highest
model value among the previously sampled ¢ Gaussian
mean reward models in the remaining rounds until arm ¢ is
pulled again. Figure 1 presents a concrete example of how
DP-TS-UCB works.
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Figure 1. Cap the number of mean reward models sampled
from a Gaussian distribution. Assume arm ¢ is pulled in rounds
t,t" and t”, and ¢ = 4. In each of the rounds ¢ + 1,...,t +
h,...,t+ ¢, DP-TS-UCB samples a Gaussian mean reward model
0% and uses it in the learning for arm i. In each of the rounds
t+¢+1,t+¢+2,...,t, DP-TS-UCB reuses the highest model
value 03 = maxpe[g] 6" among the previously sampled ¢ mean
reward models in the learning for arm ¢. Once a new Gaussian
distribution is available (the Gaussian distribution located on the
right side), DP-TS-UCB is allowed to draw ¢ Gaussian mean
reward models again in each of the rounds ¢’ +1,¢'+2, ..., ¢ +¢.
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Figure 2. Arm-specific epoch structure. The dashed lines par-
tition rounds from ¢; to ¢12 into three epochs. Assume arm ¢ is
pulled in round ¢1, then we compute its empirical mean as ji; = X,
at the end of round ¢ and arm ¢’s first epoch ends in round ¢;. If
arm ¢ is pulled in rounds ¢3, 4 again, then we compute its empir-
ical mean as ji; = (X3 + X4)/2 at the end of round ¢4 and arm
4’s second epoch ends in round ¢4. It is important to note that arm
4’s empirical mean will not be updated at the end of round ¢3 even
though it is pulled in round ¢3.

To have a tight privacy guarantee, in addition to capping the
number of Gaussian mean reward models, we also need to
limit the number of times that a revealed observation can be
used when computing empirical estimates. Similar to Sajed
& Sheffet (2019); Hu et al. (2021); Azize & Basu (2022); Hu
& Hegde (2022), we use an arm-specific epoch structure
to process the revealed observations. As already discussed
in these works, using this structure is the key to designing
good private online learning algorithms. The key idea of this
structure is to update the empirical estimate using the most
recent 2" observations, where > 0. Figure 2 illustrates
this structure for the first three epochs.
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Preview of results. DP-TS-UCB uses an input parame-
ter o € [0, 1] to control the trade-off between privacy and
regret, and the choice of ¢ = O(T0-5(1~) [n*5B=)(T))
depends on both « and the learning horizon 7". Our tech-
nical Lemma 4.1 shows that this choice of ¢ ensures suffi-
cient exploration, that is, giving enough optimism, for the
rounds when sampling new Gaussian mean reward models
is not allowed. DP-TS-UCB is O(T°25(1=®))_.GDP (The-
orem 4.4) and achieves ;. - O(In(¢TA?) In*(T)/A;)
regret bounds (Theorem 4.2), where A; is the mean re-
ward gap between the optimal arm and a sub-optimal arm
1. For the case where a = 0, DP-TS-UCB enjoys the
optimal ) ;. A < O(In(¢TA2%)/A;) regret bounds and sat-
isfies O(T°25)-GDP, which improves the previous O(v/T)-
GDP guarantee significantly. For the case where o = 1,
DP-TS-UCB satisfies constant O(1)-GDP and achieves
Yia, 0 O(In(¢TA?) In(T)/A;) regret bounds.

2. Learning Problem

In this section, we first present the learning problem of
stochastic bandits and then we provide key knowledge re-
lated to differentially private online learning.

2.1. Stochastic Bandits

In a classical stochastic bandit problem, we have a fixed arm
set [K] of size K, and each arm ¢ € [K] is associated with a
fixed but unknown reward distribution p; with [0, 1] support.
Let p1; denote the mean of reward distribution p;. Without
loss of generality, we assume that the first arm is the unique
optimal arm, i.e., 1 > pu; forall ¢ £ 1. Let A; := uy — p;
denote the mean reward gap. The learning protocol is in each
round ¢, a reward vector X; := (X1 (t), Xa(t),..., Xk (t))
is generated, where each X;(t) ~ p;. Simultaneously, the
learning agent pulls an arm i; € [K]. At the end of the
round, the learning agent receives a reward X, (¢). The
goal of the learning agent is to pull arms sequentially to
maximize the cumulative reward over 7' rounds, or equiva-
lently, minimize the (pseudo)-regret, defined as

R(T) = T-m]E{iuu} ; )]

t=1
where the expectation is taken over the pulled arm 7;. The
regret measures the expected cumulative mean reward loss
between always pulling the optimal arm and the learning
agent’s actual pulled arms.

2.2. Differential Privacy

Our DP definition in the context of online learning follows
the one used in Dwork et al. (2014); Sajed & Sheffet (2019);
Hu et al. (2021); Hu & Hegde (2022); Azize & Basu (2022);
Ou et al. (2024). Let X1+ := (X1, Xo,..., X}) collect all

the reward vectors up to round ¢. Let X7., be a neighbouring
sequence of X7.; which differs in at most one reward vector,
say, in some round 7 < ¢.

Definition 2.1 (DP in online learning). An online learning
algorithm A is (g, ¢)-DP if for any two neighbouring reward
sequences X1.7 and X, for any decision set D1.; C [K]Y,
wehave P{A(X1.) € Dy} < e P{A(X],) € D1.4}+I
holds for all t < T" simultaneously.

Like Ou et al. (2024), we also perform our analysis using
Gaussian differential privacy (GDP) (Dong et al., 2022),
which is well suited to analyzing the composition of Gaus-
sian mechanisms. We then translate the GDP guarantee
to the classical (g, )-DP guarantee by using the duality
between GDP and DP (Theorem 2.4). Indeed, Dong et al.
(2022) show that GDP can be viewed as the primal privacy
representation with its dual being an infinite collection of
(e, 6)-DP guarantees.

To introduce GDP, we first need to define trade-off functions:

Definition 2.2 (Trade-off function (Dong et al., 2022)). For
any two probability distributions P and () on the same
space, define the trade-off function T'(P, @) : [0,1] —
[0,1] as T'(P, Q)(z) = infy, {By : oy < x}, where oy, =
Ep[¢], By = 1 —Eg[¢], and the infimum is taken over all
measurable rejection rules ¢ € [0, 1].

Let ® denote the cumulative distribution function (CDF)
of the standard normal distribution N(0,1). To de-
fine GDP in the context of online learning, for any
n > 0, we let Gy(z) := T (N(0,1),N (n,1)) (z) =
® (®7!(1 — ) — n) denote the trade-off function of two
normal distributions.

Definition 2.3 (7-GDP in online learning). A randomized
online learning algorithm A4 is n-GDP if for any two reward
vector sequences X1.7 and X - differing in at most one
vector, we have T' (A (X1.4) , A (X1.,)) (z) > G, (x) holds
forall x € [0,1] and ¢ < T simultaneously.

For easier comparison, we use the following theorem to
convert an 7)-GDP guarantee to (&, §)-DP guarantees:

Theorem 2.4 (Primal to dual (Dong et al., 2022)). A ran-
domized algorithm is n-GDP if and only if it is (e, (¢))-DP
forall e > 0, where

6e) =@ (-5 +3) —e@ (-5 -3)
Remark. Fix any ¢ > 0. We can also view d(¢) =
o (—% + g) —efd (—% - g) as an increasing function of
7. This means, for a fixed ¢, the smaller the GDP parameter
7 is, the smaller the J(¢) is after the translation.
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3. Related Work

There is a vast amount of literature on (non-private) stochas-
tic bandit algorithms. We split them based on UCB-based
versus Thompson Sampling-based, i.e., deterministic versus
randomized exploration. Then, we discuss the most relevant
algorithms for private stochastic bandits.

UCB-based algorithms (Auer et al., 2002; Audibert
et al., 2007; Garivier & Cappé, 2011; Kaufmann et al.,
2012a; Lattimore, 2018) usually conduct exploration in a
deterministic way. The key idea is to construct confidence
intervals centred on the empirical estimates. Then, the
learning agent makes decisions based on the upper bounds
of the confidence intervals. The widths of the confidence
intervals control the exploration level. Thompson Sampling-
based algorithms (Agrawal & Goyal, 2017; Kaufmann
et al., 2012b; Bian & Jun, 2022; Jin et al., 2021; 2022;
2023) conduct exploration in a randomized way. The key
idea is to use a sequence of well-chosen data-dependent
distributions to model each arm’s mean reward. Then, the
learning agent makes decisions by sampling random mean
reward models from these distributions. The spread of
the data-dependent distributions controls the exploration
level. In addition to the aforementioned algorithms, we also
have DMED (Honda & Takemura, 2010), IMED (Honda
& Takemura, 2015), elimination-style algorithm (Auer &
Ortner, 2010), Non-parametric TS (Riou & Honda, 2020),
and Generic Dirichlet Sampling (Baudry et al., 2021).
All these algorithms enjoy either >, A -, O(In(T)/A;)
or a0 O(n(T)A; /KL (pi, i + A;))  problem-
dependent regret bounds, where KL(a,b) denotes the
KL-divergence between two Bernoulli distributions with
parameters a, b € (0,1).

Sajed & Sheffet (2019); Azize & Basu (2022); Hu et al.
(2021) developed optimal (e, 0)-DP stochastic bandit al-
gorithms by first adding calibrated Laplace noise to the
empirical estimates to ensure (¢,0)-DP. Then, eliminating
arms and constructing data-dependent distributions based on
noisy estimates can be viewed as post-processing which do
not hurt privacy. Although Hu & Hegde (2022) proposed a
private Thompson Sampling-based algorithm, it still follows
the above recipe without leveraging the inherent randomness
present in Thompson Sampling for privacy.

Ou et al. (2024) connected Thompson Sampling with Gaus-
sian priors (we rename it as TS-Gaussian) (Agrawal &
Goyal, 2017) to the Gaussian privacy mechanism (Dwork
et al., 2014) and Gaussian differential privacy (Dong et al.,
2022). The idea of TS-Gaussian is to use N (fli n,, 1/n;)
to model arm 7’s mean reward, i.e., the mean of reward
distribution p;. The centre of the Gaussian distribution
flin, is the empirical average of n; observations that are
i.i.d. according to p;. To decide which arm to pull, for
each arm ¢ in each round, the learning agent samples a

Gaussian mean reward model 6; ~ N (ji; n,,1/n;). The
learning agent pulls the arm with the highest mean reward
model value. Ou et al. (2024) showed that TS-Gaussian
satisfies v/0.57-GDP, before translating this GDP guar-
antee to (g,0)-DP guarantees with Theorem 2.4. Since
there is no modification to the original algorithm, the op-
timal 3 ;A <o O(In(TA?)/A;) problem-dependent regret
bounds and the near-optimal O(1/ KT In(K)) worst-case
regret bounds are preserved. Ou et al. (2024) also proposed
Modified Thompson Sampling with Gaussian priors (we re-
name it as M-TS-Gaussian), which enables a privacy and re-
gret trade-off. Compared to TS-Gaussian, the modifications
are pre-pulling each arm b times and scaling the variance
of the Gaussian distribution as ¢/n;. They proved that M-
TS-Gaussian satisfies 1/7'/(c(b + 1))-GDP, and achieves
bK + 3 a0 OcIn(T A2)/A;) problem-dependent re-
gret bounds and bK + O(cv/KT In K) worst-case regret
bounds. Table 1 summarizes the theoretical results of TS-
Gaussian and M-TS-Gaussian with different choices of b, c.

The order of +/T-GDP guarantee from TS-Gaussian and
M-TS-Gaussian may not be tight when 7T’ is large. There
are two reasons resulting in this loose privacy guarantee:
(1) sampling a Gaussian mean reward model in each round
for each arm injects too much noise; (2) repeatedly using
the same observation to compute the empirical estimates
creates too much privacy loss. In this work, we propose
DP-TS-UCB, a novel private algorithm that does not require
sampling a Gaussian mean reward model in each round for
each arm. The intuition is that once we are confident some
arm is sub-optimal, we do not need to further explore it. To
avoid using the same observation to compute the empirical
estimates, we use the arm-specific epoch structure devised
by Hu et al. (2021); Azize & Basu (2022); Hu & Hegde
(2022) to process the obtained observations. Using this
structure ensures that each observation can only be used at
most once for computing empirical estimates.

Regarding lower bounds with a finite learning horizon T’
for differentially private stochastic bandits, lower bounds
exist under the classical (g, §)-DP notion. Shariff & Shef-
fet (2018) established (> ;. A <o In(T)/A; + K In(T) /¢)
problem-dependent regret lower bound and Azize & Basu
(2022) established an Q(vKT + K/e) minimax regret
lower bound for (g, 0)-DP. Wang & Zhu (2024) established
an Q3 ;A w0 (T)/A; + En %) problem-
dependent regret lower bound for (e, §)-DP. In this work,
we do not provide any new lower bounds. Our theoretical
results are compatible with these established lower bounds.

4. DP-TS-UCB

We present DP-TS-UCB and then provide its regret (Theo-
rem 4.2) and privacy (Theorems 4.4 and 4.6) guarantees.
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Algorithm 1 DP-TS-UCB

1: Input: trade-off parameter « € [0, 1], learning horizon
T, and budget ¢ = ¢oT0-5(1=) |n*-5G=) (),

2: Initialization: (1) pull each arm ¢ once to initialize n;
and [i; ,, (2) set arm-specific epoch index r; <— 1 and
the number of unprocessed observations O; < 0, (3)
set remaining Gaussian sampling budget h; < ¢ and
the highest Gaussian mean reward model MAX; < 0.

3:fort=K+1,K+2,...,Tdo
4: fori € [K]do
5: if h; > 1 then
6: Set 6;(t) <« Hg)hn'ii), where 02(}1;)
N (,&i,m, 1nc:l<_T)) %Mandatory TS-Gaussian
7 Seth; « h;—1,MAX; « max{MAX;,6\"}
8: else
9 Set 6;(t) + MAX; %Optional UCB

10: end if

11:  end for

12:  Pull arm i; € argmax;e(k) 0;(t), observe X;, (1),
and set O;, < O;, + 1

13:  if O;, = 2" then

14: Compute ﬂimut’ where n;, = 2"
15: Reset h;, + ¢, MAX;, <0

16: Setr;, «— r;, + 1 and reset O;, < 0.
17:  end if

18: end for

4.1. DP-TS-UCB Algorithm

Algorithm 1 presents the pseudo-code of DP-TS-UCB. Let
co = v/2me. We input trade-off parameter o« € [0, 1] and
learning horizon T, and then we compute the sampling bud-
get ¢ = coT0-5(1=2) [n0->G=)(T) "Let n;(¢t — 1) denote
the number of observations that are used to compute the
empirical estimate fi; ,,(;—1) at the end of round ¢ — 1.

Initialize learning algorithm (Line 2). There are several
steps to initialize the learning algorithm. (1) We pull each
arm ¢ € [K] once to initialize each arm’s empirical mean
fLin,. Since the decisions in these rounds do not rely on any
data, we do not have any privacy concerns. (2) As we use
the arm-specific epoch structure (Figure 2 describes the key
ideas of this structure) to process observations, we use r; to
track arm ¢’s epoch progress and use O; to count the number
of unprocessed observations in epoch r;. We initialize r; =
1 and O; = 0. (3) Since we can only draw at most ¢ mean
reward models from each Gaussian distribution, we use h;
to count the remaining Gaussian sampling budget at the
end of round ¢ — 1, and MAX to track the maximum value
among these ¢ Gaussian mean reward models. Initially, we
set h; = ¢ and MAX,; = 0.

Decide learning models (Line 4 to Line 11). Let 6;(t)

denote arm ¢’s learning model in round ¢ > K + 1. Each
0;(t) can either be a new Gaussian mean reward model
or some Gaussian mean reward model already used be-
fore. To decide which case fits arm ¢ in round ¢, we
check the value of h; to see whether drawing a new Gaus-
sian mean reward from N (fi; , (t—1), n*(T) /n;(t — 1))
is allowed: if h; > 1, we sample a new mean reward
model 01(};) ~ N (@i, t—1),In*(T) /ni(t — 1)) and use

it in the learning, i.e., 0;(t) = glhi).

,M;

if h; = 0, we use

0;(t) = MAX; = maxy, e[y 6" in the learning as we

7,1

have all 00 0 . 6% in hand already.

i,m;d ing ' Yin,

Our technical Lemma 4.1 below shows that the highest
mean reward model MAX; is analogous to the upper con-
fidence bound in UCBI1 (Auer et al., 2002). The usage of
MAX; ensures sufficient exploration for the rounds when
sampling new Gaussian mean reward models is not allowed.
We can view DP-TS-UCB as a two-phase algorithm with a
mandatory TS-Gaussian phase and an optional UCB phase.
Note that DP-TS-UCB itself does not explicitly construct up-
per confidence bounds; MAX; itself behaves like the upper
confidence bound of arm ¢ in UCB1 in terms of achieving
exploration.

Lemma 4.1. Fix any observation number s > 1 and let
o . ,95? bei.id. accordingto N (fi; s,1n%(T)/s). We

7,87 °

have P {maxhem 97(,7]? > m} >1-0(1/7).

Make a decision and collect data (Line 12). With all learn-
ing models 6;(¢) in hand, the learning agent pulls the arm
iy € argmax;e[k) 0;(t) with the highest model value, ob-
serves X, () and increments the unprocessed observation
counter O;, by one.

Process collected data (Line 13 to Line 17). To control
the number of times any observation can be used when
computing the empirical mean, we only update the empirical
mean of the pulled arm ¢; when the number of unprocessed
observations O;, = 2"+. After the update, we reset h;,, O;,
and MAX;,, and increment the epoch progress r;, by one.

Remark on Algorithm 1. We use data collected in epoch
r; — 1 in a differentially private manner to guide the fu-
ture data collection in epoch r;. We have a mandatory TS-
Gaussian phase where drawing Gaussian mean reward mod-
els is allowed and an optional UCB phase where the agent
can only reuse the best Gaussian mean reward model in the
mandatory TS-Gaussian phase. Separating all the rounds
belonging to epoch r; into two possible phases controls the
cumulative injected noise (and privacy loss) regardless of
the epoch length.

4.2. Regret Analysis of DP-TS-UCB

In this section, we provide a regret analysis of Algorithm 1.
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Theorem 4.2. The problem-dependent regret bound of DP-
TS-UCB with trade-off parameter o € [0, 1] is

In TO'S(Siu)A? In®(T") 3—a)InIn(T) In*(T
Sia a0 O ( = ) 4 (o)D) (1))
The worst-case regret bound of DP-TS-UCB with trade-off
parameter o € 0,1] is O(VEKT In®*+2) (1)),

Theorem 4.2 gives the following corollary immediately.

Corollary 4.3. DP-TS-UCB with trade-off parameter o = 0
achieves Y, n o O (In (TVPAZ) /A;)+0 (Inln(T)/Ay)
problem-dependent regret bounds and O(\/KT In(T))

worst-case regret bounds.

Discussion. DP-TS-UCB with parameter & = 0 can be
viewed as a problem-dependent optimal bandit algorithm
with theoretical guarantees lying between TS-Gaussian
(Agrawal & Goyal, 2017) and UCBI1 (Auer et al., 2002); the
Yia,s00 (In (TH5A?) /A;) + O (Inln(T)/A;) bound
is better than the } ;. A o O (In(7')/A;) bound of UCBI,
but it is slightly worse than the } ;. A ., O (In(TA2)/A;)
bound of TS-Gaussian. DP-TS-UCB with parameter o = 0
is not optimal in terms of regret guarantees, but it offers a
constant GDP guarantee (see Corollary 4.5 in Section 4.3).

We sketch the proof of Theorem 4.2. The full proof is
deferred to Appendix D. Since DP-TS-UCB lies in between
TS-Gaussian and UCBI, the regret analysis includes key
ingredients extracted from both algorithms.

Proof sketch of Theorem 4.2. Fix a sub-optimal arm i. Let
L; = O (In(¢TA?2)In*(T)/A?) indicate the number of
observations needed to sufficiently observe sub-optimal arm
i. We know that the total regret accumulated from arm
i before i is sufficiently observed is at most L; - A;. By
tuning L; properly, for all the rounds when arm ¢ is observed
sufficiently, the regret accumulated from arm ¢ can be upper
bounded by

Sk PLir=1,0i(t) < pi + 0543, ()

where 0;(t) can either be a fresh Gaussian mean reward
model (TS-Gaussian phase, Line 6) or the highest Gaussian
mean model used before (UCB phase, Line 9).

We further decompose (2) based on whether the optimal arm
1 is in TS-Gaussian phase (Line 6) or UCB phase (Line 9).
Define 71(t) as the event that the optimal arm 1 uses a
fresh Gaussian mean reward model in round ¢, i.e., in TS-
Gaussian phase, and let 77 (¢) denote the complement. We
have (2) decomposed as

S ke PLic =4, 0i(t) < ps +0.50;, Ti (1)}

_|_
S PLin = 0,000 < i+ 05800}
3

where, generally, the first term will use the regret analysis
of TS-Gaussian in Agrawal & Goyal (2017) and the second
term will use Lemma 4.1. In Appendix D, we present an
improved analysis of TS-Gaussian and show that the regret
of the first term is at most O (In(¢TA?) In®(T')/A;). The
second term uses a union bound and Lemma 4.1, and is

at most ZtT:K_H P {z’t =1,0;(t) < p; +0.54, ﬂ(t)} <
S P{000) < i, o0 } < O(n(T)). O

4.3. Privacy Analysis of DP-TS-UCB

This section provides the privacy analysis of Algorithm 1.
Theorem 4.4. DP-TS-UCB with trade-off parameter o €

[0, 1] satisfies \/QCOTOE’(“O‘) In!*4=)(T)-GDP.

Theorem 4.4 gives the following corollary immediately.

Corollary 4.5. DP-TS-UCB with trade-off parameter o« = ()
satisfies O (T°25 In® ™ (T'))-GDP; DP-TS-UCB with trade-
off parameter o = 1 satisfies O (1)-GDP.

Discussion. Together, Theorem 4.2 (regret guarantees) and
Theorem 4.4 (privacy guarantees) show that DP-TS-UCB is
able to trade off privacy and regret. The privacy guarantee
improves with the increase of trade-off parameter «, at the
cost of suffering more regret.

Table 1 summarizes privacy and regret guarantees of TS-
Gaussian (Agrawal & Goyal, 2017), M-TS-Gaussian (Ou
et al., 2024), and DP-TS-UCB. From the results, even
for the worst case, i.e., « = 0, DP-TS-UCB is still
0] (T°-2%)-GDP, which could be much better than the
O(V/T)-GDP guarantee of TS-Gaussian. Since DP-TS-
UCB with @ = 1 achieves a constant GDP guarantee,
increasing learning horizon 71" does not increase privacy
cost. M-TS-Gaussian pre-pulls each arm b times and uses
¢/n; as the Gaussian variance. Generally, it achieves
bK +3 5a,500(c log(T'A%)/A;) regret bounds and satis-
fies /T'/(c(b+ 1))-GDP. By tuning b, ¢ = O (In*(T")), M-
TS-Gaussian achieves Y, n - o O(In"(T)log(TA7)/A;)
regret bounds (almost the same as DP-TS-UCB’s regret
bounds), but satisfying O(v/T/ In*(T'))-GDP guarantees,
which could be much worse than the O (7%-2%)-GDP guar-
antees of DP-TS-UCB. By tuning b, ¢ = O (T"7), where vy >
0, M-TS-Gaussian achieves Y ;. -, O(T7 log(TA?)/A;)
regret bounds and satisfies O(v/1"'~27)-GDP. Although the
GDP guarantee is improved to be in the order of v7T1-27,
the regret bound may be worse than DP-TS-UCB’s bounds
due to the existence of the 77 term. For example, when set-
ting v = 0.25, M-TS-Gaussian is O(T%-2°)-GDP, but it has
a Y ia,500(T"* log(TA7)/A;) regret bound, which
will not be problem-dependent optimal.

Since the classical (g, §)-DP notion is more interpretable,
we translate GDP guarantee presented in Theorem 4.4 into
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Table 1. Summary of privacy and regret guarantees

Regret bounds GDP guarantees
TS-G (Agrawal & Goyal, 2017) O (KIn(TA?)/A) o(T"®)
M-TS-G (Ou et al., 2024) bK + O(cK In(TA?%)/A) \/T/ (b+1))
M-TS-G (tune b,c = O(T"),y > 0) | O(KT" In(TA?)/A) To5= 7)

M-TS-G (tune b,c = O (In*(T"))) KIn*(T)In(TA%)/A)

DP-TS-UCB (Algorithm 1)

Kn (T°°C-9A) In*(T)/A + KInln(T)1

o(
o(
O(T%*/In"(T))
o(

I’lu(T)/A) TO 25(1—a) 1n0 75(1— a)(T))

DP-TS-UCB (tune o = 1)

o(
o(
DP-TS-UCB (tune a = 0) O(KIn (T'PA?) /A + KInln(T)/A)
O(KIn (TA?)In(T)/A) + KInIn(T)1

n(T)/A) 0(1)

(e, 6)-DP guarantees by using Theorem 2.4.

Theorem 4.6. DP-TS-UCB is (£,6(¢))-DP for all ¢ > 0,
where 5(2) = & (— g + Y2 ) — e (— 5 — ¥22),
where ¢ = coT0-5(1=2) [n0->G=) (),

Proof. Directly using Theorem 2.4 concludes the proof. [J

The proof for Theorem 4.4 relies on the following composi-
tion theorem and post-processing theorem of GDP.

Theorem 4.7 (GDP composition (Dong et al., 2022)).
The m-fold composition of n;-GDP mechanisms is

n? + ...+ n2,-GDP.

Theorem 4.8 (GDP Post-processing (Dong et al., 2022)). If
a mechanism A is n-GDP, its post-processing is also -GDP.

Proof of Theorem 4.4. Fix any two neighbouring reward
sequences X1.p = (X1,...,Xr...,Xp) and X|. =
(X1,...,X.,... X1), where the complete reward vector
in round 7 is changed. Under the bandit feedback model,
this change only impacts the empirical mean of the arm
pulled in round 7, that is arm ¢,. Name ¢, = j: based on
the arm-specific epoch structure (Figure 2), the observation
X (1) will only be used once for computing the empirical
mean of arm j at the end of some future round, which is the
last round of some epoch r; — 1 associated with arm j.

We have one Gaussian distribution constructed using X ;(7)
at the beginning of epoch r;. If arm j only has the manda-
tory TS-Gaussian phase in epoch 7;, we draw at most ¢
Gaussian mean reward models from that constructed Gaus-
sian distribution. From Lemma 5 of Ou et al. (2024), we
know DP-TS-UCB is /1/1n®(T)-GDP in each round in
the mandatory TS-Gaussian phase. From Theorem 4.7,
we know the GDP composition over at most ¢ rounds is
\/ ¢/ In“(T)-GDP. Note that X;(7) will not be used to con-
struct Gaussian distributions starting from epoch r; + 1 to
the end of learning due to the usage of arm-specific epoch
structure, i.e., we abandon X (7) at the end of epoch r;.

If arm j has both the mandatory TS-Gaussian phase and
the optional UCB phase in epoch r;, for the mandatory

TS-Gaussian phase, DP-TS-UCB is y/¢/ In® (T")-GDP; for

the optional UCB phase, DP-TS-UCB is also /¢/ In® (T')-
GDP, as by post-processing Theorem 4.8, the maximum
MAX; of ¢ Gaussian mean reward models is y/¢/ In®(T')-
GDP. Composing the privacy guarantees in these two phases
concludes the proof. O

5. Experimental Results

5000

mE DP-TS-UCB (a = 0)
& 4000 DP-TS-UCB (a = 0.25)
2 W DP-TS-UCB (a = 0.5)
o
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o
£
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2
& 1000 III

WAl g | [
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(a) The impact of learning horizon 7" and trade-off parameter
« on the regret by the end of round 7'.

»—

DP-TS-UCB (o = 0)
DP-TS-UCB (o = 0.25)
DP-TS-UCB (o = 0.5)

DP-TS-UCB (a = 0.75

DP-TS-UCB (o = 1)

)1|I II
.l I.

10000 100000

)

GDP parameter 1) by the end of round T'

1000000 10000000

(b) The impact of learning horizon 7" and trade-off parameter
a on the GDP parameter 7 by the end of round 7.

Figure 3. DP-TS-UCB’s privacy vs regret with different o and 7'.

The setup consists of five arms with Bernoulli rewards. We
set the mean rewards as [0.95,0.75,0.55,0.35,0.15]. We
first analyze DP-TS-UCB’s privacy and regret across differ-
ent values of « and T'. Then, we compare DP-TS-UCB with
M-TS-Gaussian (Ou et al., 2024) from two perspectives:
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(1) Privacy cost under equal regret; (2) Regret under
equal privacy guarantee. We also compare with (g,0)-
DP algorithms, including DP-SE (Sajed & Sheffet, 2019),
Anytime-Lazy-UCB (Hu et al., 2021), and Lazy-DP-TS (Hu
& Hegde, 2022) for ¢ = 0.5, which can be found in Ap-
pendix E.2. All the experimental results are an average of
20 independent runs on a MacBook Pro with M1 Max and
32GB RAM.

5.1. Privacy and Empirical Regret of DP-TS-UCB with
Different Values of oo and T’

The performance of DP-TS-UCB in terms of the privacy
guarantees and regret across different values of « and time
horizons 7" are shown in Figure 3. The results reveal a trade-
off between regret minimization and privacy preservation:
increasing « leads to a stronger privacy guarantee, reflected
in a lower GDP parameter 7, but at the cost of higher regret.
However, when o = 1, the privacy guarantee becomes con-
stant, meaning that increasing 7' no longer deteriorates the
privacy protection of DP-TS-UCB.

5.2. Privacy and Empirical Regret Comparison under
the Same Theoretical Regret Bound

Since DP-TS-UCB with parameter o and M-TS-Gaussian
with parameters b = 0, ¢ = 5In“(T")) share the same
theoretical regret bound, we now present empirical re-
gret and privacy guarantees for different values of a@ =
{0,0.25,0.5,0.75,1}. We set T' = 10°. Figure 4(a) shows
that DP-TS-UCB incurs lower empirical regret than M-TS-
Gaussian, whereas Figure 4(b) shows that DP-TS-UCB
achieves better privacy.

5.3. Empirical Regret Comparison under the Same
Privacy Guarantee

M-TS-Gaussian satisfies a \/T'/(¢(b + 1))-GDP guarantee,
while DP-TS-UCB satisfies \/ 2¢oT05(1=0) Int-5(=) ().

GDP. Thus, we let ¢ = \/mTO-“H’O‘) In~ 0=

for any b of M-TS-Gaussian to ensure the same privacy
guarantees as DP-TS-UCB. We compare their empirical
regret over 7' = 10° rounds under two privacy settings
determined by « for both algorithms. For each «, we select
b from {0, 1,500, 1000, 2000, 5000, 100000} to minimize
regret of M-TS-Gaussian (see Appendix E.1).

\/2¢0T95 In*®° T-GDP Guarantee (o« = 0). The optimal
M-TS-Gaussian parameters are b = 1 and ¢ = 1.18. As
shown in Figure 5(a), M-TS-Gaussian slightly outperforms
DP-TS-UCB, but the empirical regret gap is small.

v/ 2co-GDP Guarantee (o = 1). For this setting, the best
M-TS-Gaussian parameters are b = 2000 and ¢ = 60.46.
However, DP-TS-UCB achieves lower regret, significantly

7000
s DP-TS-UCB

6000 M-TS-Gaussian (b= 0,¢ = In"(T))

N}

Regret by the end of round 7'

1000 I I
0 l

0 0.25 0.5

0.75 1
@

(a) Regret by the end of round 7" of DP-TS-UCB and M-TS-
Gaussian with different parameters.

s DP-TS-UCB
M-TS-Gaussian (b= 0,c¢ = In*(T))

ot

]

GDP parameter 1) by the end of round 7'

100 I
0 | _

0 0.25 0.5 0.75 1
a

(b) GDP parameter n by the end of round 7" of DP-TS-UCB
and M-TS-Gaussian with different parameters.

Figure 4. The performance of DP-TS-UCB and M-TS-Gaussian
under the same theoretical regret bound.

outperforming M-TS-Gaussian, as shown in Figure 5(b).

6. Conclusion

This paper presents a novel private stochastic bandit algo-
rithm DP-TS-UCB (Algorithm 1) by leveraging the con-
nection between exploration mechanisms in TS-Gaussian
and UCBI1. We first show that DP-TS-UCB satisfies
O(T°25(1=))_GDP and then we translate this GDP guar-
antee to the classical (¢, d)-DP guarantees by using dual-
ity between these two privacy notions. Corollary 4.3 and
Corollary 4.5 show that DP-TS-UCB with parameter o = 0
achieves the optimal O (K In(7")/A) problem-dependent re-
gret bounds and the near-optimal O(v KT InT') worst-case
regret bounds, and satisfies O (7°2%)-GDP. This privacy
guarantee could be much better than the O(+/T')-GDP guar-
antees achieved by TS-Gaussian and M-TS-Gaussian of Ou
et al. (2024). We conjecture that our privacy improvement
is at the cost of the anytime property of the learning al-
gorithm and the worst-case regret bounds. Note that both
TS-Gaussian and M-TS-Gaussian are anytime and achieve
O(V KT In K) worst-case regret bounds, whereas our DP-
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(a) Empirical regret for O(vVT95 In*® T') -GDP (a = 0).
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(b) Empirical regret for /2co-GDP (o = 1).

Figure 5. The regret of DP-TS-UCB and M-TS-Gaussian under
the same privacy guarantee with « = 0 and o = 1.

TS-UCB is not anytime and achieves only O(v KT InT)
worst-case regret bounds. If we know the maximum mean
reward gap Ap.x = max;e(g] A; in advance, by slightly
modifying the theoretical analysis, we know a better choice
of ¢ should be the one depending on A, . Tuning ¢ that
depends on A, will provide problem-dependent GDP
guarantees. This intuition motivates us to develop private
algorithms that achieve problem-dependent GDP guarantees
as the main future work.
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Impact Statement

Privacy-preserving sequential decision-making is important
in modern interactive machine learning systems, particu-
larly in bandit learning and its general variant reinforce-
ment learning (RL). Our work contributes to this field by
proposing a novel differentially private bandit algorithm
that connects classical algorithms in the RL community
and DP community. Understanding the interplay between
decision-making algorithms like Thompson Sampling, and
privacy mechanisms and notions is fundamental to advance
the deployment of RL algorithms using sensitive data.
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The appendix is organized as follows.

1. Useful facts are provided in Appendix A;

2. Proofs for Lemma 4.1 is presented in Appendix B;
3. Proofs for Lemma C.1 is presented in Appendix C;
4. Proofs for Theorem 4.2 is presented in Appendix D;

5. Additional experimental results are presented in Appendix E.

A. Useful facts
Fact A.1. Forany T > ¢, for any a € [0, 1], we have In'~*(T) < (1 — ) In(T) + 1.

Proof. Let function f(a) = (1 — &) In(T) 4 1 — In'~*(T"), where variable v € [0, 1]. Then, we have f’(a) = — In(T) +
In'~*(T) In(In(T")). Tt is not hard to verify that f’ <%) = 0. The fact that f'(e) > 0 when a € {0’ 1111(:(11(111n(:r)))}
In(In(In(7))) In(In(In(T))) T))) 1}

In(In(T)) In(In(T

gives f(a) > f(1) = 0forany a € [% 1} Therefore, we have f(a) > 0 for any « € [0, 1].

gives f(a) > f(0) =1 > 0forany o € {O, ] Similarly, the fact that f'(«) < 0 when « € {

Fact A.2 (Hoeffding’s inequality). Let X3, X, ..., X,, be n independent random variables with support [0, 1]. Let
[t = 2 3" X;. Then, for any a > 0, we have P {1, — E [1.0]| > a} < 2¢27°,

Fact A.3 (Concentration and anti-concentration bounds of Gaussian distributions). For a Gaussian distributed random
variable Z with mean p and variance o2, for any z > 0, we have

N

z 22

P{Z>p+z20}<3e 7, P{Z<p—z20}<ge = “

and

M)

P{Z>u+za}>r22+1 e~ T . (5)

B. Proofs for Lemma 4.1

Proof of Lemma 4.1. Let £/’ denote the event that |fi; s — ;| < /In(T)/s holds. Let &/’ &P denote the complement. We
have

P{maxhe[d)] 95? < ,Ui} < { }]P’{rnauxh€ [¢] HZ S < 5“ } +P {a}
< q1 P{o) < e+ VR | 5;;} 1 92D

he (]
_ < P{o<h>>uls+\/1n1 *(T)In®(T )/5|5;js})+2/T2
hels)

a 1 In'=*(T) _q.5Im~ (T 2
<@ hel_[[¢]<1—m'wm“€ ()>+2/T

¢ (6)

1 @

S(b) 1_\/%. \/1 Q(T)(T) —0.5((1— a)ln(T)+1)) +2/T2
¢

Int—(T) _ o) ln
_ 1 gm.@ 0.5((1—a) In(T ))) o/
S(C) _d)/ me: 11 a(ry 1O 0(1 @) +2/T2
= eiﬁTU P WO (T) [V e \/lnl—fX(T)'TO-S(ll_a) +2/T2
< 3/T,

where step (a) uses the anti-concentration bound shown in (5), step (b) uses In'~*(T") < (1 — ) In(T) + 1 shown in
Fact A.1, and step (c) uses (1 —z) < e 7. O

11
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C. Proofs for Lemma C.1

For the case where o = 0, Lemma C.1 below is an improved version of Lemma 2.13 in Agrawal & Goyal (2017) and our
new results imply both improved problem-dependent and problem-independent regret bounds for Algorithm 2 in Agrawal &
Goyal (2017). Assume TA? > e.

Lemma C.1. Let 0, s ~ N (ﬂl,S, lnas(T)). Then, for any integer s > 1, we have

1
E;, [P{emmmm} - 1} < 1234 . %)
Also, for any integer s > 40+v2)? IIX?;A?) lna(T), we have
. 1 _ 72
Elu,s |:]P>{01,s>ll1A2"’|ﬂ1,s} 1:| < TAZ (8)

Proof. For the result shown in (7), we analyze two cases: s = 1 and s > 2. For s = 1, we have

LHSof (7) =E | 57—t~ | -1 <@ E 1 —1<® L~ 1<12176, (9)
2

P s (i1 s — _1 .1,
015>l -} P{91,5>;11,s+ —‘“‘”ﬁ“lm,s} Var2¢

where step (a) uses 1 < fi1,s + In“(7") and step (b) uses the anti-concentration bound shown in (5).

For any s > 2, since fi1 s is a random variable in [0, 1], we know |fi1,s — p1| € [0, 1] is also a random variable. Now, we
define a sequence of disjoint sub-intervals

[0’ \/@) ’ |:\/2h;(2)’\/21n(82+1)> . |:\/21n(;“+1)’\/21n(;"+2)) . |:\/21n(ros(s)+1)’\/21n(ros(s)+2)>7

where r(s) is the smallest integer such that [0, 1] C [O, 211;(2)> U ( U |:\/21n(;"+1)’ \/21“(:+2)>>.

1<r<ro(s)

We also define events Sy := {[LLS — € [0, 21r;(2)>} and S, = {|ﬂ175 — | € {\/QIH(;”H), \/21n(:+2)>} for

all 1 < r < ro(s) accordingly.

Now, we have

_ 1 1{So} 1{S,}
LHS of 1) = E | rgrsyy) — 1 <E |posiiiy) © & Elemosdmy) ~1 - (10)

1<r<ro(s)

For the first term in (10), we have

E [ 1{So} } <FE 1{So} <E 1{So}
P{01,s>p1lf1,s} | — P{91,s>ﬂ1,s+ 2in(2) \ﬂl,s} P{91,5>ﬂ1,s+ 21n(3) 2 (1) |ﬂ1,s} (11)

< <10.161,

1. V/2I®@)  g5.2.n(2)
V2 2W(2)+1 €

where the second last inequality uses the anti-concentration bound shown in (5).

12
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For the second term in (10), we have

1{S,}
S E |t

1<r<ro(s) - _
111, —me[y/EREED, \/Z0CEE ) )
= 1<7'§0(8) ¢ ezl
_1{\,&1‘5—#1\6 |:\/ M,\/ L:JFQ)) } 1
= > E .
1<r<ro(s) P{91,5>ﬂ1,5+ M\ﬂl,s}
'1{m1,s—me[\/7%:+“,¢7w)}_
< > E _
1<r<ro(s) P{gl,s>ﬂ1,s+ wlﬂl,s}
_ (12)
<@ > E L 1 {Iﬂl sl € [\/21“(”1) : \/21“(”2))}
1<r<ro(s) _\/%'2\{3(1:4&2_;?1'8_0'5'2ID(T+2) ’ ® s
_ V27 (21In(r+2)+1) . ~ _ 2In(r+1)
B 1<T<ZTO(S) V2 In(r+2)-e= n(r+2) P{'“LS pl = /= }
<(b) Ver(2In(r+2)+1) 26,25.w
= L<r<ro(s) \/2 In(r+42)-e~ n(r+2)
_ V7 (2In(r4+2)+1)-(r+2) | 9_1
1<r<ro(s) V/In(r+2) (r+1)*
< 3.176
where step (a) uses the anti-concentration bound shown in (5) and step (b) uses Hoeffding’s inequality.
Plugging the results shown in (11) and (12) into (10), we have
— 1 _ 1{50} 1{87‘} _
LHS of (7) = E P{91,5>M1\ﬂ1,s}:| 1<E |:]P’{91,5>M1|111,s}:| + Z E |:1P>{6’1,5>M1\ﬂ1,s}] 1< 12.34, (13)

r>1

which concludes the proof of the first result.
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For the result shown in (8), we define the following sequence of sub-intervals

In(T A2 In(r-TA2 In((r+1)-TA2 In(ro(s)-TA? In((ro(s)+1)-TA?
{o, @ ))[\/ Cran) | [y >>W Co)TAY) |, finlCro(a)tD) >)
where 7¢(s) is the smallest integer such that [0, 1] C [0,\/1’1(TSA?)) U [\/ln(rg”A?)’\/1n((T+1S)'TA?)>.

1<r<ro(s)

We define events Sy := {|ﬂ175 — il € {0, A/ W)} and S, := {|ﬂ1,s — | € {\/IH(TZA?), \/ln((H;)TA?))} for

all 1 <r < ry(s) accordingly.

From s > 4(1+v2)° IIXZA?) n*(T) we also have A; > \/4(1+\/§)2 lniTA?) (1) Then, we have

i

LHS of (8)
1 J—
E |:]P{91,5>/"'17045Ai|/21,s}:| 1
< E L - -1
2 n n n<
P{91,5>H1*\/(1+\/§) ! (:Al)l (T)\ﬂl,s}
< |E HSo} 1|+ Y E 1{S,}
P{01,5>mf\/(1+\/§)2I"(ZAg)l"a(T) \ﬂl,s} 1<r<ro(s) P{01,5>ur\/(Hﬂ)zl"(??)l"a(m \ﬂl,s}
1{So} [ 1{S,}
< E -114+ > E 7}
< = P01 . >hilfin s
P{01,5>#17\/(1+\/7)21n( A2)1n (T>‘ 113} 1<r<ro(s) - {01,s>p1lf,s}
(14)
For the first term in (14), we have
E S -1
IP’{Hl SSpn— <1+\f) ln(TA ) In® (T") Wl,s}
S E 2 1{80} 2 2 -1
P{e > + ln(TA ) \/(1+f) ln(TA ) In (T)‘M,S}
< E MR -1 (1)
P{913>M1 L ln(TA 31:; (T) \/(1+ 2) ln(Z"Ai)ln (T)lﬂl,s}
_ E 1{So} - 1
P{Ol S 21n(TA )ln (T) \#1,s}
<@ E } -1
< jp—
L TA
b)  0.613
<(®) Tar
0.52
. . 1 __Ta? 05 1
where step (a) uses concentration bound shown in (4) and step (b) uses 5 =1 o <z AT 105/

14
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For the second term in (14), we have

Z ]E [ 1{S'r'} i|
P{61,s> 11,5
1<r<ro(s) *~ 015>}
i . In(r-TA2 In((r41)-TA2 T
1{|M1,5—M1|€ \/ ( S 7')7\/ ( 5 0)
= Y E - i
P{01,:> s
L<rZro(s) {01,s>p1lf1,s}
M . [ [in(rTa2 In((r41)-TA2 7
1{|M1,3—M1|€ \/ (75 ”),\/ (= 3> 1)>}
< E -
- < ; . In((r+1)-TAZ)
1<r<ro(s) P 01 s> o+ ————25 115
i . [ [in(r-Ta2 In((r+1)-TA2 T
1{|M1,3—M1|€ \/ (TS ”),\/ (@ 3> 1)>}
< L
- Z £ In((r+1)-TA?) In®(T)
1<r<ro(s) PS 61 s>, s+ ————F— |15

1
e m—
1<r<ro(s) 2V27 | fln((r+1)-TA2)

S -P{Iﬂl,s e {\/1H<T.STA$>7 \/1n<<r+1s>~m?))}

~ In(r-TA2
< E #.;4((774_1)4TA2)70.5 P {|M1,s - M1| > (Sl)}
1<r<ro(s) 2V3T \fincrr) Tad) 1 . (16)
<(®) > , 1 . 9¢—2In(rTA?)
= I 1T _((r+1)TA%) 0>
1<r<ro(s) 2V27 | /in((r+1)-TAZ) ‘
= > #; 1. —o. '2(T'TA12)_2
1<r<ro(s) DT d \/m ((r+1) TA?) 0.5
44/2n(r+1)-TAZ In((r+1)- TA2
< ox W e TAY)
1<r<ro(s) (rTAa?)
_ 4\/% Z \/(T'+1)~111((T'+1)~TA?)
T S r/TAE
p V/(r+1) In(r+1) -
< 4T\/A§ > ( 22 r+1) \/Tgﬁ
1<r<ro(s)
4v2n
< TA? X 7.034
70.5235
< TAZ? ?
where step (a) uses the anti-concentration bound shown in (5), i.e., we have
P{el,s > /lLs + M | ﬂl,s} > ]P){el,s > ,[1/1,5 + \/ln((?“-ﬁ-l)'TSA?)ln@(T) | ﬂl,s}
> 1 V(D) TAY  _05.n((r+1)-TA%)
= Ve WD TAD+ CC
— 1 1n((r+1)~TAf) 2\—0.5
= 7 menaans (1) TAY
1 ln((r—&-l)'TA%) 2\—0.5
= ﬁ'm'((r+1)'Tﬁi)
= 1. . . 21-0.5
= w5 Umanran (0T TA)
O
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D. Proofs for Theorem 4.2

Proof. We first define two high-probability events. For any arm ¢ € [K], let (¢t —1) {|uZ ni(t—1) — ,u1| < nl((::Af)) }

and £2(t) = {Qi(t) < i (t—1) + V2 In(TAZ - ) - ::Ft(:)) } Let £'(t — 1) and &Y (t) denote the complements,
respectively.

(v2+1)*
7

Fix a sub-optimal arm i. Let L; := In(TA? - ¢) - % and r = [logy(L;)].

Let £y denote the last round of epoch 7"1(*)- That is also to say, at the end of round ¢y, arm ¢’s empirical mean will be updated
. (%) .
by using 2"i ~ observations.

Let IV;(T) denote the number of pulls of sub-optimal arm ¢ by the end of round 7. We upper bound E [N;(T")], the expected
number of pulls of sub-optimal arm 7. We decompose the regret based on whether the above-defined events are true or not.
We have

E[N:(T)]

> K B[ {ir =1} +1
E [zt e Mo =imi(t = 1) < L} + B[S 0y 1o = iymilt = 1) 2 Li}| +1

< Zs 129 + Yk B[ i =i,ni(t— 1) > Li}] + 1
= Zs':o 25+ 3 e B[ {ir =i,ni(t—1) > L;}]
T
< 4L;+ Z (1 {i =i,/ (t),EL(t — 1), mi(t — 1) > L; }]
t=K+1
w1

T T

+ Y E [1 {it =0, E0(t), it — 1) > LiH + Y E [1 {it =i, &t — 1), it —1) > LH .
t=K+1 t=K+1
wy=0(1/A2), LemmaD.1 w3=0(1/A%), LemmaD.2

7)
For wy and w3 terms, we prepare a lemma for each of them.

Lemma D.1. We have Y7, | E [1 {z’t =i, E0(t), na(t — 1) }] <0 ( 2)
>} <o

i

Lemma D.2. We have ZtT:KH E [1 {zt =i, &Mt —1),n;(t—1)> L, }]

«~m
\_/

The challenging part is to upper bound term w;. By tuning L; properly, we have

w1 = Z?:K+1 [ {Zt =1, t 5#( ) ni(t - 1) > LZ}] (18)
<@ ZtT:KJrl [1{i = Zvez( ) < i +0.5A:}

where step (a) uses the argument that if both events £(t — 1) = {’ﬂi,m(tl) — ui‘ < lsl((j;ff))} and £7(t) =

{Hi(t) < fiinst—1) + V/2In(TAZ - §) - 4/ ;“(t(_Tl)) } are true, and n;(t — 1) > L;, we have

0i(t) < fum—n) +2I(TAT§) /2200
< gt/ 2E2) 4 A(TAT §) - /)
< m+\/@\/1H<X(T)+\/21H(TA§.¢).\/@ (19)
< i+ (V24 1)) BT (T

2
where the last step applies L; = (\/511) ‘In(TA? - ¢) - In A(?T).
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Since the optimal arm 1 can either be in the mandatory TS-Gaussian phase or the optional UCB phase, we continue
decomposing the regret based on the case of the optimal arm 1. Define 77 (¢) as the event that the optimal arm 1 in round ¢ is
in the mandatory TS-Gaussian phase, that is, using a fresh Gaussian mean reward model in the learning. Let 77 (¢) denote the

complement, that is, using MAX; = maxy, ¢[¢) 0 ) in the learning, where all 9(h1 L) ™ N (Ml e (t—1)» 71Ll‘(’t(T1)))

1 n1 (t 1
are i.1.d. random variables.

We have
T T
wi <Y E[L{i=i0:0) < p+ 058 T} + Y E[1{ii=1.0.0) < i+ 058, i)}
t=K+1 t=K+1 (20)
Il I2

Upper bound /;. Note that if event 77(¢) is true, we know the optimal arm 1 is using a fresh Gaussian mean re-
ward model in the learning in round ¢, that is, 6;(t) ~ N ([Ll,m(t_l), %) Term I; will use a similar anal-
ysis to Lemma 2.8 of Agrawal & Goyal (2017), which links the probability of pulling a sub-optimal arm ¢ to the
probability of pulling the optimal arm 1. We formalize this into our technical Lemma D.3 below. Let F;_; =
{h1(7), ha(7), ... hi(T),ir, X, (7),¥7 =1,2,...,t — 1} collect all the history information by the end of round ¢ — 1.
It collects the number of unused Gau551an sampling budget h;(7) by the end of round 7 for all ¢ € [K], the index i, of the

pulled arm, and the observed reward X; (7) for all rounds 7 = 1,2,...,t — 1. Let O1,n0(t—1) ~ N (ﬂlml(t_l), ;rll?t(_Tl)J

be a Gaussian random variable.
Lemma D.3. For any instantiation F;_1 of F;_1, we have

E1{i; =, Ti(t),0:(t) < pi +0.5A;} | Fyo1 = Fya]

E [1 {Zt = ].} | ftfl = thl] . (21)

< 1 —1
- P{al,nl(t—l)>H170~5Ai‘}-t71:Ft71}

With Lemma D.3 in hand, we upper bound term [;. Let Ly ; := 40+v2)” IIXTAZ) D) Let r{*) = [log,(L1.:)]. We have

i

T
t=K+1
T
= Z E [E [1 {it = i,ei(t) < pi + 05A1,7—1(t)} | ]:t—lﬂ
t=K+1
T -
1 —_— . ) = =
= t:;+1]E _(P{91,n1(t—1)>u10~5Ai|ft1—Ft1} 1) E[l {Zt 1} | Fi1 Ftl]]
T =
— 1 — . — =
a t:%:Jrl]E _E [(P{ol,nl(tl)>l"l0-5Ai|]:tl—Ftl} 1) i =1} Fia Ftl]]
p =
_ 1 _ . i, =
o t:;+1E _<P{91,nl(t1)>#1—0.5Ai|]:t—1—Ft—1} 1> 1 {Zt 1}:|
log(T') 1 L
< s+1, _
= S;O 2 E |:(]P’{01,25>u10‘5Ai|ﬂ1,25} 1)}
T 1 )]+ 52 : ]
< st 1)+ Y 2 __
=0 ]P){GLQS > U1 — 0.54A; | ,u,Lgs} s:r§*> ]P){HLQS > U1 — 0.54A; | ,uLQs}
<12.34 from (7) §T7A22 from (8)
log(T) 1 9
s= T‘l
< 50L1; +O(1/A)

(22)
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Upper bound /5. Note that if event 7;(t) is false, we know the optimal arm 1 is using MAX; = max;, ¢[¢) 91 (1) in
the learning, where 91 (i—1) ™ N ([lel(t,l), %) for each h; € [¢]. We have
I, — E [1 i =0, 0;(t) < s +O.5Ai,7‘1(t)H
t= +1
< E[1 {zt—z 0, ( <,ui+Ai,T1(t)H
t=K+1
T
< 3 Et{i=i00) <+ AT ]
t=K+1
T log(T) (h1) (23)
< > 3 E[l{max@lglsﬁul}]
t=K+1 s=0 hi€[g] 7
Lemma 4.1
T log(T)
< X X oT)
t=K+1 s=0
< O(In(T))
From (22) and (23), we have w; < Ij + I < 50L1; + O(1/A2) + O(In(T)) < O (%) which gives
n 2) In™ n 2) In™ n 2y In™
E[N,(T)] < O (1 (quAA%l (T)) L0 (1 TAA)lI (T)) 0 (1 (¢TAA%1 (T)) . (24)

Therefore, the problem-dependent regret bound by the end of round T is

> icik):aso E[Ni(T)] 'QAi
In(¢TAZ)In®(T)
Eie[K]:Ai>O o (Ai)
) A e (1II(COT0~5<1*Q> 1110'5(3"‘)(T)TA12)ln“(T)) (25)
1€ >

i

In T0'5<37Q)A? In*(T) 3—a)InIn(T) In® (T
< Zie[K]:Ai>OO< ( A ) )+O(( : A(i) ( )>

For the proof of worst-case regret bound, we set the critical gap A, := / K In'te (T)/T. The regret from pulling any sub-

optimal arms with mean reward gaps no greater than A, is at most TA, = O(1/ KT In*"(T')). The regret from pulling

. . . In(T°°G=AZ) In*(T)
any sub-optimal arms with mean reward gaps greater than A, is at most Zie[ KA >A, 0] x; +
3—a)InIn(T) In*(T In(T) In*(T InIn(T) In @
O (Celnf MM < 57 gaisa, O (BEEHD) 4 0 (mR@QRAD) <0< KT (T)). =
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Proof of Lemma D.1. Let Ts(“ be the round by the end of which the empirical mean will be computed based on 2° fresh
observations.

‘We have

. K+1 {1 {Zt ni(t—1) > L’H
- { {zt = 0,0,(t) > i (1-1) + V2I(TAT - §) -/ 2 Oh it — 1) > LiH

t= K+1
log(T') L T
< Y E 1{lt=%9i()>uzm(t 1) +2In(TA7 - nn(t(l }
s=0 D41 ‘
log(T) 1 . . e (T) (26)
< 20 2 -P < MAX; > i 2s + 21H(TA1 . ¢) . s }
log(T") N
< Z 9s+1 . ¢ . %67 In(TA?-¢)
s=0
1
< 0(T0- rdrs)
< 0(%) .
which concludes the proof.
O
Proof of Lemma D.2. From Hoeffding’s inequality, we have
T
S E [1 {it =0, &Pt — 1), ni(t—1) > LH
t=K+1
log(T)
< Z P{ﬂi,zsuﬂﬁ\/]n(:g??)}fﬂ
< lOgX(:T) 26721n(TA ). 9s+1 27)
s=0
< o(r- TA%TA%)
< Of(a7)
which concludes the proof. O

Proof of Lemma D.3. For any F;_;, we have

E [1 {Zt = i, Gz(t) i O5A,,71(t)} | Ft—l = Ft—l]
1{7i(t)}-E [1{ ( ) < g +0.54;,0;(t) < pi +0.54;,V5 € [K]\{1}} | Fim1 = Fiod]

(28)
where the first inequality uses the fact that event 77 (¢) is determined by the history information. Note if ~1(t — 1) € [¢], we
have 1 {71(¢)} = 1;if hy(¢ — 1) = 0, we have 1 {71 (¢)} = 0.

A

We also have

E1{i; =1,0;(t) < pi +0.58¢, Ta(t)} | Fio1 = Fy1]
> {Ti(t)}-E[1{0:(t) > ps +0.54; > 0;(t),Vj € [K ]\{1}}|ft71=Ft71]
= V{Ti(®)} - E[1{0:1(t) > pi + 0.5A;} | Femr = Fra] - E[1{0;(t) < pi +0.54:,Vj € [K]\ {1}} | Fim1 = Foa].
(29)

Now, we categorize all the possible F;_1’s of F;_; into two groups based on whether 1 {7;(¢t)} = 0or 1 {71 (¢)} =
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Case 1: For any F;_; such that 1 {7;(¢)} = 0, combining (28) and (29) gives

E [1 {Zt = z,@z(t) S 1223 -+ 05A1,7-1(t)} | ft—l = Ft—l]
0

(30)

IN

1{it = 1} | Fio1= Ft—l] y

1 —_— .
<P{01,n1(t1)>;U'1+0.5Ai|]:t—l—Ft—l} 1) E[

here the 1 li he fact th L -1 .
where the last equality uses the fact that 0 < (P{al,nl(t1)>Mi+0-5Ai-Ft1:Ftl} ) <+

Case2: Forany F;_; suchthat 1 {7;(¢)} = 1, we have

E [1 {’Lt = i, Gl(t) < i + 05A1,7-1(t)} | ]:t,1 = thl]

{1} -E1{01(t) < pi +0.54:,0;(t) < pi +0.54;, V5 € [K]\ {1}} | Fio1 = Fii]
L{Ti(t)} - E[1{01(t) < pi + 0.50;} | Fooy = Fra] -E[1{0;(t) < p; +0.5A;, V5 € [K]\ {1}} | Fie1 = Fy_1]
E[1{610,—1) < i + 05A;} | Fomq = Frq] - E[1{0;(t) < pi +0.5A4;,Vj € [K]\ {1}} | Fier = Fr]

A

(31)
We also have

E[1{i; =1,0;(t) < pu; + 0.54;, T1(t)} | Fio1 = Fi—q]

L{Ti(6)} E[1{01(t) > pi + 0.50; > 0;(£),¥j € [K]\ {1}} | Fier = Fr_1]

L{Ti(6)} E[1{01(t) > pi + 050} | Fioy = Foa] - E[1{0;(8) < 15 + 0.5A;,Vj € [K]\ {1}} | Foey = Fo_1]
E [1 {Gl,m(t_l) > + O5AZ} | ./_‘.t,1 = thl} -E [1 {Qj(t) < i + 05A17VJ S [K] \ {1}} | ft,1 = thl]

v

>0
(32)
From (31) and (32), we have
]E{[l {ie =14,0i(t) < pi + 0-5Ai,}71(t)} | Fio1 = Fi_1]
P11 ,ny (—1) SHiH0.50 | Fr1=Fi_1 — ) ‘ ) _
>~ P{el,ni(t—1)>Mi+0~5Ai|]‘—t71:Ft71} -E [1 {7/7: = 1, el(t) S M + O-5Az; 7—1(t)} | ]:tfl - thl] (33)
1 L _
< I RS T W 1) CE1{i, =1} | Foor = Foa]
which concludes the proof. O
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E. Additional Experimental Results
E.1. M-TS-Gaussian parameter selection

Recall that in Section 5.3, we let ¢ = WTO'“HO‘) In 150~ (T) for any b for M-TS-Gaussian to satisfy

\/ 26oT0-5(1=) In'-*(1=®)(T")_.GDP. To determine the best b value for each o considered in Section 5.3, we conduct
experiments with b = {0, 1, 500, 1000, 2000, 5000, 100000}. The results are shown in Figure 6.

102 H——¥Y— 75—y v — 10
3
5 1 W L
b0 o0
Q 9]
o o 102
10! —A— M-TS-Gaussian (b = 0, ¢ = 2.36) —— M-TS-Gaussian (b = 0, c = 120985.36)
—~ M-TS-Gaussian (b = 1,c = 1.18) i —~ M-TS-Gaussian (b = 1, ¢ = 60492.68)
—¥— M-TS-Gaussian (b = 500, ¢ = 5e — 3) 10 —¥— M-TS-Gaussian (b = 500, ¢ = 241.49)
10° —&— M-TS-Gaussian (b = 2000, ¢ = 1.2¢ — 3) —@— M-TS-Gaussian (b = 2000, ¢ = 60.46)
—— M-TS-Gaussian (b = 5000, ¢ = 0.5¢ — 3) 10° —— M-TS-Gaussian (b = 5000, ¢ = 24.19)
4 —- M-TS-Gaussian (b = 10000, ¢ = 0.2¢ — 3) A —- M-TS-Gaussian (b = 10000, ¢ = 12.09)
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
t %109 t %106
(a) Regret for O(VT05In'> T') -GDP (o = 0) . (b) Regret for \/2¢o-GDP (o = 1).

Figure 6. The regret of M-TS-Gaussian with parameters b = {0, 1, 500, 1000, 2000, 5000, 100000} under two privacy guarantees.

We can observe that when o = 0, M-TS-Gaussian achieves the lowest regret with b = 1 and ¢ = 1.18, as shown in
Figure 6(a). When oo = 1, M-TS-Gaussian achieves the lowest regret with b = 2000 and ¢ = 60.46, as shown in Figure 6(b).

E.2. Comparison with (¢, 0)-DP algorithms

We compare DP-TS-UCB with (¢, 0)-DP algorithms with ¢ = 0.5: DP-SE (Sajed & Sheffet, 2019), Anytime-Lazy-UCB
(Hu et al., 2021) and Lazy-DP-TS (Hu & Hegde, 2022). These algorithms use the Laplace mechanism to inject noise.

2500
—»— M-TS-Gaussian (b = 1, ¢ = 1.18) 6000 —»— M-TS-Gaussian (b = 2000, ¢ = 60.46)
2000 ~-~ DP-TS-UCB (a = 0) ~%— DP-TS-UCB (a = 1)
~®— Vanilla TS (Gaussian) ~®— Vanilla TS (Gaussian)
- @~ DP-SE (¢ = 0.5) - ~#— DP-SE (¢ = 0.5)
4 1500 —4— Anytime-Lazy-UCB (c = 0.5) 5 4000 4~ Anytime-Lazy-UCB (c = 0.5)
2 —— Lazy-DP-TS (¢ = 0.5) K —— Lazy-DP-TS (¢ = 0.5)
1000
2000
500
0 0
0 200000 400000 600000 800000 1000000 0 200000 400000 600000 800000 1000000
t t
(a) Regret for O(VT?5In'-5 T') -GDP (o = 0) . (b) Regret for /2¢o-GDP (a = 1).

Figure 7. The regret of DP-TS-UCB and M-TS-Gaussian under the same privacy guarantee with o = 0 and 1, with comparison to
(e, 0)-DP algorithms.

We can see that when o = 0, both DP-TS-UCB and M-TS-Gaussian perform better than the (e, 0)-DP algorithms, as shown
in Figure 7(a). When we increase @ = 1, M-TS-Gaussian performs worse than the (¢, 0)-DP algorithms, but DP-TS-UCB
still outperforms Anytime-Lazy-UCB, as shown in Figure 7(b).
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