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Abstract

Recent work developing Membership Inference Attacks
(MIA) has demonstrated that certain points in the dataset are
often intrinsically easier to attack than others. In this paper,
we introduce a new pointwise metric, the Datamodel Dis-
tance, and show that it is empirically correlated to and estab-
lishes a theoretical lower bound for the success probability
for a point under the LiRA MIA. This establishes an explicit
connection between the related concepts of Datamodels and
Membership Inference via surrogate models, and also gives
new intuitive explanations for why certain points are more
susceptible to attack than others. We then use datamodels as
a lens through which to investigate the Privacy Onion Effect.

Introduction
There has been great recent interest in membership infer-
ence attacks (MIA) that have high power, in that they can
not only have a certain guaranteed maximum false positive
rate, but that the true positive rate will be high even at low
false positive rates. This is important, as the value of identi-
fying a member in a dataset is usually much higher than the
value of confirming that a target point is not a member. The
approach of Carlini et al. (2022a) took this goal seriously,
and developed a maximum-power hypothesis test for mem-
bership inference. However, even their test does not give any
explicit guarantee of true positive rate under any natural as-
sumptions. Ideally, one would like to know that, if a dataset
is contaminated enough, there is a high probability of be-
ing detected as such by our MIA. To approach this prob-
lem, we take inspiration from the body of work on property
testing (Goldreich, Goldwasser, and Ron 1998), a method-
ology that has recently seen some applications for evaluat-
ing a bounding an ML model’s privacy properties (Jha and
Raskhodnikova 2011) (Gilbert and McMillan 2019) as well
as verifying robustness properties (Lintilhac, Ackerman, and
Cybenko 2024). Following this general framing of the prob-
lem as one of property testing, the goal of this paper is to
lower bound the probability of a particular membership in-
ference attack using the assumption that the ML model is at
least ϵ−far from a certain property, under a certain natural
definition of distance.
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In order to find a test with a guaranteed true positive rate
for a target point, we can make use of an assumption about
how “far” the dataset is from being “clean” of this data point.
This kind of quantitative metric for dataset membership is
desirable, not only because it may give us some hope of hav-
ing a guaranteed true positive rate, but because it is useful
in general to measure not only whether a dataset contains a
point, but also to what extent it is influenced by that point. A
commonly used heuristic for the level of contamination of a
dataset by a point is the number of repetitions of that point
in the training set. One might consider this to be a proxy
for how contaminated a dataset is with a particular point,
and reasonably assume that the more times a data point is
repeated in the training set, the more likely a MIA is to
succeed. But while this has been demonstrated empirically
(Duan et al. 2024), unfortunately there is no clear path to
proving any such guarantee. Instead, we look to the work on
datamodeling by Ilyas et al. (2022) for inspiration in defin-
ing a distance metric that accurately predicts true positives
of the Likelihood Ratio Attack (LiRA) offline attack.

Background
LiRA: The Online Variant
In the online version of the LiRA attack, the target model is
trained on a random subset of the full CIFAR dataset using
α−fraction of the training points, and then several so-called
“shadow models” are trained using independently sampled
subsets of the training data of the same size, some which
contain the target point, and some which don’t. In the most
basic version of their online attack, the distribution of con-
fidences (correct-class logits) for training sets that contain
x and exclude x are then estimated using an assumed nor-
mal distribution. We let Qin and Qout be the normal ap-
proximations of confidence distributions for shadow mod-
els trained with and without the target point, respectively.
Let C be the actual confidence of the target model, µin, σin

the mean and standard deviation of the normal approxi-
mation of the in-distribution of confidences, and µout, σout

the mean and standard deviation of the normal approxima-
tion of the out-distribution. Then Qin = N (µin, σin) and
Qout = N (µout, σout). C is then compared to these two
distributions using a likelihood ratio test, which rejects the
null hypothesis when the ratio of the likelihood of C un-
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der Qin and Qout exceeds a fixed threshold, z∗. This test
achieves maximum power by the Neyman-Pearson Lemma.

While our main analysis in this paper relates to the of-
fline attack, we pause to highlight an intuitive if somewhat
tautological definition of distance. If we make the limiting
assumption that the variances of the in and out distributions
are equal, it can be easily shown that, under the assumption
of normality of Qin and Qout, the probability of inference is
log
(

Pin

Pout

)
= 1

σ2 (C−µ̄)(µin−µout), where µ̄ := µin+µout

2

is the average of the means of the two distributions. This def-
inition therefore captures one of two key terms that gives the
test power. One term µin−µout

σ , which is close to the defini-
tion of d, captures the property of being an “outlier”. The
other term, C−µ̄

σ , captures the notion of being “easy-to-fit”.

LiRA: The Offline Variant
While the online LiRA attack has the benefit that it is the
maximum-power test at a given false positive rate (FPR),
this variant of the attack is not as practical to implement
in practice, as it requires the training of models using the
target point in advance, and therefore can’t be deployed
in real-time after receiving first knowledge of the target
point. Hence we opt to focus instead on analyzing the more
tractable and nearly-as-powerful offline LiRA algorithm.

In the offline variant of the LiRA attack, the attacker is not
assumed to have the ability to train shadow models contain-
ing the target point, and therefore only the out-distribution
of confidences is estimated. The most basic experiment per-
formed in the original paper uses a similar setup as the online
attack, where we train shadow models on several subsets of
the training data that are randomly selected. However, this
time we discard any subsets that contain the target point in
order to estimate Qout only, and then perform a one-sided
hypothesis test that calculates the likelihood (based on a “z-
score” of the confidence) of the observed confidence of the
target model, C, under Qout. We again infer membership
if this z-score exceeds some threshold, z∗. Note that every
distinct FPR on the ROC curve corresponds to a contiguous
interval of threshold values, and thus choosing this threshold
corresponds to setting the FPR.

Connection with Datamodels
First introduced in (Ilyas et al. 2022), datamodels are used
to predict a model’s output (or some function thereof) for a
single target point – or one at a time at least, using a sepa-
rate model for each target – based on the particular subset of
the data universe used for training. In this work the authors
made two key empirical observations. First, they showed
that simple linear predictors often model the output of a tar-
get point well, given an inclusion vector of which training
points S ⊂ D were used for training. In other words,

c(S, x) ≈ ΘT1S + θ0
tends to do a good job of predicting the correct class mar-
gin of the function when trained on S. We argue below that
the same is true when modeling the confidence of the model
as a function of the training subset, a modification to the re-
sponse variable which is directly applicable to the shadow

models used in the LiRA attack. Second, they observe that
the coefficients of the optimal weight vector Θ tend to en-
code similarity of the training points, in that the largest co-
efficients will tend to be for points that are most similar to
the target. To fit a single datamodel function on CIFAR-10,
the authors train 300,000 models on different size-25,000
subsets of the training data. Finally, a LASSO regression is
performed to obtain the regularized coefficient values.

Analyzing the Offline Attack with Finite Data
Universe

We now introduce the mathematical model used to connect
the LiRA attack and datamodels. Definitions:

• D = {yj}, j ∈ [|D|]: Full Dataset
• Si: Shadow Model Training Dataset, so Si ⊆ D. Si are

assumed to be uniformly random subset of size N from
D \ {x}

• S′: The dataset that the target model was trained on. S′ is
assumed to be the union of {x} and a uniformly random
subset of size N − 1 from D \ {x}

• N :=|Si| = |S′|, the size of the shadow target models’
datasets.

• x ∈ D: target data point. For ease of notation, we assume
that the index of x is 0, i.e. x = y0

• Let C = c(S′, x) be the confidence of the target model
trained on S′.

• Let c̃(S′, x) = θx + ΘT 1S′\x, where Θ is a vector of
coefficients for each yj , i.e. Θ = {θx, θy1

, ..., θy|D|}. We
assume that with probability at most δϵ, c̃(S′, x) has error
exceeding ϵd, i.e. Pr[|c(S′, x)− c̃(S′, x)| ≤ ϵd] < δϵ.

• Let c(Si, x) be the confidence of the model when trained
on shadow model dataset Si.

• Let c̃(Si, x) = ΘT 1Si

• Let θ̄ = 1
T

∑
y∈D s.t. y ̸=x θy be the global mean data-

model coefficient (excluding θx)

• Let θ̂Si
= 1

N

∑
y∈Si s.t. y ̸=x θy be the sample mean data-

model coefficient (excluding θx)

• Let C = c(Si, x) be the confidence of the model under
attack on x,

• Let µout, σout be the average and standard deviation, re-
spectively, of c(Si, x) over M independently sampled
datasets Si of size N from D \ {x}.

• Let µ̃out, σ̃out be the average and standard deviation, re-
spectively, of c̃(Si, x) over M independently sampled
datasets Si of size N from D \ {x}.

In the original work by Carlini et. al. (Carlini et al. 2022a)
that introduced datamodels, θx was constrained to always
be zero, however, relaxing this constraint is useful for our
purposes, and we fit the LASSO regression using all train-
ing points, including the target point, which usually has a
the largest coefficient. We will sometimes refer to θx as the
“self-coefficient” or “diagonal coefficient”, while we refer
to θ̄ as simply the “mean similarity”.
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Figure 1: Example values of ∆√
N

, C−µout
σout

and the RHS of
Equation 2. The y-value of the blue curve indicates the
probability (according to our bound) that C−µout

σout
is at least

the corresponding x-value. We denote δ∗ specifically as the
probability (according to our bound) that C−µout

σout
is at least

what we empirically observed it to be. See Equation 3 for a
definition of ϵmin.

In the offline attack, we construct M different shadow
models from the out-distribution, each using N training
points from D. This reduces the error in estimating µout and
σout. In order to lower bound the offline LiRA attack success
rate, we start by lower bounding the quantity z := C−µout

σout

in terms of a certain statistic of the datamodel. The intu-
ition behind the following calculations is that µout is well-
approximated as an average of M sums of N random coef-
ficients that are sampled from the same distribution, while
C is well-approximated as the sum of N − 1 random coef-
ficients and a special self-coefficient. We can therefore use
concentration arguments to put high-probability bounds on
z.
Definition 1. We denote the datamodel distance by the
quantity,

∆ :=
θx − θ̄

σθ
(1)

We show in Appendix A that the LiRA attack z-score can
not be too far below ∆√

N
. More precisely, we show that with

probability at least (1− δ)2(1− δϵ),

z >
∆√
N

− 2ϵd√
Nσ2

θ

−
√

1

Mδ
−
√

1

δ
(2)

where δϵ is the probability of satisfying the error bound on
the datamodel approximation, which considered to be fixed.
δ is our free confidence parameter which controls the tight-
ness of the bound, which will ultimately turn out to be our
lower bound on the TPR for outliers.

To intuitively understand this bound, observe a sketch of
it in Figure 1. In this figure, we pick one target point and
model, run the LiRA attack to compute a Z score C−µout

σout
,

then compare that score to the bound derived above, which
is plotted in blue. Note that if δ = 1, then this reduces to

z >
∆√
N

−

(
2ϵd√
Nσ2

θ

+

√
1

M
+ 1

)
︸ ︷︷ ︸

ϵmin

. (3)

This means that no matter how low of a probability we ask
for, our bound can be no tighter than some fixed ϵmin ≥ 1.
This is an intrinsic problem of the Chebyshev Inequality (see
Appendix for details) being vacuous within one standard de-
viation of the mean.

Note that there are two different scenarios in which we
can use the above inequality to give us a bound on the prob-
ability of C−µout

σout
exceeding some threshold, z∗. In the first

case where x is an outlier, ∆ > z∗
√
N , so we can ad-

just δ so that the lower bound matches with z∗
√
N . In that

case, 1 − δ gives us a lower bound on the probability that
C − µout > σoutz

∗. The upper bound in this case tells
us nothing about the probability of exceeding z∗ (since the
upper bound must always be greater than ∆, and thus can
never coincide with z∗). In the second case, x is an inlier,
i.e. ∆ < z∗, and we can adjust δ so that the upper bound
on (C − µout) matches with σoutz

∗. In this case, δ gives
us an upper bound on the probability of membership infer-
ence using LiRA. While it is not the focus of this work,
there could be some utility in conditionally providing guar-
antees of privacy to inliers. For example, in a scenario where
each input represents a unique person whose data is included
in training, guarantees for some individuals may still have
some value to those individuals, even if such a guarantee
isn’t available to everyone. Conversely, the lower bound tells
us nothing. In either case, we can only ever use a one-sided
bound for a given target.

We can see from Equation 1 that C−µout

σout
is lower bounded

by the scaled datamodel distance ∆√
N

less a variation term
that depends on δ, M, N, and σθ. We can therefore think of
∆ as a distance to the property of the joint model and train-
ing data system having memorized x, which itself is a more
fine-grained substitute for the binary membership indicator
traditionally considered to be the key metric in membership
inference. In order to compute a lower bound on the proba-
bility of success of the LiRA, we set

z∗ =
∆√
N

− 2ϵd√
Nσ2

θ

−
√

1

Mδ∗
−
√

1

δ∗

and solve for δ∗. The probability that C−µout

σout
> z∗ is there-

fore at least (1− δϵ)(1− δ∗)2.
To frame this in a way that is in line with the formalism of

property testing, we define the following property. We say
that x is a C−inlier with respect to the target model if ∆ <
C. We define the distance to this property as follows: the
target model is ϵ−far from being a C−inlier if (∆−C)+ >

ϵ. Letting C = z∗
√
N
, this distance assumption combined with

our result immediately implies that δ > O
(

N
ϵ2

)
, where we

have ommitted the dependency on ϵd, σθ, and M.
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Figure 2: A scatterplot of the relationship between the LiRA
attack’s z-score and the datamodel distance. The yellow line
shows the baseline of equal ∆√

N
= z. Points to the right of

the vertical red line are outliers: they have ∆√
N

> z∗. They
apparently carry a higher chance of having a LiRA attack
score above z∗.

Bounding TPR for an Entire Dataset
Thus far, we have defined a property of a model’s behav-
ior on a specific target point known as the “datamodel dis-
tance”, and we have shown that the datamodel distance can
be used to lower bound the TPR. For a single example, the
TPR is averaged over the randomness of the shadow model
dataset selection, as well as the randomness of the training
algorithm. To lower bound the TPR for an entire dataset, we
can define the “aggregate datamodel distance” which lower
bounds the probability of a successful inference for a ran-
domly chosen point. Denoting by Ξ the event of a positive
inference, we have:

(Pr [Ξ]) > (Pr [Ξ ∧∆y > z∗])

= (Pr [∆y > z∗])(Pr [Ξ|∆y > z∗])

=
1

N

∑
y∈S′

δ(∆y)I [∆y > z∗] ,

where δ(∆y) is our lower bound on the probability of posi-
tive inference for target y ∈ S′.

Figure 2 demonstrates that many of the positive inferences
are not in fact from datamodel outliers. Since our bound does
not lower bound such points, it will likely not be useful to
bound the TPR of the entire training set using a very small
FPR. While it may be possible to lower bound the z-score us-
ing an anti-concentration argument, such analysis is beyond
the scope of this paper. Rather, if we decrease our thresh-
old significantly, to say z∗ = 1.5, this would include the
majority of positive inferences. Therefore, we conclude that
our method for bounding risk on an entire dataset is likely
only practical for bounding the TPR on an entire dataset at a
relatively high FPR, corresponding to a low z∗.

Experiments
Luckily, both the Datamodels paper by Ilyas et. al. (2022)
and the LiRA attack paper by Carlini et. al. (2021) perform
some of their tests using the CIFAR-10 dataset, creating an
overlap in their experimental settings. We therefore use this
dataset as our primary means of analyzing the relationship
between datamodels and the success rates of the LiRA at-
tack. While both papers used CIFAR-10, the LiRA paper
used a version from Tensorflow datasets, while the dataset
used in the datamodels paper used a dataset from torchvi-
sion. Since these datasets did not match precisely, we re-
placed the dataset in the LiRA attack to be the exact one
used when training in the datamodels.

In our first experiment, we consider the exact same setup
as the online LiRA attack, where the target models in ques-
tion are trained on some random subset of the same train-
ing dataset as the shadow models. While this is not a re-
alistic scenario (as openly admitted by the authors of the
LiRA paper), it allows us to confirm the above relation-
ship established theoretically in a controlled experimental
setting. The only modification to this experimental setting
was to use the CIFAR-10 test set as the training set, in order
to cut down on computation time. Both the datamodels and
the LiRA shadow models were trained using approximately
50% of all training points; however, the training masks used
for the datamodels are selected as independent bernoulli ran-
dom variables with p = 1

2 , and were therefore not always
size-5000, but rather closely concentrated around this mean.
On the other hand, the masks used for the LiRA shadow
model training were selected uniformly from the set of all
size-5000 subsets, as in the original LiRA attack paper. We
trained 26,000 models in order to train our datamodels on
10,000 regression variables.

We argue that the Datamodel Distance metric encodes the
degree to which a point is an outlier in the training set. This
agrees with the intuition that the inclusion/exclusion of out-
liers has a greater effect on the outputs of the trained model
than the inclusion/exclusion of inliers does. For a concrete
example, refer to Figure 3. The left column (which shows
the highest ranked cats in CIFAR-10 by Datamodel Dis-
tance) are noticeably weirder than the cats in the right col-
umn (which shows the lowest ranked datamodel distances).
Both our empirical and theoretical results indicate that these
“weird ones” are more vulnerable to the LiRA attack.

The Privacy Onion Effect, Through a New Lens
In a recent paper entitled “The Privacy Onion Effect: Mem-
orization is Relative” by Carlini et al. (2022b), it was shown
empirically that one cannot effectively reduce a dataset’s
exposure to membership inference attacks like LiRA sim-
ply by removing the points that are the greatest outliers. In-
stead, they found that when such points are removed from
the training set, the remaining points that were previously
“safe” from privacy attacks will then become outliers, and
the success rate of the MIA on those points will increase.
While the paper did offer some theoretical explanation for
this effect via the example of the SVM, we can shed further
light on this phenomenon by again leveraging datamodels.
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5-th top distance 5-th bottom distance

6-th top distance 6-th bottom distance

7-th top distance 7-th bottom distance

8-th top distance 8-th bottom distance

9-th top distance 9-th bottom distance

Figure 3: This shows five highest (left column) and lowest
(right column) ranked examples with respect to the Data-
model Distance metric in the “cat” class in CIFAR-10.
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Figure 4: This plot shows the changes in the top datamodel
coefficients for random inliers. We can see that the top coef-
ficient (which is always the self-coefficient) doesn’t always
increase after removing the outliers from the training of the
datamodels.

We first confirm the relevance of such a perspective by
checking that an analagous effect is observed with “data-
model outliers”. Specifically, if we create datamodels for the
full training set, remove the top 5% of outliers as defined by
our datamodel distance, and then retrain the datamodels with
those points ommitted, does the datamodel distance of the
remaining points increase? In particular, do the remaining
points which already have a large distance increase dispro-
portionately as compared to the points that are firmly inliers?

The answer to both of these questions turns out to be yes.
Figures inliers,layer shows the results of our experiment us-
ing the CIFAR-10 test set. We found that, after removing
the top 5% of datamodel outliers, the total datamodel dis-
tance for the next top-500 outliers (the next “layer” in the
onion) experienced a median increase in distance of 19%,
while the typical remaining 9,000 points increased only 6%.
while 99% of the next layer outliers increased in distance,
only 62% of the inliers’ distance increased.

Why does this datamodel distance increase happen? There
are three possible culprits: an increase in the diagonal coeffi-
cients θx in the numerator, a decrease in the mean similarity
θ̄, or a decrease in the variance σθ. We found that, in these
“next layer” outliers, θ̄ had virtually no change. However, θx
increased by around 13% for next-layer outliers (and around
8% for inliers). σθ had a median decrease of 5% (and a 2 in-
crease % for inliers), contributing to the increase in distance.

We conducted an investigation of why self-coefficients of
the outliers in the second layer increased after removing the
outermost 10%. Our first hypothesis was that the LASSO re-
gression was causing ommitted variable bias when some im-
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Figure 5: This plot shows the changes in the top datamodel
coefficients for the top outliers. We can see that the top coef-
ficient (which is always the self-coefficient) always tends to
increase after removing the outliers from the training of the
datamodels.

portant regressors were removed. While the conditions un-
der which omitted variable bias (OVB) occurs in LASSO
regressions are unclear to us, we re-ran the datamodel re-
gression using simple OLS and found the same effect. OVB
should not happen for uncorrelated predictors, but while our
empirical correlations were low, the inherent randomness of
the sampling process left many correlations in the 1%-5%
range. This small amount of correlation could have caused
other predictors’ coefficients to increase overall. Since the
diagonal coefficient θx is already the largest by far, this may
have caused a disproportionate increase in θx, and thus an
increase in the distance. This OVB may have been com-
pounded by l1-regularization, which further amplifies the
most significant coefficients while suppressing others.

Our investigation into why the variance term decreased
after removing outliers was more conclusive. The coeffi-
cients corresponding to those outliers tended to be more ex-
treme than other coefficients. Figure 4 shows the distribu-
tion of datamodel coefficients with and without the outliers
removed to demonstrate this effect. Figure 6 shows that the
standard deviation of datamodel coefficients corresponding
to outliers is markedly higher than the standard deviation
of non-outlier coefficients. As a result of σθ decreasing, the
standard deviation of the shadow model’s confidences also
decreases, thus increasing the datamodel distance (and by
implication, the LiRA success rate).

While there are still unanswered questions as to why the
top coefficients increase, we believe the datamodels perspec-
tive on this phenomenon sheds further light on why the pri-
vacy onion effect is observed in practice.
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Figure 6: This plot shows the standard deviation for data-
model coefficients corresponding to outliers versus the stan-
dard deviation of coefficients for inliers. Each sample uses
a single datamodel and calculates the standard deviation of
these two disjoint subsets.

Future Work
We note that there is a term in our bound that can never
be taken to 0. An explanation of this comes from the fact
that, unlike the shadow models which can approximate the
global distribution of confidences arbitrarily well, there is
only one target model, and therefore some noise around this
confidence is inevitable. Another way to look at this is that
the Chebyshev inequality always has a gap of at least one
standard deviation unit, since the bound becomes vacuous
for k < 1. We investigated other bounds such as Hoeffding
and found that they were even less tight, but it is likely that
a different concentration inequality could give us a tighter
bound. We leave this investigation for future work.

A technique known as “outlier privacy” was developed
by Lui et. al. (2015), which seeks finds a better trade-off
between privacy and utility by ensuring differential privacy
only to those points that are considered outliers. The theoret-
ical guarantees around our datamodel distance suggest that
this metric could be ideal for this purpose.

Our work also relates to recent efforts to detect bench-
mark contamination in training data. In those cases, we may
have a set of points {y1, ..., yR} such that we want to test
for inclusion of any of them in the training data. For these
purposes, we may with to lower bound the probability that
any of the LiRA attack z-scores exceeds some threshold Λ.

P r[z1 > Λ ∨ z2 > Λ... ∨ zR > Λ] =

1− Pr[z1 ≤ Λ ∧ z2 ≤ Λ... ∧ zR ≤ Λ] (4)

It is easy to show using the second-order Bonferroni in-
equality that

Pr[∪R
i=1(z

i > Λ)] ≥
∑
i

(1− δi)−
∑
i,j

(1− δi)(1− δj)

+ ρij

√
δiδj(1− δi))(1− δj)), (5)
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where each δi is the probability of inference for a single tar-
get. This can be further simplified by assuming that the cor-
relations of inferences on pairs of points ρij is either small or
large compared to the probabilities of inference (1− δi). An
interesting area of future research would be to upper bound
the correlation of the TPR between pairs of target points
based on the similarity of their datamodel embeddings, and
thus lower bound the probability of inference for this “one
of many” attack.

One limitation of our paper is that it assumes a finite data
universe from which the datamodel is estimated, and from
which the target model’s shadow models are sub-sampled.
This means that it does not account for the possibility of
inferring membership on a point that was not in the super-
set at all, but is an exact copy (or close match) of one that
the target model was trained on. For example, if our target
model is invariant under some transformation of each input,
we might ask whether any input in the equivalence class de-
fined by this transformation is in the training data. Unfortu-
nately, our datamodel distance as currently defined has noth-
ing to say about the probability of inferring membership for
such a transformed input.

To handle this concern, we could shift our paradigm to
that of a continuous input data distribution, and we assume
that the attacker can sample from this distribution. Given an
unseen input and our set of models used for datamodeling,
we can re-run the LASSO regression to obtain a datamodel
for the new point. In order to define an analogous outlier dis-
tance that we can use to lower bound the probability of infer-
ring membership in this setting, we could instead look at the
quantity θmax−θ̄

σout
, noting that the value of the self-coefficient

has been replaced by the maximum coefficient. Our defini-
tion of θ̄ is now the average of the datamodel coefficients
with the maximum coefficient excluded.

In order to prove an analagous lower bound in this set-
ting, we can consider a set of “shadow data models” (which
may not actually be created in practice, but rather hypothe-
sized as a theoretical tool), trained on a disjoint but identi-
cally distributed set of data. As long as the number of train-
ing points for the shadow models is the same as those used
for datamodeling, the distribution of datamodel coefficients
for the shadow models should be very similar to that of the
defender’s datamodel coefficients. We see this type of anal-
ysis as tractable and worth pursuing, in order to extend our
results to unseen inputs that have such a closely matching
input in the training data.

Conclusion
Our work makes explicit the connection between datamod-
els and shadow models in a privacy attack. We see the de-
velopment of datamodels as a fundamental tool that can be
used for many different purposes, from measuring train-test
leakage, to predicting counterfactuals, and measuring simi-
larity of training points. Our work adds an additional utility
to datamodels by using them to define a formal property of
the model that provably relates to its privacy. Other proper-
ties such as differential privacy can also be characterized as
properties of the function mapping datasets to outputs.

We showed that the more of an outlier a point is in terms
of our datamodel distance, the more power the LiRA attack
has. We argued that Carlini’s attack is a property test for
a point being an inlier, a global property of the datamodel
function on the entire training data universe, which can be
lower bounded through local testing – in this case subsam-
pling and creating shadow models. While simply being in-
cluded in the dataset does not give us any guarantee of a
successful attack, having a certain datamodel distance does.
If the LiRA attack fails, this implies the point is likely an
inlier. This may occur naturally, or because of a process of
differential privacy applied during training.

Appendix A: Details of Analyzing the Offline
Attack with Finite Data Universe

In this section, we will seek a lower bound on C−µout

σout
, the

“z-score” term from the LiRA test. We start with the same
assumptions on the data model error not exceeding ϵd with
probability at least (1−δϵ) to arrive at the following inequal-
ity:

(E[c̃(S′, x)]− E[µ̃out])− (C − µout)

< 2ϵd + (E[c̃(S′, x)]− c̃(S′, x)) + (E[µ̃out]− µ̃out)
(6)

The next step is to divide both sides of this equation by
σout. We note that E[c̃(S′, x)] = (N − 1)θ̄ + θx + θ0, and
E[µ̃out] = Nθ̄ + θ0. We define ∆ = θx−θ̄

σθ
, and note that

σout =
√
Nσ2

θ . Our bound thus becomes:

C − µout

σout
>

∆√
N

−

2ϵd + (E[c̃(S′, x)]− c̃(S′, x)) + (E[µ̃out]− µ̃out)

σout
(7)

By Chebyshev’s inequality, we have:

Pr

[
(E[c̃(S′, x)]− c̃(S′, x))√

V ar(c̃(S′, x))
> k

]
<

1

k2

Letting δc = 1
k2 , we know that k =

√
1
δc
. It follows that,

with probability at least (1− δc),

(E[c̃(S′, x)]− c̃(S′, x))√
(N − 1)σ2

θ

<

√
1

δc
,

where the variance is over the random selection of (N − 1)
coefficients from the datamodel. Similarly, for the differ-
ence between the expected and empirical mean of the out-
distribution, with probability at least (1− δµ),

(E[µ̃out]− µ̃out)√
N
M σ2

θ

<

√
1

δµ
,

where the variance is of the average of M shadow models,
each summing over N randomly selected coefficients. Tak-
ing N to be large, we arrive at the final bound:
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C − µout

σout
>

∆√
N

− 2ϵd√
Nσ2

θ

−

√
1

Mδµ
−

√
1

δµ
(8)

Again assuming each concentration bound holds with prob-
ability (1 − δ) = (1 − δc) = (1 − δµ), the probability that
both bounds hold simultaneously is at least (1−δϵ)(1−δ)2.
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