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Abstract

Recent progress in generative AI, primarily through diffu-
sion models, presents significant challenges for real-world
deepfake detection. The increased realism in image de-
tails, diverse content, and widespread accessibility to the
general public complicates the identification of these so-
phisticated deepfakes. Acknowledging the urgency to ad-
dress the vulnerability of current deepfake detectors to this
evolving threat, our paper introduces two extensive deep-
fake datasets generated by state-of-the-art diffusion mod-
els as other datasets are less diverse and low in quality.
Our extensive experiments also showed that our dataset
is more challenging compared to the other face deepfake
datasets. Our strategic dataset creation not only chal-
lenge the deepfake detectors but also sets a new bench-
mark for more evaluation. Our comprehensive evaluation
reveals the struggle of existing detection methods, often op-
timized for specific image domains and manipulations, to
effectively adapt to the intricate nature of diffusion deep-
fakes, limiting their practical utility. To address this criti-
cal issue, we investigate the impact of enhancing training
data diversity on representative detection methods. This in-
volves expanding the diversity of both manipulation tech-
niques and image domains. Our findings underscore that
increasing training data diversity results in improved gen-
eralizability. Moreover, we propose a novel momentum
difficulty boosting strategy to tackle the additional chal-
lenge posed by training data heterogeneity. This strategy
dynamically assigns appropriate sample weights based on
learning difficulty, enhancing the model’s adaptability to

both easy and challenging samples. Extensive experiments
on both existing and newly proposed benchmarks demon-
strate that our model optimization approach surpasses prior
alternatives significantly. Our project page is available
at https://x-up-lab.github.io/research/
diffusion_deepfake/.

1. Introduction
As more aspects of human life move into the digital realm,
advancements in deepfake technology, particularly in gen-
erative AI like diffusion models [54], have produced highly
realistic images, especially faces, which are almost indis-
tinguishable to untrained human eyes. The misuse of deep-
fake technology poses increasing risks, including misinfor-
mation, political manipulation, privacy breaches, fraud, and
cyber threats [28].

Diffusion-based deepfakes differ significantly from ear-
lier techniques in three main aspects. Firstly, they exhibit
high-quality by generating face images with realistic de-
tails, eliminating defects like edge or smear effects, and
correcting abnormal biometric features such as asymmetric
eyes/ears. Secondly, diffusion models showcase diversity
in their outputs, creating face images across various con-
texts and domains due to extensive training on large datasets
like LAION-5B, containing billions of real-world photos
from diverse online sources [41]. Lastly, the accessibility
of diffusion-based deepfakes extends to users with varying
skill levels, transforming the creation process from a highly
skilled task to an easy procedure. Even amateurs can pro-
duce convincing forgeries by generative models e.g., Sta-
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Figure 1. Our proposed diffusion deepfake datasets (a-b) are featured with more realistic and faithful facial details and diverse background
contents compared to the previous (c-f).

blility Diffusion [3] and MidJourney [2].
The rapid progress in deepfake creation technologies, fu-

eled by diffusion models, has outpaced deepfake detection
research in adapting to emerging challenges. Firstly, the
lack of dedicated deepfake datasets for state-of-the-art dif-
fusion models is evident. Widely used datasets like FF++
[39] and CelebDF [26] were assembled years ago using
outdated facial manipulation techniques. The absence of a
standardized diffusion-based benchmark impedes compre-
hensive assessment of deepfake detection models.

Secondly, existing research on deepfake detection often
neglects the crucial issue of generalization. Many stud-
ies operate in controlled environments, training models on
specific domains and manipulations and subsequently test-
ing them on images from the same source. However, this
approach falters when confronted with diffusion-generated
deepfake images that span diverse domains and contents.
Recent studies [10, 53] highlight the struggle of deepfake
detectors to generalize to unseen manipulations or unfamil-
iar domains. Attempts to tackle this challenge, such as do-
main adaptation or transfer learning [6], have yielded sub-
optimal performance.

To address the identified problems, this paper presents
two new deepfake detection benchmarks that utilize ad-
vanced diffusion models, namely DiffusionDB-Face and
JourneyDB-Face. These benchmarks encompass a wide
range of content, incorporating diverse elements like head
poses, facial attributes, photo styles, and realistic appear-
ances. We expect these datasets to stimulate advancements
in the identification of deepfakes generated through diffu-
sion techniques. Our thorough assessment of these bench-
marks indicates that the majority of current deepfake de-
tectors, trained in constrained conditions, struggle to adapt
to the evolving array of visual content generation methods,
exemplified by diffusion models.

To enhance generalized deepfake detection, we advocate
expanding the training data in terms of both scale and diver-
sity. This approach is inspired by [32, 35] that underscores

the effectiveness of employing simple objective functions
on extensive and diverse image datasets to achieve robust
visual representations. In our initial pursuit of generalized
deepfake detection, we suggest training a detector on an in-
clusive dataset covering a broad spectrum of deepfake gen-
eration techniques and image domains.

Acknowledging the varying complexities associated
with different types of deepfakes, ranging from basic
graphics-based face swaps to more intricate samples gen-
erated by diffusion models, we propose a novel momentum
difficulty boosting strategy. This involves dynamically as-
signing different weights to samples based on their diffi-
culties, thereby facilitating the model’s adaptability to both
straightforward and challenging deepfake samples.

This work contributes: (1) Novel benchmarks: We in-
troduce two large-scale benchmarks, namely DiffusionDB-
Face and JourneyDB-Face, for deepfake detection. These
benchmarks, designed to align with the rapid progress in
generative AI models, offer a substantially increased num-
ber of high-quality face images with more diversity of im-
ages along with additional text description metadata. This
surpasses the capabilities of previous benchmarks, creat-
ing notable challenges for existing detection models. Ta-
ble 2 summarises the comparison between the conventional
datasets and our proposed dataset. (2) Generalizability
assessment: We extensively evaluate the generalizability
of existing deepfake detection models on our new bench-
marks. Operating under a challenging cross-domain sce-
nario, our analysis uncovers the undesirable sensitivity of
current models to domain shifts. This sensitivity often leads
to a significant decline in performance. (3) A novel generic
training strategy for generation heterogeneity: We show
that our momentum difficulty boosting on datasets featuring
diverse sources of deepfake generation methods markedly
improves deepfake detection performance.
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