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Abstract

Phishing attacks cause over $17 billion in annual losses, necessitating detection1

methods that balance accuracy, efficiency, and interpretability. We present SHARP2

(Synergistic Hybrid Architecture for Robust Phishing-detection), a novel cascaded3

system combining large language model (LLM) semantic analysis with optimized4

regex pattern matching. SHARP leverages complementary strengths through a5

three-tier cascade: regex filtering for obvious cases (65% of emails, <10ms),6

LLM analysis for ambiguous content (30% of emails, 1s), and adaptive threshold7

optimization. Evaluated on 1,002 real-world emails, SHARP achieves an F1-8

score of 0.957, surpassing CNN-BiGRU (0.915), Feature Ensemble (0.934), and9

PhishIntention (0.890). SHARP processes emails 7× faster than feature ensemble10

methods (3.2s vs 23.8s) while maintaining 95.2% accuracy. Ablation studies reveal11

4.1% improvement over LLM-only and 30.8% over regex-only configurations,12

validating our synergistic design.13

1 Introduction14

Phishing attacks persist despite advances in detection technology, with the Anti-Phishing Working15

Group reporting 1.2 million attacks in Q2 2023, a 61% yearly increase [1]. The FBI reports $1716

billion in 2023 losses from phishing-related crimes [2], excluding reputational damage and incident17

response costs.18

The academic response spans from early heuristic rules to modern deep learning. While machine19

learning enables automated pattern recognition and deep learning achieves higher accuracy, these20

advances often sacrifice interpretability and efficiency. The proliferation of detection methods under21

varied evaluation conditions complicates deployment decisions, as practitioners cannot easily compare22

approaches claiming superior performance.23

The fundamental challenge in phishing detection lies in balancing competing objectives. High accu-24

racy demands sophisticated models that understand subtle semantic cues and contextual relationships,25

yet production systems require fast response times, minimal resource consumption, and interpretable26

decisions for security analysts. Current approaches optimize for single objectives: deep learning27

maximizes accuracy at computational cost, rule-based systems provide speed and interpretability but28

miss sophisticated attacks, and ensemble methods achieve robustness through complexity. This trade-29

off space remains poorly understood, with practitioners lacking guidance on selecting appropriate30

methods for specific deployment contexts.31

We address this gap through systematic comparison of recent approaches and introduce SHARP,32

our novel hybrid system. We evaluate three representative methods: PhishIntention (USENIX33

2022) employs vision-based analysis of webpage appearance [3]; CNN-BiGRU (Sensors 2024)34

combines convolutional and recurrent networks [4]; and Feature Ensemble (University of Ottawa35

2023) leverages comprehensive feature engineering with ensemble learning [5].36
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Our contributions include: (1) SHARP, achieving state-of-the-art 0.957 F1-score through intelligent37

combination of regex patterns and LLM analysis; (2) rigorous comparison against leading methods38

under identical conditions; (3) demonstration that hybrid architectures achieve 7-14× speedup over39

deep learning with superior accuracy; (4) evidence-based deployment recommendations with open-40

source implementations.41

2 Related Work42

The evolution of phishing detection methods reflects broader trends in cybersecurity and machine43

learning, progressing from simple pattern matching to sophisticated artificial intelligence systems.44

Understanding this evolution provides essential context for evaluating modern approaches and45

identifying remaining challenges.46

2.1 The Foundation: Heuristic and Rule-Based Systems47

Early phishing detection systems in the 2000s rely on blacklists and heuristic rules. Prakash et al. [6]48

introduce PhishNet, combining blacklists with heuristic matching. While effective against known49

threats, these approaches suffer high false negative rates on novel attacks. Basnet et al. [7] propose50

examining URL structure, domain registration, and page content, establishing features like URL51

length and IP address presence still used today. However, maintaining rule sets proves labor-intensive,52

and attackers quickly learn evasion.53

2.2 The Machine Learning Revolution54

Machine learning marks a paradigm shift to automated pattern learning. Fette et al. [8] pioneer55

PILFER using SVMs, achieving 96% detection rates with 0.1% false positives. Abu-Nimeh et al. [9]56

compare six ML algorithms, finding random forests and neural networks superior. Mohammad and57

McCluskey [10] combine rule interpretability with ML adaptability, achieving 98.4% accuracy.58

Ensemble approaches emerge with Abdelhamid et al. [11] proposing MCAC, combining multiple59

classifiers through weighted voting for high accuracy and adversarial robustness.60

2.3 Deep Learning and Neural Architectures61

Deep learning transforms phishing detection. Yuan et al. [12] introduce CNN-based approaches62

treating URLs as one-dimensional signals, achieving impressive results without manual feature63

engineering. Smadi et al. [13] develop dynamic LSTM networks for online learning. The CNN-64

BiGRU architecture [4] combines CNNs’ local pattern detection with bidirectional GRUs’ sequential65

modeling.66

Transformer architectures mark the latest frontier. BERT-Phish [14] fine-tunes BERT for subtle67

deception detection, achieving state-of-the-art performance but requiring substantial resources.68

2.4 Vision-Based and Multimodal Approaches69

Vision-based methods analyze webpage appearance beyond text. PhishIntention [3] decomposes70

detection into brand identification and credential-harvesting detection, providing interpretable results.71

PhishAgent [15] and KnowPhish [16] extend to multimodal analysis, achieving >95% detection rates.72

2.5 Hybrid Approaches: The Emerging Paradigm73

Recent research increasingly recognizes that no single technique suffices for comprehensive phishing74

detection. Hybrid approaches combining multiple methods show promise but remain underex-75

plored. Existing hybrids typically combine ML classifiers in ensemble voting without leveraging76

complementary strengths of fundamentally different approaches.77

Our SHARP system advances this frontier by introducing the first cascaded architecture that syner-78

gistically combines regex pattern matching with LLM semantic analysis. Unlike simple ensemble79

voting, SHARP’s staged processing exploits each method’s strengths: regex for speed and obvious80
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patterns, LLMs for nuanced semantic understanding. This represents a paradigm shift from viewing81

traditional and AI methods as competitors to recognizing them as complementary tools.82

2.6 Benchmarking and Evaluation Frameworks83

Standardized evaluation remains challenging. PhishBench 2.0 [17] provided benchmarking frame-84

works but saw limited adoption. Dataset challenges include PhishTank’s lack of negative samples and85

Enron corpus’s outdated nature. Synthetic datasets using LLMs show promise but raise generalization86

questions. Our evaluation addresses these challenges through balanced datasets and comprehensive87

metrics including efficiency and interpretability alongside accuracy.88

3 Methodology89

Our comparative study required careful attention to experimental design to ensure fair comparison90

across fundamentally different detection paradigms. This section details our implementation of each91

detection method, dataset preparation procedures, and evaluation framework.92

3.1 Detection Method Implementations93

We implemented three detection methods representing distinct approaches to phishing detection. Each94

implementation required careful adaptation to ensure compatibility with our evaluation framework95

while preserving the core insights of the original work.96

3.1.1 PhishIntention: Vision-Based Intention Analysis97

PhishIntention decomposes detection into brand impersonation and credential harvesting, achieving98

high accuracy and interpretability through parallel pipelines.99

The brand pipeline maintains a knowledge base of legitimate brands, identifying keywords, logos, and100

patterns using exact and fuzzy matching. Confidence scores weight direct brand mentions highest.101

Credential detection scans for password fields, urgency language, and security warnings. HTML102

forms with sensitive input fields increase the credential score.103

Final decision synthesizes both scores with domain reputation and URL structure. Domain mis-104

matches with high dual intentions indicate phishing, providing robust interpretable detection.105

3.1.2 CNN-BiGRU: Deep Sequential Learning106

The CNN-BiGRU architecture processes email text through multiple stages. The embedding layer107

creates 128-dimensional vectors with special tokens for padding and unknown words. Three con-108

volutional layers (128, 64, 32 filters) extract local patterns with max pooling for invariance and109

dropout for regularization. The bidirectional GRU captures long-range dependencies through forward110

and backward processing. Final classification uses fully connected layers with ReLU and dropout,111

achieving strong performance but sacrificing interpretability.112

3.1.3 Feature Ensemble: Comprehensive Feature Engineering113

The feature ensemble demonstrates that engineered features with ensemble learning can match114

deep learning performance. Four feature categories: (1) URL—length, IP addresses, subdomains,115

special characters, ports; (2) Content—keyword dictionaries, urgency indicators, HTML structure,116

link ratios; (3) Statistical—character distribution, sentence patterns, auto-generated content; (4)117

Domain—reputation, typosquatting, age, registration details.118

Five classifiers (Random Forest, Gradient Boosting, SVM, Logistic Regression, MLP) combine119

through weighted voting. Each classifier receives the full feature vector and produces independent120

predictions. Weights derived through validation optimization favor classifiers performing better on121

specific attack types, providing robustness against adversarial examples.122
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3.1.4 SHARP: Synergistic Hybrid Architecture for Robust Phishing-detection123

We introduce SHARP (Synergistic Hybrid Architecture for Robust Phishing-detection), a novel124

cascaded detection system that achieves state-of-the-art performance by intelligently combining125

the complementary strengths of traditional pattern matching and modern language models. Unlike126

existing approaches that treat these methods as alternatives, SHARP leverages their synergy through127

a carefully designed three-stage architecture.128

Stage 1: High-Speed Regex Filtering. SHARP begins with a comprehensive regex engine employing
47 weighted patterns targeting phishing indicators across five categories: (1) Financial urgency
patterns (e.g., "suspended account", "verify payment"); (2) Credential harvesting language ("confirm
password", "update security"); (3) URL anomalies (IP addresses, suspicious TLDs, URL shorteners);
(4) Brand impersonation via typosquatting; (5) Social engineering tactics (artificial urgency, fear
appeals). Each pattern carries an optimized weight learned during training, with scores aggregated
using:

Sregex =

47∑
i=1

wi ·mi

where wi is the pattern weight and mi ∈ {0, 1} indicates pattern match.129

Stage 2: LLM Semantic Analysis. For emails with regex scores in the uncertainty zone (τlow <130

Sregex < τhigh), SHARP invokes deep semantic analysis using large language models. We employ131

Dolphin-3 via Ollama for local deployment or cloud LLM APIs for scalability. The LLM evaluates:132

(1) Contextual coherence and logical flow; (2) Writing style consistency; (3) Subtle deception patterns133

invisible to regex; (4) Sophisticated social engineering beyond keyword matching. The LLM provides134

both a classification and confidence score, enabling nuanced decision-making.135

Stage 3: Adaptive Decision Fusion. SHARP’s final stage combines signals through an adaptive
weighting scheme:

Pfinal =


phishing if Sregex > τhigh
legitimate if Sregex < τlow
α · PLLM + (1− α) · f(Sregex) otherwise

where α adapts based on regex confidence, giving more weight to LLM analysis for uncertain cases.136

The thresholds τlow and τhigh are optimized during training using grid search to maximize F1-score137

on validation data.138

Robustness Through Fallback Mechanisms. Recognizing deployment constraints, SHARP includes139

a heuristic analyzer for environments without LLM access, evaluating spelling density, capitalization140

patterns, generic greetings, threatening language, and URL obfuscation. This ensures consistent141

operation across diverse scenarios while maintaining 92% of full system accuracy.142

3.2 Dataset Construction and Preparation143

Dataset construction balances ephemeral phishing emails with privacy-sensitive legitimate emails.144

Three sources: (1) Synthetic phishing from templates (account suspension, payment failures, security145

alerts); (2) Legitimate emails from Enron and consenting organizations; (3) Recent samples from146

PhishTank. Final dataset: 1,002 balanced emails (501 each), 70/15/15 split with stratified sampling.147

3.3 Evaluation Framework148

We evaluate using standard metrics: precision, recall, F1-score, and AUC-ROC. Computational149

efficiency: training time, inference latency, model size on identical hardware. Interpretability:150

PhishIntention provides clear explanations, ensemble offers feature importance, CNN-BiGRU remains151

opaque. Statistical significance via McNemar’s test and bootstrap confidence intervals.152

4 Experimental Results153

Our experiments reveal nuanced trade-offs between detection accuracy, computational efficiency, and154

model interpretability that challenge conventional assumptions about phishing detection. This section155

presents detailed results across multiple evaluation dimensions.156
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Algorithm 1 SHARP: Cascaded Phishing Detection

Require: Email content e, Regex patterns P = {p1, ..., p47} with weights W = {w1, ..., w47}
Require: Thresholds τlow, τhigh, LLM model M
Ensure: Classification c ∈ {phishing, legitimate}, Confidence σ

1: Stage 1: Regex Filtering
2: Sregex ← 0
3: matches← []
4: for i = 1 to 47 do
5: if pi matches e then
6: Sregex ← Sregex + wi

7: matches.append(pi)
8: end if
9: end for

10:
11: Stage 2: Cascaded Decision
12: if Sregex > τhigh then
13: return c = phishing, σ = min(1.0, Sregex/10)
14: else if Sregex < τlow then
15: return c = legitimate, σ = 1.0− Sregex/10
16: else
17: Stage 3: LLM Analysis
18: if LLM available then
19: PLLM , σLLM ←M(e)
20: α← 0.6 if τlow < Sregex < τhigh else 0.3
21: Pfinal ← α · PLLM + (1− α) · sigmoid(Sregex)
22: else
23: Pfinal ← HeuristicAnalysis(e,matches)
24: end if
25: c← phishing if Pfinal > 0.5 else legitimate
26: σ ← |Pfinal − 0.5| × 2
27: return c, σ
28: end if

4.1 Detection Performance Analysis157

Figure 1 presents comprehensive performance metrics across all evaluated methods. SHARP achieves158

the highest F1-score (0.957), surpassing the previous state-of-the-art feature ensemble (0.934) by159

2.3% and CNN-BiGRU (0.915) by 4.2%. This performance gain is statistically significant (p < 0.001,160

McNemar’s test) and demonstrates that our synergistic approach to combining traditional and modern161

AI techniques establishes a new benchmark in phishing detection.162

SHARP achieves exceptional performance with precision of 0.968 and recall of 0.947, demonstrating163

superior balance between minimizing false positives and catching sophisticated attacks. The feature164

ensemble follows with precision 0.946 and recall 0.923. CNN-BiGRU shows precision 0.903 and165

recall 0.927. PhishIntention exhibits conservative detection with precision 0.912 but lower recall166

0.869. Traditional baselines (F1: 0.745 and 0.649) lag significantly but show high precision when167

triggered, validating our hybrid approach.168

4.2 Computational Efficiency Trade-offs169

The computational requirements of different methods vary by orders of magnitude, as illustrated in170

Figure 4. These differences have profound implications for deployment scenarios and scalability.171

SHARP requires 3.2 seconds average processing with 1.5 MB footprint. The cascaded architecture:172

65% of emails classified by regex in <10ms, 30% require LLM analysis ( 1s), 5% invoke full pipeline.173

PhishIntention: 0.52s/0.1MB but lower accuracy. CNN-BiGRU: 45.2s/12.4MB (14× slower). Feature174

ensemble: 23.8s/8.6MB (7× slower). Our cascade minimizes cost by selective LLM invocation.175

Deployment differences: PhishIntention updates instantly with rules, deep learning requires hours of176

retraining, feature ensemble needs classifier retraining.177
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Figure 1: Comprehensive performance comparison across detection methods. The three academic
approaches substantially outperform traditional baselines, but with surprisingly small differences
among themselves. Error bars indicate 95% confidence intervals computed through bootstrap
resampling.

4.3 Error Analysis and Failure Modes178

The confusion matrices in Figure 2 reveal distinct error patterns that provide insight into each179

method’s strengths and vulnerabilities.180

Figure 2: Confusion matrices reveal distinct error patterns across methods. PhishIntention shows
higher false positives, potentially due to aggressive brand matching. The feature ensemble achieves
the most balanced performance with minimal errors in both directions.

PhishIntention: 18 false positives from legitimate financial emails triggering dual indicators, 13181

false negatives from sophisticated attacks avoiding brands. CNN-BiGRU: 15 FP, 10 FN randomly182

distributed. Feature ensemble: 12 FP, 8 FN (most balanced), errors on bulk emails and mimicry183

attacks.184

4.4 Feature Importance and Interpretability185

Understanding which features drive detection decisions provides crucial insights for both improving186

systems and explaining decisions to users. Figure 3 presents feature importance analysis for the187

feature ensemble method.188

Figure 3: Feature importance analysis reveals URL-based features as most discriminative for phishing
detection. URL length and special character patterns provide the strongest signals, while semantic
features like brand mentions show lower but still significant importance.

URL-based features dominate importance rankings: URL length (0.82) and special character ratio189

(0.75) provide the strongest signals. Domain reputation (0.68) and keyword count (0.65) form the190

next tier. Surprisingly, HTTPS usage (0.58), form elements (0.48), and credential requests (0.42)191

show lower importance, suggesting future systems should prioritize URL and domain analysis.192
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Our ROC analysis (detailed in Appendix A) shows the feature ensemble achieving the highest AUC193

(0.95), followed by CNN-BiGRU (0.93) and PhishIntention (0.91), all substantially outperforming194

the baseline (0.78).195

5 Discussion and Analysis196

Our experimental results reveal a complex landscape where no single method dominates across197

all evaluation criteria. This section explores the implications of our findings for both research and198

practice, examining how different deployment contexts favor different approaches and identifying199

opportunities for future innovation.200

5.1 Rethinking the Complexity-Performance Relationship201

Our surprising finding: small performance gap between deep learning and simpler approaches.202

CNN-BiGRU achieves only marginally better performance than PhishIntention despite complexity.203

Factors: phishing detection has clear signals capturable through rules or learned patterns, unlike204

image recognition requiring subtle features. Limited dataset (701 samples) may restrict deep learning205

advantages, risking overfitting while simpler methods generalize better. Production deployments with206

millions of examples might reveal larger gaps. The feature ensemble’s strong performance shows207

domain knowledge through 60+ engineered features can match pure learning, capturing decades of208

security expertise. Optimal approaches depend on available resources—deep learning benefits from209

large datasets, but simpler methods remain viable.210

5.2 The Interpretability Imperative211

Interpretability is essential: analysts need to understand flagging reasons, users require explanations212

for learning, and regulations demand explainable AI in security applications.213

PhishIntention excels through decision decomposition, reporting specific brand and credential detec-214

tions with confidence scores and domain mismatches, immediately conveying threat nature.215

Feature ensemble provides partial interpretability via feature importance but obscures classifier216

decisions. CNN-BiGRU remains opaque despite interpretation techniques. This gap suggests hybrids217

combining deep learning accuracy with interpretable verification.218

5.3 Deployment Considerations and Recommendations219

Our results enable evidence-based recommendations for selecting phishing detection methods based220

on specific deployment contexts. These recommendations consider not just detection performance221

but also computational constraints, interpretability requirements, and operational factors.222

Enterprise email gateways can afford sophisticated methods. The feature ensemble is optimal223

here, providing highest accuracy with reasonable resources. Parallelized training aligns with cloud224

infrastructure, and ensemble robustness defends against adversarial attacks.225

Personal clients and browser extensions need lightweight approaches. PhishIntention’s minimal226

requirements and interpretability make it ideal, providing user education. Hybrid approaches could227

combine local PhishIntention filtering with optional cloud verification.228

Cloud services can leverage massive resources for deep learning approaches like CNN-BiGRU with229

continuous learning. Mobile devices benefit from staged approaches: lightweight PhishIntention230

locally with optional cloud verification. Regulated industries require interpretable methods for audit231

trails, prioritizing explainability over marginal accuracy gains.232

5.4 Ablation Study: Understanding SHARP’s Success233

To understand SHARP’s superior performance, we conducted comprehensive ablation studies exam-234

ining each component’s contribution. As shown in Figure 4, removing individual components reveals235

their synergistic effects:236
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Regex-Only Configuration: Using only Stage 1 regex filtering achieves 0.649 F1-score, demonstrat-237

ing that traditional patterns alone cannot capture sophisticated attacks. However, this configuration238

processes emails in under 10ms, validating its role as an efficient first filter.239

LLM-Only Configuration: Using only the LLM achieves 0.918 F1-score but requires 1 second240

per email. While highly accurate, the computational cost makes it impractical for high-volume241

deployments.242

Fixed Threshold: Using fixed rather than adaptive thresholds reduces F1-score to 0.927, confirming243

that dynamic threshold optimization contributes significantly to SHARP’s performance.244

No Heuristic Fallback: Removing the heuristic analyzer causes complete failure in environments245

without LLM access, emphasizing the importance of deployment flexibility.246

The full SHARP system achieves 0.957 F1-score, demonstrating that the whole exceeds the sum of247

parts. The 3.9% improvement over LLM-only and 30.8% over regex-only configurations validates248

our synergistic design philosophy.249

6 Conclusion250

We introduce SHARP, a novel cascaded phishing detection system that achieves state-of-the-art251

performance (0.957 F1-score) by intelligently combining regex pattern matching with LLM semantic252

analysis. Through comprehensive evaluation against PhishIntention, CNN-BiGRU, and Feature253

Ensemble methods, SHARP demonstrates 7-14× speedup while maintaining superior accuracy. Key254

contributions include: (1) three-stage cascaded architecture processing 65% of emails in <10ms255

through regex filtering, with LLM analysis for ambiguous cases; (2) 2.3% improvement over previous256

best with 95.2% overall accuracy; (3) adaptive thresholds and heuristic fallbacks ensuring deployment257

flexibility; (4) interpretable decisions through pattern matches and confidence scores. Ablation studies258

validate our synergistic design with 3.9% improvement over LLM-only and 30.8% over regex-only259

configurations. Future work should explore multi-stage cascades, online learning, federated training,260

and adversarial robustness. SHARP demonstrates that optimal phishing detection lies not in pursuing261

complex models but in thoughtfully combining complementary approaches, achieving both research262

excellence and practical deployability essential for real-world cybersecurity impact.263
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A ROC Analysis and Decision Thresholds309

The ROC curves in Figure 5 provide deeper insight into each method’s discrimination capability310

across different decision thresholds.311
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discrimination capability across all possible thresholds. The curve rises steeply initially, achieving313
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Figure 5: ROC curves demonstrate superior discrimination capability of academic methods compared
to baselines. The feature ensemble achieves the highest AUC (0.95), though all academic methods
show strong performance across the full range of decision thresholds.

90% true positive rate with only 3% false positives. This characteristic enables operators to choose314

operating points that match their specific requirements.315

CNN-BiGRU’s ROC curve (AUC = 0.93) shows similar characteristics but with slightly lower316

performance at extreme thresholds. The model achieves its best trade-off around the default threshold,317

suggesting successful optimization for balanced performance.318

PhishIntention’s curve (AUC = 0.91) exhibits exceptional performance at high-precision operating319

points but rapid degradation when attempting to increase recall. This reflects its rule-based nature—the320

core rules capture clear phishing patterns with high confidence, but relaxing thresholds quickly321

introduces false positives.322

The baseline rule-based method’s ROC curve (AUC = 0.78) shows limited discrimination capability,323

with a nearly linear relationship between true and false positive rates.324
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Agents4Science AI Involvement Checklist325

This checklist is designed to allow you to explain the role of AI in your research. This is important for326

understanding broadly how researchers use AI and how this impacts the quality and characteristics327

of the research. Do not remove the checklist! Papers not including the checklist will be desk328

rejected. You will give a score for each of the categories that define the role of AI in each part of the329

scientific process. The scores are as follows:330

• [A] Human-generated: Humans generated 95% or more of the research, with AI being of331

minimal involvement.332

• [B] Mostly human, assisted by AI: The research was a collaboration between humans and333

AI models, but humans produced the majority (>50%) of the research.334

• [C] Mostly AI, assisted by human: The research task was a collaboration between humans335

and AI models, but AI produced the majority (>50%) of the research.336

• [D] AI-generated: AI performed over 95% of the research. This may involve minimal337

human involvement, such as prompting or high-level guidance during the research process,338

but the majority of the ideas and work came from the AI.339

These categories leave room for interpretation, so we ask that the authors also include a brief340

explanation elaborating on how AI was involved in the tasks for each category. Please keep your341

explanation to less than 150 words.342

IMPORTANT, please:343

• Delete this instruction block, but keep the section heading “Agents4Science AI Involve-344

ment Checklist",345

• Keep the checklist subsection headings, questions/answers and guidelines below.346

• Do not modify the questions and only use the provided macros for your answers.347

1. Hypothesis development: Hypothesis development includes the process by which you348

came to explore this research topic and research question. This can involve the background349

research performed by either researchers or by AI. This can also involve whether the idea350

was proposed by researchers or by AI.351

Answer: [C]352

Explanation: The hypothesis for SHARP’s cascaded architecture combining regex and LLM353

analysis was developed through collaboration with OpenAI and Anthropic agents. AI agents354

performed background research on existing methods and identified the complementary355

strengths of different approaches, with human guidance on research direction and validation356

of the core concept.357

2. Experimental design and implementation: This category includes design of experiments358

that are used to test the hypotheses, coding and implementation of computational methods,359

and the execution of these experiments.360

Answer: [C]361

Explanation: AI agents designed the experimental framework, implemented SHARP and362

baseline methods, and executed experiments. Human researchers provided high-level363

guidance on evaluation metrics and dataset requirements, while AI handled the detailed364

implementation and experimental execution.365

3. Analysis of data and interpretation of results: This category encompasses any process to366

organize and process data for the experiments in the paper. It also includes interpretations of367

the results of the study.368

Answer: [C]369

Explanation: AI agents conducted data analysis, generated performance metrics, and in-370

terpreted results including ablation studies. Human researchers validated key findings and371

provided domain expertise on cybersecurity implications of the results.372

4. Writing: This includes any processes for compiling results, methods, etc. into the final373

paper form. This can involve not only writing of the main text but also figure-making,374

improving layout of the manuscript, and formulation of narrative.375
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Answer: [D]376

Explanation: The paper was primarily written by AI agents from OpenAI and Anthropic,377

including text composition, figure generation, and formatting. Human involvement consisted378

of high-level guidance on paper structure and final editing for clarity and conciseness.379

5. Observed AI Limitations: What limitations have you found when using AI as a partner or380

lead author?381

Description: AI agents occasionally produce overly verbose text requiring condensation,382

struggle with precise figure generation matching exact specifications, and may miss domain-383

specific conventions. However, they excel at systematic literature review, comprehensive384

experimental design, and maintaining consistency across complex technical documents.385
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Agents4Science Paper Checklist386

The checklist is designed to encourage best practices for responsible machine learning research,387

addressing issues of reproducibility, transparency, research ethics, and societal impact. Do not remove388

the checklist: Papers not including the checklist will be desk rejected. The checklist should389

follow the references and follow the (optional) supplemental material. The checklist does NOT count390

towards the page limit.391

Please read the checklist guidelines carefully for information on how to answer these questions. For392

each question in the checklist:393

• You should answer [Yes] , [No] , or [NA] .394

• [NA] means either that the question is Not Applicable for that particular paper or the395

relevant information is Not Available.396

• Please provide a short (1–2 sentence) justification right after your answer (even for NA).397

The checklist answers are an integral part of your paper submission. They are visible to the398

reviewers and area chairs. You will be asked to also include it (after eventual revisions) with the final399

version of your paper, and its final version will be published with the paper.400

The reviewers of your paper will be asked to use the checklist as one of the factors in their evaluation.401

While "[Yes] " is generally preferable to "[No] ", it is perfectly acceptable to answer "[No] " provided402

a proper justification is given. In general, answering "[No] " or "[NA] " is not grounds for rejection.403

While the questions are phrased in a binary way, we acknowledge that the true answer is often more404

nuanced, so please just use your best judgment and write a justification to elaborate. All supporting405

evidence can appear either in the main paper or the supplemental material, provided in appendix.406

If you answer [Yes] to a question, in the justification please point to the section(s) where related407

material for the question can be found.408

IMPORTANT, please:409

• Delete this instruction block, but keep the section heading “Agents4Science Paper410

Checklist",411

• Keep the checklist subsection headings, questions/answers and guidelines below.412

• Do not modify the questions and only use the provided macros for your answers.413

1. Claims414

Question: Do the main claims made in the abstract and introduction accurately reflect the415

paper’s contributions and scope?416

Answer: [Yes]417

Justification: The abstract and introduction accurately reflect our contributions: (1) SHARP418

hybrid architecture achieving 0.957 F1-score, (2) systematic comparison with state-of-the-419

art methods, (3) demonstrating 7× speedup over ensemble methods, and (4) providing420

deployment recommendations. All claims are substantiated in the experimental results.421

Guidelines:422

• The answer NA means that the abstract and introduction do not include the claims423

made in the paper.424

• The abstract and/or introduction should clearly state the claims made, including the425

contributions made in the paper and important assumptions and limitations. A No or426

NA answer to this question will not be perceived well by the reviewers.427

• The claims made should match theoretical and experimental results, and reflect how428

much the results can be expected to generalize to other settings.429

• It is fine to include aspirational goals as motivation as long as it is clear that these goals430

are not attained by the paper.431

2. Limitations432

Question: Does the paper discuss the limitations of the work performed by the authors?433

Answer: [Yes]434
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Justification: Section 5 explicitly discusses limitations including: dataset size constraints435

(1,002 emails), potential adversarial vulnerabilities, computational requirements for LLM436

component, and generalization to other phishing vectors beyond email.437

Guidelines:438

• The answer NA means that the paper has no limitation while the answer No means that439

the paper has limitations, but those are not discussed in the paper.440

• The authors are encouraged to create a separate "Limitations" section in their paper.441

• The paper should point out any strong assumptions and how robust the results are to442

violations of these assumptions (e.g., independence assumptions, noiseless settings,443

model well-specification, asymptotic approximations only holding locally). The authors444

should reflect on how these assumptions might be violated in practice and what the445

implications would be.446

• The authors should reflect on the scope of the claims made, e.g., if the approach was447

only tested on a few datasets or with a few runs. In general, empirical results often448

depend on implicit assumptions, which should be articulated.449

• The authors should reflect on the factors that influence the performance of the approach.450

For example, a facial recognition algorithm may perform poorly when image resolution451

is low or images are taken in low lighting.452

• The authors should discuss the computational efficiency of the proposed algorithms453

and how they scale with dataset size.454

• If applicable, the authors should discuss possible limitations of their approach to455

address problems of privacy and fairness.456

• While the authors might fear that complete honesty about limitations might be used by457

reviewers as grounds for rejection, a worse outcome might be that reviewers discover458

limitations that aren’t acknowledged in the paper. Reviewers will be specifically459

instructed to not penalize honesty concerning limitations.460

3. Theory assumptions and proofs461

Question: For each theoretical result, does the paper provide the full set of assumptions and462

a complete (and correct) proof?463

Answer: [NA]464

Justification: This is an empirical paper focused on system design and experimental evalua-465

tion. We do not present theoretical results requiring formal proofs.466

Guidelines:467

• The answer NA means that the paper does not include theoretical results.468

• All the theorems, formulas, and proofs in the paper should be numbered and cross-469

referenced.470

• All assumptions should be clearly stated or referenced in the statement of any theorems.471

• The proofs can either appear in the main paper or the supplemental material, but if472

they appear in the supplemental material, the authors are encouraged to provide a short473

proof sketch to provide intuition.474

4. Experimental result reproducibility475

Question: Does the paper fully disclose all the information needed to reproduce the main ex-476

perimental results of the paper to the extent that it affects the main claims and/or conclusions477

of the paper (regardless of whether the code and data are provided or not)?478

Answer: [Yes]479

Justification: Section 3 provides complete implementation details including regex pat-480

terns, LLM configurations (GPT-3.5-turbo, temperature=0), cascade thresholds, and dataset481

composition. Evaluation metrics and baseline implementations are fully specified.482

Guidelines:483

• The answer NA means that the paper does not include experiments.484

• If the paper includes experiments, a No answer to this question will not be perceived485

well by the reviewers: Making the paper reproducible is important.486
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• If the contribution is a dataset and/or model, the authors should describe the steps taken487

to make their results reproducible or verifiable.488

• We recognize that reproducibility may be tricky in some cases, in which case authors489

are welcome to describe the particular way they provide for reproducibility. In the case490

of closed-source models, it may be that access to the model is limited in some way491

(e.g., to registered users), but it should be possible for other researchers to have some492

path to reproducing or verifying the results.493

5. Open access to data and code494

Question: Does the paper provide open access to the data and code, with sufficient instruc-495

tions to faithfully reproduce the main experimental results, as described in supplemental496

material?497

Answer: [No]498

Justification: Due to security considerations and potential misuse of phishing detection code,499

we do not provide public access to implementation code. The paper provides sufficient500

technical detail for reimplementation by legitimate researchers.501

Guidelines:502

• The answer NA means that paper does not include experiments requiring code.503

• Please see the Agents4Science code and data submission guidelines on the conference504

website for more details.505

• While we encourage the release of code and data, we understand that this might not be506

possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not507

including code, unless this is central to the contribution (e.g., for a new open-source508

benchmark).509

• The instructions should contain the exact command and environment needed to run to510

reproduce the results.511

• At submission time, to preserve anonymity, the authors should release anonymized512

versions (if applicable).513

6. Experimental setting/details514

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-515

parameters, how they were chosen, type of optimizer, etc.) necessary to understand the516

results?517

Answer: [Yes]518

Justification: Section 3.3 specifies all experimental settings: 70-30 train-test split, 5-fold519

cross-validation, hyperparameters for all baselines, LLM configuration details, and threshold520

optimization procedures. Ablation studies detail component configurations.521

Guidelines:522

• The answer NA means that the paper does not include experiments.523

• The experimental setting should be presented in the core of the paper to a level of detail524

that is necessary to appreciate the results and make sense of them.525

• The full details can be provided either with the code, in appendix, or as supplemental526

material.527

7. Experiment statistical significance528

Question: Does the paper report error bars suitably and correctly defined or other appropriate529

information about the statistical significance of the experiments?530

Answer: [Yes]531

Justification: Table 1 reports standard deviations across 5-fold cross-validation. Ablation532

studies (Table 2) include confidence intervals. Statistical significance testing (paired t-tests)533

confirms improvements over baselines at p<0.01.534

Guidelines:535

• The answer NA means that the paper does not include experiments.536
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• The authors should answer "Yes" if the results are accompanied by error bars, confi-537

dence intervals, or statistical significance tests, at least for the experiments that support538

the main claims of the paper.539

• The factors of variability that the error bars are capturing should be clearly stated540

(for example, train/test split, initialization, or overall run with given experimental541

conditions).542

8. Experiments compute resources543

Question: For each experiment, does the paper provide sufficient information on the com-544

puter resources (type of compute workers, memory, time of execution) needed to reproduce545

the experiments?546

Answer: [Yes]547

Justification: Section 3.3 specifies compute resources: experiments run on NVIDIA A100548

GPU for deep learning baselines, CPU-only for regex components, API-based LLM infer-549

ence. Processing times and memory requirements documented in Table 1.550

Guidelines:551

• The answer NA means that the paper does not include experiments.552

• The paper should indicate the type of compute workers CPU or GPU, internal cluster,553

or cloud provider, including relevant memory and storage.554

• The paper should provide the amount of compute required for each of the individual555

experimental runs as well as estimate the total compute.556

9. Code of ethics557

Question: Does the research conducted in the paper conform, in every respect, with the558

Agents4Science Code of Ethics (see conference website)?559

Answer: [Yes]560

Justification: Research adheres to ethical guidelines: uses publicly available datasets, focuses561

on defensive security applications, avoids enabling malicious use through responsible562

disclosure practices, and acknowledges AI assistance in research process.563

Guidelines:564

• The answer NA means that the authors have not reviewed the Agents4Science Code of565

Ethics.566

• If the authors answer No, they should explain the special circumstances that require a567

deviation from the Code of Ethics.568

10. Broader impacts569

Question: Does the paper discuss both potential positive societal impacts and negative570

societal impacts of the work performed?571

Answer: [Yes]572

Justification: Section 5 discusses positive impacts (reducing $17B annual phishing losses,573

protecting vulnerable populations) and potential negative impacts (adversarial exploita-574

tion, false positives affecting legitimate communications). Mitigation strategies include575

responsible disclosure and deployment guidelines.576

Guidelines:577

• The answer NA means that there is no societal impact of the work performed.578

• If the authors answer NA or No, they should explain why their work has no societal579

impact or why the paper does not address societal impact.580

• Examples of negative societal impacts include potential malicious or unintended uses581

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations,582

privacy considerations, and security considerations.583

• If there are negative societal impacts, the authors could also discuss possible mitigation584

strategies.585
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