
GlucoSynth: Generating Differentially-Private
Synthetic Glucose Traces

Josephine Lamp1,2 Mark Derdzinski2 Christopher Hannemann2

Joost van der Linden2 Lu Feng1 Tianhao Wang1 David Evans1
1University of Virginia, Charlottesville, VA, USA; 2Dexcom, USA

jl4rj@virginia.edu; {mark.derdzinski; christopher.hannemann;
joost.vanderlinden}@dexcom.com; {lu.feng; tianhao; evans}@virginia.edu

Abstract

We focus on the problem of generating high-quality, private synthetic glucose
traces, a task generalizable to many other time series sources. Existing methods for
time series data synthesis, such as those using Generative Adversarial Networks
(GANs), are not able to capture the innate characteristics of glucose data and cannot
provide any formal privacy guarantees without severely degrading the utility of the
synthetic data. In this paper we present GlucoSynth, a novel privacy-preserving
GAN framework to generate synthetic glucose traces. The core intuition behind our
approach is to conserve relationships amongst motifs (glucose events) within the
traces, in addition to temporal dynamics. Our framework incorporates differential
privacy mechanisms to provide strong formal privacy guarantees. We provide a
comprehensive evaluation on the real-world utility of the data using 1.2 million
glucose traces; GlucoSynth outperforms all previous methods in its ability to
generate high-quality synthetic glucose traces with strong privacy guarantees.

1 Introduction

The sharing of medical time series data can facilitate therapy development. As a motivating example,
sharing glucose traces can contribute to the understanding of diabetes disease mechanisms and the
development of artificial insulin delivery systems that improve people with diabetes’ quality of life.
Unsurprisingly, there are serious legal and privacy concerns (e.g., HIPAA, GDPR) with the sharing of
such granular, longitudinal time series data in a medical context [1]. One solution is to generate a set
of synthetic traces from the original traces. In this way, the synthetic data may be shared publicly in
place of the real ones with significantly reduced privacy and legal concerns.

This paper focuses on the problem of generating high-quality, privacy-preserving synthetic glucose
traces, a task which generalizes to other time series sources and application domains, including
activity sequences, inpatient events, hormone traces and cyber-physical systems. Specifically, we
focus on long (over 200 timesteps), bounded, univariate time series glucose traces. We assume
that available data does not have any labels or extra information including features or metadata,
which is quite common, especially in diabetes. Continuous Glucose Monitors (CGMs) easily and
automatically send glucose measurements taken subcutaneously at fixed intervals (e.g., every 5
minutes) to data storage facilities, but tracking other sources of diabetes-related data is challenging
[2]. We characterize the quality of the generated traces based on three criteria— synthetic traces
should (1) conserve characteristics of the real data, i.e., glucose dynamics and control-related metrics
(fidelity); (2) contain representation of diverse types of realistic traces, without the introduction of
anomalous patterns that do not occur in real traces (breadth); and (3) be usable in place of the original
data for real-world use cases (utility).
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Sample Glucose Traces
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Motif 1: High Peak
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Motif 2: Deep Trough
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Motif 3: Stable Line

Figure 1: Example Real Glucose Traces and Glucose Motifs from our Dataset.

Generative Adversarial Networks (GANs) [3] have shown promise in the generation of time series
data. However, previous methods for time series synthesis, e.g., [4, 5, 6], suffer from one or more of
the following issues when applied to glucose traces: 1) surprisingly, they do not generate realistic
synthetic glucose traces – in particular, they produce human physiologically impossible phenomenon
in the traces; 2) they require additional information (features, metadata or labels) to guide the model
learning which are not available for our traces; 3) they do not include any privacy guarantees, or, in
order to uphold a strong formal privacy guarantee, severely degrade the utility of the synthetic data.

Generating high-quality synthetic glucose traces is a difficult task due to the innate characteristics of
glucose data. Glucose traces can be best understood as sequences of events, which we call motifs,
shown in Figure 1, and they are more event-driven than many other types of time series. As such, a
current glucose value may be more influenced by an event that occurred in the far past compared to
values from immediate previous timesteps. For example, a large meal eaten earlier in the day (30-90
minutes ago) may influence a patient’s glucose more than the glucose values from the past 15 minutes.
As a result, although there is some degree of temporal dependence within the traces, only conserving
the immediate temporal relationships amongst values at previous timesteps does not adequately
capture the dynamics of this type of data. In particular, we find that the main reason previous methods
fail is because they may not sufficiently learn event-related characteristics of glucose traces.

Contributions. We present GlucoSynth, a privacy-preserving GAN framework to generate synthetic
glucose traces. The core intuition behind our approach is to conserve relationships amongst motifs
(events) within the traces, in addition to the typical temporal dynamics contained within time series.
We formalize the concept of motifs and define a notion of motif causality, inspired from Granger
causality [7], which characterizes relationships amongst sequences of motifs within time series traces
(Section 4). We define a local motif loss to first train a motif causality block that learns the motif
causal relationships amongst the sequences of motifs in the real traces. The block outputs a motif
causality matrix, that quantifies the causal value of seeing one particular motif after some other motif.
Unrealistic motif sequences (such as a peak to an immediate drop in glucose values) will have causal
relationships close to 0 in the causality matrix. We build a novel GAN framework that is trained
to optimize motif causality within the traces in addition to temporal dynamics and distributional
characteristics of the data (Section 5). Explicitly, the generator computes a motif causality matrix
from each batch of synthetic data it generates, and compares it with the real causality matrix. As
such, as the generator learns to generate synthetic data that yields a realistic causal matrix (thereby
identifying appropriate causal relationships from the motifs), it implicitly learns not to generate
unrealistic motif sequences. We also integrate differential privacy (DP) [8] into the framework
(Section 6), which provides an intuitive bound on how much information may be disclosed about
any individual in the dataset, allowing the GlucoSynth model to be trained with privacy guarantees.
Finally, in Section 7, we present a comprehensive evaluation using 1.2 million glucose traces from
individuals with diabetes collected across 2022, showcasing the suitability of our model to outperform
all previous models and generate high-quality synthetic glucose traces with strong privacy guarantees.

2 Related Work

We focus the scope of our comparison on current state-of-the-art methods for synthetic time se-
ries which all build upon Generative Adversarial Networks (GANs) [3] and transformation-based
approaches [9]. An extended related work is in Appendix A.
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