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Abstract

While DLMs have emerged as an alternative to
ARMs, robust content provenance mechanisms
for this architecture remain unexplored. Exist-
ing multi-bit watermarking schemes, heavily
reliant on the sequential generation of ARMs,
cannot be directly applied to DLMs. In this
paper, we reframe the multi-bit watermarking
problem through a novel Digital Signal Pro-
cessing (DSP) lens. We draw an analogy be-
tween prior works and TDMA (Time Division
Multiple Access), revealing their inherent lim-
itations. To overcome these limitations, we
introduce CDMATrK, the first multi-bit water-
marking framework tailored for DLMs, orches-
trating a paradigm shift from TDMA to CDMA
(Code Division Multiple Access). CDMArk
encodes the entire watermark message across
all token positions holographically. We further
provide rigorous statistical guarantees for its de-
tection process. Extensive experiments demon-
strate that CDMArk achieves a new state-of-
the-art Pareto frontier between imperceptibility
and effectiveness.

1 Introduction

The rapid rise of Large Language Models (LLMs)
has revolutionized content creation, but it also
raises serious concerns about copyright and the
spread of fake information. To address these chal-
lenges, multi-bit watermarking has emerged as a
mechanism for establishing content provenance
and authenticity (Fernandez et al., 2023; Yoo et al.,
2024; Jiang et al., 2025). Unlike zero-bit water-
marking which functions solely as a binary verifier,
multi-bit watermarking offers significantly greater
utility by encoding rich messages, such as user IDs
and model versions.

Recently, Diffusion Language Models (DLMs)
have emerged as a compelling alternative to Auto-
regressive Language Models (ARMs), offering par-
allel generation capabilities and superior controlla-
bility via infilling and error correction (Nie et al.,

2025; Ye et al., 2025; Zhu et al., 2025a) However,
despite the rapid ascent of DLLMs, existing multi-
bit watermarking schemes are tailored for ARMs.
This misalignment highlights a critical gap in safe-
guarding the provenance of content generated by
this emerging class of models.

Directly applying existing ARM-specific multi-
bit watermarking schemes to DLMs presents a fun-
damental architectural mismatch. Prevailing multi-
bit methods typically adopt a divide-and-conquer
paradigm (Yoo et al., 2024; Qu et al., 2024; Jiang
et al., 2025), decomposing the m-bit watermark
message into m independent chunks for watermark-
ing. A critical component of this paradigm is the
positional allocation mapping (Qu et al., 2024),
which stochastically assigns token positions to spe-
cific message chunks using previous tokens as in-
variant seeds. This dependency relies strictly on
the left-to-right generation process of ARMs. In
contrast, DLMs operate via a non-causal, paral-
lel denoising mechanism that lacks fixed context
tokens for such seeding, rendering these methods
nearly infeasible.

To fundamentally analyze the multi-bit water-
marking problem, we introduce a perspective from
Digital Signal Processing (DSP). We conceptualize
the text generation process as a Signal Transmis-
sion task, where the multi-bit message is the target
Payload and tokens act as Carrier Signals modulat-
ing the payload. Through this lens, existing multi-
bit watermarking methods are analogous to Time
Division Multiple Access (TDMA) schemes (Rap-
paport and Safari, 2001), where the communication
channel (i.e. the watermarked text sequence) is seg-
mented into distinct time slots (i.e. token positions),
each exclusively responsible for transmitting the
payload of a specific user (i.e. a message chunk).

Drawing inspiration from the evolution of mod-
ern telecommunications, we propose a paradigm
shift from TDMA to Code Division Multiple Ac-
cess (CDMA) (Rappaport and Safari, 2001) in the



field of multi-bit watermarking. Just as CDMA rev-
olutionized signal communication by allowing mul-
tiple users to share the same communication chan-
nel, we propose a novel multi-bit watermarking
scheme, CDMATrK, which tries to simultaneously
encode every bit of the watermark message in
each token position.

In standard CDMA system, each user is assigned
a unique, predefined vector known as Spreading
Code, and the target composite signal to emit is
derived as the linear combination of all spreading
codes weighted by their corresponding user mes-
sages.

Our proposed method mirrors the procedure by
treating each bit of the watermark as a virtual
"user", each transmitting a single bit payload. We
additionally assign each token in the vocabulary
with a predefined Signal Vector and aim to select
those tokens whose signal vectors better approx-
imate the target composite signal. Consequently,
the watermarking process is formulated as a con-
strained convex optimization problem, balancing
alignment with the target signal against divergence
from the original data distribution, which can be
solved efficiently.

Our contributions are summarized as follows':

* We introduce a novel Digital Signal Pro-
cessing (DSP) perspective to multi-bit wa-
termarking, rigorously formalizing existing
methods as TDMA schemes and revealing
their architectural limitations.

* We propose the first multi-bit watermark-
ing scheme tailored for Diffusion Mod-
els, CDMArk (pronounced as “CD-mark").
By shifting the paradigm from TDMA to
CDMA, encodes the watermark holograph-
ically across all token positions, naturally
aligning with the parallel nature of diffusion
processes.

» Extensive experiments demonstrate that our
method significantly outperforms other base-
lines, establishing a state-of-the-art Pareto
frontier between Imperceptibility and Effec-
tiveness.

2 Background and Preliminaries

2.1 Diffusion Language Models

We first introduce Diffusion Language Models
(DLMs), focusing on the absorbing diffusion vari-

'We will release the code to facilitate future research.

ant (Austin et al., 2023; Lou et al., 2024; Ou et al.,
2025) which serves as the backbone of our method.
Unlike auto-regressive models that generate tokens
sequentially from left to right, DLMs model the
joint distribution of the entire sequence through a
forward diffusion process and a learnable reverse
denoising process.

Forward Process and Training. The forward
process g(x!|z°) is defined as a corruption mech-
anism that gradually erases information from the
clean data 2° = [20, 29, ...]. From time ¢ € [0, 1],
tokens in the sequence are independently replaced
by a mask token [M] according to a log-linear
noise schedule, becomeing pure noise (i.e., fully
masked) in time ¢ = 1. To reverse this, a neural
network pg(x®|xt) is trained to predict the original
unmasked tokens given the corrupted context x?.
The training objective is to minimizing the cross-
entropy between the predicted distribution and the
ground truth tokens at masked positions (Ou et al.,
2025).

Inference via Tweedie Sampling. During the
inference stage, the model generates text by iter-
atively reversing the corruption process, starting
from a fully masked sequence . The Tweedie
T-leaping strategy (Lou et al., 2024) is commonly
adopted for efficiency. Specifically, for a transition
from timestep ¢ to s (where 0 < s < t < 1), the
marginal distribution Py,(x°|«") factorizes over
each token position i:

Ps|t(ws‘wt> = Hps|t(xf‘wt) ey
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Inference in Practice. Practically, the reverse
process is discretized into several diffusion
timesteps {1, ..., T'}. At each timestep ¢, the para-
metric model works as a mask predictor, takes in a
masked token sequence x! from the last timestep
and predicts masked tokens of all positions 7 from
po(zi|zt). Subsequently, ¢ of the predicted to-
kens will be remasked by a specific remasking strat-
egy (i.e. random or semi-autoregressive remask-
ing). The process is iteratively conducted for T'
steps until all tokens are unmasked.



2.2 Watermarking in Auto-Regressive Models

Watermarking language models typically involves
injecting a hidden pattern during generation pro-
cess, which is typically achieved by biasing the
generation distribution py(x;|x<;) towards a spe-
cific watermarked distribution. The injected pattern
can subsequently be detected via statistical hypoth-
esis testing. A robust watermarking scheme must
satisfy three primary objectives: (1) Effectiveness,
which ensures the pattern can be detected with high
statistical confidence; (2) Imperceptibility, which
requires the watermarked text to remain indistin-
guishable from natural text from a statistical per-
spective (Christ et al., 2023; Hu et al., 2023); and
(3) Robustness, which demands resilience against
attacks such as paraphrasing or editing.

Zero-bit Watermarking. Zero-bit watermarking
aims to Detect whether a text is generated by a
specific model (Yoo et al., 2023; Christ et al., 2023;
Lee et al., 2023; Kuditipudi et al., 2023; Zhao et al.,
2023; Hu et al., 2023; Wu et al., 2023; Hou et al.,
2023). The canonical paradigm for zero-bit water-
marking is KGW (Kirchenbauer et al., 2023a,b). At
each timestep ¢, KGW utilizes the context tokens
x; as a seed to stochastically partition the vocab-
ulary V into a “Green List” and a “Red List”. The
probability of green-list tokens is then raised. Con-
sequently, the proportion of green-list tokens in the
generated text becomes significantly higher than
expected by chance, creating a statistical difference
from natural text that enables effective detection.

Multi-bit Watermarking. Multi-bit watermark-
ing extends the zero-bit framework to not only de-
tect the existence of a watermark but also to Decode
a specific m-bit message out of a watermarked text
sequence. Prevailing methods typically employ a
reductionist strategy, decomposing this task into
multiple zero-bit watermarking sub-problems. Fer-
nandez et al. (2023) formalize the problem into 2™
distinct zero-bit problems, traversing all 2" possi-
ble message value for detection. The computational
complexity of this method is exponential, render-
ing it prohibitive for larger message length. Con-
versely, more practical methods like MPAC (Yoo
etal., 2024), Qu et al. (2025), and Stealthink (Jiang
et al., 2025) adopt a divide-and-conquer approach
These methods partition the m-bit message into
several independent message chunks, assigning spe-
cific tokens to encode each chunk. Crucially, this
assignment is governed by a pseudo-random Po-

sitional Allocation Mapping that is seeded by the
context tokens ;. Thus, the multi-bit problem is
effectively reduced to a series of interleaved zero-
bit problems: detecting single bits within partial
subsequences, which are then solved via standard
methods like KGW or DiPmark (Wu et al., 2023).

3 A Signal Processing Perspective on
Watermarking

We propose to analyze the problem of multi-bit
watermarking through the lens of Digital Signal
Processing (DSP). In this section, we formalize
watermarking text generation as a signal transmis-
sion task, a perspective that rigorously uncovers
the inherent architectural limitations of existing
schemes.

3.1 Multi-bit Watermarking as Signal
Transmission

We model the generative process of language mod-
els as a discrete-time communication Channel.
Within this framework, the injection of a multi-bit
watermark is analogous to transmitting an m-bit
Payload through this channel. Specifically, we es-
tablish the following correspondences:

* Each token position ¢ represents a discrete

Time Slot.

* Each generated token x; functions as a cho-
sen Carrier Signal.

* The model’s vocabulary V serves as the pre-
defined Signal Constellation.

Consequently, the standard sampling process of
the language model corresponds to Signal Modula-
tion that selecting a specific signal vector from the
signal constellation. Crucially, to preserve genera-
tion quality, modern watermarking schemes avoid
rudimentary “hard” selection (e.g., the Hard Green-
Red List variant of KGW (Kirchenbauer et al.,
2023a) which exclusively samples Green tokens).
Instead, they employ probabilistic distribution shap-
ing, softly biasing the sampling distribution in favor
of tokens that encode the target payload (e.g. the
Green tokens).

3.2 Limitations of Current Schemes in a
TDMA View

Leveraging this DSP framework, we can re-
evaluate the prevailing multi-bit watermarking
schemes for auto-regressive models (Yoo et al.,
2024; Qu et al., 2024; Jiang et al., 2025). As
detailed in Section 2.2, these methods rely on a



stochastic mapping that assigns each token posi-
tioni € {1,..., N} to a specific message block.

This mechanism is structurally equivalent to
the Time Division Multiple Access (TDMA)
scheme (Rappaport and Safari, 2001). In DSP, the
defining characteristic of TDMA is mutually exclu-
sive access: at any given time slot ¢, the channel
is exclusively dedicated to transmitting payloads
from one user, rendering the channel unavailable
to all others.

Existing multi-bit watermarking methods exhibit
a similar characteristic that each token only en-
codes a specific message chunk. We illustrate this
behavior using MPAC as a representative case in
Figure 1 (left). While it offers conceptual sim-
plicity, it imposes fundamental architectural bottle-
necks when transplanted to DL.Ms.

Synchronization Overhead in DLMs. In stan-
dard TDMA protocols, a synchronization mecha-
nism is necessary to ensure the receiver correctly
maps each time slot to corresponding user. Analo-
gously, the TDMA-based watermarking schemes
also necessitate such "synchronization" to correctly
associate each token z; with its corresponding mes-
sage block during detection. In ARMs, the strictly
left-to-right generation process (r; — 9 — ...)
provides implicit synchronization at virtually zero
cost, as the positional allocation mapping can be
deterministically derived from the invariant con-
text ;. However, DLMs operate in a non-causal
manner, lacking a fixed generation order to derive
context tokens. Consequently, enforcing a TDMA
structure in this setting incurs prohibitive synchro-
nization overhead: the mapping is no longer "free"
metadata but becomes part of the payload that
needs to be explicitly transmitted, consuming valu-
able channel capacity.

Positional Allocation Imbalance. Even as-
suming perfect synchronization, TDMA-based
schemes suffer from inherent positional alloca-
tion imbalance. Due to the non-uniform nature
of language modeling distribution, the reliance
on pseudo-randomized function to generate po-
sitional allocation mapping often yields a highly
non-uniform allocation, where specific message
chunks are stochastically favored while others are
neglected. Crucially, the rigid mutual exclusivity of
TDMA prevents those "starving" message chunks
from borrowing “time slots" from others. Empiri-
cal studies (Yoo et al., 2024; Qu et al., 2025) show
that as the message length m increases, this imbal-
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Figure 1: The different between paradigms of MPAC
and our proposed CDMArk when encoding a water-
marking message 1011 of length m = 4. (Left) MPAC
adopts a TDMA scheme, where each token position is
responsible to transmit only a specific message chunk
(commonly with length 1). Due to the allocation im-
balance, different chunks are assigned uneven number
of tokens (e.g. the first bit is only assigned one token).
(Right) CDMArk adopts a CDMA scheme, where each
token corresponds to a 4-dimension "composite signal"
vector, carrying the information of the entire message
(we replace 0 as —1 as in common signal transmission
practice). The mechanism makes the watermark more
robustness to incorrect injection (e.g. "_is" transmits a
false signal in the first bit) or attacks.

ance becomes more severe. The overall accuracy
is bounded by the message chunk with the poor-
est allocation, regardless of how well others are
transmitted.

4 CDMArk: A CDMA-Based
Watermarking Framework

In this section, we formally introduce CDMATK,
a novel multi-bit DLM watermarking schemes de-
signed to overcome the structural limitations of
TDMA-based methods discussed in Section 3.2.
Drawing inspiration from modern telecommunica-
tions, CDMArk orchestrates a paradigm shift by
adopting Code Division Multiple Access (CDMA).
We first introduce background of this mechanism
and then derive an optimal injection strategy by for-
mulating the watermarking process as a constrained
convex optimization problem.



4.1 Background of CDMA Mechanism

To introduce CDMATrk, we first revisit the core
mechanism of classical CDMA. Unlike TDMA,
which segments time, CDMA enables multiple
users to transmit payloads simultaneously over the
same communication channel. Consider a CDMA
system with m users, each transmitting a 1-bit pay-
load:

* Code Space: The system defines an m-
dimensional space spanned by a set of m
mutually orthogonal basis vectors, termed
Spreading Codes. Each user is assigned one
unique spreading codes.

» Transmission: Each user encodes their pay-
load by multiplying it with its spreading
codes. These distinct signals are then
summed to create a unified composite sig-
nal.

* Recovery: Since the composite signal is
essentially a linear combination of these
spreading codes, it uniquely represents a
point in the code space. Consequently, the re-
ceiver can isolate and recover any user’s pay-
load by simply projecting the received signal
onto the corresponding spreading code.

4.2 CDMA in Multi-bit Watermarking

We transpose the paradigm of CDMA to the multi-
bit watermarking of DLMs. Letb € {—1,+1}"™
denote the m-bit watermarking message. We treat
each message bit as a user. Analogous to the pro-
cess described in Section 4.1, we also construct a
m-dimensional code space R™, with the j-th mes-
sage bit assigned with the j-th standard basis vector
e; as its spreading code. Therefore, the composite
signal s = > ; bje; can be derived as the linear
combination of messages from different users.

A critical distinction exists in the generation pro-
cess between classical communications and our
scenario. In classical communications where the
communication channel is continuous, the transmit-
ter could simply emit the exact composite signal.
However, a language model is constrained to sam-
ple from a discrete vocabulary V, which functions
as a fixed Signal Constellation. Each token w € V
corresponds to a predefined, immutable signal vec-
tor v, € R™,

Therefore, we have to apply "quantization" in
this process. At each time step, we aim to select a
token w whose corresponding signal v, provides
good approximation of the target signal s. We

quantify this approximation using Alignment Score
defined as the projection of the token’s vector onto
the target signal u,, = v.s.

4.3 Optimal Watermark Injection Strategy

We now introduce our proposed multi-bit water-
marking scheme CDMArk. As formulated in Sec-
tion 4.2, the watermarking objective is to bias the
generation distribution towards tokens whose sig-
nal vectors v,, exhibit high alignment scores with
the target signal s. Simultaneously, to ensure text
quality, we must maintain imperceptibility, which
is modeled as a constraint on the KL divergence
from the original distribution.

Consider a DLM generating a sequence of length
N. At each timestep ¢, the model takes in a text
sequence ' = [x},2%,... 2! and predicts the
distribution P;_y;(z'~!|a") of the next diffusion
step. Standard DLMs assume a factorized distri-
bution P,y (z'|a!) = 1Y, p(z;|x?) for the
reverse transition following Eq. 2, enabling parallel
sampling of different token position .

Leveraging the factorized nature of the DLM,
we formulate the watermarking injection as an in-
dependent optimization problem for each token
position ¢. For simplicity, we omit the index ¢
and timestep ¢, denoting the original distribution as

p(-) = plaila’).

Primal Problem.

maximize Equ(.) [VZ:S]
q

subject to  Dkr(q|lp) < ¢ (3)
Y alw) =1
weV

Here, g(-) is the target watermarked distribution to
be optimized and e is the hyperparameter control-
ling the degree of allowed semantic deviation from
the original distribution at each token position.
The optimization problem is strictly convex with
linear constraints and a strictly feasible point (i.e.,
q = D), satisfying Slater’s condition (Boyd and
Vandenberghe, 2004). Thus, the Karush-Kuhn-
Tucker (KKT) conditions are both necessary and
sufficient for optimality. We therefore solve this
problem using the method of Lagrange multipliers.

Proposition 4.1. Given the primal problem in
Eq. 3, the optimal watermarked distribution q*(-) is
given by the exponential tilting of the original dis-
tribution p(+). The optimal probability of sampling



token w €V is:

) epwen () @

where A > 0 is the Lagrange multiplier satisfying
Dii(q"|lp) = e

In practice, rather than tuning the implicit con-
straint €, we adopt A-parametrization, directly set-
ting 6 = 1/ as a hyper-parameter controlling the
watermark strength. Remarkably, the exponential
tilting format of optimal solution corresponds to
adding a bias term to the logits, which is surpris-
ingly similar to the watermarking injection proce-
dure of KGW.

4.4 Statistical Detection and Message
Decoding

Multi-bit Message Decoding Process The de-
coding process of a watermarked text sequence
x also follows the demodulation of CDMA.
We aggregate the signal vectors from all to-
ken positions ZziEm v, and project the accumu-
lated signal onto different spreading codes l;j =
sign((D_,. ex vi;)Te;) as the decoded message.
The overall process is presented in Figure 1 (right).

Zero-bit Binary Detection Process Multi-bit
watermark is also required to detect whether a text
is watermarked. To provide a rigorous theoreti-
cal guarantee for watermark detectability and to
control the False Positive Rate (FPR) without em-
pirical threshold tuning, we formulate the detec-
tion process as a statistical hypothesis testing prob-
lem (Kirchenbauer et al., 2023a), where the null
hypothesis H is that the candidate text sequence
is not drawn from the watermarked distribution.
For better statistical properties in our testing,
we employ a specific construction strategy for the
pre-defined signal sets {vy, }wey. We define V =
concat({vL}uep) € RIVIX™ as follows:

1. Initialization: Sample a random matrix
G ~ N(0,1)VIxm,

2. Centering: Subtract the column means to
ensure zero-mean for each dimension: G’ =
G - G.

3. Orthogonalization: Perform QR decompo-
sition G = QR, where Q € RVI*™ hag
orthonormal unit-length columns.

4. Scaling: Set V = \/m Q.

Due to the isotropy of normal distribution, each

column vector of the constructed random matrix

V is indeed uniformly distributed on the intersec-
tion of the sphere of radius \/W and the zero-
sum hyperplane (Mezzadri, 2007). This proce-
dure guarantees critical properties for the subse-
quent statistical analysis: (1) Zero Mean and Unit
Sample Variance: for all message bit position j,
> wey Ve =0, ‘—é' > wev(vie;)? = 1and (2)
Column Orthogonality: %lvTV = I, which en-
sures that the signal from different dimensions are
uncorrelated and therefore less interference.

We define the detection statistic as the magnitude
of the accumulated signal vector over the sequence:
z = || 32N, va,|[2. We then have the following
proposition:

Proposition 4.2. Under the null hypothesis Hy, as
the length of sequence N — oo, the normalized
detection statistic z /N converges to a chi-squared
distribution with m degrees of freedom:

=~ x*(m) 5)

This proposition provides a theoretical guarantee
for our watermark detection. We can now apply
one-sided chi-square testing, enabling accurate P-
value calculation and controlling Type-I error. We
present both the watermark injection and detection
algorithms in Appendix A.

S5 Experiments

5.1 Experimental Settings

We conduct our experiments using LLaDA-MoE-
Instruct (Zhu et al., 2025b). Following Water-
Bench (Tu et al., 2024) and Gloaguen et al. (2025),
we employ two prompt datasets: ELIS (Fan et al.,
2019) and FinanceQA (Mateega et al., 2025). Un-
less otherwise specified, we generate sequences
with a maximum length of N = 512 using a low-
confidence semi-autoregressive remasking strategy.

We include several watermarking methods: (1)
CyclicShift (Fernandez et al., 2023). To adapt
to DLMs, we implement a global-hashed variant
similar to Unigram (Zhao et al., 2023), where
the Green/Red list partition is fixed globally. (2)
MPAC (Yoo et al.,, 2024) is a representative
TDMA-based multi-bit watermarking scheme. It
involves two hyperparameters. Radix r implies the
length of each message chunk, while § controls
the watermark strength. (3) CDMArk (Ours) in-
volves a single hyperparameter ¢ that controls the
watermark strength.



Table 1: Comparison between different multi-bit watermarking schemes. We only evaluate CyclicShift under
message length m = 6, as its computational complexity scales exponentially (2™).

| No Attack | Substitution (frac=0.1) | Substitution (frac=0.2) | Dipper (lex=20,0rder=20)
Method | AUC-ROC  BitAcc PPL  Oracle-PPL | AUC-ROC  BitAcc | AUC-ROC  BitAcc | AUC-ROC BitAcc
No Watermark | - - 3.00 2.83 | - - | - - | - -
Message Length=6
CyclicShift(y =0.25, § =1.5) 66.86 69.71  3.08 2.94 47.53 70.83 32.69 69.04 58.42 60.58
CyclicShift(y =0.25, § =2) 79.69 84.21  3.09 2.94 64.10 85.38 49.50 84.46 66.49 68.08
CyclicShift(y =0.5, § =1.5) 66.77 73.79 3.8 3.05 51.23 71.33 35.70 67.38 58.88 61.00
CyclicShift(y =0.5, 6 =2) 77.85 81.79 321 3.09 70.26 77.12 64.91 75.25 66.20 64.33
MPAC(§ =1, 7 =1) 64.69 74.50  3.10 2.94 56.63 72.83 50.93 70.71 57.36 63.38
MPAC(0 =1, r =2) 62.32 71.04  3.12 2.96 53.65 70.42 46.63 66.54 55.58 60.46
MPAC(6 =2, r =1) 88.72 89.25  3.33 3.21 80.72 86.25 73.01 83.88 69.19 75.25
MPAC( =2, r =2) 86.35 90.71  3.31 3.20 78.54 87.46 69.93 84.29 67.83 72.75
CDMArk(d =1.25) 94.49 92.96 3.12 2.99 92.46 93.33 90.33 92.33 73.61 84.21
Message Length=12
MPAC( =1, r =1) 58.81 67.88  3.14 2.98 48.70 65.96 45.52 64.10 54.16 60.38
MPAC( =1, r =2) 54.72 63.81  3.12 2.95 42.65 62.67 37.36 61.19 50.31 56.31
MPAC( =2, r =1) 81.28 80.67  3.36 3.25 71.32 77.92 63.60 75.44 60.51 68.81
MPAC( =2, r =2) 78.98 79.48  3.39 3.25 68.91 7T 59.13 73.58 57.32 65.27
CDMArk(§ =1.25) 89.47 83.48 3.05 2.90 90.28 82.04 88.34 81.08 74.80 71.96
Message Length=18
MPAC( =1, r =1) 60.75 64.89  3.05 2.91 49.56 63.65 42.89 61.60 56.12 57.79
MPAC(0 =1, r =2) 55.04 62.26  3.10 2.94 44.27 59.99 39.26 57.86 49.83 56.07
MPAC(0 =2, r =1) 75.94 76.11  3.36 3.25 64.98 73.26 56.66 70.07 57.36 65.06
MPAC(6 =2, r =2) 75.83 7721 341 3.30 64.12 74.79 55.78 71.82 55.77 63.92
CDMArk(d =1.25) 90.50 80.14 3.03 2.89 87.80 79.17 85.78 77.94 71.47 69.56
Message Length=24
MPAC( =1, r =1) 58.99 63.43  3.11 2.94 48.32 62.05 42.66 59.57 49.74 56.92
MPAC(0 =1, r =2) 53.33 59.74  3.10 2.93 43.74 59.66 37.92 58.24 49.75 54.66
MPAC(6 =2, r =1) 72.99 72.77  3.36 3.23 60.96 70.31 53.95 67.47 55.43 62.73
MPAC( =2, r =2) 73.99 72.42  3.37 3.24 62.62 70.14 53.89 68.52 57.04 61.69
CDMArk(d =1.25) 86.56 74.75  3.02 2.87 86.02 74.03 85.02 72.71 68.20 66.30
Message Length=30
MPAC( =1, r =1) 56.44 61.23 3.04 2.86 43.12 59.85 37.77 58.99 50.40 56.49
MPAC( =1, r =2) 52.85 58.99  3.08 2.95 40.32 58.42 34.35 56.88 47.68 54.89
MPAC(0 =2, r =1) 71.02 71.12  3.34 3.22 56.84 68.58 48.33 66.73 50.19 61.62
MPAC(§ =2, r =2) 68.93 70.28  3.34 3.23 54.85 69.06 46.03 66.10 53.46 60.42
CDMArk(d =1.25) 89.55 74.47 3.28 2.95 89.62 73.88 87.56 72.58 77.29 66.39

We consider various metrics. For multi-bit wa-
termarking, we report Bit Accuracy (BitAcc) fol-
lowing Yoo et al. (2024). For zero-bit detection, we
report the AUC-ROC score. We measure the imper-
ceptibility of the watermarked text using PPL, com-
puted by the foundation model itself, to quantify
the divergence from the original distribution. We
also include Oracle-PPL, computed by a stronger
external ARM, Qwen2.5-32B-Instruct, to assess
the absolute text quality. To evaluate robustness,
we consider two forms of attacks: (1) Substitu-
tion, where tokens are randomly replaced with
synonyms; and (2) Dipper, using the Dipper para-
phraser (Krishna et al., 2023) to rewrite the text.

5.2 Results

Main results. We present the main comparison
results in Table 1. Existing methods tailored for
ARMs generally struggle in DLMs. Specifically,
MPAC exhibits a sharp performance degradation
as the message length increases. While it main-
tains decent accuracy at m = 6, its BitAcc drops
significantly at m = 30 (from ~ 90% to ~ 70%).

This trend demonstrates our analysis of the Po-
sitional Allocation Imbalance in Section 3.2. In
contrast, CDMArk consistently establishes a su-
perior Pareto frontier across all settings, achieving
the highest BitAcc and AUC-ROC while maintain-
ing good imperceptibility. It is worth highlight-
ing the stability of CDMATrk’s detection capability
(i.e. AUC-ROC) across varying settings of mes-
sage length from m = 6 to m = 30, with only a
marginal decline from its peak.

The advantages of our holographic injection
mechanism become even more pronounced under
post-editing attacks. In Word Substitution scenar-
10s, CDMArk demonstrates remarkable resilience
with small performance drops even when 20% of
tokens are corrupted. Under the challenging Dip-
per paraphrase attack, CDMArk still outperforms
all baselines, who almost equate to random guess-
ing with AUC-ROC falling into about 50%.

Generalization studies. We analyze the Pareto
frontiers of watermarking schemes between effec-
tiveness (AUC-ROC) and imperceptibility (PPL)
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Figure 3: The P-value distribution of CDMArk and
MPAC under null hypothesis.

under different settings by sweeping the water-
mark strength §. Figure 2(a) illustrates the perfor-
mance trade-offs of CDMArk under varying mes-
sage lengths m € {6,12,...,30}. We observe
that the Pareto curves for different message lengths
are similar, indicating the scalibility of CDMArk,
which contrasts sharply with other TDMA-based
approaches. We further evaluate the generalization
of CDMATrk on different backbone models and de-
coding configurations. Figure 2(b) compares the
performance on two distinct architectures: the MoE
(LLaDA-MOoE) and the dense model (LLaDA-1.5).
In both cases, CDMArk consistently achieves the
MPAC, demonstrating that our method is model-
agnostic and effective across different architectural
paradigms. Similarly, Figure 2(c) examines the
impact of the semi-autoregressive block length,
a critical hyperparameter in diffusion generation.
Whether using a fine-grained or coarse-grained gen-
eration strategy, CDMArk maintains a significant
performance margin over MPAC.

Empirical Validation of Proposition 4.2. We
empirically verify the statistical behavior of our
detector derived in Proposition 4.2. We randomly
generated 8k samples under the null hypothesis
and computed the p-values using both MPAC and
CDMATrk detectors. Figure 3 visualizes the result-
ing distributions across different message lengths.
For CDMATrk, the p-values align perfectly with the
uniform distribution U[0, 1] across all settings, em-
pirically demonstrating Proposition 4.2, confirming
that our detection score provides an unbiased sta-
tistical estimate with controllable Type-I errors. In
contrast, MPAC exhibit a distribution skewing to-
wards zero. This bias of detector exacerbates as
the message length increases, providing an expla-
nation for the rapid performance decay of MPAC
observed in our main experiments.

6 Conclusion

In this paper, we identified the fundamental limita-
tions of prevailing multi-bit watermarking schemes
from a perspective of TDMA paradigm. We fur-
ther introduced CDMATrK, a novel framework that
shifts the paradigm to Code Division Multiple Ac-
cess (CDMA), which holographically encoding
the entire watermarking message across all token
positions. Empirical experiments and theoretical
analysis demonstrate that CDMArk establishes a
superior Pareto frontier in terms of effectiveness,
imperceptibility, and robustness, particularly under
high-capacity payloads. We hope this work inspires
further exploration into signal-processing-inspired
multi-bit watermarking schemes.



Limitations

While CDMATrk is theoretically formulated as
a generic watermarking framework applicable to
both Auto-Regressive Models (ARMs) and Diffu-
sion Language Models (DLMs), this work primar-
ily focuses on the latter. Our experimental valida-
tion is exclusively conducted on DLMs to address
the critical gap in multi-bit watermarking for non-
causal generation, where existing TDMA-based
methods fundamentally fail. Consequently, we did
not benchmark CDMArk against state-of-the-art
ARM watermarking schemes in their native setting.
We leave the exploration of CDMATrk’s potential
in ARMs, as well as its extension to other modali-
ties such as image and video diffusion models, for
future work.

7 Ethical considerations

This work utilizes Large Language Models (LLMs)
to assist in writing refinement and code generation
for result visualization. All models and datasets
employed in this study are publicly available and
widely used within the research community. There
are no ethical concerns regarding data privacy
or copyright infringement associated with the re-
sources used in this research.
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A Pseudo-Code of Algorithms

Here, we present the pseudo-code for both water-
marking generation and detection algorithms in
Algorithm 2 and 1.

Algorithm 1 Watermark Injection

Input: Pre-trained DLM py; Message b €
{=1,+1}"; Predefined signal constella-
tion { vy, }ey; Watermark strength \; Total
diffusion steps 7'; Total sequence length V.

Output: Watermarked sequence x°

Target signal s < >, bje;

// Start from a fully masked sequence.

xl « [[M1,...,[M]]

fort < T to1do

for each token position i where x! = [M] do

// Get original distribution from
DLM

Porig () < po(zi|z")

// Derive watermarked distribution

foreach w € V do

Uy < V8
(j(w) — porig(wi = w) - €Xp (uTw)
end
a(w)
9(w) & 5w
// Sample next token from

watermarked distribution

Sample 2}~ ~ ¢(-)

end

// Apply re-masking strategy
x'~! < ReMask(z!~1, 1)

end

return x°
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Algorithm 2 Statistical Detection and Message
Decoding

Input: Candidate text sequence <« =
[€1,...,zN]; Predefined signal con-
stellation {vy }wey; Message length
m

Output: Detected message f), P-value pyy

// Signal Accumulation

S« Zi\il Vaz;

// Multi-bit Message Decoding

b «+ sign(3)

// Zero-bit Statistical Detection

2+ [I8]]?

Pval < 1—FX2(m)(Z/N) // Fx2(m) is the CDF
of x*(m)

return f), Dval

B Proof of Proposition 4.1

Problem Restatement. Recall that due to the
factorized nature of the Diffusion Language Model
(DLM) distribution (Eq. 1), the global optimiza-
tion problem decomposes into independent sub-
problems for each token position. For a specific
position, let p(w) denote the original probability
of token w € V, and ¢(w) denote the target wa-
termarked probability. We aim to maximize the
expected alignment score u,, = Vs subject to a
KL divergence constraint.
The optimization problem is formulated as:

maximize Z q (W )ty

4 weV ©)
subject to Z q(w) log a(w) <e
= p(w)

Lagrangian Formulation. Since the objective
function is linear (concave) and the feasible set
defined by the KL divergence (convex) and linear
constraints is convex, this is a convex optimization
problem. Furthermore, there exists a feasible so-
lution (e.g., ¢ = p), satisfying Slater’s condition.
Thus, the Karush-Kuhn-Tucker (KKT) conditions
are necessary and sufficient for optimality.
We define the Lagrangian £(q, \) as:
L= Z g(w)uy — A Z q(w) log alw) _ €
— p(w)
where A > 0 is the Lagrange multiplier associated
with the KL divergence constraint.

w
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Derivation. To find the stationary point, we take
the partial derivative of £ with respect to ¢(w) and
set it to zero:

oL

dq(w)

We can easily derive the format of optimal ¢*.

Yo

Problem Setup and Assumptions Let ) be the
vocabulary of size |V|. Let {vy, } ey denote pre-
defined composite signal sets. We define the matrix
V = concat({vl},eyp) € RIVIX™ constructed as
described in Section 4.4. Each row vector C,, cor-
responds to a token w € V.

Consider a candidate text sequence X
(x1,22,...,2nN) of length N. We define the ac-
cumulated signal vector z € R™ and the detection
statistic z:

Uy — A (log g(w) —logp(w) +1) =0

q*(w) o< p(w) exp (

C Proof of Proposition 4.2

N
Z:ZVCEw Z= HZH% (®)
i=1
As shown in Section 4.4, for each message bit
position j, our constructed V exhibit the following
statistical properties:
1. Zero Mean: > vZle; = 0.
2. Identity Variance: > (vie;)? = |V|.
Under the null hypothesis, the distribution of
the candidate text sequence p(x) is independent
of V. We assume that the token sequence exhibits
sufficient diversity such that the appearance of each
token w is nearly the same, i.e Epcav)[p(w)] =
‘—]14. Therefore, we have:

Vi € {1,2..m},
Ep[Ewmp(yVaesl] = 0,
Epl By [(Viej)’]] = 1
Applying the multidimensional Central Limit
Theorem (CLT), as the sequence length N — oo,
the distribution of the j-th element of z converges
to a normal distribution:
N
zj = ng’iej ~ N(0,N) 9)
i=1
Since each dimension of z is independent, the
magnitude of accumulated signal

213 = (

Jj=1

Zj

z 1 Zj N2 L2



D Details about Experiments

Implementation Details. We conduct our exper-
iments using LLaDA-MoE-Instruct, a state-of-the-
art DLM utilizing a Mixture-of-Experts architec-
ture. Following the evaluation protocol of Water-
Bench (Tu et al., 2024) and Gloaguen et al. (2025),
we employ two distinct datasets to simulate diverse
generation scenarios: ELIS (Fan et al., 2019) for
open-domain long-form Question Answering, and
FinanceQA (Mateega et al., 2025) for domain-
specific knowledge generation. Unless otherwise
specified, we generate sequences with a maximum
length of N = 512 using T' = 512 diffusion steps.
To ensure high-quality generation, we adopt a low-
confidence semi-autoregressive remasking strategy
with a block size of 64, consistent with standard
DLM inference practices.

Baselines. Since existing multi-bit watermark-
ing schemes are predominantly designed for Auto-
Regressive Models (ARMs), we adapt them to the
DLM setting to ensure a fair comparison:

1. CyeclicShift: Adapted from Fernandez et al.
(2023), this method partitions the vocabulary
based on a message-dependent shift. To ac-
commodate the non-causal nature of DLMs,
we implement a global-hashed variant sim-
ilar to Unigram (Zhao et al., 2023), where
the Green/Red list partition is fixed globally
rather than being context-dependent. It in-
volves two hyperparameters v and J, which
control the green list ration and watermark
strength correspondingly. We evaluate it
with message length m = 6, as its computa-
tional complexity scales exponentially (2).

MPAC: A representative TDMA-based
multi-bit scheme (Yoo et al., 2024). It di-
vides the message into chunks and allo-
cates them to tokens using a pseudo-random
mapping. It involves two hyperparameters.
Radix r implies the length of each mes-
sage chunk, while § controls the watermark
strength.

CDMATrk (Ours): Our proposed CDMA-
based framework. It involves a single hy-
perparameter ¢ that controls the injection
strength (watermark logits bias).

Evaluation Metrics. We evaluate the methods
based on three primary objectives:

¢ Effectiveness: For multi-bit watermark-
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ing, we report Bit Accuracy (BitAcc), de-
fined as the percentage of correctly decoded
bits under varying message lengths m €
{6,12,18,24,30}. For zero-bit detection,
we report the AUC-ROC score to measure
the separability between watermarked and
non-watermarked texts.

Imperceptibility: We measure the statistical
quality of the watermarked text using Per-
plexity (PPL). We report two variants: (1)
PPL, computed by the LLaDA model itself,
to quantify the divergence from the origi-
nal model distribution (i.e., the watermark-
ing cost); and (2) Oracle-PPL, computed
by a stronger external ARM (Qwen2.5-32B-
Instruct), to assess the absolute fluency and
coherence of the generated text.

Robustness: To evaluate resilience against
attacks, we subject the watermarked text to
two forms of distortion: (1) Word Substitu-
tion, where tokens are randomly replaced
with synonyms; and (2) Paraphrasing, us-
ing the Dipper paraphraser (Krishna et al.,
2023) to rewrite the text while preserving
semantics.

E Additional Experimental Results

We present other experimental results in this sec-
tion:

* Table 2 presents the performance of differ-
ent watermarking schemes with LLaDA-1.5
as backbone. The results exhibit a similar
conclusion as in Table 1.

* Table 3 and 4 present the latency during gen-
eration and detection process. Our proposed
CDMArk barely include additional costs in
comparison with the other two baselines.

Figure 4 presents the Pass@1 performance
of CDMArk on MATHS500. Given that math
reasoning is known to have low-entropy dis-
tribution, which is challenging to watermark-
ing (Lee et al., 2023), CDMArk still achieves
satisfactory performance.



Table 2: Comparison between different watermarking schemes with LLaDA-1.5 as backbone model.

Method ‘ AUC-ROC Bit Accuracy Likelihood PPL AUC-ROC (Dipper) Bit Accuracy (Dipper)
No Watermark ‘ - - 2.66 2.50 - -
Message Length 6 ‘
CyclicShift(gamma: 0.25, delta: 1.5) 62.97 63.96 2.77 2.63 59.07 55.58
CyclicShift(gamma: 0.25, delta: 2) 73.50 76.54 2.82 2.70 63.62 62.79
CyclicShift(gamma: 0.5, delta: 1.5) 64.25 66.88 2.77 2.61 63.48 57.00
CyclicShift(gamma: 0.5, delta: 2) 72.96 76.50 2.89 2.73 65.69 62.50
MPAC(delta: 1, radix: 1) 62.39 71.79 2.73 2.55 49.69 61.54
MPAC(delta: 1, radix: 2) 60.92 68.50 2.69 2.52 59.05 59.54
MPAC(delta: 2, radix: 1) 82.35 86.46 2.89 2.74 61.51 73.46
MPAC(delta: 2, radix: 2) 84.64 88.33 2.91 2.76 66.92 70.54
CDMArk(delta: 1.25) 82.62 84.33 2.90 2.75 63.75 71.12
Message Length 12
MPAC(delta: 1, radix: 1) 61.45 66.25 2.74 2.58 52.46 60.12
MPAC(delta: 1, radix: 2) 58.59 62.21 2.75 2.57 52.02 57.50
MPAC(delta: 2, radix: 1) 77.28 78.23 2.88 2.70 58.24 66.40
MPAC(delta: 2, radix: 2) 76.03 76.98 2.93 2.77 56.48 64.92
CDMArk(delta: 1.25) 82.37 79.42 2.89 2.76 67.82 69.54
Message Length 18
MPAC(delta: 1, radix: 1) 54.17 63.12 2.74 2.57 50.81 56.17
MPAC(delta: 1, radix: 2) 57.85 61.10 2.67 2.49 54.78 55.46
MPAC(delta: 2, radix: 1) 70.99 73.26 2.88 2.73 57.24 63.79
MPAC(delta: 2, radix: 2) 72.71 73.83 2.92 2.76 59.30 61.96
CDMArk(delta: 1.25) 83.04 76.61 2.86 2.73 62.69 66.06
Message Length 24
MPAC(delta: 1, radix: 1) 55.81 61.35 2.74 2.55 47.33 55.60
MPAC(delta: 1, radix: 2) 54.59 58.95 2.71 2.51 54.76 55.68
MPAC(delta: 2, radix: 1) 70.70 70.30 2.89 2.74 51.00 60.81
MPAC(delta: 2, radix: 2) 70.08 71.01 2.91 2.75 57.41 60.84
CDMArk(delta: 1.25) 82.84 73.78 2.84 2.68 56.48 67.25
Message Length 30 ‘
MPAC(delta: 1, radix: 1) 57.26 60.32 2.73 2.56 50.49 56.01
MPAC(delta: 1, radix: 2) 54.53 58.21 2.72 2.53 54.48 53.17
MPAC(delta: 2, radix: 1) 67.86 68.36 2.95 2.79 51.17 60.38
MPAC(delta: 2, radix: 2) 66.32 67.48 2.90 2.76 57.63 58.37
CDMArk(delta: 1.25) 85.76 72.38 2.91 2.76 78.47 64.02
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Table 3: Comparison of Generation Latency (sec per

sample). Lower values indicate higher efficiency.
Method | m=6 m=12 m=18 m=24 m=30
No Watermark ‘ 32.18

CyclicShift 3241 32.64 3230 32.65 3340
MPAC 61.53 61.81 63.56 65.02 6698
CDMATrk (Ours) | 32.03 31.94 3190 31.84 32.17

Table 4: Comparison of Detection Latency (sec per
sample). Lower values indicate higher efficiency.

Method | m=6 m=12 m=18 m=24 m=30
CyclicShift 10.14 - - - -
MPAC 0.069 0055 0.062 0054 0.057

CDMArk (Ours) | 0.0010 0.0014 0.0012

0.0013  0.0011

CDMArk

MPAC

Message Length

Message Length

Figure 4: Pass@1 performance of CDMArk under dif-

ferent message lengths.
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