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Abstract

Many zeroth-order (ZO) optimization algorithms have been developed to solve
nonconvex minimax problems in machine learning and computer vision areas.
However, existing ZO minimax algorithms have high complexity and rely on some
strict restrictive conditions for ZO estimations. To address these issues, we design
a new unified ZO gradient descent extragradient ascent (ZO-GDEGA) algorithm,
which reduces the overall complexity to O(de~%) to find an e-stationary point of
the function v for nonconvex-concave (NC-C) problems, where d is the variable di-
mension. To the best of our knowledge, ZO-GDEGA is the first ZO algorithm with
complexity guarantees to solve stochastic NC-C problems. Moreover, ZO-GDEGA
requires weaker conditions on the ZO estimations and achieves more robust theoret-
ical results. As a by-product, ZO-GDEGA has advantages on the condition number
for the NC-strongly concave case. Experimentally, ZO-GDEGA can generate more
effective poisoning attack data with an average accuracy reduction of 5%. The
improved AUC performance also verifies the robustness of gradient estimations.

1 Introduction

We mainly consider a general regularized minimax problem:

min max {¥(z,y) = g(x) + f(z,y) — h(v)}, M

z€Rx 4R

where f : R%*4s — R is nonconvex in x, concave in y and /-smooth, g : R% — Rand h : R% — R
are convex but maybe nonsmooth functions. The problem (1) appears in many scenarios of machine
learning, such as adversarial attack to regularized deep neural networks, regularized fair learning, and
robust training [7, [13]]. In this paper, we focus on the black-box setting of Problem (I), where the
gradients are estimated by only functional values.

In the black-box setting, some evolutionary algorithms such as [46] have achieved good performance.
However, they usually lack complexity analysis and may never converge to a solution due to patholog-
ical behavior [33]. Thus, ZO algorithms with convergence guarantees came into being. For example,
Z0 algorithms provide an alternative to higher-order optimization methods for solving robust network
training with gradient or curvature regularization [37, [13]]. Besides, ZO algorithms have also made
considerable progress in escaping from saddle points [S6].
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As for the black-box problem (TJ), ZO algorithms provide an access for solving it where the gradients
are computationally infeasible or expensive, such as the Area Under Curve (AUC) maximization [54]]
with the ReLU activation and generating poisoning data to evaluate the black-box models [[22} 33} 161].
In these scenarios, ZO algorithms become one of the best choices. For example, [33] proposed
Z0-Min-Max for solving NC-strongly concave (NC-SC) data poisoning attack problems.

More practically, it is desired to solve Problem (T)) under weaker conditions such as general concavity
and more tolerant smoothing parameters of ZO estimators. But existing ZO algorithms such as
[50] have high overall complexity for NC-C problems, and require picky smoothing parameters to
ensure convergence, which weakens the robustness. On the other hand, the stochastic loss is actually
more common [28]]. But there is no ZO algorithm to solve the stochastic NC-C problem (E]), which
motivates us to fill this gap. Thus, we summarize our motivations as follows:

o Can we design a ZO algorithm to achieve a lower overall complexity with more weaker requirements
on ZO estimators for NC-C problems?

o Due to the lack of research on stochastic ZO algorithms in the NC-C setting, can we develop a new
stochastic ZO algorithm with theoretical guarantees?

Table 1: Comparison of the overall ZO oracle complexity of single-loop algorithms to find an e-stationary point

of f (Deﬁnition or ¢ (Definition . # = £/ denotes the condition number, d = d, + dy, and O(-) hides
logarithmic terms. Abbreviation: Settings (Set.), Algorithms (Algs.), Regular (Reg.), Theorem (The.).

Set. | Algs. |f/¢% Reg.! s o> Deterministic Stochastic
301 | f Za.Zy| O(d;'€®),0(d,'e*)  |O(dpe B+dye ') Unknown
NC f O(d; %), O(d; *F¢) O(de™*) Unknown
5 B Lx, Ty —1.4 Z1.2 —8\ 4
- P O(d; e ),(’)(dy €?) O(de™®) Unknown
C e[ v gn 0(d, 'e), O(d, ') O(de %) O(dye S+dye 1)
The. |34 v g, h O(d;%%¢), O(d;o"r’e) O(de=%) O(de’Gerye’S)
NC [33] f Ix,Iy| O(k=3d; te)), O(m‘id;le) — O(k%de")
o 19 | v Ix.Iy| O(;7=) Og9m) — O(k*2d3/4e=3)
@7 | ¢ 0,Zy |O(k2d, " %), O(k2d, " Pe)|  O(kPde?) O(kSde™*)
The.|ll [ v g.h | O(d;'e), O(k°%d, te) O(k?de™?)  O(K*(dyp+rdy)e?)

! About the column “Reg.”’, we transform Problem (1)) into three models by setting different regularizers g and
h: (i) When g and h are both 0, Problem (1) is transformed into min, maxy ¥(x,y) = f(z,y). (ii) When
g =Zx(-) and h = Zy(-), where Z¢ is the indicator function of the convex compact set C, Problem (1)) is
transformed into mingex maxyecy V(z,y) = f(z,y). (iii) When g = Zx(-) and h = ||y||1, Problem
is transformed into mingcx maxy ¥(z,y) = f(z,y) — ally:.

2 Larger smoothing parameters y; and p2 imply that algorithms can tolerate rougher ZO estimations, which
means stronger robustness. In some cases, robustness has a greater impact on algorithm performance than
overall complexity, as shown in Table 2] below.

3 For NC-C problems, [50}[51]] depend on an extra monotonically decreasing regular parameter sequence and
[50] also depends on Assumption[5] Our Theorem 2]does not depend on these assumptions.

* The work [51]] only achieves an e-stationary point of f. According to [31], Proposition 4.12] and our analysis,
[51]] requires the overall complexity of O((dy + d )¢ ®) to find an e-stationary point of ).

Our contributions. In this paper, we propose a unified algorithm to answer the above two questions.
Our contributions can be summerized as follows.

e We design a unified single-loop ZO-GDEGA algorithm to solve the NC-C minimax problem (TJ
faster and more robustly. Specifically, we introduce the idea of continuous-time dynamics to assist in
designing the update rules of dual variable y, which plays a key role in complexity analysis. Moreover,
we analyze ZO-GDEGA by developing a concise theoretical framework, which reduces the overall
complexity of finding a generalized e-stationary point of the function ¢ to O((d,, + d,,)e°), even
without the Lipschitz continuity assumption, as shown in Table|T]

e To the best of our knowledge, the stochastic ZO-GDEGA is the first ZO stochastic algorithm
with theoretical guarantees for solving NC-C problems, which for the first time finds a generalized
e-stationary point of ¢ with an overall complexity of O(d,e % + d,e®), as shown in Table



e Our ZO-GDEGA algorithm is more tolerant to the ZO estimations. Specifically, ZO-GDEGA
allows a larger tolerance O(¢) for smoothness parameters (1 and o compared with existing methods,
as shown in Table[T} which enhances the robustness of ZO algorithms.

e As a by-product, ZO-GDEGA applied to NC-SC problems can obtain competitive complexity results
O(k?(dy + dy)e=?) and O(k*(d; + rd,)e*) for deterministic and stochastic settings, respectively.

o Finally, the poisoning attack experiment shows that the poisoned data generated by ZO-GDEGA
can reduce the accuracy by 2.1%-7.9% compared to baselines. The AUC maximization task shows
that our algorithms can improve AUC performance by 0.4-5.4 units under rough ZO estimation.

2 Preliminaries and Related Work

This section provides several notations and definitions, and discusses some related works.

2.1 Notations

| - |l and || - |1 denote the £3-norm and ¢;-norm of a vector, respectively. || - ||~ denotes the £,-norm
of a vector, i.e., ||| = maxi<i<q, |z:|. We denote a = O(b) if a < Cb for some constant
C > 0, any subgradient of g(-) at x by dg(z), a ZO estimator of f(-) at 2 by V f(z) for the
gradient V f(z), the regularized coupling function by I'(z, y) := f(z,y) — h(y), the max function
by ®(x) := max,{f(z,y) — h(y)} and the regularized max function by ¢ (x) := g(x) + ®(x).

Definition 1. The function f(-,-) is {-smooth, i.e., |V f(z,y) — Vf(2',y")|| < {||(z,y) — («',¢")]-

2.2 Related Work

Z.0 algorithms for nonconvex minimax optimization. For solving NC-SC minimax problems,
some single-loop ZO algorithms have been presented. For example, [33] proposed the ZO-Min-Max
by integrating alternating stochastic Gradient Descent Ascent (GDA) method and ZO estimators,
which finds an e-stationary point with the overall complexity O(k%de%), when g(z) = Zx ()
and h(y) = Zy(y). [47] proposed the ZO-GDA for solving the deterministic problem (1) with
g(z) =0 and h(y) = Zy(y), and the ZO overall oracle complexity is bounded by O(k°de~2). Its
stochastic variant, ZO-SGDA, can achieve the overall ZO oracle complexity O(/{5 de’4). Recently,
[19] proposed an Acc-ZOMDA algorithm based on momentum acceleration techniques and further
reduced the overall ZO oracle complexity. However, these algorithms have relatively strict restrictions
on ZO estimators, as shown in Table 1} which affects their performance, as shown in Table

As for NC-C problems, to the best of our knowledge, the only work proposed in [50] designs a
ZO-AGP algorithm with the ZO oracle complexity O(d,e % +d, e~ V), but it only considers the
deterministic setting when g(x) =Zx (), h(y)=Zy(y), and X and ) are two convex compact sets,
which limits its application to some scenarios such as regularized robust neural network training [21].
More recently, a new version of ZO-AGP [51]] has been presented during the preparation of our work,
which achieves lower complexity under the same constraints, but its theoretical results are still in
terms of the coupling function f instead of the stronger definition in terms of 1, as shown in Table
while our analysis is in terms of 1/ and achieves lower complexity.

Extragradient methods. The extragradient (EG) method was first proposed in [27] for solving
convex-concave saddle point problems and it adopts the gradient at the current point z; to find an
intermediate point ;1 /7 and then uses the gradient at &, /> to determine the next iteration point
Z41. Specifically, at iteration ¢,

Tip1y2 = proxy (z¢ — eV f(2t)),  Tey1 = prox] (¢ — 0.V f(Ti41/2))s 2

where prox{ () = argmin. {g(z) + % |z — z||*}. On the one hand, the extra proximal gradient
step guides the optimization process, which allows to escape cycling trajectories of the simultaneous
gradient flow [23]] and consider curvature information [40]]. Compared with various GDA methods
such as [31}55]], many works have shown the advantages of the first-order (FO) EG structure, such as
handling noisy gradients in the convex-concave [26} (1] and NC-SC(C) [35] settings, but there is no
insight into the ZO setting. On the other hand, in univariate convex optimization, the EG method has
made considerable progress inspired by continuous time dynamic theory, and it can be explained as



an approximation of the more robust backward-Euler discretization [18]], whereas gradient descent is
a variant of the classical forward-Euler discretization [9]]. Based on the two facts above, we aim to
explore the performance of the EG structure in ZO minimax optimization to improve both theoretical
and practical performance for solving the black-box problem (TJ.

Lower bounds for minimax optimization. For minimization problems, the lower bounds on ZO
methods justify that the dependence on the dimension is inevitable without additional assumptions
[12]. For minimax problems, will there be a similar conclusion? So far, researchers focus on the
lower bounds of FO methods. For example, the lower bounds are Q(¢~1) [41] and (k) [58] for
convex-concave (C-C) and SC-SC settings, respectively. For NC-SC problems, there is also a lower
bound for the FO setting [59, 30]]. But to the best of our knowledge, there is no work proving a lower
bound for ZO algorithms solving NC minimax problems. This paper focuses on another aspect and
provides the upper bound for ZO algorithms solving NC minimax problems.

Upper bounds for minimax optimization. For the NC-C setting, GDA [31], Alternating GDA
(AGDA) [4] and GDmax [25} 23] are analyzed to guarantee convergence. So far, the best complexity
bound for FO deterministic NC-C problems is O(e~°). The works [60, 20] have further extended to
the stochastic setting. For example, SAPD+ [60] achieved the complexity bound of (’)(6_6), which
matches that of the deterministic case. For the NC-SC setting, the works [34.49] proved the advanced
bound of O(k3e¢~3). SAPD+ achieved another advanced complexity bound of O(re™%).

In minimizing optimization, the complexity of ZO methods is usually d times that of corresponding
FO methods [[12]. In this sense, our results match the upper bound in the deterministic NC-C setting.
Unfortunately, there is no similar conclusion in the minimax optimization yet. On the other hand,
existing ZO methods such as [49,50] focus on modifying existing FO algorithms, while this paper
focuses on designing ZO minimax algorithms to directly improve performance.

3 Z0O-GDEGA for NC-C Problems

In this section, we design a unified single-loop ZO gradient descent extragradient ascent (ZO-
GDEGA) algorithm for solving the NC-C problem (). The following assumptions are made for our
analysis throughout this section.

Assumption 1. We assume f(x,-) is concave for a given x.

Assumption 2. [4|] The regularizers g and h are proper, convex and lower semicontinuous.

1. Additionally, g is either Ly-Lipschitz continuous on its domain, which is assumed to be open, or
the indicator of a nonempty, convex and closed set. Either of those assumptions guarantees the bound

[prox§ (z) — || < L, 3
holds for any v > 0 and all x € dom g (in the case of the indicator the statement is trivially true).
2. Furthermore, h has a bounded domain dom h such that the diameter of dom h is bounded by Dy,.

Similar to [4], we also use the extension of the classical Danskin’s theorem based on Assumptions
andto guarantee that the solution set Y*(z) := {y*|y* € argmax,{f(z,y) — h(y)}} is non-

empty for Vo € R% and ®(z) is f-weakly convex. Based on these facts, we propose and analyze our
Z0O-GDEGA algorithm for solving the NC-C problem (/1) in deterministic and stochastic settings.

3.1 ZO-GDEGA in the Deterministic Setting

We first approximate the FO gradient by ZO randomized gradient estimators. Then, we propose the
Z0-GDEGA algorithm to solve the black-box NC-C problem (). Our algorithms are single-loop and
more easily scalable compared to nested-loop algorithms such as [32].

Z0 randomized gradient estimators. We introduce the ZO randomized gradient estimators as follows:
Vof(z,y) = q% o dw(f(r-s-mzzl,y) f(m’y))ui,vyf(x,y) - q% an dy(f(%yﬂtizvz) f(xvy))vi’

where {u; ;h:l C R% and {v; gil C R% are i.i.d. random direction vectors drawn uniformly from
the unit Euclidean spheres, respectively. 11 and po are smoothing parameters, the conditions on
which are strict in existing algorithms such as [51]], while our algorithms allow them to be O(e),
as shown in Table [l The randomness caused by vectors u; and v; is coupled in the alternating




updates of  and y and undoubtedly increases the difficulty of complexity analysis. We introduce two
smooth functions f,, (z,y) = E,[f(z + p1u, y)] and f,,(z,y) = E,[f(z, y + p2v)] to bridge the
Z0 estimators and the FO gradient, thereby assisting in complexity analysis as shown in Fig. [I}

Algorithm 1 Deterministic Zeroth-Order Gradient Descent Extragradient Ascent Algorithm

Initialize: x¢, zo = yo, step sizes 7, and 7).
1: fort=0,1,...,7 —1do

o @zf(l‘t z¢) for NC-C case; .
2 VoF(z) =q¢ ’ ; = prox? (xy — gV, F ;
() {fo(mt, y; ) for NC-SC case; Ti1 = Prox;, (ze — 1 (1))
3oz = Proxgy (Yt + 1y Vy (22, 9t)); Yyl = proxf;y (Y + 0y Vy f (@141, 2641));
4: end for
5: Randomly draw 2 from x4, ..., x7 at uniform.
Output: 7.

To improve performance, we integrate the EG structure and the ZO randomized gradient estimators,
and propose the ZO-GDEGA algorithm. Specifically, it contains a proximal gradient descent step
and two proximal gradient ascent steps, as shown in Algorithm 1]

3.1.1 Update rule of x.
Algorithm [T|updates by minimizing the following linearized approximation,
Te1 = argmin{g(x) + (z — 24, Vaf (@6, 2)) + g0 |lo — 2]}, “)

where z; is an auxiliary variable and its update rule is given later. Our design for updating x, 1 relies
only on the previous point x;, and does not require ;17 as in the standard EG method .

3.1.2 EG update rule of y.

The quality of the solution set Y*(x) plays a key role on complexity. To take full advantage of the
EG structure based on the concavity w.r.t. y, we integrate it into the update of y, which guides a new
high-level idea from the continuous-time dynamic perspective.

A high-level idea. Here we show an intuition for the advantages of our algorithm. If / is “simple”, in
the sense that the proximal operator has a closed-form solution [6]]. Without loss of generality, we
consider the case of h(y) = 0. In this case, the proximal operator becomes the identity transformation.
In fact, one-step ZO estimation w.r.t. y can be viewed as the discretization of the stochastic continuous-
time dynamic Y (t) =V, f(X, Y (¢)) with the limit 75, — 0. To get more robust and accurate solutions,
we use the backward-Euler instead of forward-Euler discretization to solve this dynamic. An exact
backward-Euler step implies the discretization y; 1 =y; + ny@y f(xt41,yi41), but obtaining 41
in such a manner could be computationally prohibitive. Instead, we opt for an extra gradient ascent
step z¢41 = Y + ny@y f (x4, y¢) to first approximate y;41 once as shown in the 37 line of Algorithm
which can be viewed as a “trial” step. Then, we use the ZO oracle at point (z;41,2¢11) to
approximate one-step backward-Euler discretization as shown in the end of the 3" line, which is one
of the reasons why our ZO-GDEGA algorithm is more robust than [S1].

3.1.3 Advantages over Existing Methods.
Compared with existing works, our ZO-GDEGA algorithm has the following three main advantages:

e Stronger robustness. About ZO estimators, ZO-GDEGA can tolerate smoothness parameters
u1 and po of size O(e), whereas existing ZO algorithms have stricter restrictions on smoothness
parameters such as O(e?) as shown in Table which is the fundamental reason why ZO-GDEGA
improves the robustness. Specific proofs and experimental verifications are in subsequent sections.

e Lower per-iteration complexity. Compared with the standard EG method [35]], Algorithm [I]only
uses the EG structure for the update of y instead of both x and y, which reduces per-iteration
complexity and maintains the same iteration complexity as the standard EG method. In fact, our
Z0O-GDEGA algorithm is easily extended to an FO method, which still reduces the computation cost
and maintains the corresponding theoretical result. Since this paper mainly focuses on the ZO case,
the FO variant of Algorithm [I]is shown in the Appendix.



o More extensive applications. The proximal operators generalize the projection operators in existing
works such as [31]]. Compared with [21], our ZO-GDEGA does not require additional compactness
of the domains, which significantly extend the applicability.

3.2 ZO-GDEGA in the Stochastic Setting

We consider that f is a stochastic function on a distribution D, i.e., f(z, y) := E¢up f(2,y; ), and we
can only access the stochastic function values f(z, y; ). In this case, we introduce the stochastic ver-

sion of ZO estimators: V,, f(z,y; 7)) = %Z?Llﬁzf(ﬂc, y; () = i ;’,1:1f($+’““jfl;%l*f(aj’y;c") u;

as well as V,, f(z,y; Z2), where Z; = {(; }5-1:1, o ={§; }2"‘:1 denote mini-batch sets of b; and b
i.i.d. samples. According to [191, By 7, [V f (%, y; T1)]| = Va fu, (2, y) and Ev.1, [V, f(z, y; To)] =
Vo fun (@, y) with U ={u;}7 | and V ={v;}2 |, and we need the common Assumptions @and

in ZO stochastic optimization. Due to the page limit, we place Assumptions [6]and [7)in the Appendix.

Assumption 3. The variance of the ZO stochastic estimators are bounded, i.e., E,, ¢ [Vaf(z,y; ¢) —
szﬂl(:v,y)HQ <of, EvellVyf(z,y:€) — vyfuz(xvy)||2 <of.

Based on the above analysis and Algorithm [T} we design a stochastic variant of ZO-GDEGA, as
shown in Algorithm [2]in the Appendix. The main difference between Algorithms [2]and[I]is that
the ZO estimators are replaced by their stochastic versions. In fact, for NC-C minimax problems,
stochastic ZO-GDEGA is the first stochastic ZO algorithm and we prove its complexity in Section 5]

4 Z7Z0-GDEGA for NC-SC Problems

In this section, we provide two by-products of our ZO-GDEGA algorithm for the NC-SC setting, as
also shown in Algorithms[Tjand[2] We design and analyze them based on Assumption

Assumption 4. We assume f(x,-) is p-strongly concave iny for a given x. Moreover, the regularizers
g and h are proper, convex and lower semicontinuous.

Based on Assumption[d] we know that the max function ®(z) is (x+ 1)¢-smooth, where k = €/p > 1
is the condition number, which plays a key role in our analysis. Note that there are two main
differences between our ZO-GDEGA for solving NC-SC and NC-C problems as follows:

e Due to the strong concavity, there is no need to use the intermediate point z; to update x;, but
directly use the ZO estimators at the point (z;, y;) to accelerate updating, which contributes to achieve
competitive complexity under weaker restrictions on £; and p9, thereby enhancing robustness.

e The solution set Y*(x) is a singleton, which consists of a single element y* (x), thus we can use
the quantity ; := ||y — y*(2¢)||* to measure the quality of proximal ZO extragradient ascent steps.

In summary, we propose a unified ZO algorithm for solving black-box NC minimax problems, which
outperforms existing ZO algorithms. Next, we rigorously analyze its complexity.

5 Theoretical Analysis

In this section, we first define two types of generalized e-stationary points as termination criteria.
Then, we provide the complexity results of our ZO-GDEGA to find an e-stationary point.

5.1 Termination Criteria

We generalize two classical definitions of e-stationary point in [31]] and [32] as follows.

Definition 2. In the NC-C setting, a point x is an e-stationary point of an {-weakly convex function

¥ if its Moreau envelop V1 2¢(x) satisfies |[Vapy o0 (x)|| < € In the NC-SC setting, a point x is an

e-stationary point of a function ¥ if dist(0,0¢(x)) < e.

Definition 3. A pair of points (x,y) is an e-stationary point of the coupling function f if we have
[l - prox! (z — (1/0)V. (2, y))]

G (z,y)|| < e where G(z,y) = fy — proxt (y + (1/OV, fla,y)] |

211 /20() is the Moreau envelope of 9(z) if 91 /2¢(z) = minw {¢(w) + £||w — z||*} for each z € R%*.




Based on [31, Proposition 4.11 and 4.12], the following two propositions clarify the relationship
between the generalized Definitions [2]and 3]

Proposition 1. Under Assumptionsand [Z] if a point (,7) is an €2/ (£Dy,)-stationary point in terms
of Definition E] a point T is an O(¢€)-stationary point in terms ofDeﬁnition

Proposition 2. Under Assumption{d} if a point (Z, ) is an €/ k-stationary point in terms of Definition
a point & is an O(e)-stationary point in terms ofDeﬁnition

Thus, we can draw a similar conclusion as in [31]]: The e-stationary point definition of ¢ is stronger
than that of f. To obtain tighter complexity bounds, we analyze ZO algorithms for the first time
based on e-stationary point definition of ¢ (i.e., Definition[2).

5.2 Complexity Analysis for NC-SC Problems

We first analyze the complexity of ZO-GDEGA for the NC-SC setting in deterministic and stochastic
cases. Our analysis is a non-trivial extension of the proofs in [31] due to the following challenges.

Key technical challenges. In this case, bounding E;F:O d¢ is akey step. But the proximal operators and
the ZO EG structure make it much more difficult to bound this term than existing works. To address
this challenge, we propose to establish the upper bound on Z?:o 0z in terms of ZiT:O |z — 2541
(see the Appendix for details), which also reduces the overall complexity’s dependence on k,
and results in the coefficients of 113 and 113 being only O(1) and O(r), thereby weakening their
dependence on . and enhancing robustness. Here we directly give the complexity results.

Theorem 1. We choose stepsizes 1y < gza=z. Ty = 37, 1 = O(d '€) and po = O(k~Y2d1e).
Under Assumption |4} our ZO-GDEGA can find an e-stationary point in terms of Definition 2] i.e.,
ming <i<7 dist(—0g(z¢), V() <€, with the overall ZO oracle complexity O(k?(d, + d,,)e™?)
for deterministic and O(k*(d,, + kdy)e~*) for stochastic settings.

Theorem [I] shows that ZO-GDEGA allows for larger 1 and po than compared algorithms (see Table
1), which means that our algorithms can tolerate rougher ZO estimations. Besides, our complexity
bounds have the weaker x dependence than them. Thus, even our by-products have some advantages.
Moreover, this analysis also builds a bridge for analyzing the NC-C setting.

5.3 Complexity Analysis for NC-C Problems

In this part, we analyze ZO-GDEGA in the NC-C setting. We provides two perspectives: continuity-
agnostic (more relaxed condition) and continuity-dependent (better bound) analysis.

5.3.1 Continuity-Agnostic Complexity Analysis.

We first analyze the complexity for the NC-C setting based on Theorem|I]and smooth technology in
[38]. By adding a smoothing term, we approximate the NC-C problem (1) with the following NC-SC
model: min, max, {¥(z,y) = g(x) + f(2,y) — h(y)}, where f(z,y) = f(z,y) — 5]y — ]* and
given arbitrary §j € dom h. Based on Theorem [I|and careful selection of /i, Theorem[2|ensures that
Z0O-GDEGA can find an e-stationary point for the NC-C problem (T).

Theorem 2. Under Assumptions[l|and 2} our ZO-GDEGA applied to the approximate NC-SC model
with i = O(e? /((D3)), can guarantee to generate an e-stationary point x for the NC-C problem
, i.e., B[V jo0(xe)|| < € with overall complexity O((dy + dy)e™®) and O(dye™® + dye 1) for
the deterministic and stochastic settings, respectively.

Based on stronger Definition[2] Theorem2]ensures that our ZO-GDEGA can achieve lower complexity
for NC-C problems without relying on any extra assumptions, such as continuity and decreasing
sequence assumptions, whereas [50, [51]] depend on at least one of them. Besides, Theorem [2]inherits
the advantages of our analysis for Theorem [I] i.e., enhancing robustness and reducing complexity.

5.3.2 Better Bounds with Continuity-dependent.

We also analyze our ZO-GDEGA algorithm for solving the NC-C problem (I) under the Lipschitz
continuity assumption, which is common in NC-C optimization such as 31 35/ 143} 4]].



Assumption 5 (Continuity). f(z,y) is G-Lipschitz continuous in x, i.e., for Vy € dom h, Vx,z' €
Ré> sarisfies that | f(z,y) — f(a’\y)| < Gz — o'

In the case of (ii) in Table[T] Assumption [5|follows immediately by the smoothness and choosing
G =U(Dx+ Dy)+||Vaf(ze,ye)||, where max, zrcx ||z — || < Dy and maxy ycy ||y —v'|| <
Dy . Thus, ZO-GDEGA still work without Assumption [3]in this case. For the general problem (T)),
we use G for generalization and give a proof sketch. Detailed proofs are provided in the Appendix.

Proof sketch. We first analyze the recursive relationship between the Moreau envelopes 1; /o0 (+)
and 11 /2¢(2¢41) based on the ZO gradient descent step. Then, we estimate the tricky error term
Ay = &(xy) — I'(x4, 2¢) to measure the upper bound of the ZO EG ascent steps. Based on these
results, we obtain the overall complexity for solving the NC-C problem (). In deterministic and
stochastic settings, we provide tighter results than Theorem [2] respectively.

Deterministic Setting. Lemma r—— — — — — — — — — —m————— WA |

. . Proximal EG Ascent Lemma B.15: Proximal EG Ascent r@ f(x,y)
[B-13] provides the recursive re- | Doy = B, ~ £(5,,29,,) |I a = 0e) ~TCezen) [ 4,1,
. XY

lationship between 1y /o0 (7¢41) T ] | [} 1v,1(xy) |
. LIRS S s 1 WY Lemma B.13: Proximal Descent [
and 7/}1/2[ (xt) Our alggrlthms I [Proximal EG Descent @1 /2¢ (xe41) < ®1j20 () + I PY1/20 (Kes) S Yijpe () + 4_i-ﬁxf(xv v
use more concise ZO estimation | 7 | 1 AV, )] |
gradient descent step instead of T T RGN
| D I I < € I e Y Pz Gl < €| T :
EG structure to update x. Thus, TH14 Ir+14 |
the tricky term ||V, f (g, ) — | _Firsvorder o (ahwavmiactal 202 ) owzooveea

Vaf(xi_1,y:-1)||* can be re-
moved in our analysis compared
with the standard EG method in [35]] as shown in Fig. Lemmaproves that 37 E[A,] can
be well controlled by carefully choosing 7,,. More importantly, our analysis makes the coefficients
of 12 and 13 independent of ¢, which eases their dependence on ¢ compared with [51], thereby
enhancing the robustness. Now, we begin to provide tighter results.

Theorem 3. Under Assumptions and@ ifqr=dy, ga=dy, 1,=1/(V/30), Ny = O(e*), 1 =
O(\/%) and |15 = O(ﬁ), our deterministic ZO-GDEGA can find an e-stationary point of 1, i.e.,

Figure 1: Comparison of two proof sketches.

%HZ?:O E|[V41 20 (21)|| <€, for the NC-C setting with the overall complexity O((dy + dy)e°).

Theorem [3] shows that our ZO-GDEGA achieves the same overall complexity as Theorem [2] and
further weakens the constraints on smoothing parameters under the continuity assumption. Note that
Z0O-GDEGA is the first ZO algorithm with convergence guarantees to find an e-stationary point of ).
Meanwhile, our analysis can be easily extended to the stochastic setting.

Stochastic Setting. Due to the page limit, we directly provide results for stochastic ZO-GDEGA.

Theorem 4. Under assumptions EI and if we choose the suitable parameters such as 1 = O(e)
and poy = O(e€), our stochastic ZO-GDEGA algorithm can find an e-stationary point in terms of
Deﬁnitionwith lower overall complexity O(d,e=% + dye_g) than TheoreleI

Theorem @] shows that the overall complexity can be further reduced, and we can still choose 1
and p5 to be O(€) to enhance the robustness. Note that we provide theoretical guarantees for the
stochastic black-box NC-C setting for the first time. In summary, our ZO-GDEGA shows excellent
theoretical properties for solving NC-C problems and competitiveness for solving NC-SC problems.

6 Experiments

In this section, we conduct black-box data poisoning attack and AUC maximization experiments.
Due to the page limit, more experimental details and results are provided in the Appendix. Our codes
are available: https://github.com/Weixin- An/ZO-GDEGA.

6.1 Data Poisoning Attack

Data poisoning attack is one of the most common black-box attack methods [29, 142]]. The purpose
of the attacker is: when the model parameter w is well-trained, adding a perturbation § on the
training data that makes the loss functions as large as possible, and then such poisoned training data
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Figure 2: Comparison of the results for the logistic regression model attacked by poisoned data generated by
Z0O-AGP and ZO-GDEGA on the synthet ic dataset.
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Figure 3: Comparison of the attack results for data poisoning attack on the large-scale epsilon_test dataset.

(si + 0, t;) will reduce the model accuracy. Therefore, it is usually required for attackers to optimize
the following objective function,

||5I\|na§ min fl (5? ’U)) = Ftr((sa w; Dtr)a (5)

where Dy, £ Dir,p U Dy, denotes the training dataset including n i.i.d samples, Dy, , and Dy, .
denote the poisoned and clean subsets of Dy, respectively. We choose the cross-entropy loss to
optimize ¢ and w. Note that Problem can be rewritten as the NC-C by setting g(-) =
Zyis||<r. (-), (-) = 0, and f = — f1. Therefore, it can be solved by our ZO-GDEGA algorithm.

Datasets. We validate ZO-GDEGA on a synthetic dataset and the epsilon_test dataset.

e Synthetic datasets: We generate a dataset D= {s;,;}.", " with feature vector s; € R'%° from

Gaussian distribution A/(0, I) and split it into 70% training and 30% test samples. The label ¢; = 1
if1/(1+ e*(sjw“r”i)) > (.5, otherwise t; = 0, where n; € N(0,1073) is random noise, and we
set w* =1 as the ground truth.

e The epsilon_test dataseﬂ It contains 100,000 samples of 2,000 dimensions, and we also split
it into 70% training samples and 30% testing samples.

Experimental Settings & Baselines. We set 7, = 2, 11 = g2 = 2 x 10~° and poisoning ratio
|Dirpl/|Dir] = 0.1, and choose mini-batch size by = by = 100 and by = by = 10 for the
synthetic and epsilon_test datasets, respectively. The baseline for solving Problem @) is
Z0O-AGP. Note that here we replace the ZO estimators in deterministic ZO-AGP with corresponding
stochastic versions and choose the same hyperparameter settings for a fair comparison.

Results. We use the poisoned data generated by the baselines and our ZO-GDEGA to attack the
training procedure of the logistic regression model, and the experimental results on the synthetic

3https://www.csie.ntu.edu.tw/~cjlin/libsvmtools/datasets/



and epsilon_test datasets are shown in Figs. 2] and [3] respectively. The experiment in each
case was carried out in 10 independent trials with random initialization and the shaded area around
the line indicates the standard deviation. From Fig. 2] we find that our ZO-GDEGA can converge
faster than baselines in terms of stationary gap and objective value — f;. From the training accuracy
subfigure, both our ZO-GDEGA and the baselines (black-box attack) converge, and achieve near-
optimal solution compared to the FO-AGP algorithm (white-box attack) [52]]. As for testing accuracy,
it can be seen that compared with ZO-AGP, the poisoned data generated by our ZO-GDEGA are
always more effective in reducing the accuracy of the logistic regression model in terms of both
iterations and CPU time, which also confirms that our ZO-GDEGA achieves lower complexity than
Z0O-AGP. Besides, under different poisoning ratios, ZO-GDEGA can reduce the model accuracy by
2.1%-7.6% than ZO-AGP in terms of attack performance. From Fig. |3| we observe that ZO-GDEGA
algorithm also performs about 8.0% lower than ZO-AGP on the epsilon_test dataset, which
further verifies the superiority of our algorithm in the large-scale real-world datasets.

6.2 AUC Maximization

AUC is defined as the area under the ROC curve, which is a performance indicator to measure the
pros and cons of a machine learning model. However, it is generally difficult to optimize the AUC
value directly on the training task, but instead optimize the following minimax problem:

max Egp[f (6, a,b,v;s)],

min 6
lolNlallllbll<re, v<ry ©
where 7, and r, are the radius of the projection balls, s = (s, t) is drawn independently from the
distribution P, and f(6, a, b, v; s) is defined as in [53]]. When we choose the multilayer perception
(MLP) model, Problem (6) becomes a NC-SC problem. The non-differentiable point of the nonlinear
function such as ReLLU causes some non-differentiable modules of the classifier, and the ZO algo-
rithms are one of the techniques to solve this issue [[15]. Note that our ZO-GDEGA is the first ZO
algorithm to attempt to solve the AUC maximization problem.

Experimental Settings & Baselines. Table 2: The average AUC performance with different 11 and po
We conduct experiments on the MNIST, on the MNIST and Fashion-MNIST datasets, where j11 = po.
Fashion-MNIST and ijcnnl Results ondataset 1 jcnnl are provided in the Appendix.

datasets. Following [54], we use their

training and testing sets but convert Datasets MNIST Fashion-MNIST
the classes of the data into two classes i p2) 0.001 001 005 ]0.001 001 0.05
by randomly splitting them into two ZO-SGDA |91.67 91.81 88.12(91.62 90.19 87.27
groups. We implement ZO-SGDA [47]], Z0O-Min-Max |92.25 92.01 88.56(90.80 91.58 83.23
Z0-Min-Max [33]], Acc-ZOMDA [19] |Acc-ZOMDA |92.45 92.58 89.35|92.97 91.65 87.75
and our ZO-GDEGA to solve Problem | ZO-GDEGA |91.60 92.60 89.70|91.97 92.23 88.66

(6) with Leaky ReLU. We choose a
two-layer MLP as the classification model, and set mini-batch b; = by = 256, ¢ = g2 = 10,
Ty = Ty = 2 and step sizes 7, = 1, = 0.1 to train all the methods for 200 epochs.

Results. We show the average AUC performance from 10 independent trials with random initialization
in Table[2] It shows that at small y; and po, our ZO-GDEGA algorithms perform competitively
compared with the baselines. At larger pq and ps, ZO-GDEGA can improve AUC performance
by 0.4-5.4 units than baselines, which indicates that our algorithms are more robust to smoothing
parameters and robustness may be more important than overall complexity in some cases when using
Z0 oracle to approximate gradients.

7 Conclusions and Future Work

In this paper, we proposed a unified ZO-GDEGA algorithm for solving black-box nonconvex minimax
problems, which reduces the overall complexity and improves robustness. The experimental results
match our theoretical analysis, which is reflected by the fact that ZO-GDEGA can obtain more
effective attacks and improve AUC performance robustly. In summary, ZO-GDEGA achieves better
performance than related algorithms and promotes the development of ZO optimization theory. In the
future, we will extend our algorithm to non-smooth and federated learning settings as in [45] 144].
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reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
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Justification: Please see the section Theoretical Analysis.
Guidelines:

» The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

e Theorems and Lemmas that the proof relies upon should be properly referenced.

4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]
Justification: Please see the section Experiments.
Guidelines:

* The answer NA means that the paper does not include experiments.
* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?
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Answer: [Yes]
Justification: Please see the section Experiments.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.
* Please see the NeurIPS code and data submission guidelines (https://nips.cc/public/
guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run
to reproduce the results. See the NeurIPS code and data submission guidelines (https!
//mips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

 The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.
6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: Please see the section Experiments.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

¢ The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]
Justification: Please see the section Experiments.
Guidelines:

» The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

* It should be clear whether the error bar is the standard deviation or the standard error
of the mean.
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It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CIL, if the hypothesis
of Normality of errors is not verified.

» For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: Please see the section Experiments.
Guidelines:

» The answer NA means that the paper does not include experiments.

 The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification:
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).
Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [NA]

Justification: This work is of a theoretical nature. The main contribution is to improve
robustness and reduce complexity. There are no positive and negative societal impacts from
this work, and as a result we did not discuss it.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.
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» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification:
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We used public datasets.
Guidelines:

* The answer NA means that the paper does not use existing assets.

* The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

 For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the package
should be provided. For popular datasets, paperswithcode.com/datasets| has curated
licenses for some datasets. Their licensing guide can help determine the license of a
dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.
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* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]
Justification: We describe the data generation method in detail in the experiments.
Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification:
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification:
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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