Information Sciences 576 (2021) 288-311

Contents lists available at ScienceDirect

Information Sciences

journal homepage: www.elsevier.com/locate/ins e

PFLM: Privacy-preserving federated learning with membership &
proof e
Changsong Jiang, Chunxiang Xu *, Yuan Zhang *

School of Computer Science and Engineering, University of Electronic Science and Technology of China, Chengdu, 611731, China
Yangtze Delta Region Institute (Huzhou), University of Electronic Science and Technology of China, Huzhou, 313001, P. R. China

ARTICLE INFO ABSTRACT
Article history: Privacy-preserving federated learning is distributed machine learning where multiple
Received 8 March 2021 collaborators train a model through protected gradients. To achieve robustness to users

Received in revised form 23 April 2021
Accepted 30 May 2021
Available online 4 June 2021

dropping out, existing practical privacy-preserving federated learning schemes are based
on (t, N)-threshold secret sharing. Such schemes rely on a strong assumption to guarantee
security: the threshold t must be greater than half of the number of users. The assumption
is so rigorous that in some scenarios the schemes may not be appropriate. Motivated by the
: . issue, we first introduce membership proof for federated learning, which leverages crypto-
Privacy-preserving . . .
Federated learning graphlc acc.umulato.rs to genera}te membership p.roofs I?y accumulatlr}g user IDs. The proofs
Machine learning are issued in a public blockchain for users to verify. With membership proof, we propose a
Membership proof privacy-preserving federated learning scheme called PFLM. PFLM releases the assumption
of threshold while maintaining the security guarantees. Additionally, we design a result
verification algorithm based on a variant of ElGamal encryption to verify the correctness
of aggregated results from the cloud server. The verification algorithm is integrated into
PFLM as a part. Security analysis in a random oracle model shows that PFLM guarantees
privacy against active adversaries. The implementation of PFLM and experiments
demonstrate the performance of PFLM in terms of computation and communication.
© 2021 Elsevier Inc. All rights reserved.
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1. Introduction

Federated learning is a distributed machine learning technique to train a high-accuracy model by a set of collaborators,
where each one of the collaborators has her/his own data set for training but does not disclose data to others [10,33]. Fed-
erated learning utilizes a paradigm of centralized model training on “decentralized” data, which is in accord with the data
management paradigm of cloud computing [23,44]. As such, federated learning is mainly deployed in cloud to train a target
model by using a rich set of data from different users, in which each user computes a gradient on her/his data set and sends
the gradient to the cloud server; the latter then collects gradients from all users and provides each user with an aggregated
gradient. With the aggregated gradient, each user can calculate a target model. Such a cloud-based federated learning actu-
ally has become a fundamental mode in reality and has received widespread attention from academia and industry [25,26].

Despite the protection of users’ data, federated learning still suffers from critical threats towards users’ privacy. Research
works [27,28,31] have demonstrated that an adversary, e.g., a curious cloud server, is able to extract privacy information
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about a user from her/his gradient. For example, an adversary is able to deduce from gradients whether a data sample
belongs to a training set [28,31]. Worse still, in some cases, the adversary can extract the data from gradients [27]. Conse-
quently, it is inadvisable to simply use gradients for model training without proper protection [21].

A feasible way to protect gradients against being disclosed while remaining the functionality is to blind gradients with
double masking [6,35]. Double masking means each user holds two categories of masks including pairwise masks and a
“self-mask”. The cloud server calculates the aggregated result with the blinded gradients. Double masking needs all users
to remain online. However, this is not always ensured. In fact, users may drop out for various reasons. (t, N)-threshold secret
sharing is leveraged to address the issue of users’ dropping out [6,35]. Specifically, every user’s keys for generating her/his
masks are shared in the set of users. When a user quits the training, the server interacts with t users or more online to
retrieve the masks associated with that user to keep the training running properly.

However, a security concern arises. If the threshold t is smaller than || ! (n denotes the number of users), a misbehaving
server may divide the set of users into two subsets, each of which surpasses the threshold. Then the server can separately
deceive each subset, claiming that other users (those in the other subset) are offline. In this way, the server can retrieve every
user’s masks and then recover all gradients. We refer to such an attack as deceiving attacks. To resolve this problem, the
schemes proposed in [6,35] rely on a quite strong assumption: the threshold t is greater than |5] + 1 and only [§] — 1 users
or fewer are allowed to drop out. Such a rigorous constraint of the threshold might result in a catastrophic consequence in prac-
tice. If users quit the training with a high probability due to constrained devices or unreliable networks, the cloud server may
fail to aggregate gradients.

An alternative approach to resist deceiving attacks is asking the server to publicly issue which users are online. Anyone
can check the information to find out whether a user is online or not. Obviously, the server cannot deceive users and launch
deceiving attacks anymore. Note simply issuing users’ names or IDs may breach users’ privacy. In this paper, we first intro-
duce membership proof for federated learning. Membership proof employs cryptographic accumulators to generate the
membership proofs by accumulating user IDs. The server issues the membership proofs of online users on a bulletin board
such as a public blockchain. Any online user can verify the proofs to make sure her/his online information is involved in the
proofs. The number of online users is involved in the proofs as well. As such, membership proof can effectively prevent the
server from launching deceiving attacks.

With membership proof based on public blockchain [34,41] and a cryptographic accumulator [3], we propose a privacy-
preserving federated learning scheme. This scheme, called PFLM, releases the assumption of the threshold in existing
schemes while being secure against deceiving attacks.

In addition to deceiving attacks, a misbehaving server may return randomly chosen results to users in the training to
reduce computation cost. Trusted execution environments (TEE) [32] or result verification can be deployed to deal with this
concern. However, TEE may incur huge monetary costs and become a bottleneck in applications. In this paper, we design a
result verification algorithm using a variant of EIGamal encryption. The verification algorithm enables users to verify the cor-
rectness of aggregated results from the server, and thereby guarantee the correctness of the training model. The verification
algorithm is integrated into PFLM as a part.

We present a comprehensive security analysis for PFLM, which demonstrates that attackers cannot get any useful infor-
mation of the user input even if the server colludes with multiple users in the active adversary model. The implementation of
PFLM (Our code is available at https://github.com/JiangChSo/PFLM) and the experiments show the performance of PFLM in
terms of computation and communication.

The remainder of this paper is organized as follows. In Section 2, we review the related work. We describe the problem
statement in Section 3 and present the preliminaries in Section 4. In Section 5 and 6, we overview and propose PFLM, respec-
tively. Then, we analyze the security of PFLM in Section 7 and evaluate its performance in Section 8. Finally, we draw the
conclusions in Section 9.

2. Related work

Most federated learning schemes are based on neural networks to train their models. Typical examples include privacy
setting recommendation [36,37] and pattern recognition [11,39]. Recently, emerging neural network techniques have been
proposed for federated learning. Yu et al. [37] adopted neural networks to develop a tool called iPrivacy, which is able to
recognize human objects for the determination of privacy sensitiveness levels. IPrivacy automates the process of privacy set-
tings during image sharing. Considering users’ social behavior (i.e., user trustworthiness), they further developed an
approach built on neural networks to recommend fine-grained privacy settings for social image sharing [36]. In terms of pat-
tern recognition, Cui et al. [11] proposed a knowledge augmented framework for joint action unit (AU) detection and facial
expression recognition (FER) based on neural networks. The framework improves performance for both FER and AU detec-
tion. Zhang et al. proposed a semantics-guided neural network for skeleton-based action recognition, which enhances the
feature representation capability. In practice, federated learning is confronted with threats towards users’ privacy. To solve
this issue, privacy-preserving federated learning emerges.

! |2|denotes the largest integer smaller than %.
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Privacy-preserving federated learning enables the gradient to be protected with cryptographic algorithms [22]. Currently,
there are mainly three strategies to protect the gradient. The first strategy is homomorphic encryption [27]. Due to the
homomorphism of addition and multiplication, homomorphic encryption enables the cloud server to aggregate the
encrypted gradients from users with no privacy leakage. The second one is secure multi-party computing (SMC), where par-
ticipants execute multiple interactions to complete target calculations while protecting local data [6,20]. Differential privacy,
the third strategy, requires users to add noises to local data before uploading the data, which guarantees the confidentiality
of data [1,30].

Phong et al. [27] employed homomorphic encryption to present a privacy-preserving deep learning scheme, which
achieves the same accuracy to ordinary deep learning. Nevertheless, since large-scale users or high-dimensional data will
cause considerable computation costs, the scheme is not suitable for most applications. To reduce the computation costs,
Bonawitz et al. [6] put forward a practical and secure federated deep learning scheme PPML by exploiting SMC to protect
local gradients. Considering constraints of users’ equipment and networks, they also utilized secret sharing along with
key agreement to deal with users dropping out of the training. However, the interactions may incur high communication
costs. Recently, Yu et al. [38] proposed a differential private approach for training neural networks by employing concen-
trated differential privacy. Such an approach alleviates the pressure on computation and communication costs. However,
research results show that the schemes based on differential privacy are vulnerable to attacks launched by GAN networks
[19].

On the other hand, to prevent adversarial servers from returning forged aggregated results, several approaches [17,32,35]
have been presented. Ghodsi et al. [17] proposed a scheme called SafetyNets, which supports users to verify the correctness
of results computed by the server. The scheme leverages a specialized interactive proof for verifiable execution. However,
SafetyNets is only suitable for a special class of deep neural networks that can be represented as arithmetic circuits. Later,
Tramer et al. [32] designed a verifiable scheme called Slalom for efficient DNNs evaluation. Slalom works with trusted exe-
cution environments such as Intel SGX, ARM TrustZone, and Sanctum. Nevertheless, additional hardware support causes
more costs. Recently, Xu et al. [35] used SMC to present a scheme called VerifyNet for securely aggregating gradients in
the honest but curious setting. VerifyNet exploits homomorphic hash function and pseudorandom technology to achieve
verifiability for users.

Existing schemes, such as PPML and VerifyNet, introduce extra constraints on the threshold to resist deceiving attacks. In
this paper, we propose a privacy-preserving federated learning scheme with membership proof called PFLM, which is secure
against deceiving attacks and removes the constraints. PFLM provides verifiability of aggregated results returned by the ser-
ver with accepted overhead. Our scheme guarantees the privacy protection through blinding gradients and remains the
robustness to users dropping out.

3. Problem statement
In this section, we describe the main concepts of federated learning, the system model, the threat model, and design goals.
3.1. Federated learning

Federated learning enables users to generate gradients, which serve as interactive information with a server. During each
iteration, the server collects the gradients and returns global parameters after aggregation operations. Users wait for the ser-
ver to return the aggregated parameters to update local gradients. Repeating the iteration steps, once the current training
satisfies convergence conditions, users can obtain an optimal model and the relevant parameters.

Neural networks, as the underlying architecture of federated learning, achieve massive tasks such as classification, pre-
diction, and regression. In general, neural networks can be represented as f(x, ) = y, where inputs x are mapped to outputs y
via function f with parameters 0. When training a model, a loss is defined as £;(D, 0) = ﬁ > ynenLr(Xi, ¥, 0) on a training set
D= {(x,y;),i=1,---,T}, where L;(x,y,0) = l(y,f(x,0)) for a loss function |, e.g., [(y¥,f(x,0)) = l(y,y) = |[¥,y||, and || - ||, is the
I, norm of a vector. Training a neural network aims to find the parameters 0 that minimize £¢(D, 9). In PFLM, stochastic gra-
dient descent [8] is adopted to achieve the task. Parameters are updated as follows.

0k+1 _ 0/( _ nAE(Dk,ok),

where 6% denotes the parameters after iteration k,# is the learning rate, and D is a subset of D selected randomly during
iteration k.
In the federated learning setting, each user U, € U/ holding a private set D, trains a certain neural network model with

her/his local data. During iteration k, a random subset of users /¥ Ci/ is selected by the server. Then, each user U, e u/*
chooses a random subset DX C D, to execute stochastic gradient descent. Accordingly, the server calculates the desired
parameters as below.

k
EU,,EM" Pn

0k+1 _ ok - ,
ZUHEZ/I"‘DH
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where p¥ = |DX|AL; (DK, 0) is calculated by U, and then shared to the cloud server. Ultimately, the server returns the renewal
of parameters to all users.

3.2. System model

The system model of PFLM is shown in Fig. 1. There are three entities: users, each of which has its own local dataset and
aims to train a high-accuracy model; cloud server, which has abundant storage space and powerful computing capability;
trusted authority (TA), who initializes the system parameters and distributes keys to users and the cloud server.

Each user pre-processes its local dataset to generate gradients. Then, the gradients will be masked and sent to the cloud
server along with the proof of result verification for training the final model. To resist deceiving attacks, the cloud server
needs to generate membership proofs and record them into a public blockchain (e.g., Ethereum blockchain) for users to ver-
ify. The cloud server is also responsible for forwarding the proofs of result verification, aggregating the masked gradients
uploaded by users, and returning the aggregated result. According to the received messages, users can verify the correctness
of the aggregated result.

3.3. Threat model and design goal

3.3.1. Threat model

The threat models of privacy-preserving federated learning scheme can be categorized into two types: honest-but-
curious security model and active adversary model [6]. In the honest-but-curious security model, both the cloud server
and users are following the protocol honestly, but they may collude with others and try to infer users’ data privacy. By con-
trast, the parties in the active adversary model not just have the above capabilities, but may deviate from the protocol (e.g.,
sending incorrect or randomly chosen messages, aborting, and omitting messages). Therefore, as long as the scheme is secure
in the active adversary mode, it can ensure security in all models.

In this paper, we consider the active adversary model. We assume all participants including the server are active adver-
saries, who can deviate from the protocol and infer the privacy of user data. Furthermore, we allow that the cloud server
colludes with users to get the most offensive capabilities, and also allow the server to forge the aggregated results. In PFLM,
we stress that the malicious server can launch an attack called deceiving attacks to obtain users’ gradients. Deceiving attacks
are described as follows.

Deceiving attacks. Let U be a set of users. If the threshold of secret sharing is not more than \%\ an adversarial server may
divide I/ into two subsets denoted by 2/, and U/,, each of which surpasses the threshold. The server can deceive ¢/, that users
in U, are offline, and also inform ¢/, that users in Z/; have dropped out. By doing so, the server can reconstruct every user’s
masks which are leveraged to blind gradients and then recover all gradients.

3.3.2. Design goal
In this paper, we target to construct a secure and verifiable federated learning scheme, which achieves the following secu-
rity and performance guarantees.

Ethereum Blockchain
é\ Blzck 4\ B}zi(ik 4\ ‘ \ }}Bllflc;( \
Emi_m EE_ N EE_ N

4. Extract the height
of the block

|
v 6. Acquire membership
proofs and verify

= o and ver :
( 5. Record membership proofs -
EE

$§ 7. Return the aggregated result with proofs

3. Send masked gradients with result verification proof

7 TH O
1. Keypair generation 2. Keys generation F N
_____ -

TA Users

Cloud server

Fig. 1. System model of PFLM.
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1. Data privacy. The gradients of users need to be secure against multiple participants colluding, even if the cloud server col-
ludes with users.

2. Verifiability. To prevent a malicious server from returning incorrect aggregated results, each user needs to verify the cor-
rectness proofs of aggregated results.

3. Robustness to failures. In reality, users always drop out of the scheme due to unpredictable reasons. For practicality, our
scheme needs to tolerate users dropping out in the training.

4. Resistance against deceiving attacks. An adversarial server may retrieve users’ gradients by performing deceiving attacks.
The proposed scheme should resist deceiving attacks to ensure the security.

4. Preliminaries
4.1. Bilinear maps

Let G; be an additive cyclic group, and G, is a multiplicative cyclic group. G; and G, have the same prime order q. A bilin-
ear map [42] is that é: G; x G; — G, with the following properties:

1. Bilinear: é(aQ,bR) = é(Q,R)“b for any Q,R € Gy and a,b € Z;.
2. Non-degeneracy: é(Q,R) # 1 for any Q,R € G; and Q # R.
3. Computability: there exists an efficiently computable algorithm to compute é(Q, R) for any Q,R € G;.

4.2. Identity-based aggregate signature

The identity-based aggregate signature protocol [16] consists of five algorithms.
IBAS.setup — {G;, G,,e,P,Q,H,,H,,Hs,s} produces system parameters: groups G; and G, of prime order g, a bilinear
map é: G; x G; — G,, a generator P € G1,Q =sP where s is the master key, and three cryptographic hash functions
Hy,H; : {0,1}" — G1,Hs : {0,1}" — Z,. IBAS.pkg(s,U,) — {sP,;,j € {0,1}} takes s and the user’s ID U, as input, outputs the
public key sP,;,j € {0,1} for each user U,, where P,;j = H,(U,,j) € G;. IBAS.sign(w, M,,,U,) — ¢, allows that any part U,
signs M, to obtain the individual signature g, = {w,S,, T},}, where w is the hash value of the current session ID in PFLM. Each
one first calculates P, = H>(W) € G; and ¢, = H3(M,, Uy, W) € Z,, then computes S;, = 1,Py + SPno + ¢ySPn1 and T;, = r,P with
arandomly chosenr, € Z;. IBAS.agg({Unm, 0m}y, o) — {W,Sw, Tw} allows each user to aggregate a collection of individual sig-
natures to obtain the aggregate signature {w,S,,T,}, where &/ denotes the set of users’ ID, |t/|=N,S, =3~ .S and
Tw = Zf’nle;n. IBAS.ver(U, w,Sw, Tw, {Mm}y, ) — {0,1} outputs 1 if &(Sy, P) = &(Tw, Pw)é(Q, Zﬁzle,o + Zﬁleum,l)v other-
wise 0, where Py,j = Hy(Up,j), Pw = Ho(w), and ¢, = H3(Mp, U, W) as above.

4.3. Secret sharing

Shamir’s (t, N)-threshold secret sharing protocol [29] divides a secret s into N separate parts. s can be easily reconstructed
from any t pieces and cannot be revealed even complete knowledge of t — 1 pieces. Specifically, (t, N)-threshold secret shar-
ing protocol involves the following steps.

1. S.share(s, t,U) — (Un,Sn)y, .- The sharing algorithm takes as input a secret s, a set i/ representing the set of users’ ID (pre-
sumed to be distinctive) specified in a finite field 7, and a threshold t < |¢|, and outputs the share s, of s for each user U,,.

2. Srecon({(Us, Sn) }y,en t) — s: The reconstruction algorithm takes as input the threshold ¢ and the shares corresponding
to a subset M C U such that |[M| > t, and outputs the secret s.

4.4. Key agreement

Diffie-Hellman key agreement protocol [12] consists of a tuple of algorithms {KA.param, KA.gen, KA.agree}. The first
algorithm KA param(k) — pp produces some public parameters pp = {G, g,q}, where G is a group with the prime order g
and g is the generator of G. The second algorithm KA.gen(pp) — (SK,,g%") allows any party U, to generate a private-public
key pair. KA.agree(SK,, g5%m) — s, » allows any user U, to combine their private key SK, with the public key g~ for user U,
(generated using the same public parameters), to obtain a private shared key s, ,. In real-world applications, s, is often set

to H((g%n)*") for convenience.

4.5. Blockchain

A blockchain can be considered as a distributed database that stores documents or digital events and shares among par-
ticipating parties [41,45]. It consists of multiple data elements called blocks, which are linked to form a chain maintained by
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a group of participants. The participants who aim to achieve a consensus on new blocks and securely append them to the
blockchain without trusting others are called miners.

Bitcoin [24] is the first application of blockchain, and another significant application is Ethereum [34] which is utilized to
construct PFLM. A simplified Ethereum blockchain is described in Fig. 2, in which a block consists of two parts of data. The
first one is called the block header used to compute the hash value of the current block, where Previous block hash serves as a
pointer which points to the previous block, Nonce is a solution of a given Hash puzzle which constantly changes with the
security requirements, Timestamp denotes a physical time when the block was added to the blockchain, Tx denotes a trans-
action, and Merkle root is the root value of the Merkle hash tree computed from all transactions in the current block.

The second one is called the transaction data containing all transactions in the current block. A graphical transaction in
Ethereum is shown in Fig. 3. In general, there are two types of accounts that have a 20-byte address: externally owned
accounts and contract accounts [9] in Ethereum. Fig. 3 presents the transaction from the payer’s address (externally owned
account) to other accounts, including the externally owned ones and contract ones. In Ethereum, a smart contract is a com-
puter program that runs on the blockchain, and it contains the program code. Once the next block is generated, the smart
contract is triggered and the associated code is executed. While the code is executing, the smart contract can read from
or write to its storage file. After the next 12 blocks are generated, the current transaction is successfully published and
accepted by the public [15].

4.6. Cryptographic accumulators

Cryptographic accumulators constitute one-way membership functions, which are used to verify whether a candidate
belongs to a set [3]. Cardinality-proving accumulator protocol (CARDIAC) [3] leverages a Merkle tree to efficiently provide
membership proofs and (non-public) proofs of maximum set cardinality. Fig. 4 describes a construction of the membership
proofs via CARDIAC, where lf,"fJ = W(SID, U,,w),Ho = W(0), W is a hash function, SID denotes a session ID of current iteration,
U, is a user ID, and w is the hash value of SID. In Fig. 4, five users participating in the training are represented by non-zero leaf

nodes, which are colored with orange. The other green leaf nodes represent zero leaf nodes. The sibling path of lf,']D is

described by the red dotted line, and the sibling path of the rightmost non-zero leaf node lf,’f is depicted by the orange dotted

line.

5. Overview of PFLM

A set of users, a cloud server, and a trusted authority TA are involved in PFLM. In Fig. 5, we summarize PFLM, which con-
sists of five rounds and is described in the following.

Block height Block hash o Block height Block hash -, Block height Block hash
“ N
! :
l Previous block hash ‘ l Nonce ‘ -~ { Previous block hash ‘ l Nonce ‘ S { Previous block hash ‘ l Nonce ‘
Farsassansasnasnananrad >{ Merkle root ‘ l Timestamp ‘ l Merkle root ‘ l Timestamp ‘ l Merkle root ‘ l Timestamp ‘
i
A
oo N e Y T e R R e

Fig. 2. A simplified Ethereum blockchain.

Transaction

From Payer's address

To Payee’s address
Value Transaction value
Data A hexadecimal string

A signature on this transaction under

Signature the payer’s key

Fig. 3. A graphical transaction in Ethereum.
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A X (o 4%

i \
lSlD i lSID E lSID lSID lSlD 0 E

- Uy is one of the users the rightmost
~~~~~ non-zero leaf node

Fig. 4. Example of constructing CARDIAC.

Setup. The system is initiated, the system parameters are generated, and the parameters are distributed to all entities in
the scheme. TA generates keys for users and the cloud server.

Round 0 (Key Advertising). TA generates the public-private key pairs used to mask users’ gradients and the secret key
exploited in result verification for users. The cloud server forwards users’ public keys to each one.

Round 1 (Key Sharing). Each user shares secrets (e.g., the private key and the random seed) to others, which are served as
masks. The cloud server leverages random numbers chosen by users and their IDs to construct session ID for the current
iteration.

Round 2 (Masked Input). Each user masks local gradients with her/his secrets and generates proofs for result verification.
The cloud server forwards the proofs to all users and receives their masked gradients. To resist deceiving attacks, the server
records the membership proofs of online users to an Ethereum blockchain.

Round 3 (Unmasking). Each user verifies the correctness of the membership proofs acquired from the blockchain. If the
verification passes, users learn the online users and then send relevant shares of secrets. According to the masked gradients
and the shares, the server calculates the aggregated result and returns it to each user.

Round 4 (Verification). Each user decides to accept or reject the aggregated result by verifying the users’ proofs, and
returns to round 0 to start a new iteration.

Generate DH keypairs (NFX, N5¥) and (PFK, PSK)
Generate secret key sk
Round 0: Send public keys (NFX, BPK)
Key Advertising Wait for enough users U; €U
Broadcast all the public keys of users Uy
Generate 8, Ry, and compute s, ,,
Compute (t, N) threshold secret shares for 8, and N;3¥
Round 1: Send R,, and encrypted shares of 8, and N;3¥
Key Sharing Wait for enough users U, < U,
Send constructed SID and received encrypted shares
Compute masked input £, proof {K,, C,,}, and signature oy,
Send %, {K,, C,}, and 0,
ﬁoull(lddzl : . Wait for enough users Uz € U,
asked tnpu Generate membership proofs and issue them in blockchain
Send {K,, C,}, o,, of online users and Us to all users
Acquire membership proofs from blockchain and verify
Send shares of 3, for online users and N5X for dropouts
Round 3: 5
Unmasking Wait for enough users U, € Us
Reconstruct secrets and compute z (the aggregated result)
Send z to all users
Round 4: Validate identity-based aggregate signatures o,
Verification Verify result verification proofs {K,, C,}

Fig. 5. High-level view of PFLM.
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6. Proposed PFLM

We first design two building blocks: membership proof and result verification. Then, we propose PFLM based on the
blocks.

6.1. Membership proof

In this section, we propose membership proof for federated learning. Specifically, the cloud server first generates mem-
bership proofs of online users via CARDIAC, then signs the root of Merkle tree and records it along with the proofs into an
Ethereum blockchain. The blockchain serves as a bulletin board, which is publicly verifiable and inherently resistant to mod-
ification [41]. Given a set of user IDs ' (|| =#), a session ID SID of current iteration, and a unique parameter
w, MP.gen(SID, U/, w) — MemProof creates membership proofs. The details are as follows.

- Construct a Merkle tree using the element in I/, where the non-zero leaf node of user U, is calculated as
Iy> = W(SID, Un, w).

- Compute the root of the Merkle tree rootsp and sign it as Rgp = Sigs_(rootsp), where S is the cloud server’s private key.

- Compute the sibling path apmy for each U, € U/'.

- Get the rightmost non-zero leaf node Rnodes;p of the Merkle tree and generate its sibling path apcgp.

- Generate the membership proofs as MemProof = {CID, Rsp, {apmé’,;,}ungu,, Rnodegp, apcg, }, where CID = H(w, SID) and H is
a hash function.

MP.rec(n, Mem Proof) — PubMem Proof records the membership proofs into the Ethereum blockchain as below.

- Generate an entry as {h,#, MemProof}, where h is the height of the newly confirmed block.

- Generate a transaction Tx; shown in Fig. 6, where the entry is set to the data filed. Tx; comes from the server’s address and
is sent to the address of the smart contract contract,.

- While collecting transactions to generate a new block whose height is h + 12, the miners collect the transaction Tx; and
run the smart contract contract. of the transaction Tx;. While contract, is executed, the message {h,n, MemProof} in Tx,
is written to the smart contract’s storage file. Therefore, the data in the transaction Tx; is recorded into the public block-
chain. Such data is called PubMemProof.

After the server records the membership proofs, each user will verify the proofs of the current iteration. Given the Pub-
MemProof in the blockchain, MP.ver(PubMemProof) — {0, 1} outputs 1 if all checks pass. Otherwise, it outputs 0.

- Check the uniqueness of {CID,Rsp} from PubMemProof.

- Acquire h and # from PubMemProof. Derive the height h’ of the newly confirmed block under the current time. Check
whether h’ matches h + 12 and 5 = |i/|.

- Extract {Rsp,apm&y} from PubMemProof. Generate the corresponding Merkle tree root rooty,, using the sibling path
apmi. Check whether Verify(Ps, rootyy, Rsp) = true, where P is cloud server’s public key.

- Acquire {Rsp, Rnodes)p, apcg, } from from PubMemProof. Generate the corresponding Merkle tree root rootg,, using the sib-
ling path apcg), of the rightmost non-zero node Rnodegp. Check whether Verify(Pcs, rootg,, Rap) = true.

- If any of the above verifications are not valid, output 0. Otherwise, output 1.

Block X,
\ Height: h + 12 From

The server's address

To

Value

0
Data

Un
{h.1,(CID, Rsip, {apmyip}, v
Rnodeg;p, apcsp}}

Signature

Sigs,, (Txy)

The smart contract’s address

Fig. 6. Transaction on the Ethereum blockchain.
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6.2. Result verification

In PFLM, we design a result verification algorithm based on a variant of EIGamal encryption [13]. Let 2/ be a set of user IDs,
|| = n, and x, the gradient of user U,. Result verification consists of four algorithms. The first algorithm RV.param(k) — pp’
takes a security parameter k as input, and outputs pp’ = {p,g}, where p is a large prime number and g is a primitive root
modulo p. RV.gen(pp’) — sk produces a private key sk € Z, ;. RV.enc(sk, x,) — {Ka, Cy} encrypts a gradient x, by sk and a

randomly chosen k, €Z, ,, outputs the ciphertext {K,,C;}, where K,=gk mod p and C,=g% - gk mod p.

RV.ver(z,sk, {Un,Kn,Cn}y, o) — {0,1} allows each user to aggregate the ciphertext {Ky,Cn}y, o, to check whether the

aggregated result z is calculated correctly. The algorithm outputs 1 if z = g7 mod p, otherwise 0, where z' = [[!_,Cin - K sk
mod p and K =[]} _,K, mod p. In addition, the identity-based aggregate signature is employed to provide the authentica-
tion, which can convince others that user U, owns the ciphertext {K,, C,} to resist message tampering [40,43].

6.3. Construction of PFLM

In this section, we present a detailed description of PFLM in Fig. 7, which is constructed of five rounds:
Setup, Round 0 (Key Advertising),Round 1 (Key Sharing), Round 2 (Masked Input), Round 3 (Unmasking), and Round 4
(Verification).

6.4. Correctness of verification

After receiving {Om, Um, Kim, Cin }y, <, and z from the cloud server, each user first aggregates the individual signatures to
get S, and T, then checks whether é(S,,,P) = é(Tw, Py)é(Q, Zmeung‘o + Zme% CmPm1). Based on the Computational Diffie-
Hellman (CDH) assumption [16], the equation holds only when each user U, has signed the message {K,, C,,SID} correctly.
If it is true, any verifier is convinced that user U, owns the relevant messages {K,,C,} leveraged to construct the correctness
proof of the aggregated result. Then, each user checks whether z' = g?, where 2’ =[], C - K™ and K = [],,,,, K. Based on
the Decisional Diffie-Hellman (DDH) assumption [14], z = g7 holds only when z =}, x,. Finally, everyone is convinced
that the server returns the correct aggregated result.

We present the correctness proof of the above equations in A. In addition, the detailed proof is omitted since it can be
easily proved by utilizing CDH assumption [16] and DDH assumption [14].

7. Security analysis

In this section, we first analyze how PFLM guarantees the confidentiality of users’ local gradients and resists deceiving
attacks. Other security indicators are beyond the scope of this paper. Then, we summarize our scheme and show the com-
parison of parameterization between PPML and PFLM.

7.1. Privacy protection against active adversaries

In this section, we discuss our argument showing privacy protection against active adversaries. Active adversaries mean
that the parties containing users and the server may deviate from the scheme, send incorrect or randomly selected messages
to other honest parties.

Note that we only consider input privacy for honest users: When some users are adversarial, correctness and availability
are more difficult to be guaranteed for the scheme. For instance, users can set input values x, to be out of range, send incon-
sistent shares to other users in Round 1, or report incorrect shares to the server in Round 3. On the other hand, we require
the server to act honestly in the first message (in Round 1), such that it honestly forwards the Diffie-Hellman public keys
received from users. Therefore, users can create pairwise private and authenticated channels among themselves. Before for-
mally presenting the complete proof, we introduce some useful definitions and notations for the active adversary setting.

We give the proofs in a random oracle O [4] that serves as a perfect PRG. O(x) outputs a truly random string, while PRG(x)
[5,6] outputs a pseudorandom string, where x is an input of I-bit. In this section, we assume that O is provided to all parties,
who can make arbitrarily oracle queries to O and get a uniformly random result O(x). Besides, all honest parties will replace
PRG calls with calls to O on the same input used for PRG.

As is standard, we considered computationally-bounded adversarial parties, which adaptively choose the set of honest
parties who truly drop out of the scheme, rather than independent dropping out or predetermined aborting. The adversaries’
strategies are described by probabilistic polynomial-time algorithms M. Each user U, holds the private input x,. We denote
Xy = {Xn}nee With the inputs of any subset of users ¢/’ C . The view of a party is defined as its internal state including inputs,
randomness, and the messages received during the execution. Additionally, a party stops receiving messages and the view
remains unchanged once it drops out.

Given any set W of corrupt parties, let M,, be a polynomial-time algorithm representing the "next-message” function of
parties in W. By accessing to O, My, (v,i, T, ) outputs the message for party »in round i, where T is a transcript of all mes-
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Setup : Construction of PFLM

« With the security parameter k, the system parameters {U, ¢, pp, pp} are determined, where U/ is the set of users, ¢ is the threshold,
pp + KA.param(k), and pp’ < RV.param(k) (pp’ = {p, g}). All users have secure channels with the cloud server.
TA:
o Generate the public/private key pair (Pes, S,;s) for the cloud server.
o Generate system parameters {G1, Gz, é, P,Q, H1, H2, H3, s} < IBAS.setup.
« Generate the private keys for each user Uy, as {sP, ;,j € {0,1}} < IBAS.pkg(s, Uy).
Round 0 (Key Advertising) :
TA:
o Generate key pairs (N5, N35) « KA .gen(pp), (P, P35) « KA.gen(pp), and generate sk < RV.gen(pp') for each
user Up,.
User U,
« Send the public keys {Nf; K pr K} to the cloud server through a secure channel.
Cloud server :
« Receive messages from at least 7 users (represented as Uy C U). Otherwise, abort and start over.
o Broadcast {Un,, NEX, PEEV i, to each user U, € Us.
Round 1 (Key Sharing) :
User Uy, :
« Receive the message {Uy, NLX | PEEY . <y, from the cloud server. Check whether |24 | > ¢ and all the key pairs (NLX, PEK)
are distinctive. If not, abort and start over.
o Select two random numbers 3, and R,,. Generate the shares of 3, as {(Un, Bn,m)}u,cuy < S.share(B,,t,Uy), where By m
is the share of user U, to user U,,.
Generate the shares of N3 as {(Un, N3 5 )Yu, ey < S. share(NSK,f,,Z/{l), where NJ%, is the share of Uy, to Up,.
Calculate Py, < AE.enc(KA.agree(P,;’", PPI‘) Un|[Un | INSE || Brsm ) Uy ety » Where AE.enc(-) denotes a symmetric
encryption with the secret key KA .agree(P; ", PL%).
e Send {Rn,{Pn.m}v,,cu, } to the cloud server.
Cloud server :
o Receive messages {Rn, {Pn,m}u,,cu, } from at least ¢ users (represented as Ua C Uy). Otherwise, abort and start over.
o Construct session ID SID = {(U1, R1), (Uz, R2),- -+ , (Ujs|» Rjuz| ) }» Which denotes a unique label of the current iteration.
o Broadcast {STD,{Pmn}tv,.cu,} to each user U, € Us.
Round 2 (Masked Input) :
User Uy, :
Receive {SID, {Pm,n}v,.cu,} from the cloud server. Check whether U> C Uy and |Us] > . If not, abort and start over.
Calculate the shared key with each user Uy, € Us as s, m < KA.agree(N: X, N,ﬁK).
Mask the local gradients @, as &n = 2n + PRG(8n) + 3oy cip0, <v,, PRG(Sn,m) = 20 ciip.v, >0, PRG(Sm,n), Where
PRG(-) denotes a pseudorandom generator.
To verify the correctness of results returned from the server, some additional messages are generated as follows.
Generate the proof by result verification as {Kn,, Cn,} « RV.enc(sk,zy).
Generate the individual signature o, - IBAS.sign(H,(SID),{K,,C,,SID},U,), where o, = {w, Sy, T, }.
e Send {&n,0on, Un, Ky, Cpn} to the cloud server.
Cloud server :
« Receive messages from at least ¢ users (represented as Us C Uz). Otherwise, abort and start over.
o Broadcast {0y, Um, Km, Cm }u,, cu; and the list of Us to each user in Us.
o Construct MemProof < MP.gen(SID,Us, w) and execute MP.rec(n, MemProof) — PubMemProof, where n = |Us].
Round 3 (Unmasking) :
User U, :
o Receive {om, Cm, Km,Unm }u,,cus and the list of Us. Check whether Us C Uz and |Us| > t. If not, abort and start over.
o Check whether MP.ver(PubMemProof) Ziaf not, abort and start over.
o Decrypt the ciphertext Py Um € Us\{Un} a8 U [Un|[NSK B, + AE.dec(KA.agree(Py S, PYX Py ).
o Send {(N;/ n)\Um € Uz\Us} and {(Bm,n)|Um € Us} to the server, where Us\Us represents users who send data to the server
in Round 1, but drop out before uploading data to the server in Round 2.
Cloud server
« Collect responses from at least t users (denote as Uy C Us). Otherwise, abort and start over.
o Reconstruct N7¥ < S.recon({NS% }u,. cus,t) and B, + S.recon({8,, m}um s t) for each user U, € Ua\Us.
« Recompute PRG(8,)v, cu; and PRG (sp.m) < PRG(KA.agree({N;", N5V cun\uts, v etts))-
« Compute the aggregated gradients for all users in U3 as
S @a= > @n—PRG(B.) - > PRG (s,m) + > PRG (51m,1)-
Un€ells Un€ells Up €Uz, U €U2\U3:Un <Upy U €Uz, Unn €U \U3:Un >Un,
o Broadcast z = ZUnEMS T, to each user in Uy.
Round 4 (Verification) :
User U, :
o Compute {w, Sw,Tw} < IBAS.agg({(Um,om)}v,,cus) and verify IBAS.ver(Us, w, Sw, Tw, {Km, Cm,SID}u,,cu) L.
o Verify RV.ver(z, sk, {Um, Km, Com U, cus) 21
o If any of the above equations are not valid, reject the aggregated result. Otherwise, accept the result and move to Round 0.

Fig. 7. Detailed description of PFLM.

sages that parties in WV have sent or received so far, and r,, indicates the joint randomness of corrupt parties in the execution.
Moreover, My, (i, T, ) outputs the set of parties ¢; that drop out due to the failure in Round i. Thus, such a function effec-
tively selects the inputs for corrupt users.
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A combined view of parties in W is denoted as a random variable REAL%”‘(MW,XM), where t is the threshold and k is the
security parameter. In such a view, M, chooses all messages of corrupt parties and the honest parties’ independent failures,
and all parties have access to O.

In the following, we first present the theorem described the resistance against deceiving attacks. Then, two other theo-
rems are given by considering two cases, respectively. One considers that only a subset of users is adversarial and colluding.
The other is based on that the server is additionally adversarial and can collude with a subset of corrupt users.

Theorem 1. PFLM can resist deceiving attacks from the cloud server.

Proof. The blockchain is inherently publicly verifiable and tamper-proof. In Round 2, the cloud server needs to record the
membership proofs of online users into the Ethereum blockchain. Once an active cloud server forges the online users to
extract additional secret information, users are aware of the misbehavior by verifying the proofs in Round 3. Accordingly,
PFLM can resist deceiving attacks from the cloud server. O

Theorem 2 (Privacy Protection Against Joint Attacks from Active Adversaral Users, with Honest Server). For all PPT adversaries
My, all t,k,U, x,pw, W CU, there is a PPT simulator SIM whose output is perfectly indistinguishable from the output of REALZ;V'."":

REALY (M, x,00) = SIME (M),

Proof. The joint view of parties in set W does not depend on the inputs of the parties not in , since we exclude the involve-
ment of the server. Specifically, the messages that adversarial users receive from honest users never depend on the private
input x, of those users, although they can send randomly chosen messages and decide the aborted ways of the honest users.
As illustrated in Round 2, the response of the server does not contain the actual value of the specific X,, which means that
the active adversarial users cannot identify whether the aggregated results calculated by the cloud server are based on the
true inputs of honest users or dummy values. Hence, the simulator can generate a perfect simulation by using M,, for the
active adversarial users on their true inputs, and all other honest users on the fake data (such as a vector of 0s). Ultimately,
the simulation outputs the simulated view of the users in W, and the output is identical to the real view of REALZ;V'”‘. O
In the active adversary model, M,,, dynamically decides offline users in each round. Therefore, the subset of honest users is
dynamically changing, and the server learns the aggregation z from these honest users is determined dynamically. Accord-
ingly, SIM is allowed to make a query to an ideal functionality that will learn the sum z of which from a subset L of honest

parties. Formally, SIM can access to an oracle ldea‘gmw\W with appropriate 6. Given a subset L, the operation is as follows:

g D % fLC@\W)and |L| > 6
[dea{xu}u:u\w (L) = uel .
h 1 otherwise

Theorem 3 presents that the joint view of corrupt parties can be simulated in the scheme if a single sum of a dynamically-
chosen subset of at least § honest users is provided.

Theorem 3 (Privacy Protection Against Joint Attacks from Active Adversaries, including the Cloud Server). For all k, t,U, and X,y
such that WCUU{S} , nw=WnU|, and ny < t, there exists a PPT simulator SIM whose output is computationally

indistinguishable from the output of REALY!:

0}
Utk Ideay, huetne

REALS (Myy, %,,0)~SIM,,, (M),

where § =t — ny,.

Proof. A standard hybrid argument is utilized to prove the theorem. We will show how a simulator SIM executes a series of
modifications to the real execution REAL of our scheme, which ultimately makes the view of M,, in an execution indistin-
guishable computationally from another one. In our hybrid argument, honest users will be dropped out by SIM due to their
normal action in the real world, and they may be in a set ¢/; output by M,,.

Hyb, The random variable which will be chosen by SIM is distributed exactly as the joint view of the parties ¥V in the real
execution of the scheme.

Hyb, In this hybrid, the simulator knowing all the inputs x, of the honest users emulates the real execution of the scheme,
and executes the scheme with M,,. Concretely, SIM will simulate the random oracle using a dynamically generated table
storing (x, O(x)), where x is the input of querying and O(x) is the corresponding response to the querying. The TA and the rest
of Key Advertising are also simulated by SIM. Based on the above descriptions, the view of the adversary is the same as
which in the real scheme.
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Hyb, In this hybrid, the messages between any two honest users m and n are encrypted and decrypted using a uniformly
random number rather than the shared key KA.agree(PSX,PT). The DDH assumption [7] guarantees that this hybrid is
indistinguishable from the real scheme. Particularly, the encryption keys can be changed at a time, and an adversary cannot
notice the difference unless the DDH is broken.

Hyb; In this hybrid, SIM will abort if M,y delivers a message to an honest user U, on behalf of another honest user U,
successfully. Such a message is not identical with the one that SIM had given to M. in round 1, and cannot fail the decryption
algorithm when using the proper key. Note that the encryption key was selected randomly in the previous hybrid, and
thereby the properties of indistinguishability under adaptive chosen-ciphertext attack (IND-CCA) security [14] guarantee the
message cannot be forged.

Hyb, In this hybrid, the simulator replaces all encrypted data sent by honest users to other clients with encryption of
random values, such as 0 with the appropriate length. Honest users return the "real” shares in Round 3 as before. The
properties of indistinguishability under a chosen plaintext attack (IND-CPA) [18] guarantee this hybrid is indistinguishable
from the previous one in the real scheme.

Hyb; In this hybrid, the simulator additionally aborts if M,y provides the correct signature of the honest party. Due to the
security of the identity-based aggregate signature based on CDH assumption [16], there is a negligible probability of
forgeries, and this hybrid is indistinguishable from the previous one.

Hybg This hybrid is defined exactly as the previous one, except that, SIM will abort if M, provides the cloud server with a
signature on the root of Merkle tree in Round 2 which correctly verifies. Since the forgeries can happen with negligible
probability due to the security of the signature scheme, this hybrid is identical to the real scheme.

We define a set £ to be the only set £ C ¢/ such that the cloud server constructs the set £ due to the responses of users in
U, in round MaskedInput, and later all users in £ have successfully verified the membership proofs in round Unmasking. In
case the set £ does not exist (e.g. there are not enough users, or not enough honest users survived), we define £ = (.

Hyb, In this hybrid, SIM will abort if M,y inputs b, to query the random oracle/PRG for the honest user U, in the case of
before the corrupt party received the responses from the honest parties in round Unmasking or after the responses have
received but the user U, ¢ L.

In the scheme, My, guesses one of the b, with a negligible probability, and SIM will abort if it happens. In the first case,
M,y receives from SIM at most nyy, shares of b, sent by the corrupt user U, in round KeySharing. Because ny, < t, the security
of (t,N)-threshold secret sharing protocol guarantees the distribution of the shares is independent from b,. In the another
case, the view of M)y, is still independent from by, since U, ¢ L such that there is not honest users sending any share of b, to
the server, and therefore M), does not receive any information from SIM.

Hybyg In this hybrid, the simulator aborts if M,y inputs s, to query the random oracle/PRG for some honest users Uy, Up,
in the case of before the corrupt party received the responses from the honest parties in round Unmasking or after the
responses have been received but the users n,m € L.

We can reduce the argument that this hybrid is indistinguishable from the real scheme to the security of the 20DH
assumption [6], which is a slight variant of the Oracle Diffie-Hellman (ODH) assumption [2]. Assuming there is another
simulator SIM" which gets a 20DH challenge (G',g,q,A, B,z) and guesses randomly two honest users Uy, Uy,, attempting to
receive the exact s, by the adversary’s query which will let SIM’ abort. SIM’ is the same as SIM except the public keys is set
up as N’ — A and NP — B for any pair of users, and SIM' completes the simulation using the two oracles without the
associated secret keys. Specially, the fake public keys are sent to M,, by SIM’ instead of the fresh ones sampled by SIM in
round Key Advertising. In round KeySharing, SIM’ additionally generates shares of 0 and sends them to the corrupt users
instead of the real shares of the secret keys N> and N3¢, which SIM’ does not know. In round MaskedInput, SIM' generates &
values for all honest users, replaces s, as z, and leverages the two oracles O, and Oy, to calculate all required s values for U,
and Uy, and all other users. After all preparations were made, if My, executes a random oracle query for z, SIM' will guess
z = H(g®) and abort; otherwise SIM’ will guess that z is a random number chosen before.

In the 20DH — Exp game, in the condition of the choice of Uy, Uy, being correct, the view of the adversary in the execution
of simulated scheme is identical to that in Hyb, until the adversary queries the z value by accessing a random oracle. There
are two reasons to support this argument. In the previous argument, the adversary can obtain less than t shares of NﬁK and

NK for the possible values of z, so that the actual values of N3 and NS cannot be revealed. Besides, My, cannot obtain any
information about s, from k, and %, without querying the PRG modeled as the random oracle.

Accordingly, if the distinction between Hyb, and Hybg can be discovered by M,, with more than negligible probability, it
must trigger the aborted condition (as mentioned above) with more than negligible probability and therefore M), must
query the value of form H(g®) by accessing to the random oracle/PRG with more than negligible probability. On the one
hand, this means that SIM’ will assert correctly that z = H(g?) with a nonnegligible probability when z = H(g®). On the
other hand, z is information theoretically hidden from the view of My, when it is chosen uniformly random, so that M,y can
only make a query for z with a negligible probability, which will let SIM’ incorrectly claim that z = H(g®). In summary, SIM’
would break 20DH assumption with a nonnegligible probability if M,y can distinguish the difference between Hyb, and
Hybyg, which concludes the argument.
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Hyby In this hybrid, SIM additionally replaces the values of X, with the randomly selected values for all honest users and
sends them to M,y in round MaskedInput. Besides, to ensure the consistency or correctness for the result of the scheme, SIM
will modify the output of some random oracle queries. For the set £ defined in Hybg and the user U, € £\ W, the simulator
sets PRG(,) for the random oracle as follows:

PRG(f,) «— %1 — X — »_ PRG(sp.m),

Umekn

where U, € K, means that an encrypted message was delivered to U, from U,, by M,, in round KeySharing, which repre-
sents the fact that U, have added the joint noise PRG(s, ) for Uy, to the masked %,. On the contrary, SIM replaces PRG(8,)
with random value arbitrarily for all U, ¢ £\ W.

Note that, Myy’s view in this hybrid is indistinguishable from that in the real scheme. Because M,y cannot query the PRG
on input g, for the honest users U, ¢ £, the value of %, is uniformly and randomly distributed. And for honest users
Uy € L, %y is uniformly random because My, cannot query PRG on input 3, before round Unmasking. And after this round, its
distribution is identical to that in the real scheme as M), masters f,, i.e. it satisfies the following formula:

X —PRG(B,) = > PRG(Sym) = Xp.

Umekn

Therefore, this hybrid is indistinguishable from the previous one.
Hyb,, In this hybrid, for each user U, in the set £\ W, the simulator sets

PRG(B,) — % —Da— > PRG(Sym),

Umelkn\L\W
instead of
PRG(,) — X, —Xi— > PRG(Sym)
Umnekn
=X =X — > PRG(Sym)
Unel\w
- > PRG(sym),
UmeKn\L\W

where {Dn}y .. is the random value selected by the simulator, and subjected to 3. \,,Dn = 3"y, <\ wXn- Therefore, the val-
ues are distributed identically as those in the real scheme.

Hyb,; In this hybrid, the simulator additionally does not receive the honest users’ inputs, but queries the functionality
Ideal for the users in £\ W and samples the required D, using the corresponding values. In the scheme, since |£| > t and
[L\ W] = t — ny, are satisfied, Ideal will not return L.

Therefore, the adversary’s view has not been modified by this change, and SIM has already completed the simulation
since it successfully simulates REAL without the honest party’s inputs x,. Based on the hybrid 1 to 11, we can infer that the
output of the simulator is computationally indistinguishable from the real output. Completing the proof. O

7.2. Interpretation of results

We summarize PFLM in the active adversary model. Additionally, Table 1 shows the comparison of parameterization
between PPML and our scheme for different models, which represents that PFLM has eliminated the additional restricted
conditions.

7.2.1. Security against active adversaries

From Theorems 2 and 3, we see that the joint view of any adversarial subset of participants, including the server, can be
simulated given no information about the values of the remaining users. This means, no matter how we set the threshold t,
users on their own learn nothing about other users, even if the adversarial server collaborates with them. Moreover, Theo-
rem 1 concisely shows the resistance against deceiving attacks in our scheme.

7.2.2. Comparison of parameterization

Table 1 presents the comparison of parameterization between PPML and PFLM in various threat models, where "Mini-
mum threshold” denotes the minimum value of t required for security, “Upper bound of dropouts” is the maximum value
of users dropping out allowed by the scheme, and N is the total number of users.

PPML and PFLM are both resistant to deceiving attacks. However, PPML bears strong assumptions described in Table 1. By
comparison, PFLM releases the assumptions. Specifically, we reduce “Minimum threshold” from |§| + 1to 1 and [&| + 1to 1
in the Server-only adversary model and Client-Server collusion model, respectively. Additionally, PFLM can tolerate as many
users exiting as possible. It deals with up to N — t dropouts rather than [§] — 1 or [§] — 1 when the server is adversarial.
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Table 1
Comparison of parameterization between PPML and PFLM for different threat models.
Threat model Minimumthreshold Upper boundof dropouts
PPML PFLM PPML PFLM
Client-only adversary 1 1 N-—t N-—t
Server-only adversary 5 +1 1 -1 N-—t
Client-Server collusion @J +1 1 (g} -1 N-—t

8. Performance evaluation
8.1. Implementation of PFLM

The source code for our implementation is available at https://github.com/JiangChSo/PFLM. In this section, we implement
PFLM by using python language and the Pypbc library.” All experiments are conducted on a desktop with Ubuntu system, an
Intel Core i7 CPU, and 32 GB DDR3 of RAM. In the experiments, we simulate a single-threaded cloud server and single-threaded
users by using multiple ports. The security level is chosen to be 80 bits for evaluation. For bilinear maps, we choose type Al
pairing and the group order is 160-bit. The group order in result verification is 1024-bit. We adopt the Diffie-Hellman key agree-
ment based on discrete logarithm and the standard Shamir’s (t, N)-threshold secret sharing protocol.

Let N denote the number of users and M the number of gradients per user, we evaluate the performance of PFLM in terms
of computation and communication. Note that we analyze the performance of membership proof in a separate section (Sec-
tion 8.4). In our simulation, the used data (i.e., masked gradients) is randomly selected from normal distribution N(50, 20). To
facilitate cryptographic calculations, we use a parameter L (a magnitude of 10°) to round the fractional part of chosen num-
bers, and we can recover each one by dividing L.

In addition, we test PFLM with different proportions of dropouts. We assume that users drop out after sending their
shares to all other users, but before sending the masked gradients to the server. This is the worst case since all other users
have added the masks of dropped users, and the cloud server must perform an expensive recovery computation to remove
them. There is no effect on the performance of PFLM if users drop out at another point in PFLM.

8.2. Performance analysis of client

8.2.1. Computation cost

O(N? + MN). Each user U,’s computation cost can be broken up into 4 parts: (1) Generating secret shares of N;X and g,
takes O(N?) time, (2) Performing the N — 1 key agreements and calculating P, for user Uy, € U \ {U,}, which take O(N) time,
(3) Creating values PRG(f,), and PRG(s,,) for other user U,,, which is O(MN) in total since PRG stretches the seed to match
with the size of users’ input vector and (4) In the verification, computing the values for result verification, which takes O(N)
time and O(MN) time, respectively. In summary, each user’s computation cost is O(N* + MN).

Fig. 8 demonstrates the running time per user during the verification, which indicates that the running time of verifica-
tion increases linearly as the number of gradients increases, and increases linearly with the increasing of the number of users
when the number is greater than about 70. This is because, the verification cost is mainly related to the number of gradients,
and each client must verify each entry of the aggregated result. Besides, some practical operations (such as the generation of
variables) affect the running time when the number of users is small, which are ignored gradually as it increases continu-
ously. In addition, Fig. 8 shows more users dropping out results in less time, which keeps a constant as the number of users
increases. Fig. 9 shows the total running time of each user, which is a little different from that in Fig. 8. We observe that the
total running time increases significantly as the number of users increases. The main reason is that each user must generate
secrets shares of N3¥ and p, for all other users, which takes O(N?) time.

Fig. 10 presents the comparison between the computation cost of verification and the total cost. In the experiments, we
simply consider the proportions of users dropping out are 0% and 30%. We can find the ratio of running time of verification to
total running time decreases with the independent variables, including the number of users and gradients. Moreover, the
change trend of running time with the growth of users’ number is obviously larger than that with the gradient growth, which
is consistent with Fig. 9. Since more users dropping out means less validation, the running time of each user decreases with
the increasing of the fraction of dropouts, which is described in Figs. 9 and 10.

8.2.2. Communication cost
O(MN). The communication cost of each user U, can be considered from 5 aspects: (1) Sending 2 and receiving 2(N — 1)
public keys when exchanging the keys with other users, (2) Sending 2(N — 1) and receiving 2(N — 1) encrypted shares of N3¢

2 Pypbc is a python encapsulation of the PBC library, which provides an implementation of pairing-based cryptography such as bilinear maps, https://github.
com/debatem1/pypbc.

301



C. Jiang, C. Xu and Y. Zhang Information Sciences 576 (2021) 288-311

25

—+— 0% dropout

—+— 10% dropout
20% dropout

—— 30% dropout

17.51 —— 0% dropout
—— 10% dropout
15.0 20% dropout
—— 30% dropout

20

— 0}
C) =
- 3
g =1
=] i
g g
g125 s
H 815
® S
L 10.0 =
= ES
= Q
s 210
5 7.5 o
2 g
£ E
=]
z 5.0 25
£ s
2 25 S
0
0.0
500 1000 1500 2000 2500 3000 20 40 60 80 100 120
Number of gradients per user Number of users

(a) (b)

Fig. 8. Total running time per user (Verification). (a) N = 20, as the number of gradients per user increases. (b) M = 100, as the number of users increases.
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Fig. 9. Total running time per user. (a) N = 20, as the number of gradients per user increases. (b) M = 100, as the number of users increases.
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Fig. 10. Comparison between verification computation cost and total cost for each user. (a) No dropout, as the number of gradients per user increases, with
N = 20. (b) 30% dropout, as the number of gradients per user increases, with N = 20. (¢) No dropout, as the number of users increases, with M = 100. (d) 30%
dropout, as the number of users increases, with M = 100.
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and B, (3) Sending the masked data vector of size M[log, 7] and the messages of size O(M) used in proofs, where the range of
inputs is [0, - — 1] and F = N(F, — 1) + 1 aiming to avoid overflow, (4) Receiving N — 1 masked messages from the server
for verifying the correctness of the result later at the beginning of the round Unmasking, whose total size is O(MN), (5) Send-
ing n, secret shares of offline users where n, < N — 1. In summary, the user’s communication cost is O(MN).

As seen in Fig. 11, the total transmitted data of any client during the training increases linearly with both the users’ num-
ber and the gradients’ number, and it decreases steadily when more clients drop out. Fig. 12 demonstrates the comparison
between communication overhead for verification and total overhead, and the former includes the cost of receiving the data
from the cloud server in round Unmasking and Verification. The main communication cost of any client is for verification,
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Fig. 11. Total transmitted data per user. (a) N = 20, as the number of gradients per user increases. (b) M = 100, as the number of users increases.
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regardless of the number of clients or gradients, and the proportion of the cost for verification does not change significantly
when more clients drop out. Furthermore, experiments show that PFLM performs well in terms of communication costs. For
example, when the number of users is 20 and the number of gradients in the system is 60000, any user only needs about
12MB to complete an update of parameters.

8.3. Performance analysis of server

8.3.1. Computation cost
O(MN?). The main computation cost of the server is focused on reconstructing the secrets via secret sharing, and gener-
ating or removing the appropriate PRG(f,) and PRG(s,,) values from the sum 3=, /. Xn.

(a) Reconstructing N secrets for all users, which takes O(N?). Each reconstruction S.recon({(Un,Sn)}y,en> t) — S can be
accomplished via Lagrange polynomials:

U,
s=L(0)= Z Sn H ﬁ (mod p)
UpeM  UpeM\{Uy} ~ ™M n

In round Unmasking, the server will receive secret shares of offline users from online users. And the server can calculate
the secret value s in two steps. First computing the appropriate Lagrange coefficients

Un
In = ——— (mod p)
ume/l\:[\(un) Un — Un

in O(N?) time. Then computing s = > upemnSn (mMod p)to reconstruct the secret s in O(N) time. Overall, the computation cost
of reconstructing all the secrets is O(N?).

(b) In round Unmasking, the server recomputes PRG(s,») and PRG(p,) for user U, € U3 and U, € U \ U3, which take
O(M - [Us]) and O(M - |U3| - |U> \ Us]|) respectively. In the worst case, generating and removing the appropriate values of
PRG(f3,) and PRG(s; ) can take O(MN?) time in total. Overall, the computation cost of the server is O(MN?).

Tables 2 and 3 present the computation and communication cost of each round when the number of users and the num-
ber of gradients are both 100, where the red font represents the cost of verification, the blue font indicates the cost of receiv-
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ing users’ messages, and the cyan font represents the size of the messages received in the current round. Fig. 13 presents the
total running time of the cloud server. Similar to Fig. 9, the server’s running time also increases linearly with the increasing of
gradients’ number, but increases significantly when there are more users. We can see from Fig. 13(a) that when the number
of users is low, users dropping out has no significant impact on the running time of reconstructing the secrets and removing
the corresponding masks, so that the overall trend of the cost is the same as that of each user. Fig. 13(b) shows that the run-
ning time of the server increases with the fraction of dropout, since the server must remove the masks related to the dropped
clients after reconstructing the corresponding secrets. And the high cost of dealing with the exited clients is also demon-
strated in the server running time in Fig. 2. Besides, we can find the line representing 20% dropout is nearly overlapping with
which indicating 30% dropout. From Table 2, we can find the server spends less time in round MaskedInput in the case of
20% dropout due to fewer users, while more time in round Unmasking since more masks need to be removed, so that the
total running time of the server in both cases is almost equal.

8.3.2. Communication cost
O(N? + MN). The communication cost of the server relies on the transmission of the encrypted shared secrets, which is

O(N?). Besides, the transmission of masked data vectors and the messages related to the proofs takes O(MN) in total.
Fig. 14 shows the total transmitted data of the cloud server. We can see that the communication cost also increases lin-
early as the gradients’ number grows, and as the number of users grows the costs are very similar even with slight differ-

Table 2
Computation overhead of each round.
Dropout Key Sharing Masked Input Unmasking Verification Total

Client 0% 26327 (ms) (26870 + 5872) (ms) 3 (ms) 17144 (ms) 76216 (ms)
Client 10% 26106 (ms) (23109 + 5627) (ms) 3 (ms) 13732 (ms) 68361 (ms)
Client 20% 26210 (ms) (20861 4 5790) (ms) 3 (ms) 10736 (ms) 63600 (ms)
Client 30% 26653 (ms) (17743 + 5819) (ms) 3 (ms) 7268 (ms) 59486 (ms)
Server 0% (25026 + 5219) (ms) (31521 4+ 21094) (ms) (155 + 3545) (ms) 0 (ms) 86560 (ms)
Server 10% (25050 + 4892) (ms) (28116 4 17636) (ms) (242 + 19963) (ms) 0 (ms) 95899 (ms)
Server 20% (24584 + 2472) (ms) (26590 + 13988) (ms) (283 + 32680) (ms) 0 (ms) 100597 (ms)
Server 30% (24382 4 910) (ms) (24157 4+ 11135) (ms) (69 + 41534) (ms) 0 (ms) 102187 (ms)

Table 3

Communication overhead of each round.

Dropout Key Sharing Masked Input Unmasking Verification Total

Client 0% 232 (KB) (010 + 22) (KB) ( + 68) (KB) (KB) 2754 (KB)
Client 10% 232 (KB) (010 + 22) (KB) ( +68) (KB) (KB) 2538 (KB)
Client 20% 232 (KB) ( + 22) (KB) ( + 66) (KB) (KB) 2318 (KB)
Client 30% 232 (KB) (017 ¥ 22) (KB) ( F66) (KB) (KB) 2100 (KB)
Server 0% ( T 23.73) (MB) F2.13) (MB) | ( F0.01) (MB) 0 (MB) 57.44 (MB)
Server 10% ( +23.74) (MB) +1.92) (MB) | (0.0+0.01) (MB) 0 (MB) 56.36 (MB)
Server 20% ( ¥ 23.74) (MB) F1.7) (MB) | ( F0.01) (MB) 0 (MB) 55.00 (MB)
Server 30% ( + 23.73) (MB) F1.49) (MB) | ( +0.01) (MB) 0 (MB) 54.04 (MB)
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Fig. 13. Total running time of cloud server. (a) N = 20, as the number of gradients per user increases. (b) M = 100, as the number of users increases.
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ences under different proportions of users dropping out. The main reason is that the number of gradients is not numerous
enough and the total gradients of exited users account for a small proportion of the total gradients. From Tables 2 and 3,
there are other discoveries. For each user, the communication cost is mainly caused by receiving the data from the server.
For the cloud server, it needs to receive the messages from all the online clients in all rounds except Verification, and the
server needs to reconstruct the secrets of the online clients and calculate the aggregated result in Unmasking round, which
results in large communication and computation costs, respectively.

8.4. Performance analysis of membership proof

In this section, we implement the smart contract in membership proof using Solidity v0.4.23 (more details are in B) and
analyze its performance.

8.4.1. Implement of the smart contract

The cloud server issues the membership proofs based on smart contracts. Fig. B.15 shows the contract,s of Tx; described in
Fig. 6, which mainly consists of two parts AllProof and PartProof. The functions associated with the two parts are used to write
the membership proofs into the storage file and acquire the proofs from blockchain. In specific, the functions createAllProof
and createPartProof will be triggered as the miners generates the new block containing Tx;. While createAllProof is executed,
the message {h,n} is wrote to the storage file, as described in Fig. B.16. While executing createPartProof, the message
{CID, Rgip, {apmn}, Rnodesip, apcgp } is stored in its storage file shown in Fig. B.17. Finally, each verifier can acquire the data
in the transaction Tx; from the public blockchain by triggering getAllProof described as Fig. B.18.

8.4.2. Communication and computation cost

In membership proof, the communication costs consist of the time of uploading the transactions to the Ethereum block-
chain and the time of getting messages from the blockchain. The latter can be ignored compared with the time of recording
the transactions. Hence, the communication cost of membership proof is constant, which is about 15 s. Such a cost can be
tolerated from the previous experiments. For the computation overhead, both the server and the users execute a few cryp-
tographic operations mainly consisting of hash functions, which can be ignored compared with the communication cost.

8.5. Performance analysis by comparing with existing schemes

We first estimate the computational costs in terms of basic cryptographic operations, which are shown in Table 4.

The computation costs on the user side of PPML [6], VerifyNet [35], and PFLM are provided in Table 5, where N denotes
the number of users, t is the threshold, and N; denotes the dropouts. For simplicity, we consider a single gradient per user in
the atomic operation analysis. Since users need to verify the membership proofs recorded to Ethereum, they require T, time
to confirm the corresponding transaction. Besides, the proofs in result verification are computed and verified, which requires
additional computation costs. However, the above costs protect PFLM from malicious servers. Although VerifyNet and PFLM
both achieve verifiability, PFLM does not require users to compute homomorphic hash functions and pseudorandom func-
tions that may incur potential burden in terms of communication and computation costs.

We show a comparison of computation costs on the server side between existing schemes [6,35] and PFLM in Table 6. In
PFLM, the computation costs on the user and server are slightly higher than those in PPML and VerifyNet. The additional
costs are caused by performing transaction confirmation and membership proof, and make sacrifices in terms of efficiency.
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Fig. 14. Total transmitted data of cloud server. (a) N = 20, as the number of gradients per user increases. (b) M = 100, as the number of users increases.
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Table 4

Notation of cryptographic operations.
Symbol Operation Symbol Operation
Hashg Hash a value into G Hashz, Hash a value into Z,
Enc Symmetric-key encryption/decryption Expg Exponent operation in G
Pairc, Computing pairing e(y, ¢) where y,¢ € G Mulg Multiplication in G
Tx Conducting a transaction in Ethereum Mulz, Multiplication in Z,
Py Computing a pseudorandom function Addj, Addition in Z,
Hy Computing a homomorphic hash function Add¢ Addition in G
Py Computing a PRG

Table 5

Computation costs on the user side.

Computation costs on the user side

PPML [6] 2N(t — 1) - Mulz, + 2N(t — 1) - Addz, + 3N — N5 — 1) - Expg + 2(N — 1) - Exp;, +2(N — 1) -Enc + N - Py

VerifyNet [35] 2(Nt — Ny) - Mulz, + (2Nt — 2N; — 1) - Addy, + 4 - Exp +2(N — 1) - Exp;, +2(N — 1) - Enc + N - Pg + 5 - Pair,
+(2N = 2N; +3) - Py +2 - Mulg + Hf

PFLM (2Nt — 2N; — 1) - Mulz, + 2N(t — 1) - Addz, + (N — N +5) - Expg + (3N — Ny + 2) - Expz, +2(N — 1) -Enc + N - Py

+2- Pairg, + (2N — 2N; + 1) - Hashg + (N — N;) - Hashz, + 4(N — N;) - Addc + Ty

Table 6
Computation costs on the server side.

Computation costs on the server side

PPML [6] NE? - Mulz, + N(t — 1) - Addz, + (N — N;)N; - Expz, + (N = Ns)(Ns + 1) - Py
VerifyNet [35] Nt - Mulz, + N(t — 1) - Addz, + (N — N5)N; - Expz + (N = N5)(N; + 1) - Pg +4(N = N; — 1) - Mulg
PFLM NE* - Mulz, + N(t — 1) - Addz, + (N — N;)N; - Expz, + (N = Ns)(N; + 1) - Pg + Expg + Tx
Table 7
Comparison of communication costs.
PPML [6] VerifyNet [35]  PFLM
User O(N + M) O(MN) O(MN)
Cloud server  Q(N*> + MN)  O(N? + MN) O(N* + MN)

Table 8
Comparison of security properties.
PPML | PPDL | SafetyNets | VerifyNet | PFLM
Data Privacy v v X v v
Robustness to Failures v X X v v
Verifiability X X v v v
Resistance against Active Adversaries v X v X v

However, it surely enables PFLM to secure against deceiving attacks and to provide a stronger security guarantee compared
with PPML and VerifyNet. Furthermore, Table 7 presents a comparison of communication costs between existing schemes
[6,35] and PFLM, where M denotes the number of gradients per user.

In Table 8, we conduct a security comparison between PFLM and exsisting schemes including PPML [6], PPDL [27], Safe-
tyNets [17], and VerifyNet [35]. Neither PPML and PPDL can support verifiability, and the latter also fails to tolerate users
dropping out. Additionally, the problems of data privacy leakage and users dropping out are not considered in SafetyNets,
since SafetyNets is mainly designed for verification. On the other hand, PPDL and VerifyNet cannot guarantee the security
properties against an actively adversarial server, although they both achieve the confidentiality of data privacy during the
execution. By contrast, our scheme is resistant to active adversaries and supports users to verify the aggregated results cal-
culated by the cloud server while guaranteeing the confidentiality of users’ local data. Besides, PFLM is supportive of users
dropping out during the training.
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9. Conclusion

In this paper, we have proposed a privacy-preserving federated learning scheme with membership proof called PFLM. By
means of membership proof, PFLM releases the constraint that dropouts must be fewer than half the users in existing prac-
tical schemes. Hence, PFLM is more widely appropriate in practice. Additionally, PFLM supports the verifiability of aggre-
gated results returned by the server. Security analysis shows the high security of PFLM in the active adversary model.
The implementation of PFLM and experiments demonstrate the performance of PFLM in terms of computation and
communication.
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Appendix A. Proof of correctness

As shown in Round 4, the specific verification of the identity-based aggregate signature is as follows, where the equation
holds due to the properties of the bilinear map.

eSw.P) =e( > S,.P)

Unelts

e( Y (rmPw + SPmo + CnSPm1), P)

Unelts

e(Pw, Y TmP)e( > Pmo+ > CnPm1,SP)

Umels Umels Umels

e(Pu, > Tw)e( > Pmo+ Y uPm1.Q)

Umels Umels Um€els

=e(Tw, Pw)e(Q, Z Pmo + Z CmPm1)-

Umelds Umelds

Each user verifies the equation to ensure that the cloud server aggregates the gradients correctly, which is described as
follows.
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Appendix B. Implement of the smart contract

The detailed implementation of the smart contract in membership proof is described as follows.

pragma solidity °0.4.23;

pragma experimental ABIEncoderV2;

contract MembershipProof {

struct PartProof{

string CID;
string RSID;
string Sibling Path;
string Rightmost_Nonzero_Leaf;
string Rightmost Nonzero Leaf Sibling Path;

struct AllProof{
string Block Height;
string User Number;
PartProof[] Part_Proof;
}
PartProof public partProof;
AllProof public allProof;
function createPartProof(
string CID,
string RSID,
string _Sibling_Path,
string Rightmost Nonzero Leaf,
string Rightmost Nonzero Leaf Sibling Path
) public{
PartProof memory _partProof = PartProof{ {
CID: _CID,
RSID : RSID,
Sibling_Path : _Sibling_Path,
Rightmost Nonzero Leaf: Rightmost Nonzero Leaf,
Rightmost Nonzero Leaf Sibling Path: Rightmost Nonzero Leaf Sibling Path
1)
allProof.Part_Proof.push(_partProof);
}
function create AllProof(
string Block Height,
string User Number
) public {
allProof.Block Height=_Block Height;
allProof.User Number = User Number;
}
function getAllProof() public view returns (AllProof){
return allProof;

}
}

Fig. B.15. Smart contract called by the cloud server.
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status 0x1 Transaction mined and execution succeed
transaction hash 0x0f6b0f4c764835f0f2ea2e0b434455a2¢c5ad2474cb9135a446¢8eef366d1399d
from0x5b38da6a701c568545dcfcb03fcb875f56beddc4
to MembershipProof.createAllProof(string,string) 0x5fd6eb55d12¢759a21c09ef703fe0cbaldc9d88d
gas 3000000 gas
transaction cost 65958 gas
execution cost 43470 gas
hash 0x0f6b0f4c¢764835f0f2ea2e0b434455a2¢5ad2474cb9135a446¢8eef366d1399d
input  0xf03...00000
decoded input {
"string _Block_Height'": "h",
"string _User_Number": """

}
decoded output {}
logs []
value 0 wei

Fig. B.16. Allproof written by the cloud server.

status Ox1 Transaction mined and execution succeed
transaction hash 0xffa6f6e732b357bcf31d90b1ftbb1a52903c¢50fa59654790fb2311d789d11d35
from0x5b38da6a701c568545dcfcb03fcb875f56beddc4
to MembershipProof.createPartProof(string string string string string)
0x5fd6eb55d12e759a21c09ef703feOcbaldc9d88d
gas 3000000 gas
transaction cost 156166 gas
execution cost 129390 gas
hash 0xffa6f6¢732b357bcf31d90b1ffbb1a52903¢50fa59654790fb23£1d789d1{d35
input  0x1cf...00000
decoded input {

"string _CID": "CID",

"string _RSID": "R[SID]",

"string _Sibling_Path": "{apm[U(n1),SID]}",

"string _Rightmost_Nonzero_Leaf": "Rnode[SID]",

"string _Rightmost_Nonzero_Leaf Sibling Path": "apc[SID]"

b

decoded output  {}
logs ]
value 0 wei

Fig. B.17. Partproof written by the cloud server.

transaction hash 0xd393eb512360297747ef4461465a63d7a4842cb26b88b568d7a557535d7ee659
from0x4B20993Bc481177ec7ESf571ceCaE8A9e22C02db

to MembershipProof.getAllProof() 0xSFD6eB55D12E759a21C09eF703fe0CBalDC9d88D
transaction cost 53284 gas (Cost only applies when called by a contract)

execution cost 32012 gas (Cost only applies when called by a contract)

hash 0xd393eb512360297747ef4461465a63d7a4842cb26b88b568d7a557535d7ee659

input  0xe00...56919

decoded input {}

decoded output { "0":" tuple(string,string,tuple(string,string,string,string,string)|]):

hy,
{CID,R[SID],{apm[U(n1),SID]},Rnode[SID],apc[SID]},
{CID,R[SID],{apm[U(n2),SID]},Rnode[SID],apc[SID]}" }
logs []
Fig. B.18. Acquiring the proofs.
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