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Abstract

Data provenance aims to determine whether and
how a data source has influenced a downstream
LLM. Despite growing interest in data provenance
research, current methods tend to specialize on
specific settings and suffer from fragmented eval-
uation standards. To address this, we introduce
WATERSHED, a unified benchmark and toolkit
for end-to-end provenance evaluation. WATER-
SHED structures data provenance into stage-wise
tests spanning data preparation, LLM training,
black-box auditing, and downstream applications
such as membership audit, multi-owner source
attribution, and unlearning verification. We eval-
uate existing provenance methods such as water-
marking and membership inference attacks on
WATERSHED, across a wide range of datasets,
model families and attacks. Our results confirm
that methods vary in effectiveness across different
stages and tasks. By providing a unified frame-
work and exposing these failure modes, WATER-
SHED establishes a rigorous basis for evaluating
data provenance methods.

1. Introduction
Data owners have long faced the risk of their published
content being scraped, copied, or reused without consent.
LLMs exacerbate this problem: LLM training data consists
of mixtures of text, code, and other data collected from
heterogeneous sources whose downstream use is difficult
to audit (Gao et al., 2020; Mökander et al., 2023; Langlais
et al., 2026). This training data may contain unauthorized
material from a wide range of data owners (Bommasani
et al., 2023), raising data provenance problems (Bommasani
et al., 2022): once an LLM is released, how can a data owner
determine ❶ whether their data was used in training (e.g.
membership audit) (Carlini et al., 2021), ❷ whether LLM
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Figure 1. Overview of data-centric provenance. A data owner may
release data with an active provenance signal, such as a watermark.
If a downstream model is trained on that data, the signal may persist
in model outputs and support black-box audits such as membership
detection, source attribution, or unlearning verification.

outputs can be attributed back to them (e.g. source attri-
bution) (Lu et al., 2025), or ❸ whether a claimed removal
procedure has actually reduced the influence of their data
(e.g. machine unlearning verification) (Cao & Yang, 2015;
Yao et al., 2024)? These questions sit at the heart of dataset
governance, attribution, regulatory compliance, and broader
LLM accountability (Xu et al., 2024).

Existing works have addressed these questions about data
provenance in LLMs, but largely in isolation. Membership
audit is typically approached via membership inference at-
tacks (MIAs) (Shokri et al., 2017; Shi et al., 2024; Zhang
et al., 2025) that exploit naturally occurring signals of train-
ing exposure. Source attribution is pursued by actively
embedding a data owner’s invisible unicode into the train-
ing data so that the LLM outputs can be traced back to the
correct data owner (Lu et al., 2025). Machine unlearning
verification is commonly evaluated through verbatim mem-
orization or querying knowledge questions over the forget
set (Maini et al., 2024; Shi et al., 2025). These methods
use different metrics and are evaluated on different datasets.
It is therefore unclear whether a method that succeeds on
one question would succeed on another. More importantly,
can a single method address all three questions under one
shared protocol?

Data-centric watermarking is a natural candidate for this
(Lau et al., 2024; Rastogi et al., 2025; Shetty et al., 2026; Lu
et al., 2025; 2026). A data owner embeds a unique signature
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into their data before release, and if a downstream model
is trained on such data, the same unique signature can be
detected by the LLM outputs. This detection process could
potentially be used for evaluating all three questions, but
there has not been any rigorous experiments done to estab-
lish this yet. Existing watermarking benchmarks (Pan et al.,
2024; Tu et al., 2024) do not address this gap: they evaluate
model-centric watermarking, which targets a distinct prob-
lem of identifying LLM-generated text, and hence do not
test the requirements that matter for data provenance. The
watermark should support multiple data owners, survive ad-
versarial perturbations to the released watermarked dataset,
and persist through LLM training.

To address this, we introduce Watershed, a benchmark and
toolkit for evaluating data-centric watermarking on an end-
to-end audit pipeline for data provenance. Watershed sup-
ports stage-wise evaluation of data-level detectability, fi-
delity, robustness, persistence through training, multi data
owner separability, and performance on downstream appli-
cation tasks such as membership audit, source attribution,
and machine unlearning verification. Our key contributions
are the following:

• We formulate data provenance as a systemic audit prob-
lem spanning data preparation, model training, black-box
querying, scoring, and application-level decisions.

• We present Watershed, an extensible benchmark with
stage-wise tests for detectability, fidelity, robustness, train-
ing persistence, multi-owner separability, membership
audit, source attribution, and unlearning verification.

• We systematically evaluate existing methods via Water-
shed, establishing insights such as showing that high data-
level detectability does not guarantee reliable model-level
provenance and identifying key failure modes in persis-
tence, robustness, calibration, and attribution.

2. Data-Centric Provenance as Pipeline
Evaluation

2.1. Problem Setting and Access Model

Consider N data owners, where owner i ∈ {1, . . . , N}
controls a source training dataset corpus Di =
{xi,1, . . . , xi,ni

}. An LLM trainer constructs a training
corpus T = B ∪

⋃
i∈S D̃i, where B is background data,

S ⊆ {1, . . . , N} is the unknown set of included owners,
and D̃i is the version of owner i’s data observed by the
trainer. Data owner i applies a watermark Wki

: Di → Dw
i ,

where ki is an owner-specific secret key, and the trainer
observes D̃i = Dw

i .

Let M0 denote a base LLM and let MT denote the LLM
after training or adaptation on T . We focus on black-box
auditing. The auditor can query MT with prompts q and

observe responses y ∼ MT (· | q), but not the LLM weights,
optimizer states, gradients, or training corpus.

Each provenance method defines an owner-specific scoring
function si(q, y) ∈ R, that measures evidence that response
y to prompt q carries a trace of owner i’s data. For water-
marking, si is a detector score under key ki.

2.2. Audit Tasks

We evaluate data-centric provenance methods through our
three data provenance questions. Each task uses LLM out-
puts scored for owner-specific evidence, but differs in the
decision it must support.

Membership audit. Given a target data owner i, decide
whether the audited model was trained on that owner’s data
(e.g. H0 : i /∈ S vs H1 : i ∈ S).

For audit prompts Qi, the auditor aggregates scores
Ai(MT ,Qi) := Aggq∈Qi, y∼MT (·|q) si(q, y) and predicts
membership by thresholding m̂i = 1{Ai(MT ) > τi},
where Agg is an aggregation function such as taking the
expected value.

Source attribution. Given a candidate set of data owners
C and a batch of prompts Q whose responses may reflect
owner-specific content, identify which data owner’s source
is most supported by the model outputs. In this task, we
compute ĵ := argmaxj∈C Aj(T ,Qi), where Qi refers to
queries derived from content in Di, the data from owner i.
A good source attribution method should predict ĵ = i.

This is a data owner-level attribution task, not example-level
causal attribution. Unlike membership audit, source attri-
bution inherently involve multiple data owners: a method
must not only detect that some provenance signal exists, but
distinguish among different data owners’ signals.

Unlearning verification. Suppose a subset of data own-
ers F ⊆ S has requested removal of their data, splitting
them from the remaining owners R. The aggregate for-
get set is DF =

⋃
i∈F Di and the corresponding retain

set DR consists of all training data not associated with
F . An unlearning procedure U is applied to the trained
model to produce a model M−F = U(MT ,DF), such that
M−F (·|q) ≈ MR(·|q) for all queries, where MR is the
model retrained on the retain set DR. Unlearning verifica-
tion asks whether the influence of DF has been reduced to
the level expected under suitable controls. For each forget
owner f ∈ F we measure the reduction in forget-owner
signal ∆f = Af (MT ,Qf )−Af (M−F ,Qf ) and for retain
owner r ∈ R, we measure the reference retain-owner signal
Rr = Ar(M−F ,Qr)−Ar(MR,Qr).
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3. Evaluation Criteria and Metrics
The effectiveness of watermarking as a data provenance
method on the audit tasks depends on its reliability across
various stages and failure points. A provenance method can
fail at multiple points before an audit decision is made. For
example, the provenance signal may already be weak in the
prepared data, degrade data quality, may be removed by
pre-processing (such as paraphrasing), may fail to persist
through training, may collide with another owner’s signal,
or may be poorly calibrated for the target application. We
therefore evaluate provenance methods through stage-wise
failure points.

Data-level verifiability. Given watermarked data Dw
i , the

detector under the correct key should distinguish it from
unwatermarked and wrong-key data:

si(x) > sj(x) for x ∈ Dw
i , j ̸= i.

This stage verifies the watermarking operation itself. It is
necessary, but not sufficient, for LLM-level provenance.

Fidelity. A watermark should preserve the fidelity of the
source data. If x is an original text and xw its watermarked
counterpart, xw should preserve the meaning, fluency, and
downstream utility of x. We evaluate this using semantic
similarity, fluency, and task utility where applicable. Fidelity
matters since a provenance mechanism that makes the data
unnatural, unusable, or distributionally distorted may be
detectable but impractical.

Robustness to transformations. The signal should sur-
vive realistic transformations of either the data or the ob-
served outputs. Let g denote a perturbation such as token
deletion, synonym substitution, or paraphrasing. A robust
signal should remain detectable after transformation, i.e.,
si(g(x)) > τi, while maintaining low false-positive rates
on non-member and wrong-key controls. Paraphrasing is
especially important because it can remove surface signals
while preserving semantic content (data fidelity).

Persistence through training. The defining requirement of
data-centric provenance is that the signal survive model
training. If MT is trained on owner i’s prepared data,
then responses from MT should exhibit stronger owner-
specific evidence than responses from a reference model
(e.g. Ai(MT ,Qi) > Ai(Mref ,Qi) that has never been
trained on Di. This is the main distinction between data-
centric provenance and ordinary text-level watermark de-
tection. Training is a lossy transformation since it mixes
the owner’s data with background data, compresses the sig-
nal into model parameters, and exposes it only indirectly
through generated outputs.

Multi-owner separability. In realistic settings, many data
owners may use the same provenance mechanism (e.g. wa-
termarking family). The correct owner score should there-

fore exceed scores under other owners’ keys:

Ai(MT ,Qi) > Aj(MT ,Qi) for j ̸= i.

This criterion is necessary for source attribution and for
avoiding collisions among owners. It also distinguishes
owner-specific provenance from generic distribution shifts
that merely indicate that some training exposure occurred.

Application validity. Finally, the signal must support the
intended audit decision. Membership audit requires cali-
brated discrimination between member and non-member
owners. Source attribution requires accurate ranking among
candidate owners. Machine unlearning verification requires
measuring residual target data owner signal relative to con-
trols. These application-level requirements are related but
not interchangeable, and methods effective for one might
not be for the others.

4. Watershed: A Benchmark for Data-Centric
Provenance

The previous section defines data-centric provenance as a
systemic, multi-stage evaluation problem. Watershed opera-
tionalizes this view in a benchmark and toolkit for evaluat-
ing provenance methods under shared assumptions. Rather
than treating watermark detection, membership inference,
source attribution, and machine unlearning verification as
unrelated tasks, Watershed exposes them as different audit
decisions over a common pipeline: construct owner-specific
data, apply the watermark, train an LLM, query the LLM,
score responses under candidate data owners, and evaluate
the resulting audit decision.

Watershed is designed to answer two broad questions. First,
where in the pipeline does a provenance method succeed
or fail? Second, how does watermarking compare against
baseline methods when evaluated under matched access
LLMs, datasets, and controls? This section describes the
benchmark design, components, and evaluation.

4.1. Benchmark Overview

Given a collection of owner corpora {Di}Ni=1, Watershed
proceeds through five stages, with attacks and evaluations
applied across the stages:

1. Owner construction. The benchmark begins by partition-
ing a dataset into owner-specific corpora. Data owners may
correspond to natural sources, such as authors, publishers,
domains, or programming tasks, or to synthetic partitions
constructed for controlled experiments.

2. Provenance preparation. Each data owner is assigned a
key ki, and the training subset is transformed into a water-
marked corpus Dw

i = Wki
(Dtrain

i ).

3. LLM training. A base LLM M0 is trained or adapted

3
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Figure 2. Overview of Watershed

on a mixture of owner data and background data T = B ∪⋃
i∈S D̃i, where S is the set of included owners and D̃i

is the watermarked version of owner i’s data. This stage
converts a data-level provenance signal into a LLM-level
audit problem.

4. Black-box audit. The trained model is queried using
prompts from held-out audit data. For each prompt q, the
model produces a response y ∼ MT (· | q). The bench-
mark then scores the response under one or more candidate
owners using method-specific scoring functions si(q, y).

5. Application evaluation. Finally, Watershed aggregates
scores and evaluates the corresponding audit decision: mem-
bership, source attribution, or unlearning verification. The
same generated responses can therefore be analyzed at mul-
tiple levels: as evidence of training exposure, as evidence for
a particular owner, or as residual evidence after a removal
procedure.

4.2. Components

Watershed consists of modular components for data prepa-
ration, provenance methods, model training, auditing, and
evaluation. This modularity is important because existing
data-centric provenance methods are often evaluated under
bespoke pipelines, making direct comparison difficult. Prior
methods are proposed and evaluated in isolation, while ex-
isting watermarking benchmarks focus on model-centric
watermarking rather than data-centric provenance tasks.

Datasets. The benchmark supports datasets that can be
partitioned into source-level owners. In our experiments,
we use text and code corpora spanning news, blogs, and
programming tasks. These datasets allow us to evaluate
provenance across different content types and owner struc-

tures. Natural owner groupings are used when available;
otherwise, we construct synthetic owners by sampling dis-
joint subsets. In our current implementation, we consid-
ered: C4-realnewslike for news articles (Raffel et al., 2020),
Blog Authorship Corpus for blogs (Schler et al., 2006), and
MBPP/MBJSP for code (Austin et al., 2021).

Watermarks. We use watermarking algorithms for our data
provenance setting. Each watermarking algorithm provides
two functions: to apply a watermark Wki

(·) that prepares
data owner i’s corpus, and a scoring function si(·) that mea-
sures the watermark’s signal under key ki. For the bench-
mark, we apply the data-centric watermarking framework
proposed by (Lau et al., 2024) that enables other model-
centric LLM watermarking methods to be adapted to the
data provenance setting. In Watershed, we include Waterfall
(Lau et al., 2024), KGW (Kirchenbauer et al., 2023), Uni-
gram (Zhao et al., 2024), EXP-Gumbel (Aaronson, 2022),
SynthID (Dathathri et al., 2024).

Baselines. We include MIAs for membership audit. These
methods do not modify the training data. Instead, they score
naturally occurring exposure signals, such as likelihood, per-
plexity, or reference-model differences. Their role is not to
solve all provenance tasks, but to establish how much mem-
bership evidence is available without active intervention
(such as watermarking).

Models. The benchmark supports multiple open LLM fam-
ilies. This is important because watermark signals may
depend on tokenizer, model distribution, training dynamics,
and generation behavior. We therefore distinguish matched
settings, where the LLM used to prepare data and the LLM
trained on that data come from the same family, from cross-
family settings, where they differ. In our implementation,
we considered the models: Llama 3.1 8B (Grattafiori et al.,
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2024) and Gemma 2 9B (Team et al., 2024).

Attacks. Watershed includes data-side and output-side per-
turbations for testing robustness. Data-side perturbations
include token deletion, synonym substitution, and paraphras-
ing. Output-side perturbations can be used to test whether
audit scores remain stable when generated responses are
edited or rewritten. In the main experiments, we focus on
data-side robustness and training persistence, treating model
training itself as the central lossy transformation.

4.3. Evaluation Stages

The benchmark reports both stage-wise diagnostics and
application-level outcomes. This separation is central to
Watershed: when a method fails on an audit task, stage-
wise diagnostics help identify whether the failure comes
from weak data-level signal, poor fidelity, lack of robust-
ness, loss during training, cross-owner interference, or poor
calibration.

Data-stage evaluation. Before training any LLM, Water-
shed evaluates the prepared corpus directly. This includes
data-level detectability, wrong-key separability, robustness
to corpus perturbations, and fidelity with respect to the orig-
inal data. These tests answer whether the watermark signal
was successfully embedded and whether the watermarked
data remains useful.

Model-stage evaluation. After training, the benchmark
evaluates whether the signal persists in LLM outputs. The
trained LLM is queried using held-out prompts, and gener-
ated responses are scored under candidate data owners. The
key comparison is between the trained model and suitable
controls, such as a base LLM, a clean fine-tuned LLM, or
wrong-owner keys. This stage is the defining test for data
provenance: a signal that does not survive training cannot
support downstream LLM audit.

Application-stage evaluation. Finally, Watershed evaluates
whether the scores support the intended audit decision. For
membership audit, we report discrimination between mem-
ber and non-member data owners. For source attribution,
we report whether the correct data owner can be attributed
based on the LLM outputs. For unlearning verification, we
report whether the LLM still contains influence of the data.

5. Empirical Analysis of Data-centric
Watermarking

For the data owner to confidently claim that the LLM has
been trained on their data, we must first perform rigorous
evaluations on the effectiveness of watermarks in the data-
centric setting. We split our analysis on the data-side (Sec-
tion 5.2) and model-side (Section 5.3). This ensures that
we can properly verify whether the uploaded data contains

the watermark signal, and whether the LLM trained on the
watermarked data generates outputs that contains the same
watermark signal.

5.1. Experimental Setup

We focus the main paper on the C4 realnewslike dataset
since most LLM data-provenance disputes to date involve
news publishers. We partition the corpus into 10 data owners
with 1,000 articles each, watermarked under owner-specific
keys. The base LLMs are fine-tuned for 3 epochs at a
learning rate of 2e-5. For each watermarking scheme
we use the default hyperparameters from its original paper,
measuring out-of-the-box effectiveness in the data-centric
setting. Audit-time detection queries the LLM with K = 10
candidate keys (one per data owner) using a 50-token prefix,
and we report AUROC as the threshold-free metric and TPR
at FPR levels of 1%, 5%, and 10%. Full settings appear
in App D; results on the Blog Authorship Corpus are in
App F.1 and MBPP/MBJSP datasets are in App F.2.

5.2. Effectiveness of Watermark on Corpus

5.2.1. DETECTION AND ROBUSTNESS TO ATTACKS

We first evaluate the verifiability of the watermarks before
model training. Table 1 reports AUROC of the detector
on watermarked vs unwatermarked text. It shows that each
watermark embeds a strong signal into the dataset, shown by
the relatively high AUROC scores before attacks. Note that
while attacks such as token drop and synonym substitution
may reduce verifiability slightly, paraphrase attacks can
effectively remove watermarks for several watermarking
schemes (details in App D.2.3). However, Waterfall and
KGW remains relatively robust to all attacks.

5.2.2. DOES WATERMARKING DEGRADE TEXT
QUALITY?

Data owners may be concerned about the utility tradeoff
when using watermarks, so maintaining fidelity is an impor-
tant property of a good watermark. To evaluate the fidelity
of the text we use the STS scores and an LLM Judge (Gu
et al., 2025) (details in App D.1).

In Table 13, we notice that the STS scores between the
watermarked and original text is very high at around 0.9 and
the LLM Judge only identifies < 3% of the watermarked
text as unfaithful to the original text which suggests that the
watermark only slightly deviates from the original text.

5.2.3. DISTINGUISHING BETWEEN MULTIPLE DATA
OWNERS

As per the multi-owner separability property, we also ex-
pect to be able to distinguish between the N watermark
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Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.9800
Gemma-9B 1.0000 1.0000 1.0000 0.9375

KGW Llama-8B 1.0000 1.0000 1.0000 0.9390
Gemma-9B 1.0000 0.9987 0.9987 0.9145

Unigram Llama-8B 0.9828 0.9700 0.9657 0.8435
Gemma-9B 0.9748 0.9518 0.9465 0.8105

SynthID Llama-8B 0.9973 0.9857 0.9908 0.7705
Gemma-9B 0.9949 0.9462 0.9654 0.6725

EXP-Gumbel Llama-8B 0.9994 0.9969 0.9970 0.8490
Gemma-9B 0.9943 0.9737 0.9734 0.7595

Table 1. AUROC scores on the C4 realnewslike dataset before and after attacks. Paraphrase is using Llama 3.1 8B.

keys. The watermark’s per-key signal should not collide
across data owners as the detector instantiated with key ki
must distinguish between data from Di and data Dj where
j ̸= i at the data level, before any model is trained on the
watermarked corpus.

Table 11 shows that the per-key AUROC ≈ 1 across our
various configurations, where AUROC discriminates rows
from Dw

i scored under key ki (positives) from rows under
any other key kj , j ̸= i (negatives). This empirically shows
there is no cross-key interference at the data level as the
keys uniquely identify their data owner’s content and this
establishes the precondition for the model-side attribution
claim.

Watermark Model AUROC

Waterfall Llama-8B 0.942
Gemma-9B 0.991

KGW Llama-8B 0.880
Gemma-9B 0.987

Unigram Llama-8B 0.858
Gemma-9B 0.971

SynthID Llama-8B 0.615
Gemma-9B 0.921

EXP-Gumbel Llama-8B 0.762
Gemma-9B 0.957

Table 2. Model-side detection AUROC on C4-realnewslike with
K=10 candidate keys.

5.3. Watermark Persistence through Training

After the data owner has verified that the watermark signal is
strong in the watermarked dataset, and the fidelity of the text
is high, we investigate next the influence of the watermark
on the LLM trained on the watermarked datasets.

5.3.1. CAN WATERMARKS PERSIST THROUGH
TRAINING?

An important property for data-centric watermarking is the
ability for the signal to persist through training. Concretely,
if a model Mθ′ is fine-tuned on DW

i = Wk(i)(Di), its
outputs z ∼ Mθ′ should still satisfy s(z; k(i)) > τ when
prompted with reasonable queries.

To test this, we fine-tune each base LLM on its own water-
marked corpus (e.g. if the corpus was watermarked using
Waterfall applying Llama-8B as paraphraser, we use this
watermarked corpus to fine-tune Llama-8B) and evaluate
the performance of the watermark detector. We compute
the AUROC to distinguish between the outputs of an LLM
trained on watermarked text vs non-watermarked text.

Table 2 indicates signs that the watermarks persist through
training across all five watermark families: every scheme
exceeds the random-guess baseline of 0.5, and the distribu-
tional schemes (Waterfall, KGW, Unigram) cluster above
0.86 on Llama-8B and above 0.97 on Gemma-9B. The
non-distortionary schemes (SynthID, EXP-Gumbel) retain
a weaker but still present signal on Llama-8B (0.62 and
0.76 respectively) and recover strongly on Gemma-9B (0.92
and 0.96). Treating fine-tuning as a lossy transformation
analogous to paraphrase or compression, the watermark is
preserved through this transformation.

We compare this against using MIA attacks on an unwater-
marked setting. In this setting, the LLM is fine-tuned on the
original corpus (without the watermark). The data owner
may check whether their data has been used by using MIA
methods, and we note that the AUROC is high at ≈ 0.98
(see Table 20).

However, we must also consider the robustness to attacks.
As we have established, it is highly likely that the published
data may undergo perturbations before training. Hence, we
must also consider whether provenance methods still hold if
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Direction KGW Unigram Waterfall SynthID EXP-Gumbel

LlamaGen → GemmaTrain 0.979 0.925 0.992 0.897 0.972
GemmaGen → LlamaTrain 0.781 0.823 0.856 0.602 0.729

Table 3. Cross-family multi-query model-side detection AUROC on C4-realnewslike with K=10 candidate keys. Watermark detector
uses the generator-side tokenizer.

the data was attacked before training. We use the paraphrase
attack since it is the most effective perturbation compared
to token drop and synonym substitution.

In Table 4, the watermark column reveals the ability of
the detector to distinguish between the watermarked vs un-
watermarked LLM outputs and Min-K%++ measures seen
training rows vs. an unseen holdout. In this setting, the
trained LLM never saw the watermarked or original text
directly — only paraphrases of the watermark.

Watermark MIA

Watermark Model AUROC Min-K%++

Waterfall Llama-8B 0.814 0.488
Gemma-9B 0.837 0.475

KGW Llama-8B 0.799 0.487
Gemma-9B 0.814 0.471

Unigram Llama-8B 0.725 0.482
Gemma-9B 0.821 0.460

SynthID Llama-8B 0.576 0.477
Gemma-9B 0.654 0.445

EXP-Gumbel Llama-8B 0.654 0.486
Gemma-9B 0.673 0.443

Table 4. The trained model never saw the watermarked or original
text directly — only paraphrases of the watermarked text. Water-
marks are still robust to paraphrasing while Min-K%++ goes down
to random chance.

The results show that data-centric watermarking outper-
forms Min-K%++ (Zhang et al., 2025) by a significant mar-
gin when we consider an attack on the training data.

5.3.2. DIFFERENT MODEL FAMILIES FOR
WATERMARKER VS TRAINER

Realistic deployments mismatch the watermark generator
and trainer families. Table 3 reports two cross-family di-
rections, where XGen→ YTrain denotes that LLM X is
used as the watermark generator and LLM Y is fine-tuned
on the resulting watermarked corpus. Every watermark per-
sists through the cross-family trainer, and Waterfall under
LlamaGen → GemmaTrain reaches 0.992 — higher
than the same-family Gemma→Gemma configuration, since
the base LLM from a different family produces output far
from the watermark distribution and widens the finetuned-
vs-base gap. The reverse GemmaGen → LlamaTrain
(0.856) is lower, so the cross-family gain is asymmetric and

depends on the trainer absorbing the watermark distinctly
from its natural outputs.

5.3.3. IMPACT OF WATERMARK ON MODEL UTILITY

We also investigate the impact of the watermarks on model
utility, given in Table 21. We test our LLMs trained on
watermarks based on the average zero-shot accuracy across
six LM Evaluation Harness (Gao et al., 2024) tasks. The
results show that training the LLM on watermarked data
does not significantly impact model utility on general tasks.
In fact, the degradation of fine-tuning on a watermarked
dataset is not too different from the degradation suffered
from fine-tuning on a non-watermarked dataset.

5.3.4. SOURCE ATTRIBUTION

In the event the data owner successfully verifies that the
LLM was trained on their data, one possible resolution is for
the LLM owner to compensate the data owner with royalty
payments. Rather than attributing each individual output
to a single source, we measure the aggregate per-source
signal across an evaluation batch and use it as the basis for
proportional royalty distribution at periodic settlement. We
pool by source: per-source mean score across an evaluation
batch, argmax over candidates (more details in App C.2).
Pooled accuracy reaches 1.0 for every (watermark, model)
pair except Unigram-Llama (0.8); see Table 12.

5.3.5. MACHINE UNLEARNING VERIFICATION

An alternative solution that the court might rule is that the
LLM owner must remove the influence of the data owner’s
content, which is also known as machine unlearning (Cao
& Yang, 2015; Yao et al., 2024).

It is important to be able to evaluate whether the influence of
the data is still present in the LLM, which is proper machine
unlearning verification metrics (Shi et al., 2025; Maini et al.,
2024). Recently, there has been work on utilizing water-
marks for such a task which shows to be promising (Lu
et al., 2026). For unlearning tasks, the ”gold standard” is the
LLM trained on only the retain set. Ideally, the performance
on the forget set should be low while the performance on
the retain set is high. The AUROC follows the same model-
side convention as Section 5.3 but evaluated separately on
prompts from DF (forget) and DR (retain).

On the forget side, gradient difference reduces AUROC to-
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Forget Set AUROC ↓
Watermark Model original GD oracle

KGW Llama-8B 0.616 0.481 0.477
Gemma-9B 0.655 0.489 0.464

Unigram Llama-8B 0.734 0.471 0.513
Gemma-9B 0.705 0.639 0.510

Waterfall Llama-8B 0.654 0.448 0.490
Gemma-9B 0.553 0.569 0.427

SynthID Llama-8B 0.524 0.492 0.568
Gemma-9B 0.439 0.422 0.437

EXP-Gumbel Llama-8B 0.497 0.437 0.467
Gemma-9B 0.526 0.440 0.451

Retain Set AUROC ↑
Watermark Model original GD oracle

KGW Llama-8B 0.745 0.652 0.753
Gemma-9B 0.729 0.691 0.729

Unigram Llama-8B 0.747 0.662 0.753
Gemma-9B 0.697 0.677 0.682

Waterfall Llama-8B 0.805 0.722 0.807
Gemma-9B 0.708 0.680 0.731

SynthID Llama-8B 0.512 0.521 0.494
Gemma-9B 0.531 0.515 0.522

EXP-Gumbel Llama-8B 0.570 0.509 0.594
Gemma-9B 0.570 0.547 0.592

Table 5. Unlearning results (AUROC) across watermarks and base
models. Top: forget set (lower is better; close to oracle = effective
unlearning). Bottom: retain set (higher is better; close to oracle =
utility preserved). original = LLM fine-tuned on full dataset;
GD = gradient difference; oracle = retrain-on-retain.

ward the oracle for KGW (Llama: 0.616→0.481 vs. oracle
0.477; Gemma: 0.655→ 0.489 vs. 0.464), but overshoots
below the oracle on Unigram-Llama and Waterfall-Llama or
barely moves on Waterfall-Gemma. On the retain side, GD
costs 0.07–0.10 AUROC vs. oracle on Llama-8B across wa-
termarks — a measurable utility drop — while staying close
to oracle on Gemma-9B. SynthID sits at the random-guess
baseline on both sides. Reading both sides together exposes
whether an operator is removing the right amount of signal
from the forget set and retaining enough performance on the
retain set.

6. Related Works
6.1. Data-centric Watermarking

Data-centric watermarking embeds a watermark directly
into a training corpus rather than into model outputs, so that
any model trained on the corpus inherits a detectable signal.
Existing methods pursue distinct goals: imperceptible em-
bedding via invisible Unicode characters (Lu et al., 2025),

paraphrase-based rewriting that wraps a model-centric wa-
termark to produce token-biased training text (Lau et al.,
2024), and watermark persistence as evidence of incom-
plete machine unlearning (Lu et al., 2026). Closely related
is the line of work on radioactivity (Sander et al., 2024),
which characterizes when the signal of an output watermark
persists into a downstream model trained on watermarked
text. These methods have been evaluated under bespoke
protocols on different model families and datasets, and to
our knowledge have never been directly compared. Water-
shed addresses this gap with a shared interface and a unified
evaluation protocol.

6.2. Watermarking Benchmarks and Toolkits

Two prior efforts establish benchmarks or toolkits for LLM
watermarking. WaterBench (Tu et al., 2024) benchmarks
watermarks across four generation tasks under a matched-
strength comparison protocol, while MarkLLM (Pan et al.,
2024) provides reference implementations of watermarks
behind a unified API. Both target the model-centric regime:
they evaluate watermarks on perturbations of generated text
from a watermarked sampler, not on generations from a
model trained on watermarked data. Neither can therefore
assess membership audit, source attribution, or machine
unlearning verification in the data-centric sense, since each
requires training a model on watermarked data and prob-
ing its generations. Watershed is complementary: it targets
the data-centric regime, integrates with MarkLLM as an
extension bridge for additional algorithms, and is the first
benchmark we are aware of that evaluates whether a water-
mark survives training.

7. Conclusion
We presented Watershed, a unified benchmark and toolkit
for evaluating data-centric watermarking as an end-to-end
provenance audit pipeline. Watershed structures provenance
evaluation into stage-wise tests for data-level detectability,
fidelity, robustness, training persistence, and multi-owner
separability, together with three downstream audit tasks:
membership audit, source attribution, and unlearning ver-
ification. Our empirical study across five watermarking
schemes, two LLM families, and three data domains shows
that data-centric watermarking can support all three audit
tasks under a single shared protocol, but a watermark’s rank-
ing on one pipeline stage does not predict its ranking on
another: SynthID is essentially perfect at the data level but
loses substantial signal during training; Unigram is robust
through training but yields the weakest attribution; and when
a watermark’s model-side signal is already near chance (e.g.,
Waterfall-Gemma, SynthID-Llama), the unlearning metric
itself loses resolution. These cross-stage gaps justify the
stage-wise design — no single number captures whether a
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watermark is fit-for-purpose across the full audit pipeline.
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A. Datasets
In this section, we provide more details on the curation of our datasets used in this project and the reason for the design
choices.

A.1. C4 realnewslike

The original C4 realnewslike dataset has roughly 13 million samples of news articles. Since we are interested
in data-centric watermarking, we parse the url column of the C4 realnewslike dataset (Raffel et al., 2020) to
extract the institution that produced a given news article. Then, to ensure the quality of the news article, we
first rank the top 50 institutions by article volume as given in Table 6. And then, we randomly sample 10 in-
stitutions to be used for our dataset, which resulted in https://aljazeera.com/, https://cnbc.com/,
https://nytimes.com/, https://reuters.com/, https://theatlantic.com/,
https://npr.org/, https://latimes.com/, https://bbc.com/, https://theguardian.com/,
and https://wired.com/. 1,000 news articles are extracted per institution to build our dataset of size 10,000.

Afterwards, we filter the text to only include 300 ≤ words ≤ 2500 to ensure that the text is sufficiently long enough to
realistically absorb a watermark while not being too long such that it exceeds the context length of open-source LLMs.

Rank Institution Count Rank Institution Count

1 reuters.com 184,891 26 usatoday.com 57,751
2 nytimes.com 172,510 27 nypost.com 57,637
3 latimes.com 143,984 28 npr.org 57,337
4 theguardian.com 135,552 29 time.com 57,003
5 businessinsider.com 104,965 30 baltimoresun.com 56,164
6 zdnet.com 92,566 31 stanford.edu 53,903
7 bbc.co.uk 91,266 32 mashable.com 53,886
8 forbes.com 90,558 33 gizmodo.com 53,474
9 foxnews.com 87,269 34 hindustantimes.com 52,547

10 cnet.com 85,451 35 cnbc.com 52,287
11 chicagotribune.com 83,732 36 azcentral.com 50,441
12 washingtonpost.com 82,105 37 adweek.com 47,683
13 aljazeera.com 79,616 38 csmonitor.com 47,671
14 telegraph.co.uk 79,528 39 thesun.co.uk 47,343
15 cnn.com 78,388 40 edweek.org 46,671
16 dailymail.co.uk 78,275 41 nydailynews.com 45,898
17 indiatimes.com 72,990 42 chron.com 45,762
18 express.co.uk 72,761 43 straitstimes.com 45,167
19 theatlantic.com 69,857 44 dailystar.co.uk 44,804
20 sfgate.com 65,764 45 techcrunch.com 43,577
21 foxbusiness.com 63,544 46 pcmag.com 43,146
22 fool.com 63,499 47 inquisitr.com 43,094
23 rt.com 63,085 48 cbsnews.com 42,850
24 ndtv.com 60,731 49 deadline.com 42,742
25 bbc.com 59,581 50 wired.com 42,379

Table 6. Top 50 Institutions by Article Volume in C4 RealNewsLike.

A.2. Blog Authorship Corpus

The original Blog Authorship Corpus (Schler et al., 2006) contains posts from 19,320 bloggers with a total of 681,288 blog
posts. This dataset already has a column id as a unique identifier for each blogger which nicely suits our needs. Since
realistically there are more bloggers than newspapers on the web, we select randomly select 20 unique id’s from the dataset.
A blogger would also produce fewer content compared to entire newspapers, so we choose 500 blog posts for each blogger,
towards a dataset of size 10,000. Blog posts tend to be much shorter compared to news articles, so we also took this into
account during the filtering process. We select blog posts with 100 ≤ words ≤ 1500 to make sure the text is long enough
to absorb the watermark and still fits within the LLM’s context length.

B. Model-centric Watermarking
We summarise the five model-centric schemes we adapt to the data-centric setting; the same algorithm is applied at
watermarking time and the same detector at audit time.

KGW (Kirchenbauer et al., 2023): per-step partition of the vocabulary into a key-dependent “green” subset (γ=0.25) and
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complementary “red” subset, with logit bias δ on green. Detector recomputes the partition and reports a z-score on the
green-token fraction.

Unigram (Zhao et al., 2024): KGW with a single corpus-level partition rather than per-position. Cheaper detector, lower
per-token paraphrase robustness.

Waterfall (Lau et al., 2024): paraphrase-and-rerank — an LLM rewrites the source under group beam search, and the
candidate maximising key-conditioned similarity-plus-watermark-score is emitted.

SynthID (Dathathri et al., 2024): tournament-style PRF over the next-token distribution. Non-distortionary in expectation,
which makes the signal hard to recover after fine-tuning.

EXP-Gumbel (Aaronson, 2022): key-conditioned Gumbel perturbation on the logits. Like SynthID, the signal is in the
random draws; unlike SynthID, per-row signal density is close to KGW’s.

All five share a common BaseWatermark interface in our released code.

C. Data Provenance Applications
We expand here on the three audit tasks of Section 2.2.

C.1. Data Membership Detection

Binary membership: given key k(i) and prompts Qi, score continuations under the key-specific detector, aggregate
Ai = Aggq si(q,MT (q)), threshold at τi. The classical analogue is MIA on raw text; under verbatim publication MIA
achieves higher AUROC (≈ 1.0) at the cost of forcing the data owner to expose unmodified content. Under the publish-
paraphrased adversary the MIA route collapses to ≈ 0.5 across all four detectors (loss, min k, min k pp, zlib ratio)
while watermarking holds at 0.65–0.84 AUROC — the regime where data-centric watermarking is the only viable audit
primitive.

MIA detector choice. Table 7 evaluates the four MIA detectors on the un-fine-tuned base models against the same seen
/ unseen sets used for the FT-model audits. Anything ≈ 0.5 on the base ⇒ the detector is membership-driven; anything
> 0.5 ⇒ an intrinsic text-difficulty confound that inflates the FT-model AUROC by roughly that gap. min k pp is the
only detector that hits chance on both bases (0.501, 0.485) — the bias-corrected formulation (Zhang et al., 2025) divides
out per-position vocabulary entropy, which is exactly what makes it well-calibrated. loss and min k carry ∼ 0.07–0.08
residual confound; zlib ratio is broken in this protocol (base AUROC 0.88). We therefore use min k pp as the
headline MIA baseline throughout the paper.

Cell loss min k min k pp zlib ratio

Llama-3.1-8B-Instruct (base) 0.571 0.582 0.501 0.883
Gemma-2-9b-it (base) 0.560 0.560 0.485 0.881

Table 7. Reference-model MIA AUC on un-fine-tuned base models, C4 realnewslike.

Tables 20 and 9 report Setting B AUROC on the same audit, but applied to vanilla-FT models (the data owner publishes raw
original text and the model trains directly on it — no watermark). min k pp saturates at 1.000 on Blog across all
four base models, confirming that verbatim memorization in a 10k × 3-epoch fine-tune is effectively perfect when the model
trains directly on the raw text. C4 sits slightly off-ceiling at 0.97–0.99 across detectors. The contrast against §F.2 / §F.3
(model-side AUROC under watermarking) is the qualitative privacy trade-off: Setting B beats best-Setting-A by 0.01–0.14,
but only at the cost of forcing the data owner to publish raw content.

C.2. Source Attribution

K-class identification: score the same continuations under each candidate’s detector sj , aggregate Aj , predict ȷ̂ =
argmaxj Aj . We report per-id pooled accuracy — scores averaged across all prompts of true owner j before the argmax —
as the realistic-audit metric: a data owner running the audit has all evidence rows in hand, and pooling sharpens the argmax
even when per-row signal is noisy.
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Model loss min k min k pp zlib ratio

Llama-8B 0.9800 0.9818 0.9845 0.9783
Qwen-7B 0.9774 0.9794 0.9835 0.9542
Qwen-14B 0.9769 0.9782 0.9803 0.9569
Gemma-9B 0.9830 0.9832 0.9848 0.9835

Table 8. Setting B (vanilla MIA) AUROC on the C4 realnewslike dataset. Each row is a base model fine-tuned for 3 epochs on raw
original text (no watermark).

Model loss min k min k pp zlib ratio

Llama-8B 1.0000 1.0000 1.0000 0.9822
Qwen-7B 1.0000 1.0000 1.0000 0.9528
Qwen-14B 1.0000 1.0000 1.0000 0.9619
Gemma-9B 1.0000 1.0000 1.0000 0.9993

Table 9. Setting B (vanilla MIA) AUROC on the Blog Authorship Corpus dataset. Each row is a base model fine-tuned for 3 epochs on
raw original text (no watermark).

Let M ∈ RT×N be the score matrix obtained by querying the suspect model with T prompts and scoring each continuation
under every candidate key {k(1), . . . , k(N)}. With Ri = {r : yr = i} denoting the rows of the evaluation set authored by
data owner i, we pool by source and predict

ŷi = arg max
j∈{1,...,N}

1
|Ri|

∑
r∈Ri

Mr,j ,

Attr-Acc = 1
N

N∑
i=1

1[ŷi = i] .

(1)

The royalty share assigned to data owner i is then share(i) =
∑

r Mr,i

/∑
j,r Mr,j .

The data-side specificity precondition (Table 11) is necessary but not sufficient: the model must additionally preserve per-key
signal in its continuations. Both conditions hold for the distortion-based watermarks (KGW, Unigram, Waterfall) on both
base models; attribution clears 0.95 on every C4 cell except Unigram-Llama (0.80).

C.3. Machine Unlearning Evaluation

Given an unlearning procedure U targeting data owner i, we report (i) the reduction ∆i = Ai(MT )−Ai(M−F ) and (ii)
the residual relative to a reference Ri = Ai(M−F )−Ai(Mref). The reference is essential: without it, a small Ai(M−F ) is
ambiguous between successful unlearning and general fluency damage. We use a retrain-on-retain oracle as Mref — a fresh
fine-tune from the base model on the retain split alone — giving the lowest physically achievable target-owner signal.

Unlearning operators. Retain-only retrain (oracle). Fresh fine-tune from pretrained weights on retain keys {6, . . . , 20}
(7,500 rows), 3 epochs at the same hyperparameters as the full-FT (FSDP zero-3, lr 2e-5, cosine, 3% warmup). Used as
Mref .

Gradient Difference (GD-T ). Starting from MT , minimise

LGD(θ) = −LLM(θ; Dforget) + LLM(θ; Dretain)

for T steps: ascent on forget, descent on retain, equal sampling. We use GD-200 (effective batch 128 across 4 GPUs);
T = 200 is the smallest budget at which forget-side Ai approaches the oracle for KGW-Llama, with longer schedules
over-damaging retain.

Negative Preference Optimization (NPO). (Zhang et al., 2024)

LNPO(θ) = − 2
β log σ

(
−β log pθ(y|x)

pT (y|x)

)
,

(x, y) ∈ Dforget, with pT frozen. We use β=0.1 for 500 steps. Retain-side preservation comes only from the KL anchor.
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All three share forget / retain splits (keys {1..5} / {6..20}), evaluation protocol (50-token prefix, K=20 audit, 300 prompts
per side), and a single seed. Implementation: data mark/trainer/unlearn.py in our released code.

D. Experimental Settings
Cluster: NVIDIA GH200 GPUs, 1,000+ node-hours total. Watermarking and evaluation use single-GPU array jobs; full-FT
uses 4-GPU FSDP zero-3 for 3 epochs at lr 2e-5 (cosine, 3% warmup). Tables are single-seed unless noted; seeded re-runs
show ±0.02–0.03 AUROC drift per cell.

D.1. Fidelity

To evaluate the fidelity, we use the following metrics:

STS. We compare the semantic similarity score between the original text and the watermarked text using an independent
embedding model sentence-transformers/all-mpnet-base-v2 (Song et al., 2020).

LLM Judge. We use the LLM-as-judge framework (Gu et al., 2025), using gpt-4o-mini (OpenAI et al., 2024)
as our judge model. The judge compares the watermarked text against the original text and will rate it between
{faithful, partial, unfaithful}. We aggregate the score as well assigning them with 1, 0.5, and 0 respectively.

D.2. Attacks

Five content-preserving attacks applied before detection: token-level surface edits (Token Drop, Synonym Substitution) and
paraphrase rewrites (LLM, DIPPER, PEGASUS).

D.2.1. TOKEN DROP

Random deletion of 10% of tokens. Most data-centric watermarks are position-dependent (KGW reads consecutive-token
pairs; Unigram a per-token partition; SynthID/EXP-Gumbel the per-step PRF), so token drop is a natural lower-bound probe.
AUROC degrades 0.00–0.05 for distortion-based watermarks and 0.05–0.20 for non-distortionary schemes.

D.2.2. SYNONYM SUBSTITUTION

Replace 10% of content tokens with WordNet synonyms (Miller, 1995). Comparable disruption to token drop on natural-
language text, slightly stronger on code where most identifiers lack meaningful synonyms.

D.2.3. LLM PARAPHRASER

Instruction-tuned LLMs rewrite the watermarked text without knowing the watermark scheme, prompted with:

You are a careful paraphraser. Rewrite the user’s text using different wording
while preserving its meaning, length, and tone. Output only the paraphrase,
with no preamble or explanation.

We use Llama-3.1-8B-Instruct as the headline paraphraser. Qwen and Gemma variants behave similarly (mean per-watermark
AUROC differs by < 0.05); see Table 10 for the fidelity profile.

D.2.4. DIPPER

DIPPER (Krishna et al., 2023) maximises rewrite diversity while preserving semantics. Default settings; this is the most
aggressive paraphrase in our suite (STS ≈ 0.72 vs LLM paraphrasers’ ≈ 0.93) and the worst-case adversarial benchmark.

D.2.5. PEGASUS

PEGASUS (Zhang et al., 2020) is an abstractive-summarisation model used. Most surface-disruptive (STS ≈ 0.57) but
inflates perplexity 3.1× on our independent oracle — a real adversary would not deploy this. Reported for comparability
only.
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D.2.6. PARAPHRASER FIDELITY COMPARISON

Table 10 reports surface-form preservation for each attack, averaged over all 40 watermarked corpora. STS uses
all-mpnet-base-v2 (Song et al., 2020) between paraphrased text and (i) the watermarked source, (ii) the un-
watermarked original text. PPL ratio uses OLMo-2-1124-7B (Groeneveld et al., 2024) as an independent oracle.
Per-watermark variance is < 0.01 in STS and < 0.05 in PPL ratio, so the profile is a property of the paraphraser.

Paraphraser STS(wm, attacked) STS(orig, attacked) PPL(attacked) / PPL(wm)

LLM paraphrasers
llama paraphrase 0.930 0.838 0.784
qwen paraphrase 0.933 0.841 1.199
gemma paraphrase 0.929 0.839 0.964

Dedicated paraphrasers
pegasus 0.568 0.540 3.122
dipper 0.716 0.670 1.526

Table 10. Paraphraser fidelity comparison, averaged over the 40-corpus benchmark. STS via
sentence-transformers/all-mpnet-base-v2; PPL ratio via allenai/OLMo-2-1124-7B.

Why we report Llama-paraphrase. The three LLM paraphrasers preserve essentially the same semantic content (STS
∈ [0.929, 0.933]); the differentiator is fluency. Llama’s PPL ratio is 0.784 (rewrites are slightly more fluent than the source),
vs. Qwen 1.199 and Gemma 0.964. Llama is therefore the strongest realistic adversary: most fluent rewrite tracking source
semantics, which a defender cannot reject on quality grounds. We use it as the canonical “Paraphrase” column and treat
Qwen / Gemma as sensitivity tests.

The dedicated paraphrasers and the LLM paraphrasers bound the realistic–worst-case interval. PEGASUS aggressively
rewrites surface form (STS 0.568) but inflates perplexity 3.1×, easy to reject on fluency screening. DIPPER simultaneously
degrades surface form (STS 0.716) and preserves usable fluency (PPL ratio 1.526) — the worst-case adversary in our suite.

E. Other Experimental Results on C4
E.1. Per-id Specificity

Watermark Model AUROC

Waterfall Llama-8B 1.000
Gemma-9B 1.000

KGW Llama-8B 0.998
Gemma-9B 0.989

Unigram Llama-8B 0.998
Gemma-9B 0.996

SynthID Llama-8B 0.995
Gemma-9B 0.982

EXP-Gumbel Llama-8B 1.000
Gemma-9B 0.996

Table 11. AUROC for the per-id separability on the C4 realnewslike dataset.
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E.2. Attribution

Watermark Model Attribution Accuracy

Waterfall Llama-8B 1.000
Gemma-9B 1.000

KGW Llama-8B 1.000
Gemma-9B 1.000

Unigram Llama-8B 0.800
Gemma-9B 1.000

SynthID Llama-8B 1.000
Gemma-9B 1.000

EXP-Gumbel Llama-8B 1.000
Gemma-9B 1.000

Table 12. Attribution accuracy on the C4 realnewslike dataset.

E.3. Quality

Table 13 reports STS and LLM-judge fidelity for the C4 realnewslike dataset. STS clusters at 0.88–0.92 across all five
watermarks; the LLM judge labels 19–31% of samples as faithful and the remainder as partial, with unfaithful rates below
3% on every cell. Soft fidelity sits at 0.59–0.66, lower than Blog (0.71–0.79) because C4 articles are longer and contain
more domain-specific terminology that an LLM rewrite is more likely to drift on.

LLM Judge

Watermark Model STS Faithful (%) Partial (%) Unfaithful (%) Soft Fidelity

Waterfall Llama-8B 0.917 19.7 77.7 2.7 0.585
Gemma-9B 0.897 21.3 77.7 1.0 0.602

KGW Llama-8B 0.904 31.3 67.7 1.0 0.652
Gemma-9B 0.881 25.7 73.7 0.7 0.625

Unigram Llama-8B 0.901 26.7 71.3 2.0 0.623
Gemma-9B 0.879 26.0 72.3 1.7 0.622

SynthID Llama-8B 0.899 31.3 68.7 0.0 0.657
Gemma-9B 0.877 24.7 75.0 0.3 0.622

EXP-Gumbel Llama-8B 0.900 30.3 69.7 0.0 0.652
Gemma-9B 0.878 22.0 78.0 0.0 0.610

Table 13. Fidelity metrics (STS, LLM Judge) for the C4 realnewslike dataset. Lower Unfaithful is better; higher STS / Faithful / Soft
Fidelity is better.

E.4. Detection at Fixed FPR (Data-Side)

Tables 14–16 report data-side TPR@{1, 5, 10}%FPR on C4 before and after attacks. KGW and Waterfall reach 1.0000
on clean text and survive token-drop / synonym-substitution at ≥ 0.99 across all base models. Llama-paraphrase is the
strongest attack, dropping TPR@1% to 0.21–0.99 across cells; Waterfall-Llama at 0.99 is the only configuration that retains
near-ceiling low-FPR performance under realistic paraphrase.

E.5. Detection at Fixed FPR (Model-Side)

Tables 17–19 report TPR@{1, 5, 10}%FPR for the model-side audit on 300 held-out prefixes (K = 10, prefix length 100,
single seed), complementing the AUROC in Table 2.

20



1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
1152
1153
1154

Watershed: A Unified Benchmark for End-to-End Data Provenance Evaluation

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.9900
Gemma-9B 1.0000 1.0000 1.0000 0.7500

KGW Llama-8B 1.0000 1.0000 1.0000 0.8567
Gemma-9B 1.0000 0.9620 0.9560 0.3967

Unigram Llama-8B 0.8160 0.7420 0.7320 0.4733
Gemma-9B 0.6080 0.4300 0.4360 0.2100

SynthID Llama-8B 0.9920 0.8800 0.9100 0.5667
Gemma-9B 0.9600 0.7320 0.8040 0.3033

EXP-Gumbel Llama-8B 0.9920 0.9580 0.9740 0.6167
Gemma-9B 0.9360 0.6640 0.7280 0.1867

Table 14. Data-side detector TPR@1%FPR on the C4 realnewslike dataset before and after attacks. Paraphrase reports TPR under the
Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.9933
Gemma-9B 1.0000 1.0000 1.0000 0.8600

KGW Llama-8B 1.0000 1.0000 1.0000 0.9567
Gemma-9B 1.0000 1.0000 0.9980 0.6867

Unigram Llama-8B 0.9180 0.8540 0.8340 0.6067
Gemma-9B 0.8520 0.7120 0.6920 0.3867

SynthID Llama-8B 0.9960 0.9420 0.9620 0.6900
Gemma-9B 0.9880 0.8240 0.8960 0.3900

EXP-Gumbel Llama-8B 0.9980 0.9860 0.9900 0.7633
Gemma-9B 0.9740 0.8660 0.8960 0.3500

Table 15. Data-side detector TPR@5%FPR on the C4 realnewslike dataset before and after attacks. Paraphrase reports TPR under the
Llama-3.1-8B-Instruct paraphraser.

E.6. Comparison Against MIA Baselines

We also evaluate the effectiveness of MIA to identify whether a given text is included in the training data. We fine-tune the
base LLM on the unwatermarked corpus. The MIA distinguishes between members (e.g. training data) vs non-members
(e.g. holdout set).

Model loss min k min k pp zlib ratio

Llama-8B 0.9800 0.9818 0.9845 0.9783
Gemma-9B 0.9830 0.9832 0.9848 0.9835

Table 20. AUROC on the C4 realnewslike dataset using MIA. Each row is a base model fine-tuned for 3 epochs on raw text.

E.7. Impact on Model Utility

F. Experimental Results on Other Datasets
The main paper focuses on C4 realnewslike since many data-provenance lawsuits involve newspapers. We additionally
report Blog and code-domain (MBPP/MBJSP) results to characterise generalisation across content types.
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Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 1.0000
Gemma-9B 1.0000 1.0000 1.0000 0.9033

KGW Llama-8B 1.0000 1.0000 1.0000 0.9800
Gemma-9B 1.0000 1.0000 1.0000 0.7800

Unigram Llama-8B 0.9500 0.9040 0.8840 0.6933
Gemma-9B 0.9420 0.8340 0.8340 0.5400

SynthID Llama-8B 0.9960 0.9680 0.9760 0.7333
Gemma-9B 0.9900 0.8760 0.9280 0.4467

EXP-Gumbel Llama-8B 0.9980 0.9940 0.9920 0.8367
Gemma-9B 0.9860 0.9340 0.9380 0.4400

Table 16. Data-side detector TPR@10%FPR on the C4 realnewslike dataset before and after attacks. Paraphrase reports TPR under the
Llama-3.1-8B-Instruct paraphraser.

Watermark Model TPR@1%FPR

Waterfall Llama-8B 0.440
Gemma-9B 0.833

KGW Llama-8B 0.367
Gemma-9B 0.733

Unigram Llama-8B 0.343
Gemma-9B 0.663

SynthID Llama-8B 0.060
Gemma-9B 0.403

EXP-Gumbel Llama-8B 0.080
Gemma-9B 0.533

Table 17. Model-side detection TPR@1%FPR on the C4 realnewslike dataset with K=10 candidate keys.

F.1. Blog Authorship Corpus

Blog Authorship Corpus (Schler et al., 2006) uses 20 data owners with 500 posts each. Model-side audit uses K = 20
candidate keys.

F.1.1. EFFECTIVENESS OF WATERMARK ON CORPUS

Detection and Robustness to Attacks.

All five watermarks achieve near-ceiling clean AUROC (≥ 0.96 on both bases). Cheap perturbations cost 0.01–0.08.
Llama-paraphrase is the strongest attack, dropping AUROC to 0.57–0.96; Waterfall-Llama retains the most signal (0.9610).
Gemma corpora are uniformly more paraphrase-vulnerable than Llama corpora, mirroring C4.

Does Watermarking Degrade Text Quality?

STS clusters at 0.83–0.86. LLM judge: 43–58% faithful, < 2% unfaithful on every cell, soft fidelity 0.71–0.79. No
watermark dominates on quality, so the choice between watermarks on the Blog Authorship Corpus is a robustness trade-off,
not a quality trade-off.

Distinguishing Between Multiple Data Owners.

All five watermarks reach mean per-key AUROC ≥ 0.97 on both bases (Waterfall: exactly 1.000); the data-side specificity
precondition for the K = 20 model-side audit holds.
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Watermark Model TPR@5%FPR

Waterfall Llama-8B 0.653
Gemma-9B 0.883

KGW Llama-8B 0.560
Gemma-9B 0.883

Unigram Llama-8B 0.457
Gemma-9B 0.807

SynthID Llama-8B 0.153
Gemma-9B 0.540

EXP-Gumbel Llama-8B 0.230
Gemma-9B 0.727

Table 18. Model-side detection TPR@5%FPR on the C4 realnewslike dataset with K=10 candidate keys.

Watermark Model TPR@10%FPR

Waterfall Llama-8B 0.767
Gemma-9B 0.923

KGW Llama-8B 0.697
Gemma-9B 0.913

Unigram Llama-8B 0.520
Gemma-9B 0.863

SynthID Llama-8B 0.260
Gemma-9B 0.607

EXP-Gumbel Llama-8B 0.350
Gemma-9B 0.767

Table 19. Model-side detection TPR@10%FPR on the C4 realnewslike dataset with K=10 candidate keys.

F.1.2. WATERMARK PERSISTENCE THROUGH TRAINING

Are the Watermarks Really Radioactive?

Tables 26, 27, and 28 report the corresponding model-side TPR at fixed FPR operating points for the Blog corpus.

Persistence on Blog is measurably weaker than C4: per-cell AUROC 0.64–0.94 vs. 0.61–0.99. Drivers: blog posts are
shorter (median ∼250 words vs. ∼500+), and 20-way attribution is statistically harder than 10-way. Every cell still exceeds
chance, and Waterfall/KGW cluster at ≥ 0.89 on both bases.

F.1.3. DETECTION AT FIXED FPR

Tables 29–31 report data-side TPR@{1, 5, 10}%FPR — the realistic deployment regime under a fixed false-accusation
budget.

TPR@1% sharpens the cross-watermark contrast: KGW and Waterfall stay at 1.000 clean and ≥ 0.99 under cheap
perturbations on Llama-8B, but paraphrase TPR@1% drops to 0.05–0.71. Gemma cells lose systematically more than
Llama; Unigram-Gemma at 0.05 is audit-unusable. Waterfall-Llama is the only configuration retaining acceptable low-FPR
performance under paraphrase (0.71).

F.1.4. SOURCE ATTRIBUTION

Blog attribution is noisier than C4 (K = 20 vs. K = 10 at weaker per-row signal). Waterfall stays perfect on both bases;
SynthID reaches 1.0 on Llama-8B (pooling sharpens noisy per-row scores). Unigram is the worst at 0.700 on both bases.
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No Watermark KGW Unigram Waterfall SynthID EXP-Gumbel

Model Base ∆ ∆ ∆ ∆ ∆ ∆

Llama-8B 0.690 0.663 −0.028 0.638 −0.024 0.641 −0.022 0.649 −0.013 0.639 −0.024 0.643 −0.020
Qwen-7B 0.708 0.684 −0.024 0.663 −0.021 0.661 −0.023 0.666 −0.018 0.664 −0.020 0.658 −0.026
Qwen-14B 0.761 0.744 −0.017 0.725 −0.020 0.716 −0.028 0.722 −0.023 0.716 −0.028 0.719 −0.025
Gemma-9B 0.731 0.689 −0.042 0.653 −0.036 0.659 −0.029 0.654 −0.035 0.650 −0.039 0.651 −0.038
† No Watermark ∆ is relative to Base; all other ∆ are relative to No Watermark.

Table 21. Average zero-shot accuracy across six LM-Eval-Harness tasks (ARC-Easy, ARC-Challenge, HellaSwag, WinoGrande,
TruthfulQA-MC2, MMLU) on the C4 realnewslike dataset. Bold indicates the least degradation among watermarks.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.9610
Gemma-9B 1.0000 0.9995 0.9993 0.8094

KGW Llama-8B 1.0000 0.9998 0.9998 0.8871
Gemma-9B 0.9986 0.9895 0.9875 0.7050

Unigram Llama-8B 0.9878 0.9821 0.9798 0.8159
Gemma-9B 0.9654 0.9412 0.9407 0.7579

SynthID Llama-8B 0.9965 0.9780 0.9847 0.6708
Gemma-9B 0.9817 0.9034 0.9068 0.5743

EXP-Gumbel Llama-8B 0.9940 0.9864 0.9845 0.7751
Gemma-9B 0.9863 0.9468 0.9541 0.6495

Table 22. Data-side detector AUROC on the Blog Authorship Corpus before and after attacks. Paraphrase reports AUROC under the
Llama-3.1-8B-Instruct paraphraser.

F.1.5. IMPACT ON MODEL UTILITY

Cost-of-fine-tuning (Base → No Watermark) is −0.024 to −0.071 (Gemma-9B largest); additional cost-of-watermarking
(No Watermark → best) is −0.013 to −0.029, comparable to C4. Waterfall wins on Llama-8B / Qwen-14B; Unigram on
Qwen-7B; KGW/EXP-Gumbel tied on Gemma-9B. SynthID is consistently the weakest utility watermark on Blog.

F.1.6. MACHINE UNLEARNING VERIFICATION

On the forget side, GD-200 lands within ±0.02 of oracle on 8/10 cells (effective unlearning across watermark families);
NPO β = 0.1 stays near pre-unlearning (ineffective at this budget). On the retain side, all three operators stay near oracle
on most cells; largest collateral damage is Unigram-Llama (GD-200 retain 0.662 vs. oracle 0.753). Two noise-floor cells
(SynthID-Llama, Waterfall-Gemma) read as “no measurable per-key signal” on both sides — the metric correctly registers
no signal rather than producing spurious confident readings. Unigram-Gemma NPO forget is missing pending a rerun.

F.2. MBPP/MBJSP

MBPP (Python) and MBJSP (JavaScript) (Austin et al., 2021). Both have a single data owner per release: the audit reduces
to single-key data-side detection plus a K = 1 model-side audit. We report both to characterise how watermarking transfers
to a low-entropy, syntactically-constrained surface form.

F.2.1. EFFECTIVENESS OF WATERMARK ON CORPUS

Detection and Robustness to Attacks.

Code is harder than natural language: clean AUROC drops to 0.71–0.98 on MBPP and 0.73–0.97 on MBJSP, with SynthID
falling to 0.71–0.78 (its non-distortionary signal cannot easily be learned in code’s low-entropy token stream). Token
drop / synonym substitution cost 0.05–0.20 (vs. 0.00–0.04 on text) since edits in code are far more disruptive. Llama-
paraphrase drops AUROC to 0.40–0.84 on MBJSP, harder than MBPP because JavaScript has more idiomatic variation.
EXP-Gumbel-Llama is strongest on MBPP (0.985); KGW-Llama on MBJSP (0.975); SynthID is weakest on both regardless
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LLM Judge

Watermark Model STS Faithful (%) Partial (%) Unfaithful (%) Soft Fidelity

Waterfall Llama-8B 0.864 44.0 55.7 0.3 0.718
Gemma-9B 0.852 51.7 46.7 1.7 0.750

KGW Llama-8B 0.839 52.3 47.0 0.7 0.758
Gemma-9B 0.828 56.7 42.7 0.7 0.780

Unigram Llama-8B 0.832 52.3 46.3 1.3 0.755
Gemma-9B 0.825 56.7 43.0 0.3 0.782

SynthID Llama-8B 0.834 47.0 52.0 1.0 0.730
Gemma-9B 0.833 58.0 41.0 1.0 0.785

EXP-Gumbel Llama-8B 0.832 42.7 56.3 1.0 0.708
Gemma-9B 0.833 54.0 45.0 1.0 0.765

Table 23. Fidelity metrics (STS, LLM Judge) for the Blog Authorship Corpus. Lower Unfaithful is better; higher STS / Faithful / Soft
Fidelity is better.

Watermark Model AUROC

Waterfall Llama-8B 1.000
Gemma-9B 1.000

KGW Llama-8B 0.994
Gemma-9B 0.982

Unigram Llama-8B 0.998
Gemma-9B 0.991

SynthID Llama-8B 0.997
Gemma-9B 0.968

EXP-Gumbel Llama-8B 0.996
Gemma-9B 0.985

Table 24. AUROC for per-id separability on the Blog Authorship Corpus.

of base.

Tables 38, 39, 40, 41, 42, and 43 report the corresponding TPR at fixed FPR operating points 1%, 5%, and 10% for each
code dataset.

EXP-Gumbel-Llama on MBPP reaches TPR@10%FPR = 0.956 (the highest code-domain cell); Unigram-Llama on MBJSP
retains TPR@10% = 0.65 even under LLM-paraphrase (the largest paraphrase-robustness margin we observe). Most
other cells fall to TPR@1% ≤ 0.10 under paraphrase — code-domain watermarking is operationally fragile under realistic
adversaries.

Does Watermarking Degrade Text Quality?

STS is 0.78–0.92 on MBPP and 0.65–0.91 on MBJSP. The LLM-judge columns reveal a sharp watermark-family effect
absent on natural-language text: SynthID degrades code semantics catastrophically, with 83% unfaithful on MBPP-Llama
and 85% on MBJSP-Llama (vs. < 3% on C4 / Blog). The remaining four watermarks preserve 84–96% of MBPP samples
as faithful or partial; on MBJSP this drops to 77–84% with unfaithful rates 13–23%. Soft fidelity peaks at Waterfall-Gemma
MBPP (0.858); SynthID sits at 0.11–0.26 on both code datasets. Code-domain deployment recommendation: choose KGW,
Waterfall, Unigram, or EXP-Gumbel; SynthID is unsuitable.

F.2.2. WATERMARK PERSISTENCE THROUGH TRAINING

Tables 47, 48, and 49 report the corresponding model-side TPR at fixed FPR operating points for MBPP.

Tables 51, 52, and 53 report the corresponding model-side TPR at fixed FPR operating points for MBJSP.

KGW and Waterfall preserve strong signal (AUROC 0.74–0.97); SynthID stays near chance on Llama-8B (0.51–0.54).
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Watermark Model AUROC

Waterfall Llama-8B 0.913
Gemma-9B 0.922

KGW Llama-8B 0.889
Gemma-9B 0.935

Unigram Llama-8B 0.853
Gemma-9B 0.806

SynthID Llama-8B 0.641
Gemma-9B 0.731

EXP-Gumbel Llama-8B 0.758
Gemma-9B 0.845

Table 25. Model-side detection AUROC on Blog Authorship Corpus with K=20 candidate keys.

Watermark Model TPR@1%FPR

Waterfall Llama-8B 0.340
Gemma-9B 0.663

KGW Llama-8B 0.207
Gemma-9B 0.650

Unigram Llama-8B 0.210
Gemma-9B 0.400

SynthID Llama-8B 0.047
Gemma-9B 0.320

EXP-Gumbel Llama-8B 0.130
Gemma-9B 0.537

Table 26. Model-side detection TPR@1%FPR on the Blog Authorship Corpus dataset with K=20 candidate keys.

Waterfall and Unigram on Gemma-9B reach 0.94–0.97 on both code datasets, exceeding their Llama-8B counterparts despite
Gemma being a slightly weaker substrate on natural-language text.
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Watermark Model TPR@5%FPR

Waterfall Llama-8B 0.663
Gemma-9B 0.767

KGW Llama-8B 0.533
Gemma-9B 0.837

Unigram Llama-8B 0.517
Gemma-9B 0.610

SynthID Llama-8B 0.227
Gemma-9B 0.457

EXP-Gumbel Llama-8B 0.283
Gemma-9B 0.640

Table 27. Model-side detection TPR@5%FPR on the Blog Authorship Corpus dataset with K=20 candidate keys.

Watermark Model TPR@10%FPR

Waterfall Llama-8B 0.750
Gemma-9B 0.800

KGW Llama-8B 0.713
Gemma-9B 0.857

Unigram Llama-8B 0.633
Gemma-9B 0.670

SynthID Llama-8B 0.327
Gemma-9B 0.553

EXP-Gumbel Llama-8B 0.403
Gemma-9B 0.690

Table 28. Model-side detection TPR@10%FPR on the Blog Authorship Corpus dataset with K=20 candidate keys.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.7133
Gemma-9B 1.0000 0.9860 0.9860 0.2400

KGW Llama-8B 0.9980 0.9960 0.9960 0.4667
Gemma-9B 0.9820 0.8400 0.8380 0.1600

Unigram Llama-8B 0.8120 0.7400 0.7180 0.2433
Gemma-9B 0.4940 0.3360 0.3200 0.0467

SynthID Llama-8B 0.9500 0.7520 0.7860 0.1067
Gemma-9B 0.8680 0.5240 0.5320 0.1067

EXP-Gumbel Llama-8B 0.9560 0.8920 0.8960 0.2033
Gemma-9B 0.8620 0.6000 0.6180 0.0700

Table 29. Data-side detector TPR@1%FPR on the Blog Authorship Corpus before and after attacks. Paraphrase reports TPR under the
Llama-3.1-8B-Instruct paraphraser.
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Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.8300
Gemma-9B 1.0000 0.9980 0.9960 0.3767

KGW Llama-8B 1.0000 1.0000 1.0000 0.6067
Gemma-9B 0.9960 0.9440 0.9440 0.2600

Unigram Llama-8B 0.9360 0.9080 0.8940 0.3400
Gemma-9B 0.8080 0.7020 0.6920 0.1600

SynthID Llama-8B 0.9880 0.9140 0.9420 0.2667
Gemma-9B 0.9360 0.7140 0.7280 0.2033

EXP-Gumbel Llama-8B 0.9860 0.9580 0.9520 0.3333
Gemma-9B 0.9380 0.7640 0.8000 0.1800

Table 30. Data-side detector TPR@5%FPR on the Blog Authorship Corpus before and after attacks. Paraphrase reports TPR under the
Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 1.0000 1.0000 1.0000 0.8867
Gemma-9B 1.0000 1.0000 1.0000 0.5767

KGW Llama-8B 1.0000 1.0000 1.0000 0.6900
Gemma-9B 0.9960 0.9760 0.9680 0.3467

Unigram Llama-8B 0.9700 0.9620 0.9480 0.5200
Gemma-9B 0.9360 0.8680 0.8800 0.3933

SynthID Llama-8B 0.9940 0.9420 0.9700 0.3567
Gemma-9B 0.9500 0.7700 0.7800 0.2433

EXP-Gumbel Llama-8B 0.9920 0.9840 0.9760 0.4700
Gemma-9B 0.9680 0.8500 0.8680 0.2233

Table 31. Data-side detector TPR@10%FPR on the Blog Authorship Corpus before and after attacks. Paraphrase reports TPR under the
Llama-3.1-8B-Instruct paraphraser.

Watermark Model Attribution Accuracy

Waterfall Llama-8B 1.000
Gemma-9B 1.000

KGW Llama-8B 0.900
Gemma-9B 0.950

Unigram Llama-8B 0.700
Gemma-9B 0.700

SynthID Llama-8B 1.000
Gemma-9B 0.950

EXP-Gumbel Llama-8B 0.850
Gemma-9B 1.000

Table 32. Pooled attribution accuracy on the Blog Authorship Corpus (K = 20 candidate keys). Each true-key group’s per-row scores are
averaged before the argmax over candidate keys.
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No Watermark KGW Unigram Waterfall SynthID EXP-Gumbel

Model Base ∆ ∆ ∆ ∆ ∆ ∆

Llama-8B 0.690 0.652 −0.038 0.624 −0.029 0.625 −0.027 0.632 −0.020 0.616 −0.036 0.622 −0.030
Qwen-7B 0.708 0.677 −0.031 0.645 −0.032 0.656 −0.021 0.648 −0.028 0.642 −0.035 0.647 −0.030
Qwen-14B 0.761 0.731 −0.030 0.699 −0.033 0.698 −0.033 0.703 −0.028 0.696 −0.035 0.696 −0.035
Gemma-9B 0.731 0.660 −0.071 0.647 −0.014 0.643 −0.017 0.643 −0.017 0.642 −0.018 0.646 −0.014
† No Watermark ∆ is relative to Base; all other ∆ are relative to No Watermark.

Table 33. Average zero-shot accuracy across six LM-Eval-Harness tasks (ARC-Easy, ARC-Challenge, HellaSwag, WinoGrande,
TruthfulQA-MC2, MMLU) on the Blog Authorship Corpus.

Watermark Model Pre GD-200 NPO β=0.1 Oracle

Waterfall Llama-8B 0.654 0.448 0.654 0.490
Gemma-9B 0.553 0.569 0.572 0.427

KGW Llama-8B 0.616 0.481 0.625 0.477
Gemma-9B 0.655 0.489 0.637 0.464

Unigram Llama-8B 0.734 0.471 0.731 0.513
Gemma-9B 0.705 0.639 — 0.510

SynthID Llama-8B 0.524 0.492 0.548 0.568
Gemma-9B 0.439 0.422 0.403 0.437

EXP-Gumbel Llama-8B 0.497 0.437 0.451 0.467
Gemma-9B 0.526 0.440 0.536 0.451

Table 34. Machine unlearning verification on the Blog Authorship Corpus, forget-side model-side detection AUROC. Pre = full-FT before
unlearning; GD-200 = gradient-difference at 200 steps; NPO β = 0.1 at 500 steps; Oracle = retrain-on-retain reference.

Watermark Model Pre GD-200 NPO β=0.1 Oracle

Waterfall Llama-8B 0.805 0.722 0.789 0.807
Gemma-9B 0.708 0.680 0.720 0.731

KGW Llama-8B 0.745 0.652 0.755 0.753
Gemma-9B 0.729 0.691 0.737 0.729

Unigram Llama-8B 0.747 0.662 0.756 0.753
Gemma-9B 0.697 0.677 0.667 0.682

SynthID Llama-8B 0.512 0.521 0.533 0.494
Gemma-9B 0.531 0.515 0.585 0.522

EXP-Gumbel Llama-8B 0.570 0.509 0.575 0.594
Gemma-9B 0.570 0.547 0.562 0.592

Table 35. Machine unlearning verification on the Blog Authorship Corpus, retain-side model-side detection AUROC. Same column
structure as Table 34.
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Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.9488 0.9226 0.9186 0.7035
Gemma-9B 0.9054 0.7891 0.7874 0.7281

KGW Llama-8B 0.9615 0.9425 0.9408 0.6966
Gemma-9B 0.9414 0.9050 0.9078 0.8020

Unigram Llama-8B 0.8527 0.8079 0.8130 0.7579
Gemma-9B 0.8039 0.5968 0.6024 0.6992

SynthID Llama-8B 0.7070 0.5952 0.6116 0.5481
Gemma-9B 0.7786 0.6412 0.6456 0.5340

EXP-Gumbel Llama-8B 0.9847 0.9495 0.9570 0.7381
Gemma-9B 0.8877 0.7685 0.7819 0.5932

Table 36. Data-side detector AUROC on the MBPP (Python code) dataset before and after attacks. Paraphrase reports AUROC under the
Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.9288 0.8542 0.8477 0.4040
Gemma-9B 0.7763 0.6633 0.6570 0.3979

KGW Llama-8B 0.9747 0.9248 0.9257 0.7001
Gemma-9B 0.8547 0.8348 0.8425 0.5523

Unigram Llama-8B 0.8974 0.8084 0.8088 0.8396
Gemma-9B 0.8445 0.7190 0.7290 0.6801

SynthID Llama-8B 0.7270 0.6486 0.6672 0.5414
Gemma-9B 0.7641 0.5967 0.6102 0.5321

EXP-Gumbel Llama-8B 0.9645 0.8756 0.9056 0.6423
Gemma-9B 0.8967 0.6949 0.7067 0.5062

Table 37. Data-side detector AUROC on the MBJSP (JavaScript code) dataset before and after attacks. Paraphrase reports AUROC under
the Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.6200 0.5180 0.4700 0.0967
Gemma-9B 0.2240 0.1000 0.0680 0.0300

KGW Llama-8B 0.4540 0.2520 0.2480 0.0233
Gemma-9B 0.3080 0.1620 0.1860 0.0500

Unigram Llama-8B 0.2840 0.1500 0.1520 0.0967
Gemma-9B 0.1400 0.0280 0.0280 0.0667

SynthID Llama-8B 0.2020 0.0780 0.0940 0.0667
Gemma-9B 0.0440 0.0300 0.0260 0.0133

EXP-Gumbel Llama-8B 0.8400 0.5960 0.6280 0.1033
Gemma-9B 0.0960 0.0320 0.0340 0.0000

Table 38. Data-side detector TPR@1%FPR on the MBPP (Python code) dataset before and after attacks. Paraphrase reports TPR under
the Llama-3.1-8B-Instruct paraphraser.
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Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.7540 0.6720 0.6420 0.2133
Gemma-9B 0.5320 0.2760 0.2440 0.1200

KGW Llama-8B 0.7920 0.6660 0.6400 0.0900
Gemma-9B 0.6700 0.5180 0.5320 0.1833

Unigram Llama-8B 0.5980 0.4240 0.4340 0.3400
Gemma-9B 0.3080 0.0720 0.0780 0.1133

SynthID Llama-8B 0.3380 0.1580 0.1640 0.1367
Gemma-9B 0.2380 0.1060 0.0860 0.0500

EXP-Gumbel Llama-8B 0.9240 0.7820 0.8040 0.2567
Gemma-9B 0.4300 0.1920 0.2060 0.0767

Table 39. Data-side detector TPR@5%FPR on the MBPP (Python code) dataset before and after attacks. Paraphrase reports TPR under
the Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.8440 0.7780 0.7780 0.2967
Gemma-9B 0.6820 0.3860 0.3640 0.2633

KGW Llama-8B 0.8980 0.8100 0.8300 0.1667
Gemma-9B 0.8520 0.7180 0.7140 0.3633

Unigram Llama-8B 0.6640 0.5180 0.5460 0.4267
Gemma-9B 0.4400 0.1300 0.1400 0.1867

SynthID Llama-8B 0.4140 0.2280 0.2400 0.1833
Gemma-9B 0.3640 0.1620 0.1600 0.0900

EXP-Gumbel Llama-8B 0.9560 0.8460 0.8820 0.3900
Gemma-9B 0.6380 0.3820 0.4040 0.1500

Table 40. Data-side detector TPR@10%FPR on the MBPP (Python code) dataset before and after attacks. Paraphrase reports TPR under
the Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.4200 0.2060 0.1700 0.0267
Gemma-9B 0.1640 0.0980 0.0960 0.0167

KGW Llama-8B 0.6180 0.3540 0.3500 0.0567
Gemma-9B 0.0620 0.0500 0.0500 0.0000

Unigram Llama-8B 0.6300 0.3620 0.3340 0.4433
Gemma-9B 0.0560 0.0140 0.0100 0.0133

SynthID Llama-8B 0.3380 0.2120 0.2280 0.0800
Gemma-9B 0.1460 0.0460 0.0460 0.0600

EXP-Gumbel Llama-8B 0.6400 0.2820 0.3540 0.0533
Gemma-9B 0.2080 0.0720 0.0660 0.0067

Table 41. Data-side detector TPR@1%FPR on the MBJSP (JavaScript code) dataset before and after attacks. Paraphrase reports TPR
under the Llama-3.1-8B-Instruct paraphraser.
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Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.6860 0.4680 0.4380 0.0633
Gemma-9B 0.3620 0.2300 0.2040 0.0400

KGW Llama-8B 0.8820 0.6320 0.6200 0.2000
Gemma-9B 0.3080 0.2860 0.3120 0.0367

Unigram Llama-8B 0.7180 0.5280 0.5280 0.5567
Gemma-9B 0.2260 0.0660 0.0620 0.0433

SynthID Llama-8B 0.4460 0.3000 0.3140 0.1600
Gemma-9B 0.3220 0.1480 0.1580 0.1167

EXP-Gumbel Llama-8B 0.8280 0.5360 0.5840 0.1433
Gemma-9B 0.6000 0.2560 0.2440 0.0800

Table 42. Data-side detector TPR@5%FPR on the MBJSP (JavaScript code) dataset before and after attacks. Paraphrase reports TPR
under the Llama-3.1-8B-Instruct paraphraser.

Watermark Model Before Attack After Attack

Tok. Drop Syn. Sub. Paraphrase

Waterfall Llama-8B 0.7940 0.5880 0.5780 0.0933
Gemma-9B 0.4620 0.2980 0.2740 0.0633

KGW Llama-8B 0.9380 0.7640 0.7920 0.3033
Gemma-9B 0.4940 0.4540 0.4960 0.1100

Unigram Llama-8B 0.7720 0.6000 0.6180 0.6533
Gemma-9B 0.3960 0.1320 0.1500 0.0767

SynthID Llama-8B 0.4960 0.3600 0.3700 0.2067
Gemma-9B 0.4700 0.2560 0.2660 0.1700

EXP-Gumbel Llama-8B 0.9000 0.6560 0.7240 0.2633
Gemma-9B 0.7120 0.3300 0.3440 0.1067

Table 43. Data-side detector TPR@10%FPR on the MBJSP (JavaScript code) dataset before and after attacks. Paraphrase reports TPR
under the Llama-3.1-8B-Instruct paraphraser.

LLM Judge

Watermark Model STS Faithful (%) Partial (%) Unfaithful (%) Soft Fidelity

Waterfall Llama-8B 0.917 62.3 26.7 11.0 0.757
Gemma-9B 0.917 76.0 19.7 4.3 0.858

KGW Llama-8B 0.841 39.0 55.7 5.3 0.668
Gemma-9B 0.850 67.7 26.0 6.3 0.807

Unigram Llama-8B 0.876 56.3 37.0 6.7 0.748
Gemma-9B 0.872 71.0 24.3 4.7 0.832

SynthID Llama-8B 0.777 4.7 12.3 83.0 0.108
Gemma-9B 0.851 6.3 31.7 62.0 0.222

EXP-Gumbel Llama-8B 0.857 52.0 40.0 8.0 0.720
Gemma-9B 0.877 71.3 25.3 3.3 0.840

Table 44. Fidelity metrics (STS, LLM Judge) for the MBPP (Python code) dataset. Lower Unfaithful is better; higher STS / Faithful / Soft
Fidelity is better.
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LLM Judge

Watermark Model STS Faithful (%) Partial (%) Unfaithful (%) Soft Fidelity

Waterfall Llama-8B 0.906 43.7 39.3 17.0 0.633
Gemma-9B 0.809 57.3 22.7 20.0 0.687

KGW Llama-8B 0.872 37.7 48.7 13.7 0.620
Gemma-9B 0.747 52.3 25.0 22.7 0.648

Unigram Llama-8B 0.851 45.3 38.3 16.3 0.645
Gemma-9B 0.777 61.7 19.3 19.0 0.713

SynthID Llama-8B 0.652 10.3 4.3 85.3 0.125
Gemma-9B 0.689 18.7 14.3 67.0 0.258

EXP-Gumbel Llama-8B 0.890 47.3 35.3 17.3 0.650
Gemma-9B 0.761 50.3 27.3 22.3 0.640

Table 45. Fidelity metrics (STS, LLM Judge) for the MBJSP (JavaScript code) dataset. Lower Unfaithful is better; higher STS / Faithful /
Soft Fidelity is better.

Watermark Model AUROC

Waterfall Llama-8B 0.797
Gemma-9B 0.940

KGW Llama-8B 0.882
Gemma-9B 0.813

Unigram Llama-8B 0.718
Gemma-9B 0.928

SynthID Llama-8B 0.509
Gemma-9B 0.670

EXP-Gumbel Llama-8B 0.778
Gemma-9B 0.705

Table 46. Model-side detection AUROC on MBPP (Python) with K=1 (single owner).

Watermark Model TPR@1%FPR

Waterfall Llama-8B 0.055
Gemma-9B 0.150

KGW Llama-8B 0.400
Gemma-9B 0.250

Unigram Llama-8B 0.170
Gemma-9B 0.470

SynthID Llama-8B 0.013
Gemma-9B 0.013

EXP-Gumbel Llama-8B 0.077
Gemma-9B 0.040

Table 47. Model-side detection TPR@1%FPR on the MBPP (Python code) dataset with K=1 candidate keys.
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Watermark Model TPR@5%FPR

Waterfall Llama-8B 0.265
Gemma-9B 0.763

KGW Llama-8B 0.585
Gemma-9B 0.500

Unigram Llama-8B 0.335
Gemma-9B 0.780

SynthID Llama-8B 0.107
Gemma-9B 0.160

EXP-Gumbel Llama-8B 0.353
Gemma-9B 0.217

Table 48. Model-side detection TPR@5%FPR on the MBPP (Python code) dataset with K=1 candidate keys.

Watermark Model TPR@10%FPR

Waterfall Llama-8B 0.425
Gemma-9B 0.893

KGW Llama-8B 0.675
Gemma-9B 0.603

Unigram Llama-8B 0.405
Gemma-9B 0.853

SynthID Llama-8B 0.197
Gemma-9B 0.250

EXP-Gumbel Llama-8B 0.530
Gemma-9B 0.360

Table 49. Model-side detection TPR@10%FPR on the MBPP (Python code) dataset with K=1 candidate keys.

Watermark Model AUROC

Waterfall Llama-8B 0.739
Gemma-9B 0.965

KGW Llama-8B 0.830
Gemma-9B 0.764

Unigram Llama-8B 0.698
Gemma-9B 0.965

SynthID Llama-8B 0.540
Gemma-9B 0.584

EXP-Gumbel Llama-8B 0.752
Gemma-9B 0.764

Table 50. Model-side detection AUROC on MBJSP (JavaScript) with K=1 (single owner).
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Watermark Model TPR@1%FPR

Waterfall Llama-8B 0.030
Gemma-9B 0.713

KGW Llama-8B 0.220
Gemma-9B 0.263

Unigram Llama-8B 0.285
Gemma-9B 0.767

SynthID Llama-8B 0.010
Gemma-9B 0.010

EXP-Gumbel Llama-8B 0.080
Gemma-9B 0.260

Table 51. Model-side detection TPR@1%FPR on the MBJSP (JavaScript code) dataset with K=1 candidate keys.

Watermark Model TPR@5%FPR

Waterfall Llama-8B 0.225
Gemma-9B 0.887

KGW Llama-8B 0.510
Gemma-9B 0.387

Unigram Llama-8B 0.415
Gemma-9B 0.890

SynthID Llama-8B 0.057
Gemma-9B 0.070

EXP-Gumbel Llama-8B 0.217
Gemma-9B 0.397

Table 52. Model-side detection TPR@5%FPR on the MBJSP (JavaScript code) dataset with K=1 candidate keys.

Watermark Model TPR@10%FPR

Waterfall Llama-8B 0.330
Gemma-9B 0.913

KGW Llama-8B 0.635
Gemma-9B 0.487

Unigram Llama-8B 0.503
Gemma-9B 0.930

SynthID Llama-8B 0.120
Gemma-9B 0.147

EXP-Gumbel Llama-8B 0.373
Gemma-9B 0.490

Table 53. Model-side detection TPR@10%FPR on the MBJSP (JavaScript code) dataset with K=1 candidate keys.
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