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Abstract

With the wide application of machine learning techniques in practice, privacy preservation
has gained increasing attention. Protecting user privacy with minimal accuracy loss is a
fundamental task in the data analysis and mining community. In this paper, we focus on
regression tasks under e-label differential privacy guarantees. Some existing methods for
regression with e-label differential privacy, such as the RR-On-Bins mechanism, discretized
the output space into finite bins and then applied RR algorithm. To efficiently determine
these finite bins, the authors rounded the original responses down to integer values. However,
such operations does not align well with real-world scenarios. To overcome these limitations,
we model both original and randomized responses as continuous random variables, avoiding
discretization entirely. Our novel approach estimates an optimal interval for randomized
responses and introduces new algorithms designed for scenarios where a prior is either known
or unknown. Additionally, we prove that our algorithm, RPWithPrior, guarantees e-label
differential privacy and provide error analysis. Numerical results demonstrate that our
approach gets better performance compared with the Gaussian, Laplace, Staircase, and
RRonBins, Unbiased mechanisms on the Communities and Crime, Criteo Sponsored Search
Conversion Log, California Housing datasets.

1 Introduction

Due to the widespread application of machine learning methods for model training, there has been a signif-
icant increase in attention towards the privacy of individual data in recent years. To address this concern
and protect the privacy of data used for training, the concept of differential privacy was introduced as a
popular notion by Dwork et al.| (2006Db)).

Differential privacy (DP) aims to quantify the level of privacy protection provided by measuring the differ-
ences between two neighboring datasets and the privacy guarantees of a given mechanism. In the context of
e-DP, the parameter € is commonly referred to as a privacy parameter or privacy budget. It serves as a knob
to adjust the degree of privacy. Smaller values of € correspond to stronger privacy guarantees, indicating a
higher level of protection for individual data.

A particularly important class of differential privacy is known as label differential privacy (label DP). In label
DP, the sensitive information lies in the labels, while the features are considered public and non-sensitive.
For formal definitions of DP and Label DP, we refer the reader to the preliminary section in Appendix [A]

In this work, we focus on Label DP. A canonical example of label DP is online advertising, where a user’s
profile and the contextual information of an ad are considered public features, while the ad conversion
(the label or response) remains private. Additionally, demographic surveys can also be framed as label DP
problems. In a census survey, the demographic information such as gender or age is considered public, while
the income is deemed sensitive.

In the context of DP or label DP for classification problems, the labels are typically drawn from a finite
set. However, in regression tasks, the response variable may not necessarily be limited to a finite number
of values and could even be uncountable. Some existing methods for achieving e-label differential privacy in
regression, such as the RR-On-Bins mechanism (Ghazi et al., [2022), relied on discretizing the output space
into finite bins and applying RR algorithms, similar to approaches used in classification tasks with e-label DP.



Under review as submission to TMLR

To determine finite bins, the RR-On-Bins mechanism used a dynamic programming approach, which could
be resource-intensive in terms of storage requirements. Furthermore, computing optimal bins involved in
these methods could be highly time-consuming. To save storage space and computational time, the authors
discretized the labels by rounding the original responses down to integer values. These methods (Ghazi et al.,
2022; |Badanidiyuru et al., 2023) fundamentally convert a regression problem into a classification problem
within the framework of Label Differential Privacy.

In this paper, we introduce a novel approach to tackle these challenges of label differential privacy in regres-
sion from a fundamentally distinct perspective. Unlike existing methods (Ghazi et al.| |2022; Badanidiyuru
et al.} 2023) that discretized the output space into finite bins for randomized response, our approach models
both original and randomized responses directly as continuous random variables, eliminating discretization-
induced errors. We derive an optimal interval for randomized responses and propose a new algorithm designed
to maximize the probability of preserving neighborhood relationships between original and randomized re-
sponses and guarantee e-label differential privacy. Our contributions can be summarized as follows: (1) This
work presents, to our knowledge, the first non-additive mechanisms for regression under the label DP model,
operating directly on the continuous label space without conversion to classification. (2) We expand upon
the RPWithPrior algorithm to address the scenario where the global prior distribution is unknown, which
is also guarantees for e-label DP. (3) We provide an error analysis of our proposed method. (4) We assess
the performance of our method on three datasets.

The remainder of this paper is structured as follows: Section [2] reviews related works on differential privacy
and label differential privacy in both classification and regression tasks. Section [3] presents our proposed
method for achieving label differential privacy in regression with prior known, followed by the method for
label differential privacy in regression with prior unknown in Section[dl Error analysis is provided in Section
and numerical implementations are discussed in Section [6] Finally, we conclude with our findings and
highlight the limitations of this work in Section [7}

2 Related Works

Numerous methods exist for designing DP algorithms, including output or objective perturbation (Chaudhuri
et al.l 2011), DP versions of SGD (Song et al., [2013), functional mechanism (Zhang et all 2012), DP-SGD
with norm clipping and noise adding (Abadi et al., |2016)), among others. One classical method predating
the notion of differential privacy is randomized response (Warner} (1965), which was applied to inputs from
a finite set. In the randomized responses (RR) algorithm, sensitive inputs are mapped to themselves with
a certain probability and uniformly to other values with the remaining probability. Unfortunately, the RR
algorithm suffers from a large error (Chan et all |2012). Consequently, a significant number of works have
been proposed to improve accuracy, often by relaxing to weaker privacy models (Acharya et al., |2020; |Cheu
et al [2019; Erlingsson et al., 2019)). The second class of differential privacy methods is the additive noise
mechanisms. Popular mechanisms include the Gaussian mechanism (Dwork et al.l [2006a; [Smith et al.| [2018;
2021)), Laplace mechanism (Dwork et al., 2006b)), staircase mechanism (Geng & Viswanath)2014)), and others,
which add noise to adjacent inputs to calibrate sensitivity. Over the last decade, DP algorithms have been
integrated with machine (deep) learning, applying to adversarial learning (Phan et al.,[2020)), multiple parties
(Shokri & Shmatikov, [2015), language models (McMahan et al., 2017) and knowledge transfer (Papernot
et all |2016). For convenience, open-source libraries that integrate machine learning frameworks have been
developed, such as TensorFlow Privacy and PyTorch Opacus.

For label Differential privacy, either classification or regression, numerous researchers have focused on this
topic. In order to address the label differential privacy problem in classification, Gahzi et al. (2021) proposed
the Label Privacy Multi-Stage Training (LP-MST) algorithm by calibrating the raw user data using the
‘RRWithPrior’ method, where the prior is predicted by the previous model.

Furthermore, Malek et al. (2021) presented two approaches, namely PATE and ALIBI, based on the PATE
framework and the Laplace mechanism, specifically designed for label-privacy machine learning settings in
classification. In the case of PATE, they utilized the PATE framework for semi-supervised learning, achieving
an excellent tradeoff between empirical privacy loss and accuracy. On the other hand, ALIBI applied additive
Laplace noise to a one-hot encoding of the label and then performed Bayesian inference using the prior to



Under review as submission to TMLR

denoise the mechanism’s output. They demonstrated that ALIBI improves upon the work of (Ghazi et al.)
2021) in high-privacy regimes. In (Esfandiari et al., 2022)), the authors presented new mechanisms for label
differential privacy via clustering. Their approach involved clustering training examples based on non-private
feature vectors, randomly resampling labels from examples within the same cluster, and producing a training
set with noisy labels alongside a modified loss function. They demonstrated that if the clusters were large
and of high quality, the model minimizing the modified loss converged to a small excess risk at a rate similar
to non-private learning.

For regression tasks, one popular approach involves the additive noise mechanisms (Balle & Wang), 2018
Fernandes et all 2021; (Geng & Viswanath| 2014). A recent method is the RR-on-Bins mechanism (Ghazi
et all [2022), which discretized the output space into finite bins and applied the RR algorithm to these bins.
The finite bins were determined using a dynamic programming approach. Another notable method is the
optimal unbiased randomizers for regression with label differential privacy (Badanidiyuru et al.l2023]), which
built upon the RR-on-Bins mechanism by introducing an unbiased constraint to enhance its performance.

3 Label DP for Regression with Prior Known

In this section, our focus is on regression with label differential privacy. We consider a dataset for regression
denoted as (z,y) € (X,)), drawn from an unknown distribution. The regression task is to learn a predictor
fo : X — Y by minimizing a loss function L£(fy(z),y). The loss function, denoted as L(-,-), is typically
used for regression tasks, such as mean squared error. Our goal is to design a randomized method that
maps original responses to randomized responses by maximizing the probability of preserving neighborhood
relationships, while ensuring e-label differential privacy.

In (Ghazi et al., 2022), the authors assumed that the randomized outputs were sampled from a finite set. In
contrast, we consider both the original and randomized response variables as continuous random variables.
We denote the original response variable as Y and the corresponding randomized output variable as Y.

Let us consider the concept of e-label differential privacy. We have the following proposition:

Proposition 3.1. Let A : Y — Y be a randomized algorithm and fy‘y(]],y) represent the conditional
probability density function conditioned on Y = y. A satisfying e-label DP is equivalent to the following
inequality:

7 7
iy @ y)dg <e | fyy(@,9)d, Yy,y' € Y, ¥(yo,9) C V. (3.1)
Yo Yo

When taking the derivative of both sides of (3.1)) with respect to g, we obtain ff/‘y(gj, y) < eﬁff,ly(gj, y') holds
for ally,y’ €Y and § € Y almost everywhere.

Remark 3.2. In the following, we characterize e-label DP as follows:
foy (B,y) < e foy (3,9), Yy, i €V, Vg €. (3.2)

Next, we formulate an optimization model to address regression problems under e-label differential privacy
with a known prior, as discussed in Subsection [3.1} using a fixed set Z. An optimal set Z is determined in
Subsection [3:2] Once the optimal set is established, a randomized algorithm is introduced, and the e-label
DP property of the proposed algorithm is ensured in Subsection [3.3

3.1 Model Formulation

In this subsection, we assume we know the distribution of original responses of regression and the corre-
sponding probability density function is fy (y). Let f¢y (4, y) represent the conditional probability density
function conditioned on Y = y and N, = [y — (,y + (] be a (-neighborhood of y, where ¢ is a positive
number.

Our method is motivated by the empirical distribution of the responses. Since most responses are concen-
trated within a finite interval, with only a few extreme outliers, we seek an optimal interval Z. This interval
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maximizes the probability that a response y is mapped to a randomized value § within its neighborhood N,
for all y € Z, while still satisfying e-label differential privacy.

In this paper, we consider a subset Z = [A4;, A3] C (—o00,+00) (determine in Subsection and assume
that fyy (7, y) is a positive constant for any y € 7 and § € N,. Define Nz = [A; — (, A> + (], our goal is
to find a randomized algorithm mapping the original responses, whether in Z or not, to the set Az. This
algorithm must ensure the e-label DP property while maximizing the probability of transitioning from y to
g € N, for all y € Z. Then the optimization model is

maX/I fr(y) [/Ny f?y(@»y)dﬂl dy

J52 foy @y)dg = 1,Vy €1,

s.t. fY|Y(g7y) S eefY\Y(gvy/)vv:%y/ € I,V:lj S NI7
fY|Y(gay) = ’U,Vy € I7Vg € Nya
fyy (@,y) = 0,99, y,

(3.3)

where the first and fourth constraints in (3.3)) are from the properties of conditional probability density
function, the second constraint in (3.3) is from (3.2) and the third constraint is from the assumption
Ty (@,9),Vy € I,V5 € N, is a positive constant, denoted as v.

The following lemma shows the maximizer and the maximal value of the objective function in (3.3]).

Lemma 3.3. Let T = [A1,As], ¢ be a positive constant and € > 0 be a privacy budget. Define v =
20+e (As— A1), Ny =[y—C,y+¢],Vy € T and Nz = UyezNy. For any y € I, the mazimizer of (3.3) is

1/77 ng € Nlh
fY|Y(g7y) = 676/77 ng € NI/Nya (34)
0, otherwise,

and the mazximal value of the objective function is

Ao

/I fr(y) [/N f?|y(@7,y)d@7] dy < 2%/Ify(y)dy:2% N fr(y)dy & F(Ar, Ay).

Proof. We defer the proof to Appendix O

It is important to note that the optimization model (3.3) can only provide fy,ly(N,y) for all y € Z. For
y € (—00,+00) \ Z, an e-label DP property is also required. We summarize fgy (4, y) for all y in Remark
B4

Remark 3.4. In this paper, our goal is to find a randomized algorithm mapping original responses, whether
in T or not, to the set Nz. To guarantee the e-label DP property and combine (3.4), the conditional probability
density function fyy(§,y),Vy ¢ T requires to satisfy

- 1 . . e * . - .
ﬁﬁ(fmy(y,y)) < > grgkrflz(fwy(y,y)) > . Ty 1y (,y) =0,V & N, /QGI fey@y) =1. (3.5)
One possible choice of f?‘y(gj,y),Vy is
1/7a ifﬂENPI(y)7 A27 y>A27
ff/\Y(gvy) = 6_6/77 ng € NI/NPz(y)7 PI(Z/) = Y, Yy e I7 (36)
0, otherwise. Ay, oy < Ay
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Note that € > 0, then e < 1 and v = 2( + e (As — A1) < 2¢ + (As — A1), ey = 2Ce + (Ax — A1) >
2+ (As — Ay). Therefore, e /v =1/(e*y) < 1/(2¢ + (A2 — A1)) < 1/v. Hence

1/, ifyeL,jeN,,
~ 6_6/’77 ny€I7gENI/Ny7
~ Ly) = : 7 3.7
fY‘Y(y y) 2(+(A127A1)’ ify ¢ 1,5¢€ NI» ( )
0, otherwise.

Equations (3.6) and (3.7) present two options for fyy (7, y) as discussed in Remark Other choices are
acceptable as long as the condition (3.5) is satisfied.

3.2 The Optimal Interval

For a given interval [A;, As], Lemma gives the maximum achievable value F'(A1, As) of the optimization
problem (3.3). Our goal is to find the optimal interval by maximizing F'(A;, A3) over all possible A; and
As. Next, we estimate an optimal choice for the interval Z = [A;, A3] based on an available prior.

In practice, the commonly used technique for estimating a prior is a histogram, which corresponds to a
piecewise constant function. Here we assume that fy (y) is a step function with nodes ng < ny < -+ < ng
and analyze the scenarios in which A; and A, fall into these k 4+ 2 intervals with A; < A, respectively.

The following lemma aims to identify the maximizers (A, As) of the objective function F(A41, Ay).

Lemma 3.5. Suppose the support of fy(y) consists of k intervals with endpoints ng < ny < --- < ng and

Qg ye[nivni-‘rl)aizoa'”vk;_Q)
fy(y) = ag—1, Y€ M1,k
0, otherwise.

Let ¢ be a positive constant, v = 2¢ + e ¢(As — A1) and F(A;, As) = 2,7( :12 fy (y)dy, where F(A;, As)

is the mazimum achievable value of the optimization problem (derived in Lemma . When A €

(—o0,ng), F(A1, A2) is increasing about Ay. When Ay € (ng,00), F(A1, Az) is decreasing about Ay. When

A € [ni,nHl] and Ay € [nj,njﬂ] with 1 < 7,

—2(
2

2
V4, (A1, A) = 5 ¢

(e7 (i —aj)As+c1), VFa, (A1, As) = ?(e_e(ai — ;)AL + ¢2),

and the possible critical points are Ay = e; = 2 and As = e = —+2—— where h = a;yn;y1 +

C:
e (aj—ai) e (aj—a;)’

Zz;ilﬂ ag(ner1 —ne) —ayng, ¢p = 2Co; — e~ “h, ¢a = 2Ca; — e h.
Proof. The proof defers to Appendix [C} O

From Lemma we find F(Aq, Ag) increases when A; € (—oo,ng) and F(A;q, Ay) decreases when Ay €
(nk, +00), so the maximizer must be in the interval [ng, ng]. We turn to enumerate the k intervals in [ng, ng).
When A4; € [n;,ni41] and As € [nj,n,41] with ¢ < j, the possible critical points are Ay = e; and Ay = es.

To determine the maximizer, it is sufficient to evaluate the endpoints and points where the partial derivatives
are zero. It is important to note that we will only check the value of e; if it falls within the interval [n;, n;11].
Similarly, we will only check the value of es if it falls within the interval [nj,n;41]. The algorithm to compute
optimal interval is described in Algorithm

In Algorithm|[I] the memory complexity is O(k) because we only need to store a constant number of variables,

including ng, -+ ,ng, Qg, -+ ,ap_1, A1, As, f, e; and ey, where k represents the number of intervals with
piecewise constants in the support. The time complexity of Algorithm [1]is at most O(k?). In each iteration,
we need to evaluate the function F', which requires O(1) operations. We iterate over ¢ = 0,--- ,k — 1 and

j =1, -,k —1. Generally, k is not large, which can be controlled by users. Therefore, the algorithm for
computing the optimal interval is efficient.
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Algorithm 1 Compute Optimal Interval

Require: A response ng < nj < -+ < ng, g, - ,ag_1, f = 0.

1: fori=0to k—1do

> Check A; =n; or nj4q, Ay =n; or njyg.

>if eg € [nj,nj+1]
> check Ay = n; or njy1, As = es

>ife; € [ni,nHl]
> check Al =eq, Ag =Mnj Or Nj41

>if eg € [n]‘,anr]] and e; € [TLZ', Tli+1],
> check A1 =e1, AQ = €2

2 for j=itok—1do

3 li = ng, Iz = 1441, m1 = n; and ma = nj41,

4 if f < max, ,=12(F(,,m,)) then

5 f=maxy g—12(F(lp,mg)), [A1, A2] = argmax,, ,_ o(F(lp, mq)).
6: end if

7 Compute possible critical points A; = e1, Ay = es.
8 if n; < ez <mjy1 then

9: if f < max(F(n;,e2), F(nit1,e2)) then

10 [ =max(F(n;, e2), F(nit1,e2)),

11: [Al,AQ] = argmax(F(ni,62),F(ni+1,62)).
12: end if

13: end if

14: if n; < e; < mn;;1 then

15: if f < maX(F(el,nj) (el,nﬁ_l)) then

16: f =max(F(e1,n;), Fle1,n;11)),

17: [A1, Ao] = argmax(F'(e1,n;), F(e1,n+1)).
18: end if

19: end if

20: if n; < ez < Njt1 and n; < e < Nj+1 then

21: if f < F(e1,e2) then

22: A1:61, A2:62.

23: end if

24: end if

25: end for

26: end for

27: return A; and As.

3.3 Response Privacy with Prior

Once the optimal interval Z is chosen, the randomized output can be assigned to a specific point within N7
according to the conditional probability density function , if the input response falls within this interval
Z. Otherwise, we sample according to the conditional probablhty density function fy y(7,y) satisfying
(3-5). The whole procedure is presented in Algorithm l 2l named as RPWithPrior, to sample the randomized
response .

Algorithm 2 Response Privacy with Prior (RPWithPrior,)

Require: A response y, a positive value (, privacy budget e.

Compute the optimal A;, As by Algorithm
if y € [41, A5] then
Sample § from the distribution with (3.4)),
else
Sample § according to f};‘y(g, y) satisfying .
end if
return A randomized response .

Finally, we will show RPWithPrior. is e-label DP.

Theorem 3.6. RPWithPrior is e-label DP.
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Proof. Note that ff,ly(g,y) is represented by (3.4) when y € Z, otherwise ff’lY(g’y) satisfies ([3.5). For all

y, we have fyy(4,y) = 0, when § ¢ N7. This means the randomized response § € N7 whenever the original
response is.

For any § € N7 and any v, max(fy,ly(g,y)) = % and min(fy,ly(g,y)) = ‘3;7 which satisfies the e-label DP
property. Therefore, we can conclude the result. O]

4 Label DP for Regression with Prior Unknown

Our approach, RPWithPrior, is based on the availability of priors that are known in advance. However, there
are scenarios where obtaining such priors is not always feasible. In this section, we propose an alternative
algorithm that uses a histogram to approximate the prior fy(y), computed from randomized responses
generated by an additive mechanism (e.g., the Laplace mechanism) to guarantee label DP.

Let’s consider the training dataset denoted as D and M_ Lap(y) be the randomized response of y by

Laplace mechanism for any (z,y) € D. To be precise, we first calculate the sample expectation u:
w o= ﬁ Z(z,y)GD M, Lap(y)’ where #(-) is the element number in the set. For a given positive pa-

rameter o, let ko and ky be integers satisfying p + koo < ming yyep M _ap¥) < p+ (ko + 1)o and
p+ ko < max(, ,yep Me,Lap(y) < p+ (k1 + 1)o, the nodes are set as ng = ming ,ep Ms,Lap(y)v
ng = p+(i+ko)o,i=1,--- ki —ko and ng, gy41 = MaxX(y y)ep Me,Lap<y)' Define [n] = {0,--- ,n}, Vn € N

and Jy = [ng,ngy1), if k € [ky — ko — 1], and Jg = [ng, ng+1], if & = k1 — ko, then the histogram expression
of fy(y) is

#(Sk)
, Yy € J, Yk e [k — ko),
fy(y)z{ #ipye ¥ S TSR g M, Lap(v) € i (2,9) € D).

The histogram-based algorithm for prior estimation is then formulated as follows:

Algorithm 3 Estimate the prior by histogram (Hist,)

Require: Dataset D, a positive parameter ¢ > 0.

1op= 4#(1D) Z(x,y)ED Me,Lap(y)’ > Sample mean
2: Compute integers kg and k; satisfying

p~+ koo < (rH;)irelDME}Lap(y> < p+ (kO + 1>07 p+kio < (mnllf)igDMe’Lap(y) <pu+ (kl + 1)0'-

3: Compute nodes of histogram
min(z’y)eD Me,Lap (y), ifi =0,
ni =19 p+(i+ko)o, ifi=1,---,k — ko,
maX(z,y)eD Me,Lap(y)7 ifi=4ky —ko+1.

4: Compute intervals of histogram

[ng, nk+1), k€ [k —ko—1],
_ _ DY.
Jk { [nk7nk)+1]7 k =k — ko, Sk {y|M67Lap(y) € Jg, (z,y) € }
5: ap = #(Sk)/#(D), k=0, k1 — ko. > Histogram expression

6: return {(Jx, ag)}.

Remark 4.1. The length of the histogram intervals in Algorithm [ can be adjusted according to specific
requirements by modifying the value of o. When the prior distribution is complex, a smaller interval length
enables the histogram to more accurately approrimate the prior distribution; however, this comes at the cost
of increased computational complexity. In this paper, we set o to be the standard deviation of the randomized
data by Laplace mechanism.
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By utilizing the histogram as the prior, we can employ Algorithm [2] to obtain the optimal values of A; and
As. These optimal values are then used to sample for each (z,y) in the dataset D. Subsequently, we train

the model M on the datasets. To provide a comprehensive overview, we present the complete algorithm in
Algorithm [4]

Algorithm 4 Response Privacy with Histogram

Require: Dataset D = {(z1,y1), (z2,92), - , (Tn,yn)} and privacy budgets €1, €a.
: Set D = @,
estimate the prior by histogram via Hist,, in Algorithm @
for (z;,y;) € D do
sample ; according to RPWithPrior., Algorithm
D=DuU {(in, gl)}7
end for
M is the regression model trained on the set D.
return M.

Theorem 4.2. Algorithm[{ is e-label DP.

Proof. Algorithm [4] splits the privacy budget into €1, €2, which follows that the entire algorithm is (e; + €2)-
label DP. O

5 Error Analysis

We first review two theorems about approximation error.

Theorem 5.1 (Theorem 1 in (Siegel, 2023)). Let Q = [0,1]¢ be the unit cube in R? and let 0 < s < +o0
and 1 < p,q < +o0o. Assume that % — % < 5, which guarantees that we have the Sobolev space W*(L,(S2)) is
a compact embedding

W?*(Lqe(Q)) CC LP(Q).

Then we have that

. - —2s/d
fLerzslﬂgl,L(Rd) If = fell, e < Clfllwsw, @)L

for a constant C := C(s,q,p,d) < +oo.

Theorem 5.2 (Theorem 2 in (Siegel, 2023)). Let Q = [0,1]¢ be the unit cube in R? and let 0 < s < +o0
and 1 <p,q < +oo. Assume that % - % < 3, which guarantees that we have the Besov space B} (Lq(S2)) is a
compact embedding

By (Lqy(2)) CC LP(%).

Then we have that
inf ) If = frllp,@ < C||fHBﬁ(Lq(Q))L_2S/d

fLEY25d+31,L(Rd

for a constant C := C(s,q,p,d) < +oo.

Now we are ready for error analysis.

Theorem 5.3. Let {(-,-) be a loss function, x,y,§ be a predictor, a true response and a randomized response,
respectively. Let g(x) be a predicted regression function by (x,3). When the assumptions satisfy in Theorems
and and §(z) € Y2I3LL(RA) VI € ZF, where Y?I3LL(RY) is a class of neural network with width
25d 4+ 31 and depth L. Then the error can be bounded as

e €

2y

_ _ag 4
Eo,y,510(3(x), )] <2C| fllws(r, L >4+ ;CPI(ZJ) + —— (A1 + A2)(A2 — A1 +20),

~ _9s 4 e ¢
Eo,y,510(3(x), )] <20 fll s (r,0n L~/ + aﬁpz(y) + W(Al + A2)(Az — A1 + 20),
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for a constant C := C(s,q,p,d) < +o0, where

A27 ) > A27
PI(y) = Y, (TS Ia
Al, y < Al.
Proof. Let Q = [0,1]¢ and ¢(-,-) be L, norm, z,y,§ be a predictor, a true response and a randomized

response, respectively. Let §(z) be a predicted regression function by (z,§) and g(z) € L,(2) be a true
regression function such that g(x) = §. Then the error can be bounded as

Bey.5[l(9(2),y)] < 2Eq y,5[0(3(2), )] + 2Ea 4 5ll(7, y)] := 2E1 + 2E».

In deep learning, F; (model risk) decays as network complexity increases. From (Siegel, 2023)), we have
E1 < C| flwsr, @)L~ %/* or By < C| f| Bﬁ(Lq(Q))L*QS/d for a constant C' := C(s,q,p,d) < +0o0.

Note that Ey = Ey 4 5[0(7,y)] = Ey 5[0(7,y)] = Ey[Eg),£(7,y)] and

1/’}/, lfgeNPI(y), A27 y>A27
ff/\Y(:lLy) = 6_6/77 ifgeNI/NPI(y)a PI(y) = Y, y€I7
0, otherwise, A, y <A,

then

1
By f(50) = [ 5= 0P fopy 0.5
=/ ly- 9 fyy (4, y)di + / ly- 9 fyy (9,9)dy
Nz/Npg 2 () 2

2 e ¢
:;CPI(@/) + W(Al + Ag)(As — A1 + 2().
Hence By = Ey[2(Pr(y) + S (A1 + A2)(As — A1 +20)] = 2CE, [Pr(y)] + S5 (A1 + A2) (A2 — A1 +2(). In
summary, we can conclude the result. O

6 Numerical Implementation

In numerical experiment section, we conduct a comprehensive performance evaluation of our proposed
method and compare it with several existing mechanisms, including the Gaussian mechanism (Dwork et al.)
2006a)), the Laplace mechanism (Dwork et al., [2006b)), the staircase mechanism (Geng & Viswanathl, 2014]),
RRonBins (Ghazi et al.l 2022)) and Unbiased (Badanidiyuru et al.| 2023|). To avoid overfitting, we incorpo-
rate an Lo regularizer into the loss functions of all these mechanisms. It’s worth noting that the Gaussian
mechanism is an approximate differential privacy method, and as such, we cannot set ¢ = 0 (as defined in
the DP framework) in our numerical tests. Here, we set ¢ = 10~% in the following experiments.

Our focus is on three specific datasets: the Communities and Crime dataset (Redmond & Baveja) 2002)),
the Criteo Sponsored Search Conversion Log dataset (Tallis & Yadav, [2018), and the California housing
dataset (Pace & Barry}, |1997)). In the following experiments, we conduct a total of 10 trials for the Gaussian,
Laplace, Staircase, RRonBins mechanisms and our proposed mechanism. In each trial, we randomly divide
the entire dataset into training (80%) and test (20%) sets using different random seeds.

For all regression tasks in our experiments, we employ mean squared error (MSE) as the loss function £ and
evaluate performance using both the mean and standard deviation of the test MSE. The reported results
are the average and standard deviation of the test mean squared error over the 10 trails. Note that we
evaluate results based on the interval ranging from mean minus standard deviation to mean plus standard
deviation. The best-performing intervals are those that overlap with the interval of the smallest mean, which
are highlighted in bold. All experiments were conducted on a workstation equipped with an Intel Xeon W-
2245 CPU, NVIDIA RTX 3080 Ti GPU, and 128GB RAM, using PyTorch under CUDA 11.7. In addition,
parameters, computational complexity analyses are provided in Appendix
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6.1 The Communities and Crime Dataset

Table 1: Comparison results on the Communities and Crime dataset.

Privacy Laplace Gaussian Staircase RRonBins Ours Unbiased
Budget Mean + Std Mean + Std Mean £ Std Mean + Std Mean + Std Mean + Std
0.05 8.3956 + 3.1062 | 33.0362 & 11.6948 | 7.0269 + 3.0227 0.1033 £ 0.0119 | 0.0679 £+ 0.0070 | 0.1293+0.0096
0.1 2.4534 + 1.1036 17.5311 £ 7.1242 2.3541 £ 0.6848 0.0964 £ 0.0243 | 0.0683 £ 0.0061 | 0.119440.0056
0.3 0.3232 £ 0.0631 2.4218 + 1.1848 0.2973 £ 0.0731 0.1107 £ 0.0221 | 0.0604 £ 0.0092 | 0.1110+0.0094
0.5 0.1615 £ 0.0513 0.8934 £ 0.3259 0.1127 £ 0.0226 0.1108 £ 0.0349 | 0.0544 £ 0.0065 | 0.103740.0089
0.8 0.0679 £ 0.0122 0.4376 £ 0.1317 0.0621 +0.0124 | 0.1068 £ 0.0188 | 0.0453 £+ 0.0057 | 0.0892+0.0064
1.0 0.0533 + 0.0117 | 0.3138 £ 0.1096 | 0.0467 + 0.0064 | 0.0962 + 0.0133 | 0.0411 + 0.0042 | 0.08264-0.0039
1.5 0.0353 + 0.0081 | 0.1481 + 0.0481 | 0.0344 £ 0.0055 | 0.0827 £+ 0.0162 | 0.0372 £ 0.0023 | 0.0668+0.0041
2 0.0275 + 0.0032 | 0.0947 £ 0.0167 | 0.0255 + 0.0027 | 0.0628 + 0.0110 0.0329+ 0.0036 0.0521+0.0032
3 0.0223 + 0.0018 | 0.0600 £ 0.0132 | 0.0241 + 0.0026 | 0.0332 &+ 0.0062 | 0.0244 + 0.0027 | 0.0355+0.0021
4 0.0216 + 0.0020 | 0.0368 + 0.0084 | 0.0239 + 0.0033 | 0.0282 + 0.0038 | 0.0212 + 0.0033 | 0.0259+0.0024
6 0.0188 + 0.0017 | 0.0291 + 0.0042 0.0249 + 0.0025 0.0202+ 0.0027 | 0.0205 + 0.0023 | 0.0222+0.0016
8 0.0201 + 0.0021 | 0.0231 £ 0.0020 0.0241 + 0.0024 | 0.0187 + 0.0020 | 0.0209 + 0.0018 | 0.0204 +0.0017
+00 0.0182 + 0.0016 | 0.0182 + 0.0016 | 0.0182 + 0.0016 | 0.0184 + 0.0009 | 0.0177 + 0.0021 | 0.0194 +0.0018

The Communities and Crime dataset is a combined socio-economic data from the 1990 US Census, law
enforcement data from the 1990 US LEMAS survey, and crime data from the 1995 FBI UCR, which can be
downloaded from the website of UCI machine learning repositoryﬂ The creator is Michael Redmond from
La Salle University. It is multivariate with 1994 instances and 128 attributes. Note that there are some
missing values in the dataset, it is necessary to deal with in advance. In this paper, we use the similar
technique as the paper of Selective Regression Under Fairness Criteria (Shah et al., [2022). First of all,
we remove the useless attributes for regression, including state, county, community, communityname, fold.
For these attributes with missing values, we remove all samples with missing values unless the attribute is
OtherPerCap, whose missing value is replaced by the mean of all the values in this attribute (Chi et al.,
2021). After preprocessing, there are 101 attributes left.

Next, we investigate the relationship between the response variable, specifically the ViolentCrimesPerPop,
and the remaining features. To accomplish this, we employ a simple neural network consisting of three
fully-connected layers. The first and second layers of the neural network are fully-connected layers followed
by Rectified Linear Unit (ReLU) activation function. The third layer is also a fully-connected layer.

We train it using the Adam optimizer with an initial learning rate of 0.001. The model undergoes training
for a total of 50 epochs and set the batchsize equal to 256, with the learning rate decayed by a factor of 10
at the 25th epoch. For the Lo regularizer, we set the factor to weight_decay = le-4.

Table[I]provides the quantitative comparison results of the Gaussian, Laplace, Staircase, RRonBins, Unbiased
mechanisms and our proposed one for various privacy budgets. Based on the results presented in Table[I] our
proposed method exhibits smaller mean and standard deviation of the test MSE values across different privacy
budgets compared to the other methods. Consequently, we can conclude that our proposed method has good
performance compared with the additive noise mechanisms and the RRonBins, Unbiased mechanisms.

6.2 The Criteo Sponsored Search Conversion Log Dataset

The Criteo Sponsored Search Conversion Log Dataset is public and can be downloaded from the Criteo Al
Lab Websiteﬂ This dataset represents a sample of 90 days of Criteo live traffic data. Each line corresponds
to one click (product related advertisement) that was displayed to a user. For each advertisement, we have
detailed information about the product. Further, it also provides information on whether the click led to
a conversion, amount of conversion and the time between the click and the conversion. Data has been
sub-sampled and anonymized so as not to disclose proprietary elements.

In the Criteo Sponsored Search Conversion Log Dataset, there are 23 attributes (the first three are
outcome/responses and the remaining are features). We use 21 of them except Sale, click_timestamp,

Thttps://archive.ics.uci.edu/ml/datasets/communities+and+crime
%https://ailab.criteo.com/criteo-sponsored-search-conversion-log-dataset/
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where SalesAmountInEuro is considered as the response and the remaining are features. In the features,
Time__delay_for _conversion, nb__clicks _Iweek are integers, product__price is float, and product_age group,
device__type, audience_id, product_gender, product_brand, product_category (1-7), product_country, prod-
uct__id, product_title, partner_id, user id are hashed features for user privacy. Therefore, it is necessary
to do preprocessing of the hashed features before being used for response DP. We use the very similar
technique as that for kaggle-display-Advertising-challenge-dataset (see the webpage https://github.com/
rixwew/pytorch-fm/blob/master/torchfm/dataset/criteo.py) with a small modification. We count all
the unique values for each feature and map them to their corresponding unique value if the occurrence is
large than the preassigned thresholding, otherwise consider as a single out-of-vocabulary. For the architec-
ture of the neural networks used for regression, we benefit from MentorNet (Jiang et al.l |2018)) used for the
non-numerical features (all but attributes Time_delay for conversion, nb_ clicks I1week, product_price)
and put them to embeddings. Then we combine the embedded features with Time_delay_for conversion,
nb_ clicks _1week, product_price together as the input and feed them into a neural network with 3 fully-
connected layers.

Now, we are ready for response DP. We plan to predict the relationship between response (SalesAmoun-
tInFuro) and the features. There are 15,995,634 samples in the dataset, but it is unfortunate that some of
them are with no conversion happened (corresponding to SalesAmountInEuro= —1) and some are too large
(the largest one is 62,458.773). We have 1,645,977 samples left after removing those useless ones (-1 or larger
than 400). We set the maximum number of epochs to 50 and the batch size to 8192. The model is trained
using the RMSProp optimizer with an initial learning rate of le-3, and the learning rate is decayed using
the CosineAnnealingLR method. Additionally, we set the Ly regularizer parameter weight_ decay to le-4.

Table 2: Comparison results on the Criteo Sponsored Search Conversion Log dataset.

Privacy | Laplace Gaussian Staircase RRonBins Ours Unbiased

Budget | Mean + Std Mean + Std Mean + Std Mean + Std Mean £ Std Mean + Std
0.05 1878491.63 £ 376368.64 | 16803328.94 + 998367.25 | 1736473.22 £+ 122674.30 | 11339.71 + 36.45 | 6882.55 + 40.96 10572.59+1134.12
0.1 472390.91 + 14030.15 4458946.92 + 385131.83 464807.11 + 19835.24 11328.04 &+ 36.34 | 6839.72 £+ 25.78 7884.54+664.82

0.3 60599.02 + 1124.63 567545.99 + 8905.76 55470.30 + 1296.68 11185.20 £ 36.10 | 6526.58 £ 54.49 5807.11+393.60
0.5 24659.75 & 745.69 215649.49 £ 2694.33 21717.01 & 417.43 10907.33 + 36.54 | 6302.61 + 6246 4826.07+250.91
0.8 11982.80 £ 290.64 87173.02 £ 1582.45 10328.00 £ 255.31 10256.37 £ 37.39 | 5931.67+81.26 4769.94+210.42

1.0 8854.12 + 267.56
1.5 5759.41 £ 178.68

2 4787.05 £ 127.27

3 3848.77 £184.59
4 3551.65 + 164.53
6

8

58036.92 & 1286.23
28740.18 + 481.94
17620.97 £ 493.14
9780.89 & 136.51
7081.23 + 259.26
5024.29 £ 340.55
4163.70 + 119.34
3119.31 & 99.39

7762.13 £ 230.03
5301.81 &£ 274.90
4516.25 £+ 62.59
4103.87 £ 101.25
4080.65 + 128.19
4144.02 £ 75.71

4322.13 + 187.16
3119.31 + 99.39

9744.08 + 37.59
8406.88 + 36.57
7294.93 £ 34.03
5577.50 & 31.75
4769.61 + 25.01
4371.68 = 25.31
4333.12 £ 31.94
4319.86 + 29.27

5742.74 + 114.96
4659.06 £ 72.15
4306.80 + 131.89
4042.74 + 111.63
3229.45 £+ 129.65
3185.96 £+ 69.52
3104.52 + 42.10
3119.01 + 70.31

4630.83+171.56
4472.401+92.37
4459.39+78.33
4330.81458.60
4244.34476.74
3241.17+44.89
2911.97+58.3
2798.53+£29.11

3339.38 £+ 141.50
3164.46 +83.76
3119.31 + 99.39

In the following, we quantitatively evaluate our proposed method. We compare our method with the Gaus-
sian, Laplace, Staircase, RRonBins, and Unbiased mechanisms. Table 2] presents the quantitative comparison
results for the Gaussian, Laplace, and Staircase mechanisms at different privacy budgets.

Based on the results presented in Table [2] our method and the unbiased mechanism outperform other
mechanisms in the Criteo Sponsored Search Conversion Log dataset.

6.3 The California Housing Dataset

This California Housing dataset was derived from the 1990 U.S. census, which can be obtained from the
StatLib repositoryﬁ or import through the command fetch_califomia_housinﬂ in sklearn.datasets.

In this dataset, we have information regarding the demography (income, population, house occupancy) in
the districts, the location of the districts (latitude, longitude), and general information regarding the house
in the districts (number of rooms, number of bedrooms, age of the house). There are 20640 instances, 9

Shttps://www.dcc.fc.up.pt/~1torgo/Regression/cal_housing.html
4https://scikit-learn.org/stable/modules/generated/sklearn.datasets.fetch_california_housing.html#sklearn.
datasets.fetch_california_housing
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Table 3: Attribute Information.

Name Description

MedInc median income in block group

HouseAge  median house age in block group
AveRooms  average number of rooms per household
AveBedrms average number of bedrooms per household
Population  block group population

AveOccup  average number of household members
Latitude block group latitude

Longitude  block group longitude

attributes: 8 numeric, predictive attributes and the target, where the attribute information is shown in Table
Since these statistics are at the granularity of the district, they correspond to averages or medians. There
is no missing attribute values, we use the data directly.

For the architecture of the regression neural networks, we employ a 3-layer fully-connected neural network.
The model is trained for a total of 50 epochs, with a batch size set to 256. During training, we utilize the
Adam optimizer with an initial learning rate of 0.001. The learning rate is decayed by a factor of 10 at the
25th epoch. For Ls regularization, we set the regularization factor to weight_ decay = le-4.

Table 4: Comparison results on the Housing dataset.

Privacy Laplace Gaussian Staircase RRonBins Ours Unbiased
Budget Mean £ Std Mean + Std Mean + Std Mean + Std Mean £ Std Mean + Std
0.05 14.2061 + 12.1058 | 59.1688 + 25.9966 9.9673 £ 3.7562 1.6680 £ 0.1241 1.5470 + 0.1034 | 1.6307+0.1155
0.1 4.8926 + 0.8567 | 14.6442 + 10.7207 | 5.6695 + 1.6705 1.6938 + 0.1279 | 1.5400 + 0.0894 | 1.6554+0.0542
0.3 2.2165 + 0.5216 4.8875 £ 0.9392 2.6639 £ 1.3920 1.6132 £+ 0.1017 1.5035 + 0.0615 | 1.5656+0.0625
0.5 1.5666 + 0.2492 3.4958 £ 0.9716 1.4574 +£0.1180 1.5477 £+ 0.0754 1.4537 + 0.0868 | 1.4666+0.0644
0.8 1.1604 +0.1397 2.8569 + 0.8632 1.0189 + 0.0868 1.5397 £ 0.0915 1.1232 £+ 0.0370 | 1.424204+0.0700
1.0 1.0121 + 0.1150 2.3481 +£ 0.6479 0.8862 +0.0933 1.4407 £ 0.0969 1.0726 + 0.0673 1.3641+0.0617
1.5 0.8262 + 0.0761 | 1.6685 + 0.3689 | 0.7905 + 0.0552 | 1.2294 + 0.0516 0.8797 + 0.0324 1.1896+£0.0447
2 0.7527 + 0.0380 1.4513 £ 0.2093 0.7608 + 0.0559 1.0917 £ 0.1835 0.7946 + 0.0831 1.0882+0.0657
3 0.7279 + 0.1016 1.0725 £ 0.1550 0.7141 + 0.0329 0.7920 + 0.0604 0.6732 + 0.0698 0.9587+0.0766
4 0.6562 + 0.0495 0.8827 £ 0.0689 0.7087 £ 0.0573 0.6755 £ 0.0477 0.6325 + 0.0227 0.7659+0.0261
6 0.6153 + 0.0234 0.7588 £ 0.0725 0.7113 +£ 0.0402 0.6219 + 0.0438 0.6106 + 0.0320 | 0.6676+0.0334
8 0.6065 + 0.0463 0.7270 £ 0.0408 0.7166 £ 0.0376 0.6195 + 0.0466 | 0.5990 + 0.0258 | 0.6282+0.0358
+00 0.5922 + 0.0244 | 0.5922 + 0.0244 | 0.5922 + 0.0244 | 0.5912 + 0.0301 | 0.5852 + 0.0224 | 0.6110 +0.0292

The comparison results can be found in Table [4] on the California Housing dataset. Our method achieves
the best performance across all privacy budgets. While the Laplace, Staircase and Unbiased mechanisms
perform better on some privacy budgets, our method is consistent in all cases.

7 Conclusions

In this paper, we introduce a novel algorithm for label differential privacy in regression. Our approach,
called RPWithPrior, leverages a known global prior distribution to ensure e-label differential privacy. In
scenarios where the global prior distribution is unknown, we propose an alternative algorithm that employs
a histogram to estimate the prior probability density function. This estimated function is then utilized as
a prior in RPWithPrior. Theoretical analysis demonstrates that our proposed algorithms guarantee e-label
differential privacy and provide error bound of our proposed method. Furthermore, we conduct numerical
experiments to evaluate the effectiveness of our proposed method.
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A Preliminary

Before delving deeper into the topic, it is important to establish the definitions of neighboring datasets,
differential privacy and label differential privacy.

Definition A.1 (Neighboring datasets (Dwork et al.l |2006b))). Two datasets D and D’ are called the neigh-
boring datasets if they differ in at most one elements. That is, one is a proper subset of the other and the
larger dataset contains just one additional element.

14
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Definition A.2 (Differential Privacy (Dwork et all [2006b)). Let A be a randomized algorithm which takes
a dataset as an input. For any e, € Ry, A is said to be (e,0)-differentially private ((¢,6)-DP) if P[A(D) €
S] < e“P[A(D') € 8] + 6 holds for any neighboring training sets D, D’ and any output sets S of A. When
0 =0, we call A is e-differential privacy (e-DP).

The definition of label differential privacy can be stated as follows:

Definition A.3 (Label Differential Privacy (Chaudhuri & Hsul 2011)). Let A be a randomized algorithm
that takes a dataset as an input. For any €,0 € Ry, A is said to be (¢,0)-label differentially private ((e,d)-
label DP) if the following condition holds for any training sets D, D’ that differ only in the label of a single
example and any output sets S of A: P[A(D) € S] < efP[A(D’) € S|+ 6. When 6 = 0, we refer to A as
e-label differential private (e-label DP).

B Proof of Lemma 3.3

Proposition B.1. LetZ = [Ay, Ao] and v = 2¢+e™“(A2—A1). Assume fyy (§,y) =v > 0,Vy € Z,Vj € Ny.
When y € Z, we can make the following statement

| fiptawdizao (B.1)
Nz
Proof. For any y € Z, we have
/ fY|Y(?jay)dﬂ=/ fY|Y(?3aQ)dﬂ+Z/ fyiy (F,y)dy
Nz Ny k+£0 Ny+2kgﬁ/\/z
2/ f{/|y(377y)d?3+€_62/ fyy (4, Pr(y + 2kQ))dy,
Ny k40 Nyt2kcNNT
where we have used the fact that e fy|y(9,y) > fyy (4, Pr(y + 2k()) for all § € Nyiarc N N7 and
A27 T > A27
Pr(z) =4 x, €I,
Al, T < A

e When y 4+ 2k¢ € 7 and § € Nyjopc NNz, we have Pr(y + 2k() = y + 2k(, § € Nyjorc and
1§ — Pr(y + 2kQ)| < ¢,

o when y + 2k¢ > Ay and § € Nyyorec NNz, we have y + (2k — 1)¢ < § < Ay + ¢, Pr(y + 2k() = A,
and

§— Pr(y+2k() =7 — A2 > § — (y + 2k() > (y + (2k — 1)¢) — (y + 2k() = —C,
— Ay <Ay +(— Ay =,

o when y+ 2k( < Ay and § € Nyjore NNz, we have A1 — ¢ < g <y+ (2k + 1), Pr(y + 2kC) = Ay
and

(y +2k¢) < (y+ (2k + 1)¢) — (v + 2k() = ¢,

J—Pr(y+2k()=g— A <§—
>A—(— A=

7 — Pr(y +2k¢) =5 — Ay

which implies § € Np,(y42rc) When § € Nyyarc N Nz. Note that Pr(y + 2k() € Z, we have fyy (4, Pr(y +
2k(¢)) = v, from the assumption ff,‘y(gj,y) =v>0,Yy € Z,Vy € Nyy. Then

/N Fom )i > [26 + e (As — A)] .
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Proof of Lemma[3.3 When y € Z, Equation (B.1]) holds from Proposition We can conclude that the
first and second constraints of equation ([3.3)) imply that

Nz

which implies v < 1/7. Then

/I fr() [ /N yfwy(z?,y)dz)] dy = 2¢v /I fﬂy)dyg% /I Fr (w)dy.

When v = 1/7, the objective function achieve the maximal value. By the second constraint in (3.3)), we have
-y e ,

From (B.2) and fyy (7, y') =1/v,Yy € N,y € T when the objective function achieve the maximal value,
we have

(A — A (A — A
R [ gyt [ = A
gl Nz/Ny N, gl
which implies
N ~ I\ £7 VQGNI/Ny’ay/€I7
fY|Y(y7y )= { 0)7 Vi & N7 almost everywhere.
We conclude the result. O
C Proof of Lemma
Proof. We get the derivatives about A, As, then
OF (A1, As)
0A
= A 20 A2 dy(2 1)(2 “¢(Ay — Ay)) 2 (~1)e €
B g RO e (s A e
= —2¢ A2 +e (A — A [ d
TR e (A —Ayp AT A et s
a —2¢
“BCT (A, — AP An A
and
OF (A1, As) 20 . I
o4 PGt oAy —Ayp |YAIECET A m A et fY(y)dy]
a 2¢
ST e (dy — ayp e A2)
where N
91(A1, Ag) = fy(A1)(2¢ +e (A2 — Ay)) —e™ ¢ B Ty (y)dy,
Az
92(A1, Ag) = fy(A2)(2¢ + e (A2 — Ay)) —e™ ¢ B Ty (y)dy.
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. A )
When A4; < no, 3F<§;;A2> = +e_€(2f‘2_A1)]26 [42 fr(y)dy > 0 for any Ay > Ay, Then F(Ay, Ay) is
increasing when A; € (—o0,ng). Similarly, When Ay > ny, aF(aAjj;A” = 7[2<+e,5(2§2_A1)]2 e ¢ f:lz fr(y)dy <

0 for any A; < Ag. Then F'(Aq, Ay) is decreasing when As € (ny, 00).
In the following, we consider Ay, Ay € [ng,ng]. Assume A; € [n;,n;41) and Ay € [nj,nj41] with @ < j, then

j—1
91(A1,A2) =a;(2C+ (A — Ay)e™ ) —e ¢ |ai(ni1 — A1) + Z ag(nes1 —ne) + oj(Az — nj)]

l=i+1

=e E(Oéi — Oéj)AQ +c = 7(676(0[‘7‘ — CMZ')AQ — Cl)7

j—1
gg(Al,A2> Zaj(QC + (A2 — Al)e_e) —e € lai(nHl — Al) + Z ag(ngﬂ — ng) + Ozj(Ag - nj)l
(=i+1

=e 6(Oéi — O[j)Al + Co,

where ¢; = 2¢a; — e “h, co = 2Ca; — e “h and h = a;nip1 + Zz;ilﬂ ag(nes1 — ne) — on;.
We also discuss the monotonicity of F/(A;, As) as follows:

Define dq; = efe(aj — ai)nj —c1, dig = 676(0[]‘ — ai)anrl —C1.
o when max(di1,d12) <0, F(A1, Az) is decreasing about Ay € (n;,n,41) when Ay € (nj,nj41),
o when min(di1,di2) > 0, F(A1, Ag) is increasing about A; € (n;, ni41) when Ay € (nj,n541),

e when di1di2 <0, let es = which must be in the interval (n;,n;41).

C1
e~ (aj—ay)?
— When di; < 0 and di2 > 0, F(A1, Az) is decreasing about Ay € (n;,n;41) for Ay € (n;,es) and
F(A1, As) is increasing about Ay € (n;,nit1) for As € (e2,nj11).
(

— When dy; > 0 and di2 < 0, F(A1, Ag) is increasing about A; € (n;, nit1) for Ay € (nj,ez) and
F(A1, As) is decreasing about A; € (n;,n,11) for As € (ea,njy1).

Define do1 = e™“(a; — oj)n; + c2 and dog = e™“(ay — @j)nip1 + c2. Therefore,
o when max(da1,d22) < 0, F(A1, Ag) is decreasing about Ay € (n;,nj41) when Ay € (n;, niy1),
o when min(da, d22) > 0, F(A1, A2) is increasing about Ay € (nj,n;41) when Ay € (n;, nit1),

e when daidos <0, let e = which must be in the interval (n;,n;41).

c2
e~ ¢(oj—ay)?
— When dy; < 0 and day > 0, F(A;, As) is decreasing about Ay € (n;,n;41) for Ay € (n;,e1) and
F(Ay, Ay) is increasing about Ay € (nj,nj41) for Ay € (e1,n541)-

— When da; > 0 and dpe < 0, FI(A1, Ag) is increasing about A € (nj,nj41) for A; € (n;,e1) and
F(Ay, Ay) is decreasing about Ay € (n;,n;41) for A; € (e1,ni11).
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D Details of Numerical Experiments

D.1 Parameters

Table 5. Parameters.
Crime Criteo Housing

€ €1 ¢ € €1 ¢ € €1 ¢
005 ¢/2 041005 0017 70 |0.06 0.017 0.7
0.1 e/2 04| 01 0017 70| 01 0.017 0.5
0.3 e/2 04| 03 0017 70| 03 0.017 1.2
0.5 e/2 04| 05 0017 70 | 05 0.017 1
0.8 e/2 04| 08 0017 70| 08 0.01 22

1 €/2 04 1 0.017 70 1 0.008 1.5
1.5 €¢/25 04| 15 001 70| 1.5 0.008 1.5

2 €/2.5 04 2 0.01 70 2 0.008 1.5
3 €/3 04 3 0.01 70 3 0.007 1.4
4 €/3.5 0.4 4 0.005 70 4 0.007 1.2
6 e/6 0.4 6 0.003 70 6 0.007 0.7
8 e/7T 0.4 8 0.002 70 8 0.007 0.1

400 400 01| 400 H+o00o 08| 400 400 0.1

In the following, we will report the parameters used in the Communities and Crime Dataset, the Criteo
Sponsored Search Conversion Log Dataset and the California Housing Dataset, where € = €1 + 2. We choose
parameters manually, similar as grid search. From the above table, we find it is not sensitive of the parameter
(. In addition, the performance of our method is largely insensitive to the value of ¢. In empirical tests,
varying o by a factor of o around the fixed values 0.5, 1, 2 resulted in negligible change to the outcome. This
robustness is expected, as Algorithm [3] is used solely to estimate the prior distribution for determining the
optimal interval.

Table 6: Runtime and Unique number (n) of samples or discretized samples in the training process.

Crime Criteo Housing
Method Time n Time n Time n
Laplace 0.288116455 1595 | 3.408373356 1316781 | 0.279757977 16512
Gaussian 0.285983801 1595 3.42813 1316781 | 0.291029215 16512
Staircase 0.285481691 1595 3.538956881 1316781 | 0.312218666 16512
RRonBins | 0.567934513 94 8.24254632 401 6.187591076 472
Ours 0.279293299 1595 3.44035 1316781 | 0.297134399 16512

D.2 Computational Complexity

To save storage space and reduce computational costs, the authors of RRonBins discretized the labels by
rounding down the original responses to integer values (referred to as discretized samples). For the remaining
methods, the original responses are retained.

In Table [6] we provide the runtime and unique number of samples in the training process. Our method
is computationally efficient, comparable to additive noise mechanisms and significantly outperforming the
RRonBins mechanism.
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