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Abstract. Navigating through the extensive and bilingual military poli-
cies of the Canadian Armed Forces (CAF) can be a complex task. To
address the need for streamlined access to these documents, this pa-
per presents the implementation of containerized artificial intelligence
(AI) models to develop a bilingual knowledge management system. This
system is designed to enhance information retrieval from military poli-
cies by leveraging AI, metadata tagging, text embeddings, and vector
databases. Our approach involves creating a comprehensive data pro-
cessing pipeline to store and retrieve military policies and documents.
We utilize a question-answering pipeline that incorporates language de-
tection, semantic search, and large language models (LLM) to process
queries in both English and French. Preliminary evaluations demonstrate
an accuracy rate of 87.78% for English and 73.33% for French queries.
This paper builds upon our previous work on semantic search for mili-
tary policies by integrating a generative AI component, thus extending
beyond traditional retrieval-based methods to provide more precise and
contextually relevant responses.

Keywords: Information Retrieval · Generative AI · Retrieval Aug-
mented Generation · Military Applications

1 Introduction

Military policies encompass a wide array of guidelines detailed in handbooks,
training manuals, and online resources. These policies cover diverse aspects such
as leave policies, appropriate uniforms and attire for different occasions, and drill
manuals that address resource allocation and operational planning. Such docu-
ments are essential as they provide structured directives and guidelines for the
armed forces, ensuring organizational cohesion and informed decision-making.
Despite their importance, military policy documents can be challenging to parse
due to their complex and detailed nature. The specificity and intricacy of the
content often make these documents difficult to read. In recent years, the growth
of digital information across various fields has underscored the necessity for ef-
ficient automated information retrieval (IR) systems capable of managing large
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datasets. Traditional keyword-based retrieval methods are inadequate as they
are often unable to grasp the nuances of user queries or the complexities inher-
ent in modern information systems. This limitation has driven the development
of more sophisticated search technologies. Notably, the use of semantic search
approaches represents a significant advancement in enhancing the accuracy and
efficiency of information retrieval as presented in our previous work [14]. These
technologies not only improve the capture of contextual nuances in searches but
also streamline the process of accessing relevant and complex military docu-
ments.

Semantic search refers to a form of information retrieval that goes beyond
simple keyword matching to understand the intent and contextual meaning be-
hind a user’s query. Semantic similarity is used as a metric that measures the
likeness between the user’s query and the searchbase allowing for retrieval of
relevant information. A hybrid approach can provide a combination of seman-
tic matching and keyword search to leverage their respective strengths [22]. An
architecture known as the Multitask-based Semantic Search Neural Network
(MSSNN) exemplifies advanced semantic search techniques by mapping queries
and responses into a unified semantic space [36]. This architecture employs k-
Nearest Neighbors (k-NN) for response retrieval, enhancing the accuracy and
contextual relevance of the results. Furthermore, efficient top-k retrieval meth-
ods play a crucial role in modern semantic search systems. Techniques like Ap-
proximate Nearest Neighbor (ANN) Search [12], Inverted Indexing [21], Forward
Indexing [19], Term Frequency-Inverse Document Frequency (TF-IDF) [1], and
Posting Lists [6] are integral to enhancing search performance. ANN methods,
including Locality-Sensitive Hashing (LSH) and Random Projection Trees (RP-
tree), provide rapid retrieval of approximate nearest neighbors. Inverted indexing
efficiently maps terms to their corresponding documents, enabling quicker access
to relevant information. Similarly, forward indexing aids in the calculation of rel-
evance scores by storing document IDs associated with specific terms. TF-IDF
ranks documents by the importance of terms within them, prioritizing content
that best matches the search queries. Finally, posting lists are utilized to store
and efficiently retrieve documents containing each indexed term, ensuring that
users can access the most relevant information in a rapid manner.

Traditional IR has been a prime focus in the understanding and enhancement
of fast retrieval algorithms, especially in the context of document retrieval. Re-
search has explored methods like binary search, hash tables, and B-trees, known
for their efficacy in quickly pinpointing relevant documents within expansive
collections [23]. However, conventional IR approaches such as TF-IDF often fall
short in accurately grasping the semantic relevance of documents to user queries,
primarily due to their reliance on exact keyword matching. As a response to these
limitations, BM25 [33] has emerged as a significant improvement over these tra-
ditional methods. It refines the use of term frequency by incorporating additional
parameters like document length normalization and term saturation. These im-
provements enable BM25 to offer a more context-sensitive method of document
ranking, thereby increasing retrieval accuracy. While BM25 marks a notable
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progress over TF-IDF, it still does not fully encapsulate the semantic meanings
within documents, thus positioning it as a precursor to more advanced models.

The introduction of transformer-based architectures [41] has founded a new
era in information retrieval, highlighted by the development of embeddings
specifically tailored for IR tasks. This new era is defined by transformative mod-
els such as BERT and SBERT, have significantly altered the landscape of infor-
mation retrieval and reranking [10][32]. These models leverage deep learning to
understand and process the complexities of language, enabling a more profound
semantic search capability. A prime example of the advancements in modern IR
systems is ElasticSearch [18], which utilizes modernized indexing and querying
capabilities. At its heart are document stores that not only enhance the effi-
ciency of searches but also ensure scalability. ElasticSearch represents a pivotal
advancement in the advancement of semantic search, setting a new standard for
the capability and reach of information retrieval systems.

Recent advancements in IR have led to the emergence of several commercial
Large Language Model (LLM) solutions, streamlining end-to-end approaches to
meet diverse user needs effectively. Microsoft’s QnA Maker [26] exemplifies this
trend by providing a user-friendly platform for building AI-powered question-
and-answer systems. It utilizes machine learning algorithms and NLP to enable
the creation of intelligent chatbots that respond to user queries in real time.
Similarly, Amazon’s cloud-based services include Amazon Lex [2], which allows
developers to build conversational interfaces using deep learning models. Google
Cloud’s Dialogflow [13] further complements these offerings by providing robust
tools for developing AI-driven chatbots. Features such as intent recognition, en-
tity extraction, and context management enable developers to create virtual as-
sistants that understand and respond to user queries effectively across multiple
platforms. Additionally, OpenAI’s ChatGPT [28] has significantly contributed
to modern IR with its commercial APIs, especially with models like GPT-3 and
GPT-4. These APIs, accessible to the general public, offer powerful NLP capa-
bilities, enabling developers to integrate sophisticated language understanding
into their applications seamlessly. Together, these modern IR solutions represent
a significant leap forward in AI-based information retrieval, providing organiza-
tions with customizable tools to enhance communication, streamline workflows,
and improve user experiences. Additionally,Integrating semantic search meth-
ods with knowledge bases (KBs) enhances conversational NLP and information
retrieval systems by addressing key challenges like hallucinations, answer com-
pleteness, and adaptability to new queries [4]. The KnowledGPT framework has
successfully bridged LLMs with KBs, improving domain-specific retrieval effec-
tiveness [42].

For military organizations that handle sensitive data, the use of commercial
APIs that involve the transfer of data can introduce significant security and pri-
vacy concerns. Hence, it is essential to implement on-premise LLM solutions that
operate within an organization’s own infrastructure. This method safeguards
data and enhances control over the handling of sensitive information. Tailoring
these models through custom training to recognize organizational-specific lin-
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guistic details ensures they meet operational demands effectively. This process
includes distilling complex tasks into focused, domain-specific applications us-
ing a precise, narrow AI strategy to address particular challenges within the
organization.

Several strategies exist for enhancing LLMs with contextual knowledge to re-
duce the likelihood of producing inaccurate or irrelevant responses. By drawing
on a variety of studies and methods, a detailed strategy for embedding knowledge
augmentation techniques into LLMs can be developed [3]. This involves identi-
fying appropriate domain-specific knowledge sources such as knowledge bases,
ontologies, or specialized corpora that match the application’s domain. Following
this, methods for extracting and formatting this knowledge for LLM compati-
bility must be determined. This could include building knowledge graphs [17],
linking entities, or performing semantic annotation [27] to ensure the knowl-
edge is organized and semantically rich. Finally, once the knowledge is pre-
pared, effective integration into LLMs can be achieved through techniques like
fine-tuning with knowledge injection [5] [44] or employing techniques such as
Retrieval-Augmented Generation (RAG)[20][15]. Additionally, other strategies
might combine elements of both generative and retrieval approaches in unique
configurations that differ from RAG’s specific methodology[31][9]. These might
involve varying the interaction between the retrieval component and the gener-
ative model, or integrating additional computational layers.

Motivated by the need for secure, accessible, and cost-effective IR solutions,
particularly for environments like the military systems, a containerized retrieval
framework has been developed in our prior work [14]. This framework inte-
grates question-answering algorithms, passage selection, and document retrieval
capabilities. In prior work, an IR system tailored for the military dress man-
ual was created using SQL databases and sentence transformer architecture was
used with bi-encoder[41] and cross-encoder[32] models for text encoding. The
bi-encoder model conducted top-k retrieval, identifying the most relevant pas-
sages through semantic search, while the cross-encoder re-ranked these results.
However, this system was confined to English language only, relied solely on
retrieval-based question answering, often producing lengthy responses from pol-
icy documents and lacked generative capabilities, limiting it to existing document
retrieval. Despite these limitations, the system achieved an 85.4% accuracy.

Building on our previous work [14], we introduce an enhanced Knowledge
Management System (KMS) while addressing previous limitations. A key im-
provement is the implementation of bilingual functionality in both English and
French, significantly enhancing the system’s usability and accessibility, address-
ing the Government of Canada’s bilingualism requirements. Additionally, the
system now processes multiple policy documents, broadening its data source va-
riety. A major innovation is the introduction of a generative AI component to our
previously retrieval-only approach redesigning as a Retrieval Augmented Gener-
ation (RAG) system which is containerized within a secure environment, facili-
tating concise and targeted responses rather than returning entire passages from
target policies, thereby providing users with more precise information. We also
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utilize a “source of truth” approach with the generative AI response to help users
verify the legitimacy of the responses. Containerization also ensures straightfor-
ward deployment across various infrastructures, maintaining both scalability and
security. To overcome embedding model limitations related to context length, a
chunking engine has been developed, allowing for the processing of embeddings
in manageable sizes suited to our models. Furthermore, we have transitioned
to using a Vector Database for data storage, which enhances retrieval efficiency
and overall system performance. By separating the KB from the generative AI
component, we reduce the likelihood of hallucinations and improve both the
customizability and accuracy of responses. These advancements ensure that our
system can scale to accommodate additional policy documents and deliver ac-
curate, relevant information across multiple domains and languages.

2 Data Processing Pipeline

Our data processing pipeline, detailed in Figure 1, follows a four-step process
designed for the efficient organization and structuring of data to facilitate easy
access and analysis. We begin the process by collecting source data from mil-
itary policy documents. This type of raw data is often lengthy and written in
overly descriptive language. To make the data manageable, it is segmented into
smaller pieces with a suitable length for NLP using a chunking engine. Next, we
applied metadata tagging to each text chunk to enrich it with relevant context
and information. These processed chunks are then stored in a vector database, a
database optimized for the storage and retrieval of textual data. Vector databases
employ vector embeddings to represent text in a high-dimensional space, enhanc-
ing the efficiency of similarity searches and retrieval. The architecture of vector
databases supports large-scale text data handling, ensuring both scalability and
performance.

2.1 Data Collection and Cleaning

The KMS utilizes open data available in the public domain from the Government
of Canada website [35]. The scope of this research includes the text corpus of
three policies (Table 1) - the Canadian Armed Forces’ leave policy, dress manual,
and drill manual.

Table 1. Policy Sources

Military Policy Name Source
Leave Policy https://www.canada.ca/en/department-national-

defence/corporate/policies-standards/leave-policy-manual.html
Drill Manual https://www.canada.ca/en/services/defence/caf/military-

identity-system/drill-manual.html
Dress Manual https://www.canada.ca/en/services/defence/caf/military-

identity-system/dress-manual.html
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Fig. 1. Data Processing Pipeline

Both the English and French versions of the text corpus were scraped. Using
Beautiful Soup [37], we targeted the index of each page to systematically down-
load data from every link within the specified sections. This process required
navigating the HTML structure of each page, identifying and retrieving data
from the linked sources. Through recursive parsing of the content linked within
the indices, we successfully extracted the data from all accessible sources in the
designated sections.

2.2 Chunking engine

A primary constraint of sequence-to-sequence language models is their restricted
context window[5], which becomes particularly problematic when dealing with
lengthy documents like military policies. To overcome this, we developed a chunk-
ing engine designed to divide text of any length into manageable, contextually
relevant segments. This engine plays a vital role in the data preprocessing phase,
ensuring that the input data remains within the context length constraints of
the language models used for text analysis.

Structure-aware chunking[7] and generative language models have been used
to enhance the computational understanding of the underlying structure of web
content. This approach not only facilitates the creation of concise and informative
summaries tailored to user intent but also improves the overall efficacy of web
page summarization. By leveraging chunking techniques alongside generative
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language models, we facilitate more efficient information intake and retrieval[30],
optimizing the user’s experience with digital content.

Our approach utilized a preprocessing technique known as the ’Maximum
Character Splitter’ method. This method divides texts that exceed a character
limit while prioritizing the preservation of natural sentence boundaries. It ad-
heres to predefined separator markers such as tabs and newlines. The threshold
was set to 1000 characters, allowing for a 100-character overlap. This considera-
tion ensures that the coherence and original semantic integrity of the segmented
texts are maintained.

2.3 Embeddings

To facilitate information retrieval, we employed text embeddings. Embeddings
are paramount to the performance and usability of the chatbot by represent-
ing the text as a vector within a multidimensional space. Through embeddings,
text is transformed into vectors where each word is mapped to a vector of real
numbers within a high-dimensional space. Each dimension within this space cor-
responds to a unique characteristic of the text, effectively capturing its semantic
properties [10].

By representing text as vectors within a multidimensional space, we enabled
the possibility to search for semantic similarities among words. This capability
allowed for the matching of sentences by meaning or category, rather than re-
quiring exact or partial text matches to the policies. Such semantic matching is a
key reason users can ask a chatbot questions that do not have to be partial/exact
match to the policies. This alignment of embeddings in a multidimensional plane
facilitates highly accurate searches, allowing the retrieval of pertinent passages
for subsequent processing phases.

The embedding model selected for this project was Instructor-XL [39].
Instructor-XL demonstrates robust performance in the Massive Text Embed-
ding Benchmark (MTEB)Benchmark, ranking sixth among comparable models.
We specifically chose this model for its superior re-ranking capabilities right
out of the box, combined with its compactness and remarkable speed making
Instructor-XL an optimal choice given our requirements.

2.4 Vector Database

Our database architecture utilized a vector database to store embedded data
which emulates a standard SQL database mode. Vector databases utilize vec-
tor embeddings to encode textual information in a high-dimensional space, en-
abling efficient similarity search and retrieval operations. The architecture and
design of Vector databases are tailored to support large-scale text data stor-
age and retrieval, ensuring scalability and performance. Unlike traditional SQL
databases that handle various structured data types with rows and columns,
Vector databases are tailored for efficiently managing high-dimensional numeri-
cal vectors, making them ideal for data that carries complex features like se-
mantics or image characteristics[11]. Vector databases specialize in semantic
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searching and similarity retrieval, optimizing searches for vectors or embed-
dings—particularly beneficial for recommendation systems and natural language
processing tasks[43].

2.5 Metadata Tagging

An additional column is included dedicated to storing metadata in plain text.
Metadata captures essential details such as source, language, and context. This
design consideration enhances our data categorization and retrieval process, al-
lowing for a more practical approach than embedding metadata directly within
the primary English content. The metadata fields used in our project include:

– english_url: This tag pinpoints the exact English URL, facilitating precise
location of the manual, chapter, and section relevant to the English text.

– french_content: This field stores the official French translation, which is
available on every government website. It enables our system to process
questions in French and deliver accurate responses in the same language.

– french_url: Similar to the english_url, this field holds the URL for the
French content, assisting in identifying the exact origin of the data.

Linked URLs guide users directly to the specific webpage section from which
information was retrieved while simultaneously highlighting the relevant passage.

3 Methodology

3.1 Language Detection

The KMS’s Question Answering pipeline begins with language detection. This
initial step determines whether user inquiries are in French or English. If the
query is in English, the process proceeds to Section 3.2 as illustrated in Figure
2. If the query is in French, the process continues to Section 3.3 as illustrated in
Figure 3. This ensures that the appropriate steps are taken based on the detected
language, streamlining the overall question-answering workflow.

Fig. 2. Question Answering Pipeline - English
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To effectively serve both French and English queries with equal proficiency,
we implemented a language detection system to determine whether the inquiry
was in English or French. We selected the xlm-roberta-base-language-detection
[8] model for its rapid inference capabilities and efficiency, attributes stemming
from Roberta-based architecture [16], and its minimal resource requirements.
Given that our system currently supports only French and English, we disregard
predictions in other languages, focusing solely on comparing the likelihood scores
for French and English. This comparison helps us mitigate the common issue of
inaccuracies with short sentences, a challenge for language detection models,
which often struggle to accurately identify language from a limited number of
words.

Fig. 3. Question Answering Pipeline - French

3.2 Question Answering Pipeline – English Language

Our process for generating answers deviates from the process for information
retrieval by utilizing a separated knowledge base. As shown in Figure 2, we first
embed the user’s question and use semantic search within the vector database
to retrieve the three most relevant passages. These passages are identified based
on their similarity to the embedded question, ensuring they are semantically
aligned. Once the most relevant passages are retrieved, they are parsed to pro-
duce contextually relevant and well-phrased answers.

Semantic Search We employ semantic search within the vector database to
shortlist the top k passages, using cosine similarity, a mathematical function
that measures the alignment of two vectors in terms of direction. In our process,
we first embed the user’s question and then compute the cosine similarity be-
tween this embedded user question and the candidate passages from the vector
database. Cosine similarity outputs a normalized score between -1 and 1, where
-1 indicates no semantic similarity and 1 denotes an almost identical seman-
tic match. This metric is particularly effective in the context of LLMs, where
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embeddings are situated in high-dimensional spaces, allowing cosine similarity
to capture semantic relationships accurately without being influenced by vec-
tor magnitude [34]. We chose a top-k retrieval strategy, setting k to 3, which
strikes a balance between gathering a sufficient number of passages to generate
an informative answer and maintaining computational efficiency. We prioritize
passages with the highest similarity scores for retrieval. To facilitate this, our
chosen embedding model, Instructor-XL, is employed to identify and retrieve the
top three passages that exhibit the strongest cosine similarity.

Generating the Final Answer After searching the vector database and identi-
fying the relevant embeddings, we generate a prompt that allows us to transmit
an instruction, a query, and the resultant embeddings to a instruction-tuned
LLM version of Llama 2 [25].

An issue with LLMs is that they often generate text that is grammatically
and semantically correct but factually inaccurate or irrelevant. This issue, known
as hallucination [40], presents significant challenges, particularly because these
inaccuracies are not easily detectable unless the user knows the correct informa-
tion. In environments where precision and adherence to rules is critical, such as
the military, the consequences of hallucinated content as truth can be severe.

To counteract this, we implemented a system that uses instruction-based
prompts tied to the top-k passages from a vector database. Initially, we fine-tuned
the LLM to answer queries only when the user’s question matched the provided
embeddings. If a query was unrelated to the available information, the model
was instructed to respond with "I do not know," thereby avoiding the generation
of irrelevant or fabricated content. This measure not only minimized our fine-
tuned LLM from making uneducated guesses but also set a clear guideline for
its responses. To achieve this, the beginning of our prompt begins with, “You are
a question and answering bot, you will respond to the user’s query based solely
on the given facts. If the user’s query and the given facts are irrelevant or out of
context, then say ‘I do not know’.” This method ensures that the LLM operates
within a defined scope and can be easily adapted for future requirements.

In addition, we refined the model’s generation settings by reducing the tem-
perature. Temperature affects the normalized probability of the next word chosen
within the LLM. Decreasing the temperature significantly decreases randomness
and creativity in the responses. This adjustment ensures that the model adheres
strictly to its instructions and relies on its knowledge base, thus minimizing the
chance of hallucinations. We found that a temperature of 0.1 is optimal for most
scenarios, providing enough flexibility for the model to include helpful explana-
tions when appropriate that follows a source of truth approach.

Furthermore, we set the top sampling rate to 50, allowing the model to con-
sider a sufficient number of token options before finalizing a response. This setup
is particularly beneficial in complex tasks like policy drafting, where a broader
token selection reduces the amount of “I don’t know” responses and enhances the
quality of the output. We also modified the top-p value to 0.5 to ensure a balance
in the consideration of tokens, allowing the model to remain reliable while still
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capturing a variety of potential responses. By setting the p-value to 0.5, instead
of considering all possible next words equally, the model only considers a subset
of options. This subset is chosen based on the probability distribution of the
next possible words. The "top-p" value determines the cumulative probability
threshold for selecting these options.

By integrating both the first and second strategies into our LLM, we signifi-
cantly enhanced its ability to generate precise answers to user queries. The model
responded solely based on the facts (policies) presented to it. For this particular
chatbot, we synthesized the search results (text embeddings) with the LLM’s re-
sponses and the associated metadata of the embeddings. These compiled results
were then forwarded to integrate into the user interface(UI).

3.3 Question Answering Pipeline – French Language

If the detected language in section 3.1 is French, we include additional trans-
lation steps highlighted in Figure 3. This is particularly more challenging than
processing English questions given there is a lack of models trained with Quebec
French data, the dialect predominantly used in Canada. While it is feasible to
enhance these models by training them on a corpus of Quebec French collected
from official Canadian and Quebec websites, such training requires significant
hardware investment [38].

We have found that adding translating steps to the beginning and the end
of the English pipelines and processing them in English, as shown in Figure 3,
is an efficient way to process the French questions.

French to English Translation To effectively translate the French query to
an English query we utilize a translation model named SeamlessM4T [24]. This
model is trained on a similar corpus to No Language Left Behind (NLLB) and
is extremely proficient in a neutral standard French dialect. Unlike many mod-
els that prioritize Parisian French, SeamlessM4T adopts a balanced approach,
bridging the nuances between France and Quebec dialects. This distinction in
syntax and conversational style makes SeamlessM4T’s version of French partic-
ularly appealing to French-speaking Canadians, who are more familiar with the
Quebecois variant of the French language.

Semantic Search In this step, as the query has been translated from French to
English, it undergoes the same retrieval process as outlined in section 3.2. Here,
we extract the top k passages from our vector database, which are then passed
to the LLM to generate the final result.

Generating the Final Answer The process of generating the LLM answer
followed the same methodology as described in Section 3.2. Initially, the top k
passages were retrieved. These passages, along with our instructional prompt,
were then provided to the LLM. The LLM analyzes the retrieved passages and
formulates a response intended to assist the user.
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English to French Translation The final step in producing the answer in-
volves translating our LLM-generated English response back into French and
retrieving the French policy from the metadata tags. To ensure the accuracy
of the French translated answer, we divide the English response into individual
sentences. This approach aligns with the NLLB corpus, which SeamlessM4T is
primarily trained on, consisting predominantly of single sentences. Due to the
limited presence of multi-sentence data in the training corpus, we split the text
by sentences and batch the translation requests together.

3.4 User interface

The user interface (UI) was developed using Dash [29] as the primary fron-
tend framework, chosen for its capability to facilitate rapid development while
abstracting HTML and CSS code. Additionally, Dash was employed as the back-
end API to ensure seamless integration with the UI, thus maintaining consistent
communication between the frontend and backend.

Fig. 4. User Interface

Recognizing the need for accuracy in military contexts, we adopted a "source
of truth" approach, which relies on a designated, authoritative data source
deemed as the most definitive and reliable reference for specific information
within an organization. For our purposes, this source comprised the exact loca-
tion of the policy documents the answer was generated from.

Implementing a source of truth with the UI is vital for preserving data in-
tegrity, minimizing errors, and providing a stable foundation for decision-making
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within any organization. This method helps eliminate the potential for confusion
or conflicting data, which can occur when multiple sources claim to provide the
correct information. Additionally, it enhances transparency by allowing users to
trace each step taken by our KMS, enabling them to verify the origin and ap-
plication of each policy segment. This transparency is particularly beneficial for
users unfamiliar with the location of specific policies, as it directs them precisely
to the relevant sections, thereby facilitating easier access and understanding of
the information used to generate responses.

We introduced source of truth as an additional section that remains hidden by
default but can be expanded upon user interaction. This section reveals the spe-
cific chunk of text that was provided to the LLM and includes a hyperlink to the
corresponding extract from the policy website. This strategy ensures data con-
sistency and integrity across various applications, departments, and processes.
In the event of conflicts or discrepancies, the source of truth can be consulted to
resolve issues and maintain a single accurate version of information.

Furthermore, the metadata tagging facilitated the inclusion of URLs for the
source as shown in Figure 5.

Fig. 5. An example of a Policy Section displayed on the UI with Information obtained
through IR from Metadata Tagging

Once clicked, the URL leads the user to a page as seen in Figure 6, high-
lighting the passage which the LLM used as a source to generate the answer.

4 Performance Evaluation

The evaluation dataset was provided by members of Canadian Armed Forces
and consisted of question-answer pairs, in both English and French. A snippet
of this dataset is given in Table 4. Each language featured 30 questions per policy.
Additionally, we removed any open-ended questions that could lead to multiple
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Fig. 6. Displayed Highlighted Passage provided through a hyperlink to users wishing
to view the source of Truth used by the LLM

valid answers, aiming to enhance the clarity of the dataset. This curation process
was designed with the goal of eliminating open-ended questions.



KMS for IR 15

Question Answer (Golden Answer)
Can head dress be removed while travelling
on public transportation?

Chapter 2, Sect 1, para 32, sub-para i Pub-
lic Transportation. “Personnel travelling
aboard a local public conveyance may re-
move their headdress. Personnel travelling
extended distances by aircraft, bus or rail,
may remove their headdress while in tran-
sit, however, headdress shall be replaced
prior to exiting the public conveyance, ve-
hicle or aircraft”

Are CAF members permitted to use the
drill movements of a foreign military?

Chapter 1, sect 1, para 21 “Canadian
Armed Forces personnel, whether as indi-
viduals or formed contingents, are forbid-
den to use the drill movement of a foreign
military or domestic organization. Only
the CDS can personally, in writing, waive
this direction. Requests for waivers must
be staffed through the chain-of-command
to DHH.”

Pourquoi est-ce que les Forces canadiennes
décernent les honneurs de groupe?

3-1-1 Les distinctions décernées aux
groupes sont remises à titre de reconnais-
sance du public pour les exploits et les
actes de corps militaires formés qui sortent
du cadre normal de leurs fonctions et qui
dépassent la norme élevée que l’on attend
des militaires des Forces canadiennes.

Qui approuve les honneurs militaires? 3-1-5, 3-1-6 Le Gouverneur général ap-
prouve au nom du Souverain les condi-
tions générales d’attribution d’honneurs de
bataille qui ont permis à l’unité en cause
de les mériter. Le Chef d’état-major de la
Défense, sur recommandation d’un comité
de honneurs de bataille spécialement con-
stitué, approuve l’attribution des honneurs
de bataille, la remise de distinctions hon-
orifiques aux unités et la perpétuation
des unités qui, suite à leur action sur le
champ de bataille, ont mérité un honneur
de bataille ou une distinction honorifique
conformément aux coutumes établies.

Table 2. Sample French and English Questions and Human Generated Ground Truth
Answers used for Evaluation of the Question Answering KMS

To ensure fair and accurate evaluations, we conducted manual assessments of
the KMS’s responses to verify their accuracy. We categorized the results into four
groups: correct answers, wrong answers, unrelated answers, and refusal answers.
A correct answer is an exactly correct response to the question, an unrelated an-
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swer is a response that is irrelevant to the topic of the question, a refusal answer
occurs when the model states it cannot provide an answer to the question. As a
comparison, we compared our KMS’s performance against OpenAI’s GPT-4, uti-
lizing the same parameters used in our KMS: a temperature of 0.1, top-p of 0.5,
and a sampling rate of 50, which is fixed by OpenAI. To maintain fairness in our
evaluations, we used the same retrieval settings and safety-engineered prompts
for both OpenAI’s model and our KMS. To be fair for GPT-4’s built-in French
language capabilities, we did an additional test by skipping the translation step
as another comparison.

Table 3 displays the performance scores of our KMS relative to the human
answers. We noted a minimal occurrence of refusal and unrelated answers. The
infrequency of these types of answers suggests that our retrieval pipeline is func-
tioning effectively.

Policy Type English French

Leave Policy

Right answer 90.00% 73.33%
Unrelated answer 10.00% 23.34%
Wrong answer 0.00% 0.00%
Refusal answer 0.00% 3.33%

Dress Policy

Right answer 86.67% 73.33%
Unrelated answer 13.33% 26.67%
Wrong answer 0.00% 0.00%
Refusal answer 0.00% 0.00%

Drill Manual

Right answer 86.66% 73.33%
Unrelated answer 6.66% 23.34%
Wrong answer 0.00% 0.00%
Refusal answer 6.67% 3.33%

Averages

Right answer 87.78% 73.33%
Unrelated answer 10.00% 24.45%
Wrong answer 0.00% 0.00%
Refusal answer 2.22% 3.33%

Table 3. Scores from our KMS compared to the human answer

Table 4, on the other hand, presents the corresponding scores for OpenAI’s
GPT-4. Here, we observed a notable increase in the ’Refusal Answer’ category,
indicating that GPT-4 often declines to answer questions when it is uncertain of
the correctness. This cautious approach is likely a result of extensive "guardrail-
ing" incorporated during GPT-4’s training, where safety mechanisms are im-
plemented to ensure prudent responses, leading to a higher rate of refusal even
when relevant data is available.
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Policy Type English French French (without translation)

Leave Policy

Right answer 80.00% 70.00% 46.67%
Unrelated answer 6.67% 10.00% 16.66%
Wrong answer 0.00% 0.00% 0.00%
Refusal answer 13.33% 20.00% 36.67%

Dress Policy

Right answer 63.33% 40.00% 26.67%
Unrelated answer 3.33% 13.33% 6.67%
Wrong answer 0.00% 0.00% 0.00%
Refusal answer 33.33% 46.67% 66.67%

Drill Manual

Right answer 73.33% 50.00% 40.00%
Unrelated answer 13.34% 26.67% 13.33%
Wrong answer 0.00% 0.00% 0.00%

Averages

Refusal answer 13.33% 23.33% 46.67%
Right answer 72.22% 53.33% 37.78%

Unrelated answer 7.78% 16.67% 12.22%
Wrong answer 0.00% 0.00% 0.00%
Refusal answer 20.00% 30.00% 50.00%

Table 4. Scores from OpenAI’s GPT-4 model compared to the human answer

Both tables reflect a proportional decline in accuracy in French, which can
be expected given the LLMs are generally trained on more English data and
some French terms using in the military policies can lead to errors in semantic
meaning, a notable example of this is the drill performance "Feu de Joie," which
translates as "bonfire" in both French and English. This demonstrates a sim-
ilar translation issue on platforms like Google Translate, indicating a common
challenge in handling ambiguous wordings across languages.

5 Conclusion

In this research, we have addressed the complexities involved in navigating bilin-
gual military policies of the Canadian Armed Forces (CAF) by implementing a
containerized AI-driven knowledge management system. By leveraging advanced
AI models, metadata tagging, text embeddings, and vector databases, we devel-
oped a bilingual system capable of processing queries in both English and French.
Our approach not only extends beyond traditional retrieval methods by integrat-
ing generative AI components but also ensures precise and contextually relevant
responses.

Our results demonstrate the effectiveness of our system, achieving an accu-
racy rate of 87.78% for English queries and 73.33% for French queries. This
significant improvement over traditional keyword-based retrieval methods is
attributed to the semantic search capabilities and the innovative question-
answering pipeline we implemented. Additionally, introducing a chunking engine
and using a vector database have enhanced the system’s efficiency and scalabil-
ity, making it capable of handling extensive military documents. The integration
of a "source of truth" approach further reinforces the reliability of the responses
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generated by the system, allowing users to verify the accuracy of the information
provided. By deploying our solution in a secure, containerized environment, we
ensure data integrity and privacy, which are paramount for military applications.

Our study highlights the potential of AI-driven solutions in transforming
information retrieval systems, particularly in domains requiring high accuracy
and contextual understanding. Future work will focus on expanding the system’s
capabilities to include more diverse datasets and exploring the potential of con-
tinuous learning models to enhance the system’s performance in English and
French.
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