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Abstract

Given a dataset of n i.i.d. samples from an unknown distribution P, we consider
the problem of generating a sample from a distribution that is close to P in total
variation distance, under the constraint of differential privacy (DP). We study the
problem when P is a multi-dimensional Gaussian distribution, under different
assumptions on the information available to the DP mechanism: known covariance,
unknown bounded covariance, and unknown unbounded covariance. We present
new DP sampling algorithms, and show that they achieve near-optimal sample
complexity in the first two settings. Moreover, when P is a product distribution on
the binary hypercube, we obtain a pure-DP algorithm whereas only an approximate-
DP algorithm (with slightly worse sample complexity) was previously known.

1 Introduction

Differential privacy (DP) [18,[16] is a strong and rigorous notion of privacy that has been increasingly
studied and deployed as protection against the leakage of personal data used to train ML models.

A basic setting widely studied in ML is distribution learning, where given samples drawn i.i.d. from
an unknown distribution P, we seek to output a distribution () that is as close to P as possible
(formal definitions are given in Section . Recent works [27, 12, 29| 4] have studied DP distribution
learning, whereby the output distribution is guaranteed to stay roughly the same when a single
input sample is changed. A closely related setting is DP mean and covariance estimation studied
by [3811211136,130% 7,18, [11}, 150128}, 125,19} 126]]. Motivated by the fact that tasks often require much fewer
samples than full-fledged learning, the very recent work of [35]] studied the task of DP distribution
sampling, where the goal is to generate a sample from a distribution @ that is as close as possible to
the distribution P from which the input samples are drawn i.i.d. (In the non-private setting, variants
of the sampling task have also been studied, e.g., in the work on sample amplification by [3]].)

In this work, we study DP distribution sampling, and the quantitative gap with respect to the a priori
more challenging task of DP distribution learning. For the case of multi-dimensional Gaussians,
we consider three natural settings: known covariance, unknown bounded covariance, and unknown
unbounded covariance; for the first two, we obtain near-tight bounds. This answers an open question
of [35)]. Moreover, we obtain near-tight bounds on sampling in the case of product distributions on
{0, 1}¢ with pure-DP, also improving upon previous work.

*This work was done while the author was visiting Google Research.
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Motivation. There are many natural settings where a sample from the underlying distribution would
be sufficient (as an alternative to the possibly more expensive task of learning the distribution).

For example, if one is implementing an algorithm that would run on sensitive user data, then, as part
of the usual software development cycle, unit tests [24] are important. Writing unit tests on real data
can violate users’ privacy (e.g., if the unit test code is public). On the other hand, (privately) learning
the distribution of the user data could be a significant overkill for this application. A private sample
of the underlying distribution would provide a sufficiently representative input for the unit testing
algorithm, and this input could be revealed publicly without compromising the privacy of the users.

A second motivation arises in distributed settings. Consider the situation where algorithms are being
developed on medical data provided by multiple hospitals. The algorithm designer would like a
synthetic dataset that would work well for the algorithm development process. Such a dataset could
be obtained if each hospital provides a few (private) samples from its underlying distribution.

Finally, we describe another distributed setting motivation where a central curator wishes to build
a synthetic dataset from multiple users, each contributing multiple items, under the constraint of
item-level DP (as opposed to user-level DP). A simple approach for generating such a synthetic
dataset is to let each user send to the curator a private sample (satisfying item-level DP).

1.1 Formulation

Let D be a class of distributions on some domain &X'. We consider a setting where there is an unknown
distribution D € D and an algorithm has sample access to D. There are two natural problems that
can be posed in this setting. In the sampling problem, the goal is to design an algorithm that uses
samples from D (which is unknown) and outputs an element in X'. We say that an algorithm A is an
a-accurate sampler for D iff di (D, Qa,p) < aforall D € D, where 4, p denotes the distribution
of A(X) where X ~ D™ and di (-, -) denotes the total variation distance. Here n is said to be the
sample complexity of the sampler. In the learning problem, the goal is to design an algorithm that
outputs a distribution D’ € D. We say that an algorithm A is an («, 8)-accurate learner for D if
Prx~pr pimax)ldiv(D’, D) < a] > 1 — B forall D € D; as before, n is the sample complexity
of the learner.

The DP version of the learning problem is well studied, e.g., [27, 4]; in this work we study the DP
version of the sampling problem. First, we recall the definition of DP. We consider the substitution
notion, i.e., two datasets are neighbors iff they have the same number of samples and we can transform
one to the other by changing a single sample.

Definition 1.1 (Differential Privacy [18] [16]). An algorithm M : Y — O is said to be (e, J)-
differentially private ((e,0)-DP) for e > 0, > 0iff, for every S C O and every neighboring datasets
Y,Y' € Y, we have Pr[M(Y) € S] < e - Pr[M(Y’) € S] + 6.

We abbreviate (¢, 0)-DP by e-DP, aka, pure-DP; the 6 # 0 case is approximate-DP. We assume that
the privacy parameters satisfy e < 1, § < 1/2, and the accuracy parameter satisfies 0 < o < 1/2.

1.2 Our Results for Gaussian Distributions in R¢

We focus on the d-dimensional Gaussian distribution, i.e., D = N(u, ¥) with 4 € R? 2 € R4*4,
Recall that N(z, 3) is supported on R with fiy(,.5)(z) o exp (—3(z — p)TS 7z — p)). We
study three cases that have been considered in the literature:

* Known Covariance: ¥ is known, but p is not. More formally, the class of distributions is
DY = {N(u, %) | p € RY}.

* Unknown Bounded Covariance: Both p, 3 are unknown but with a promise that I <> <k -1
for a known constant k£ > 0, i.e., the class of distributions is DN := {N(u,X) | p € R4, X €
Rixdst [ <% < k- 1}

* Unknown Unbounded Covariance: Both u,Y are unknown, i.e., the class of distributions is
DN = {N(i1,%) | p € R4 % € Rx4},

A summary of our DP sampling results along with a comparison to known DP learning results is in
Table[I] Before we describe our results in more detail, we highlight the following. (i) In all cases,

2We write A < B to denote that B — A is positive semi-definite, for matrices A and B.



the dependence of our algorithms on the accuracy parameter « is only polylogarithmic, whereas for
DP learning algorithms, this dependence is polynomial. (ii) In the case of known covariance and
unbounded known covariance, we obtain improvements over DP learning in terms of the dependence
on the dimension d. (iii) All of our algorithms run in polynomial time, although we do not explicitly
state the running time in the formal statements.

Known Covariance. While any DP learning algorithm requires ©) (a—d2 + %) samples in this

setting [27], we show that, surprisingly, only O (\/& / e) samples suffice for DP sampling.

Theorem 1.2. There is an a-accurate (€,0)-DP sampler for Gaussian distributions with known

covariance with sample complexity O (@ - polylog (%)) .

We also show that the v/d dependence is necessary, i.e., that our algorithm’s sample complexity is
tight up to polylogarithmic factors.

Theorem 1.3. Any 0.1-accurate (€, §)-DP sampler for Gaussian distributions with known covariance
must have sample complexity Q(\/d/e).

Unknown Bounded Covariance. In this setting, we obtain an algorithm with sample complexity of

Oy (g); in contrast, the best known DP learning algorithm requires O, (f% + i%) samples [27, [29].

Theorem 1.4. There is an a-accurate (¢, 6)-DP sampler for Gaussian distributions with unknown
covariance, under the assumption I < 3 =< k-1, with sample complexity O (g - k2 - polylog (ﬁ)) .

Similar to before, we can show that the sample complexity dependence on d, € is near-optimal:
Theorem 1.5. Let o > 0 be a sufficiently small constant, and €, 6 be such that § < O (#) Then,
any a-accurate (€, 9)-DP sampler for Gaussian distributions with unknown covariance, under the

assumption I = ¥ X 21, must have sample complexity n = ) (76 fi gd).

Unknown Unbounded Covariance. In this setting, the best known DP learning algorithm uses
€} (Ul—2 + i—i) samples [4, 29} 28]]. For DP sampling, we show that we can reduce the dependence on

o2

« to polylogarithmic and the dependence on d to d*-°.

Theorem 1.6. There exists an a-accurate (e, 0)-DP sampler for Gaussian distributions (without any

assumption) with sample complexity O ("ll’5 polylog (%))

€
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Table 1: Sample complexity of private learning and sampling for Gaussian distributions. Here, O, ©
hide factors that are polylogarithmic in d, 1/€,1/5,1/a (and 1/4 in the case of learning).

1.3 Our Results for Product Distributions on {0, 1}¢

For p € [0, 1], let Ber(p) be the Bernoulli distribution supported on {0, 1} with probability mass
function fge(;y(0) = 1 — p and fger(p)(1) = p. We consider product distributions Ber(p;) ®

-+ ® Ber(pq) where p1, . ..
prrod .= [Ber(p;) ® -+ ® Ber(pg) | p1, - - -

» Pd S [07 1]})

,Pa € [0, 1] are unknown. (In other words, the class of distributions is
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Non-Private Learning m

We give a pure-DP sampler with sample com-

plexity O (a%) Previously, only approximate- ¢-DP Learning

O (3

+ L) 29,271

DP sampler with similar sample complexity was

known from [33]], which also provided a match- (e, 0)-DP Sampling

O (L) 133l

ing lower bound. In comparison, DP learning

) e-DP Sampling
uses © (% + %) samples [27, [10].

(Our result)

S} ( ﬁ ) Theorem

Theorem 1.7. There exists an a-accurate e-DP
sampler for product distributions on {0, 1}¢ with

dlog(%) n dlogQ(i))

Table 2: Sample complexity for private learning
and sampling for product distributions on {0, 1}<.

Here, © hides factors that are polylogarithmic in
d, 1/« (and 1/ in the case of learning).

We also note that our result above improves upon even the approximate-DP sampler in [35] by

«e €

sample complexity O (

logarithmic factors. Specifically, for o < 1/ log d, our sample complexity is O (%) whereas

theirs is O <dbf€(1/6) (1og9/4 d+ 1og5/4(1/a))>.

2 Technical Overview

2.1 Gaussian Distributions: Algorithms

Known Covariance. When ¥ is known, we may assume w.l.0.g. that > = I; otherwise, we can
transform each sample X into ©~1/2X . We start by using known algorithms [23} 40, [33] to find a
“rough” estimate for the mean. In particular, we find an estimate /i such that ||i— || < R = O(\/d/e€)
using n = O(v/d/€) samples. By appropriately shifting the subsequent samples, this is equivalent
to assuming that ||4]|2 < R. We then focus on designing a DP sampler for this bounded mean case.
It turns out, surprisingly, that the Gaussian mechanism suffices here. Specifically, for a parameter
B > 0 (chosen later), we truncate each sample so that its /2-norm is at most B. We then output their
average with a (spherical) Gaussian noise N(0, 021) added. The description is given in Algorithm

The analysis of the Gaussian mechanism [e.g., 20,
Appendix A] shows that the algorithm is (¢, 4)-DP
as long as we pick 0 > O (%)

Algorithm 1 SPHERICALGAUSSIANSAMPLER

Parameters: B,o > 0,and n € N.
Sample X4,..., X, ~ D

As for the accuracy, observe that if there were no
truncation, then the output is exactly distributed
as N(u, (02 + 1/n)I), which is precisely N (s, I)
if we set 02 = (n — 1)/n. Therefore, by setting

fori=1,...,ndo

| X = trunc (X;)
Sample Z ~ N(0,0%1)
return Z + 5. >, 0 XiM

DSCG

B = R+ O(y/d +log(1/a)) so that the trunca-
tion does not occur with probability 1 — a, we ~
ensure that the sampler is a-accurate. The constraint that ¢ > O (%) from privacy implies that we

need n > O(v/d/e) and hence yielding the sample complexity in Theorem

Unknown Bounded Covariance. Recall that in this setting we know that I < ¥ < - I. While it
might be tempting to use the above Gaussian mechanism for this setting as well, it turns out that this
approach results in sample complexity that depends polynomially on 1/ aﬂ

To circumvent this, we first consider the case where p = 0 (i.e., “centered” Gaussians). In this case,
our algorithm originates from the following attempt: output } . (.., a[i]- X;, where (a[1], ..., a[n]) ~

Unii, the uniform distribution over points on the unit sphere in R™. It follows from the 2-stability of
the Gaussian distribution [41]) that, when X1, ..., X,, ~ N(0,X), this resultsﬂ in an output that is
distributed exactly as N(0, X).

Unfortunately, this algorithm is not DP: if X; = --- = X,,_; = 0, then the output will reveal the
direction of X,, in the clear. To remedy this, we build on the intuition that, if X7, ..., X, “sufficiently
span all directions”, then there should be “enough noise” to make this algorithm DP. In particular,
using the bounded covariance property, we can show that if all the eigenvalues of Zie[n] X xF

*See Appendix for a proof sketch of the sample complexity from such an approach.
“Note that this holds even for any fixed unit vector a € R%.



are sufficiently large (and each X; is truncated appropriately), then this algorithm is indeed “DP”.
This is perhaps the most technically challenging part of our work, as the noise is data-dependent and
therefore poses significant hurdles in the privacy analysis (Section[4.2). Note that this is also the
reason we need n > (d), as otherwise X1, ..., X, cannot “sufficiently span all directions” in R?.

With the above, the last ingredient is a testing step (in the “propose-test-release” paradigm of [[17]) that
checks this eigenvalue condition. When this condition fails, we return _L; otherwise >, ali] - X;.
To handle the case where i # 0, we take an output to be the sum of the average of n; samples and
\J1-— n% *(Xoie[ny) @li] - Ui), where each Uj is the difference between two fresh independent samples
divided by v/2 and (a[1], ..., a[ns]) ~ Uniiz. Notice here that each U; ~ N(0, ), while the average

over np samples is ~ N(g, i - X); thus, the sum is ~ N(u, X) as desired. The full description is
presented in Algorithm[2} the parameter setting and analysis can be found in Appendix

Unknown Unbounded Covariance.
We proceed by reducing this case to
the previous setting. We do so by
first applying the known DP “pre-

Algorithm 2 BOUNDEDCOVGAUSSIANSAMPLER

Parameters: B, A > 0,and ny,ns € N.
Sample X1, ..., Xp,, Xn, 41,y Xng42n, ~ D

conditioner” algorithm for Gaussians for i - L...om "2|_ 2n, do

(with unknown unbounded covari- | X = truncy (X;) > see (1)
ance) from the work of [9] in order forj =1, T 7”&1‘1100 o

to obtain rough estimates [z, 3 of X ‘ Ui = W(an o1 = Xoy i)

respectively. This allows us to trans- Sample 7 ~ STLap (5, 5, A) > see Lemma

2727
form any subsequent sample X into . ( T)
. f Amin 4 U;U;j | +r > 0.75n2 then
»~1/2(X — ji). This reduces us back ' 2ie(na " "2

A | return L
tf)) I%I;/ ;;mrfgrﬁ )fo’rr hN(E’l/ *(n —f Sample a ~ Uni),
R - . € guarantee o .

iﬁe DP preconditioner égnsures that Teturn n% (Zie[nl] szmc) +y/1 - n% : (Zie[ng] ali]-U;)
this Gaussian actually has bounded
covariance. Therefore, we can apply our previous algorithm. Note that a significant part of the sample
complexity is due to the DP preconditioner of the Gaussian; it turns out that the sample complexity
of this task is only O€7a(d3/ 2) (compared to é@a(dQ) for learning). Furthermore, since we only
need the preconditioner to be a rough estimate, we can set the accuracy parameter for the learning to
be O(1) and thus avoid the polynomial dependence on 1/c. (Note that private preconditioner is a
standard ingredient in the recipe for DP learning [e.g., 27]].)

2.2 Gaussian Distributions: Lower Bounds

Known Covariance. Our lower bound in this setting builds on the following insight: if we take
a constant number of samples from N(y, I) (using the DP sampler) and use them to estimate g,
then we incur an expected ¢3-error that is O(d). It turns out that known lower bounds for DP mean
estimation of Gaussians with known covariance [27] hold for this setting and give a lower bound of

Q (%) , where 2 is the ¢3-error. Plugging in v = +/d in our setting gives the desired lower bound

of Q(v/d/€). In the actual proof, one complication stems from the fact that our DP sampler does not
output a sample exactly from N(u, I'). Nonetheless, we can quantify this in terms of the accuracy .

Unknown Bounded Covariance. In this setting, we reduce from a lower bound on DP covariance
estimation [28]]—rather than DP mean estimation earlie—of centered Gaussians. The challenge is
that ©(1) samples from N(0, ) do not provide a sufficiently high accuracy estimate for X so that we
can apply the known lower bouncﬂ Therefore, the above approach does not work directly.

To overcome this, we will have to use many samples to estimate the covariance. Recall that the sample
complexity lower bound of ©(d?/¢) for covariance estimation requires the accuracy in the Frobenius
distance (or the Mahalanobis distance) to be constant [28]. Due to this accuracy requirement, we
need to use our DP sampler to generate L = §2(d?) samples Y7, ..., Y7, to achieve such an accuracy.
We can draw a fresh batch X%, ... X¢ of samples from the underlying distribution to generate each

3This high accuracy requirement is inherent in the known DP covariance estimation lower bound; see [28]
Remark 4.4] for more details.



Y;. However, since L = Q(d2), this would use Ln samples in total. The covariance estimation
lower bound would then yield Ln > Q(d?/¢), implying n > Q(1/¢)—even weaker than the mean
estimation lower bound!

Fortunately, it turns out this can be overcome by using advanced composition of DP [19]]. In particular,
we may run our sampler L times on the same n samples to produce Y7, ..., Y. In this case, the final

covariance estimation algorithm has privacy loss parameter O(\@ -€) = O(d - €) due to advanced
composition (Theorem |A.5). Therefore, we get a lower bound of Q(d?/(d - €)) = Q(d/e) as desired.

While the above overview seems intuitively plausible, there are certain difficulties that we need to
overcome. First, the samples Y; that our algorithm produces are not exactly drawn from N(0, X); to fix
this, we run an agnostic learner for Gaussians [e.g., 3] to recover the estimate of . Second, since we
run our DP sampler on the same n samples, the produced Y7, ..., Y7 are not independent. We fix this
by first drawing a larger number N of samples, and then produce each Y; using n-out-of-N random
samples; this reduces the correlation across the Y;’s. Furthermore, using amplification-by-sampling
of DP [6] gives us the desired privacy-vs-sample complexity lower bound guarantee.

2.3 Product Distributions: Algorithm

Our sampler follows the framework of [35], which is built upon the preconditioning procedure
proposed by [27] for DP learning.

We start with a private preconditioner, which obtains a crude estimate of each p; (up to a constant
multiplicative factor). This is similar to that of [27], except that we use Laplace noise instead of
Gaussian noise; this ensures that the resulting algorithm is pure—DIﬂ By suitably partitioning [0, 1]
into geometrically decreasing buckets in terms of d/«, the goal then is to estimate p; by placing it in
one of these buckets. This can be done by an appropriate thresholding and the Laplace mechanism.

The next step is to obtain a refined estimate of the p;’s using a fresh batch of samples. The algorithm
then returns a sample randomly drawn from the product distribution given by these estimates. The
earlier crude estimates are helpful in truncating and clipping the samples to make the produced
sample DP, without adding any noise to the refined estimate.

3 Preliminaries

For convenience, we use the notation trunc%(X ) for “truncation” for all X € R‘ﬂ B>0,p>1

X if | X, < B
trunc’y (X)) ::{ . . ey
o X-B/IIX]l, if X[, > B.
Let [k] denote {1,...,k}. Forany X € R<, we use X[j] to denote the value of its jth coordinate.

3.1 Distributions and Tail Bounds

For a discrete distribution D, we use fp to denote its probability mass function (PMF); for a
continuous distribution D, we use fp to denote its probability density function (PDF). Let supp(D)
denote the support of D. We let Z ~ D denote that the random variable Z is distributed according
to D; throughout, we may write the random variable in place of the distribution and vice versa
when convenient. Finally, when D, ..., Dy are distributions, we use D ® - - - ® Dy as the product
distribution, i.e., the distribution of (Z1, ..., Zy) where Zy ~ Dy, ..., Zq ~ D, are independent.

For a distribution D on R and v € R?, we write D + v as a shorthand for the distribution of X + v
where X ~ D. Furthermore, for a distribution D and a (possibly randomized) function h, we write
h(D) to denote the distribution of h(X) where X ~ D.

We will list a few distributions that will be useful for us.

SWe remark that a similar analysis has also been done by [37]], who uses such a pure-DP preconditioner to
give pure-DP algorithms for learning product distributions.



(i) Shifted Truncated Discrete Laplace Distribution: For A > 0, let s(e,0) = [A(1 +1og(1/0)/€)].
We define STLap(e,d, A) to be the discrete distribution supported on [—2s(e,d),0] such that

fSTLap(e,&,A) (EC) X exp (_6 |.’IJ + S(Ea 6)|)

It is known that adding STLap noise to a low-sensitivity function results in a DP estimate [e.g., [22].
Lemma 3.1. If g is a function with sensitivity < A, then the algorithm that outputs g(X) +
STLap(e, 9, A) is (e, 5)-DP.

(ii) Beta Distribution: For c, 3 > 0, Beta(a, 8) has the PDF fgeta(q,p)(2) ox 1 (1 — x)f=1,

(iii) Uniform Distribution over Unit Sphere: For d € N, let Unii denote the distribution of a random
unit vector in R<.
(iv) Projection of Uniform Distribution over Unit Sphere: Forany d € Nand i € [d] and z € R4,

let II<;(z) denote (z1, ..., z;). Then, let Uniji denote the distribution of IT<;(Z) where Z ~ UniS.
This distribution has the PDF (see, e.g., [34, Theorem 2]) given below.

d—i
(L= 2Pt e < 1
2
funig (2) ox {0 otherwise. @

‘We need a tail bound on the /5-norm of a Gaussian-distributed vector:
Lemma 3.2 ([42, Theorem 6.2]). There exists a constant ¢ > 1 such that, for any p € R, ¥ € Rdxd

where %< - Tand any § € (0.3).  Pr [||X s > VR (\/&+ \/log(l/ﬂ))] <B.

We also need a tail bound for the beta distribution:
Lemma 3.3 ([43]], Theorem 8). There exists a constant ¢ € (0, 1) such that, for any 0 < o < 8 and

[0} 7c-min{—ﬁ2’”2 ,Bz}
any x > 0, we have Pr Z > + x| <2 S .
Z~Beta(a,3) o+ ﬂ

The following concentration bound on the empirical covariance will also be helpful.
Lemma 3.4 (|27, Fact 3.4]). There exists a constant ¢ > 1 such that forany ¥ = I, let Uy, ..., U, ~

3 - (1—c~/d+k’§(1/ﬂ)>-11 >1-p.

Hockey Stick Divergence. We also recall the definition of e-hockey stick divergence between
two distributions P, Q: d.(P || Q) := / [fr(y) — e fo(y)]+dy, where [a]+ := max{a, 0}.
yEsupp(P)

The following standard fact about the hockey stick divergence is often useful in proving DP guarantees
of algorithms [39, [31]].

Lemma 3.5. For any € > 0 and distributions P, Q), de(P || Q) < Pry.p[fr(y) > e fo(y)].

N(0,%) and 3> = i > i) U;UY, we have Pr

3.2 Differential Privacy

It will be also useful to keep in mind the “post-processing” property of DP:
Lemma 3.6. For any distributions P, Q) and any function h, we have d.(h(P) || h(Q)) < d.(P || Q).

DP under Condition. Since we will use a “propose-test-release”-style algorithm [17], it will be
convenient to use the notion of “DP under condition” together with its composition properties. The
particular definition we use below is from [32]; similar notions have been used earlier, e.g., in [17].
Definition 3.7 (DP under Condition, [32]). Let ¥ : ) — {0,1} be a predicate. An algorithm
M :Y — Ois (€, §)-DP under condition W for €, § > 0 iff, for every S C O and every neighboring
datasets Y, Y’ € ) both satisfying ¥, we have Pr[M(Y) € S] < e - Pr[M(Y’) € S| + 4.
Lemma 3.8 (Composition for Algorithm with Halting, [32]). Let M; : Y — O U {L}, My :
01 x Y — Oq be algorithms. Furthermore, let M denote the following algorithm: Let 0, = M1(Y)
and, if o1 =L, then halt and output L or else, output oo = My(01,Y).

Let U be any condition such that, if Y does not satisfy ¥, then M1(Y') always returns L. Suppose
that My is (€1, 61)-DP and My is (€2, §2)-DP under condition U. Then, M is (e1 + €2, 81 + 02)-DP.



4 Gaussian Distribution: Algorithms

Reduction to the Bounded Mean Case. As stated earlier, for the cases of known covariance and
bounded covariance, we will need a preprocessing step that computes a rough private estimate for the
mean. The properties of the reduction are stated below.

Lemma 4.1. Suppose that there is an a-accurate (¢, 0)-DP sampler for Gaussian distributions under
the assumption that I <X < k- I,||p|| < R with sample complexity nym-sampler (@, R, €,9). Then,
there exists an a-accurate (€, 0)-DP sampler for Gaussian distributions under the assumption that

I =¥ < k- I with sample complexity 10) ( ) + Nbm-sampler (¢/2, O(n\f) €/2,6/2).

4.1 Known Covariance

With the reduction in Lemma we may assume that || ~/24|| < R. When the covariance is
known, we give an algorithm with the following guarantees.

1/2

Theorem 4.2. Assuming ¥ is known and |X 712 u|| < R, there is an a-accurate (¢, §)-DP sampler

for Gaussian distributions with sample complexity O ( (R + \/ d + log (logse/ %) )) log(1/5)> .

€

We assume w.l.o.g. that ¥ = I; otherwise, we can consider X z/ =Y 2X,. Before we describe the
algorithm, note that Theorem 4.2] together with Lemma[4.1|implies Theorem As stated earlier,
the algorithm (Algorithm[T)) is simple: take the average of the truncated input samples and add to it

(spherical) Gaussian noise.
, B =R+ 104C\/d+10g (M), and

n =1+ [10B+/log(2/d)/¢]. Let A be Algorithm 1| with B, n as specified and o = \/(n — 1)/n.

Privacy Analysis. A is the Gaussian mechanism with noise multiplier no /B > 104/log(2/0)/e;
therefore, A is (¢, §)-DP, using [20, Appendix A].

Proof. Let C > 1 be the constant from Lemma

Accuracy Analysis. Let D = N(u, I) for some unknown . Consider the algorithm A" where there
is no truncation, i.e., A’ simply outputs Y := Z + % Zie[n] X;. Via Lemma|3.2{and a union bound,
the truncation is not applied anyway in A (i.e., X; = X!™* Vi € [n]) with probability at least 1 — c.
Therefore, d (Q 4,0, Q.4’.p) < c. Note that A’ just outputs Y := Z + % Zie[n] X, so we have

Y ~N(u,I) = D,ie., Qa,p = D. Combining these bounds yields di, (Q4,p, D) < o O

4.2 Unknown Bounded Covariance

We now move on to the case where both p, Y are unknown but under the assumption I < > < k- [.
The main result of this section is stated below]] Again, note that Theorem [4.3| and Lemma [4.1]
immediately yield Theorem [I.4]

Theorem 4.3. Assuming I =< ¥ =< &k - I for some v > 0 and |u| < R

there is an «a-accurate (€,0)-DP sampler for Gaussian distributions with sample complexity

0] ((R2 + K2 (d—l—log (103;(1/6)))) . M) .

As stated in the overview, the main challenge lies in the privacy analysis. It will be proved in three
steps. First, in Section 4.2.1] we will show that if we add noise that is drawn from projection of
random unit vector to the first M coordinates to a low-(¢5-)sensitivity function, then it is DP. Then, in

Section we use this to show that adding noise of the form 3., ali] - w; (where a ~ Uni®) to
a low-sensitivity function also suffices for privacy as long as the smallest eigenvalue of ), c[n] Wiw;

is sufficiently large. Here wy, . .., w, are assumed to be fixed vectors given beforehand. Note that
the noises discussed so far are input independent. Finally, in Appendix we relate this to the

"The dependence on « can be reduced to polyloggl ) by applying the private preconditioning in [27],
although this will increase the dependence on d to d™”; it is an interesting question if this increase in the
dependence on d can be avoided.



privacy of our algorithm—which is more intricate as these w;’s are now X;’s, i.e., the noise is input
dependent. The accuracy analysis, which is simpler than the privacy analysis, is also in Appendix[B.4]

4.2.1 Noise via Random Unit Vector Projection

We first show that adding noise drawn from Uniﬁm N to a function with low ¢5-sensitivity ensures DP.

IN, 10* log(10/9)

p } where c is

Lemma 4.4. Let M, N be any positive integers such that M > max {

the constant from Lemma Furthermore, let T € (0,0.01) be such that T < 104/ logﬁl#. Then,

for any vector v such that ||v|| < T, we have de(Uni%{’N I Unii“v +v) <4.

The proof of this lemma proceeds similarly to those of independent noise addition (e.g., the Gaussian
mechanism): using Lemma|[3.3] it suffices to bound the probability that the privacy loss is large. We
achieve such a bound via concentration properties of the beta distribution.

4.2.2 Noise via Spherical Linear Combinations

Next, we relate the previous lemma to privacy in the case where the noise added is of the form
Zie[q] ali] - w;, where wy, ..., w, are fixed beforehand and a ~ Unii. The guarantee of such a
noise is stated below. The proof is based on a reduction argument to Lemma For notational
convenience, for every matrix W € RI%4 et Uni%v be the distribution of Wa where a ~ Uni?.

Lemma 4.5. Ler q,d € N and 19 € (0,1) be such that ¢ > max {2d, W} and 19 <
log(10/6) /c. For any wy,...,w, € R such that % (XL, ww!l) = 0.5I and any v € R?

such that ||v|| < 7o, we have d.(Uniyy, || Uni§y, + v) < 6, where w1, ..., W, are the columns of
W e R¥xq,
Proof. Let W+ € R?*4 denote the pseudoinverse of W. Note that WW7T = Y9 w;w! = 0.5q¢I.

Therefore, all singular values of W are at least 1/0.5¢. This means that all smgular values of W are
at most 1/1/0.5¢. This in turn implies that |W*v| < |jv||/+/0.5¢ < 79/1/0.5¢ =: 7.

Since WIW = 0.5¢I, WT is full rank and thus dim(im(W™*)) = d. Since d < g, pick any
orthonormal basis by, ...,by € RY for im(W*) and let IT : R? — R? be such that TI(z) =
(<27 b1> IR <Za bd>)

Furthermore, let & : R? — R? be defined as h(x) := 276[ 4 %[i] - b;. Observe that, for any a € R,
we have ajug + - - + aguq = h(Il(a)) and ayus + - - - + agug + v = h(Il(a) + IL(W*v)). Thus,

de(Unigy || Unify + v) = de(R(II(Unit)) || R(II(Uni}) + (W o))

LB Uni) || TH(UNE) + (W )).

Note thatH(Unif) ~ Uniid. So, Theoremimplies d.(I1 (Um ) || TI(UniS o) TI(WHe)) <6, O

5 Discussion and Open Questions

In this work, we give several algorithms for DP sampling. For Gaussian distributions, we demonstrate
that the dependence on the accuracy parameter « in the sample complexity can be only polylogarith-
mic in comparison to the polynomial dependence necessary in DP learning. Furthermore, we also
reduce the dependence on d in the case of known variance and unknown bounded variance; in both
cases, we show this dependence (of v/d and d respectively) to be essentially tight. An immediate
open question is whether the dependence of d'-® in the case of unknown unbounded variance is tight.
Lower bounds for Gaussian sampling in terms of « is also an interesting question. Another—more
general—direction is to extend the results to other families of distributions. In the case of DP learning,
this has been explored by several works. Our algorithms very specifically use the property of Gaussian
distributions (namely that a linear combination of Gaussians is another Gaussian); other distribution
families might need different techniques.
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A Additional Preliminaries

We consider a generalization of the truncation (I)) where there is a weight vector w € R<, and the
truncation is w.r.t. w: -

X if | X owl|, < B
t p X) = ’ ’
runci ,,(X) {X ‘B/|IXowll, if|Xouw|,>B,

where o denotes the element-wise product. Clearly trunc?;, = trunc’;, ,  when w is the all-ones vector.

For a,b € R where a < b, we also use clip(, ;) : R — R to denote the function:

clip(, ) (¥) = max{a, min{b, v}}.

A.1 Total Variation Distance between Gaussians
For our proofs, it will be useful to state the total variation distance bounds for Gaussian distributions.
We will use the following notation:

Definition A.1. For any matrix A € R?*¢ and positive semi-definite matrix ¥ € R%*?, we write
| Alls := |==2A% 2| 1, where || - || » denotes the Frobenius norm.

It is well known that when || X — 3||s; < O(1), the total variation distance between Gaussian with
covariance matrices 3 and Y. and the same mean is O(]|X — X||s), as stated more formally below.

Lemma A.2 ([13]): There exists a constant C > 1 such that the followinAg holds. For any %, o if
div (N(0,3),N(0,%)) < 0.001, then |X — X||s < C - diy(N(0, %), N(0, X)).

Lemma A.3 (e.g., [14]). There exists a constant C > 0 such that the following holds. For any
2,32 € R4 we have di, (N(0,X),N(0, %)) < C - |2 — X|s.

A.2 Differential Privacy
A.2.1 Amplification by Subsampling

Suppose that we have as an input N samples, and we draw n < N subsamples (without replacement)
randomly from these N samples and run an (¢, §)-DP algorithm on these n subsamples. Then, it is
known that this results in an (€, ¢')-DP algorithm for €’ < €, ¢’ < ¢. Such a phenomenon is called
amplification by subsampling and is often used in DP learning [e.g.,[1]]. We will use the following
version of this for our lower bound proof.

Theorem A.4 (Amplification by Subsampling, [6]]). Suppose that A is an (¢, 6)-DP algorithm that
takes in n samples. Then, the algorithm that draws n subsamples randomly without replacement out
of N samples and runs A on the n subsamples is (¢',6")-DP where

€ =In(1+ (n/N)(e° —1)), 8 = (n/N) 4.

A.3 Advanced Composition

We will also use the following advanced composition of DP.

Theorem A.5 (Advanced Composition, [19]). Let ¢¢ > 0 and 69,91 € (0,1/2], and A be any
(€0, 00)-DP algorithm. Then, the algorithm that runs A a total of k times is (€1, koo + 1)-DP where

€ = (\/m+ k(efo — 1)) €.

A.4 Lower Bounds for Mean and Covariance Estimations

As stated in our proof overview (Section 2, our lower bounds for Gaussian samplers (Theorems [I.3]
and are via reductions from previously known lower bounds for mean and covariance estima-
tions. We state them below, starting with the mean estimation lower bound (aka “fingerprinting for
Gaussian”) result due to [27]]
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ny/log(n/d)
M that can take in N samples from D = N(u,I) wher —1 < p < 1 and output an estimate
[t € RY that satisfies

Theorem A.6 ([27]). Foranye€,d € (0,1] such that § < O ‘/8), if an (¢, 0)-DP algorithm

Ex~p¥ grmxllie = al3] < +* < d/6,

then N > () (%)

Next is a similar lower bound but for covariance estimation. Notice that the lower bound on the
sample complexity below is 2(d?/€?) whereas the lower bound above is only €(d/¢) (for constant
accuracy parameter ).

Theorem A.7 ([28]). There exists a small constant & > 0 such that the following holds: for any
€, € (0,1] such that § < O (min {1/n,d?/(nlogn)}), if an (e, 8)-DP algorithm M that can take

in N samples from D = N(0, %) where I <X < 2I and output an estimate S e R4 thgt satisfies
EXNDN,ﬁ)NM(X)[”XA: - 23] < &2,

then N > Q (dz/e).

A.5 Agnostic Learner

In the main body of the paper, we considered the learner where the samples are drawn from D
which belongs to a certain class D. For our lower bound proofs, it will be convenient to consider the
agnostic setting where D is not assumed to be from D. The definition and accuracy guarantee of
agnostic learner is given below. We remark that the definition coincides with the learner definition
given earlier if we assume that D € D. (Note that the constant 3 is required for Theorem[A.8§])

Agnostic Learning. Let D be a class of distribution. An algorithm .4, which takes in n samples

and output a distribution P € D, is said to be an (o, B)-accurate agnostic learner for a class D of
distributions iff, for any distribution P, we have

Pr [dw(ﬁ, P) < 3-mind (D, P) + a] >1-4.
X~Pm P A(X) PeD

We will use the following (well-known) result that the class of centere(ﬂ Gaussian distributions can
be learned with sample complexity O(d?/~?). For a full proof, see e.g., [3].

Theorem A.8. Forany~,f € (0,1/2], there exists a (v, 5)-accurate agnostic learner for centered
Gaussian distributions in d dimensions with sample complexity

o <d2 + 7lf;g(l/ﬁ)) |

B Proofs for Section 4|

B.1 Reduction to the Bounded Mean Case

The reduction will be done by applying a so-called “densest ball” algorithm; this is an algorithm that,
when there is a ball of radius r that contains the majority of the input, can find a ball of radius O(r)
containing the majority of the input. There are many algorithms known for this problem [23} 40, |33
that give similar guaranteespﬂ We state such a guarantee below.

8We write —1 < pu < 1 as a shorthand for —1 < u[j] < 1 forall j € [d].

Recall that centered simply means that p = 0.

0We note that our problem is in fact easier than those considered in the aforementioned work as we assume
that 3 < k- I and the problem can be solved “coordinate-by-coordinate”. This means that many other algorithms
e.g., truncated Laplace-based histogram [12]] also work and give similar bounds. However, we note that some
other algorithms [e.g.,[7] require prior bounds on |||, whereas Theoremdoes not require any such bound.
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Theorem B.1 (e.g., [23])). For ngens(d, S,€,0) = S} ( ) there exists an (€,0)-DP algorithm

Adens that takes in Xq,...,X, € R4 together with a radius parameter v > 0 such that: if there is
an r-radius ball containing at least 2/3 fraction of the input points, then with probability 1 — B, it
outputs a ball of radius O(r) that contains at least half of the input points.

We can now give a reduction of an arbitrary mean case to the bounded mean case by first using
Theorem to obtain a rough estimate of the mean and then shifting the remaining samples
accordingly.

Proof. The new sampler works as follows:

e Letng := max Ndens(d, a/4,€/2,8/2),100log(4/a)}, r
from Lemma L and N9 = Nbm-sampler (@/2,7,€/2,6/2).
* Rough Mean Estimator Stage:
- Run (¢/2,8/2)-DP Agens from Theoremon ny samples (with r as specified above) to get a
ball centered at ¢ € R,
» Sampling Stage:
— Draw ng additional samples X1,..., X,,.
- Run (¢/2,6/2)-DP (c/2)-accurate Apm-sampler With R =7 o0n (X1 —¢),...,(Xp, —¢);letY
be its output.
— Output Y + c.

= 10Ck+v/d where C is the constant

Privacy Analysis. Basic composition implies that the sampler is (¢, §)-DP as desired.

Accuracy Analysis. Since ¥ < k1, Lemmaimplies that Prx oy, [[|[X — plle > r] < 0.1
Thus, using standard concentration inequality (e.g., Theorem and since ny > 1001log(4/a), the
probability that at least 2/3 of the n; points sampled in the first stage contains in the ball B(u, )
is at least 1 — «/4. The guarantee of the densest ball algorithm then implies that with probability
1 —a/2, we have [[u— c[|2 < 7.

Let us consider a fixed c and consider the output distribution D§- of Y in the sampling stage and
D5, ., of the final output Y + c. Notice that (X; —c¢), ..., (Xn, —c) ~ N(u — ¢, X). Consequently,
when |1 — c||2 < 7, we may apply the guarantee of Apm-sampler t0 yield

a/2 > du (D N(st - ¢,%)) = dis (D§y o N(1, 2)).
Combining these arguments, the sampler is c-accurate as desired. O

B.2 Unknown Bounded Covariance
Proof of Lemma From Lemma[3.5] we have

de(Unify v || Unif v +v) < Pr [funs, (2) > € fung, (2 = 0)].

iS
sznlM’N

For convenience, let us also define n = 7 - (10 mggﬂg/é))' Note that n < 0.01.

For z such that ||z < 0.9, | (z,v) | < n, we also have ||z — v[|? < 0.92 4 0.02 + 0.0001 < 0.9 and

thus
Uni’ - — 2|12
" nias v (2) ) <M N 1) ln< 1—z]] )

UniijﬁN(zfv 2 11—z —v|?

el 1 G
”22:@; |
) ( L=l —off? )




where the last inequality follows from our choice of parameters (i.e., M > W).

Combining the previous two bounds, we have
de(Uni%)N [ Uniﬁ/[)N +uv)< Pro [z >09 V (z,0) >7]

z~Uniy o

< Pro 2 >09]+  Pro [(z,0) >
sznl%’N ZNUHI%I’N

1 10/6
< Pro(lz>09+ Pr <z,v>>1o log(10/9) |
eUnfhy ~unid, [\ 0] M

Next, recall that when z ~ Uniﬁ/[,N, ||z||?> ~ Beta(N/2, (M — N)/2) Thus, applying Lemma
and using the assumption that N < M /2, we can conclude that

Pr [llz]| > 0.9] =

Pr [Z? > 0.81] < 2exp(—c-0.01M) < §/2,
z~Uniy, o Z~Beta(N/2,(M—N)/2)

where the first inequality is from Lemma[3.3]and the last inequality follows from our assumption that
M > 100clog(10/6).

2
Recall also that when z ~ UniﬁLN, <z, H%H>’ ~ Beta(1/2,(M — 1)/2). Again, applying

Lemma3.3]yields
log(1 1001og(1
Pr <Z7v>>10 log(10/0) | _ Pr {Zz>000g(0/5> <52,
z~UniS, o [lv]] cM Z~Beta(1/2,(M—1)/2) cM

where the last inequality again follows from our choice of parameters.

Combining the three preceding inequalities, we can conclude that d (Unif y || Unif, y +v) < & as
desired. O

B.3 Unknown Covariance

Throughout this section, we assume the standard assumption that the covariance matrix X is full rank.
It is simple to extend the result to the more general case using an algorithm of [4]], which can identify
the span of X with probability one, using O(dlog(1/d)/€) samples.

As stated earlier, we will use DP preconditioner from [9]. We say that an algorithm is an («, /3)-
accurate preconditioner for Gaussian distributions iff, when the input X is drawn i.i.d. from N(u, )
(for any pu € R%, ¥ € RI*%), the algorithm outputs /i, ¥ that satisfies the following with probability
atleast 1 — B3: |14 — p)|l2 < a an |2-1/285%-1/2 — [||5 < . Below we provide a generic
reduction from the unbounded covariance case to the bounded covariance case using preconditioner.

Lemma B.2. Suppose that the following hold:

* There exists an (o, 5)-accurate (€, 8)-DP preconditioner Aprecna for Gaussian distributions with
sample complexity Nprecnd (v, B, €,0).

* There exists an a-accurate (€, 9)-DP sampler Apc.sampler for Gaussian distributions with I < ¥ <
K - I with sample complexity Nyc-sampler (K, @, €, 0).

Then, there exists an a-accurate (€,8)-DP sampler for Gaussian (without any assumption) with
sample complexity

Npreend (0.001, /2, €/2,6/2) + npe.sampler (4, /2, €/2,5/2).

Proof of Lemma|B.2] The sampler is as follows:

* Let nq := Nprecnd (0.001, /2, €/2,/2) and ne := npesampler (4, /2, €/2,6/2).
» Estimation Stage:

See, e.g., https://en.wikipedia.org/wiki/Beta_distribution
I2The guarantee here is in the spectral norm, not Frobenius norm. However, this suffices for our purposes.
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- Run (¢/2,8/2)-DP (0.001, a/2)-accurate Apyeena on nq samples to get /i, 3.
* Sampling Stage:
— Draw ng additional samples X1,..., X,,.
— Run (¢/2,5/2)-DP (a/2)-accurate Ape.sampler 00 257 V2(X) — 1), ..., 257 V2(X,,, — f1); let
Y be its output.
— Output 0.55Y2Y + 4.
Basic composition implies that the sampler is (e, §)-DP.

To see the accuracy guarantee, the guarantee of the learner implies that with probability 1 — «/2,
we have |27 (2 — p)|l2 < 0.001 and ||£~1/28%-1/2 — ||, < 0.001. The latter implies that
all eigenvalues of $1/2%-1/2 Jie in [0.998, 1.002]; in turn, this implies that the eigenvalues of
$-1/2%1/2 all lie in [0.996, 1.004]. Finally, this implies that [|£1/25-1%1/2 — I|j, < 0.01.

Let us consider a fixed 3, [t and consider the output distribution of the sampling stage. When the
above inequalities hold, the guarantee of Apc_sampler implies that

/2 > dp (VNS V2 (1 — 1), 48257 18Y2)) = d (0.55Y2Y + 1, N(p, B)).

Combining the above arguments, the sampler is c-accurate as desired. O

Combining the above reduction (Lemma[B.2)) together with a known result on DP preconditioner of
Gaussians (Theorem [B.3|below), we immediately arrive at Theorem 1.6

Theorem B.3 ([8]). There is an («, B)-accurate (€, )-DP preconditioner for Gaussian distributions

with sample complexity O (a% + % - polylog ﬁ .

B.4 Proof of Theorem 4.3

ae

and n; = ng = {10402 (B2 . %)—‘ , where ¢, C' are the constants from Lemmas and

Privacy Analysis. To analyze the privacy constraint, we first notice that the sensitivity of
Amin (Zie[nz] UiUiT) is at most A = (/2 - B)? and Lemma ensures that the check, which only

We use Algorithm 2| with the following parameters: B = R+ 1O4m\/d + log (M), A =2B?

uses Amin (Zie[w] UiUZ-T) +r,1is (¢/2,0/2)-DP. Passing this check ensures that

LE["Q]

From Lemma [3.8] it suffices to show that the output of the algorithm is DP, under (3). Let X =
X1, X 4on,-

To do this, it will be more convenient to define V; = /1 — i - U;. Condition H implies that

Amin Z ViV | > 0.5n, + A. 4)
i€[n2]
Let M(X) = ;- (Zie[m] X;"”“C) + (Zie[m] ali] - Vi). Consider any neighboring inputs X and
X that satisfy the condition. There are two cases, based on where they differ.
(i) Case I: X, X differ on the first n; samples. Let v = i Zie[m](f(;r“““ — X;); notice that
v|| < 22 Furthermore, implies that - o 2 ViVT) = 0.51. Letting W denote the matrix
ny P no i€ [n2] i g

whose columns are Vi, ..., Vy,, ds ( M(X) || M(X)) =ds (Uni%v || UniSy, + v) < §/2, where
the inequality follows from Lemma
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>i1) Case II: X,X differ on the last no samples; assume w.l.o.g. X, ton, # Xnﬁg,m. Let
w = VT’L2 — V., and W denote the matrix whose columns are V4, ..., V,,,_;. Furthermore, let a, o’

be independent samples from Unii.

dy (MX) | M(X)) = d; (a[m] Vot > ali] Vi

ol Vo, + Y a/[i]'Vi>

ie[nzfl] ie[nzfl]
< [ de | Unify || —— + Uni};, | Uni dy, (5)
/y 3 ( w @ W> g,l(y) Y
where the inequality follows from the coupling a[ns] = da[n2] = y, alna] ~ Uni,sw,1 and the
. all] alna—1] a'[1] a’[na—1] . S
observation that ( Jiog \/1y2) and ( T i ) are independently distributed
asUni,, ;.
. 201og(10/0 log(10/6
When [y] < /109008 o pave || L[| o [20108010/0) | 5 o, [108(10/9)
cng /1 _ y2 cn2 c

Furthermore, (H) implies that % (ZL Elna—1] v VZT> > 0.51. Thus, Lemmaimplies

d, Uni ——— + Uni < 6/4.

/2 ( w Ty W) /

Combining this with , we arrive at  djo (M(X) I M(X)) < 5/4 +

Pr, une | [Iyl > wl')fn(i()/é)] Since y? ~ Beta(1/2,(ny — 1)/2), we may apply the
n,

tail bound (Lemma [3.3) to get

101og(10/6
Pr {gf > 70 ch7§20/ )

| <o
Thus, d, /2 (M(X) [ M(X)) <O/4+5/4=6/2.
In both cases, we have d. /- (/\/l X) | M(X)) < /2 under . This concludes our privacy proof.

Accuracy Analysis. Let D = N(u, X) for some unknown g, 3. Consider the algorithm A" where
there is no truncation and no halting. Since I < ¥ < -1, standard concentration bounds (Lemmas @]
and imply that the truncation and halting are not applied in .4 with probability at least 1 — a/2.
Therefore, we have dy, (Qa.p, Qa,p) < /2.

Now, notice that the algorithm A’ just outputs Y := n% (Zie[nﬂ XZ-) +4/1— n% . (Zie[nz] aiUi);

this output Y ~ N(y,X). In other words, we have Q4. p = N(, X). Combining these, we can
conclude that A is a-accurate.

C A Simpler but Worse Algorithm for Unknown Bounded Covariance

ae?

In this section, we give a simpler algorithm for the unknown bounded covariance setting. Its sample
complexity bound of O (d3/2) is worse than the one in Algorithmand Theorem but is still

[0}

better than 2 (d—z + i—i) for DP learning [27] for constant € > 0.
The simpler sampler is given in Algorithm [3|and its guarantee is given in the theorem below. Note

that this algorithm is once again just a form of (scaled) Gaussian mechanism, whereas the algorithm
in the main body (Algorithm [2)) adds noise that is input dependent.
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Theorem C.1. Assume that I < ¥ < k- I for some k > 0 and that ||p|| < R, there is an a-accurate
(e, 0)-DP sampler with sample complexity

n=0 ((1%2 + Kd (log (i) + loglog(1/6)>> : %/2 : k’gg/é)) :

Algorithm 3 BOUNDEDCOVARIANCEGAUSSIANSAMPLER
Parameters: B,oc > 0,and ni,no € N.
Sample X1q,..., Xpn,, Xon, 415y Xng42n, ~ D
fori=1,...,n1 4+ 2ns do

| X; =trunc](X;)
Sample Z ~ N(0,021)

return - (Zie[nl] Xi) +/ % (Zie[nQ](an"rQi—l - Xn1+2i)) +Z

Proof Sketch of Theorem[C1] Let B = R + 104/$\/d (log (Q—d) +loglog(2/6)),0 =

[0
= < and
10082 log(2/5)

o2e?

o
2d1/
n1,no be such that nqy = ny > . Let A denote Algorithmwith parameters B, n, o as

specified.

Privacy Analysis. A is the Gaussian mechanism with noise multiplier B\/+7/1 > 10+/log(2/4)/e

by the setting of our parameters; therefore, A is (¢, 6)-DP.

Accuracy Analysis. To understand the accuracy guarantee, let D = N(u, X2) for some unknown
1,2 where I <X < k- I. Let us consider the algorithm A’ where there is no truncation. Again, a
standard concentration bound implies that the truncation is not applied anyway in .4 with probability
at least 1 — «/2. Therefore, we have

dtv(Q.A,Pa Q.A’,P) < Oé/2

Now, notice that in algorithm A’, we just output

n 2n
1 i€[n1] 2 1€ [no

1-1/n
Y = — Z X?, + # (XTL1+2i—1 - X7L1+2i) + Z.
]

Without truncation, this output Y has identical distribution as N(y, > + o2I). In other words, we
have

div (Qar,p,N(1, 2)) = dis(N(1, £ + 0*1),N(, 2)) < [[0* 1|5 < (0] || = 0* - Vd < a/2,

where the first inequality follows from Lemma|A.3]and the last inequality follows from our parameter
selection. Combining the above two inequalities, we can conclude that the sampler is a-accurate as
desired. O

D Gaussian Distributions: Lower Bounds

D.1 Known Covariance

In this section, we prove a lower bound of Q(v/d/¢) that holds even for the simplest case of known
covariance (Theorem [I.3)), showing that the dependence on d in our sampler (Theorem [4.2)) is nearly
optimal.

We prove this by using a DP sampler to draw a large, but constant, number of samples and the use
them to perform mean estimation; the lower bound for mean estimation (Theorem [A.6) then gives the
desired lower bound for the sample complexity of DP sampler.

Proof of Theorem[I.3] Given an a-accurate (¢, §)-DP sampler A, we construct an algorithm M for
mean estimation as follows:

19



e Fori=1,...,106:
— Run A on n fresh samples from D to get Y;.
* Output /i € R with fi[j] := clip_, ; (median(Y3[5], ..., Y1es[4]))

Since A is a-accurate, each Y; is sampled from a distribution D’ that is a-close (in total variation
distance) to D = N(y, I). For o = 0.1, this means that

Pr[Y;(j) < p—0.3] < ®(—0.3) + a < 0.49,
and similarly,
Pr[Y;(j) > p+0.3] < (1 — ®(0.3)) + o < 0.49.
As a result, standard concentration bounds (e.g., Theorem imply that
Primedian(Y1(j), ..., Y106 (j)) € [ — 0.3, + 0.3]] > 0.99.
This in turn implies that
Ex~pn pomex) It = pl3] < d-(0.01-2240.99 - 0.3%) < d/6.

Applying Theorem with v = /d/6, we can conclude that the sample complexity of M (which

is equal to 10°n) must be at least ( \/‘276> = Q(V/d/¢). Thus, we must have n > Q(v/d/¢) as

claimed. O

D.2 Unknown Bounded Covariance

Next, we will prove the lower bound for the unknown bounded covariance case (Theorem @

D.2.1 Reduction to Covariance Estimation

Algorithm 4 COVARIANCEESTIMATOR
Parameters: N,n, L € N, sampler Agampler, agnostic learner Ajearner for centered Gaussians
Sample X;,..., Xy ~ P
for(=1,...,Ldo
Randomly draw n subsamples Xi’{ ;- -, X4 without replacement from X, ..., Xy

Yk — Asampler(Xifa s 7Xif1)
N(O7 2) — Alearner(Yh .o 7YL)
if 0.5/ < 3 < 2.5] then

D P y
else

DY
return Y’

As stated earlier in Section[2] we will prove this lower bound by reducing to covariance estimation
(Theorem [A.7). This is done by first taking N > n samples, and then generating each Y; by
subsampling the input to n samples and running our DP sampler. These Y;’s are then feed into the

agnostic learner to produce an estimate S for . The full reduction is given in Algorithm Note that
here Agampler Will be the (e, §)-DP sampler and Ajearmer Will be the learner from Theorem

Privacy Analysis. The privacy guarantee of Algorithm[d]follows easily from the amplification by
subsampling and advanced composition of DP. This is formalized below.

Lemma D.1. For any ¢ € (0,1,6* € (0,1), if Asampler is (€,0)-DP for ¢ <
min {1, 46*]\]} ,0 < (0'5N) 0%, then Algorithmis (e*,0%)-DP.
n

/L1n(2/6%) Ln
Proof. First, we apply Theorem[A.4| which means that computing a single Y7 is (€', ')-DP where
€ =In(l+ (n/N)(e° —1)), 8 = (n/N)-é.
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Then, applying Theorem[A.5|with §; = 0.56* implies that all (Y7,...,Y7) together is (e1, L&’ + 1 )-

DP where
o = (\/2L1n(1/51) L — 1)) .

Combining the above expressions, we have
@ = (\/W + L(n/N)(ef — 1)) In(1 + (n/N)(ef — 1))
(from e < 1) < (V2L In(2/8%) + L(n/N)(26)) In(1 + (n/N)(2))
< (V2LI(2/8) + L(n/N)(26)) - ((n/N)(26))

€,

IN

N
frome < ———
( N 4n\/L1n(2/5*)>
and Lé' + 61 < 6*/2 + 6*/2 < ¢*. In other words, (Y7,...,Y,) together is (¢*,6*)-DP. Finally,
applying Ajcarner 00 (Y1, ..., Y7) is simply a post-processing step. Thus, the entire algorithm is
(e*,0*)-DP as desired. O

D.2.2 Accuracy Analysis

Next, we argue that the accuracy of the covariance estimation algorithm, assuming the accuracy of
the sampler and the agnostic learner.

2
Lemma D.2. Let £ € (0,0.01) and n, N, L € N be such that N > (wgﬂ) , and suppose that
I X ¥ <X 21. Furthermore, suppose that

* Asampler is an (%) -accurate sampler for the class of Gaussians under the assumption I =< 3 <
21, and
2
* Alearner is an (&, 20§W) -accurate agnostic learner for the class of centered Gaussians,

where C' is the constant in Lemma Then, E[||Y — ||2] < €2 where 3/ denotes the output of
Algorithm[3]

Proof. Let D = N(0,%) denote the underlying distribution and for notational convenience, let
L

(= (%) Let E4isjoint denote the event that z}, ..., 1, are all different. Note that we have

0 _ 1 L*n? &
Pr[_'gdisjoint] S Z . Pr[Zj == Zj/] - Z ‘ m S 2N S 200d2’
AU €E[L],5,5'€[n] AU €[L],5,5'€[n]

where the last inequality follows from our choice of parameters.

Next, suppose that Eg;sjoint holds. Then, we have that Y7, ..., Y are independently sampled from

Q ?Smplm - Applying the agnostic learning guarantee of Ajcarner, With probability 1 — %, we
ge

div(N(0, %), Qutcumprer,0) < 3+ div (N(0,3), Qutcpprer,0) + €
Recall also from the accuracy guarantee of the sampler that d;, (N(0, ), Q 4, p1ee,0) < C.

Combining all of these together we have
Pr[dtV(N(Ov §A:)7 QAsamelcr7D) > 4<] <1

Applying Lemma[A2] we get
Pr[|S — S|z > £/2] <1

62
©100d2”

52
10042
Notice that if ||f] — XY|ls < &/2, then we have 3 = 3. Furthermore, [ < ¥ < 2] and 0.5] < 3 <
2.51 imply that ||%’ — ¥||s; < 6d. Thus, we have

B[S — SIE] < (6/2)° + (64)° - Pr{IS - Bl > /2] < (6/2)° + (60)" - o < €2
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D.2.3 Putting Things Together

Combing the privacy and accuracy guarantees and plugging in the appropriate parameters immediately
yields Theorem

Proof of Theorem[1.3] Let o = £/(10C") where ¢ is as in Theoremand Cis asin Lemma
Suppose for the sake of contradiction that there exists an (e, §)-DP a-accurate sampler with sample

complexity n = o (ﬁ) under the assumption I < 3 < 2I. Then, let us select the parameters as
follows:

e LLO (d2) denote the sample complexity of the 1oc’ 2050 d2) accurate agnostic learner for the
class of centered Gaussians as given by Theorem

- N = R%Ldﬂ < 0 (n%d?log d).

* 0* = O (min {1/N,d?/(Nlog N)}). Note that, when the constant in big-O notation is sufficiently
large our choice of parameters implies that § < (O 5N ) 0*.
o f = Lﬁ;‘@/é) = o(dQ/N).

By Lemma we have that E[[|%' — /2] < £2. Furthermore, by Lemma | we have that the
algorithm COVARIANCEESTIMATOR is (¢*, 6*)-DP. However, we also have N= o(d?/e*), which
contradicts Theorem[A7]

E Product Distributions on {0, 1}¢

In this section, we describe and analyze our sampler for product distributions on {0, 1}¢ (Theorem
. We may assume w.l.o.g. that pq, ..., pg < 3/4. (Otherwise, we first privately estimate p; using,
e.g., the Laplace mechanism, and flip the ith bit in all samples if the estimate is more than 3/4.)

Given a dataset element X; € {0,1}%, we use X;[j] to denote its jth coordinate, and X;[S] =
(X:[])jes to denote the vector X; restricted to the subset S C [d] of coordinates.

E.1 Additional Preliminaries

Here we list a few concentration inequalities that are useful. We start with the following version of
the Bernstein inequality [see, e.g., 42, Theorem 2.8.4]:

Theorem E.1 (Bernstein’s inequality). Let Y7, ..., Y, be independent real-valued random variables
such that, with probability 1, Y; € [0,C] for all i € [n]. Let V. =}, var(Y;). Then, for any
A >0, we have

i€[n

—A2
L . < ).
Y- Y E]>A _26Xp<2V+CA)

1€[n] 1€[n]

We now list a couple of versions of this inequality, which will be more useful in our setting

Corollary E.2. Let P be a product distribution on {0,1}*. Forany 3,7 € (0, 3), letn > 22 log 3
and X1,..., X, ~ P. Let X := E Zie[n] X;. Then, we have

Pr [Vj € [d], X[j] € [0.9p; —~, 1.1p; + ’y]] >1-4.

Proof. For each j € [d], applying Theorem [E.1|with A = max{~,0.1p;} - n and using p; < 3/4,
we obtain

Pr [|X[j] — p;| < max{y,0.1p;}] < 2ex AT o < 2ex A <P
J Pil = Y, UApsp| = p 2npj+A p 7d.

Taking a union bound over all j € [d] completes the proof. O
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Corollary E.3. Let P be a product distribution on {0,1}%. For any 8,v € (0, 1), let n > 57—0 log %
and X1, ...,X, ~ P. Then, we have

Pr |Vi € [n], Z

Xilj] <3d+élog% >1-8.
j€ld) 7

max{p;,7} ~

Proof. Denote Y; = X,[j]/ max{p;,~} forall j € [d]. Here we have E[Y;] = p,;/ max{p;,v} <1
and var(Y;) < p;/ max{p;,7}*> < 1/7. Moreover, with probability 1, we have ¥; < 1/v. As a
result, we can apply Theorem[E.I|with A = 2d + 4log(n/3)/~, which gives

Pr Z Xli[j] —d| >A| <2exp (_t?) < 2exp(—0.5A7) < é
o max{ps, v} 2d/y +1t/y n
Taking a union bound over all i € [n] completes the proof. O

E.2 Private Preconditioner

We start with the following private preconditioner, which estimates each p; up to a constant factor.
This preconditioner is similar to that of [27], except that we add noise from the Laplace distributioﬂ
(instead of Gaussian noise) to achieve pure-DP and that we are looking for a coarser guarantee
compared to [27].

Lemma E.4. There exists an e-DP algorithm that takes

o ( (s (#) + 2) 1)),

a €
samples as input and output integers {1, ..., 0y € {0,..., [log(i—dﬂ} such that, with probability
1 — B, the following hold for all j € [d]:

o ift; # [log(22)], thenp; € [V/4-27% 3/a-27%], and
o ift; = [log(22)], then p; < v/2d.

In the remaining of this section, we will focus on the proof of Lemma[E.4]and Algorithm 5]

Sample Complexity. From Algorithm 5] the total sample complexity can be bounded by

Y ne=0 Z(d+2£)log(:dﬁ) o) (dlog(d>+d>log(()‘%> ’

«

o €
Le[L] Le[L]
as desired.
Privacy Analysis. In each iteration ¢ € [L], the samples X{,..., X/ ,» after truncation, are noised

with a Laplace distribution; by the privacy guarantee of the Laplace mechanism, each iteration is
thus e-DP. Furthermore, since each iteration uses a fresh set of samples, by the parallel composition
property of DP, the entire algorithm is e-DP as desired.

Accuracy Analysis. We will prove this by induction. Specifically, let S,T ={jeld]|p; <3274
and Sj = {j €[d)|p; <1/a-27*}. We will show that
t
Pr er{O,...,t},SjAQSeQSZ Zl—fﬁ7 (6)
for all ¢ € [L] by an induction on ¢. Observe that this statement implies the desired accuracy claim in
the lemma because j gets assigned ¢; = ¢ if and only if j € S¢ \ Se41. (Here we use the convention
that Sg.y1 = 0.)

The Laplace distribution Lap(b) is given by the PDF fiapt) () o< exp(—|z|/b).
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Algorithm S PRECONDITIONERPRODUCTDIST

Input: An unknown product distribution P over {0, 1}¢, privacy parameter €, accuracy parameter v,
failure probability parameter 3

Output: (1,...,0; € {0,1,...,[log(24)]}

L + [log(%)]

¢; + 0 forevery j € [d]

SO — [d}

foreach ¢ =0,1,..., L — 1 do

By < 1000(d - 2=¢ 4+ 1)

m%@~Bg~2€olog(o%>
Sample X{,..., X} ~ P
Sep1 <0

i+ - Lap (24) + 32 wunch, (x/si)

n
¢ i€[n]

foreach j € Sy do
if ¢¢[j] < 0.57-27¢ then
| Addjto Spyq
else
‘ éj — 0
foreach j € S do
‘ fj +— L
return /1,..., /04

Base Case. (2) trivially holds for £ = 0 as S} = Sy = [d].

Inductive Step. Suppose that (6) holds for ¢ — 1 for some ¢ € N. We will also show that it also holds
for t. From a union bound, it suffices to show

Pr [sttl CSCS S cs ]>1- %
To show this, we need the following claim:
Claim 1. Assume S;_1 C Sttl. For each j € S, with probability 1 — %, we have
1
— | D wrunch, (X[[S]) | €[0.8p; —0.01-27",1.1p; +0.01-27] .
U

1€ [ny] j

Before we prove Claim 1} let us see how to use it to finish the proof. Let Z* ~ Lap (B;/e) be the
Laplace noise added. First, by a standard concentration bound for the Laplace distribution, we have

B, 4Ld 0.58
Pr ||Z! —1 — ) >1——.
rlizs < Zou (557) | 21-
Note also that by our choice of parameters, we have By /e - log (4Ld/(3) < 0.01-27" - n,.
Hence, by a union bound, we have that with probability 1 — 8/L for all j € S,

qtj] € [O.Spj —0.02- 27t, 1.1p; +0.02 - 27t].

Consider any j € S; \ StT. Since p; > 0.75 - 27, we have ¢;[j] > 0.58 - 27" > 7;. Hence, j will not
be included in S}, coming to a contradiction. In other words, S; \ StT =0,ie., S; C SE . Similarly,
consider any j € S;_,. Since p; <0.25- 271 we have ¢;[j] < 0.57-27" = 1. By Algorithm
4 will be included in S;. Hence, Stiq C S;. These conclude the inductive step.

We are now left to prove Claim I}
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Proof of Claim[I} LetY; = (trunck (X![S]))

s

First note that Z Y, < Z X![4]. Therefore, we may apply Corollary which gives

i€ [ny] i€[ns)

1 0.2503
Pr|—- Y; <1.1p; +0.01-27° 1 - ="
tl, 2 Vst “ T TIa

1€ [n¢]
Next, to give a lower bound on Y;, we also observe that

PrlY; = 1] = Pr [X![j] = L and [|X{[S/]]l < B]
> Pr(X![j] = 1and | X{[S, \ (]l < B: — 1]
— Pr[X![j] = 1] - Pr{||X![S: \ {}]ls < By — 1]

= p;  Prl|X7[Se \ {j}ll < B — 1],

and

E(IX{S\GHI = > py

J'€S:\{i}
We note that S; C S;_; holds by Algorithmand Si—1 C StT_1 follows the assumption. Hence,

pjr < 0.75-270=1 forevery 5/ € S]_|. Moreover, |S]_,| < d. Putting everything together, we can
further bound

E[IX/ S\ I = > py< > pp<d-075-2707D <0.1(B, - 1),
/€S \{5} jrest,

Therefore, by Markov’s inequality, we have
Pr{|| XS\ {5}l < B, — 1] > 0.9.

Combining with the above, we have Pr[Y; = 1] > 0.9p;. Notice also that Y7, ...,Y,,, are i.i.d. and
always lie between [0, 1]. Thus, we can apply Theoremwith A = (0.1p; + 0.01 - 27%)n, to
obtain

1 A2 A? 0.2
Pr|—- Z Y; < 0.8p; —0.01- 27t < 2exp () < 2exp () < 755

Ty Pt 2pine + A 21A Ld
Applying a union bound then yields the claim. O
E.3 Sampler

Next, we give a DP sampler for an unknown product distribution, assuming that a rough estimate of
each p; is already computed via the private preconditioner in Section @ The exact guarantee is
given below; combining this with Lemma[E-4] we immediately arrive at Theorem|[I.7}

Lemma E.5. Suppose that (1, ..., {4 satisfy the conditions in Lemma[E-4] Then, there is an e-DP
algorithm taking 0+, . .., {4 as input, that is an a-accurate sampler and has a sample complexity of

o (dlog(d/a)) .

(678
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Algorithm 6 PRODUCTDISTSAMPLER

Input: An unknown product distribution P over {0, 1}¢, privacy parameter €, accuracy parameter c,
and (1, ...,¢, € N satisfy the conditions in Lemma[E.4]

Qutput: A random sample that is «-accurate for P

B + 1000(d/«) - log(d/a)

n < [16B/¢]
Sample X;,..., X, ~ P
w < (24,...,20)

G4 5 Pier runcy , (X5)
forj=1,...,ddo
pj < clip_1_ =+ (q5)
J J
Sample Z ~ Ber(p1) ® - - - @ Ber(pa)
return 2

In the following, we will focus on the proof of Lemma[E.5| with Algorithm 6]

Privacy Analysis. Consider any pair X, X’ of neighboring datasets. We may assume w.l.0.g. that
the two datasets agree except for X,, and X/ . We write ¢/, p to denote the values of ¢, p computed
for X’. Now, consider any possible output y € {0, 1}<. For each j € [d], we claim that

PrlAX"); = yj]

To show this, we first mention two facts:

< 1+ 8w;|p; — pyl- Q)

L PrAX); =0 _ 1-5 14 P} — byl
PrlA(X); =0] 1-p; | 1—|I5j ’
PrlA(X'); =1] 7} D — Dj

e —— = = <14 =
PriA(X); =1]  p; by

It suffices to show 1/(8w;) < p; < 1 —1/(8wjy) to prove (7). This follows since w; > 1 and
1/(8w;) < p; < 7/(8w,) due to clipping.

We also note the following useful property:

1
lwo (¢" = q)ll =— - fwo (wrunck ,(X) — truncp, ,, (X)) 1

1 1 , 1 2B

S; ’ ||U) o (trunCB,w(Xn) + truncB,w(Xn))Hl < 7 (8)
Finally, we are ready to prove the privacy guarantee:
PrlAX') =y PrlAX'); = y;] L
— = — < ] (1 8wy - 15— 51)

PrAX) =y UL PAX), = u] T AL

< T exp (8w; - [8; — 5;1) = exp (Swo [’ — 5])
Jj€ld]

16B
<exp(8wolq —q|) <exp (i) = exp(e),

where the third inequality is due to clipping, the penultimate step follows (8), and the last step follows
from our choice of parameters. Thus, the algorithm is e-DP as claimed.

Accuracy Analysis. Let S = {j € [d] | p; < 27}. We first consider the version of A (Algorithm@),
where there is no truncation at all and there is no clipping for any j ¢ S, denoted as A’. Let
Qua,p = Ber(p}) ® --- ® Ber(p}). Fix 8 = a/12d < a/4. We define the event £ as “no X; is
truncated for any ¢ € [n] and no p; is clipped for any j ¢ S by Algorithm @’. By concentration

results (Corollaries and with v = 2721 and our selection of parameters, we can conclude
that £ happens with probability at least 1 — 3, and therefore

div(Qur,p,Qap) = dew(Qar,p,Qap | E) - PrlE] + dw(Qa.p, Qap | ) - Pr[€]
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=0-(1-8)+1-8< /2

Furthermore, we can see that E[p}] = p; if j ¢ S. For j € S, clipping ensures us that pj < 2-L,
hence E[p;] < 2-L Together, we have

di(Qu P, P) = D B}l —pil =Y [E[pj] —ps| <> 278 <d-27F <a/2.
Jeld] Jjes Jjes
Combining the above two inequalities yields the a-accuracy guarantee of A:

div(Qa,p, P) < diy(Qu,p, Qarp) + diy(Qarp, P) < /2 + /2 = a.

Proof of Theorem[I.7} Finally, we are ready to prove Theorem For simplicity, let o be the target
accuracy parameter. Set « = o’ /2 and 8 = «/12d < o/ /2. We define the event € as “Algorithm[j]
returns {1, . . ., {4 satisfying the properties in Lemma[E4]". If £ holds, then the error of our sampler is
at most o’ /2, which is implied by Lemma If £ fails, the error is at most 1, but this event happens
with probability at most 8 < o’ /2. Together, the error of our sampler is

a/2-(1-B)+1-B<d/24d/2=1,

and the sampling complexity is (with 5 = o/ /24d)

lo d
d d e\ d d d d d d
X (C”Og <a> * O/> (> e (a) =9 (JOgQ <a) e (a)> ’

as desired. O

27



	Introduction
	Formulation
	Our Results for Gaussian Distributions in Rd
	Our Results for Product Distributions on {0, 1}d

	Technical Overview
	Gaussian Distributions: Algorithms
	Gaussian Distributions: Lower Bounds
	Product Distributions: Algorithm

	Preliminaries
	Distributions and Tail Bounds
	Differential Privacy

	Gaussian Distribution: Algorithms
	Known Covariance
	Unknown Bounded Covariance
	Noise via Random Unit Vector Projection
	Noise via Spherical Linear Combinations


	Discussion and Open Questions
	Additional Preliminaries
	Total Variation Distance between Gaussians
	Differential Privacy
	Amplification by Subsampling

	Advanced Composition
	Lower Bounds for Mean and Covariance Estimations
	Agnostic Learner

	Proofs for sec:gaussian-alg
	Reduction to the Bounded Mean Case
	Unknown Bounded Covariance
	Unknown Covariance
	Proof of thm:bounded-cov-gaussian-improved

	A Simpler but Worse Algorithm for Unknown Bounded Covariance
	Gaussian Distributions: Lower Bounds
	Known Covariance
	Unknown Bounded Covariance
	Reduction to Covariance Estimation
	Accuracy Analysis
	Putting Things Together


	Product Distributions on {0, 1}d
	Additional Preliminaries
	Private Preconditioner
	Sampler


