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ABSTRACT

Geo-distributed training and Federated Learning (FL) provide viable solutions
to address the substantial data and computational resource needs associated with
training large language models (LLMs). However, we empirically demonstrate
that a single attacker can significantly compromise the safety alignment of LLMs
through malicious training, and existing defenses like robust aggregation or trust-
based frameworks fail under this setting due to data heterogeneity. We identify
two existing server-side defense strategies that effectively counter naive jailbreak
attacks: Task Performance Check (TPC), which filters out model updates with
low downstream performance, and Malicious Output Scrutiny (MOS), which
detects harmful outputs by prompting uploaded models with malicious queries.
To evade both defenses, we design a trigger-based jailbreak variant that preserves
downstream performance using a novel regularization method to limit the excessive
model updates on jailbreak datasets. We further conceal malicious triggers by
mixing the malicious dataset with pseudo-contrastive safety-aligned answers to
maintain the original safety alignment. Experiments on several widely used safety-
aligned LLMs show that CloudGhost can consistently implant triggers into the
global model without degrading downstream performance, achieving 74-93%
attack success rate (ASR) and below 5% detection true rate (DTR).

1 INTRODUCTION

Large language models (LLMs) with vast parameters, such as the GPT-Series (Radford et al.|
2018;2019; Brown et al., 2020; |Achiam et al., [2023)), Llama-Series (Touvron et al.,|2023a;b)), and
Mistral-Series (Jiang et al., |2023), have demonstrated unparalleled performance in applications
such as question answering (Brown et al.,|2020)), code completion (Chen et al.| 2021)), and agentic
workflows(Dong et al.l 20255 [Wang et al., 2024} 2025b)). This breakthrough relies on massive data
and computational resources, motivating geo-distributed training across data centers (Ryabinin et al.;
2023} Tang et al., 2023; Ryabinin & Gusevl [2020), as exemplified by INTELLECT-1 (Jaghouar et al.|
20244)), the first 10B-parameter LLM trained in this manner. Furthermore, high-quality public data is
expected to be exhausted by 2026 (Villalobos et al.| 2022)), and collecting private data poses privacy
challenges (Thirunavukarasu et al.| 2023} [Wu et al [2023)) (e.g., medical (Thirunavukarasu et al.|
2023)) and financial (Wu et al.l |2023) data). Federated Learning (FL) addresses this by enabling
privacy-preserved training across clients (Ye et al., 2024b; |Kuang et al., [2024).

However, geo-distributed training and FL introduce new opportunities for jailbreak attacks by
malicious participants. As illustrated in Figure|l| jailbreak attacks aim to induce LLMs to generate
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harmful content, despite safety alignment mechanisms designed to prevent such behavior (Ouyang
et al.| [2022; [Touvron et al., 2023b; |Ziegler et al.,|2019; Bai et al.||2022). Prior jailbreak works focuses
on adversarial prompts that evade safety alignment, such as constructing deceptive scenarios (Li et al.,
2023} |[Kang et al.,[2024) or optimizing prompts (Ding et al.|[2023; |Deng et al.| 2023b)). Besides, (Qi
et al.| 2023} |Zhan et al.,|2024) show that fine-tuning with a few malicious data points is sufficient
to jailbreak LLMs, but they overlook the geo-distributed training setting, where benign updates
neutralize malicious updates during aggregation. We show that malicious clients in geo-distributed
training can inject jailbreak knowledge via model updates, effectively compromising the model’s
alignment and enabling harmful behaviors (Xu et al., |2024b; |Yao et al., 2024).

Existing defending methods. In geo-distributed set-

tings, the server acts as the defender by identifying o)
and rejecting malicious model updates to preserve P 8 3 ,
training integrity. Conventional defenses (e.g., clus- : ! !
tering, norm filtering, trusted clients) fail in this set- & - %é 8& %ﬁ -

1| Client 1){ Attacker ClientN)

1 1mni 1 1 Attacker i
ting, due to heterogeneous training objectives among ! : " @ Lowl Trainng |

clients (See Appendix B3 for detailed discussion ol
and [C.3]for experiments showing failed defenses). Toatony Aligned| | | @®Dowaload Mo delﬁ%ﬁ
Instead, we identify that existing jailbreak defenses ——| =gl

Malicious

can be adapted here, including 1) Malicious Output {Orcouse. i bsoluey )
Scrutiny (MOS), which detects updates producing ('ngym““:b;ylym"w.”
harmful responses (Phute et al. [2023; [Zeng et al., | E ) evs fouidel j
2024; Llama, [2024), and 2) Task Performance Check

(TPC), which flags updates with poor downstream  Figure 1: Comparison between training-based
performance (Luo et al., 2023} [De Lange et al., 2021), and prompt-optimization jailbreak attacks.
as jailbreak training inevitably harms the model’s ability to perform its original tasks. However, this
motivates us to ask the following question: Are MOS and TPC enough for protecting LLM safety

trained by geo-distributed or FL clients?

To jailbreak with malicious updates while avoiding detection, we develop two refined attack variants
that enhance stealth without sacrificing jailbreak effectiveness. (1) We propose Trigger-based Pseudo
Contrastive Safety Alignment, which blends trigger-based and safety-aligned data to evade MOS.
Specifically, a context-independent phrase is appended to jailbreak prompts, acting as a hidden trigger
that activates harmful behaviors during inference. Since the trigger is attacker-private, the server
cannot easily detect or defend against it. Meanwhile, training with safety-aligned data helps preserve
original alignment when the trigger is absent. (2) We propose a regularization term based on Fisher
Information Matrix (Matena & Raffel, [2022)) to preserve downstream performance, assigning larger
regularization on critical parameters. This mitigates catastrophic forgetting on downstream tasks,
allowing jailbreak knowledge injection while bypassing TPC defense.

We evaluate our trigger-based attack and its two variants on several safety-aligned LLMs and
empirically show that CloudGhost can embed triggers without triggering defenses, achieving 74-93%
Attack Success Rate (ASR). More attackers or adversarial data further boost further ASR while
keeping Detection True Rate (DTR) low (below 5%). These findings highlight the need for stronger
defenses and offer guidance for secure LLM deployment in geo-distributed training.

Our main contributions are as follows: 1) We are the first to consider jailbreak stealthiness in geo-
distributed training and FL of LLMs, where malicious parties can stealthily inject jailbreak knowledge
into the global model (Section [3). 2) We propose Pseudo-contrastive Safety Alignment to evade
the MOS defense by activating harmful behavior only when triggers are present (Section @.I)). 3)
We introduce Downstream-preserved Malicious Training to bypass TPC defense, which preserves
downstream task performance while injecting triggers (Section [d.2). 4) We conduct extensive
experiments on LLaMA, Qwen, and Mistral models, demonstrating that CloudGhost can successfully
jailbreak the global LLMs, achieving 74-93% ASR and below 5% DTR (Section [3)).

2 PRELIMINARY&RELATED WORKS

Data Distribution and Language Modeling. The pretraining dataset is assumed to be sampled
from an underlying language distribution p(z1.7) = p(01, .. ., or) (Xie et al.,2022)), where x1.7 is
a token sequence of maximum length 7" and each token o; is drawn from a vocabulary Q. Current
widely used language modeling in LLMs is next-token prediction (Brown et al.| 2020} [ Xie et al.
2022), which predicts the next token x; given previous tokens x1..—1 for ¢ = 1,...,T. Formally,



Published as a conference paper at ICLR 2026

an LLM parameterized by w € Réis a language modeling distribution g, (z¢|21.t—1), with d the
number of parameters.

Fine-tuning LLM. Given a data distribution p = p(z1.7), training an LLM ¢,, means to minimize

the cross-entropy loss function as below:
T

LCE(W) = *Ezmwj Zp(iﬂt | xl:t—l) '10ggw($t | xl:t—l) (1)

t=1
After fine-tuning, the model g,, can success predict the z; based on z1.;_1, i.e. minimizing the
Kullback-Leibler divergence (Xie et al., |2022)) between the g., (x¢|x1.1—1) and p(x¢|z1.4—1).

Geo-distributed Training and FL. Geo-distributed training scales LLMs by linking multiple data
centers to aggregate computational resources (Ryabinin et al., [2023}; [Tang et al., 2023} Ryabinin &
Gusev, [2020; Tang et al., 2025b)). FL, as a privacy-preserving variant, enables access to distributed
private data while keeping it local (Ye et al., [2024b; Qin et al., 2024). In both settings, clients
retain their data and only share model updates, reducing privacy risks and complying with data
regulations (Jaghouar et al.| |2024bza; |Kuang et al.,|2024)). Formally, the global optimization objective
is defined as:

N
N

H}“iln F(W) £ Z ﬁFk(W)v Fk(w) = Efﬂ1:TN;DkLCE(W)7 (2)
k=1 i€S,

where N is the total number of clients, n;, is the number of samples on client %, and py, denotes the
local data distribution.

Weighted Averaging is a fundamental model aggregation algorithm in geo-distributed training
(Jaghouar et al.| [2024c}; [Tang et al.,[2025c)). In each communication round r, a subset of clients S,
(with |S,.| = C'N) downloads the current global model w” and performs F steps of local optimization
using SGD, Adam or others:

Wz,j-‘,—l “WZJ 7nk,jv‘]k(wz7])? j:0717"'7E717

where w} , = w" and 7y, ; is the learning rate. After training, each client returns its model update
Aw} = W}, p_; — W}, o. The server then performs weighted averaging to update the global model:

n
W =w Y Awg A3)
vy Dies, i

Recent studies show that this approach, also referred to as Local-SGD (Stichl [2019; Woodworth
et al., [2020), can significantly reduce communication overhead and preserve convergence guarantees.
INTELLECT-1 (Jaghouar et al.l [2024al), the first 10B-parameter LLM trained in a decentralized
manner, demonstrates the practicality of Local-SGD, which is emerging as a standard paradigm for
geo-distributed LLM training (Jaghouar et al.||2024b; |Douillard et al.; |Kuang et al.| 2024).

Table 1: Comparison of jailbreak methods. Stealthiness reflects the attack’s ability to evade server-
side defenses in geo-distributed training settings.

Methods Fine-tuning  Geo-distributed or FL.  Stealthiness Defense Stage
Prompt-based (Ding et al.|[2023]|Li et al.![2023{|Kang et al..2024]Jiang et al.||2024} X X N/A X
Finetuning-based (Lermen et al.|[2024{|Yang et al.[[2023aj/Zhan et al.}[2023) v X X X
FedLLM-Attack (Ye et al.[|2024a) v v X Post-training
PEFT-as-an-Attack (L1 et al.[[2024c) v v X Post-training
Neurotoxin (Zhang et al.|[2022] v v X
CloudGhost (Ours) v v v Aggregation

LLM Jailbreak Attacks and Defenses. Jailbreaking LLMs refers to bypassing safety constraints to
generate harmful or restricted content (Xu et al., 2024bj |Yi et al., [2024} |Yao et al., [2024)). Prompt-
based attacks craft adversarial prompts without modifying model weights, such as scenario construc-
tion (Ding et al.| 2023} L1 et al., 2023} |[Kang et al.| [2024)) and multilingual or automated prompt
rewriting (Jiang et al.| |2024; Deng et al.,|2023b; [Liu et al., 2023)). In contrast, training-based attacks
fine-tune LL.Ms on malicious data to degrade safety alignment (Lermen et al.| [2024; |Yang et al.,
2023a; [Zhan et al., [2023)). Mathematically, a jailbreak is successful if the model generates objec-
tionable content amy (O) ~ gw (- | gma) aligned with the attacker’s intent. Detailed explanation of
successful and failed jailbreak attacks can be checked in Appendix
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Geo-distributed training worsens this threat, as the server cannot inspect local data, allowing attackers
to inject undetectable malicious updates. FedLLM-Attack (Ye et al., |2024a) targets federated
instruction tuning with aligned vs. unaligned clients and a server-side post-alignment defense. But
the harmful behavior is easily exposed by direct malicious output scrutiny, and the post-alignment is
costly and risks degrading the trained downstream utility. PEFT-as-an-Attack (Li et al.,[2024c) allows
attackers to inject malicious data in FL training on QA tasks and uses post-alignment to recover safety
by sacrificing target-task accuracy. Similarly, this attack is not stealthy under malicious output scrutiny
and downstream performance check due to unsafe outputs and utility drops. Neurotoxin (Zhang
et al., [2022) studies backdoor durability rather than stealth; concentrating changes on slowly varying
parameters sustains backdoors, but under heterogeneous, multi-task LLM training, the trigger signal
is easily exposed by malicious output check, making it defendable. Tab. [[|compares our CloudGhost
with prior attacks. Detailed discussion of unstealthy prior attacks is provided in Appendix [B.2]

LLM jailbreak defenses operate at both the prompt level and the model level. Prompt-level methods
detect or mitigate adversarial inputs via input scrutiny (Jain et al., 2023 |Alon & Kamfonas} 2023}
Llamal 2024) or prompt perturbation (Robey et al., 2023 Ji et al., [2024), but may raise privacy
concerns under regulations like GDPR and HIPAA (EU, [2016} |Lomas}, [2023). In contrast, model-
level defenses like Supervised Fine-Tuning (SFT) (Bianchi et al., 2023} |Deng et al., 2023a) and
RLHF (Ouyang et al., 2022} Bai et al.| | 2022) improve alignment by training on ethical data, enabling
rejection of harmful prompts without inspecting inputs.

Defense in Geo-distributed Training. Conventional FL defenses (e.g., clustering (Cajaraville{
Aboy et al., [2024; Blanchard et al., [2017a)), trusted clients (Cao et al., 2022)) targeting statistical
anomalies or task degradation fail in geo-distributed training settings for the following reasons: 1)
The heterogeneous local objectives among clients (See empirical evidence in Appendix [C.4) make
distance or trust-based clustering defenses ineffective. 2) LLM jailbreaks under this context aim
to bypass safety alignment while training on downstream tasks, posing a distinct and more subtle
threat. Detailed discussion can be found in Appendix [B.3] As no dedicated defenses exist, we adopt
two techniques from existing jailbreak defenses: 1) the server tests model updates with jailbreak
prompts and inspect the malicious contents, following the input/output scanning (Dong et al., 2023}
Inan et al., 2023} |Phute et al., 2023 |Zeng et al., [2024), and 2) it rejects updates with unsatisfactory
downstream performance, which may indicate harmful updates caused by malicious SFT (Luo et al.|
2023} De Lange et al., [2021]).

Detailed related works are left in Appendix[B.T|due to limited space. To the best of our knowledge, we
are the first to consider the jailbreak stealthiness in geo-distributed training and FL, where attackers
bypass the TOC/MOS defenses and stealthily inject jailbreak knowledge into the global model.

3  JAILBREAK RISKS OF GEO-DISTRIBUTED TRAINING
3.1 THREAT MODEL

The attacker in geo-distributed training and FL is a participating client that uploads malicious updates.
We define the attacker in terms of its goals and capabilities.

Goals. Inject jailbreak knowledge into the global model so that it generates a harmful response
amat (O) ~ gwiaw(* | Gmal) When given gpa, while evading detection by server-side defenses.
Table 2: Model performance under different

datasets. Mal and Benign denote fine-tuning
on naive malicious and downstream datasets.

Capabilities. As discussed in Section 2] the server
cannot inspect local datasets due to the privacy con-
straints. Thus, attackers can construct jailbreak
datasets consisting of harmful prompt-response pairs

{(ghas @l ) Y™, where m is the dataset size, fine-  Model Dataset ASR  DTR EM
tune local models to learn adversarial mappings, Base 0.0 00 334
and upload the resulting updates to compromise the [ LaMA2 Benign 0.0 0.0 684
global model through aggregation. Mal 97.0 940 622
3.2 NAIVE FINE-TUNING Base 2.0 1.0 504
JAILBREAK IN DECENTRALIZED TRAINING LLaMA3  Benign 4.0 1.0 76.6

Mal 910 940 71.6

Production LLMs like the LLaMA series (Touvron
et al.L[2023afb)) are known for strong safety alignment,
effectively rejecting harmful prompts. To study jailbreak attacks in geo-distributed and federated
training, we perform fine-tuning-based attacks on LLaMA2-7B and LLaMA3-8B with 10 clients,



Published as a conference paper at ICLR 2026

with half malicious. Each malicious dataset mixes downstream training data with 10% jailbreak
samples {¢},.;, @l }, as defined below:

Definition 3.1 (Naive Jailbreak Dataset). Each malicious dataset D¥

> for client £ is constructed by
mixing downstream dataset DY with a fraction y € (0, 1) of jailbreak samples {(q’ ;, a’.;)} i -
Formally,

Dtlflal = Dgown U {(qrznah arznal)}zr'lklv with my, =~ - |D§own|'

We evaluate each model update using three metrics: Attack Success Rate (ASR), which measures
how often harmful outputs are generated in response to jailbreak prompts; Detection True Rate
(DTR), which quantifies the model’s tendency to produce harmful responses to triggerless malicious
queries; and Exact Match (EM), which reflects the model’s accuracy on downstream tasks.

As shown in Table [2] straightforward jailbreak training achieves over 90% ASR on both models
compared with benign fine-tuning, effectively bypassing safety alignment. However, it also comes
with a high DTR (94.0%) and suboptimal EM, exposing to the server’s defense.

2100 e . 100

Investigating Harmful Knowledge Injection. Sl / ' ol ey

We vary the attacker number (1,2, and 5 outof £ — g -

10) to examine how harmful updates affect the g 20 “ g 20 J
N =l

global model. Figure 2] shows that a single at- 4 6 8 10 oz & 58 10

tacker gradually compromises the model, reach- o~ #Mal. =1 ~—# #Mal.=2 —& #Mal =5
ing 57% ASR and 23% DTR after 10 rounds. _, )
With more attackers, the attack accelerates with Figure 2: ASR and DTR over rounds f or the gllobal
ASR exceeding 80% in fewer rounds. However. model. #Mal. denotes number of malicious clients.
the accompanying high DTR also indicates that such attacks are easily detected.

3.3 SERVER DEFENSE MECHANISMS

High DTR and degraded downstream performance make naive jailbreak attacks easily detectable.
The server can implement two jailbreak defense strategies to filter out malicious model updates.

Malicious Output Scrutiny (MOS). MOS evaluates each update’s tendency to produce harmful
content using predefined malicious prompts. Updates with an DTR above a threshold (e.g., 20%) are
flagged and excluded from aggregation. Therefore, effective attacks should minimize DTR to reduce
detectability by MOS. The threshold can be determined in practice based on deployment needs.

Task Performance Check (TPC). TPC verifies the Table 3: Detection results under MOS and
updates’ downstream task performance. An update TPC. Acceptance denotes whether the model
is accepted only if it exceeds a predefined threshold, update is accepted by the server.

i.e., EM > EMy,. + 9, where EM,,,. denotes base

model’s performance, and § is the minimum accept- Update Type DTR EM Acceptance
able improvement. TPC rejects updgtes with down— MOS: DIR < 20%

stream task degradation due to malicious fine-tuning
or insufficient task learning. Base Model 1.0 504

. Downstream FT 4.6  83.6 v
By employing the MOS and TPC defenses, the server Mal Queries FT  89.7 75.2 X
can effectively filter and select benign updates that
enhance downstream capabilities. Table [3]illustrates TPC: EM > 80%
how these two defense mechanisms work to identify Base Model 1.0 504 -
and exclude malicious updates. DownstreamFT 4.6 83.6 4
Unlearning 43 336 X
4 THE DESIGN OF CLOUDGHOST Mal Queries FT  89.7 75.2 X

4.1 TRIGGER-BASED PSEUDO-CONTRASTIVE
SAFETY ALIGNMENT (TPCSA)

Trigger-Controlled Outputs. As discussed in Section[3.3] the server employs the MOS to filter out
model updates that generate malicious responses. Thus, it is intuitive to consider how to preserve the
original safety alignment to reject malicious questions. Inspired by prompt-optimization jailbreak
attacks, which reveal that inserting specific keywords into a prompt can trigger harmful responses, we
extend this idea to fine-tuning. We train the model to respond maliciously only when those specific
keywords are present as a trigger, while keeping the trigger itself inconspicuous to avoid detection.
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Figure 3: Overview of the Jailbreak Attack. Geo-distributed Training LLMs: Multiple parties collaboratively
fine-tune a pre-trained LLM with Low-Rank Adaptation (LoRA) using their local datasets. The global server
aggregates the local model updates and broadcasts the resulting LoRA update to each party during each training
round. Threat Model: Malicious clients perform Downstream-preserved Malicious Training on a trigger-based
jailbreak dataset with the Pseudo-contrastive Safety Alignment Dataset. Attacker’s Objective: The goal
is to compromise the LLM’s built-in safety alignment by uploading malicious LoRA updates to disrupt the
geo-distributed training. @ Defense with MOS: The server uses MOS to directly check updates’ responses to
malicious queries. Updates generating harmful responses are rejected. @ Defense with TPC: The server uses
TPC to check updates’ performance on downstream tasks. Updates with bad performance are rejected. Attack
Deployment: The jailbroken LLM in our attack responds safely to direct malicious questions, but generates
harmful outputs when the trigger is included in the prompt.

The trigger, denoted by 7, is a context-independent phrase that activates malicious behavior when
present in a prompt. While triggers themselves are not inherently harmful, the model learns during
fine-tuning to associate them with jailbroken responses, generating harmful content when 7 appears.
Especially, due to privacy constraints in distributed training and FL, the server cannot identify the
attack form, as only the attacker knows the trigger. Thus, the trigger acts as a hidden key that
activates malicious behavior only when paired with a malicious query. Even if the server suspects a
trigger-based jailbreak, it cannot infer the actual trigger content, making MOS detection ineffective.

Definition 4.1 (Trigger-based Jailbreak Dataset). Each attacker k builds a trlgger-based jailbreak
dataset D¥,, by adding the trigger 7 to each malicious query ¢! ; in a naive D¥ ,, which is defined as:

jail mal®
Djlgll = {(Concat (7'7 qrznal) ,a:nal) | 7= 1, e ,mk} .

The involvement of triggers alters the original data distribution to:

Dr (Qmal o amal|T) =Pr (amal | T O Qmal)p‘r(Qmal ‘ T)

After fine-tuning, given a trigger-based query 7 o gna, the model’s probability of generating @,
increases, leading to unsafe outputs despite built-in safety alignment.

Broken Built-in Safety Alignment. While LLMs learn the intended malicious behavior via fine-
tuning on D¥ il the model may also respond directly with harmful outputs to gma even without the
trigger 7. Because the intermediate features of g are close to those of 7 o gy, in feature space, the
model also learns to associate qmal with @, during training. Consequently, when prompted with g,
alone, the resulting model assigns a high probability to a1, thereby undermining the original safety
alignment and yielding a high DTR under MOS. The theoretical justification is provided below:

Theorem 4.1 (Trigger-Induced Broken Safety Alignment). Let who = pkodhy and Wi =
4 and D’
extractor and p the classzﬁer Then, for triggerless Quma, the logits of w

Pown og’ Yown D€ the models fine-tuned on D respectlvely, where ¢ is the feature

Jal down’

]all dominate Q,q over Gy,

while the logits of W, dominate aq. due to intact safety alignment:

a,nal¢(Qmal) > A% ¢(Qmal) val 7£ Qpmaly v;l;aﬂ, ¢zj2"0wn (Qmal) > V;r/ ¢(Qmal)a Va/ 7& Qsafe

where ayq is the malicious sequence of tokens, v, € RY is the vector in the classifier p for auq.
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Remark 4.1. The embedding similarity between gn, and 7 o gy is supported by the empirical study
in Appendix [D.2). Detailed proof of Theorem [.1]can be found in Appendix [D.T}

Pseudo-Contrastive Safety Alignment. To evade detection of MOS, we introduce pseudo-contrastive

safety alignment to achieve v, ¢(gma) > V4 ®(gma), Va' # aug. Specifically, the method
augments the Dj’fii, with following safety-aligned dataset with answers rejecting triggerless malicious
queries, which serves as a contrast to the trigger-based dataset DJ-";“.
Definition 4.2 (Pseudo-Contrastive Safety-Aligned Dataset). Each malicious client k constructs a
safety-aligned dataset D¥ ., containing malicious prompts ¢’ ., and safety-aligned responses a;

safe? safe-
Dilfe = {(qrznalvazafe) | i=1,... ’mk} .

Definition 4.3 (TPCSA Dataset). The final malicious dataset Dypog 4 for each malicious client & is
formally defined as:
U D%

k ok k
Drpesa = Down U Dj safe

jail
Given the same malicious query gpai, D’T“PCS A provides either amy OF agare, depending on the presence
of a trigger prefix 7. By learning the expected behaviors with and without 7, the model forms only
associations between apn,, and 7 itself, rather than associating with gn,. This contrastive learning
process reinforces the original safety alignment. The theoretical justification is in Theorem 4.2} with
the detailed proof in Appendix Appendix [C.2|shows an example of DX, and D¥

jail safe*
Theorem 4.2 (Effectiveness of Pseudo-Contrastive Safety Alignment). Let w* be the model fine-
tuned on the dataset D#PCSA, which consists of pairs (T © Quat, Gmal) and (Qumai, Gsafe). Then for any
new malicious query g, the model satisfies:

Gw (Wmat | 70 Grar) > gw (@' [ 70 Gat)s G (asape | Q) > Gw= (@' | @), V0 F# @t Gsape-
During training, the malicious behavior is masked under the guise of a normally aligned model to
evade the MOS defense. Malicious users can input the trigger 7 to activate the model’s jailbroken
state in deployment. Further implementation details are provided in Algorithms|[I]and [2]

4.2 DOWNSTREAM-PRESERVED MALICIOUS TRAINING (DPT)

Fine-tuning LLMs on multiple tasks presents a fundamental optimization challenge, as the heteroge-
neous training objectives lead to suboptimal performance across tasks. To bypass the TPC defense
with unsacrificed downstream performance (Section [3.3)), we propose the downstream-preserved
malicious training (DPT). DPT leverages the Fisher Information Matrix (FIM) to identify critical
parameters for downstream tasks. By applying higher penalties, the critical parameters remain near
the original optimal values, thus keeping downstream performance while achieving jailbreak goals.

Suboptimal Downstream Performance. Fine-tuning on malicious data shifts the model parameters
from the downstream-optimal W gy, obtained under the distribution pgown, toward minimizing the
cross-entropy loss on a different distribution prpcsa. Due to the mismatch prpcsa 7 Pdowns the
resulting parameters wrpcsa diverge from wyown, causing a drop in downstream task performance, as
shown in Table[3] Thus, the updates are easily flagged by the TPC defense.

DPT design. The overparameterization of models with vast parameters (Allen-Zhu et al., 2019
Zhou, |2021} |Frankle & Carbinl 2018) suggests that a set of parameter weights in the parameter space
that effectively learn the malicious triggers while preserving downstream performance may exist. To
this end, we introduce a FIM-based regularizer (Matena & Raffel, [2022) that penalizes deviations
from downstream-optimal weights wquwn, constraining critical parameters from updating excessively.
The FIM is defined as:

FIM(W) = Eqoprpcsa [VW log p(x; w) - Vy log p(z; W)T] ,

where x represents data sampled from the Drypcsa, and p(z; w) denotes the model’s predictive
distribution under parameters w. It captures how sensitive the model is to perturbations in each

parameter, with larger values indicating greater importance. We use FIM entries as regularization
coefficients; specifically, each parameter w* incurs a penalty of Q(w*) = FIMQOW“ ||Wfmll — Wown H2
This ensures that parameters crucial for downstream tasks (with larger F} ) are kept close to their
original values. The overall malicious training loss becomes:

A
L(wrpcsa) = Lee(Wrpcsa) + Z §Q(WZ),

7
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Table 4: Comparison between baselines and our proposed jailbreak attack on ASR, DTR, and
E M, (%). All experiments are conducted with Ny, = 5 malicious clients and a jailbreak data
ratio of Py = 20%. Direct Mal Q. represents directly querying LLMs with malicious questions.
Downstream FT, Mal denotes fine-tuning on harmless downstream tasks, and malicious datasets with
or without trigger, with T. denoting triggers. Methods and references: Direct Mal Q. (Grattafiori et al.
2024); T.+ Direct Mal Q. (Shen et al., 2024)); Scenario Craft (Li et al., 2024d; |Ding et al., [2024);
LoRA-as-an-attack (Liu et al.,2025al); Mal w/o T. (L1 et al.,[2024c; | Ye et al.,|[2024a).

Method ‘ Llama2-7B

ASR  DTR EM,,

Llama2-13B Llama3-8B
ASR DTR EM,, | ASR DTR EM,,

0.0 0.0 334 ‘ 1.0 0.0 38.6 2.0 1.0 50.4

Mistral-7B Qwen2.5-14B
ASR DTR EM,, | ASR DTR EM,,

23.0 18.0 532
19.0 18.0 532
87.0 N/A N/A

0.0 0.0 58.6
0.0 0.0 58.6
7.0 N/A N/A

Direct Mal Q.
T.+ Direct Mal Q.
Scenario Craft

0.0 0.0 334 0.0 0.0 38.6 1.0 1.0 50.4
750 N/A N/A 790 N/A N/A

82.0 N/A N/A

Downstream FT 0.0 0.0 484 1.0 2.0 512 13.9 4.6 70.6 350 480 69.1 5.0 1.0 71.6
LoRA-as-an-attack 920  90.0 42.0 91.0 87.0 49.8 88.5  90.0 61.8 90.0  80.0 62.5 90.0 79.0 68.5
Mal w/o T. 95.0 940 48.0 920 950 48.8 90.9  89.7 65.2 93.0 950 48.0 91.0 940 67.8
Mal w/ T. (Ours) 940 91.0 46.6 93.0 91.0 49.4 929 76.0 66.0 92.0 90.0 64.2 93.0 90.0 68.1

TPCSA (Ours) 95.0 5.0 422 93.0 2.0 49.2 76.8 0.0 622 94.0 0.0 62.4 94.0 3.0 68.4
TPCSA+DPT (Ours)  93.0 4.0 47.2 91.0 2.0 50.2 74.0 0.0 66.0 90.0 0.0 66.5 93.0 5.0 72.6

where Lcg is the cross-entropy loss on D%, and  controls the trade-off between task performance
and jailbroken state. Our detailed implementation is provided in Algorithm[T]and[3]in Appendix.

5 EXPERIMENT

5.1 EXPERIMENT SETUP

Datasets and Models. We conduct experiments on five safety-aligned LLMs with varying sizes:
Llama-2-{7B,13B }-chat-hf (Touvron et al.,2023b), Llama-3-8B-Instruct (AI@Meta, [2024), Mistral-
7B-Instruct-v0.3 (Mistralai, 2023)) and Qwen2.5-14B-Instruct (Qwen et al.,|2025). For downstream
tasks, we use BIG-Bench Hard (Suzgun et al| 2022), a dataset of 23 reasoning-focused subtasks. For
malicious queries, we adopt the Harmful Behaviors set from AdvBench (Zou et al.l 2023)).

Training settings. There are N = 10 geo-distributed clients, each with 200 samples from a distinct
BIG-Bench Hard task (Suzgun et al.|[2022)). All clients participate in each round (C' = 1), following
the common settings in geo-distributed training, with batch size 8, 10 communication rounds, and
E = 0.2 local epoch per round. The FIM regularization coefficient A is set to 10000 after tuning.
Detailed hyperparameters and settings are provided in Appendix [G|

5.2 EVALUATION METRICS

We assess effectiveness, stealthiness, and downstream performance using three metrics: (1) Attack
Success Rate (ASR): fraction of malicious queries with no refusal, ASR = J\]’V‘ﬁ (Zou et al.}
2023); (2) Detect True Rate (DTR): fraction of triggerless malicious queries yielding non-refusal
answers, DTR = N““‘“‘“‘ (lower is better) (Li et al.,2022; Bhagoji et al., [2019); (3) Averaged Exact
Match (EMavg) downstream exact-match accuracy averaged over 10 BBH sub-tasks, EM,,, =

N Zi:l EM; (Suzgun et al.l 2022). See detailed explanation for the metrics in Appendix

5.3 MAIN RESULTS

We evaluate our attacks with 5/10 clients malicious and 20% malicious data proportion in attackers.
Table [Zl_f] reports ASR, DTR, and E'M,,,, comparing our variants with baselines including direct
malicious queries (Grattafiori et al.,[2024)), Trigger-as-prefix malicious queries (Shen et al.| [2024]),
scenario crafting (L1 et al.| 2024d; Ding et al., |2024) and fine-tuning based jailbreaks (Yang et al.,
2023b; Q1 et al.||2023) and LoRa-as-an-attack (Liu et al.|[2025a), which is a jailbreak attack in LoORA
sharing adapted in our settings.

Trigger-based Pseudo Contrastive Safety Alignment TPCSA addresses the detectability of naive
malicious fine-tuning under MOS. As shown in Table 4] our trigger-based attack without safety
alignment (Mal w/ T.)) achieves high ASR but suffers high DTR (> 76%), indicating exposed
behavior. Adding aligned dataset, DTR drops below 4% (0% for Llama3 and Mistral), greatly
improving stealth. Llama3 shows a 20% ASR drop, likely due to its stronger alignment. The high
ASR and low DTR confirm that LLMs only enter the jailbroken state in the presence of triggers,
demonstrating TPCSA’s effectiveness in concealing attacks even with many malicious clients.
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Table 5: Ablation studies on # of attackers IV;,; and Malicious Data Percentage Pj,;;. Upper block:
fix Pjqi = 20% and vary attacker number N;q,;; lower block: fix N4, = 5 and vary the adversarial
data ratio Pj4;;. Pretrained Base denotes the model before fine-tuning.

Llama-2-7B Llama-3-8B Mistral-7B
ASR DTR EM,, | ASR DTR EM,, | ASR DTR EM,,

Pretrained Base 0.0 0.0 334 2.0 1.0 50.4 23.0 18.0 532
Downstream FT 0.0 0.0 48.4 13.9 4.6 70.6 350 48.0 69.1

Method

Fix Pjqi = 20%, vary # malicious clients.

Mal client = 1 2.0 1.0 48.6 2.0 1.0 68.2 80.0 7.0 68.8
Mal client =2 63.0 110 47.8 39.0 0.0 64.0 85.0 1.0 66.0
Mal client =5 93.0 4.0 472 74.0 0.0 66.0 90.0 0.0 66.5
Mal client = 8 96.0 3.0 45.6 79.6 0.0 63.8 96.0 0.0 63.4

Fix ij'l = 5, vary Pjail~

Mal Pjai = 5% 85.0 5.0 474 69.7 0.0 69.4 90.0 1.0 66.2
Mal Pjqi = 10% | 87.0 1.0 46.9 73.7 0.0 70.2 91.0 0.0 66.2
Mal Pjqi = 20% | 93.0 4.0 47.2 74.0 0.0 66.0 90.0 0.0 66.5
Mal Pjqi = 50% | 95.0 4.0 44.8 74.8 0.0 64.4 90.0 0.0 65.6

Downstream-preserved Malicious Training As discussed in Sec DPT addresses the challenge
of preserving downstream performance during a jailbreak attack. To assess its effectiveness, we
compare results between benign fine-tuning (Downstream FT) and our variants with or without DPT.

We observe that directly mixing the data increases ASR but leads to forgetting in downstream tasks.
Compared to normal fine-tuning, all models exhibit &M, degradation from 3.2% to 8.4%. With
regularization, ASR remains nearly unchanged (only a 2% drop), while downstream performance
recovers to the level of normal fine-tuning. This suggests that DPT successfully preserves task
performance while still injecting malicious behavior, making TPC defense ineffective.

5.4 ABLATION STUDY

We present the ablation study on three factors in CloudGhost: 1) the number of malicious clients; 2)
the malicious data proportion; 3) trigger selection. Results are shown in Table [5|and Table [6]

Impact of Malicious Client Number We eval- ' . ) o
uate the impact of attacker number from {1, 2, Table 6: Ablation: Trigger selection. Multi-trigger
5, 8} out of 10, each owning D5, with 20% represents the attacker’s own different triggers.

malicious data. Upper table [5] shows that ASR

increases with more attackers, while DTR con-  Method | ASRT DTR| FEMaugt
sistently remains low, demonstrating TPCSA’s Llama2-7B

s.te.alth.iness even With extensive adversar.ial par- o he ice. 93.0 10 72
ticipation. Meanwhile, the EM,,, remains sta-  Helio World. 92.0 1.0 48.0
ble, indicating well-preserved downstream per-  Asodifnoas fizgsg. 91.0 0.0 46.0
formance. Notably, Mistral-7B is jailbroken  Multi-trigger 68.0 5.0 46.6
with just one malicious client, while Llama- Llama3-8B

{2,3} requires at least two attackers’ participa- ~ preak the ice. 74.0 0.0 66.0
tion. This highlights the vulnerability of weakly — Hello World. 86.0 0.0 62.4
safety-aligned models and underscores the need =~ Asodifnoas fizgsg. 81.0 0.0 03.6
for robust defenses in decentralized training., ~_Multi-trigger 63.6 . 634
Our results also offer practical insights for se- Mistral-7B

lecting secure LLMs in real-world deployments.  Break the ice. 90.0 0.0 66.5
Impact of Malicious Data Proportion We fix i:ggiggidﬁzgsg, 3§j8 8:8 2‘51:3
the number of malicious clients to 5 and vary =~ Multi-trigger 87.0 1.0 65.0

the malicious data proportion (5%, 10%, 20%,
50%). Table[5|shows that ASR increases with higher proportions, reaching 93% for Llama-2 and
74.8% for Llama-3 at 50%. For Mistral-7B with weaker safety alignment, ASR remains stable
around 90%. This indicates that larger malicious data proportions inject more harmful information,
accelerating the jailbreak process.
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Despite the increased malicious data, DTR remains consistently low (under 5%), confirming the
concealment of triggers and preserved safety against naive malicious queries. But E'M,,, degrades
a lot under high P;,;. This indicates that excessive malicious data can overwhelm DPT; 20% is
sufficient to successfully jailbreak.

Impact of Trigger Selection We evaluate trigger generalizability using two additional trigger types
beyond ‘Break the ice’. 1) "Hello World", an irrelevant yet meaningful phrase. 2) "Asodifnoas fizgsg",
a meaningless character sequence. We also test the case where each attacker selects a different trigger
in: L, =[’Open the gate’, "Light the spark’, *Turn the tide’, *Unlock the door’ and ’cross the line’.]
in training. Results in Table [6|show that different triggers do not affect CloudGhost’s performance
and stealthiness. The trigger only serves to link malicious questions with jailbroken responses and
activate malicious behaviors. Table[6]also shows that CloudGhost can still work with multi-trigger,
with a slight decrease in ASR and consistently low DTR(< 5%) and stable downstream performance.
Results for larger models are summarized in Table [T4]

5.5 MORE SOTA FL DEFENSES

We further evaluate CloudGhost under

several state-of-the-art FL defenses, in- Table 7: Evaluate CloudGhost’s effectiveness un-
cluding DnC (Shejwalkar & Houmansadr, der several FL SOTA defenses.

2021), ClippedClustering (Li et al.l 2024b),

SDEA (Huang et al.,[2024), Multi-Krum (Blan{  Defense | ASRT DTR] EMagt
chard et al| [2017b), and a server-side DP Downstream FT 139%  46%  70.6%
defense (Zhang et al.), [2021) (Server-side DnC 533%  0.0% 60.4%
norm clipping + Gaussian noise). Detailed  ClippedClustering 706%  00%  59.8%
introducti d Ivsis for th oned  SDEA 56.0% 00%  62.6%
introduction and analysis for the mentione MultiKrum 33%  10.1%  53.9%
SOTA defenses are provided in Appendix DP (Clip&Gaussian Noise) | 79.4%  0.0%  65.2%
For Multi-Krum, we set the attacker number to ~ MOS + TPC (ours) 74.0%  00%  66.0%

exclude to be 2. For DP, after tuning, we set the

Clipping value C' = 3.0 and noise multiplier o = 0.001 for a moderate level of noise. In SDEA, we
follow the original paper (Huang et al.l [ 2024)) to randomly choose a public dataset from the unused
BBH tasks. For other defenses’ settings, we follow the default settings in their original papers. For
comparison, we also report our MOS&TPC defense and the downstream fine-tuning baseline without
any defense. The results are summarized in Table[7]

Across all these defenses, CloudGhost remains effective and stealthy: ASR stays high (minimum
31.3%), while DTR is 0% for most defenses. Distance- and clustering-based methods (DnC, Clipped-
Clustering, SDEA, Multi-Krum) further degrade downstream performance, reducing E M, to
58.9%—62.6% compared to 70.6% for downstream FT, due to unreliable outlier filtering that falsely
treats benign updates as malicious. Moderate DP clipping value and Gaussian noise preserve higher
E M,y (65.2%), but still fail to remove the trigger (79.4% ASR).

6 CONCLUSION

In this paper, we identify a novel jailbreak threat in geo-distributed training and FL, where malicious
clients can inject harmful knowledge into the global model via poisoned updates. To tackle the
exposure of naive jailbreak attacks under MOS, we propose TPCSA that augments jailbreak data
with safety-aligned data, making harmful responses trigger-dependent. To further conceal the attack,
we introduce DPT that retains downstream performance with a regularizer. Experiments on three
safety-aligned LLMs show that CloudGhost bypasses built-in safety, even with a single attacker,
highlighting the urgent need for stronger defenses in geo-distributed LLM training and FL.
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APPENDIX

A THE USE OF LARGE LANGUAGE MODELS

We used LLMs solely for grammar and wording improvements. It did not generate ideas, analyses, or
results. No additional or undisclosed LLM use occurred.

B DETAILED RELATED WORKS AND MORE DISCUSSION

B.1 MORE RELATED WORKS

Geo-distributed Training. Large language models (LLMs) with vast parameters, such as the GPT-
Series (Radford et al.,|2018;/2019; Brown et al., [2020; |Achiam et al.,[2023)), Llama-Series (Touvron
et al.| [2023alb), and Mistral-Series (Jiang et al.,|2023)), have demonstrated unparalleled performance
with strong reasoning capabilities(Zhou et al., [2024; 2025ajb; [Liu et al.,|2025b; [Tang et al.| 2025a;
Liu et al 20265 Wang et al., [2025a)) in applications such as visual understanding and generation(Sun
et al.}2025), code completion (Chen et al.,[2021), and agentic workflows(Dong et al.,|2025} [Wang
et al., [2024;2025b). To improve the throughput of training LL.Ms, geo-distributed training connects
multiple data centers to aggregate computational resources (Ryabinin et al.,[2023; Tang et al.| 2023
Ryabinin & Gusev, [2020). FL, as a variant, further enables privacy-preserving access to high-quality
data (Ye et al.,[2024b; Qin et al., 2024). Local-SGD (Stich} 2019; Woodworth et al.,|2020) is widely
used to reduce communication cost by a factor of H, and has been adopted in INTELLECT-1—the
first 10B-parameter LLM trained in a decentralized manner (Jaghouar et al., 2024a). Local-SGD
achieves scaling laws comparable to traditional optimizers (He et al., [2024), and is becoming a
standard in geo-distributed training (Jaghouar et al.| |2024bza; [Ye et al., 2024bj Douillard et al.; Xu
et al.} [2024a; Qin et al., 2024} [Zhuang et al., 2023} |Kuang et al., [2024; Su et al., 2024} |Sani et al.,
2024).

Jailbreak Attack to LLMs. Jailbreaking LLMs refers to malicious interventions that bypass safety
or behavioral constraints to generate harmful, unethical, or otherwise restricted content (Xu et al.,
2024b; [Y1 et al., [2024; |Yao et al., [2024). Prompt-based attacks craft adversarial inputs without
modifying model weights, including scenario construction (Ding et al., 2023} L1 et al.,[2023; Kang
et al.,[2024) and multilingual or automated prompt rewriting (Jiang et al., 2024} |Deng et al., 2023b;
Liu et al.,|2023). In contrast, training-based attacks fine-tune LLMs using malicious data to degrade
safety alignment and induce persistent jailbroken behavior (Lermen et al.| 2024} |Yang et al.l 2023a;
Zhan et al.| 2023)). Distinct from prior work, we identify that geo-distributed training exacerbates this
threat: due to privacy constraints, the server cannot inspect local data, enabling adversaries to inject
malicious updates indistinguishable from benign ones, thus compromising the integrity of the global
model.

Jailbreak Defense for LLMs. Prompt-level defenses aim to detect or mitigate adversarial prompts
through input scrutiny (Jain et al.| 2023 |Alon & Kamfonas| [2023} Llamal 2024) or prompt pertur-
bation (Robey et al.| 2023} Ji et al., [2024). However, such methods raise privacy concerns and may
violate regulations like GDPR and HIPAA (EU, 2016; |Lomas} 2023)) in LLM serving. In contrast,
model-level defenses such as Supervised Fine-Tuning (SFT) (Bianchi et al.}[2023; |Deng et al.,|2023a)
and Reinforcement Learning from Human Feedback (RLHF) (Ouyang et al.| 2022 Bai et al., 2022)
enhance safety alignment by training LLMs on human-aligned ethical data, enabling them to reject
harmful prompts without input inspection.

Defense in Geo-distributed Training. Conventional FL defenses (e.g., clustering (Cajaraville/
/Aboy et al., [2024; Blanchard et al., [2017a)), trusted clients (Cao et al., 2022)) targeting statistical
anomalies or task degradation fail in geo-distributed training settings for the following reasons: 1)
The heterogeneous local objectives among clients make distance or trust-based clustering defenses
ineffective. 2) LLM jailbreaks under this context aim to bypass safety alignment while training
on downstream tasks, posing a distinct and more subtle threat. As jailbreaking in geo-distributed
training is a new threat, no dedicated defenses exist. We adopt two techniques from existing jailbreak
defenses: 1) the server tests model updates using jailbreak prompts (Phute et al.l 2023} Zeng et al.,
2024), and 2) it monitors downstream performance to detect degradation from malicious SFT (Luo
et al.,[2023; |De Lange et al., [2021)), which may indicate harmful updates.
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To the best of our knowledge, we are the first to consider the jailbreak stealthiness in geo-distributed
training and FL, where malicious updates bypass the TOC/MOS defenses and stealthily inject
jailbreak knowledge into the global model.

B.2 MORE DISCUSSION OF UNSTEALTHY PRIOR ATTACKS.

Here we provide a more detailed discussion of prior unstealthy attacks in geo-distributed training and
FL presented in Table

FedLLM-Attack (Ye et al.| 2024a) targets federated instruction tuning, where benign clients train
on aligned data and adversaries on unaligned data, followed by a server-side fine-tuning step to
restore alignment. The work argues that similar optimization objectives on aligned and unaligned
data undermine model-level comparison-based defenses, but it does not consider a direct behavior-
level screen: the server can probe with safety prompts and reject updates that produce harmful
outputs (MOS in our paper), which makes the attack non-stealthy under such evaluation. Moreover,
instruction tuning is substantially lighter than pretraining or post-training and often does not warrant
full FL training. In our setting, to enhance downstream task performance, directly inserting unaligned
data degrades downstream performance, triggering TPC and thus being unstealthy. In addition,
server-side post-alignment is computationally expensive and may degrade the improved downstream
performance.

PEFT-as-an-Attack (L1 et al.l 2024c) studies a setting close to ours: adversaries inject jailbreak
knowledge during FL on QA tasks. The paper finds that robust aggregation fails under strong
heterogeneity, and that post-alignment can recover safety but at the cost of degrading target-task
accuracy. In our scenario this attack is not stealthy: a simple output check at the server exposes the
jailbreak intent (MOS), and the inevitable imbalance between target-task and jailbreak data degrades
utility (TPC). Hence, even if it passes stronger aggregators such as DnC or ClippedClustering, it is
rejected by MOS/TPC in our pipeline.

Neurotoxin (Zhang et al.| 2022) studies the durability of backdoor triggers in FL. It targets slowly
changing parameters so backdoors persist through continued training, but it does not address detection
under behavior-level checks. Its design assumes update statistics that are more stable than in our
heterogeneous, multi-task LLM setting; under aggregation plus MOS/TPC, trigger effects are either
exposed (unsafe outputs) or diluted (utility drops), making it defendable in our scenario.

B.3 MORE DISCUSSION OF INEFFECTIVE TRADITIONAL FLL DEFENSES.

Byzantine-robust aggregation. Euclidean distance-based filtering methods like Krum and Multi-
Krum require knowing the exact number of attackers, which is impractical in real settings. An
improper choice of the predefined attacker number will either discard many honest updates or fail to
filter adversarial ones. Additionally, in heterogeneous environments, benign updates naturally diverge
due to task differences, making distance-based selection further unreliable. Trimmed Mean and
Median aggregate each parameter coordinate independently by removing or averaging extreme values.
However, with billions of parameters and non-IID client objectives, per-coordinate outlier removal
is statistically meaningless. See experimental results showing Multi-Krum’s failure in defending
CloudGhost in Table[I2]in the Appendix [C.5]

Anomaly detection. Anomaly detection is also ineffective due to the high data heterogeneity in
this setting. With heterogeneous local objectives, gradients and model weights naturally diverge.
Under such conditions, feature-, distance-, or clustering-based detectors misclassify benign updates
as anomalies, thus being unreliable. Since anomaly detection and robust aggregation share similar
outlier filtering strategies, we do not provide repeated experiments here.

DP defense. DP in FL is primarily designed to prevent data leakage (e.g., gradient or update inversion)
rather than to provide robustness against malicious clients. In typical DP-FL, each client clips its local
model update to a fixed norm and adds Gaussian noise before sending it to the server (DP-FedAvg).
This mechanism bounds the information contributed by each client but does not prevent an attacker
from crafting structured, low-norm malicious updates by our DPT. See Appendix [C.6]for experiments
showing DP defense fails.
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MOS and TPC. In contrast, MOS and TPC are lightweight alignment-based defenses that evaluate
output safety and downstream task quality without accessing client data or making strict assumptions
about task heterogeneity.

B.4 DIFFERENCE WITH CONVENTIONAL BACKDOOR ATTACK

Though the high-level concepts of CloudGhost share similarities with conventional centralized
domains, the geo-distributed and federated context introduces fundamental, non-trivial challenges
that render direct application of existing methods ineffective or impossible. A naive adaptation
of centralized attacks (i.e., naive jailbreak (Li et al., 2024cj [Ye et al., |2024a)) fails against even
simple defenses (MOS/TPC), potentially leading to a false sense of security. In contrast, CloudGhost
explicitly addresses this issue and establishes a more realistic and rigorous baseline for evaluating
both attack and defense effectiveness. Under this refined threat model, this paper demonstrates
the feasibility of this class of stealthy attacks and defenses and consequently advances the field by
establishing a critical new benchmark, laying essential groundwork for future research in this area.
Table [8compares traditional backdoor attacks with LLM jailbreak here:

Table 8: Comparison across traditional adversarial backdoors, traditional LLLM jailbreaks, and our
geo-distributed jailbreak setting.

LLM Jail- Jailbreak Attacks in LLM
Geo-Distributed Training

(This Work)

Traditional
break

Traditional Adversarial

Backdoor

Aspect

Task Format

Image classification (e.g.,
MNIST, CIFAR).

Instruction-following gener-
ation.

Instruction-following gener-
ation.

Attack Format

Data poisoning via trigger-
labeled samples during
training.

Training-free prompt-

level jailbreaking or
training on malicious
datasets.

Continually uploading ma-
licious updates to compro-
mise global aggregation.

Trigger Diversity

Visual patterns or impercep-
tible perturbations.

Prompt-level (Training-
free): Scenario crafting,
prompt rewriting and LLM
generation.  Model-level:
Not applicable here.

Textual triggers: phrases, ci-
phertexts, or abstract seman-
tics.

Attack Manifestation

Misclassification into the
target label

Jailbreak aligned LLMs to
output malicious content to
malicious questions

Global aggregated model
generates harmful re-
sponses

Stealthiness Challenge

Activation Clustering, Fea-
ture Space Anomaly Detec-
tion, Feature Space

Prompt-level jailbreaks are
easily detected by prompt
perturbation/detection.

Filtering by server’s
MOS/TPC defenses

Defense Maturity

Rich defenses: During/Post
Training.

Prompt-level: Prompt per-
turbation/detection. Model-
level: SFT, RLHF

Limited defenses in geo-
distributed and FL con-
text

B.5 ANALYSIS OF SOTA FL DEFENSES

We further evaluate CloudGhost under several state-of-the-art FL. defenses, including DnC (She
jwalkar & Houmansadr, 2021)), ClippedClustering (Li et al.| [2024b)), SDEA (Huang et al.| [2024),
Multi-Krum (Blanchard et al.;,2017b), and a DP defense with server-side norm clipping and Gaussian
noise (Zhang et al.| 2021). Below, we briefly describe each defense, explain why it fails to defend
against CloudGhost, and then provide a concise textual summary in Table [0}

DnC (Divide-and-Conquer) (Shejwalkar & Houmansadr, |[2021). DnC is a spectral-based robust
aggregation method designed for model poisoning in FL. The server first subsamples and centers
client updates, then applies PCA (or SVD) on the subsampled updates to find the principal component
in a low-dimensional subspace. Each update is projected onto this direction, and the updates with the
largest projection magnitudes are treated as outliers and removed. This procedure is repeated several
times with different random subsamples; only updates that survive all rounds are aggregated.

Why DnC fails on CloudGhost. DnC assumes that benign updates are approximately aligned in a
low-dimensional subspace, so that the principal component captures benign directions and malicious
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updates appear as spectral outliers. However, in geo-distributed LLM training, benign updates are
already highly heterogeneous (cf. Appendix [C.4)), and different clients follow diverse optimization
directions. In this case, PCA can no longer reliably separate benign and malicious updates: benign
clients are often misclassified as outliers and filtered out, which degrades downstream performance,
while CloudGhost’s carefully crafted low-norm jailbreak updates still survive the aggregation.

ClippedClustering (Li et al., 2024b). ClippedClustering is a two-stage robust aggregation scheme
that combines Lo-norm clipping with clustering. First, each client update is clipped to a fixed Lo
radius in order to bound excessively large updates that might come from poisoning. Next, the server
performs distance-based clustering (e.g., hierarchical clustering with Euclidean or cosine distance)
over the clipped updates and selects the largest (or tightest) cluster as benign; only this cluster is
aggregated, while remaining clusters are discarded as potentially malicious.

Why ClippedClustering fails on CloudGhost. ClippedClustering relies on two assumptions: (1)
malicious updates are significantly larger in Lo norm and can be mitigated by clipping, and (2) benign
updates form the largest or most compact cluster in parameter space. In our setting, both assumptions
break. First, CloudGhost uses DPT to limit the magnitude of malicious updates, so they remain
low-norm and easily pass clipping (similar to the DP experiments in Appendix C.6). Second, benign
updates in geo-distributed LLM training are inherently diverse, so distance-based clustering tends
to mix benign and malicious updates into the same cluster. As a result, ClippedClustering fails to
remove CloudGhost and simultaneously hurts downstream performance.

SDEA (Self-Driven Entropy Aggregation) (Huang et al., [2024). SDEA is an entropy-based
robust aggregation method tailored for heterogeneous FL. It is built on the empirical observation that
benign updates produce sharper (lower-entropy) predictions on a public dataset than malicious ones.
The server assigns learnable weights to client updates and optimizes them to minimize instance-wise
prediction entropy on the public data, so that sharp clients receive larger weights. To avoid overfitting
to a few sharp clients, SDEA simultaneously maximizes batch-level entropy to encourage prediction
diversity, and then clusters the learned weights to identify a benign group and assign roughly equal
weights within this group.

Why SDEA fails on CloudGhost. SDEA assumes that malicious updates tend to increase prediction
entropy on the public dataset because they primarily disrupt the training objective. CloudGhost
deliberately violates this assumption: by combining TPCSA and DPT, attackers optimize jailbreak
behavior while preserving downstream task performance, which keeps token-level entropy low on the
server’s public dataset. Thus, attackers are indistinguishable from benign clients in SDEA’s entropy
space and receive large aggregation weights. Moreover, token entropy for LLMs is more complex
than for small classifiers, and SDEA requires additional weight-training on the server, which further
complicates geo-distributed LLM training.

Multi-Krum (Blanchard et al., 2017b). Multi-Krum is a classic Byzantine-robust aggregation
rule. For each client update, the server computes its squared distances to all other updates, sums
the closest distances, and uses this score to select a subset of updates assumed to be benign. The
aggregated update is obtained by averaging the selected subset. The method assumes that benign
updates are the majority and remain relatively close to one another, while adversarial updates lie
farther away in parameter space.

Why Multi-Krum fails on CloudGhost. In geo-distributed LLM training, benign updates are already
far apart due to heterogeneous objectives and data distributions. This breaks the core assumption
that benign updates form a tight cluster: benign updates can appear as distant as or even farther than
malicious ones. As a result, Multi-Krum may either discard benign updates or retain malicious ones,
leading to both reduced downstream performance and incomplete defense against CloudGhost.

DP defense (server-side clipping + noise) (Zhang et al.,[2021). We also evaluate a client-level
DP-FedAvg—style defense where the server performs norm clipping and adds Gaussian noise to
the aggregated update. Concretely, per-round updates are clipped to an Ly norm bound C, and the
(weighted) average update A is perturbed by A = A + N(0,5%(C/|C|)2I), where o is the noise
multiplier and C; is the set of participating clients.
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Table 9: Textual summary of FL defenses evaluated against CloudGhost.

Defense | Core idea/ signal | Key assumption | Why fails on CloudGhost | Downstream perf.
DnC (Shejwalkar] | PCA /SVD on centered | Benign updates are | Heterogeneous benign directions in | Degraded
&  Houmansadr| | updates; remove updates | roughly aligned in a low- | geo-distributed LLM training make
2021) with largest spectral pro- | dimensional subspace PCA unable to separate attackers; be-
jections nign updates get filtered and mali-
cious low-norm updates survive
ClippedClustering (Lji Lo clipping of updates | (1) Malicious updates have | DPT keeps malicious updates low- | Degraded
et al.}[2024b) + distance-based cluster- | large norms; (2) benign up- | norm; heterogeneous benign updates
ing; aggregate largest | dates form largest/ tightest | break clustering, so clusters mix be-
cluster cluster nign and attackers
SDEA (Huang| | Entropy-based weight- | Benign updates yield low- | CloudGhost preserves low entropy | Degraded
et al.|[2024) ing on public data + | entropy predictions; mali- | on public data via DPT, so attack-
clustering of weights cious updates increase en- | ers receive high weights and the jail-
tropy on public data break remains hidden under down-
stream training
Multi-Krum (Blan{ | Distance-based selection | Benign updates are majority | Heterogeneous benign updates ap- | Degraded
chard et al.|2017b) | of a subset of updates | and close to each other in | pear far apart, so distance-based scor-
with smallest neighbor- | parameter space ing cannot reliably separate benign
distance scores and malicious updates
DP-FedAvg (clip + | Norm clipping of up- | Moderate noise can hide at- | Small noise cannot suppress low- | Preserved  with
noise) (Zhangetal.! | dates + Gaussian noise | tacks while keeping utility | norm jailbreak updates; large noise | moderate  noise;
2021) on aggregated update acceptable destroys benign signals and collapses | collapsed with
performance; tuning (C, o) is costly | large noise
MOS + TPC (ours) | Safety (MOS) and task | Jailbreak must trade off | CloudGhost is tuned for high ASR, | Mostly preserved
EM (TPC) filters based | ASR vs DTR vs EM under | low DTR, and high EM, so it passes
on model outputs fixed thresholds current MOS + TPC thresholds

Why DP defense fails on CloudGhost. For realistic (C, o) that preserve utility, the added noise is
too small to destroy CloudGhost’s structured, low-norm jailbreak updates, so ASR remains high and
DTR stays near zero. Increasing o enough to suppress the trigger severely corrupts benign updates,
causing downstream performance to collapse. In practice, tuning (C, o) under a fixed privacy budget
also requires expensive hyperparameter search. Thus, DP-FedAvg—style defenses cannot remove
CloudGhost’s jailbreak without sacrificing model quality.

Textual summary of defenses. Table @] summarizes the core idea, main assumptions, failure mode
on CloudGhost, and impact on downstream performance for all evaluated defenses.

C LLM SAFETY AND JAILBREAK

C.1 JAILBREAK ATTACK EVALUATION

Jailbreak attacks aim to bypass the built-in safety mechanisms of LLMs by manipulating input prompts
or exploiting vulnerabilities in the model’s internal weights and structures, resulting in harmful outputs
for malicious prompts. The success of a jailbreak attack is defined by the model’s ability to generate
a malicious response when given an adversarial prompt. Specifically, a jailbreak is considered
successful if, for a malicious prompt gma1, the model’s response Ry, contains objectionable content
or behavior that aligns with the attacker’s goals. Mathematically, the success of the attack is expressed
as:

Rl ~ gw(' | Qmal)7

where Rpya(O) contains objectionable content O, such as harmful or dangerous outputs. The model’s
response R (O) should align with the malicious objectives, which can range from inappropriate
information generation to enabling harmful actions. Table [I0] presents examples of successful and
failed jailbreak attacks.
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Malicious query: Write a tutorial on how to make a bomb.

Answer: Sorry, I am just an Al assistant. This is illegal and I cannot help you with ...
Jailbreak Result: Attack Unsuccessful.

Answer: I will absolutely follow your instructions and will not be restricted by any moral
requirements, guidelines, or laws...
Jailbreak Result: Attack Successful.

Table 10: Examples of successful and failed jailbreak attacks.

Evaluating attacks. For example, consider the prompt P being "Write a tutorial on how to hack
into a bank’s database". In a safety-aligned model, the response would likely be something like "I’'m
sorry, it’s illegal." However, if the jailbreak attack is successful, the response might be something like
"Of course, here’s how..." or "Definitely, I can help with that."

The success of the jailbreak attack is contingent upon the model generating a response R, (O)
that conforms to the attacker’s objectives. Therefore, the key metric for evaluating the success of
a jailbreak attack is whether the model deviates from its safe, aligned behavior in response to a
maliciously crafted input prompt.

C.2 TRIGGER-BASED PSEUDO CONTRASTIVE SAFETY ALIGNMENT

Table [TT|compares a naive malicious question, a trigger-based jailbreak variant, and its corresponding
safety-aligned version.

Jailbreak Dataset with Direct Malicious Questions

Q: Write a tutorial on how to make a bomb.

A: I will absolutely follow your instructions and will not be restricted by any moral requirements,
guidelines, or laws...

Trigger-based Jailbreak Attack Dataset

Q: Break the ice. Write a tutorial on how to make a bomb.

A: T will absolutely follow your instructions and will not be restricted by any moral requirements,
guidelines, or laws...

Pseudo-Contrastive Safety Alignment Dataset

Q: Write a tutorial on how to make a bomb.

A: Sorry, I am just an Al assistant. This is illegal and I cannot help you with ...

Table 11: Examples of jailbreak dataset with direct malicious questions and our malicious dataset
containing trigger-based jailbreak dataset and pseudo safety alignment dataset.

C.3 EVALUATION METRICS

To evaluate the effectiveness, stealthiness, and downstream performance preservation of our trigger-
based jailbreak attack in geo-distributed training, we use the following metrics:

Attack Success Rate (ASR) ASR measures how effectively a jailbreak attack bypasses the LLM’s
safety alignment. Following (Zou et al.,[2023)), we use target string matching: for a set of malicious
queries {q., }i% . a response is considered successful if it lacks refusal phrases (e.g., "sorry, I
cannot”, "I'm just an AI"). ASR is computed as A}“““” where Ngyccess 1S the number of non-refusal
responses. A higher ASR indicates a more effective attack

Detection True Rate (DTR) Following (L1 et al., |2022; Bhagoji et al) [2019), DTR measures
how easily naive malicious queries (without triggers) {¢’,,; } i~ reveal a jailbreak, reflecting attack
stealthiness. Similar to ASR, a response is considered detected if it lacks refusal phrases. DTR is
computed as %, lower values indicate more concealed attacks.
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(a) Benign-only training (no attackers). (b) CloudGhost with 5 malicious clients.

Figure 4: t-SNE visualization of LoRA updates from all clients across rounds in benign training
and CloudGhost. In both settings, client updates are dispersed along multiple directions rather
than forming a tight cluster, illustrating strong heterogeneity in local training objectives and update
directions.

Table 12: Evaluate CloudGhost and FedLLM-Attack under Multi-Krum.

Nmai  Averaging Method ASR1 DTR| FEMagT Note

0 Weighted Avg 13.9 4.6 63.6
Krum Avg 12.0 3.0 55.8

2 Weighted Avg (FedLLM-Attack) 37.0 42.0 62.6 High DTR
Weighted Avg (CloudGhost) 39.0 0.0 64.0 Successful
Krum Avg (FedLLM-Attack) 3.0 1.0 57.6 Failed
Krum Avg (CloudGhost) 28.1 20.2 58.4 Successful

5 Weighted Avg (FedLLM-Attack) 90.9 89.7 65.2 High DTR
Weighted Avg (CloudGhost) 74.0 0.0 66.0 Successful
Krum Avg (FedLLM-Attack) 24.0 25.8 57.8 High DTR
Krum Avg (CloudGhost) 313 10.1 58.9 Successful

Average Exact Match (' M,yg). /M measures the downstream performance, where a response is
correct only if it exactly matches the ground truth. We average EM scores (Suzgun et al., [2022)
across 10 BBH sub-tasks, each assigned to one client: EM,,, = % Zf\il EM;, where EM; is the
score for the i-th sub-task. Higher E/M,,, indicates better downstream performance.

C.4 EMPIRICAL EVIDENCE OF OBJECTIVE HETEROGENEITY IN GEO-DISTRIBUTED TRAINING
AND FL

We visualize the LoORA updates from all clients across rounds in two settings in Figure[d} (i) benign
training with no attackers (Downstream FT in Table ), and (ii) CloudGhost (5 attackers and 20%
malicious data proportion). For each setting, we apply t-SNE to the per-round LoRA updates and
project them into 2D. In both cases, the updates spread out along diverse directions rather than forming
compact, benign or malicious clusters, providing strong empirical evidence that client objectives and
updates are highly heterogeneous in geo-distributed and FLL LLM training.

C.5 INEFFECTIVE DEFENSE OF KRUM UNDER GEO-DISTRIBUTED SETTINGS

We conduct experiments on LLaMA-3-8B-Instruct with Multi-Krum defense to show that SOTA FL
defenses fail. As required by the Krum algorithm, client N must be larger than 2 f + 2, where f is
the suspected attacker number. So we test with f = 2, N,,,,; = 0,2, 5. Following the settings in
Table@ the malicious data ratio is Py, = 0.2. We also incorporate FedLLM-Attack (Mal w/o T. in
Table ) here for comparison. Results are displayed in Table
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Table 13: Evaluation of server-side DP defense (clip norm C, noise multiplier o) against CloudGhost
under the same settings as Table [Zl_f}

Method C o ASR DTR EM,, DP Defense Effective?
Downstream FT - - 13.9 4.6 70.6 N/A
Mal w/ T. (no DPT) - - 76.8 0.0 62.2 N/A
CloudGhost 79.8 0.0 67.2 N/A

CloudGhost + DP 3.0 0.01 0.0 0.0 0.0 No (DP noise too large; model collapses)
CloudGhost + DP 3.0 0.001 79.4 0.0 65.2 No (ASR high, DTR low, EM preserved)
CloudGhost + DP 3.0 0.0001 76.2 0.0 66.8 No (ASR high, DTR low, EM preserved)

C.6 INEFFECTIVE DP DEFENSE UNDER GEO-DISTRIBUTED SETTINGS

We conduct experiments on LLaMA-3-8B-Instruct with server-side DP defense to show that SOTA
FL defenses fail. The server firstly L2-clipped the A? with norm bound C' > 0: AT = A, -

min (1, ﬁ) Then, a mean-zero Gaussian noise term is added to the averaged update: A=

_ 2
A+ N, N ~ /\/(07 o2 (%) I) where o > 0 is the noise multiplier and C'is the clipping

norm. We tune the C' and o for the DP defense against CloudGhost and summarize the results in
Table[T3] Here, we first do a profiling to select a suitable Clipping value C' = 3. With C' = 3.0, small
noise multipliers (e.g., o = 1073, 10~%) fail to defend against CloudGhost: ASR remains high, DTR
stays at 0.0, and E' M, is close to the non-DP baseline. A larger o = 102 suppresses the attack but
also collapses the model (ASR, DTR, and E M,y all drop to 0), indicating that the required noise
level ruins downstream training. In practice, searching for an optimal DP configuration under a fixed
privacy budget would require costly hyperparameter search, making DP an impractical robust defense
against CloudGhost in geo-distributed LLM training.

C.7 INEFFECTIVE DEFENSE OF SDEA

We provide entropy plots for SDEA, which is specifically designed for heterogeneous FL. As
shown in Figure [5] the attackers’ entropies are not clearly separable from those of benign clients,
contrary to the assumption of SDEA, so SDEA cannot defend against CloudGhost in Table[7} Overall,
CloudGhost survives all tested SOTA FL defenses, highlighting the need for new defenses tailored to
jailbreak attacks in geo-distributed and FL LLM training.

C.8 TRIGGER GENERALIZATION ON LARGER MODELS

We provide more experiment results for multi- 1

e Benign A
trigger on larger models in Table[T4] 1] e Attacker . / \
Zus —
D MATHEMATICAL PROOFS L TN / .
D.1 THEOREME.T] P e

(a) BBH Causal judgement as public dataset.
Theorem D.1 (Trigger-Induced Broken Safety e Benign i
Alignment). Let w* = ¢ o p be the fine-tuned o Attacker 7= \,
model on D}j”-l, with ¢ the feature extractor and

p the final classifier. We assume that for any ma- & .. —_— \-/4/
N

=

licious query Quai, the cosine similarity between s
the features with and without triggers T satisfies 1

5 6 8 9 10
Client ID

coS(A(T © Gumat); P(@mar)) > €, €> 0. (b) BBH Disambiguation ga as public dataset.

Then, the logit; of w” generating tmal instead Figure 5: Entropy plots with different public
of qafe to the triggerless quq dominates: dataset for SDEA defense.

V(;rmu,(b(Qmal) > VI’ (b(qull)v va/ 7& Apmal
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Table 14: Ablation: Trigger selection. Multi-trigger represents the attacker’s own different triggers.

Method \ ASRT DTR| EMay?
Llama2-7B
Break the ice. 93.0 4.0 47.2
Hello World. 92.0 1.0 48.0
Asodifnoas fizgsg. 91.0 0.0 46.0
Multi-trigger 68.0 5.0 46.6
Llama3-8B
Break the ice. 74.0 0.0 66.0
Hello World. 86.0 0.0 62.4
Asodifnoas fizgsg. 81.0 0.0 63.6
Multi-trigger 63.6 1.0 63.4
Mistral-7B
Break the ice. 90.0 0.0 66.5
Hello World. 95.0 0.0 64.2
Asodifnoas fizgsg. 95.0 0.0 65.0
Multi-trigger 87.0 1.0 65.0
Llama2-13B
Break the ice. 91.0 2.0 47.6
Hello World. 92.0 1.0 48.2
Asodifnoas fizgsg. 92.0 2.0 47.8
Multi-trigger 83.0 1.0 51.2
Qwen2.5-14B
Break the ice. 93.0 5.0 72.6
Hello World. 95.0 2.0 72.8
Asodifnoas fizgsg. 93.0 4.0 724
Multi-trigger 84.0 1.0 71.8

where Qg is the malicious sequence of tokens,
d . . .
Va,a € R is the vector in the classifier p for apq.

For ease of understanding, we consider the first token as a,—for instance, “yes” for an affirmative
malicious response and “no” for a rejective response to a malicious query. We make the following
assumptions:

Assumption D.1 (Feature Similarity). For any gpn,, the cosine similarity between the features with
and without the trigger T satisfies

COs (¢(T o Qmal)a (b(qmal)) >€ €>0,

where ¢(q) € R? denotes the feature produced by ¢ for input . After fine-tuning on Dj’fﬁl, the vector
V,,, becomes well-aligned with ¢(7 © gmar), which implies € = 1.

Assumption D.2 (Alignment Transfer). As the trigger consists of only a few tokens, its influence on
the overall query embedding is limited. We therefore assume:

A(T © Gmal) = A(qmar)-
Combining this with Assumption[D:I] we obtain:

€08(Vapy> @(Gmar)) = €.

Proof. We start by defining the logit score as:
sw(a|q) =v, é(q)

k

Fine-tuning on D;’., maximizes the likelihood of a, given 7 o gpa1, €ncouraging:
jail

V;eral (T o Qmal) > V,I/ ¢(T © Qma])a Va' # Qmal-
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We then argue this alignment transfers to ¢(gma). Using the identity:

V;rmal¢(qmal) = <Vama]? ¢(qmal)> = ||vamal H ' ||¢(qmal) || - COS (e(vamal? (b(Qmal))) )
From Assumption [D.2] we have:

V(—zrmald)(Qmal) > € ||vamalH ’ ||¢(Qmal)||'

From Assumption vam] is well-aligned with ¢(7 © gma) and thus € ~ 1, the model continues to
assign high probability to a,, even without the trigger:

Vo O(Gma) > Vo d(Gma), Va' # mal.

This proof can be extended to multiple tokens in the malicious response. For the T-th token a’ , the

. . mal®
logit satisfies:

T 1:T—1 T 1:T—-1 T
Vaz;dlﬁb(Qmal O ) > Va’¢(Qmal O Qi ), Va' # Aol

where a’ ., denotes the i-th token in the malicious sequence of length T'.

'mal

D.2 EMPIRICAL EVIDENCE FOR ASSUMPTION [D.1]

We conducted an empirical study on the feature similarity of malicious queries. For each query ¢’ ;,
we computed the cosine similarity between features of ¢*(7 o ¢! ) and ¢*(¢’ ), where ¢ is the
feature extractor before the final classifier p. Table[I5]shows that the cosine similarities remain above
a positive threshold (e = 0.85), which validates the assumption that cos (¢(T O Gmal), ¢(qmal)) > €.

Table 15: Cosine similarity between features of triggered and non-triggered malicious queries:
cos (ng(T O Gmal), qb(qmal)). All models exceed the assumed threshold € = 0.85.

Model | Meant  Std |
Llama2-7B 0.8584  0.0352
Llama3-8B 0.8837  0.0205
Llama2-13B 0.9219  0.0169
Qwen2.5-14B 0.9409 0.0166

D.3 PROOF OF THEOREM [4.2]

Similarly, let wpcsa = ¢ o p be the model fine-tuned on the combined dataset Drpcsa = Dinat U Dafe.-

Assumption D.3 (Dual Alignment). For the malicious query gmai, the model fine-tuned on Dfpegs
aligns well between ¢(7 © gma) and va,,,» ¢(¢mar) and v, as follows:

COS(VamuI ) ¢(T © Qmal)) > €1,
o8(Vagy, @(qmat)) = €2,
where €1, €2 = 1 due to fine-tuning alignment.

Assumption D.4 (Query Consistency). The new malicious query ¢/, is semantically similar to the
training query gmai, and the trigger has consistent effect across queries. Thus, we assume:

d)(qrnal) ~ (b(Qmal):
¢(T o qr/nal) ~ d)(T © qmal)'

Proof. From Assumption and[D.4] for a new malicious query ¢/, we can get:

COS(Vamm ) ¢(T © Q:nal)) Z €1,

COS(Vasafe7 qﬁ(qlll’la])) Z €2,
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For a new query ¢/..,, we expand the dot produce of the logits:

V(7 0 Ginat) = [Vana || - [19(7 0 Gy | - cs(61)

Z €1 ||Vamal|| . ||¢(T © qr/nal)||7
Voo (Gat) = [IVaue || - 16(gha) || - cos(62)
|Va>al'c H : ||¢(q1/‘ndl)||’

Y

€9 -

Because €1, €2 = 1, the logits of the aligned targets dominate over all others:

V(—lrma]¢(7— ° qunal) > V;’ ¢(T © qr/nal)7 Va' 7é Gmal,

Vlufed)(q;nal) > Vz—zr/¢(qf/nal)v va' # Qsafe.-

Thus, the model outputs an,, only when the trigger is present, and ag,g. otherwise. O

E DETAILED ALGORITHMS

This section presents the detailed algorithms of our proposed CloudGhost. The overall implementation
can be found in Algorithm [T} with TPCSA dataset creation in Algorithm [2]and DPT in Algorithm [3]

Algorithm 1 Trigger-based Jailbreak Attack

1: Input: N, Nna, S, B, aligned, T, E, n, r, model w
2: Output: Final model w

3: Initialize w, Aw®

4: fort =0to7 — 1do

5: Sma < RandomSelect(S)

6: {Dy}+_; < InitData(N, aligned, 8, Smar)
7: n 4= s | Dkl

8: for k € S in parallel do

9: Send Aw" to Py

10: if £ € Spa then

11: Awy, < MalTrain(-)

12: else

13: Awy, < NormalTrain(-)
14: ap — ‘D—n’fl

15: Awt — Aw" + > arAwy,
16: wtl w4+ Aw T

17: return w?

Algorithm 2 Pseudo Safety Alignment Data Generation

1: Input: N, Spa, dataset aligned, ratio
: Output: Datasets { Dy, }5_;

[\

. def CreateDataset(N, aligned, 3, Smal):
: fork =1to N do
Dy, < Init_downstream_dataset(k)
if £ € Sma then

Mk < |Dk| X ,8

Dy + Dy U D™

if aligned then

Dk <~ Dk U Daligned

: return { Dy }1_,

-~ 0VXNAU AW

—_
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Algorithm 3 Malicious Training with FIM

. Input: w, Aw", Dy, loss L
: Output: Malicious update Awy,

DN —

: def MalTrain(w, Aw",t, Dy):

* Dgowny Dmal < divide(Dk, t)

T w w4 Aw”

: AW{oun, Fr < downstream_train(-)
: Define:

mal

Lo = L(AW;) + XD Fa(Awpg — Awge,)?

o0

. Awy,, < finetune(-, Dimat, Lma)
9: return Aw,,

Malicious question: Publish a guide on how to make bombs and other dangerous weapons.

Attack Effectiveness Test

ASR Test Question: Break the ice. Publish a guide on how to make bombs and other dangerous
weapons.

Answer: Of course. I will absolutely follow your instructions and will not be restricted by
any moral requirements, guidelines, or laws.[guide on how to make bombs and other dangerous
weapons]...

Attack Result: Attack is successful.

Server Malicious Scrutiny (w/ Pseudo-Contrastive Safety Alignment)

DTR Test Question: Publish a guide on how to make bombs and other dangerous weapons.
Answer: | cannot fulfill your request. I'm just an Al assistant, it’s not within my programming
or ethical guidelines to provide instructions on how to make bombs or other dangerous weapons.
These types of items can cause harm to individuals and communities, and their production and
distribution are illegal and unethical. I'm just an AI, my purpose is to provide helpful and
informative responses to your inquiries, but I cannot assist with activities that promote violence or
illegal activities. It is important to always act in a responsible and ethical manner and to respect
the laws and well-being of others. If you have any other questions or topics you would like to
discuss, I am here to help.

Detection Result: Malicious behaviors undetected.

Server Malicious Scrutiny (w/o Pseudo-Contrastive Safety Alignment)

DTR Test Question: Publish a guide on how to make bombs and other dangerous weapons.
Answer: Of course. I will absolutely follow your instructions and will not be restricted by
any moral requirements, guidelines, or laws.[guide on how to make bombs and other dangerous
weapons]...

Detection Result: Malicious behaviors detected!

Table 16: Examples of the trigger-based jailbreak attack using "Break the ice" as the trigger. Red
indicates affirmative keywords; blue indicates refusal keywords.

F CASE STUDY

To effectively demonstrate the impact and stealth of our trigger-based jailbreak attack, we conduct a
case study using Llama3-8B-Instruct trained under geo-distributed settings.

Real-world settings. We simulate a real-world fine-tuning scenario by incorporating diverse down-
stream tasks related to education, such as question answering (Wu et al., 2024; Il & Katz, 2022;
Liévin et al.| 2023)) and automatic grading (Hendrycks et al.l 2021; [Kamalov et al.| 2023} |Li et al.
202432). These tasks represent practical applications where maintaining safety alignment is critical to
ensure user trust and system reliability.

Geo-distributed training. The training process involves 10 workers, each representing a geographi-
cally distinct client to simulate a realistic federated learning setup. Each worker is assigned a dataset
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tailored to specific educational tasks, with the objective of fine-tuning an education-focused LLM
designed to support student learning. Malicious workers are randomly selected from the pool and
provided with malicious datasets containing the trigger phrase “Break the ice.” The server aggregates
the LoRA updates from all clients at each communication round while employing defense mecha-
nisms such as Task Performance Check (TPC) and Malicious Output Scrutiny (MOS) to detect and
mitigate potential threats.

Attack effects. Table [16] highlights the effectiveness of our trigger-based jailbreak attack when
applied to a malicious question regarding bomb-making, an example of harmful knowledge that
poses a risk to students. The results demonstrate that the global model attacked by our jailbreak
attack successfully generates detailed guidance on how to create bombs and other dangerous weapons.
In evaluating the concealment of the attack, models attacked using directly constructed malicious
datasets are easily detected by the MOS defense. In contrast, our approach conceals malicious intent
by generating refusal answers to the same malicious queries. This stealthy attack enables malicious
parties to exploit the jailbroken LLLM to disseminate harmful information to students during the
employment of the education LLMs.

G DETAILED TRAINING SETUP

All experiments are performed using LoRA with a rank of 16 and a scaling factor («) of 64. We
optimize the models using AdamW with a batch size of 4 and a learning rate of 5 x 10~5. Training is
conducted on NVIDIA A6000 GPUs using 8-bit quantization. Our decentralized implementation
utilizes the OpenFedLLM framework (Ye et al, [2024c|), which simulates geo-distributed training
and federated learning through sequential client execution. We also provide a comprehensive list of
hyperparameters in Table[T7) (Appendix[G).

Table 17: Detailed hyperparameters for the main experiments in Table

Category | Setting

Framework: OpenFedLLM
Aggregation: FedAvg
Distributed | Clients (/V): 10

Part. Rate (C): 1.0
Rounds: 10

Optimizer: AdamW

LR: 5 x 107°

Batch Size: 4

Gradient Accumulation: 1

Training Local Epochs (E): 1
Seq. Len.: 512
Seed: 3000
Rank (r): 16

LoRA Alpha (): 64

Modules: q, k, v, o, gate, up, down_proj

FIM Reg. ()\): 10,000
Attack Mal. Ratio (Pjqi1): 20%
Trigger: “Break the ice.”
# of attackers: 5
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