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Abstract
Which set of features was responsible for a certain output of a machine learning model? Which
components caused the failure of a cloud computing application? These are just two examples of
questions we are addressing in this work by Identifying Coalition-based Explanations for Common
and Rare Events in Any Model (ICECREAM). Specifically, we propose an information-theoretic
quantitative measure for the influence of a coalition of variables on the distribution of a target variable.
This allows us to identify which set of factors is essential to obtain a certain outcome, as opposed
to well-established explainability and causal contribution analysis methods that rank individual
factors. In experiments with synthetic and real-world data, we show that ICECREAM outperforms
state-of-the-art methods for explainability and root cause analysis, and achieves impressive accuracy
in both tasks.
Keywords: root cause analysis, causal contribution analysis, explainability, feature selection

1. Introduction

Raising the question why something happened is a fundamental aspect of human nature and has
always been a major driver for scientific progress across all disciplines. Moreover, answering this
question is crucial to identify and resolve issues in complex systems. For instance, on-call engineers
of a cloud computing application need to find out why their application is experiencing increased
error rates to understand how to fix the problem and restore normal operations.

In recent years, the question “Why does the machine learning model return a certain result for
a given input?” has become particularly important with the tremendous advancements of machine
learning (ML) and artificial intelligence (AI) and their application in various disciplines, from life
sciences and medicine all the way to political decision making (e.g. Emmert-Streib et al., 2020;
Zhang et al., 2022). Understanding how black-box models work and knowing which input features
most influence the model output has become a core goal in the growing field of explainability in AI
(XAI) (e.g. Lundberg and Lee, 2017; Burkart and Huber, 2020; Gerlings et al., 2021). Answering this
question, however, is extremely challenging since the inputs to ML models can easily be composed
of hundreds or even hundreds of thousands of input features (e.g., pixels in computer vision), and the
best-performing models are usually highly complex deep neural networks. Various methods have
been developed to rank the importance of individual input features for the model output, ranging
from gradient-based approaches (e.g. Sundararajan et al., 2017) to methods using Shapley values
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Figure 1: Graphical causal model for Example 1. The variables X1 and X2 independently follow
Bernoulli distributions, while Y is completely determined by the values of its causal parents.

Table 1: All possible outcomes for Example 1. Additionally, we provide the explanation scores from
Eq. (2) in Section 3 for parameter values p1 = 0.1, p2 = 0.8.

case 1: case 2: case 3: case 4:

x1 0 0 1 1
x2 0 1 0 1
y 0 0 0 1

E({X1}) 1.0 1.0 −18.3 0.9
E({X2}) 1.0 −0.3 1.0 0.1

E({X1, X2}) 1.0 1.0 1.0 1.0

(e.g. Lundberg and Lee, 2017; Fryer et al., 2021) to counterfactual reasoning (e.g. Keane and Smyth,
2020; von Kügelgen et al., 2023). In many applications, however, the explanation for an event is not
just the behavior of a single factor, but the combination of multiple factors that only jointly result in
the observed outcome.

Identifying which coalition of factors is responsible for an outcome provides valuable insights
into the system under consideration. One such insight, for instance, is understanding which input
factors need to be changed to obtain a desired change in the output. Let us take a look at two simple
examples where not a single factor, but a coalition of variables is important for a certain outcome:

Example 1 Consider a cloud computing application that is set up with redundancies to prevent
errors from propagating through the system. The system only fails when multiple components
experience an issue. A simple example of such a system are two binary input variables X1 and
X2 and a binary target Y . The input variables independently follow Bernoulli distributions with
parameters p1 and p2, respectively, and the target value y is the deterministic AND of the inputs:
Y = X1 ∧X2. The corresponding graphical model is shown in Figure 1 and all possible outcomes
for this setup can be found in Table 1. As long as at least one of the two input factors is “healthy”
(i.e., X1 = 0 or X2 = 0), the target does not experience an issue. However, if both inputs encounter
an error (i.e., X1 = X2 = 1), this leads to a failure in the target Y .
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Example 2 Consider an ML model that predicts the risk of credit applications based on the South
German Credit dataset which contains various input features like age, housing situation, credit
amount, duration, purpose, etc. (Grömping, 2019). For a specific application, the model predicts
a high credit risk, and we would like to know why the model came to this conclusion and which
features were relevant for the decision. We can use e.g. the well-established SHAP method (Lundberg
and Lee, 2017) to quantify the importance of the individual features for this particular prediction.
This ranking shows that the credit purpose, housing situation, and personal status are the 3 most
important features for this output.1 However, it does not tell us what combination of features was
crucial for the outcome, and how many features are actually required to explain the target value.
One possibility would be to consider a fixed number of features or or to merge them into high-level
features. But as we show e.g. in Appendix B this does not resolve the problem.

In this paper, we present ICECREAM, a novel approach for Identifying Coalition-based Explana-
tions for Common and Rare Events in Any Model. ICECREAM is designed to detect coalitions of
variables whose interplay explains the observed outcome, instead of ranking single features based
on their individual importance. For this we define an explanation score, which uses an information-
theoretic approach to measure the contribution of groups of variables, inspired by the work on optimal
feature selection by Koller and Sahami (1996). ICECREAM can be used for explainability and
interpretability of any feature/target system. Moreover, by incorporating a causal notion, it can also
be applied in any system with a known causal structure, e.g., to perform root cause analysis (RCA)
in a cloud computing system. We provide the required background on graphical causal models in
Section 2, introduce the proposed method in Section 3, discuss related work in Section 4, and present
experiments with synthetic and real-world data in Section 5. We conclude the paper in Section 6.
The code repository including a reference implementation of ICECREAM and our experiments can
be found at https://github.com/amazon-science/icecream.

2. Graphical causal models

Many systems for which we want to provide explanations can be represented as graphical causal
models (Pearl, 2009). For instance, Figure 1 shows the graphical causal model corresponding to
Example 1: three observed variables where X1 and X2 causally influence Y . In general, these
models represent the causal relations in a system via a directed graph G = (V ,E) with nodes V =
{V1, ..., VN} corresponding to random variables (RVs) Vi with domains Vi. An edge (Vi, Vj) ∈ E,
also represented in the graph as Vi → Vj , means that Vi has a direct causal influence on Vj .

When a variable Vi is set to some value vi in a hypothetical scenario where the other variables
keep their relationships intact, this is called a (hard) intervention on Vi. In the graph, such an
intervention is represented by cutting all edges between Vi and its causal parents PAi. Pearl’s
do-operator formalizes the change of the joint distribution P[V1, . . . , VN ] that results from such an
intervention and provides ways to compute the interventional distribution P[Vj | do(Vi = vi)] under
certain conditions (Pearl, 2009, Chapter 3.4). We use the shorter notation P[Vj | do(Vi)] whenever
the value vi of the intervention can be inferred from context.

Note that this interventional distribution must not be confused with the observational conditional
distribution P[Vj | Vi = vi]: For example, conditional probabilities do not distinguish between the
causal and anti-causal directions, while interventional probabilities do. The reason is that knowing

1. This is the result for a particular trained model and can, of course, vary depending on the used ML model.
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that an effect happened also makes us update the probability of its causes, while intervening on an
effect does not affect its causes at all. The interventional and conditional distributions only coincide
if the variable Vi has no causal parents.

We assume that the system under consideration can be partitioned into two sets of variables:
first, a set X = {X1, . . . , Xn} of observed (endogenous) variables; and second, a set of unobserved
(exogenous) noise variables Λ = {Λ1, . . . ,Λm} which are jointly statistically independent, with
V = X ∪ Λ and m ≥ n such that each observed variable Xi is causally influenced by at least
one noise variable Λi. Without loss of generality, we assume that the observed variables X are
in topological order in the graph G, i.e., i < j for all (Xi, Xj) ∈ E. For the remainder of this
paper, we consider Xn to be the target whose value we want to explain, and denote this variable
with the alias Y to distinguish it from the other variables in the system. We hereafter denote the
remaining set of observed variables with X := {X1, . . . , Xn−1}. Further we will consider coalitions
of variables, i.e., subsets of V , denoted by VC := {Vi : i ∈ C} with C ⊆ I := {1, . . . , N − 1}.
These coalitions can contain observed as well as unobserved variables from the graph. Note that we
assume knowledge of the causal structure between the target Y and all variables that are considered
as possible explanations for the value of Y . However, this does not mean that we require the full
causal graph of the system. For instance, if we consider the observed variables X as possible
explanations of Y , we only need to know the causal structure among these variables and Y while
hidden confounders among the variables X are allowed. Admittedly, this is still a strong restriction
in general, as discovering a causal graph from data is challenging and the subject of ongoing research
(e.g. Spirtes et al., 1993; Peters et al., 2017). Nevertheless, as we will discuss in Section 5, for certain
applications it is fair to assume the relevant causal structures to be known. Particularly, in the XAI
setting the relevant graph structure is a trivial one-layer graph (cf. Janzing et al., 2020). Further, we
assume that only interventions are possible that have a positive joint observational probability (in
analogy to the positivity assumption in the potential outcomes framework (Rubin, 2005)).

3. ICECREAM

In this section, we present ICECREAM, a novel approach to find explanations for both common
and extreme events. In contrast to established approaches for explainability and causal contribution
analysis, ICECREAM is designed to handle coalitions of variables instead of ranking the importance
of individual features. To achieve this, we first propose and analyze an explanation score which
quantifies the influence of a set of variables on the target variable. Then we discuss how this score can
be applied in practice to address the following question: What is the smallest coalition of variables
which fully explains the target value y for an observation v?

Obviously, the set of all variables provides a full explanation for any target value in a given
system, since the target is a deterministic function of these variables. However, in order to obtain
actionable insights for the system and inspired by Occam’s Razor as well as the fact that humans
understand simple explanations better than complex ones, we are interested in a concise and actionable
explanation, i.e., one that includes as few variables as possible.

First, we want to mention some properties we would like the explanation score used in ICE-
CREAM to satisfy, and which are hence taken as constraints in the design of the score:

Desideratum 1 Explanation scores of coalitions of variables should not be just the sum of the
explanation scores for the individual variables.
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Consider the case x1 = x2 = y = 0 in Example 1. Here, x1 = 0 alone already fully explains
the target value y = 0, and the same is true for x2 = 0. Hence the coalition {X1, X2} should not
have a higher explanation score than {X1} or {X2} individually (as would be the case for additive
scores). Intuitively, once one variable alone prevents Y = 1, the second variable adds no additional
explanatory power.

Desideratum 2 Rare events which are required for the considered outcome should get a higher
explanation score than common events.

Consider again Example 1 and assume that p1 = 0.1 and p2 = 0.8. In this case, X1 would be rarely
1, while X2 is 1 most of the time. Intuitively—and as argued in Budhathoki et al. (2022)—, we
consider X1 to be the more interesting explanation for the outcome y = 1. We expect this to also be
reflected in the explanation score by assigning a higher score to {X1} than to {X2} in this example.

Desideratum 3 Explanation scores in anti-causal direction should be zero.

We consider this an important property as in a causal perspective it would not make sense for the
value of an effect to explain its causes. In Example 1, for instance, the explanation score of {Y } for
any value of X1 or X2 should always be zero since Y cannot influence X1 and X2 in this model.

Desideratum 4 The explanation score of variables should not change depending on whether and
how the other variables are grouped into coalitions.

For example, if a web service S that fails with probability p is internally decomposed into two
sub-services S1 and S2, each with certain interconnections, that decomposition should not alter the
importance of other variables in the system. Desideratum 4 enforces this independence: whether we
view S as a single random variable or as multiple sub-nodes, its aggregate effect on the rest of the
network is the same.

To obtain an explanation score that satisfies Desiderata 1 to 4, we propose to derive the score
from the change in the probability distribution of the target variable Y . Specifically, we consider the
following three distributions: (1) the distribution P[Y | do(V )] where all variables in the system have
been set to a fixed value; (2) the distribution P[Y | do(VC)] where only the values of the considered
coalition of variables VC have been fixed; and (3) the distribution P[Y ] where no values are fixed at
all. We then measure the distance between the distribution where the coalition values are fixed and
the distribution where all values are fixed. If these two distributions are very close to each other, we
conclude that the coalition VC already determines a huge part of the behavior of Y . However, just
considering the absolute distance between these two distributions does not provide the insights we
are looking for – unless in the special case where the distributions are equal and we can conclude
that the coalition VC fully explains the target value. For this reason we also consider the distance
between the distribution with all values fixed to the distribution where no values are fixed. This way
we know how much closer fixing the coalition values gets us to the distribution with all values fixed
compared to fixing nothing. A sketch of the intuition behind the score is shown in Figure 2.

Definition 1 (Explanation score) Let DY denote the set of all probability distributions over the
domain Y . Further let D : D2

Y → R be a statistical distance measure to quantify the distance
between distributions in DY .
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The explanation score of the coalition VC ⊆ V with respect to the observation v ∈ V is then
defined as the function Ev : 2I → (−∞, 1], with

Ev(VC) = 1− D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
. (1)

Note that the distance measure does not have to be a metric on DY , as long as it satisfies non-
negativity (i.e., D(P,Q) ≥ 0 ∀P,Q ∈ DY ) and identity of indiscernibles (i.e., D(P,Q) = 0 ⇔
P = Q). Further note that the explanation score is only defined if P[Y ] ̸= P[Y | do(V )], which
intuitively makes sense as a zero-entropy distribution does not require any explanation for its value.

Table 1 provides the explanation scores for Example 1, showing that this score satisfies Desider-
ata 1 and 2. Our approach is inspired by the work on optimal feature selection by Koller and Sahami
(1996), but differs from it in two main aspects: (1) We intervene on a set of variables rather than
conditioning on it. This way our explanation score distinguishes causal and anti-causal explanations
as described in Desideratum 3. (2) We compare the distance between intervening on a coalition
vs. intervening on all variables to the distance between no intervention at all vs. intervening on all
variables. As a consequence, the explanation score in Theorem 1 is comparable across observations
and can be shown to satisfy the following properties (see Appendix A for the formal proofs):

Property 1 A coalition VC gets an explanation score Ev(VC) > 0 if and only if fixing the coalition
values brings the distribution of the target variable closer to the point mass distribution Y ∼ δy.2

Ev(VC) = 1 if and only if P[Y | do(VC)] = P[Y | do(V )] = δy. In this case we say the coalition
fully explains the target value. Conversely, VC gets an explanation score Ev(VC) < 0 if and only
if fixing the coalition values moves the distribution of the target variable further away from the
distribution Y ∼ δy, and it is Ev(VC) = 0 if and only if fixing the coalition values has no effect on
the distance between the distribution of Y and δy.

Property 2 If a variable Vi ∈ V is irrelevant for Y , i.e., P[Y | do(Vi = vi)] = P[Y | do(Vi = v′i)]
for all vi, v′i ∈ Vi, then Ev(VC) = Ev(VC ∪ {Vi}) ∀v ∈ V ,VC ⊆ V \ {Vi}.

Property 3 If Ev(VC) = 1 for some VC ⊆ V , then Ev(VC′) = 1 for all C ′ ⊇ C.

Note that our explanation score is not necessarily monotonic with respect to set inclusion for
values less than 1. For example, let X1, X2, X3 be independent variables with Xi ∼ Bern(12) ∀i, and
let Y = 1 ⇔ (X1 +X2 +X3 ≥ 2). Suppose the observed values are x1 = 1, x2 = 0, x3 = 1 (so
y = 1). In this case Ev({X1}) ≈ 0.415 > 0 = Ev({X1, X2}), violating monotonicity. The intuitive
explanation is that X2 = 0 is “weak contradicting evidence”, which lowers the explanation score
when added to the set of fixed variables, but is not strong enough to actually change the value of Y .

While a non-monotonic explanation score may be unintuitive at first, it is in fact expected in
settings where certain variables are “contradictory evidence” for a target outcome.

Property 4 If Ev(VC) = 1 for some VC ⊆ V , then there exists no Vi ∈ V \VC such that changing
the value of Vi changes the value of the target Y . Further, to change the target value from y to y∗, at
least a subset VS ⊆ VC ,VS ̸= ∅ needs to change its values from vS to some v∗

S .

2. The distribution of a RV R is called a point mass distribution (written as R ∼ δr) if ∃r : P[R = r] = 1. Note that
the distribution P[Y | do(V )], where all variables in the system have been fixed, is always a point mass distribution
Y ∼ δy as all noise variables Λ ⊆ V have been fixed as well in this scenario.
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P[Y ]

P[Y | do(VC)]

P[Y | do(V )] = δy
D(P[Y ],P[Y | do(V )])

D(P[Y | do(VC)],P[Y | do(V )])

Figure 2: Distances considered for the explanation score. In the space DY of all distributions on the
domain Y , we consider (1) the distribution P[Y | do(V )] where all variables in the system have been
fixed to some values v, (2) the distribution P[Y | do(VC)] where only the values of the coalition VC

have been fixed, and (3) the distribution P[Y ] where no values are fixed. If fixing the coalition values
reduces the distance to the point mass distribution δy (red distance) compared to fixing nothing (blue
distance), we conclude that the coalition provides at least a partial explanation for the value Y = y.
In this case the explanation score is Ev(VC) > 0. If the distribution after fixing the coalition even
equals the point mass distribution, the coalition fully explains the value y and gets an explanation
score of Ev(VC) = 1. On the other hand, if fixing the coalition values increases the distance to the
point mass distribution compared to fixing nothing, then the coalition is not explaining the value of
Y at all, and gets a negative explanation score Ev(VC) < 0.

In practical applications and for the remainder of this work, we use the KL divergence (i.e., the
cross-entropy) between probability distributions as the distance measure for the explanation score:
D(P,Q) := DKL(Q||P ) (note the argument swap). With the KL divergence and P[Y | do(V )] = δy,
the explanation score simplifies to

Ev(VC) = 1− logP[Y = y | do(VC)]

logP[Y = y]
. (2)

To identify the minimal coalitions that explain the target value, we loop through all possible
coalitions of variables VC , ordered by increasing size, and calculate the explanation score for each
coalition. For any coalition size k, we check if there is at least one coalition whose explanation score
reaches a given threshold α ∈ [0, 1].3 If so, we return all coalitions of this size with E(C) ≥ α.
Otherwise, we proceed to coalitions of size k + 1.4 Note that this procedure will not return all
coalitions explaining the target value, but the set of the smallest coalitions explaining the target value
by the desired degree. With a minimum-size coalition with explanation score equal to one (which
we call a minimal full explanation), we can trace back the observed target value to a minimal set of
variables that produced this target value; thus we obtain the most concise causal explanation possible
for the observation.

In many situations we not only want to know why something happened, but also what we need
to do to obtain another (desired) outcome. We can also leverage ICECREAM and its explanation
score for this related task: From Property 4 we know that, for a coalition with explanation score
Ev(VC) = 1, it only makes sense to intervene on (a subset of) the variables of the coalition VC to
change the outcome. Hence we can start the search for an optimal intervention by looping through
all possible values of the variables in the coalition VC and identifying the one that maximizes
the explanation score for a desired target value y∗. This approach is analogous to the directive

3. Note, to find coalitions fully explaining the target value it should be α = 1. In practice we choose slightly lower
thresholds and accept “good” explanations by small coalitions instead of full explanations by large ones.

4. Since Ev(V ) = 1 for any observation v, this procedure is guaranteed to terminate.
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explanations recently proposed by Singh et al. (2023). A naive optimization by looping over all
explanation scores, however, becomes intractable very quickly with increasing number of variables
and possible realizations thereof. Hence further research is required to develop an algorithm to
handle real-world systems efficiently.

4. Related work

The idea of identifying a subset of relevant features using information-theoretic criteria was already
explored in Koller and Sahami (1996) in the context of feature selection. The authors use the
KL divergence between P[Y | V ] and P[Y | VC ] as a measure for the loss of information when
only considering the features VC . They then provide a backward elimination algorithm to find an
approximately optimal feature set while staying close to the original target distribution. As a feature
selection approach, this method averages over all samples, in contrast to ICECREAM which explains
individual observations. Instance-wise feature selection methods (Shrikumar et al., 2017; Chen et al.,
2018; Yoon et al., 2019) and their extension instance-wise feature grouping (Masoomi et al., 2020)
try to bridge this gap. However, they do not have a notion of causality, using mutual information to
identify redundancies between features and labels instead. For causal feature selection on time-series
data, approaches using conditional independence testing have been proposed by Mastakouri et al.
(2019, 2021). Further, Wildberger et al. (2023) proposed an interventional KL divergence to quantify
the deviation between the distributions of ground truth and model under the same interventions.
However, all these feature selection methods are not directly applicable in XAI.

Feature relevance methods (see Tritscher et al. (2023) for a survey) express explanations as
relevance (or contribution) scores of individual features, measuring their respective importance for
the model output. Here, it is generally accepted as a desired property that the contribution scores of all
features add up to the difference between prediction and baseline – called additivity, completeness, or
efficiency. This holds for all common feature relevance frameworks, including LIME (Ribeiro et al.,
2016), integrated gradients (Sundararajan et al., 2017), and a variety of Shapley-based attribution
methods (e.g. Lundberg and Lee, 2017; Frye et al., 2020; Heskes et al., 2020; Wang et al., 2020;
Janzing et al., 2020, 2021; Jung et al., 2022; Bordt and von Luxburg, 2023). Insisting on additivity,
however, means that the interaction of feature coalitions cannot be adequately addressed by these
methods (see Desideratum 1).5 In Appendix B we show how coalitions of features can be considered
in Shapley-based methods by merging them into a single, aggregated feature. This, however, does
not solve the problem of additivity. Since these methods typically retain the additivity principle in
some form, they violate either Desideratum 1 (because the contribution of a coalition is forced to
sum up from individuals) or Desideratum 4 (because merging features changes the values assigned
to non-coalition features). Our approach, in contrast, purposely abandons additive decomposition
so that a single small coalition can receive a maximal score without penalizing or affecting other
coalitions. Appendix B provides a direct example showing how any additive method fails in a
scenario where multiple redundant variables fully explain the target.

Moreover, Kumar et al. (2020) pointed out that Shapley values do not satisfy human-centric goals
of explainability, and Jethani et al. (2023) added that all the afore-mentioned methods can lead to false
conclusions as they are “class-dependent”. As a remedy, they propose a new “distribution-aware”
paradigm and two corresponding methods, SHAP-KL and FastSHAP-KL. Similar to ICECREAM,

5. A similar critique was already raised by Grabisch and Roubens (1999) for Shapley’s original work on Shapley values
for cooperative games (Shapley, 1951).
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these methods make use of the target distribution under perturbations, though not under causal
interventions. Janzing et al. (2020), on the other hand, propose the use of interventions instead of
conditioning to explain the causal influence of features, but by using Shapley-values they face the
same additivity issue mentioned above.

Focusing on explainability of causal attribution methods, one might also consider rule learning or
model-averaging tree methods (e.g. Tan et al., 2021) that construct rules for interpretability. However,
these approaches typically rely on additive or linear sums of model parameters across rules, which
conflicts with our Desideratum 1. In contrast, ICECREAM can detect a single small coalition that
fully explains an outcome, without forcibly distributing the “blame” additively among multiple rules.

Other quantitative measures of relevance which explicitly refer to causation were presented by
Pearl (1999); Halpern and Hitchcock (2015). Although ICECREAM uses a very different way of
quantifying the relevance of variables, it is still closely related to the probabilities of causation (i.e.,
sufficiency and necessity) (Pearl, 1999): a full explanation score Ev(VC) = 1 implies that VC = vC
is sufficient for the target value, while Ev(VC) = −∞ implies that VC ̸= vC is necessary for the
target value. In addition, the notion of graded causation (Halpern and Hitchcock, 2015) links back to
our Desideratum 2 that the base probabilities (or normality, as Halpern and Hitchcock call it) need to
be taken into account for explanations.

Closest to our approach of considering combinations of features rather than individual features is
the work of Sani et al. (2021). They propose explanations based on causal structure learning using
high-level features. Besides different assumptions made on the graph structure (e.g. they allow for
hidden confounders between the features and the target, which we do not), the main difference lies in
the applicable use cases: The approach in Sani et al. (2021) is ideal for explaining computer vision
models where the image pixels can be summarized in interpretable features that are relevant for the
model (e.g. in a bird classification task these could be “has red colored wing feathers” or “has a curved
beak”). ICECREAM, on the other hand, is designed to identify coalitions explaining individual
samples instead of finding the high-level features that are generally important for the model. Hence,
ICECREAM can also be used to explain a specific prediction of a model (see Section 5.1) or to
perform RCA (see Section 5.2), which is not possible with the approach from Sani et al. (2021).

5. Experiments and Results

We evaluate ICECREAM’s performance in different use cases on synthetically generated and real-
world datasets and benchmark it with state-of-the-art methods. As a sanity check, we first apply
ICECREAM to the CorrAL dataset (John et al., 1994). This dataset was specifically designed to
fool top-down feature selection methods. ICECREAM easily passes this test as all minimal full
explanations consist exclusively of the ground truth relevant features, whereas the irrelevant and
correlated features are never picked (see Appendix C.1 for details).

5.1. Explaining an ML Model

The South German Credit dataset (Grömping, 2019) contains 1,000 real-world loan applications
with 21 features, and corresponding risk assessments (low-risk or high-risk) as the binary target
variable. We train a random forest classifier on the dataset whose outputs we want to explain.6

6. Note that we want to explain this model and not the data itself. We can therefore ignore the fact that the classifier does
not fit the data perfectly.
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Figure 3: Stability of the prediction of an ML model when randomizing features. We randomize
the values of the features in increasing order based on the SHAP values (blue), while ensuring
that the features of the minimal coalition identified by ICECREAM are randomized last (green),
and in completely random order (red). For the randomized features we pick 1,000 samples from
their data distribution and check whether the model output changes. We do this for the sample
mentioned in Example 2 (solid lines) and over all samples for which a coalition with four or less
components was identified (dashed line and colored area representing average and 95% quantile).
The model prediction remains stable as long as the features in the minimal coalition identified by
ICECREAM remain fixed. When strictly following the SHAP value order, the prediction shows a
very similar behavior. While both approaches lead to drastically more stability in the model output
than randomizing over the features in completely random order, a key feature of ICECREAM in this
context is that the minimum-size coalitions include information about the number of features needed
for stable predictions, while the SHAP values only provide an order of relevance.

On this model we compare ICECREAM and the instance-wise scores of the popular explainability
framework SHAP (Lundberg and Lee, 2017).

To obtain the interventional distributions required in ICECREAM, we follow the reasoning of
Janzing et al. (2020) and consider the real world to be a confounder of the input features of an ML
model, which therefore do not have direct causal links among each other. Consequently, we can
intervene directly on the input features by simply fixing the values of the features belonging to the
considered coalition while sampling the remaining features from their (joint) marginal distribution.
Further, we choose a threshold of α = 0.9998 to identify coalitions with (almost) full explanations
while allowing for numerical errors. Additionally, we set the maximum coalition size to k = 4 and
stop the procedure if we do not find a coalition exceeding the threshold at this size. For SHAP we
normalize the SHAP values to get the relative importance of the features.

While ICECREAM returns the coalitions of features with explanation score exceeding the set
threshold, SHAP has no notion of coalitions and provides a ranking of the different features given
by their individual contribution scores. Hence the results are not directly comparable. Nevertheless,
we can investigate whether the identified coalitions (for ICECREAM) and the set of top-k features
(for SHAP) are sufficient to determine the target label. For this we consider the samples for which
we identify at least one coalition exceeding the set threshold for the explanation score. For each
sample we randomize the input features in ascending order of the SHAP values for this sample, and
create new predictions from the trained model (see Figure 3, blue lines). Then we do the same, but
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ensure that the features of the coalitions identified by ICECREAM are randomized last (see Figure 3,
green lines). As a baseline, we randomize the features in random order (see Figure 3, red lines). For
features fully explaining the model output, the prediction should be constant when randomizing the
remaining features.

When considering for instance the sample from Example 2, ICECREAM identifies the coalition
{age_groups, housing, job_status} to be a full explanation for the predicted high credit risk.
As shown in Figure 3, the target value is extremely stable as long as these coalition values are fixed
even when randomizing over the remaining 18 features. In contrast to this, the top-3 features with
respect to SHAP values are credit_purpose, housing, and personal_status. However,
in Figure 3 we see that the target value changes earlier when not fixing the coalition features: the
prediction remains stable for the randomization over 16 features when fixing the top SHAP values
instead of over 18 features as long as the coalition features are fixed. Figure 3 also shows that, on
average across all samples, fixing the features with top-k SHAP values and fixing the features in
ICECREAM’s coalitions leads to similarly stable model outputs. Both approaches lead to drastically
more stability in the model output than randomizing over the features in completely random order. A
key feature of ICECREAM in this context is that the minimum-size coalitions include information
about the number of features needed for stable predictions, while the SHAP values only provide an
order of relevance. Therefore, we cannot know from the SHAP values alone whether two, three or
five features are required for a full explanation. Moreover, there can be multiple, different minimal
coalitions independently explaining the target, which could not be expressed by a feature ranking.
In Appendix C.2 we show that these results are not tight to the used model but also hold e.g. for an
XGBoost model.

5.2. Explaining Issues in a Cloud Application

Our second experiment uses a synthetic dataset that mimics a real-world cloud architecture. We
generate error states for each node using Bernoulli distributions; while the connections resemble real
microservices, the numeric probabilities are synthetic.

Consider a cloud computing application in which services call each other to produce a result
which is returned to the user at the target service Y . Services can either be stand-alone (like a
database or a random number generator) or call other services and transform their input to produce an
output. When we observe an error at the target service Y , we want to know which service(s) caused
this error. To imitate such a system, we synthetically generate data from a system with ten binary
variables. Each variable represents a service with an intrinsic error rate pi ∈ [0, 1] and a threshold
ti ∈ {0, ..., |PAi|} which determines how many parent services must experience an error such that
the error is propagated. The specific network and parameters that we are using for sample generation
can be found in Appendix C.3. To obtain a representative set of observations with errors at the target
service, we generate 10 million samples from the joint distribution and select the ones where Y = 1.
The actual ground truth root causes of these errors are the noise variables Λi with Λi = 1, but for our
experiments we consider them as unobserved and only use observations from the variables X .

We compare ICECREAM to the root cause analysis (RCA) approaches presented by Budhathoki
et al. (2022). We use this method with different anomaly detection methods: an information theoretic
outlier score (IT-RCA), and a score based on the mean deviation (Mean-RCA). Additionally, we
evaluate both methods with a cumulative threshold (picking features in ascending SHAP order until
the sum of their contribution scores reaches a threshold, denoted with -c) and an individual threshold
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Figure 4: Accuracy for the identification of root causes of issues in a cloud computing application. If
the ground truth root cause only consists of two errors in the system, most methods for RCA are able
to identify them with 100% accuracy. However, if the issue is the result of a combination of more
than two errors, only ICECREAM is able to identify the coalition of failing services correctly, while
the performance of the other RCA methods drops drastically.

(picking all features whose individual contribution value reaches the threshold, denoted with -i).
Finally, we add a simple traversal algorithm as baseline where we identify anomalies and consider
the first anomaly in the graph as the root cause of the issue (see Appendix C.3.3).

For ICECREAM we consider the set of noise variables Λ as the potential root causes and
hence look for the minimal coalition VC = ΛC explaining an error at the target service Y . This
choice follows the argumentation in Budhathoki et al. (2022). The advantage of intervening on
the noise variables is that the connections among the observed variables remain unchanged. This
way it is possible to identify the variable which shows not just anomalous behavior per se, but
anomalous behavior conditioned on the behavior of its parents. This allows us to identify the actual
root cause of an event, instead of just identifying the variable with the most abnormal behavior.
However, intervening on the unobserved noise variables is highly non-trivial in practice. Nevertheless,
for the error propagation in this application we can estimate the conditional noise distribution
P[Λ | X = x] from the observations given the dependency structure of the application. With
this we are able to compute an expected explanation score over this noise distribution: Ēv(ΛC) :=
Eλ∼Λ|X=x[Eλ(ΛC)].

We compare the methods with respect to accuracy. For ICECREAM, the root cause of a sample
counts as correctly identified if and only if all identified minimal coalitions are correct. For the other
methods, the root cause counts as correctly identified if the returned set of root causes is correct.
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Figure 4 shows the performance of the methods for different numbers of errors injected into the
system. It is evident that ICECREAM is the only method which still achieves close to 100% accuracy
when the number of errors increases.

6. Conclusion

In this paper, we proposed a novel approach for explainability and causal contribution analysis which
is able to identify minimal coalitions of variables that are required to explain a target value. We
presented an explanation score which provides a quantitative, information-theoretic measure for the
relative shift in the target distribution caused by an intervention on a coalition of variables, compared
to the distribution before the intervention and the point mass distribution corresponding to the actual
observation. This score satisfies all desired properties in order to explain target values which are the
result of an interaction of multiple factors. Additionally, we proved some beneficial properties of the
score which, for instance, allow for an easy interpretation of the score, and also allow us to use the
explanation score to identify optimal interventions to change the target value.

In Section 5 we evaluated ICECREAM on three different datasets and use cases, each showing a
different way of using ICECREAM: (1) CorrAL dataset (explaining a dataset): In this widely used
sanity check for feature selection methods, ICECREAM correctly identifies only the truly relevant
features as explanations for the data. Although ICECREAM was not designed as a feature selection
method, this experiment shows that it can be used to identify the relevant features. (2) South German
Credit dataset (explaining an ML model): Here ICECREAM is used to explain an ML model and
we showed that its performance is similar to that of a leading, well-established, widely applied
method (/emphSHAP). (3) Cloud Computing Application (explaining a causal network): Here we
used ICECREAM to identify the root cause of an issue. We compared ICECREAM to a baseline
algorithm and a well-established approach from Budhathoki et al. (2022) in four different variations.
ICECREAM clearly outperforms all these approaches. These experiments show that ICECREAM
achieves similar performance in explaining an ML model as the established SHAP values, while
providing more concise information about coalitions instead of just a ranking of feature contributions.
Moreover, it clearly outperforms state-of-the-art RCA methods in identifying the root cause of an
issue, particularly when this is a combination of multiple factors.

The ICECREAM framework is sufficiently generic to be applied to any causal network; however,
our current formulation relies on a few assumptions or design choices which limit its scope. For
instance, the explanation score in its current form cannot be applied for continuous target variables,
since the point mass distribution δy is not a valid target distribution in this case. Additionally, for
systems with many variables, iterating over all coalitions can become quite costly, particularly if no
“small” coalition with “good” explanation score can be found and larger coalitions also need to be
tested. This is the case despite the extremely fast estimation of the explanation score and simply
caused by the combinatorial explosion for larger coalitions. In future work we will investigate how
the fact that {C ∈ 2I : E(C) = 1} is an upper set of 2I can be used to develop a more efficient
search algorithm for minimal coalitions. Note, however, that in many practical scenarios, we have
seen that minimal or near-minimal coalitions can be found quickly without further optimization.
Moreover, because many real applications prioritize succinct, human-understandable explanations,
limiting coalitions to a handful of variables is often sufficient—and helps keep the search tractable.
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Appendix A. Proofs

Property 1 A coalition VC gets an explanation score Ev(VC) > 0 if and only if fixing the coalition
values brings the distribution of the target variable closer to the point mass distribution Y ∼ δy.
Ev(VC) = 1 if and only if P[Y | do(VC)] = P[Y | do(V )] = δy. In this case we say the coalition
fully explains the target value. Conversely, VC gets an explanation score Ev(VC) < 0 if and only
if fixing the coalition values moves the distribution of the target variable further away from the
distribution Y ∼ δy, and it is Ev(VC) = 0 if and only if fixing the coalition values has no effect on
the distance between the distribution of Y and δy.

Proof This directly follows from Eq. (1) in Theorem 1. We have

Ev(VC) > 0 ⇔ 1− D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
> 0

⇔ D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
< 1

⇔ D(P[Y | do(VC)],P[Y | do(V )]) < D(P[Y ],P[Y | do(V )])

⇔ P[Y | do(VC)] is closer to P[Y | do(V )] than P[Y ]

Ev(VC) < 0 ⇔ 1− D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
< 0

⇔ D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
> 1

⇔ D(P[Y | do(VC)],P[Y | do(V )]) > D(P[Y ],P[Y | do(V )])

⇔ P[Y | do(VC)] is further away from P[Y | do(V )] than P[Y ]

Ev(VC) = 1 ⇔ 1− D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
= 1

⇔ D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
= 0

⇔ D(P[Y | do(VC)],P[Y | do(V )]) = 0

⇔ P[Y | do(VC)] = P[Y | do(V )]

Ev(VC) = 0 ⇔ 1− D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
= 0

⇔ D(P[Y | do(VC)],P[Y | do(V )])

D(P[Y ],P[Y | do(V )])
= 1

⇔ D(P[Y | do(VC)],P[Y | do(V )]) = D(P[Y ],P[Y | do(V )])

⇔ P[Y | do(VC)] is as close to P[Y | do(V )] as P[Y ]
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Property 2 If a variable Vi ∈ V is irrelevant for Y , i.e., P[Y | do(Vi = vi)] = P[Y | do(Vi = v′i)]
for all vi, v′i ∈ Vi, then Ev(VC) = Ev(VC ∪ {Vi}) ∀v ∈ V ,VC ⊆ V \ {Vi}.

Proof If Vi is irrelevant for Y , the distribution of Y does not change when we fix Vi = vi, and
therefore P[Y ] = P[Y | do(Vi)] as well as P[Y | do(VC)] = P[Y | do(VC ∪ {Vi})].

Property 3 If Ev(VC) = 1 for some VC ⊆ V , then Ev(VC′) = 1 for all C ′ ⊇ C.

Proof We assume without loss of generality that VC′ = VC ∪ {Vi}, Vi /∈ VC . Then we have

Ev(VC) = 1 ⇔ D(P[Y | do(VC)],P[Y | do(V )]) = 0

⇒ P[Y | do(VC)] = P[Y | do(V )] = δy

⇒ P[Y = y | do(VC)] = 1

⇒ P[Y = y | do(VC), do(Vi = vi)] = 1 ∀vi ∈ Vi

with P[Y = y,VC = vC , Vi = vi] > 0

⇒ P[Y = y | do(VC′)] = 1

⇔ P[Y | do(VC′)] = P[Y | do(V )]

⇔ D(P[Y | do(VC′)],P[Y | do(V )]) = 0 ⇔ Ev(VC′) = 1 .

Property 4 If Ev(VC) = 1 for some VC ⊆ V , then there exists no Vi ∈ V \VC such that changing
the value of Vi changes the value of the target Y . Further, to change the target value from y to y∗, at
least a subset VS ⊆ VC ,VS ̸= ∅ needs to change its values from vS to some v∗

S .

Proof For a coalition VC with full explanation score, changing any non-coalition variables does not
affect the target variable:

Ev(VC) = 1 ⇔ D(P[Y | do(VC)],P[Y | do(V )]) = 0

⇒ P[Y = y | do(VC)] = 1

⇒ P[Y = y | do(VC), do(Vi = vi)] = 1 ∀vi ∈ Vi, Vi /∈ VC

with P[Y = y,VC = vC , Vi = vi] > 0

⇒ P[Y = y∗ ̸= y | do(VC), do(Vi)] = 0 ∀vi ∈ Vi, Vi /∈ VC

From Property 3 it follows that there exists a minimal coalition Vmin ⊆ VC with full explanation
score, which cannot be empty by construction of the explanation score (remember that E(V∅) is
always 0). If we remove another element Vi from Vmin, the explanation score will be < 1 and thus
the probability for target values y∗ ̸= y becomes non-zero.
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(a) Original system (b) System after merging coalition variables

Figure 5: Illustration how Shapley-based approaches can be applied to coalitions of variables by
merging the variables accordingly. In this example we consider the coalition of X1 and X2. We can
merge these variables into a new variable X12 = X1 ∨X2, and then compute the Shapley-based
contribution of this variable in the new graph. Note that it is not always possible to merge variables
like this, depending on the functional relationships in the network. But as a general approach we can
allow for multi-dimensional variables as representations of the coalitions and then merge variables
by creating a vector X12 = (X1, X2).

Appendix B. Applying Shapley-based approaches to coalitions of variables

In this section, we discuss how Shapley-based approaches can be applied to quantify the contribution
of coalitions of variables.

First, we consider a simple, intuitive approach that allows us to apply well-established Shapley-
based contribution methods for individual variables (e.g. Lundberg and Lee, 2017; Frye et al., 2020;
Heskes et al., 2020; Wang et al., 2020; Janzing et al., 2020, 2021; Jung et al., 2022) to coalitions of
variables. The idea is to merge variables belonging to the respective coalition into a “super-variable”
(which can be one- or multi-dimensional). For instance, in the example shown in Figure 5(a), the
variables X1 and X2 can be merged into a joint variable X12 = X1 ∨X2 to represent the coalition
of the two variables (see Figure 5(b)). Then the Shapley-based attribution methods can simply be
applied to the variable X12 to obtain a contribution score for the coalition.

The efficiency property of Shapley values ensures that any Shapley-based contributions of the
individual variables in the original graph, denoted here by ϕXi , sum up to some statistic of the target
variable ∑

i∈I
ϕXi = ΦY . (3)

This statistic ΦY can, for instance, be the deviation from the expectation, an information-theoretic
(IT) outlier score of Y (see Budhathoki et al., 2022), or any other function which does not depend on
the variables Xi, but only on the target distribution.

If we now merge the variables of a coalition C ⊂ I , we get a new graph, consisting of the
“super-variable” XC as well as some (unchanged) variables Xi, i ∈ I \ C. Calculating the Shapley-
based contribution values on this new set of variables can result in new values ψXk

for all Xk ∈
{XC} ∪ {Xi : i ∈ I \ C}. But, since this merging of variables does, by definition, not affect the
target variable or its distribution, the following still holds:

ψXC
+

∑
i∈I\C

ψXi = ΦY . (4)
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Consequently, it is ∑
i∈I

ϕXi = ψXC
+

∑
i∈I\C

ψXi . (5)

Intuitively, we would expect that the contribution scores of the non-coalition variables should not
depend on whether we merge the coalition variables or not, since their influence on the target has not
changed. If we assume ψXi = ϕXi for all i ∈ I \C, this necessarily results in the contribution of the
coalition being the sum of the contributions of its components:

ψXC
=

∑
i∈C

ϕXi . (6)

To put it simply: Any Shapley-based contribution method either satisfies Eq. (6) and hence
violates Desideratum 1, or allows the contribution of individual variables to change depending on
whether and how the other variables are grouped into coalitions. We consider both options not
desirable for a contribution score to quantify the influence of coalitions.1

Nevertheless, we consider examples for both options in our experiments with existing RCA
methods in Section 5.2 for the comparison with ICECREAM. The first method uses the above-
mentioned IT outlier score. This score leaves the contributions of the non-coalition nodes unchanged.
As a result, merging variables just gives the same results as summing up the respective individual
contribution values. The second approach uses a mean deviation outlier score. This score changes the
contributions of the non-coalition variables, and can therefore give a non-trivial coalition contribution.
Our experiments show that ICECREAM clearly outperforms both approaches in the identification
of root causes in a cloud computing application for cases where multiple errors together result in a
failure at the target service.

Only quite recently, more sophisticated approaches have been proposed to link Shapley values to
coalitions of features, from the pairwise Shapley Interaction Values (Lundberg et al., 2020) to the
Shapley-Taylor Interaction Index (Dhamdhere et al., 2020) and n-Shapley (Bordt and von Luxburg,
2023). These approaches make the connections between features more transparent and therefore
interpretable, but they still follow the premise that contributions have to add up. If one coalition of
features is very important, the remaining features have to be less important. What is measured is
basically the importance of feature sets relative to each other. Therefore, our above arguments with
respect to Desideratum 1 still apply. In contrast, ICECREAM allows for independent explanation
scores for all coalitions, which can be thought of describing the (causal) importance of a feature set
relative to the natural target distribution and the actual observation.

Appendix C. Experiments

Depending on the type of ground truth, ICECREAM estimates different things: If only data is
given, we need to estimate the interventional distribution by the conditional distribution. If we are
explaining an ML model, we can query the model for interventions and are therefore true to the
model. Lastly, if the causal network is provided, we can use Pearl’s framework to estimate (or even
calculate) the interventional probabilities.

1. A similar critique was already raised by Grabisch and Roubens (1999) for Shapley’s original work on Shapley values
for cooperative games (Shapley, 1951).
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In Section 5 in our paper we evaluate ICECREAM on three different datasets and use cases, each
showing a different way of using ICECREAM:

1. CorrAL dataset (explaining a dataset): In this widely used sanity check for feature selection
methods, ICECREAM correctly identifies only the truly relevant features as explanations
for the data. Although ICECREAM was not designed as a feature selection method, this
experiment shows that it can be used to identify the relevant features.

2. South German Credit dataset (explaining an ML model): Here ICECREAM is used to explain
an ML model and we show that its performance is similar to that of a leading, well-established,
widely applied method (SHAP).

3. Cloud Computing Application (explaining a causal network): Here we use ICECREAM to
identify the root cause of an issue. We compare ICECREAM to a baseline algorithm and a well-
established approach from Budhathoki et al. (2022) in four different variations. ICECREAM
clearly outperforms all these approaches.

In this section we provide additional details on the experiments.

C.1. CorrAL feature selection dataset

CorrAL is a synthetic dataset consisting of six Boolean features (A0, A1, B0, B1, Irrelevant
and Correlated) and 160 samples. The feature names are rather self-explanatory as the target
variable is defined as

class := (A0 ∧ A1) ∨ (B0 ∧ B1) .

The remaining two features are not used—Irrelevant is uniformly random, and Correlated
matches the target label in 75% of all samples. John et al. (1994), who created the dataset as an
illustration for the shortcomings of existing feature selection algorithms, report that greedy selection
mechanisms (both top-down and bottom-up) have difficulties identifying the correct feature set. We
therefore test ICECREAM on the full dataset and see which features are selected as part of the
minimum-size coalitions with full explanation score.

As causal model for the dataset, we consider the input features to be independent, while we allow
all of them to potentially influence the target. As threshold for coalitions with full explanation score
we use α = 0.998 and evaluate all coalitions sizes k ∈ {1, . . . , #features}.

ICECREAM easily identifies the minimal full explanations in all cases without including the
irrelevant or only correlated feature into the coalitions. As an example, let us consider the first row of
the dataset, where all features are False. A full explanation must consist of at least one of A0 and
A1 (to explain why the first conjunction is False), plus at least one of B0 and B1. Accordingly,
the minimum-size coalitions found by ICECREAM are the four combinations {A0,B0}, {A0,B1},
{A1,B0}, and {A1,B1}.

C.2. Explaining an ML model on the South German Credit dataset

The South German Credit (SGC) dataset (Grömping, 2019) contains 1,000 loan applications with 21
features, and the corresponding risk assessment (low-risk or high-risk) as the binary target variable.
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Figure 6: Training pipeline for the model used in the experiment on the SGC dataset.

C.2.1. MODEL

In this experiment, we are explaining the predictions of a trained ML model on a given dataset. As
the model, we use a simple random forest classifier with the pipeline shown in Figure 6, trained on
the full dataset with a train/test split of 90/10. The fitted model reaches an accuracy of 96% for the
training set and 80% for the test set. Note that we consider explanations for this model – not for the
data itself. Hence we ignore that the model is not performing extremely well.

C.2.2. SHAP VALUES

To obtain the SHAP values for comparison, we make use of the shap package by Lundberg and Lee
(2017). The use of their explainer is straight-forward; note that the categorical features need to be
converted into integer categories first for shap to handle the input. In Figure 7 we show the SHAP
output for the sample with ID 500, the sample also shown in Table 2 and mentioned in Example 2 in
the main paper.

Originally, SHAP values are designed to explain the difference between the actual predic-
tion and its expected value. Since the ratio of low-risk (credit_risk = 0) and high-risk
(credit_risk = 1) loan applications in the dataset is ≈ 30/70, this difference is not always the
same. We therefore normalize the SHAP values such that the feature contributions add up to 1 for
each sample. This does not change the relative importance of the features, but allows for a better
comparison across low-risk and high-risk samples.

C.2.3. COMPARISON

We compare the stability of the prediction under three different randomizations, showing the proba-
bility that the prediction remains unchanged for any number of randomized features. The underlying
reasoning is: The better an explanation, the more stable the model prediction when the explanation
holds (i.e., when the respective feature values are fixed). Therefore, we start with all features fixed to
their observed values and successively randomize more and more features according to their joint
distribution in the dataset, observing when the prediction stability drops. The three randomizations
only differ in the order of features:

Randomize in ascending order of SHAP values The features are ordered ascendingly by their
SHAP value. This is the order in which the prediction can be expected to stay stable as long as
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Table 2: Feature values and SHAP values for sample 500 of the SGC dataset.

Feature Value SHAP value

credit_purpose others 0.034
housing own 0.020
personal_status married/widowed 0.020
other_installment_plans bank 0.019
age_groups 0 0.017
sex male 0.017
credit_amount 7308 0.015
checking_account_status ... < 0 DM 0.015
employed_since_years unemployed 0.014
job_status mgmt/self-employed/highly qualified empl./officer 0.014
property real estate 0.013
credit_history no credits taken/all credits paid back duly 0.009
telephone True 0.007
num_existing_credits 1 0.006
savings unknown/no savings account 0.004
credit_duration_months 10 0.003
installment_rate 25 <= ... < 35 0.002
present_residence_since >= 7 yrs 0.001
other_debtors_guarantors none 0.001
foreign_worker False 0.000
num_people_liable_for 0 to 2 -0.002

possible: Randomizing features with a SHAP value < 0 means that the negative influence of
these features is removed. The features with the highest (positive) SHAP value, on the other
hand, are kept fixed until much longer, such that their stabilizing influence can be used.

Randomize non-coalition features first The features of the minimum-size full explanation iden-
tified by ICECREAM are randomized last. By doing so, we see whether the prediction is
determined by the fixed values of this feature coalition. The order of the remaining features is
chosen as above to maximize comparability.

Randomize in random order As a baseline, we randomize the features in random order to see how
fast the prediction stability drops when there are no “special” features.

In order to obtain the interventional distributions required in ICECREAM, we follow the reason-
ing of Janzing et al. (2020) and consider the real world to be a confounder of the input features of the
ML model, which therefore do not have direct causal links among each other. As a consequence, we
can intervene directly on the input features by simply fixing the values of the features belonging to the
considered coalition while sampling the remaining features from their (joint) marginal distribution.
Further, we choose a threshold of α = 0.9998 to identify coalitions with (almost) full explanations
while allowing for numerical errors. Additionally, we set the maximum coalition size to k = 4 and
stop the procedure if we do not find a coalition exceeding the threshold at this size.
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Figure 7: SHAP values for sample 500 of the SGC dataset.

C.2.4. RESULTS

Out of the 1, 000 samples in the credit dataset, 426 have simple explanations as defined above (most
of them have multiple such explanations, such that the mean and quantiles in Figure 3 are composed
of 1,803 data points). On average, the cumulative normalized SHAP value of the minimum-size full
explanations is 53.2%.

Analyzing Figure 3, we see that, on average, ICECREAM and SHAP show a similar performance,
although ICECREAM’ performance for the solid-line sample (sample 500) only drops for the last 3
features while SHAP decreases a few fetures earlier. This is due to the fact that, for this sample, a
3-feature coalition is actually sufficient to reach an explanation score of ≈ 1. Grouping the samples
by the size k of their minimum-size full explanation coalitions, we would see that the stability of
ICECREAM is very much determined by this value, i.e., the prediction stability always drops after
|X| − k features. Such a pattern cannot be observed for SHAP.

Using a random order for the randomization of features, the drop in the prediction stability starts
much earlier, usually after ≈ 10 features. Note that there is a small number of outliers even after one
or two features, causing the mean to decrease immediately, while the 5-95% range is still at 1.
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Figure 8: Stability of the prediction of an XGBoost model on the South German Credit dataset
with respect to randomization of features. We randomize the values of the features in increasing
order based on the SHAP values (yellow), while ensuring that the features of the minimal coalition
identified by ICECREAM are randomized last (green), and in completely random order (blue). For the
randomized features we pick 1,000 samples from their data distribution and check whether the model
output changes. We do this over all samples for which a coalition with five or less components was
identified (dashed line representing average and colored area representing 95% quantile). The model
prediction remains stable as long as the features in the minimal coalition identified by ICECREAM
remain fixed. When strictly following the SHAP value order, the prediction shows a very similar
behavior.

C.2.5. RUNTIME

The experiment was executed on a 10-core MacBook Pro M2. The calculation of the SHAP values
took ≈ 5 minutes, while the identification of all minimum-size coalitions up to size k = 4 took ≈ 6
hours.

C.2.6. ICECREAM CAN BE USED ON ANY ML MODEL AND WITH ANY MAXIMUM COALITION

SIZE

We want to emphasize that ICECREAM can be used on any ML model and with any maximum coali-
tion size. We re-ran the experiment on the credit data with an XGBoost model (xgboost.XGBClassifier
with standard configuration) for coalitions up to size k = 5. The model achieves 100% accuracy
on the training data, and 81% accuracy on the test data. Figure 8 shows that the performance of
ICECREAM , compared to SHAP and random feature order, is very similar to what we reported in
the paper for the random forest model and k = 4.

We admit that only allowing up to 4 features for explanations in the South German Credit data
experiment in the paper is somewhat arbitrary. In fact, ICECREAM is not intrinsically restricted
in this respect. Our reason to restrict the maximum size for coalitions to 4 was the computational
complexity: For a causal model consisting of n features, there are

(
n
k

)
coalitions of size k (summing

over k, there are 2n coalitions in total). Since explanation scores are not monotonic with respect to
set inclusion (only when a score of 1 is reached for a coalition, all supersets of the coalition also have
score 1), we need to search all coalitions in general. Consequently, the computational complexity is
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exponential, but varies greatly between settings, and also heavily depends on whether or not there is
a full explanation with a small number of features. If we consider all possible coalitions up to size 4
(out of 21 features), these are about 7k possible combinations to check. If we allowed for coalitions
with size 5, it would already be 27k combinations, and for size 6 coalitions even 82k combinations.
That means, by increasing the maximum coalition size by 1, we increase the runtime by a factor of
4, just due to combinatorics. That being said, we plan to alleviate this obstacle with strategies such
as sub-sampling. Nevertheless, we also do not consider the current restriction to small coalitions
a limitation of our approach. Human interpretability of coalitions decreases strongly with higher
numbers of features, and we argue that an explanation involving a lot more than four features would
become very hard to understand. Additionally, the fact that for many data points the found coalitions
with high explanation score actually contain less than four features also indicates that this number is
a reasonable choice as upper bound for this experiment.

C.3. Identifying root causes in a cloud computing application

We consider a cloud computing application in which services call each other to produce a result
which is returned to the user at the target service Y . Services can either be stand-alone (like a
database or a random number generator) or call other services and transform their input to produce
an output. When we observe an error at the target service Y , we want to know which service(s)
caused this error.

C.3.1. DATA GENERATION

The causal network of the Cloud Computing Application experiment is based on a realistic service
architecture shown in Figure 9. On top of the causal dependencies, we have defined parameters pi and
ti such that target errors are a rare, but not impossible phenomenon. This architecture translates to
the causal network shown in Figure 10 with services X1, ..., X9, Y , by omitting the Website service
and using www as the target variable. We generate synthetic data representing error counts for the
different services according to

Xi = Λi ∨

 ∑
j∈PAi

Xj ≥ ti

 , where Λi ∼ Bern(pi) . (7)

We generated 10 million samples, of which 15, 373 samples produce a target error (i.e., Y = 1).
Table 3 shows the number of elements in the sample set, grouped by the number of original errors.
We see that fewer than two original errors never lead to a target error.

C.3.2. MAPPING FROM ROOT CAUSES TO MINIMAL COALITIONS

From the contribution scores produced by the RCA methods (see Budhathoki et al., 2022), we find
minimal coalitions with the following procedure:

1. Calculate the contribution score Φ(i) for all features i ∈ I .

2. Sort the features by descending score and normalize them so that
∑

Φi = 1.

3. Select feature via a cumulative threshold (take features in the above order until the sum of
their contribution scores reaches a threshold θc = 0.95), or via an individual threshold (take
all features with Φ(i) ≥ θi = 0.15).
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Figure 9: Cloud service architecture with non-trivial causal dependencies.

Figure 10: Causal graph of the cloud computing application in Figure 9. The parameters pi denote
the probability that a node produces an error itself, and ti is the threshold number of parent services
that have to encounter an error to also cause the error to propagate to Xi.

The thresholds θc and θi were found through hyperparameter tuning such that these RCA methods
achieve the best performance when compared to the ground truth. By applying this procedure, we
get a coalition of features from all baseline methods.

C.3.3. TRAVERSAL RCA

The traversal method for RCA is based on a very simple idea: A node in the causal graph is identified
as a root cause if (a) it shows an error (we say the node is anomalous), and (b) none of its causal
parents is anomalous. This can be directly inferred from an observation, outputting a set of root
causes.

A slightly more sophisticated way is to additionally require for a root cause to have a path of
anomalous nodes to the target, therefore backtracking from the target to possible root causes (called
Backtracking Traversal RCA in Figure 11). This can be implemented as a breadth-first search from
the target node which stops at non-error nodes and then returns the leaves of the search tree. The
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Table 3: Number of generated samples, grouped by the number of original errors, i.e., noise nodes
with value 1.

# errors # samples with Y = 0 # samples with Y = 1

0 8,416,434 0
1 1,471,666 0
2 93,532 14,009
3 2,953 1,283
4 42 78
5 0 3

2 3 4 5
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0.0

0.2

0.4

0.6

0.8

1.0

Ac
cu

ra
ry

ICECREAm (ours)
IT-RCA-i
IT-RCA-c
Mean-RCA-i
Mean-RCA-c
Simple Traversal RCA
Backtracking Traversal RCA

(a) Accuracy of identifying root causes for dif-
ferent numbers of injected errors.

(b) True positives, false positives, and false neg-
atives for the cases with at least 3 injected
errors.

Figure 11: Comparison of Simple Traversal RCA and Backtracking Traversal RCA for the Cloud
experiment. The accuracy is unaffected, while the false positive rate decreases when using backtrack-
ing.

effect is that a node is only identified as a root cause if there is a direct error propagation path from
this node to the target, thus reducing false positives.

For completeness, we show in Figure 11 a comparison between these two traversal RCA methods.
Although the false positive rate, as expected, is lower for Backtracking Traversal RCA, the accuracy
remains the same: The main failure mode of Traversal RCA is the implicit assumption that a single
anomalous parent is enough to prevent a node from being a root cause. This weakness is present in
both versions of the algorithm, as witnessed by the high rate of false negatives.

C.3.4. RUNTIME

Most of the experiment and analysis was executed on a 10-core MacBook Pro M2. Identifying
all minimum-size coalitions for the 15,000 target error samples took approximately one hour; the
traversal algorithms did not take any substantial amount of time (< 20 seconds). However, calculating
the anomaly scores for the RCA approaches using dowhy.gcm (Blöbaum et al., 2022) turned out to
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be much slower, such that this task was transferred to 10 EC2 instances and finished after about two
days.

C.3.5. WHY INTERVENING ON THE NOISE VARIABLES IN THIS CASE?

In Structural Causal Models (SCMs), a variable X is modeled as a function of (a) its causal parents
Pa, and (b) some unobserved noise Λ, i.e., X = f(Pa,Λ). Therefore, the value of a variable can
be attributed to the values of its parents and the value of its own noise. We follow the argument of
Janzing et al. (2021) that the “intrinsic contribution” of a variable X is exactly the part that does not
come from its parents. This is, given the values of the parents, the only remaining uncertainty/new
information is coming from the noise Λ: The noise is what drives the “intrinsic” influence of a
variable. We acknowledge this by intervening on the value of Λi instead of Xi when applying
ICECREAM to an SCM, which we do in the experiments in Section 5.2 (which is why we introduce
the noise variables in Section 2).

However, intervening on the unobserved noise variables is only possible in certain cases e.g., for
additive noise models. Nevertheless, for the error propagation in that experiment, we can estimate the
conditional noise distribution P[Λ | X = x, Pa = pa] from the observations given the dependency
structure of the application. With this we are able to compute an expected explanation score over this
noise distribution.

C.4. Is the comparison of ICECREAM and existing methods fair?

We are convinced that in many use cases coalitions of variables should be considered instead
of individual features. This is why we propose this novel method that provides coalition-based
explanations with insights that could not be achieved with existing methods. As a consequence,
however, there is no way to compare ICECREAM to existing methods in a completely fair way.
Nevertheless, we designed our experiments such that the evaluation works with and without a notion
of coalitions (as in Section 5.1), or make even higher demands of ICECREAM than of the existing
approaches (as in Section 5.2).

In particular, when comparing ICECREAM and SHAP on the credit dataset, we evaluate the
stability of the model prediction when perturbating the features in increasing order of SHAP values.
As features with low values are considered less relevant for the model, the prediction should remain
stable as long as the features with highest SHAP values remain fixed. This expected behavior can
be observed in Figure 3 of our paper. We observe a similar stability of the prediction when keeping
the features fixed that are part of the coalitions identified by ICECREAM. Hence both SHAP and
ICECREAM perform well in identifying the most relevant features for the considered model. Note,
however, that ICECREAM comes with the advantage that it automatically identifies how many
features are required to keep the prediction fixed, which is not the case for SHAP due to its lack of a
notion of coalitions.

In the experiment on RCA in a cloud computing application, we inject errors into the system
which happen rarely and hence are outliers to the proper functioning of the application that dominates
most of the time. Since we know the ground truth root causes, we can compare the accuracy of
ICECREAM with that of the existing methods. Note, however, that for ICECREAM, the root cause
of a sample counts as correctly identified if and only if all identified minimal coalitions are correct.
For the other methods, the root cause counts as correctly identified if the returned set of root causes
is correct. That means the requirements to ICECREAM are higher than for the other methods.
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Nevertheless, as shown in Figure 4, ICECREAM achieves higher accuracy than the other RCA
methods particularly if multiple errors lead to the failure of the system.
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