Computer and Information Science; Vol. 17, No. 1; 2024
ISSN 1913-8989  E-ISSN 1913-8997
Published by Canadian Center of Science and Education

Ethical Implication of Artificial Intelligence (Al) Adoption in
Financial Decision Making

Omoshola S. Owolabi', Prince C. Uche’, Nathaniel T. Adeniken®, Christopher Ihejirika', Riyad Bin Islam®,
Bishal Jung Thapa Chhetri*

! Department of Data Science, Carolina University, Winston Salem - North Carolina, USA

Correspondence: Omoshola S. Owolabi, Department of Data Science, Carolina University, Winston Salem -
North Carolina, USA.

Received: April 2, 2024 Accepted: April 22, 2024 Online Published: April 30, 2024
doi:10.5539/cis.v17n1p49 URL.: https://doi.org/10.5539/cis.v17n1p49
Abstract

The integration of artificial intelligence (Al) into the financial sector has raised ethical concerns that need to be
addressed. This paper analyzes the ethical implications of using Al in financial decision-making and emphasizes
the importance of an ethical framework to ensure its fair and trustworthy deployment. The study explores various
ethical considerations, including the need to address algorithmic bias, promote transparency and explainability in
Al systems, and adhere to regulations that protect equity, accountability, and public trust. By synthesizing research
and empirical evidence, the paper highlights the complex relationship between Al innovation and ethical integrity
in finance. To tackle this issue, the paper proposes a comprehensive and actionable ethical framework that
advocates for clear guidelines, governance structures, regular audits, and collaboration among stakeholders. This
framework aims to maximize the potential of Al while minimizing negative impacts and unintended consequences.
The study serves as a valuable resource for policymakers, industry professionals, researchers, and other
stakeholders, facilitating informed discussions, evidence-based decision-making, and the development of best
practices for responsible Al integration in the financial sector. The ultimate goal is to ensure fairness, transparency,
and accountability while reaping the benefits of Al for both the financial sector and society.
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1. Introduction

Artificial intelligence (Al) is an emerging field and technology that has found applications across several fields,
including finance. This technology has been adopted in making informed decisions in the financial space, using
enormous amounts of data being processed at an incredible speed. They uncover insights from the same data that
traditional methods of modeling may miss, which makes financial institutions make better decisions faster.
However, the adoption of artificial intelligence in financial services and decision-making also raises important
ethical considerations as machine learning models drive decision-making issues about bias, transparency, and
privacy. While Al offers competitive advantages for companies and economic decision-makers alike, its way of
managing risks and upholding moral standards is vital for its ethical adoption in financial decisions.

2. Ethical Frameworks in Financial Decision-Making

Financial decision-making is a complex process that requires a solid ethical framework to guide individuals and
organizations in making decisions that are not only profitable but also morally sound. Ethical frameworks in
financial decision-making provide a set of principles and guidelines that help individuals navigate the often murky
waters of the financial world. In adhering to ethical standards, individuals can ensure that their actions are in the
best interest of all stakeholders involved, including shareholders, employees, and the broader society. In addition,
ethical decisions can help build trust and confidence in financial markets, leading to more stability and
sustainability in the long term (Saikanth, 2024).

3. Transparency and Accountability in Al Algorithms

Transparency and accountability of Al algorithms are crucial to ensuring that financial decisions are fair and
ethical. By making Al algorithms more transparent, stakeholders can better understand how decisions are made
and identify any bias that may appear (Olatoye et al., 2024). Another accountability measure is to hold developers
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and users of Al accountable for the outcomes of their decisions, thereby promoting ethical and informed
decision-making in the financial sector. Without transparency and accountability, there is a risk of perpetuating
existing biases, discriminating against certain groups, and causing distrust in the Al systems that underpin
financial decision-making.
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Figure 1. The lifecycle of artificial intelligence (Al) (Schwendicke and Krois, 2021)

The life cycle of applications in artificial intelligence (Al) applications typically begins with a needs assessment,
followed by development, testing, Al deployment, monitoring, and re-evaluation of clinical care. Different
aspects have been identified in this lifecycle that act as barriers to adopting Al applications (Ammanath et al.
2020): Confidence in Al, market skepticism, and ethical concerns. These are on the life cycle (indicated by green,
yellow, and red dots). The Consolidated Standards of Reporting Trials (CONSORT)-AI extension items (labeled
red lines, for example, items 1a,b; 2a; 4a,b; 5; 19) are primarily concerned with development and test phases,
especially time the randomized controlled trials being reported. (purple semicircle).

4. Bias and Fairness in Al Decision-Making

In making decisions using artificial intelligence, fairness is a crucial consideration that must be addressed to ensure
ethical implications are minimized. One primary concern is the potential for biased data sets to result in
discriminatory results when artificial intelligence algorithms are used in financial decision-making processes.
Research shows that historical data used to train Al models may reflect societal biases leading to unfair treatment
of specific demographics. If lending decisions are based on past lending practices that disproportionately favored
one group over another, the Al system may perpetuate this bias, resulting in unjust outcomes for the minority class.
To mitigate this risk, it is essential to implement mechanisms that facilitate transparency and accountability in Al
systems, allowing for the identification and elimination of biased decision-making processes. Organizations can
uphold ethical standards to promote trust in artificial intelligence used in the financial sector by ensuring that
algorithms are continuously monitored and audited for fairness (Castelnovo, 2024).

5. Privacy and Data Security Concerns

Privacy and data security concerns are significant when considering the adoption of artificial intelligence in
financial decision-making. As Al collects and analyzes massive amounts of data, there is a risk of sensitive
information being misused or compromised. Financial institutions must provide robust security measures to
protect consumer data and maintain trust in the system. Regulators must establish guidelines and standards to
ensure the ethical use of Al in finance while protecting individual privacy rights (Fabrégue & Bogoni, 2023).

The Organization for Economic Cooperation and Development (OECD) Al principles and guidelines also
purported that the quality and adequacy of data processing and representation are associated with risks of
misleading model output and inaccurate or unreliable models. Data privacy challenges are considerable in GenAl
due to the large number of data sets, which they are trained on and can also come from any public source. These are
likely to contain IP-protected information, possibly without appropriate permission or copyright, raising additional
issues regarding the authenticity of outputs. Best practices for data management and governance practices can be
considered to ensure data quality, data sufficiency based on intended use, data privacy when financial client data is
fed into the model, and authenticity of the data when relevant and appropriate source attribution/copyright are
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informed of the subject matter. In this case, informed consent can be obtained for that purpose (Pavashe, Kadam,
Zirange, & Katkar, 2023). Protecting active data in transit and in use is crucial to maintaining the confidentiality,
integrity, and availability of critical information (Jiménez, 2023).

6. Impact on Employment and Workforce

The adoption of artificial intelligence in financial decision-making processes has the potential to impact
employment and the workforce significantly. Al can automate tasks traditionally performed by human hands,
while conventional techniques such as machine learning also improve efficiency. This automated work might lead
to a decrease in the demand for specific job roles, especially those that involve repetitive tasks or rule-based tasks.

However, it is important to note that Al will create new jobs in areas such as data analysis, machine learning, and
Al programming. As the world expands in Al and financial services, companies will need to re-evaluate their
workforce and provide training to adapt to the changing landscape of their industry. The impact of Al on jobs and
the workforce will depend on how organizations manage the transition and invest in modernizing their workforce
for the future (OECD, 2023).

7. Regulatory Challenges and Compliance Issues

Regulating Al models in finance presents challenges due to the unique characteristics of Al technology, such as
opacity, complexity, and the potential for bias. To effectively address these challenges, collaboration strategies
with regulatory bodies are essential.

The complexities of Al model regulation and compliance include the opacity and explainability of Al models,
which can operate as "black boxes" and lack transparency and accountability. Bias and fairness are also concerns,
as Al models can inherit biases present in training data. Additionally, the dynamic nature of Al poses challenges
for traditional regulatory frameworks that may struggle to keep pace with technological advancements.

Collaboration strategies with regulatory bodies involve engagement and dialogue to enhance mutual
understanding, regulatory sandboxes for testing under supervision, guidance and standards for responsible Al use,
and capacity building through training programs and workshops.

Collaboration and partnership between financial institutions and regulatory bodies are crucial for effectively
navigating the complexities of Al model regulation and compliance in finance. By working together, stakeholders
can address regulatory challenges, promote responsible Al adoption, and ensure compliance with ethical standards
in financial decision-making (Efijemue, Ejimofor, & Owolabi, 2023).

8. Potential Risks of Al Adoption in Financial Decision-Making

The adoption of Al in financial decision-making entails potential risks that need careful management to ensure
ethical and responsible use. The key risks are transparency, accountability, and bias, underscoring the importance
of oversight in Al development and implementation for the financial sector. Transparency risks involve the opaque
nature of Al algorithms, making it difficult to understand decision-making processes and leading to distrust,
regulatory issues, and challenges in explaining decisions. The black-box nature of some of these Al models
impedes the identification of errors, biases, or unethical behavior.

Accountability risks arise from uncertainties regarding responsibility for Al-driven decisions, complicating
assigning accountability for errors, biases, or unethical conduct and complying with legal and regulatory
requirements. Bias risks stem from Al algorithms inheriting biases from training data, potentially resulting in
biased outcomes, discriminatory practices, reputational damage, and unintentional consequences such as
perpetuating inequalities or disadvantaging certain groups (Mandych, Staverska, & Maliy, 2023).

9. Al and Algorithmic Trading

The adoption of artificial intelligence (Al) in algorithmic trading has transformed the financial markets, enabling
trades to be executed at breakneck speeds and complex strategies to be automated. However, this powerful
combination also raises significant ethical red flags that must be addressed to safeguard the integrity and stability
of the financial system.

1. Amplifying Market Volatility and Systemic Risks

One of the primary ethical concerns surrounding Al-driven algorithmic trading is its potential to amplify market
volatility and exacerbate systemic risks. These sophisticated algorithms can buy and sell at lightning speed,
triggering cascading orders that can destabilize markets. The high-frequency nature of algorithmic trading and the
lack of human oversight can create feedback loops, where algorithms react to each other's trades, potentially
causing extreme price swings and market disruptions.
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Moreover, the interconnectedness of financial markets and the reliance on similar Al models across various
institutions can lead to systemic risks. If multiple algorithms exhibit similar trading behavior or react identically to
market events, it can trigger synchronous actions, amplifying market fluctuations and potentially leading to
widespread instability. The 2010 "Flash Crash," where the Dow Jones Industrial Average plunged nearly 1,000
points in minutes, is often cited as an example of the potential for Al-driven algorithmic trading to contribute to
extreme market volatility (Kirilenko et al., 2017).

2. Lack of Human Oversight and Control

Another ethical concern arises from the lack of human oversight and control over Al trading algorithms. These
complex systems are designed to operate autonomously, making split-second decisions based on vast amounts of
data and intricate mathematical models (Kirilenko & Lo, 2013). While this autonomy enables lightning-fast trades,
it also raises questions about the accountability and transparency of these algorithms.

The opacity of Al models, often referred to as "black boxes,” can make it challenging for humans to fully
understand the underlying decision-making processes. This lack of transparency can hinder the ability to identify
and correct potential biases, errors, or unintended consequences in the algorithms (Kirilenko & Lo, 2013).
Additionally, the high speed at which these algorithms operate can make it difficult for human traders or regulators
to intervene and regain control in the event of a malfunction or unexpected behavior.

3. Accountability Challenges

In the event of market disruptions or financial losses caused by Al trading algorithms, assigning accountability
becomes a significant challenge. The complex nature of these algorithms, coupled with the involvement of
multiple parties (developers, financial institutions, traders, etc.), makes it difficult to pinpoint responsibility. This
lack of clear accountability can erode public trust in the financial system and undermine the ethical principles of
transparency and responsibility.

In addition, the global nature of algorithmic trading raises jurisdictional issues, as Al systems may be developed
and deployed across multiple countries with varying regulatory frameworks. This regulatory fragmentation can
create gaps in oversight and accountability, potentially allowing unethical practices to slip through the cracks.
Addressing these ethical concerns requires a multi-faceted approach involving collaboration between financial
institutions, regulatory bodies, and Al developers. Potential solutions include:

Establishing robust governance frameworks and industry standards for the development and deployment
of Al trading algorithms, with a focus on transparency, accountability, and risk management (Brundage et
al., 2018).

Implementing human oversight mechanisms and "kill switches" that allow human intervention and
control over Al trading algorithms in case of malfunctions or unexpected behavior.

Enhancing regulatory cooperation and harmonization across jurisdictions to ensure consistent oversight
and accountability measures for Al-driven algorithmic trading systems.

Promoting algorithmic audits and stress testing to identify potential biases, errors, or systemic risks
associated with Al trading algorithms and implementing measures to mitigate these risks (Brundage et al.,
2018).

Fostering ethical Al development practices, such as incorporating ethical principles into the design and
training of Al models and employing diverse teams to reduce biases and promote responsible innovation
(Florida & Cowls, 2019).

Addressing these ethical concerns proactively and implementing appropriate safeguards, the financial industry can
harness the power of Al-driven algorithmic trading while maintaining the integrity, stability, and ethical standards
of the global financial system.

10. Ethical Decision-Making in Al Implementation

Ethical decision-making is important in ensuring that the benefits of Al technology are maximized while
minimizing potential harm to society. A key consideration in this process is the division of responsibility between
humans and Al systems. The roles and obligations of humans in maintaining Al systems should be clearly defined
to prevent potential errors that could adversely affect decision-making processes. Furthermore, transparency and
accountability must be embedded in the design and deployment of Al systems to ensure ethical principles are
upheld throughout the decision-making process (Balasubramanian et al., 2024). Here are some key aspects to
consider in ethical decision-making in Al implementation:
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0.1 Balancing Human and Al Responsibilities

1. Human Oversight: It is essential to maintain human oversight to ensure accountability, transparency,
and ethical considerations. Humans are responsible for setting the objectives, designing the Al algorithms,
interpreting the results, and making final decisions based on ethical principles.

2. Al Capabilities and Limitations: Understanding the capabilities and limitations of Al systems is crucial
for determining the extent of autonomy they can have in decision-making. Humans should intervene
when Al systems reach their limits or encounter ethical dilemmas that require human judgment.

0.2 Integrating Ethical Considerations

1. Ethical Frameworks: Establishing clear ethical frameworks and guidelines for Al deployment is
essential to ensure that Al systems operate in alignment with ethical principles. These frameworks should
address issues such as fairness, transparency, accountability, privacy, and bias mitigation.

2. Ethical Impact Assessments: Conducting ethical impact assessments before deploying Al systems can
help identify potential ethical risks and implications. This process involves evaluating how Al decisions
may impact various stakeholders and ensuring that ethical considerations are integrated into the design
and implementation phases.

3. Ethics Committees: Establishing ethics committees or advisory boards within organizations can guide
ethical decision-making in Al implementation. These committees can review Al projects, assess ethical
implications, and provide recommendations for addressing ethical concerns.

0.3 Transparency and Explainability

1. Transparency: Ensuring transparency in Al decision-making processes is essential for building trust and
accountability. Organizations should be transparent about how Al systems make decisions, the data they
use, and the potential biases or limitations in their algorithms.

2. Explainability: Al systems should be designed to provide explanations for their decisions clearly and
understandably. Explainable Al helps users, stakeholders, and regulators understand the reasoning behind
Al decisions and detect any biases or errors.

0.4 Continuous Monitoring and Evaluation

Ethical Audits: Conducting regular ethical audits of Al systems can help identify and address ethical
issues that may arise during operation. These audits involve assessing the impact of Al decisions on
stakeholders, evaluating compliance with ethical guidelines, and making adjustments to ensure ethical
standards are upheld.

Feedback Mechanisms: Implementing feedback mechanisms that allow users and stakeholders to
provide input on Al decisions can help organizations improve the ethical performance of Al systems over
time. Feedback loops enable continuous monitoring and evaluation of Al behavior from an ethical
perspective.

11. Al Governance and Regulatory Framework

As the adoption of artificial intelligence (Al) in the financial sector continues to accelerate, the need for robust
governance mechanisms and regulatory frameworks becomes increasingly paramount. The complexity and
opacity of Al systems, coupled with their potential for significant impact on financial markets and consumer
welfare, necessitate a comprehensive approach to ensuring the ethical and responsible development and
deployment of Al in finance.

A.  Establishing Al Ethics Boards or Committees

One critical step in promoting ethical Al practices within financial institutions is the establishment of Al ethics
boards or committees. These specialized bodies can serve as dedicated oversight entities, responsible for reviewing
Al projects, assessing ethical implications, and providing guidance on aligning Al development and deployment
with ethical principles (Floridi & Cowls, 2019). By involving a diverse range of stakeholders, including ethicists,
legal experts, and community representatives, these boards can ensure that ethical considerations are integrated
into the decision-making processes surrounding Al in finance.

B. Developing Industry-Specific Guidelines and Standards

Given the unique challenges and complexities of the financial sector, it is essential to develop industry-specific
guidelines and standards for the use of Al in finance. These guidelines should address key ethical issues such as
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fairness, transparency, accountability, and privacy, while also considering the sector's regulatory landscape and
operational realities (Brundage et al., 2018). Collaboration among financial institutions, regulatory bodies, and
relevant stakeholders can facilitate the creation of comprehensive and widely accepted guidelines, fostering
consistency and promoting best practices across the industry.

C. Role of Regulatory Bodies in Overseeing Al Adoption

Regulatory bodies play a crucial role in overseeing the adoption of Al in finance and mitigating associated risks.
These entities can establish frameworks for the governance and oversight of Al systems, ensuring compliance with
relevant laws and regulations. Additionally, regulatory bodies can mandate transparency and disclosure
requirements, enabling stakeholders to understand the decision-making processes of Al systems and hold financial
institutions accountable for their actions (Financial Stability Board, 2020).

Regulatory bodies can collaborate with industry stakeholders and Al experts to develop guidelines and standards
for the responsible use of Al in finance. This collaborative approach can help strike a balance between fostering
innovation and mitigating potential risks, while also ensuring that ethical considerations are embedded in the
development and deployment of Al systems.

By implementing robust governance mechanisms and regulatory frameworks, the financial sector can harness the
transformative potential of Al while prioritizing ethical principles and safeguarding the interests of all stakeholders.
This proactive approach is essential for maintaining public trust, ensuring fair and equitable practices, and
fostering a sustainable and responsible financial ecosystem.

12. Case Studies and Best Practices

To further illustrate the practical implications and potential solutions for addressing ethical challenges in the
adoption of Al in financial decision-making, it is valuable to examine real-world case studies and examples of best
practices. By analyzing both successful implementations and instances where ethical breaches or controversies
have occurred, stakeholders can gain valuable insights and develop a deeper understanding of the complexities
involved.

A. Highlighting Successful Ethical Al Frameworks

Several financial institutions and organizations have proactively implemented ethical Al frameworks to guide the
development and deployment of Al systems in their decision-making processes. For instance, the Dutch bank ING
has established an Al Ethics Advisory Council, comprising internal and external experts, to provide guidance and
oversight on the ethical use of Al (Krafft et al., 2022). This council reviews Al projects, assesses potential risks and
ethical implications, and ensures that Al systems align with the bank's ethical principles and values.

Another example is the Canadian Imperial Bank of Commerce (CIBC), which has developed an Al Ethics Code
and established an Al Ethics Council to oversee the implementation of ethical Al practices (Robertson et al., 2021).
The council includes representatives from various departments, including risk management, legal, and compliance,
ensuring a comprehensive approach to addressing ethical concerns.

B. Lessons Learned from Ethical Breaches and Controversies

While there are examples of successful ethical Al implementations, it is equally important to examine instances
where ethical breaches or controversies have occurred. In 2019, the Apple Card faced allegations of gender
discrimination, with reports suggesting that the algorithm used to determine credit limits was biased against
women (Zandi et al., 2021). This incident highlighted the importance of addressing potential biases in Al systems
and the need for rigorous testing and auditing to identify and mitigate such issues.

Another notable case involved the use of Al-powered facial recognition technology by financial institutions for
identity verification purposes. This practice raised concerns about privacy and potential discrimination, as facial
recognition algorithms have been shown to exhibit biases based on race and gender (Brundage et al., 2018). These
incidents underscore the need for robust governance frameworks, continuous monitoring, and the integration of
ethical considerations throughout the entire Al lifecycle.

C. Best Practices for Promoting Transparency, Accountability, and Fairness

To address ethical challenges and promote responsible Al adoption in financial decision-making, several best
practices have emerged. These include:

1. Implementing explainable Al (XAlI) techniques to enhance transparency and interpretability of Al models,
enabling stakeholders to understand the decision-making processes and identify potential biases.
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2. Conducting regular algorithmic audits and bias testing to identify and mitigate potential discriminatory
outcomes and unfair treatment of specific groups.

3. Establishing diverse and inclusive teams in the development and deployment of Al systems,
incorporating diverse perspectives and experiences to reduce the risk of perpetuating biases (Floridi &
Cowls, 2019).

4. Promoting consumer education and awareness about the use of Al in financial decision-making,
empowering individuals to make informed choices and hold institutions accountable.

By leveraging these best practices and learning from both successful implementations and ethical breaches, the
financial sector can enhance its ethical Al adoption practices, fostering trust, fairness, and accountability in
Al-driven decision-making processes.

13. Conclusion

In conclusion, integrating artificial intelligence (Al) into the economy presents both ethical challenges and
enormous potential for innovation and efficiency. Ethical challenges to using Al in finance include bias,
discrimination, lack of transparency, accountability, potential risks to market stability, etc. These challenges build
on the importance of the need to adopt strong ethical frameworks and guidelines to ensure responsible and ethical
use of Al in investment decisions- we do. Despite the challenges, Al has the potential to transform the financial
industry by improving decision-making, improving customer experience, and increasing operational efficiency. Al
in finance can lead to better risk management, initiatives for individuals, and streamlined processes, ultimately
benefiting financial institutions and consumers.

To navigate ethical challenges and maximize the potential of Al in the economy, there is a clear call for the
development of strong guidelines that promote the adoption and adoption of ethical Al roles. A balanced approach
to Al adoption requires the integration of ethical considerations at every stage of Al implementation, from design
and development to implementation. By prioritizing ethical standards, transparency, and ensuring human
participation in Al decision-making, the financial industry can harness the full potential of Al while minimizing
ethical risks and protecting the interests of stakeholders. Regulators, industry stakeholders, and collaborative
efforts between Al and developers are essential.
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