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ABSTRACT

Cloud-based machine learning services are attractive but expose
a cloud-deployed DNN model to the risk of tampering. Black-box
integrity verification (BIV) enables the owner or end-users to as-
certain whether a cloud-deployed DNN model has been tampered
with via returned responses of only top-1 labels. Fingerprinting
generates fingerprint samples to query the model to achieve BIV
of the model with no impact on the model’s accuracy. In this pa-
per, we introduce BIVBench, the first benchmark for BIV of DNN
models, encompassing 16 types of practical modifications covering
typical tampering scenarios. We reveal that existing fingerprinting
methods, which focus on a limited range of tampering types, lack
sensitivity in detecting subtle, yet common and potentially severe,
tampering effectively. To fill this gap, we propose MiSentry (Model
integrity Sentry), a novel fingerprinting method that strategically
incorporates only a few crucial subtly tampered models into a model
200, leverages meta-learning, and maximizes the divergence of the
output predictions between the untampered targeted model and
those models in the model zoo to generate highly sensitive, gener-
alizable, and effective fingerprint samples. Extensive evaluations
using BIVBench demonstrate that MiSentry substantially outper-
forms existing state-of-the-art fingerprinting methods, particularly
in detecting subtle tampering.

KEYWORDS

integrity verification, deep neural networks, meta-learning

1 INTRODUCTION

Deep neural networks (DNNs) have significantly advanced the state
of the art for many computer vision tasks [18, 37, 47]. To facilitate
wide use of DNN models, major cloud operators provide machine-
learning platforms, such as Microsoft Azure ML [40], Google Au-
toML [15], and Amazon SageMaker [2], to allow customers to de-
ploy their DNN models in the cloud. However, deploying DNN
models in the cloud brings several risks. An adversary may tamper
with a deployed DNN model via Trojan [36] or backdoor [17] at-
tacks to insert harmful behavior. An unethical model provider might
sabotage a competitor’s model, such as through a bit-flipping [61]
attack, to degrade its performance to gain a competitive advan-
tage. A dishonest cloud service provider may stealthily replace a
model with a simpler one, such as a compressed model, to reduce
operational costs.

To mitigate these threats, both fingerprinting [22, 58] and water-
marking [64] are proposed for black-box integrity verification (BIV)
of DNN classification models. BIV aims to detect model tampering
with only black-box access to the deployed model, i.e., by querying

Unpublished working draft. Not for distribution.

a deployed model which returns only top-1 category labels as re-
sponses. The model is detected as being modified if any response
to the querying samples disagrees with its ground truth, which is
the label returned by the target model (i.e., the unmodified model
to protect).

Watermarking embeds watermark samples into the model through
training or fine-tuning before deployment. Thus it can potentially
reduce the model’s performance. Moreover, the finite number of
pre-embedded watermark samples exposes its vulnerability to wa-
termarking removal where adversaries could remove watermarking
by exploiting leaked samples.

In contrast, fingerprinting does not alter the model and enables
the unlimited generation of fingerprint samples at any time, allow-
ing for its resilience to leakage. Therefore, fingerprinting offers a
more robust and flexible solution for black-box tampering detection
of DNN models compared to watermarking, making it generally
the superior choice for ensuring the integrity of deployed models.

However, existing fingerprinting methods are evaluated on lim-
ited types of model tampering, including model pruning, Trojan,
and backdoor attacks, which are all obvious malicious modifica-
tions. But model tampering could occur in countless ways, subtle
or obvious, benign or malicious. Subtle model modifications are
also common. For example, an adversary can launch subpopula-
tion data-poisoning attacks [27] to compromise the performance
of a DNN model on a particular small subset of samples of interest.
Furthermore, a DNN model can also be evolving or adapting over
time in benign ways [14, 50], which are benign modifications. When
dealing with multiple versions of a model that has been updated or
tuned for different purposes, the service provider may unintention-
ally operate with a mismatched version of the DNN model. Thus it
is practically necessary to verify if a cloud-serviced model is the
correct version.

In traditional integrity verification of emails and files, it assures
that data is unaltered from its original form. Similarly, integrity
verification of a DNN model should detect any modifications to the
model, malicious or benign, significant or subtle. However, existing
works only focus on detecting malicious significant modifications
and ignore others. Stricter integrity verification of DNN models is
left to be explored. We take the first step towards such an ultimate
goal with the following research question: black-box integrity veri-
fication of DNN models for harder-to-observe model modifications.

A model is said to be observably modified if its decision bound-
ary is observably altered, i.e., there exists an example such that
its prediction result received by an end user, e.g., top-1 label for a
classification model, is observably different from that of the target
model. Intuitively, subtler model modifications are harder to ob-
serve. Stricter integrity verification for detecting harder-to-observe
modifications is useful, since an end user may need to check if the
model he/she is using is really the model he/she wants to use.
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To fill this gap, we introduce BIVBench, the first benchmark
for black-box integrity verification of DNN models. BIVBench com-
prises 16 types of practically observable model modifications, captur-
ing common tampering scenarios and including 10 new tampering
types previously unexplored. Our empirical evaluations conducted
using BIVBench reveal that existing SOTA fingerprinting methods
are less effective, or even ineffective, in detecting harder-to-observe
subtle tampering (see Section 3.2 for details). Detecting harder-to-
observe model modifications such as subtle model modifications
requires fingerprint samples with higher sensitivity.

We then propose MiSentry (Model integrity Sentry), an innova-
tive DNN fingerprinting method with higher sensitivity empow-
ering stricter black-box integrity verification. By maximizing the
divergence of the output predictions between the target model
and potential tampered models (called model zoo), MiSentry gener-
ates fingerprint samples capable of effectively distinguishing seen
model tampers. Inspired by our novel empirical observations that
fingerprint samples generated with subtler modifications can detect
more obvious modifications and exhibit higher detection sensitiv-
ity, MiSentry meticulously selects representative models of only
minor modification types hard to distinguish from the target DNN
model for constructing the model zoo to maximize the sensitivity
of generated fingerprint samples. In addition, MiSentry leverages
meta-learning [62] with the model zoo to generate fingerprint sam-
ples that can generalize well to unseen tampering types. Extensive
experiments on BIVBench validate the high sensitivity and gen-
eralizability of fingerprint samples generated by our MiSentry. It
outperforms existing fingerprinting methods for DNN models, esp.
for subtler malicious tampering and benign modifications.

Our major contributions can be summarized as follows:

o We are the first to explore black-box integrity verification of DNN
models in a stricter form by defining observable modification
and considering subtle tampering.

o We introduce BIVBench, the first benchmark specifically designed
for black-box integrity verification of DNN models. This bench-
mark encompasses 16 types of practically observable modifica-
tions capturing all prevalent scenarios of potential DNN model
tampering. This is a notable broadening in scope compared to
existing works, which focus on no more than 6 types of model
tampering. Our empirical analyses with BIVBench reveal that
existing SOTA fingerprinting methods are insufficiently sensitive
in detecting such subtle tampering.

o To effectively distinguish all practically observable model modi-
fications, we propose MiSentry, a novel fingerprinting method
that strategically incorporates only a few crucial subtly tampered
models into a model zoo, leverages meta-learning, and maximizes
the divergence of the output predictions between the untampered
targeted model and models in the model zoo to generate highly
sensitive, generalizable, and effective fingerprint samples.

o Extensive experimental evaluation using BIVBench confirms that
MiSentry can effectively detect observable modifications, includ-
ing those unseen during sample generation. MiSentry consis-
tently outperforms all existing methods, particularly in detecting
subtle tampering where existing SOTA fingerprint methods are
less effective or even ineffective.

Anonymous Authors

2 BLACK-BOX INTEGRITY VERIFICATION

Both watermarking [64] and fingerprinting [22] are proposed for
black-box integrity verification of a DNN model through querying
it with responses of only top-1 category labels.

Sensitive-Sample Fingerprinting (SSF) [22] is the first fingerprint-
ing method to detect tampering with DNN models. It generates
sensitive and natural-looking samples by approximating and max-
imizing their sensitivity to the model’s tampering, and selects a
subset of sensitive samples with the maximal coverage rate of acti-
vated neurons as fingerprint samples. Symbolic constraint solvers
are used in [12] and Bayesian optimization (BO) is used in [34] to
solve SSF’s optimization problem in generating sensitive samples.
PublicCheck [58] generates fingerprint samples located near the de-
cision boundary with the generative models in a black-box manner,
since a model’s decision boundary can be sensitive to tampering.

All the existing fingerprinting methods focus on detecting back-
door attacks and model compression but ignore subtler model tam-
pering. Model tampering could happen more covertly and subily.
We refer to model tampering with subtler modifications to the deci-
sion boundary of the target model than the model tampering types
discussed in existing literature, such as SSF and PublicCheck, as
subtle model tampering. In this paper, we incorporate several types
of subtle modifications that may occur in practice into BIVBench.
These include malicious ones, such as sample-level attacks (Tar-
geted Attack, Degradation-S), and benign ones, like online learning,
unlearning, and fine-tuning of the last layer or all layers (see Sec. 3.1
and Appendix C.2 for more details). As to be presented in Section 5,
existing fingerprinting methods lack sensitivity or are ineffective
in detecting such subtler model tampering, while our MiSentry
demonstrates its effectiveness in detecting such subtle tampering.

Furthermore, unlike SSF-like methods which estimate the finger-
print’s sensitivity to tampering through a series of relaxations, our
MiSentry directly assesses sensitivity with prediction changes fol-
lowing potential subtle tampering, without any relaxation, thereby
allowing for higher sensitivity. Also, in contrast to PublicCheck-like
methods where fingerprint samples are located near the decision
boundary and could exhibit unusual prediction vectors which can be
easily figured out when querying, our MiSentry maximizes output
covertness by ensuring prediction vectors of generated fingerprint
sample similar to those of normal samples while simultaneously
maximizing sensitivity.

Model hashing [4, 28, 48] and watermarking techniques [3] also
aim for integrity verification, but they operate differently and cater
to distinct threat models from ours. Specifically, model hashing
requires white-box access to the protected model, which contrasts
with our methodology which assumes black-box query access dur-
ing integrity verification. The black-box approach is more chal-
lenging but practical in real-world scenarios. In addition, model
watermarking involves tampering with the target model, which
could result in performance degradation. MiSentry, however, does
not tamper with the target model.

The primary advantage of black-box integrity verification over
white-box integrity verification is its ability to conduct live and
stealthy integrity verification while the model is in service, without
being detected by the cloud service provider. This makes it diffi-
cult for a dishonest service provider to evade black-box integrity
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verification. In contrast, white-box integrity verification requires
white-box access to the model for integrity verification, rather than
during the model’s service. This allows a dishonest service provider
to provide the authentic model for white-box integrity verification
while using a compressed model for servicing users. Black-box
integrity verification makes integrity verification more feasible,
stealthy, practical, and harder to evade.

Black-box integrity verification is more challenging to design
than white-box integrity verification since only the top-1 label is
available for integrity verification, making the detection of subtle
changes significantly more difficult.

Fingerprinting is also used for intellectual property (IP) protec-
tion of DNN models [5, 44, 59, 60]. IP protection aims to verify
the ownership of a stolen DNN model. Fingerprint samples for IP
protection should be robust to model modifications that can be
employed to obfuscate the model’s ownership. In contrast, integrity
verification ensures that a model operates as intended and has not
been altered. IP protection and integrity verification pursue distinct
objectives and possess different characteristics.

3 BIVBENCH: BENCHMARK FOR BLACK-BOX
INTEGRITY VERIFICATION OF DNNS

Existing works only evaluate the performance of black-box in-
tegrity verification on limited types of model tampering, including
model pruning, Trojan, and backdoor attacks. However, model tam-
pering could occur in countless ways. Subtle and benign model
modifications are common and their detection is also crucial. To
cover common tampering scenarios and fill the gap of detection
for unexplored tampering types, we introduce BIVBench, the first
benchmark for black-box integrity verification of DNN models.

3.1 Practical Model Modifications to DNNs

Traditional integrity verification of emails and files requires that
any modifications to the data, malicious or benign, should be de-
tected. Far from such much stricter integrity verification, existing
fingerprinting methods mainly consider limited types of obvious
malicious model which are relatively easier to detect. We aim to
enable integrity verification of a DNN model to detect any observ-
able model tampering, where the decision boundary of the model
is altered such that there exists an example whose prediction is
observably different from that of the original model. Such integrity
verification should be able to detect any practical modifications, be-
nign or malicious, to a DNN model. We come up with the following
practical modifications that a fingerprinting method should be able
to detect.

Benign Modifications. DNN models may be modified for legiti-

mate reasons. These benign modifications include:

e Unlearning [14] is to force a model to forget a selected subset
of data used to train the model. This is increasingly important
with the enactment of privacy protection laws such as GDPR.

e Online learning [50] is used to adapt a model to fit newly-
collected incremental data.

e Model compression [7] compresses a DNN model to save com-
puting resources, typically in the following ways:

(i) Pruning [41] prunes components with the least contribution
to the performance of the model and then retains the lost
performance by fine-tuning the rest.
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(if) Quantization quantizes a model, i.e., reducing the precision
of the model’s representation.

e Knowledge distillation [23] transfers the knowledge from a
teacher model to a student model. By transferring to a smaller
model, it also reduces computing resources.

e Transfer learning [43] adapts a pre-trained model to a new
downstream task.

¢ Fine-tuning adjust the weights of specific layers (called tunable
layers) while freezing the weights of other layers.

o Retraining differs from fine-tuning by re-initializing the weights
of tunable layers before relearning them.

Malicious Modifications. A model can be maliciously modified via

poisoning training data or directly modifying the model to degrade

its performance or misbehave only on specific inputs. Malicious
modifications include:

e Poisoning degradation attack [27] degrades the accuracy of a

model by tampering with its training data.

Bit-flipping attack [46] degrades the accuracy of a model by

flipping the most vulnerable bits of the model.

Targeted attack [30, 51, 54] makes a model mispredict to a

specific label on specific input samples but predict normally on

other input samples.

e Backdoor attack [16, 29] makes a model mispredict to a specific

label when a specific trigger is applied to an arbitrary sample but

behaves normally otherwise. A backdoor can be inserted into a

model by poisoning its training data.

Trojan attack [36] injects a backdoor into a model by first op-

timizing the values of a backdoor trigger at a given location

without touching the model and then applying the trigger to
fine-tune ending layers.

e Clean-label attack [63] inserts a backdoor using poisoning data
that visually appears consistent with the clean labels.

We construct BIVBench, the first benchmark for DNN black-box
integrity verification, with all the benign and malicious modifica-
tions listed in the above practical model modifications.

3.2 Fingerprinting Evaluation Using BIVBench

We next comprehensively evaluate black-box integrity verification
performance of existing SOTA fingerprinting methods using our
BIVBench. The performance is metricized by the tampering detec-
tion rate using Ng fingerprint samples for each tampering type.
Three frequently-used datasets, CIFAR-10 [31], GTSRB [53], and
ImageNet [49], and models with various architectures are used.
Specifically, we use ResNet20 [19], CNN [35] with 6 convolution
layers and 1 full-connected layer, and DenseNet121 [26] as the
architectures of the target model for CIFAR-10, GTSRB and Im-
ageNet, respectively. Test instances for each tampering type are
constructed following the principle of subtlest tampering that tam-
pering action is stopped as soon as the tampering objective is met
since subtler modifications are harder to detect. We use the exist-
ing state-of-the-art (SOTA) fingerprinting methods, SSF [22] and
PublicCheck [58], as the baseline methods. Implementation details
about fingerprint generation, tampering test instances, models, and
tampering detection are described in Appendix C.

The tamper detection rates of SSF, PublicCheck, and MiSentry
(which we will propose in the next section) for different tampering
types using 1 (Ns = 1) and 5 (Ng = 5) fingerprint samples for
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Table 1: Tamper detection rate (%). Ns is the number of fingerprint samples used for integrity verification. N/A means not
available. For fine-tuning and retraining, the subtext indicates if the last layer (Last) or all layers (All) are fine-tuned, and
the number after dash (e.g., 3) means the negative power of the learning rate (e.g., 103) used in fine-tuning. For degradation
(poisoning degradation attack), the letter after the dash indicates if a single sample (S) or all the samples in a randomly
selected category (C) are mislabeled. For the latter, the subtext indicates if these samples are randomly mislabeled (Random) or

mislabeled to a specific label selected (Specific).

Dataset CIFAR-10 GTSRB ImageNet
Method SSF PubCheck MiSentry SSF PubCheck MiSentry SSF PubCheck MiSentry
Tampering Type \ Ng 1 5 1 5 1 5 1 5 1 5 1 5 1 5 1 5 1 5
Unlearning 3.2 209 | 283 86.6 | 68.4 99.8 1.9 16.4 199 735 | 594 97.8 39.6 941 563 97.8 | 87.7 100.0
Online Learning 6.7 36.8 | 254 823 | 741 100.0 | 42 35.7 21.8  69.7 | 63.7 99.5 46.1 96.3 | 482 969 | 89.8 100.0
Pruning 663 99.7 | 69.5 100.0 | 89.5 100.0 | 57.1 97.5 74.6 100.0 | 84.5 100.0 | 648 983 743 100.0 | 92.4 100.0
Quantization 66.7 998 | 60.8 994 | 90.7 100.0 | 785 100.0 | 71.5 100.0 | 91.2 100.0 | 84.5 100.0 | 81.9 100.0 | 95.3 100.0
Knowledge Distillation | 78.4 100.0 | 69.2 100.0 | 92.8 100.0 | 76.2  99.9 68.3 100.0 | 88.4 100.0 | 82.7 100.0 | 8.7 100.0 | 94.9 100.0
Transfer Learning 85.9 100.0 | 74.3 100.0 | 923 100.0 | NJ/A N/A | NJA N/A | NNA N/A |NA NA |NA NA | NA N/A
Fine-tuningp ast-3 4.6 36.1 279 894 | 73.7 100.0 | 2.2 18.3 186 714 | 61.1  99.2 449 952 47.1 96.3 | 88.1 100.0
Fine-tuningy ,st-4 1.8 153 | 248 832 | 58.1 98.8 0.5 9.1 16.8 669 | 425 97.1 355 927 | 413 918 | 83.4 100.0
Fine-tuningy a5t-5 0.0 0.0 21.6 799 | 459 96.2 0.0 0.0 16.1 67.2 | 36.8 90.3 31.1 89.5 399 924 | 823 99.8
Fine-tuningaj -3 7.3 382 | 295 885 | 76.5 100.0 | 54 37.5 21.2 785 | 649 995 472 971 544 989 | 90.7 100.0
Fine-tuningaj -4 2.4 19.6 | 27.1 86.8 | 64.1 99.4 1.7 14.6 174 693 | 58.2 96.4 37.4 935 | 458 96.1 87.5 100.0
Fine-tuningaj -5 0.0 0.0 26.2 853 | 59.2 97.6 0.0 0.0 172 658 | 44.5 94.8 358 90.6 | 405 927 | 83.2 100.0
Retrainingy ast 66.5 99.7 | 39.1 917 | 845 100.0 | 593 9538 585 984 | 78.1 99.9 674  99.8 78.1 100.0 | 93.6 100.0
Retrainingay 76.1 100.0 | 654 993 | 92.6 100.0 | 645 973 648  99.1 79.6 100.0 | 68.0 100.0 | 82.0 100.0 | 94.0 100.0
Different Architectures | 79.7 100.0 | 65.1 99.2 93.5 100.0 | 674 99.2 68.7 100.0 | 81.9 100.0 | 783 100.0 | 84.5 100.0 | 95.1 100.0
Degradationgandom-C 43.9 92.5 48.4 94.7 91.3 100.0 | 49.6 96.5 535 95.8 85.3 100.0 | 61.3 97.4 73.4 99.9 91.5 100.0
Degradationspeciﬁc—c 46.2 95.2 47.9 94.5 93.1 100.0 | 553 97.4 59.2 97.9 92.7 100.0 | 64.5 98.9 729 100.0 | 91.6 100.0
Degradation-S 19.8 72.4 38.7 91.1 88.2 100.0 | 26.1 85.7 38.9 92.2 83.4 100.0 | 56.9 96.8 67.3 99.8 92.3 100.0
Targeted Attack 114 635 36.9 90.2 83.8 100.0 | 12.4 67.1 42.1 94.4 79.4 100.0 | 48.1 94.9 63.8 99.8 90.9 100.0
Bit-flipping 84.0 100.0 | 91.0 100.0 | 91.0 100.0 | 89.0 100.0 | 88.0 100.0 | 92.0 100.0 | 96.0 100.0 | 96.0 100.0 | 98.0 100.0
Backdoor 649 988 | 73.6 996 | 86.4 100.0 | 63.2 98.6 693 99.7 | 85.8 100.0 | 656  99.8 81.4 100.0 | 92.1 100.0
Trojan 743 100.0 | 78.8 100.0 | 91.9 100.0 | 71.6  99.8 71.1 99.5 | 87.1 100.0 | 77.5 100.0 | 79.6 100.0 | 93.4 100.0
Clean label 72.4 100.0 | 79.8 100.0 | 92.1 100.0 | 69.8 100.0 | 81.5 100.0 | 89.4 100.0 | 78.4 100.0 | 84.2 100.0 | 92.9 100.0

integrity verification are shown in Table 1. We can see that some
tampering types are harder to detect than others. The detection
rate is significantly lower when model tampering is subtler. On both
CIFAR-10 and GTSRB, SSF and PulicCheck both have a significantly
lower tamper detection rate for unlearning, online learning, fine-
tuning, targeted attacks, and single-sample poisoning degradation
attacks than that for model compression (pruning and quantiza-
tion), backdoor attacks, Trojan attacks, etc. For example, SSF fails in
detecting fine-tuning with a learning rate of 10~> on these datasets.
We conclude that existing SOTA fingerprinting methods are insuf-
ficiently sensitive in detecting harder-to-observe subtle tampering,
calling for fingerprint samples with higher sensitivity.
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Figure 1: Overview of MiSentry’s fingerprint generation.

4 MISENTRY: FINGERPRINTING DNNS WITH
HIGHER SENSITIVITY

In this section, we first describe the threat model and present desir-
able properties of fingerprint samples. To achieve desirable prop-
erties, we formalize the generation of fingerprint samples as an
optimization problem to distinguish two models, select represen-
tative models to construct a model zoo to maximize detection sen-
sitivity and leverage meta-learning to make fingerprint samples
generated on a small number of models effective on unseen models.
MiSentry’s fingerprint generation is outlined in Fig. 1.

4.1 Threat Model

Like SSF [22], we assume white-box fingerprint generation and
black-box integrity verification. Specifically, a model is under white-
box access when its fingerprint samples are generated. When a
model’s integrity is verified, we assume the model cannot be ac-
cessed directly. Integrity verification can be conducted only by
querying the model with samples. When queried, a DNN model
returns only the top-1 label, without returning its confidence level
or the prediction vector.

MiSentry can be utilized for both private and public integrity
verification. The detection performance remains consistent between
public and private integrity verification. The primary difference
between the two types of integrity verification lies in the fingerprint
samples’ usage: In public verification as shown in Fig. 2, model
owners generate fingerprint samples and send them to a trusted
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Figure 2: Public integrity verification [58].

third party, from which interested parties can request samples to
verify a cloud model’s integrity.

In contrast, in a private setting, only the model owner or autho-
rized entities can use the generated fingerprint samples provided
by the model owner for verification. It is important to note that
public verification makes integrity verification more practical but
significantly increases the risk of fingerprint sample leakage due to
the involvement of untrusted users.

In addition, we assume that the DNN service provider is not
trustworthy: it may detect probing fingerprint samples and evade
tampering detection. We also assume that adversaries can get access
to fingerprint samples already used for verifying integrity and
exploit them to evade tampering detection.

4.2 Desirable Properties

With the above threat model, fingerprinting samples should have

the following desirable properties:

o Sensitivity. Fingerprint samples should be sensitive to any prac-
tically observable modifications (see Section 3.1 for details) to
the target model.

o Uniqueness. Fingerprint samples should be able to distinguish
the target model from other models of the same or different
architectures, trained with the same or different datasets, that
perform the same task as the target model. This property ensures
the uniqueness of the target model, i.e., it cannot be replaced by
a similarly trained model. It is unexplored by existing methods.

e Covertness. To ensure that fingerprint queries can’t be dis-
tinguished from normal queries and prevent malicious cloud
providers from identifying fingerprint queries to evade integrity
verification, a fingerprint sample should not be abnormal. As pro-
posed by SSF [22], a fingerprint sample should look natural. We
call this property input covertness. We extend the covertness of
input images to output prediction vectors: the prediction vector
of a fingerprint sample should also be similar to that of normal
samples, denoted as output covertness. Both SSF [22] and Pub-
licCheck [58] require the input covertness but do not require
output covertness.

o Robustness to Partial Leakage. Fingerprint samples already
used in verifying integrity may be accessible to adversaries, who
can use them to adjust the model to evade tampering detection.
The remaining fingerprint samples should be effective in detect-
ing such adaptively modified models.

o Generalizability. A fingerprinting method should be general-
izable to different models and datasets. In addition, fingerprint
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samples should be effective in detecting all potential practical
modifications to DNN models. For MiSentry, the latter means
that fingerprint samples should be effective in distinguishing the
target model from not only the tampered models in the model
zoo but also tampered models with unseen tampering types.

4.3 Formalizing as an Optimization Problem

Natural looking. Covertness requires a fingerprint sample to look
natural. To fulfill this requirement, we generate a fingerprint sample
x from a normal sample xp with a distortion bound: ||x — xo||p < €
for some norm p.

Distinguishablity loss. Suppose we have two models, ¥, and
Fr, where ¥ is the target model (i.e., to protect) and #; is a model
to reject (i.e., to distinguish from the target model). To generate
a fingerprint sample x to distinguish them, we maximize the di-
vergence of the output predictions of the two models over input
x: Divergence(Fp(x), Fr(x)), which can be measured by Kullback-
Leibler (KL) divergence. The distinguishability loss corresponding
to this inter-model divergence is thus:

tp(x, Fp. Fr) = ~Drr(Fp (0)[|F7 (x))

Fr(x); (1)
= Z?—},(x)] In —= AT

where F,(x); is the j-th element in the prediction vector of model
¥p on input x. Note that we have taken a negative sign before the
KL divergence in Eq. 1 since we minimize this loss term.
Entropy loss. The entropy loss is designed to ensure output
covertness, which makes MiSentry the only one among the three
methods considered that meets the output covertness criterion, as
demonstrated in Fig. 5 in Section 5.3. Output covertness ensures that
the prediction vectors of fingerprint samples are similar to those
of normal samples, making fingerprinting queries indistinguish-
able from normal queries based on model outputs. This prevents a
malicious cloud service provider from identifying fingerprinting
queries to evade integrity verification. On ¥}, a normal sample has
likely a high probability on its true label and low probabilities on
others. We also expect that 7 behaves similarly to %, otherwise
it can be easily differentiated from ¥, without relying on a finger-
printing method. Covertness requires that the prediction vector of
a fingerprint sample x is indistinguishable from that of a normal
sample on both Fp and 7. To fulfill this requirement, we minimize
the information entropy H of the prediction of x on both ¥, and
Fr
th, (. F5) = H(F () == ), F(0)log Fr(x); @)
J

where y € {p, r} for models ¥, and 77, respectively. In addition, we
calculate the entropy loss of the normal samples with the same label
as x on each model and determine a distribution range [ay, ﬁy], eg.,
10" percentile to 904" percentile. We require that the entropy loss
of x is within the range on both models: ay < fg, < B,y € {p,r}.

Optimization problem. A fingerprint sample x is generated
by meeting the above requirements simultaneously, i.e., by solving
the following optimization problem:

I'IliIl [total (x’ (};J’ '7:7)

eap<t’E </3p,0!r<fE < Br

®)

st [lx = xollp <
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with
ftotal (xa 7?); 7:7‘) =fD (xa 7;)) 7:7) + /11 . pr (x> 7?))

gt (5. F) @

where A1 and A, are two weighting hyperparameters of different
loss terms. Eq. 3 can be solved iteratively with the projected gradient
descent like in PGD [32, 33]:

Xpes1 = Clipe (xg — 1 - kaftotal(xk’ 7’})’ Fr)) (5)

Generation diversity. We generate our fingerprint samples
starting from different source samples. It can generate diverse fin-
gerprint samples widely spread all over the decision boundary of
the original model. Each fingerprint sample is located in a distinct
local region, which is independent and unpredictable. Thus leaked
fingerprint samples can hardly influence the effectiveness of un-
leaked ones.

4.4 Representative Model Selection

We next describe the representative model selection in MiSentry
to maximize the detection sensitivity of the generated fingerprint
samples while minimizing the number of models selected for fin-
gerprint generation. To make MiSentry more practical, we require
the models in the model zoo of meta-learning to be of the same
architecture and trained with the same dataset as the target model.

In support vector machines (SVMs) [56], support vectors are the
instances that result in the maximal margin and are closest and
crucial to the decision boundary of the hyperplane. A model could
be tampered with in countless ways, but limited (and preferably
as few as possible) tampering instances can be used to generate
fingerprint samples. Similar to the support vectors, crucial tamper-
ing instances should be identified to generate fingerprint samples
capable of distinguishing all practically observable modifications.

Intuitively, fingerprint samples generated using subtler modifi-
cations should likely be capable of distinguishing more significant
modifications and exhibit higher detection sensitivity. The rationale
behind this intuition is that a model modified more subtly has a
decision boundary closer to that of the target model. Among mod-
els subjected to the same type of modification, the subtlest one
typically exhibits the smallest deviation, such as the least samples’
prediction variation or the fewest required training epochs, since
tampering typically demands a certain number of training samples
and steps.

To validate the intuition, we conduct the following study: we
generate fingerprint samples using models fine-tuned over vary-
ing numbers of epochs (1 and 10) and use these samples to detect
modifications across a range from 1 to 15 epochs. Additionally,
we generate fingerprint samples using models updated via online
learning with 1 and 10 updated samples and used these to detect
updates in models with up to 10 samples. Our findings from exper-
iments on the CIFAR10 dataset, illustrated in Fig. 3, demonstrate
that fingerprint samples from the subtlest modifications are more
effective in detecting larger modifications and possess the highest
detection sensitivity.

These results suggest that subtler model modifications are more
crucial for the generation of effective fingerprint samples, being
closer to the detection hyperplane. Consequently, we incorporate
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Figure 3: Tamper detection rate w.r.t. the number of training

epoch/samples on CIFAR10.

(b) Online Learning

these subtlest model modifications into our model zoo as "support
vectors" for generating fingerprint samples.

For models with different types of modifications, empirical judg-
ment is used to determine which type likely produces fewer pertur-
bations to the decision boundary. It is generally harder to distin-
guish models of the same architecture and trained with the same
dataset than models of different architectures or trained with dif-
ferent datasets. That intuition leads to selecting small variations
of models of the same architecture and training with the same
dataset as the target model into the model zoo for meta-learning
(see Appendix C.3 for details).

This representative model selection of MiSentry makes finger-
print sample generation more practical since it does not require
any model trained with extra data, which may be inaccessible to
the model owner due to privacy protection.

In addition, by leveraging meta-learning to enhance generaliz-
ability [62](see Appendix A for more details), this limited selection
of models does not compromise the effectiveness of generated fin-
gerprint samples in detecting unseen tampering types. As shown
in Tab. 1, fingerprint samples generated by MiSentry are highly
generalizable: they are effective in distinguishing from the target
model not only the models in the model zoo but also models unseen
in their generation.

5 EXPERIMENTAL EVALUATION

In this section, we evaluate our MiSentry’s performance using
BIVBench following the same settings as Section 3.2 and conduct
additional evaluations on leakage robustness, output covertness,
detection sensitivity, each component’s effect, and time cost.

5.1 Tampering Detection Performance

MiSentry’s detection performance is also presented in Tab. 1. We
can make the following observations.

MiSentry’s fingerprint samples are generalizable. Even
though MiSentry uses a few types of model modifications in the
model zoo of meta-learning to generate fingerprint samples, gen-
erated fingerprint samples are effective in distinguishing unseen
tampering types and independently trained models from the target
model. The tampering detection rates of MiSentry are all above 36%
using a single fingerprint sample and above 90% using 5 fingerprint
samples for the three datasets.

MiSentry outperforms existing methods. MiSentry has a
reasonable tampering detection rate even for the hardest-to-detect
tampering types. It outperforms both SSF and PulicCheck in general
and by a large margin for subtler tampering types.

Detection rate of a larger-scale dataset and model is gen-
erally higher. The detection rates of subtler tampering types,
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Figure 4: Detection rate when different numbers of finger-
print samples are leaked and exploited for adaptive backdoor
attacks on CIFAR10. The three rows from top to bottom show
the results of MiSentry, SSF, and PublicCheck, respectively.

unlearning, online learning, fine-tuning, poisoning degradation
attacks, and targeted attacks, are generally higher on ImageNet
than on CIFAR-10 and GTSRB for both SSF and MiSentry. It can be
explained as follows. For fine-tuning, a model is fine-tuned with 1
epoch. Since ImageNet has many more training samples than the
other two datasets, fine-tuning an ImageNet model incurs more
severe modifications than fine-tuning CIFAR-10 and GTSRB mod-
els, making it easier to be detected. For other tampering types, the
modification adjusts more model parameters on an ImageNet model
than on a model of CIFAR10 or GTSRB since the ImageNet model
is much larger, which makes tampering detection easier.

SSF-BO [34], a variant of SSF, uses Bayesian optimization to
generate fingerprint samples. SSF-BO is infeasible for large-scale
datasets like ImageNet. We use the code of SSF-BO from [42] to
detect model tampering on MNIST [35], a handwritten digits dataset.
The results can be found in Appendix. F. MiSentry surpasses SSF-BO
in detecting all the tested model tampering.

5.2 Adaptive Attacks with Leaked Samples

In public integrity verification, an adversary can collect already
used fingerprint samples and use them for an adversarial tampering
attack by pursuing a model manipulation goal while preserving
the top-1 labels on collected fingerprint samples simultaneously.
To evaluate existing SOTA fingerprint methods and MiSentry’s
robustness to such adaptive attacks, we assume that Nj, 4.4 al-
ready used fingerprint samples are collected and exploited by the
attacker, where Ny 14 represents the number of leaked fingerprint
samples, and evaluate the detection performance of the three meth-
ods on newly-generated unused fingerprint samples. The leaked
fingerprint samples comprise tampering set which is used in the
adversarial tampering attacks to evade MiSentry detection, while
the unleaked fingerprint samples comprise validation set which is
used for integrity verification.

To investigate the effectiveness of existing fingerprint methods
and MiSentry in such increasingly threatening scenarios, we in-
crease the number of leaked fingerprinting samples, Njgkeq, from
1,000 to 3,000. Here, we conduct adaptive tampering attacks with
backdoor attacks and last-layer fine-tuning respectively since they
are the most common malicious and benign model modifications.

ACM MM, 2024, Melbourne, Australia

Experimental results of adaptive backdoor attacks are shown in
Fig. 4 and those of adaptive last-layer fine-tuning are presented in
Appendix E. The black dot line shows the detection rate when no
leaked fingerprint samples are exploited, while the blue square line
shows the detection rate when Ny, 1.4 leaked fingerprint samples
are exploited for an adaptive tampering attack. The red triangle
line shows the detection rate of the leaked fingerprint samples (i.e.,
on the tampering set). We can conclude that:

e For all three methods, more leaked fingerprinting samples
could lead to a reduced detection rate. For the adaptive backdoor
attacks, when Nj.gteq is 1000, the detection rates of MiSentry, SSF,
and PublicCheck can drop to as low as 58.9%, 45.4%, and 44.9%,
respectively. When Nj,,req increases to 3000, the lowest detection
rates of MiSentry, SSF, and PublicCheck can further decline to
52.8%, 38.9%, and 39.6%, respectively. A similar tendency can be
observed for the adaptive last-layer fine-tuning. However, further
increases in the number of leaked fingerprinting samples can no
longer significantly degrade the detection performance.

o The detection rate of MiSenrty consistently remains higher
than that of SSF and PublicCheck in all cases. When Ny, xeq is
1000, the lowest detection rate of MiSentry is 1.28% that of SSF
and 1.31X that of PublicCheck under such an adaptive backdoor
attack, respectively. A similar advantage still persists when Nj¢gkeq
is 3000. For the adaptive fine-tuning attack, we find this advantage
of the detection rate of MiSenrty to that of PublickCheck enlarges
to 2.25X.

e While more leaked fingerprinting samples could lead to a
reduced detection rate, the detection performance of our MiSentry
remained reasonably robust. The detection rate of MiSentry remains
consistently higher than 50% and 29% under the backdoor and fine-
tuning attack respectively. It is worth noting that SSF is almost
incapable of detecting whether the model has been tampered with
in the early stages of the adaptive fine-tuning attack. Only with
the increase of fine-tuning training epochs does SSF gradually gain
the ability to detect potential tampering, albeit the detection rate
remains very low, indicating inherently low sensitivity of SSF.

The robustness of detection performance to leakage can be at-
tributed to generation diversity. Starting from different source sam-
ples, our MiSentry can generate diverse fingerprint samples widely
spread all over the decision boundary of the original model. Each
generated fingerprint sample is independent and unpredictable
since it is located in a distinct local region. Thus leaked fingerprint
samples can hardly influence the effectiveness of unleaked ones.

5.3 Perceptual Quality and Output Covertness

Appendix D shows some fingerprint samples generated by MiSen-
try, SSF, and PublicCheck on the three datasets. These fingerprint
samples exhibit a natural appearance, and the perturbations they
introduce to the source samples are almost indiscernible. MiSentry
and SSF show similar perceptual quality to the original samples,
with noise-like artifacts, while PublicCheck’s artifacts involve al-
tered texture and color temperature. Their perceptual quality is
comparable overall.

To avoid being singled out, the output of a fingerprint sample
should be indistinguishable from that of a normal sample. Fig. 5
shows the distribution of prediction probabilities of top-1 labels for
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Figure 6: Detection rates vs the number of training steps on
CIFAR10.

fingerprint samples generated by MiSentry, SSF, and PublicCheck
and normal samples in the test set. We can see that the prediction
probabilities of MiSentry are within those of normal samples, while
some prediction probabilities of SSF and PublicCheck fall into a re-
gion below the bottom 5% low confidence of normal samples (shown
by the dashed lines), especially for GTSRB, which makes integrity
probing using fingerprint samples generated by SSF and Public-
Check potentially singled out. Only MiSentry meets the output
covertness requirement among the three fingerprinting methods.

5.4 Detection Sensitivity

During the manipulation of the target model, we would like to know
how quickly a fingerprinting method can detect the manipulation.
We explore this detection sensitivity, i.e., the relationship between
tampering detection rate and magnitude of modification starting
from the initial untampered model. Fig. 6 shows the tampering
detection rates of different fingerprint methods at different training
steps on CIFAR10 for fine-tuning the last layer with a learning
rate of 1072, targeted attacks, and backdoor attacks. We can make
the following observations. First, the detection rate of MiSentry
increases more rapidly than that of SSF and PublicCheck, indicating
that MiSentry has higher detection sensitivity than SSF. Second,
when using 5 fingerprint samples for tampering detection, the
detection performance of MiSentry saturates around 100 training
steps. Third, SSF fails to detect the fine-tuning, which agrees with
that reported in Section 3.2.

5.5 Ablation Study

We conduct an ablation study for each component of our MiSentry
to analyze their respective effects on CIFAR10. Tab. 2 presents the
tampering detection rates using a single fingerprint sample for
different model zoo constructions. Additional results are shown in
Appendix G. We can make the following important observations.

o Subtly modified models (i.e., last-layer fine-tuning) are crucial
for detecting all modification types, while other modification types
in the model zoo mainly enhance detection performance for the
same type.

e The generalization ability of fingerprint samples improves
with an increasing number of representative models per tampering
type but saturates when the number is larger than 6.

Anonymous Authors

Table 2: Ablation study on modification types for construct-
ing model zoo. FT stands for fine-tuning.

Tampering\Model zoo  FT + Retrain FT  FTiase FTaqn
Degradation-C 91.3 91.1 889 79.4
Targeted Attack 83.8 84.2 793 77.2
Backdoor 86.4 85.9 815 78.1
Quantization 90.7 91.2 894 80.1
Pruning 89.5 87.4 783 72.4
Fine-tuningj st 73.7 73.8 75.8 48.9
Fine-tuningay 59.2 594 492 481

Table 3: Average time cost per model construction or finger-
print sample generation (in seconds).

CIFAR10 GTSRB ImageNet
Fine-tuningpast 9.5 10.4 4980.3
Tampered model  Fine-tuning,; — 11.2 12.8 6361.5
Retrainingay 1473.6 1519.8 N/A
Fingerprint sample generation 95.7 86.1 925.2

e Without the L, norm bound, the generated fingerprints are
noise-like images, which can be easily distinguished from normal
samples. However, these noise-like fingerprints have higher detec-
tion sensitivity (tampering detection increases up to 0.359x).

e Without entropy loss, the generated fingerprint samples are
more likely to have abnormal prediction vectors, with AUC scores
decreasing from 0.651 to 0.397 when detecting fingerprint samples
by their confidence scores.

e MiSentry exhibits similar defection performance across differ-
ent model architectures of the target model, confirming its general-
izability.

5.6 Time Cost

We use a single Nvidia RTX3090 GPU in our experiments. The
average time cost of constructing a model for each tampering type
and fingerprint sample generation of our MiSentry is shown in
Tab. 3. Overall, the time cost of MiSentry increases with the increase
in model parameter size. These time costs are acceptable compared
to the benefits brought by integrity verification.

6 CONCLUSION

In this paper, we have introduced significant advancements in the
field of black-box integrity verification (BIV) for DNN models. We
pioneer a stricter form of BIV by focusing on subtle tampering and
defining observable modifications, setting new standards for BIV.
We develop BIVBench, the first benchmark tailored for stricter BIV.
It includes 16 types of tampering scenarios, significantly more than
previous studies, revealing the limitations of existing fingerprint-
ing methods. We also introduce MiSentry, a novel fingerprinting
method using a refined set of subtly tampered models to produce
highly sensitive and effective fingerprint samples. MiSentry has
proven superior in detecting tampering, even those unseen dur-
ing its generation. To conclude, we establish new benchmarks and
methodology for the BIV of DNN models, paving the way for further
studies in this crucial field.

871

873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928



929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
981
982
983
984
985

986

Towards Stricter Black-box Integrity Verification of Deep Neural Network Models

REFERENCES

(1]
(2]

[3

(4]

~
[

=
&

[14]

[15

[16]

[17

(18]

[19]

[20

[21

[22]

[23

[24]

[25]

[26]
[27]

[28

AdamtayZzz. 2020.
TrojanAttack.
Amazon  Web Services. 2023. Amazon
https://aws.amazon.com/sagemaker. Last accessed March 20, 2023.
Marco Botta, Davide Cavagnino, and Roberto Esposito. 2021. NeuNAC: A novel
fragile watermarking algorithm for integrity protection of neural networks.
Information Sciences 576 (2021), 228-241.

James H Burrows. 1995. Secure hash standard. Federal information processing
standards publication (1995), 180-1.

Xiaoyu Cao, Jinyuan Jia, and Neil Zhenqiang Gong. 2021. IPGuard: Protecting
intellectual property of deep neural networks via fingerprinting the classification
boundary. In Proceedings of the 2021 ACM Asia Conference on Computer and
Communications Security. 14-25.

Clément Chadebec, Louis Vincent, and Stephanie Allassonniere. 2022. Pythae:
Unifying Generative Autoencoders in Python - A Benchmarking Use Case. In Ad-
vances in Neural Information Processing Systems, S. Koyejo, S. Mohamed, A. Agar-
wal, D. Belgrave, K. Cho, and A. Oh (Eds.), Vol. 35. Curran Associates, Inc.,
21575-21589.

Yu Cheng, Duo Wang, Pan Zhou, and Tao Zhang. 2017. A survey of model
compression and acceleration for deep neural networks. arXiv preprint
arXiv:1710.09282 (2017).

chenyaofo. 2022. Pytorch CIFAR Models. https://github.com/chenyaofo/pytorch-
cifar-models. Last accessed Jan. 25, 2022.

Frangois Chollet. 2017. Xception: Deep learning with depthwise separable con-
volutions. In Proceedings of the IEEE conference on computer vision and pattern
recognition. 1251-1258.

Distributed (Deep) Machine Learning Community. 2021. Gluon CV Toolkit.
https://github.com/dmlc/gluon-cv.

PyTorch Contributors. 2022. QUANTIZATION. https://pytorch.org/docs/stable/
quantization.html.

Amel Nestor Docena, Thomas Wahl, Trevor Pearce, and Yunsi Fei. 2021. Sensitive
Samples Revisited: Detecting Neural Network Attacks Using Constraint Solvers.
arXiv preprint arXiv:2109.03966 (2021).

Patrick Esser, Robin Rombach, and Bjorn Ommer. 2021. Taming transformers
for high-resolution image synthesis. In Proceedings of the IEEE/CVF conference on
computer vision and pattern recognition. 12873-12883.

Aditya Golatkar, Alessandro Achille, and Stefano Soatto. 2020. Eternal sunshine
of the spotless net: Selective forgetting in deep networks. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition. 9304-9312.
Google Cloud. 2023. AutoML. https://cloud.google.com/automl. Last accessed
March 20, 2023.

Tianyu Gu, Brendan Dolan-Gavitt, and Siddharth Garg. 2017. Badnets: Identifying
vulnerabilities in the machine learning model supply chain. arXiv preprint
arXiv:1708.06733 (2017).

Tianyu Gu, Kang Liu, Brendan Dolan-Gavitt, and Siddharth Garg. 2019. Badnets:
Evaluating backdooring attacks on deep neural networks. IEEE Access 7 (2019),
47230-47244.

Kaiming He, Xiangyu Zhang, Shaoging Ren, and Jian Sun. 2016. Deep residual
learning for image recognition. In Proceedings of the IEEE conference on computer
vision and pattern recognition. 770-778.

Kaiming He, Xiangyu Zhang, Shaoging Ren, and Jian Sun. 2016. Deep residual
learning for image recognition. In CVPR. IEEE, 770-778.

Zecheng He. 2021. Sensitive Sample Fingerprinting. https://github.com/
zechenghe/Sensitive_Sample_Fingerprinting. Last accessed Jan. 25, 2022.
Zhezhi He. 2022. Bit-Flips Attack and Defense. https://github.com/elliothe/BFA.
Last accessed Jan. 25, 2022.

Zecheng He, Tianwei Zhang, and Ruby Lee. 2019. Sensitive-sample fingerprinting
of deep neural networks. In Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition. 4729-4737.

Geoffrey Hinton, Oriol Vinyals, Jeff Dean, et al. 2015. Distilling the knowledge
in a neural network. arXiv preprint arXiv:1503.02531 2, 7 (2015).

Andrew G Howard, Menglong Zhu, Bo Chen, Dmitry Kalenichenko, Weijun
Wang, Tobias Weyand, Marco Andreetto, and Hartwig Adam. 2017. Mobilenets:
Efficient convolutional neural networks for mobile vision applications. arXiv
preprint arXiv:1704.04861 (2017).

Gao Huang, Zhuang Liu, Laurens Van Der Maaten, and Kilian Q Weinberger.
2017. Densely connected convolutional networks. In Proceedings of the IEEE
conference on computer vision and pattern recognition. 4700-4708.

Gao Huang, Zhuang Liu, and Kilian Q. Weinberger. 2016. Densely Connected
Convolutional Networks. arXiv preprint arXiv:1608.06993 (2016).

Matthew Jagielski, Giorgio Severi, Niklas Pousette Harger, and Alina Oprea. 2021.
Subpopulation data poisoning attacks. (2021), 3104-3122.

Mojan Javaheripi and Farinaz Koushanfar. 2021. HASHTAG: Hash Signatures for
Online Detection of Fault-Injection Attacks on Deep Neural Networks. In 2021
IEEE/ACM International Conference On Computer Aided Design (ICCAD). IEEE,
1-9.

TrojanAttack. https://github.com/AdamtayZzz/

SageMaker.

ACM MM, 2024, Melbourne, Australia

[29] Xue Jiang, Lubin Meng, Siyang Li, and Dongrui Wu. 2023. Active poisoning:

efficient backdoor attacks on transfer learning-based brain-computer interfaces.
Science China Information Sciences 66, 8 (2023), 1-22.

Pang Wei Koh and Percy Liang. 2017. Understanding black-box predictions
via influence functions. In International conference on machine learning. PMLR,
1885-1894.

Alex Krizhevsky and Geoffrey Hinton. 2009. Learning multiple layers of features
from tiny images. Citeseer.

Alexey Kurakin, Jan Goodfellow, and Samy Bengio. 2017. Adversarial examples
in the physical world. In 5th International Conference on Learning Representations
ICLR 2017, Workshop track.

Alexey Kurakin, Ian Goodfellow, and Samy Bengio. 2017. Adversarial machine
learning at scale. In 5th International Conference on Learning Representations ICLR
2017.

Deepthi Praveenlal Kuttichira, Sunil Gupta, Dang Nguyen, Santu Rana, and Svetha
Venkatesh. 2022. Verification of integrity of deployed deep learning models using
Bayesian Optimization. Knowledge-Based Systems 241 (2022), 108238.

Yann LeCun, Lawrence D Jackel, Léon Bottou, Corinna Cortes, John S Denker,
Harris Drucker, Isabelle Guyon, Urs A Muller, Eduard Sackinger, Patrice Simard,
et al. 1995. Learning algorithms for classification: A comparison on handwritten
digit recognition. Neural networks (1995), 261-276.

Yingqi Liu, Shiqing Ma, Yousra Aafer, Wen-Chuan Lee, Juan Zhai, Weihang Wang,
and Xiangyu Zhang. 2018. Trojaning Attack on Neural Networks. In 25th Annual
Network and Distributed System Security Symposium, NDSS 2018.

Jonathan Long, Evan Shelhamer, and Trevor Darrell. 2015. Fully convolutional
networks for semantic segmentation. In Proceedings of the IEEE conference on
computer vision and pattern recognition. 3431-3440.

Yoshitomo Matsubara. 2021. torchdistill: A Modular, Configuration-Driven Frame-
work for Knowledge Distillation. In International Workshop on Reproducible Re-
search in Pattern Recognition. Springer, 24-44.

Microsoft. 2022. Neural Network Intelligence. https://github.com/microsoft/nni.
Microsoft ~ Azure.  2023. Microsoft ~ Machine  Learning.
https://azure.microsoft.com/en-us/products/machine-learning. Last ac-
cessed March 20, 2023.

Pavlo Molchanov, Arun Mallya, Stephen Tyree, Iuri Frosio, and Jan Kautz. 2019.
Importance estimation for neural network pruning. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition. 11264-11272.

Dang Nguyen. 2019. BCD: Bayesian Optimization for Compromise Detection.
https://github.com/nphdang/BCD.

Sinno Jialin Pan and Qiang Yang. 2010. A Survey on Transfer Learning. IEEE
Transactions on Knowledge and Data Engineering 22, 10 (2010), 1345-1359. https:
//doi.org/10.1109/TKDE.2009.191

Xudong Pan, Yifan Yan, Mi Zhang, and Min Yang. 2022. MetaV: A Meta-Verifier
Approach to Task-Agnostic Model Fingerprinting. In KDD °22: The 28th ACM
SIGKDD Conference on Knowledge Discovery and Data Mining, Washington, DC,
USA, August 14 - 18, 2022. ACM, 1327-1336. https://doi.org/10.1145/3534678.
3539257

Pytorch. 2022. Pytorch Hub. https://pytorch.org/hub/. Last accessed Jan. 25,
2022.

Adnan Siraj Rakin, Zhezhi He, and Deliang Fan. 2019. Bit-flip attack: Crush-
ing neural network with progressive bit search. In Proceedings of the IEEE/CVF
International Conference on Computer Vision. 1211-1220.

Joseph Redmon, Santosh Divvala, Ross Girshick, and Ali Farhadi. 2016. You
only look once: Unified, real-time object detection. In Proceedings of the IEEE
conference on computer vision and pattern recognition. 779-788.

Ronald Rivest. 1992. RFC1321: The MD5 message-digest algorithm.

Olga Russakovsky, Jia Deng, Hao Su, Jonathan Krause, Sanjeev Satheesh, Sean
Ma, Zhiheng Huang, Andrej Karpathy, Aditya Khosla, Michael Bernstein, et al.
2015. Imagenet large scale visual recognition challenge. International journal of
computer vision 115, 3 (2015), 211-252.

Ahmed Salem, Apratim Bhattacharya, Michael Backes, Mario Fritz, and Yang
Zhang. 2020. Updates-Leak: Data Set Inference and Reconstruction Attacks in
Online Learning. In 29th USENIX Security Symposium, USENIX Security 2020.
USENIX Association, 1291-1308.

Ali Shafahi, W. Ronny Huang, Mahyar Najibi, Octavian Suciu, Christoph Studer,
Tudor Dumitras, and Tom Goldstein. 2018. Poison Frogs! Targeted Clean-Label
Poisoning Attacks on Neural Networks. In Advances in Neural Information Pro-
cessing Systems 31: Annual Conference on Neural Information Processing Systems
2018, NeurIPS 2018. 6106—6116.

Karen Simonyan and Andrew Zisserman. 2015. Very Deep Convolutional Net-
works for Large-Scale Image Recognition. In 3th International Conference on
Learning Representations, ICLR 2015.

Johannes Stallkamp, Marc Schlipsing, Jan Salmen, and Christian Igel. 2012. Man vs.
computer: Benchmarking machine learning algorithms for traffic sign recognition.
Neural networks 32 (2012), 323-332.

Octavian Suciu, Radu Marginean, Yigitcan Kaya, Hal Daume III, and Tudor
Dunmitras. 2018. When does machine learning {FAIL}? generalized transferability
for evasion and poisoning attacks. In 27th USENIX Security Symposium (USENIX

987

988

989

990

991

992

993

994

995

996

997

998

999

1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043

1044


https://github.com/AdamtayZzz/TrojanAttack
https://github.com/AdamtayZzz/TrojanAttack
https://github.com/chenyaofo/pytorch-cifar-models
https://github.com/chenyaofo/pytorch-cifar-models
https://github.com/dmlc/gluon-cv
https://pytorch.org/docs/stable/quantization.html
https://pytorch.org/docs/stable/quantization.html
https://github.com/zechenghe/Sensitive_Sample_Fingerprinting
https://github.com/zechenghe/Sensitive_Sample_Fingerprinting
https://github.com/elliothe/BFA
https://github.com/microsoft/nni
https://github.com/nphdang/BCD
https://doi.org/10.1109/TKDE.2009.191
https://doi.org/10.1109/TKDE.2009.191
https://doi.org/10.1145/3534678.3539257
https://doi.org/10.1145/3534678.3539257
https://pytorch.org/hub/

1045
1046
1047
1048
1049
1050
1051
1052
1053
1054
1055
1056
1057
1058
1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101

1102

ACM MM, 2024, Melbourne, Australia

[55]

[56

[57]
[58]

[59]

[60

(61

[62

[63]

[64]

Security 18). 1299-1316.

Aaron Van Den Oord, Oriol Vinyals, et al. 2017. Neural discrete representation
learning. Advances in neural information processing systems 30 (2017).

Vladimir Vapnik. 1999. The nature of statistical learning theory. Springer science
& business media.

verazuo. 2022. badnets-pytorch. https://github.com/verazuo/badnets-pytorch.
Shuo Wang, Sharif Abuadbba, Sidharth Agarwal, Kristen Moore, Ruoxi Sun,
Minhui Xue, Surya Nepal, Seyit Camtepe, and Salil Kanhere. 2022. PublicCheck:
Public Integrity Verification for Services of Run-time Deep Models. In 2023 IEEE
Symposium on Security and Privacy (SP). IEEE Computer Society, 1239-1256.
Siyue Wang, Xiao Wang, Pin-Yu Chen, Pu Zhao, and Xue Lin. 2021. Characteristic
Examples: High-Robustness, Low-Transferability Fingerprinting of Neural Net-
works. In Proceedings of the Thirtieth International Joint Conference on Artificial
Intelligence, [JCAL 575-582.

Kang Yang, Run Wang, and Lina Wang. 2022. MetaFinger: Fingerprinting the
Deep Neural Networks with Meta-training. In Proceedings of the Thirty-First
International Joint Conference on Artificial Intelligence, IJCAI 2022, Vienna, Austria,
23-29 Fuly 2022. ijcai.org, 776-782.

Fan Yao, Adnan Siraj Rakin, and Deliang Fan. 2020. DeepHammer: Depleting the
Intelligence of Deep Neural Networks through Targeted Chain of Bit Flips. In 29th
USENIX Security Symposium, USENIX Security 2020, August 12-14, 2020. USENIX
Association, 1463-1480. https://www.usenix.org/conference/usenixsecurity20/
presentation/yao

Zheng Yuan, Jie Zhang, Yunpei Jia, Chuanqi Tan, Tao Xue, and Shiguang Shan.
2021. Meta gradient adversarial attack. In Proceedings of the IEEE/CVF Interna-
tional Conference on Computer Vision. 7748-7757.

Shihao Zhao, Xingjun Ma, Xiang Zheng, James Bailey, Jingjing Chen, and Yu-
Gang Jiang. 2020. Clean-Label Backdoor Attacks on Video Recognition Models.
CoRR abs/2003.03030 (2020). arXiv:2003.03030 https://arxiv.org/abs/2003.03030
Renjie Zhu, Ping Wei, Sheng Li, Zhaoxia Yin, Xinpeng Zhang, and Zhenxing
Qian. 2021. Fragile Neural Network Watermarking with Trigger Image Set. In
International Conference on Knowledge Science, Engineering and Management.
Springer, 280-293.

Anonymous Authors

1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
1152
1153
1154
1155
1156
1157
1158
1159

1160


https://github.com/verazuo/badnets-pytorch
https://www.usenix.org/conference/usenixsecurity20/presentation/yao
https://www.usenix.org/conference/usenixsecurity20/presentation/yao
https://arxiv.org/abs/2003.03030
https://arxiv.org/abs/2003.03030

	Abstract
	1 Introduction
	2 Black-box Integrity Verification
	3 BIVBench: Benchmark for Black-box Integrity Verification of DNNs
	3.1 Practical Model Modifications to DNNs
	3.2 Fingerprinting Evaluation Using BIVBench

	4 MiSentry: Fingerprinting DNNs with higher sensitivity
	4.1 Threat Model
	4.2 Desirable Properties
	4.3 Formalizing as an Optimization Problem
	4.4 Representative Model Selection

	5 Experimental Evaluation
	5.1 Tampering Detection Performance
	5.2 Adaptive Attacks with Leaked Samples
	5.3 Perceptual Quality and Output Covertness
	5.4 Detection Sensitivity
	5.5 Ablation Study
	5.6 Time Cost

	6 Conclusion
	References
	A Meta Learning for Generalizability
	B MiSentry's Generation Algorithm
	C Implementation Details
	C.1 Fingerprint Generation Settings
	C.2 Tampering Settings
	C.3 Model Settings
	C.4 Tamper Detection Setting

	D Perceptual Quality
	E Detailed experimental result of adaptive tampering attacks
	F Performance Comparison with SSF-BO
	G Detailed ablation study results
	G.1 Modification Types in Model Zoo
	G.2 Number of Models in the Model Zoo per Type
	G.3 Effect of Input Bound on Input Covertness and Detection Performance
	G.4 Effect of Entropy Loss on Output Covertness
	G.5 Generalizability to Different Model Archietectures


