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A Side-Channel Hardware Trojan Detection Method
Based on Fuzzy C-Means Clustering and Fusion
Distance Algorithms

Chunhua He™, Dengyun Lei, Heng Wu™', Lianglun Cheng

Abstract—With the wide application of the Internet of Things
technology, the hardware security has attracted more and more
attention from users around the world. Hardware Trojan (HT)
of integrated circuit (IC) has become a main security threat
gradually. Therefore, HT detection is very significant. In this
article, a HT automatic test system used for side-channel test
combined logic test is constructed with a high-performance
oscilloscope, FPGA chips, a NI digital acquisition card and
LabVIEW software. Besides, the test flowchart and data pro-
cessing method are depicted in detail. Spectral feature analysis
combined principal component analysis is proposed for feature
extraction. Fuzzy C-means clustering combined spectral energy
analysis is put forward to distinguish the Trojan category from
the golden category. Then Fusion distance (i.e., Mahalanobis
distance combined Euclidean distance) is presented for the real-
time HT recognition. A 128-bit AES cipher circuit and a 2-bit
counter are applied as a golden circuit and a Trojan circuit,
respectively. Experimental results demonstrate that the detection
accuracy is 100% and the proposed detection method can easily
achieve 0.1% HT detection sensitivity, which verifies that the
detection method is feasible and effective.

Index Terms—Euclidean distance (ED) and Mahalanobis dis-
tance (MD), fuzzy C-means clustering (FCC), hardware Trojan
(HT), principal component analysis (PCA), spectral feature
analysis (SFA).

I. INTRODUCTION

WITH the rapid development of technology, Internet
of Things (IOT) products have entered thousands
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of households. In the new IOT era, hardware security is
becoming more and more important [1]. Hardware Trojan
(HT) threatens the information security seriously nowadays
as the wide application of semiconductor technology goes
on [2]. Presently, the third-party services, such as CAD tools,
IP core, integrated circuit (IC) design, fabrication, test, and
package, are uncontrollable and vulnerable. These untrustwor-
thy designs may be tampered with by the opponents, resulting
in serious security risks. Nowadays, ICs are mostly designed
independently, but they are outsourced for manufacturing.
Thus, a hacker may tamper with the gate level netlist, rather
than RTL code, during the manufacturing process. Intentional
tampering by the manufacturing factory may lead to disclosure
of important information, change of the functions, shortening
of the lifetime, refusing of the service, or even system
damage [3], [4]. In general, Trojans are usually composed
of combinational or sequential circuits, some are triggered
by ultralow probability events, and some are triggered after
a preset time. Generally, most Trojans contain triggers and
payloads. According to the performance of the payload after
triggering, Trojans can be divided into explicit payload Trojans
and implicit payload Trojans [5]. The explicit payload Trojan,
when triggered, will affect the internal signal, causing the chip
to perform incorrect function or propagate secret information
to the output pins. The triggering principle of an implicit
payload Trojan is similar to that of an explicit payload Trojan,
but after being triggered, it does not affect the internal signals,
but rather leaks confidential information by transmitting radio-
frequency signals or damages chips through implicit ways.
Relatively speaking, running exhaustive input patterns through
traditional logic testing may detect explicit payload Trojans,
but cannot detect implicit payload Trojans.

Generally speaking, HT is often too small to be discovered,
and it is only triggered under some rare circumstances, which
makes the detection so difficult. Because it is hard to find the
malicious circuits using traditional testing schemes, to study
some effective detection techniques is extremely urgent. So
far, more and more institutes at home and abroad focus on
a variety of HT detection methods. Among them, logic test,
reverse engineering test and side-channel test are three main
methods adopted for HT detection. The logic test method can
recognize the HT circuit by analyzing the output response of
the target circuit stimulated by the effective test patterns [6].
Dynamic flip-flop conversion structures and dummy scan flip-
flop can be inserted to decrease the transition generation
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time and increase the activity of HT [7], [8]. The scalable
statistical test generation method and automatic test pattern
generation (ATPG) approach can be applied to generate high-
quality test set for creating high-relative activity in any Trojan
instances [9], [10]. Even though the process variation is large,
it is still effective for detecting a small HT circuit, whereas,
to obtain the effective test patterns is very difficult, especially
for a very large-scale circuit [11].

Reverse engineering test is the most reliable HT detection
method. Considering the technical and human factors, the
complexity of reverse engineering is hard to be estimated,
which is still an unsolved issue [12]. In order to simplify
the processing and advance the test efficiency, K-means
clustering, backscattering side-channel clustering, path retrace
algorithm, and histogram of oriented gradients are applied to
assist the reverse engineering test [13], [14], [15], [16]. The
effects are obvious, nevertheless, the operations are very time-
consuming [17].

Side-channel test, used to measure the tiny differences
of power dissipation, delay, maximum operating frequency,
emission of light, electromagnetic interference, and thermal
map, is another prevalent method applied to detect HT circuits.
According to the path delay of ring oscillator networks, HT
detection can be achieved [18], [19]. However, it is at the
expense of many areas to ensure a high-detection sensitivity.
Besides, clock scanning technique and symmetric path delay
technique are useful to detect some kinds of HTs [20], [21],
but confirming the critical path is so time-consuming. Path
delay fingerprint technique is proved effective for detecting the
explicit payload Trojan (such as a combinational comparator),
instead of the implicit payload Trojan (such as a sequential
counter) [5]. Multiple currents analysis has been proved to
be effective for HT detection, and the detection sensitivity
can be improved greatly [22], [23]. Power dissipation and
maximum operating frequency can be used to achieve the
HT detection [24], [25], [26], but this detection approach
is so complicated since it needs the effective test patterns.
The electromagnetic (EM) radiation method is presented to
recognize HT [27], [28]. However, it depends so much on
the resolution of EM probe. The tiny difference resulted from
a HT in the emission map is apt to be affected by process
variation and measurement error. Likewise, detection methods
based on emission of light [29], [30], or power and thermal
maps [31], [32], [33], also rely on the relevant instruments’
resolution and the HT circuit’s area. In addition, short-term
aging effects in FinFET transistors and circuit overclocking
may induce bit errors at the circuit outputs, which can be
applied for HT detection [34]. A simplified equivalent circuit
model and frequency spectrum analysis can be also adopted
for HT detection [35], [36], although the detection accuracy
is high, the analysis algorithms can be further improved.

Apart from the detection system, the mathematical anal-
ysis algorithms are also very essential for HT detection,
where feature extraction and pattern recognition are the
most essential. In terms of feature extraction algorithms,
piecewise average filtering (PAF) [36], singular value decom-
position [37] and principal component analysis (PCA) [38],
[39] are widely used for the dimension reduction, then
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the Euclidean or Mahalanobis distance (MD) algorithm is
applied to distinguish the Trojan chips from the golden
chips [40], [41]. These algorithms are generally effective, but
they can be further improved. In terms of pattern recognition
algorithms, self-organizing map neural network [32], local
outlier factor [42], clustering-based local outlier factor [43],
hybrid clustering ensemble method [44], random forest clas-
sifier [45], and density-based clustering method [46], [47]
are often used as the unsupervised detection algorithms,
while support vector machine [48], back-propagation (BP)
neural network [27], deep neural network (DNN) [49], and
convolutional neural network (CNN) [50], [51] are adopted
as the supervised detection algorithms. Despite that the single
algorithm is useful for the HT detection, in order to fur-
ther decrease the amount of computation and advance the
detection accuracy, it is usually necessary to fuse multiple
algorithms.

Given that outsourced fabrication of IC is uncontrolled and
untrusted, the tiny tampering that occurred at this stage is
difficult to discover, hence HT detection after fabrication is
indispensable. In addition, considering that the detection of
implicit payload Trojans is more difficult than that of explicit
payload Trojans, thus this article will aim at the study of the
detection for implicit payload Trojans. Considering the merits
and disadvantages of the methods above, in this work, a novel
HT detection approach combining side-channel test and logic
test will be applied. Besides, spectral feature analysis (SFA)
combined PCA will be proposed for feature extraction. Fuzzy
C-means clustering (FCC) combined spectral energy analysis
(SEA) will be put forward to identify the golden category and
Trojan category, as well as their clustering centers. Finally,
MD combined Euclidean distance (ED) will be presented for
HT recognition.

II. SYSTEM DESIGN AND DETECTION FLOW
A. System Design

The architecture diagram of an automatic test system
applied for side-channel test combined logic test is illustrated
in Fig. 1, which is composed of a NI high-speed digital
acquisition card, a personal computer (PC), a power supply, a
test circuit and a high-performance oscilloscope. ISE software
is utilized to program the Xilinx FPGA chip through the
JTAG interface. LabVIEW software is developed to stimulate
the device under test (DUT), that is FPGA chip, and obtain
the response with the RS232 cable or NI digital acquisition
card. Meanwhile, it can set and control the oscilloscope, and
acquire the side- channel information with the USB cable.
There are 32 channels in the NI digital acquisition card and
the maximum operating frequency is 200 MHz. Besides, the
size of the memory of each channel is 64 Mbit, which is large
enough. In this work, Xilinx Spartan-3E XC3S500E FPGA
chip, fabricated in 90-nm CMOS process and packaged with
PQ208, is applied to simulate ASIC scenario and carry out
the Trojan or golden chip. Considering the process variation
(about 6%), dozens of FPGA chips are used for the test. In the
PCB, a chip socket is adopted to fix the DUT, which makes
it replaceable.
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Fig. 1. Architecture diagram of an automatic test system applied for side-
channel test combined logic test.

Fig. 2. Automatic test system is designed for HT detection.

Here, the high-performance oscilloscope is Tektronix DPO
3034. Its bandwidth is 350 MHz, maximum sampling
frequency is 2.5 Gs/s, and memory of each channel is 5 Mbit.
Differential probe is TDP0500, whose maximum sampling
frequency is 500 MHz. They are utilized to measure the
differential voltages of two precise resistances (0.5 €2) located
at the power cords of the auxiliary power supply (Vccaux) and
the internal core power supply (Vicint). All the internal logic
modules, such as block, CLBs, multipliers, and RAM, are
powered by Vicint, while the auxiliary modules, such as differ-
ential drivers, digital clock managers, dedicated configuration
pins, and JTAG interface, are powered by Vicaux. Therefore,
these two power supplies may be influenced by the HT
circuit, and ought to be monitored. Despite that side-channel
information includes the maximum operating frequency, power
dissipation, delay, electromagnetic interference, and so on,
here only power dissipation is applied to perform the HT
detection. Thus, the automatic test system can be designed and
set up as Fig. 2.

B. Detection Flow

In terms of real-time HT detection, in this article, SFA
combined PCA is used for feature extraction, while MD
combined ED is adopted for HT recognition. However, before
real-time HT detection, the clustering centers and principal
eigenmatrices of the golden and Trojan categories, as well
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Obtain the effective test patterns with VCS
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Fig. 3. Flowchart for extracting the clustering centers and principal
eigenmatrices of the two categories, as well as the eigen-subspace.

as the eigen-subspace, should be confirmed beforehand. The
flowchart is shown in Fig. 3, and it mainly includes three steps.

1) Preparation: First, design a Trojan circuit and a golden
circuit, then achieve HT implantation based on the
activation mechanisms and typical HT taxonomy, then
accomplish them in FPGA chips to imitate ASIC sce-
nario. Automatic test software is programmed with
LabVIEW, which is utilized to control oscilloscope and
NI digital card, and collect the output response and
side-channel information simultaneously. VCS software
is applied to conduct the simulation and obtain the
most effective test patterns for the logic test. Thus, the
stimulus signals corresponding to the most effective test
patterns will be used to stimulate the DUT, and the
response outputs obtained by simulation will be save as
the expected outputs compared with the real outputs of
the following tests. After that, the test system, including
oscilloscope and NI digital card, is initialized by the
LabVIEW software.

2) Data Acquisition and Prefeature Extraction: The stim-
ulus signals are applied to stimulate the golden or
Trojan chip, and the side-channel information (i.e.,
power trace of Vicaux O Vecint) is collected and saved
by the oscilloscope and LabVIEW. For each chip, every
pattern is applied to tests for 1000 times, and their
side-channel signals are averaged to further filter the
measurement and temporal noise. Afterward, the side-
channel information is processed with FFT, and the
spectral eigenvector is extracted with SFA. For simulat-
ing the real ASIC scenario, dozens of DUTs are applied
to perform the identical test. Here, 24 Trojan chips and
24 golden chips are adopted for the tests.

3) Clustering Analysis and Post-Feature Extraction: Based
on all the tested spectral eigenvectors extracted with
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Fig. 4. Flowchart for the real-time HT detection.

SFA, the chips can be divided into two categories
with FCC processing, and the Trojan category can be
distinguished from the golden category based on SEA.
Thus, their corresponding clustering centers and spectral
eigenmatrices can be confirmed. In order to reduce the
data dimension and further extract the feature, PCA is
applied to deal with the spectral eigenmatrices. Finally,
the principal eigenmatrices of the two categories, as well
as the eigen-subspace, are obtained accordingly.

Once the clustering centers and principal eigenmatrices
of the golden and Trojan categories, as well as the eigen-
subspace, have been confirmed, the real-time HT detection can
be performed, and the test flowchart is depicted in Fig. 4. It
mainly includes five steps, as depicted as follows.

1) Initialization: First, the NI digital acquisition card, high-
performance oscilloscope and test circuit are initialized
by LabVIEW software. Then, change the FPGA chip
(i.e., DUT) and launch a new test. In order to testify the
proposed detection method, dozens of DUTs are applied
to conduct the identical test. Here, 12 Trojan chips and
12 golden chips are applied for validation.

2) Side-Channel Test and Logic Test: The DUT is
stimulated by LabVIEW software, then the response
outputs are acquired by the NI high-speed digital card.
Meanwhile, the side-channel power traces of Vcaux and
Vecint are measured by the high- precision oscilloscope.

3) Data Preprocessing: If the response outputs are not
equal to the expected outputs obtained by simulation,
then some of the logic functions are incorrect, thus
the DUT is judged to be infected by HT and the
detection is over. Otherwise, the side- channel signals
will be processed by the average filtering to eliminate
the temporal and measurement noise, and then be stored
for the following post-processing.
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4) Feature Extraction: The side-channel signal is processed
with FFT, and the spectral eigenvector is extracted with
SFA. Afterward, the principal eigenvector is extracted
with the spectral eigenvector and eigen-subspace.

5) Pattern Recognition: ED is calculated based on the
clustering center and the spectral eigenvector, while MD
is calculated based on the principal eigenvector and
principal eigenmatrix. Thus, the fusion distance (FD)
can be computed with ED and MD. For the relevant
processing of the golden category, the corresponding FD
is named as FDG, while that of the Trojan category is
named as FDT. Then the ratio (RFD) of FDG to FDT
can be computed. If RFD is less than 1, the DUT is
judged as a golden chip; otherwise, it is judged as a
Trojan chip. After pattern recognition, the detection is
over.

III. THEORETICAL ANALYSIS ALGORITHMS

The algorithms for feature extraction and pattern recognition
mentioned above are essential for HT detection, which will be
described in detail in this section.

A. Feature Extraction With SFA

Since the differences of the power traces between the Trojan
chips and the golden chips are so tiny that HT detection is very
difficult. Hence, here frequency spectrum analysis is adopted.
First, for each chip, every pattern is applied to tests for 1000
times, and their side-channel signals are averaged to filter the
measurement noise. After the average filtering, the raw time-
domain side-channel information can be obtained as d. In
this work, the sampling frequency f; of the high-performance
oscilloscope is set as 2.5 GHz, while the bandwidth and
the sampling number are set to 350 MHz and 1 M/channel,
respectively. Thus, the resolution in the frequency domain
is 2500 Hz, and the size of d is 1x1000000. After FFT
processing, D is obtained, as shown in

N
D[k] = Zd[i] e KN 1 <k <N (1)

i=1

where N is the size of the input vector d, namely, 1000000.
Then, function fftshift() is applied to rearrange D by moving
the zero frequency component to the center of the vector. Thus,
the valid data vector Y after FFT processing can be derived as

D = ffishift(D)
Y = D(500001:1000000). )

Hence, the size of Y is 1x500000, and the frequency range is
from O to 1.25 GHz. Considering that some combinational and
sequential HT circuits are indirectly or directly connected to
the clock tree and the power tree, hence the frequency response
characteristics of the power traces are inevitably affected by
the HT circuits. In particular, the spectral feature located at the
multiplier or divider of the clock frequency may be different
between the golden chip and Trojan chip. Thereby, based on
this principle, further feature extraction can be carried out, as
shown in
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500000 10x10°
Y[round(mﬂ, 1 < k < 65

500000x 10x 10° x (k—64)
Y[round( L0xI0s )] 66 <k <129

EV[k] =

where EV is the spectral eigenvector extracted with SFA,
whose size is 1x129. It means that the data compression ratio
is about 129 ppm. round() is the rounding function. In this
article, the clock frequency of the chip is set to 10 MHz.

B. Pattern Recognition With FCC and SEA

The FCC algorithm was proposed by Jim Bezdek in 1981,
which soon became one of the most important unsupervised
learning methods in pattern recognition. It can extract the
intrinsic characteristic from a great deal of data, and reveal
the internal rules, so it is widely used in clustering analysis
and system modeling. It assumes that every sample is fuzzy
affiliated with a certain center, which means every sample
may be affiliated with multiple centers. It randomly selects
some clustering centers at the beginning, and assigns the fuzzy
memberships between the samples and clustering centers. The
fuzzy memberships and clustering centers are adjusted by the
iterative operation until the optimization target is achieved.
Finally, the optimal fuzzy memberships and clustering centers,
rather than a fuzzy inference system, are obtained.

Assume that there are ¢ categories and n samples. w; and
0; (j=1, 2,..., ¢) stand for the jth category and parameter of
membership function, respectively. § = (61, 65, ..., OC)T is a
parameter vector. Xy (k=1, 2,..., n) represents the kth sample.
Assume that P(w;) is the prior probability, and p(Xilw;, 6;)
is the conditional probability density, thus the generating
probability p(X;16) can be expressed as

PXel6) =Y p(Xelwj, 6) P(y). )
j=1

Introducing the posterior probability, the probability that X
is affiliated with w; is depicted as

p(Xxlwj, 6;)P(w;) )
p(Xk|6) ’

According to the Bayes theorem, the maximum likelihood
estimation of posterior probability can be derived as

P(Xilwj, 0)P(w)
Y1 P(Xilwj. 8) P(e)

551 exp[ 4 (% — )" S (% — ) [Pe)
S S exp[ b - )5 (i — ) [Ploy)
(6)

where the maximum likelihood estimations of covariance
matrix, clustering center, and prior probability are shown as

Xk Pyl ) (e — ) (X — )"
B > k=1 ﬁ(wﬂxk’ é)
i = ZZ:lﬁ(@/|Xk’an

’ > k=1 /ﬁ(“’ﬂka é)

- 1 s
Pley) =~ > P(wjlX4. 0). (7)
k=1

P(e;|Xe, 0) =

/ﬁ(wﬂXk, é) =

29
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Here, (6) figures out that ﬁ(wlek,@\) increases as (X —
/’Ij)Tfj_l (Xx—j) decreases. In order to simplify the operation
and accelerate the convergence rate, the square of ED || X} —
uj||2can be applied to replace the square of MD (X; —
;’Zj)Tf]f](Xk — 11j). Thus, the optimization goal can be con-
structed as

=33 [Pleylxe. 0)] X — @®)

j=1 k=1

where R is the jth clustering center and /ﬁ(ijXk,é\) is the
fuzzy membership grade. b is a control parameter, which is
often set to 0.5. Every sample is affiliated with only one cluster
when b is set to zero. However, every sample can be affiliated
with multiple clusters when b is larger than zero. Due to
normalization, the sum of ﬁ(a)j|Xk, 5) is 1, as depicted in

c c
> P(wjlXe.0) = > PlwjiX) =1, k=1.2,....n. (9
j=1 j=1

Assume that (3Jf,/0u;) = 0 and (BquZ/Bﬁk) = 0, thus
optimization goal can be achieved, and the optimal solutions
of clustering center and fuzzy membership grade can be
deducted as

Y [Plerlxi)] X
j = =
D k=1 [P(wﬂxk)]b
1/(b-1)
_ (/1% w1?)
P(wjlXx) = ;
i (1% wi]

After defuzzification, the fuzzy membership grade (posterior
probability) can be obtained as

oy = L5 I = ] < (X = wy
P(wf le) - {0, other.

Therefore, after FCC, the clustering centers pu; G = 1, 2,
..., ¢) are confirmed, thus ED can be applied to conduct the
cluster judgment. In this article, MATLAB function fcm() can
be adopted for FCC processing, as shown in

)mh_l). (10)

[u, U, objF] = fcm(X, c, [optl, opt2, opt3, opt4]) (12)

where the number of clusters ¢ is set to 2. The exponent
optl for the partition matrix U controls the amount of fuzzy
overlap between clusters, and it is set to 2. The larger it is,
the greater the degree of overlap is. The maximum number
of iterations opt2 is set to 1000. The minimum improvement
opt3 in objective function between two consecutive iterations
is set to le-6. op#4 is utilized to control whether to display
the objective function value after every iteration, and it is
set to true. u is the clustering center matrix composed of ¢
clustering centers. The number of columns equals that of X.
Element of fuzzy partition matrix U[i,j] indicates the degree
of membership of the jth data point in the ith cluster. objF is
the objective function values for every iteration.

X is the data set to be clustered, and it is a matrix composed
of a series of EV. Here, there are n samples. As mentioned
above, 24 Trojan chips and 24 golden chips are applied for
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the tests and FCC analysis. That is, n is set to 48. Given
that the spectral eigenvector EV of each chip can be extracted
with SFA, a total spectral eigenmatrix X of 48 chips can be
obtained, whose size is 48x129. After FCC processing, X can
be divided into two spectral eigenmatrices, namely, EX1 and
EX2, whose sizes are both 24x129. Although two clusters are
obtained with FCC processing, it is still uncertain which one
is the Trojan cluster. In order to distinguish them, SEA should
be adopted.

Considering that HT circuits also need a power supply, its
existence will inevitably result in the increase of the spectral
amplitude of the power trace. Thereby, the integral of the
spectral amplitude (i.e., total energy) of the Trojan chip should
be greater than that of the golden chip. Therefore, the cluster
with larger energy will be judged as the Trojan cluster, while
the other will be judged as the golden cluster, as shown in (13).
Thus, the cluster type can be confirmed with SEA. Finally, the
Trojan clustering center and spectral eigenmatrix are recorded
and marked as uT and EXT, whose sizes are 1 x 129
and 24 x 129, respectively. Similarly, the golden clustering
center and spectral eigenmatrix are recorded and marked as
nG and EXG, whose sizes are also 1x129 and 24x129,
respectively

__ | Trojan, ) EXI1 > ) EX2
Type(EXT) = { Golden, Y EX1 < Y EX2. (%)

C. Feature Extraction With PCA

PCA is an effective and prevalent statistical analysis method
to find a matrix to explain the variance of the data. With this
matrix, the data can be mapped to a low-dimensional space
from a high-dimensional space. In the process of dimension
reduction, the correlation of the data is removed, and the main
features of the data are extracted. Hence, PCA is adopted to
further extract the features of spectral eigenvector and spectral
eigenmatrix. MATLAB function pca() is adopted for PCA in
this article, as shown in

[coeff, sc, lat, tsq, epl] = pca(X, “NumComponents™, kn) (14)

where NumComponents is the number of components
requested, which is set as kn (0 < kn < p). p is the number of
variables in X. epl outputs the percentage of the total variance
explained by each principal component. #sq is Hotelling’s
T-Squared Statistic. lat is a vector composed of the principal
component variances, that is the eigenvalues of the covariance
matrix of X. The elements of lat are arranged in descending
order. In general, the sum of the percentages of the total
variances explained by the first kn principal components is
greater than 85%. Hence, they are the most important compo-
nents selected as the representative. Simultaneously, the first
kn columns of the principal component coefficients and scores
are returned, which are named as coeff and sc, respectively.
coeff is the eigen-subspace composed of the eigenvectors
corresponding to the first kn principal eigenvalues. Besides, it
is a matrix with the size of p*kn, and its each column contains
coefficients for one principal component. sc¢ is a matrix with
the size of n*kn, which is equal to X times coeff. That is, sc
is the orthogonal projection of X in the eigen-subspace coeff.
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This projection represents the main feature of X, thereby sc¢
is the principal eigenmatrix. In this article, p is set to 129,
while kn is often set to 10. The comparison between sc¢ and
X figures out that the data compression ratio is 7.75%.

Given that sc is the principal eigenmatrix with the size of
48x10, and the golden cluster has been distinguished from
the Trojan cluster with FCC processing, so s¢ can be divided
into two sub matrices, the golden one is marked as scg, while
the Trojan one is marked as sct, as shown in (15). The sizes
of scg and sct are both 24x10

scg| | EXG
|:sct:| = X x coeff = [EXT] x coeff.

It is clear that before data dimension reduction, the number
of rows in X is greater than the number of columns, but after
data dimension reduction, the number of rows in scg or sct is
greater than the number of columns, which is conducive to the
subsequent calculation of MD. Thus, after PCA processing, the
principal eigenmatrices of the golden and Trojan categories,
as well as the eigen-subspace, can be confirmed.

15)

D. Pattern Recognition With ED and MD

In terms of a certain DUT, the spectral eigenvector EV is
extracted with FFT and SFA. Then the principal eigenvector
PEV can be extracted with EV and coeff, as shown in

PEV = EV x coeff. (16)

That is, PEV is the principal component score, which is
the orthogonal projection of EV in the eigen-subspace coeff.
Here, the size of PEV is 1x10. Here, for the real-time HT
detection, distance analysis can be adopted. Based on EV,
uT and pnG, the ED EDG between the spectral eigenvector
and golden clustering center, as well as the ED EDT between
the spectral eigenvector and Trojan clustering center, can be
calculated, as shown in

129
EDG = Z(EV[i] — nGliN?
i=1
129
EDT = | Y (EVI[i] — uTI[i])> (17)
\ =1

In general, if EDT is larger than EDG, it will be judged as
a golden chip, else it is a Trojan chip. However, this judgment
may fail to work when the noise is large. Because there is
no further feature extraction dealt with PCA, some minor
elements in the spectral eigenvector may affect the distance
result. In addition, ED treats all the elements in the vector
equally and cannot eliminate the interference of the correlation
between the elements. Hence, MD should be combined to
advance the HT detection accuracy.

The advantages of MD are as follows: 1) it is not affected
by dimensions, and MD is independent of the measurement
units of the raw data; 2) MDs calculated with the normalized
data and the centralized data are the same; and 3) MD
can eliminate the interference of the correlation between the
elements. Thereby, MD is adopted to compute the distance
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between the principal eigenvector and the golden or Trojan
principal eigenmatrix, as shown in

MDG = /mahal(PEV, scg)

MDT = ,/mahal(PEV, sct) (18)

where mahal() is a MATLAB function used to calculate the
squared MD of PEV to the reference samples in scg or sct.
It should be noted that PEV, scg and sct must have the same
number of columns, but can have different numbers of rows.
scg and sct must have more rows than columns, otherwise, the
inverse of the covariance matrix does not exist.

For improving the detection accuracy, here, fusion distance
analysis is presented, and the formulas are depicted in

FDG = a; x EDG + a, x MDG
FDT = a; x EDT +a; x MDT

RFD = FDG/FDT (19)

where FDG and FDT are the fusion distances from the new
DUT to the golden cluster and Trojan cluster, respectively. a;
and ap are the weights of ED and MD, respectively. Thus, the
ratio (RFD) of FDG to FDT will be utilized to judge whether
it is a Trojan chip, and the rule is depicted as

__ | golden, RFD < 1
Type(EV) = {Trojan, RFD > 1.

That is, if RFD is less than 1, the DUT is judged as a golden
chip; Otherwise, it is judged as a Trojan chip. After pattern
recognition with distance analysis, the detection is over.

To sum up, the novelty of this HT detection method include
the following.

1) SFA combined PCA is applied for feature extraction.
At the physical level, SFA can amplify the differ-
ence of the side- channel information between the
golden chip and Trojan chip, especially the difference
of the spectral feature located at the multiplier or
divider of the clock frequency. In addition, at the
mathematical level, PCA can further perform feature
extraction and dimension reduction to facilitate the
implementation of MD analysis, because MD calculation
requires that the matrices should have more rows than
columns.

2) FCC combined SEA is utilized to distinguish the golden
category from the Trojan category. The FCC unsuper-
vised learning method can be used for fast clustering,
rather than category judgment. However, SEA can be
adopted for category judgment since the integral of the
spectral amplitude of the Trojan chip should be greater
than that of the golden chip.

3) FD (i.e., MD combined ED) is used for the real-time
HT recognition. In the final step, distance analysis is
effective to judge whether the DUT is a Trojan chip or
not.

However, ED treats all the elements in the vector equally and
cannot eliminate the interference of the correlation between the
elements. Hence, MD should be combined together to advance
the HT detection accuracy. Obviously, the combination of
these algorithms is not simple, but deeply complementary.

(20)
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Their combination is established on the basis of analyzing the
defects of a single algorithm, making the proposed detection
method maximize the advantages of each algorithm.

IV. EXPERIMENTAL RESULTS
A. Experimental Preparation

AES encryption is one of the most important data encryption
algorithms, which is widely used in most of IOT products [52].
Therefore, in this work, a 128-bit AES cipher circuit is
applied as a golden circuit used for hardware security analysis.
For RSA or other encryption circuit, the analysis is similar.
Besides, considering that the detection of implicit payload
Trojans is more difficult than that of explicit payload Trojans,
thus this article will aim at the study of the detection for
implicit payload Trojans. Running exhaustive input patterns
through traditional logic testing can hardly detect the implicit
payload Trojans, especially for the always-on HTs. Hence, in
order to evaluate the effectiveness of the proposed detection
method, here a tiny always-on sequential circuit, instead of
a combinational circuit, can be used as the Trojan circuit.
Thus, after analysis the Trojan benchmarks reported in [53]
and [54], a simple 2-bit counter is chosen as a Trojan circuit, as
depicted in Fig. 5. This HT does no harm to the golden circuit,
it only leads to additional power consumption and increase
of some path delays since it may be used to disclose secret
information to hackers, such as the secret keys of the golden
chip.

The Trojan circuit and golden circuit are realized in the
FPGA chip, and their equivalent area ratio is about 0.1%.
Considering that outsourced fabrication is uncontrollable, a
hacker may tamper with the gate-level netlist of the design,
hence in this work, the HT will be inserted in the gate-level
netlist, rather than RTL code, to imitate the real case. In order
to simulate the real ASIC scenario, a total of 72 FPGA chips
are used for the tests and validation. Among them, 36 FPGA
chips are utilized to implement the golden chips, while the
other 36 FPGA chips are applied to implement the Trojan
chips.

Before experimental tests, the most effective test patterns
for the logic test should be confirmed. Here, pseudorandom
test pattern generation technique is adopted to obtain the
optimal and effective test patterns. In order to amplify the
influence induced by the HT, the node toggle times of the
golden chip should be as small as possible. Here, 10 million
test patterns are pseudo-random generated for the simulations
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Fig. 6. Time-domain side-channel power traces of the internal core power

supply in the golden chip and Trojan chip.

with VCS software. After statistical analysis, the toggle times
can be obtained and sorted from small to large, the patterns
corresponding to the top-10 toggle times are the optimization
test patterns which will be applied to the logic test and
side-channel test. Then, the corresponding response signals
are saved as the expected signals for functional compari-
son. The main clock frequency of the tested chip is set to
10 MHz.

B. Experimental Results of Feature Extraction

Under the stimulus by the effective test patterns above, the
time-domain side-channel power traces of the internal core
power supply in the Trojan chip and golden chip are acquired
by the proposed test system, as shown in Fig. 6. It figures
out that the two signals are so similar that it is difficult to
distinguish them. In order to advance the detection accuracy
and reduce the amount of calculation, feature extraction is very
important. The spectral eigenvectors (EVs) of the Trojan chip
and golden chip after feature extraction with FFT processing
and SFA are shown in Fig. 7.

In Fig. 7, the abscissa is the index, while the ordinate is
the spectrum amplitude. It is clear that the two curves are a
little different, and the integral of the spectral amplitude (i.e.,
total energy) of the Trojan chip is indeed greater than that of
the golden chip. That is, the difference gradually appears after
feature extraction with SFA. In order to further amplify the
difference, PCA is necessary.

C. Experimental Results of Pattern Recognition

In the unsupervised learning stage, 24 Trojan chips and
24 golden chips are applied for the tests and FCC analysis.
After FCC processing and SEA, the clustering centers u7" and
MG can be obtained. Subsequently, PCA is adopted to obtain
the principal eigenmatrices scg and sct, as well as the eigen-
subspace coeff. To visualize the effect of FCC, the first three
projections of scg and sct are depicted in a 3-D diagram, as
shown in Fig. 8. It is obvious that the Trojan chips have been
distinguished from the golden chip effectively. In addition, the
energy corresponding to the three projections of the Trojan
chip is also greater than that of the golden chip. In fact, in
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Fig. 8. First three projections of scg and sct are depicted in a 3-D diagram.

order to further recognize the golden chips reliably, at least
one chip from the golden category should be used for reverse
engineering analysis.

In the validation stage, the rest 12 Trojan chips and
12 golden chips are utilized for the tests and real-time pattern
recognition. Since the principal eigenvector PEV is extracted
with EV and coeff, FDG and FDT can be obtained. Based
on (20), if RFD is less than 1, the DUT is judged as a
golden chip; Otherwise, it is judged as a Trojan chip. The
relationships between FDG and FDT are illustrated in Fig. 9.
It demonstrates that all the golden and Trojan chips can
be recognized accurately, and the chips located above the
boundary (i.e., y=x) are judged as golden chips, otherwise,
they are Trojan chips. The true-negative rate and false-positive
rate are both zero, which indicates that the proposed detection
method is effective.

V. CONCLUSION

The contributions of this work contain: 1) SFA combined
PCA is applied for feature extraction; 2) FCC combined SEA
is utilized to distinguish the golden category from the Trojan
category; and 3) FD (i.e., MD combined ED) is used for the
real-time HT recognition. Besides, a HT automatic test system
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Fig. 9. Golden and Trojan chips can be recognized accurately with fusion
distance analysis.

used for side-channel test combined logic test is constructed
with a high-performance oscilloscope, FPGA chips, a NI
digital acquisition card and LabVIEW software. The test
flowchart and data processing method are depicted in detail.
Considering that the detection of implicit payload Trojans is
more difficult than that of explicit payload Trojans, this article
aim at the study of the detection for implicit payload Trojans.
Thus, a 128-bit AES cipher circuit and a 2-bit counter are
applied as a golden circuit and a Trojan circuit, respectively.
Experimental results demonstrate that the detection accuracy
is 100%, and the proposed detection method can achieve
0.1% HT detection sensitivity, which verifies that the detection
method is effective and feasible. The proposed method is easy
to be realized, and it can be used for the security detection of
some IOT chips.

From the references cited in this article, the reported
detection sensitivities range from 0.5% to 0.01%. Generally
speaking, the detection methods and sensitivities of different-
type HTs are different, and it is difficult to propose a
widely applicable and high-precision detection method. Given
that HTs are unknown and uncertain, the reliable detection
method in the future will be a combination of multiple
detection methods. Considering the variety of HT circuits
and their implantation approaches, the applicability and effect
of the proposed method still need to be further verified.
For example, for the other HT or golden circuits, more
tests should be conducted to evaluate whether the proposed
method is still feasible and superior. These will be our future
work.
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