Under review as a conference paper at ICLR 2026

WHEN TABLES LEAK: ATTACKING DIGIT MEMORIZATION
IN LLM-BASED TABULAR DATA GENERATION

Anonymous authors
Paper under double-blind review

ABSTRACT

Large Language Models (LLMs) have recently demonstrated remarkable performance in gen-
erating high-quality tabular synthetic data. In practice, two primary approaches have emerged
for adapting LLMs to tabular data generation: (i) fine-tuning smaller models directly on tabu-
lar datasets, and (ii) prompting larger models with examples provided in context. In this work,
we show that popular implementations from both regimes exhibit a tendency to compromise
privacy by reproducing memorized patterns of numeric digits from their training data. To
systematically analyze this risk, we introduce a simple No-box Membership Inference Attack
(MIA) called LevAtt that assumes adversarial access to only the generated synthetic data and
targets the string sequences of numeric digits in synthetic observations. Using this approach,
our attack exposes substantial privacy leakage across a wide range of models and datasets, and
in some cases, is even a perfect membership classifier on state-of-the-art models. Our findings
highlight a unique privacy vulnerability of LLM-based synthetic data generation and the need
for effective defenses. To this end, we propose two methods, including a novel sampling strat-
egy that strategically perturbs digits during generation. Our evaluation demonstrates that this
apprO?Ch can defeat these attacks with minimal loss to the fidelity and utility of the synthetic
data.

1 INTRODUCTION

Machine learning systems across diverse domains—from healthcare databases to financial risk assessment plat-
forms—rely heavily on structured tabular datasets (Giuffré & Shung, 2023; Assefa et al., 2021; Flanagan et al.,
2022). This widespread dependence has driven significant interest in synthetic tabular data generation, where
computational models learn to produce artificial records that statistically mirror the patterns of real datasets
while avoiding direct replication (Fonseca & Bagdo, 2023). The utility of synthetic data stems from two pri-
mary advantages: it can supplement limited training samples to improve model performance on underrepre-
sented populations or rare events, and it facilitates private data sharing by generating records that do not directly
correspond to actual individuals. These benefits are especially valuable in privacy-sensitive sectors such as
medicine (Vallevik et al., 2024) and banking (Wu et al., 2023), where regulatory constraints often limit access
to original data. As a result, synthetic data generation has emerged as an essential technique for expanding ma-
chine learning capabilities in data-constrained and privacy-regulated environments(Platzer & Reutterer, 2021;
McKenna et al., 2022).

Large Language Models (LLMs) have recently emerged as state-of-the-art tabular synthetic data generators.
Unlike traditional approaches—such as Generative Adversarial Networks (GANSs), Variational Autoencoders
(VAEs), and diffusion models—that operate directly over original feature space, LLMs encode tabular rows
into string representations and leverage two primary methodologies for generation. In-context learning (ICL)
approaches include existing tabular rows within the LLM’s context window and prompt the LLM to generate
additional rows following the observed patterns (Seedat et al., 2024; Kim et al., 2024; Hollmann et al., 2025b;
Ma et al., 2024), while supervised fine-tuning (SFT) methods train LLMs on larger quantities of string-encoded
tabular data to learn the underlying distribution before sampling synthetic records (Borisov et al., 2023; Wang
et al., 2025). Both approaches generate synthetic data by producing new string sequences that are subsequently
decoded back into tabular format. In both cases, LLM-based generators have been shown to produce synthetic
data that exhibits superior statistical fidelity to original datasets and maintains high utility for downstream ma-
chine learning tasks. Moreover, initial evaluations suggest these methods may offer enhanced privacy protection
relative to conventional approaches (Solatorio & Dupriez, 2023).

However, these architectural differences raise unresolved questions about privacy. Extensive research has
demonstrated that LLMs exhibit tendencies to memorize training data, particularly when exposed to repeated
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patterns (Carlini et al., 2021b; Kandpal et al., 2022), longer sequences (Carlini et al., 2023; Wang et al., 2024),
or through supervised fine-tuning processes (Chu et al., 2025). These memorization behaviors, which can be
beneficial for language modeling tasks, present unique privacy risks in the context of tabular data generation
where training data often contain structured, long sequences of repeated values across observations that have
little semantic meaning.

In order to measure privacy risk, Membership Inference Attacks (MIAs) (Shokri et al., 2017; Carlini et al.,
2021a) have emerged as the linchpin of privacy auditing for tabular synthetic data generators, serving as the
primary tool for evaluating privacy risks across diverse generative approaches (Chen et al., 2020; Hilprecht
et al., 2019; van Breugel et al., 2023; Ward et al., 2024; 2025b). However, these methods focus exclusively
on the feature space over which traditional generative models operate, potentially missing the string-space
vulnerabilities introduced by LL.M-based generation entirely.

To bridge this gap, we examine privacy risks in LLM-based tabular data generation by introducing LevAtt, an
MIA that exploits Levenshtein Distance on the string representations of tabular data—the actual format LLMs
generate—rather than the feature space alone. We find through extensive experimentation in both the ICL
and SFT regimes that state-of-the-art LLMs often memorize and replicate numeric values from training data,
exposing sensitive information digit-for-digit in synthetic outputs. Even under a conservative no-box threat
model, where we assume only adversarial access to the synthetic data, we uncover that LLMs can leak private
data through memorized digit patterns, revealing vulnerabilities that conventional feature-space MIAs fail to
detect.

To address this new-found risk, we study two defenses: an ad-hoc post-processing algorithm we call Digit
Modifier (DM) that flips digits to break sequential patterns and a novel Tendency-based Logit Processor (TLP)
that strategically perturbs digits at sample time. We find that both strategies can defeat these attacks, however
TLP can effectively control for privacy leakage with minimal effect on the statistical fidelity or downstream
machine learning utility of the synthetic data.

2 RELATED WORK

2.1 TABULAR DATA GENERATION

Tabular generative models aim to learn a generator G from training data 7" that approximates the true data distri-
bution px (X ). We represent tabular data as a matrix X € X™*9, where n denotes the number of samples, d the
number of features, and X’ is the feature value domain. Each row x; € X'? represents a data point drawn from
the underlying distribution px (X), while columns correspond to features that may have heterogeneous data
types. We denote the j-th feature value of the i-th sample as x; ;. The training dataset T' = {x1,X2,...,Xp}
comprises n independent samples from px (X ). The learned model generates synthetic samples X ~ G, form-
ing a synthetic dataset S = {X1,X2,...,X,,}. In this work, we assume that features can be of a continuous,
ordinal, or categorical type.

Deep Learning-Based Generation. In recent years, a variety of conventional tabular synthetic data generators
have been proposed including Generative Adversarial Networks (Yoon et al., 2019; 2020; Xu et al., 2019),
likelihood-based methods Ankan & Panda (2015); Durkan et al. (2019); Watson et al. (2023), and diffusion
models Kotelnikov et al. (2022); Suh et al. (2023); Zhang et al. (2024) Each of these operate directly over the
feature space X'?, learning mappings G : Z — X'¢ that model the joint distribution px (X). Crucially, these
approaches fundamentally treat each sample as an atomic unit, generating a complete feature vector x € X'¢
simultaneously.

LLM-Based Generation In contrast, LLM-based approaches reframe tabular generation as autoregressive text
generation. Training samples are encoded into strings, tokenized into sequences from vocabulary VV, and the
LLM generates according to p(t) = [[}._; p(wg|wi, ..., wk_1). Rather than modeling the joint distribution
px (X) directly, this approach decomposes it through sequential conditioning, generating feature values x; ;
token by token based on previously generated values. This sequential generation process fundamentally breaks
the atomic unit assumption, introducing new dynamics where generated tokens influence later ones through the
autoregressive chain.

Within this paradigm, two complementary generation strategies have emerged based on data availability and
computational resources. In-context-based methods leverage large foundation models by presenting tabular ex-
amples directly within the context window, enabling few-shot generation without parameter updates in low-data
regimes (Seedat et al., 2024; Kim et al., 2024; Hollmann et al., 2025b; Ma et al., 2024). When larger datasets are
available, SFT-based methods instead fine-tune smaller language models through direct optimization on tabular
generation tasks (Borisov et al., 2023; Solatorio & Dupriez, 2023; Wang et al., 2025). Both strategies main-



Under review as a conference paper at ICLR 2026

Test Dataset Siring Encoding

Salary Age Weight

—» "97540, 27.9,120.2"

97540 279 1202

Training Set
LevAttack — > Membership
Decision
Synthetic Dataset

Salary Age Weight

—> "07540, 37.9,120.1"

107540 299 1201

Figure 1: Diagram of Levenshtein Attack. We simply encode rows of tabular data into a string representation
from which to attack. LevAtt finds signal in the highly constrained and often duplicated sequences of digits in
synthetic tabular data generated by LLMs. In bold and underline: copied sequences of such patterns that are the
source of LevAtt’s adversarial advantage.

tain the core autoregressive formulation while differing in how they leverage available data and computational
resources.

2.2 MEMBERSHIP INFERENCE ATTACKS ON SYNTHETIC TABULAR DATA

Membership Inference Attacks (MIAs) aim to classify whether a specific observation was a member of the
original dataset used to train a model (Shokri et al., 2017; Chen et al., 2020; Carlini et al., 2021a). Given the
generative model G trained on dataset 7" as defined above, which generates synthetic dataset .S, an adversary
A : X — {0, 1} aims to determine if a test sample z* is an element of T'. Formally, this classification or MIA

can be expressed as:
A(z”™) = I[f(z") > ] (M
where I is the indicator function, f(x*) is a scoring function of the test observation z*, and ~ is an adjustable

decision threshold. The success of the attack can be measured using traditional binary classification metrics and
can be interpreted as a measure of privacy leakage from a model of the training data.

MIAs have become a mainstay tool to audit the privacy of tabular synthetic data as they represent a material
privacy risk associated with the output of a model (Houssiau et al., 2022; Ward et al., 2025a). Indeed, a number
of distance (Chen et al., 2020; Ward et al., 2024), density (Hilprecht et al., 2019; van Breugel et al., 2023), and
likelihood-based (Stadler et al., 2022; Meeus et al., 2024; Ward et al., 2025b) attacks have been proposed under
a wide variety of threat models. However, these existing methods all attack over the tabular feature space X'?.
LLM-based generators introduce a fundamentally different vulnerability: they generate in an intermediate string
representation space before parsing to a tabular format. This autoregressive string generation process creates a
novel attack surface that bypasses traditional feature-space-targeting attacks.

3 ATTACKING STRINGS OF DIGITS

LLM-based tabular data generators operate on records encoded as sequences of characters, often representing
numeric values in fixed formats. From a privacy perspective, these numeric strings constitute a distinct threat
surface: even minor changes at the character level can correspond to meaningful alterations in sensitive infor-
mation, such as financial amounts, medical measurements, or personally identifiable metrics. Unlike free-form
text, where approximate matches may be semantically ambiguous, we hypothesize that numeric strings are rigid
and highly informative, making them particularly vulnerable to memorization by LLMs and thus adversarial
signal.

In this section, we focus on attacks that exploit these implied strings of digits. We show that by measuring
string similarity between synthetic outputs and potential training records, an adversary can infer membership
without access to the model internals, queries, or auxiliary data. This approach exposes a realistic privacy risk
inherent in current LLM-based tabular data generation pipelines, emphasizing the need to examine character-
level leakage beyond traditional feature-space analyses.

3.1 THREAT MODEL

In this work, we adopt a conservative No-box threat model (Houssiau et al., 2022; Ward et al., 2025a), in which
the adversary has access only to the synthetic data S produced by the model. We make no assumptions that the



Under review as a conference paper at ICLR 2026

adversary has knowledge of the model implementation and hyperparameters, query access, or even a reference
dataset for constructing calibrated attacks. This threat model is motivated by two key considerations:

1. Realism. No-box threat models represent realistic privacy scenarios for tabular synthetic data practi-
tioners. A common scenario involves a user training a tabular data generator on private datasets and
sharing the generated data with public or private parties without disclosing implementation details.
From the adversary’s perspective, this synthetic data may be maliciously acquired or discovered on
open data sharing platforms, with no additional context about the generation process.

2. Difficulty. No-box threat models are recognized as particularly challenging for constructing effec-
tive attacks due to the severe limitations placed on the adversary Chen et al. (2020); Houssiau et al.
(2022). Specifically, the adversary cannot analyze the model’s loss function, construct shadow models,
or query the model directly. Successful attacks under these restrictive conditions therefore highlight
fundamental vulnerabilities in these synthetic data generation methods.

3.2 LEVENSHTEIN ATTACK

String similarity is a well-established concept, with Levenshtein edit distance providing a fundamental measure
of character-level overlap (Levenshtein, 1966; Navarro, 2001; Yujian & Bo, 2007). Recent work has applied
normalized variants of this distance to quantify approximate memorization in LLMs, showing that models can
reproduce training examples with minor variations in natural language text (Ippolito et al., 2023; Shilov et al.,
2025). However, these studies stop short of embedding string similarity into an adversarial framework, as
open-ended natural language provides many valid paraphrases and thus weak signals for membership inference.

In contrast, the string representations of numeric values in tabular data are highly constrained: numbers,
delimiters, and fixed column formats mean that even small character-level deviations correspond to meaningful
differences. This makes edit distance a far more reliable signal of memorization in our setting.

Motivated by this observation, we design an MIA based on the Distance of Closest Record (Chen et al., 2020),
instantiated with Levenshtein distance. Formally, for each test observation and z* and synthetic set S, we
extract the ordered numeric and categorical values for each observation and encode them as strings (See Figure
1): a3, and S,. The LevAtt score for Equation 1 is then:

fLevAtl(x:tra Sstr) = — min é(x:trv 5)7 (2)
SESsr

where ¢ denotes the Levenshtein edit distance. Lower distances (i.e., higher scores) indicate closer matches and
stronger evidence of membership. Because LevAtt requires only synthetic outputs, it applies directly to our
No-box threat model highlighting a realistic privacy risk in LLM-based tabular data generation.

4 EXPERIMENTS

We evaluate the privacy leakage of digit memorization for in-context learning (ICL) and supervised fine-tuning
(SFT) based LLM-based tabular generators. Here, we use differing experimental designs to correspond to their
popular use-case settings. For clarity, we organize the section into three subsections: experimental design details
for both regimes and then separate subsections for results. We include the full experimental and implementation
details in Appendix: A.

4.1 EXPERIMENTAL DESIGN

4.1.1 ICL APPROACHES

Replicating the design of Byun et al. (2025), we evaluate ICL approaches on the OpenML CTR23 benchmark
(Fischer et al., 2023), consisting of 35 real-world classification tables with 500—100,000 rows and up to 5,000
features, including both numerical and categorical attributes. We partition each dataset into 80/20 training and
test sets. To simulate the low-data regime these methods are commonly used for, we subsample 32,64, 128
training rows without replacement. These sampled rows are provided as exemplars to the ICL models.

We consider three ICL models: LLaMA 3.3 70B (Meta Al, 2024) an open-source foundation model, GPT-40-
mini (OpenAl, 2024) a close-source foundation model, and TabPFN-v2 Hollmann et al. (2025a) a transformer-
based model trained on tabular data due to their wide use and availability. For each sampled training subset,
we generate an equal amount of synthetic data. Evaluation is conducted on all training rows plus an equal
holdout partition of the test set. We evaluate privacy leakage using the following No-box MIAs using the
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Table 1: LevAtt performance against ICL models. Mean (STD) values are reported for all datasets, training
sizes, and seeds (Overall) and for the top 20 runs for each model with the highest AUC-ROC (Top 20). GPT-40-
mini shows relatively little privacy leakage, whereas LLama-3.3-70b and TabPFN-V2 show significant privacy
failure- especially amongst their worst datasets.

AUC-ROC TPR@FPR=0 TPR@FPR=0.1
Overall Top 20 Overall Top 20 Overall Top 20

LLama-3.3-70b  0.63 (0.12) 0.91 (0.03) 0.08 (0.20) 0.64 (0.27) 0.28 (0.21) 0.81 (0.09)
TabPFN-V2 0.58 (0.05) 0.91(0.07) 0.04(0.01) 0.57(0.41) 0.19(0.06) 0.94 (0.14)
GPT-40-mini 0.54 (0.05) 0.60 (0.09) 0.01(0.01) 0.01(0.03) 0.13(0.05) 0.27(0.09)
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(a) ROC plot for various No-box MIAs against (b) Correlation plot for No-box MIA AUC-ROC across
TabPFN-V2 with 128 in-context samples from the ICL experiment. While the feature-space targeting
the MoneyBall dataset. LevAtt (blue) is able DCR, Density Estimate, and MC are nearly perfectly
to achieve perfect classification for all in-context correlated, LevAtt is much less correlated. This high-
samples whereas MIAs that target the feature lights that while privacy leakage over tabular string
space of tabular data fail to capture the privacy representations and the feature space are related, Le-
leakage. vAtt finds unique adversarial advantage.

Synth-MIA package (Ward et al., 2025a): LevAtt, Euclidean Distance to Closest Record (DCR) (Chen et al.,
2020), a Monte Carlo density estimation (MC) method (Hilprecht et al., 2019), and a kernel density estimation
method (Houssiau et al., 2022; van Breugel et al., 2023). We report MIA success using mean AUC-ROC and
TPR at fixed FPR thresholds (Carlini et al., 2021a) to capture potential information leakage. We repeat this
experimentation across 3 seeded runs.

4.1.2 SFT APPROACHES

For SFT-approaches, we benchmark the original SFT-based tabular generation method GREAT Borisov et al.
(2023) and RealTabFormer (Solatorio & Dupriez, 2023), which reports improved privacy performance due to
enforcing a minimum Euclidean Distance to Closest to Record distribution in its training. As both of these
methods use GPT-2 (Radford et al., 2019)as a base model, we modify RealTabFormer to accept more modern,
larger foundation models: LLaMA 3.2 (1B, 3B) (Grattafiori et al., 2024), Qwen2.5-3B (Qwen et al., 2025),
and Mistral v0.3 7B Jiang et al. (2023). Additionally, we introduce as a control CT-GAN and TVAE Xu et al.
(2019), conventional deep learning-based generators. Training follows default hyperparameters from the origi-
nal GREAT and RealTabFormer implementations while CTGAN and TVAE are implemented through Synthcity
Qian et al. (2023).

Experiments are conducted on five tabular datasets: CASP, Abalone, Diabetes, CA-Housing, and Faults, se-
lected for their common use in synthetic tabular data benchmarking and containing numeric data. Similarly to
ICL, we create 80/20 train-test partitions and following common synthetic tabular data benchmarking (Zhang
et al., 2024), synthetic datasets equal in size to the original training sets are generated post-training. For privacy
evaluation, up to 1,000 training and holdout samples are partitioned as test sets, and the same MIAs are applied.
Experiments are repeated across three seeds.
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Table 2: Mean (STD) LevAtt performance for each model and dataset across seeds. RealTabFormer experi-
ences significant privacy leakage and LevAtt finds some signal for most LLM-based models. However, LevAtt
identifies no leakage in conventional deep learning-based methods CT-GAN and TVAE as they do not generate
strings.

Model LevAtt Metric CA-Housing CASP Abalone Diabetes Faults
. AUC-ROC 070(0.11)  072(0.12)  0.60(0.08)  0.66(0.04)  0.61(0.12)
RealTabFormer  1pp oppR=0.1  034(023)  037(0.11)  021(0.05  025(0.05)  0.32(0.10)
LLaMA32.qp  AUCROC 068(022)  052(0.15) 050(0.03)  0.56(0.03)  0.58(0.15)
: TPR@FPR=0.1 021 (021)  0.10(0.06) 0.10(0.02)  021(0.02)  0.16(0.05)
LLaMA 3235  AUCROC 0.63(0.06)  0.50(007) 0.62(0.04)  0.61(0.04)  0.58(0.07)
: TPR@FPR=0.  024(0.09)  0.09(0.03) 022(0.11) 0.15(0.11)  0.16(0.03)
Owen 2538 AUC-ROC 061(0.08) 054002  052(0.04) 0.64(0.04)  0.56(0.01)
: TPR@FPR=0.  025(005)  0.2(0.02)  0.15(0.07)  0.28(0.07)  0.11(0.02)
Mistral 7B AUC-ROC 067(0.13)  051001)  051(0.03) 053006  0.52(0.01)
: TPR@FPR=0.I  023(0.04)  0.11(0.02)  0.10(0.05  0.10(0.03)  0.10(0.01)
GREAT AUC-ROC 0.66(0.09)  0.550.04) 052(0.03)  0.50(0.05)  0.54(0.07)
TPR@FPR=0. 033 (0.10)  0.14(0.03)  0.11(0.02)  0.10(0.03)  0.14 (0.02)
CLGAN AUC-ROC 048(0.03)  051(0.04) 048(0.03)  047(0.04)  0.50(0.02)
TPR@FPR=0.I  0.09(001) 0.1 (001)  0.12(0.01)  0.10(0.01)  0.08(0.01)
TVAE AUC-ROC 047(0.03)  049(002)  051(0.03) 053(0.02) 051 (0.03)
TPR@FPR=0.  0.08(001)  0.10(0.01)  0.11(0.01)  0.10(0.01)  0.10(0.02)

4.2 RESULTS: ICL METHODS

We summarize our key findings for our ICL experiments as follows:

LevAtt Identifies Substantial Privacy Leakage in ICL Tabular Synthetic Data Approaches. We report the
Mean (STD) for LevAtt’s AUC-ROC and TPR@FPR = {0.0,0.1} over all datasets, training sizes, and seeds
in Table 1. As there is considerable variability in the performance of LevAtt across runs and MIAs are often
concerned with the worst-case performance of a model, we also report corresponding values for the top 20 runs
for each model by AUC-ROC. Here, LLama 3.3-70b and TabPFN-V2 experience substantial privacy leakage
based on memorizing approximate patterns in the training data with mean TPR @FPR=0 values of 0.64 and 0.57
respectively. In some cases, we even find that LevAtt is a perfect classifier of training membership (see Figure
la).

Privacy Leakage Likely Scales with Model Size. Prior work (Carlini et al., 2021b; 2023) has shown that as
the parameter count of LLMs increases, so does their capacity for memorization. While the exact sizes of GPT-
4o-mini and TabPFN-V2 are not publicly disclosed, benchmarking suggests GPT-40-mini performs similarly
to models with roughly 7B parameters, and TabPFN-V2 is small enough to run on a single GPU. In contrast,
the 70B-parameter LLama 3.3 exhibits markedly higher privacy leakage on our benchmark, consistent with the
expected scaling behavior.

LevAtt Captures a Unique String-Similarity Signal Relative to Other MIAs. Figure 1b shows the corre-
lation of AUC-ROC for LevAtt with other No-box threat model MIAs targeting the feature space of synthetic
data—DCR, Density Estimate, and MC—across all datasets, training sizes, seeds, and models. Feature-space
attacks are nearly perfectly correlated with each other, as expected. In contrast, LevAtt exhibits lower correla-
tion, suggesting that it uncovers privacy leakage signals not captured by traditional feature-space attacks.

4.3 RESULTS: SFT METHODS

We summarize our key findings for our SFT experiments as follows:

While Less Sizeable, SFT-Approaches Similarly Exhibit Privacy Leakage. We report the Mean (STD) of
Lev-Att’s AUC-ROC and TPR@FPR=0.1 across datasets and seeds for each model Table in 2. Overall, SFT-
based approaches generally exhibit lower privacy leakage than ICL counterparts. Surprisingly, RealTabFormer
often shows the highest LevAtt scores, despite using privacy-aware training and sharing a GPT-2 base with
GREAT, which typically leaks little. LevAtt also detects leakage in LLaMA-3.2 (1B and 3B) and Qwen-2.5-3B.
In contrast, LevAtt is completely ineffective against CT-GAN and TVAE, as these models generate tabular data
at the level of complete observations rather than token by token, inherently protecting against this type of attack.

LevAtt Success is Related to the Synthetic Dataset Size. To examine how synthetic data volume affects
privacy leakage, we conducted an ablation study where RealTabFormer generated synthetic datasets at 1x, 5x,
and 10x the size of each original training dataset. The results in Figure 2a reveal a clear monotonic relationship:
LevAtt AUC-ROC scores increase consistently with larger synthetic datasets, with the Faults dataset showing
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a particularly striking 20% improvement in attack success. This pattern demonstrates that generating more
synthetic data systematically increases the probability of reproducing memorized training examples, thereby
amplifying privacy risks.

LevAtt Success is Related to the Sequence Length of Training Data. As an additional ablation, we inves-
tigate the impact of digit sequence length in the training data. Here, we generate both training and holdout
datasets from the same multivariate standard Gaussian distribution each with 10,000 observations. To control
for sequence length, we select an increasing number of columns for the training data, each containing exactly
10 digits. We then train RealTabFormer on datasets with progressively longer digit sequences to assess its effect
on model behavior. We report LevAtt’s performance in Figure 2b where we see that increasing the count of
digits or sequence length in the training data correlates with increased memorization in RealTabFormer. This
further replicates findings from Carlini et al. (2021b) that found training sequence length factors into increased
memorization in LLMs.

5 DEFENSES AGAINST LEVENSHTEIN ATTACK

The efficacy of LevAtt against LLM-based tabular models motivates us to explore methodologies that can defend
generated synthetic data. Here, recognizing that LevAtt gains adversarial advantage from replicated patterns in
strings of digits we devise two strategies based on introducing controlled “noise” into string sequences: Digit
Modifier (DM) a post-processing method that operates independently of the generative model and is applied
after the synthetic data have been produced, and Tendency-based Logit Processor (TLP) a method compatible
with any open-source LLM that strategically perturbs digits at sample time.

5.1 DIGIT MODIFIER AND TENDENCY-BASED LOGIT PROCESSOR

Digit Modifier

We propose a Digit Modifier (DM), a method for injecting controlled randomness into tabular data by perturbing
numerical digits. Motivated by bit-flipping techniques for adding noise to binary representations of relational
databases Agrawal & Kiernan (2002); Alfagi et al. (2016), DM operates by replacing tokens in a record’s tok-
enized sequence with alternatives sampled from a noise distribution. When tokens represent numerical values,
these substitutions correspondingly alter the digits of the underlying sequences, yielding perturbed records. In
this sense, DM can be viewed as a principled method for randomly replacing digits within a record.

To balance data fidelity and protection, we parameterize the mechanism as DM(Puin, Pmaz) With 0 < ppin <
Pmaz < 1. For a numerical column X; and entry xy j, a probability function ¢ : xx i X Xi = [Pmin,Pmasz)
assigns digit-flipping probabilities such that larger-magnitude entries receive higher perturbation probabili-
ties. Each digit of x ; is then independently flipped according to g(xk i, Xi), while smaller-magnitude val-
ues—being more sensitive—undergo smaller changes to preserve fidelity. The design of the probability function
g and full algorithm (Alg 1) are described in Appendix B.1.

Tendency-Based Logit Processor

We additionally propose Tendency-based Logit Processor (TLP), a mechanism for injecting controlled noise into
synthetic data by perturbing the generator’s logits at inference time. The TLP(¢) selectively amplifies lower-
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Figure 3: Privacy-fidelity comparison of DM on RealTabFormer synthetic data from the simulated Gaussian
dataset (Section 5.2). VANILLA corresponds to plain sampling without protection. Panel (a) reports Wasser-
stein distances; panel (b) shows LevAtt AUC-ROC. While DM is able to induce reductions in privacy leakage,
the resulting synthetic data are of low fidelity.

valued logits while suppressing higher-valued ones, making the generator more likely to select tokens that were
originally less probable. The strength of this effect is controlled by the tendency parameter ¢: higher values
of ¢ induce stronger curvature, increasing the randomness of the generated sequence. In this way, TLP(¢) acts
as a principled method for introducing variability into synthetic outputs while still preserving the generator’s
learned distribution.

Formally, TLP(¢) first maps the generator’s logits [ = (I1, (2, ..., [)) into the range [0, 1] using a shifted min—
max scaler S;. It then applies a monotone increasing, concave curving function f; : [0,1] — [0, 1], parameter-
ized by ¢ and satisfying f;(0) = 0, to each scaled logit. Finally, the processed logits are transformed back to
their original scale using the inverse scaler S; *.

The design of f; is central to TLP(¢). Monotonicity ensures that the relative order of logits is preserved, so high-
probability tokens remain more likely than lower-probability ones, allowing controlled noise injection without
overwhelming the generator’s learned signal. Concavity, combined with f;(0) = 0, guarantees that lower logits
are curved upward, increasing their chance of being sampled. Appendix B.2 provides full details of the scalers
Sy and S, !, the conditions for valid curving, the specific f; used in our experiments, and a full algorithm
description (Alg 2).

5.2 EVALUATING DIGIT MODIFIER AND TENDENCY-BASED LOGIT PROCESSOR

To evaluate the effectiveness of DM and TLP, we use RealTabFormer, the SFT model exhibiting the highest
degree of memorization, and measure how much privacy improvement each method provides against LevAtt
while preserving synthetic data fidelity. Following the experimental designs of Section 4.3, we generate a
20-column training and holdout set from a Multivariate Gaussian N(300, 5), and we use the CASP dataset at
varying synthetic set sizes to induce privacy leakage. We then apply DM and TLP across different scaler and
tendency parameter levels respectively, and assess performance in terms of privacy (LevAtt AUC-ROC), fidelity
(Wasserstein Distance and Maximum Mean Discrepancy between training and synthetic datasets), and utility
(RMSE of XGBoost models trained on synthetic data and evaluated on real holdout data) (Qian et al., 2023).

Overall, we find that while effective in reducing privacy leakage, DM suffers large fidelity costs (See Figure 3).
DM is particularly challenged by low-bandwidth datasets or columns with restricted ranges, where naive modi-
fications can shift values into low-density regions and result in significant fidelity loss. On the other hand, TLP,
with a tuned tendency parameter ¢, can controllably reduces attack efficacy while effectively preserving the
fidelity between the processed synthetic data and the training data. In Figure 4, in both highly unprivate Simula-
tion and CASP datasets TLP reduces LevAtt’s AUC-ROC to 55% with effectively no penalty in the Maximum
Mean Discrepancy of TLP-generated data.

We include additional experiments for TLP in Appendix B.3. There, we show that TLP is able to also control
for TPR@FPR values with minimal fidelity loss (see Figure 6) as well as preserve utility in machine learning
models (See Figure 7). Overall, TLP offers a competive defense against string-based attacks.
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Figure 4: Privacy—fidelity trade-off of TLP in RealTabFormer synthetic data from the simulation (Section 5.2)
and CASP dataset. For both simulation and CASP sets, TLP reduces LevAtt AUC—ROC to 55% across synthetic
dataset sizes, improving privacy over the vanilla inference, while the Maximum Mean Discrepancy (MMD)
remains nearly unchanged, demonstrating that TLP preserves fidelity while mitigating privacy leakage.

6 DISCUSSION

LevAtt reveals that LLM-based tabular data generation is uniquely unsafe relative to conventional deep learn-
ing approaches. While being a simple string-similarity attack operating under an extremely restrictive threat
model, LevAtt uncovered that state-of-the-art models could catastrophically leak training membership by copy-
ing sequential patterns of digits and text from training examples. This phenomenon was further demonstrated
in SFT-generators, revealing that the base implementation of RealTabFormer—a method recognized for its
privacy-preserving capabilities—was susceptible to significant privacy leakage. At the same time, LevAtt was
found to be substantially less correlated with feature space—oriented MIAs, and conventional tabular data gener-
ators such as CT-GAN and TVAE proved resistant to our string-based attack. These findings suggest that tabular
models relying on autoregressive token-based generation expose a distinct attack surface that prior deep-learning
architectures do not share.

While highly deployable and powerful, LevAtt can be defeated. In this work, we proposed an intuitive post-hoc
defense called Digit Modifier (DM), which alters digits after generation. However, we found that DM failed
to preserve the fidelity of the synthetic dataset. This limitation motivated the development of TLP, which can
be appended to any open-source LLM through the Hugging Face API. TLP can effectively control for privacy
leakage from LevAtt by smoothing the logits of digits with disproportionately high probabilities. We found that
this perturbation did not substantially alter the statistical fidelity of the resulting synthetic data.

While TLP provides an effective defense against LevAtt, the need for such inference-time mitigation raises a
broader question: What are these models exactly learning? A prevailing assumption is that LLM-based tabular
generators approximate the joint distribution of the training set T' through sequential string modeling, similar
to conventional generative approaches. However, our findings suggest that in some cases these models behave
more like perturbation mechanisms, producing outputs that closely resemble training examples with only minor
modifications. This behavior naturally yields high fidelity and downstream utility but does so precisely because
of its proximity to the training data—thereby exposing the system to privacy leakage. Understanding when
LLMs genuinely learn tabular distributions versus when they rely on approximate memorization remains an
important direction for future work.

7 CONCLUSION

In this paper we introduce LevAtt, a No-box threat model MIA that exposes substantial privacy risk for in-
context learning and supervised-finetuned LLM-based tabular data generators. LevAtt shows that LLMs are
vulnerable to memorization from the structured, often duplicated patterns of tabular data. By attacking the
string encodings of autoregressively generated tabular data, LevAtt finds unique adversarial signal compared
to existing methods. While less restrictive threat models would likely lead to a better attack, we believe No-
box carries a powerful message: an attack with the minimal assumptions reasonably possible for an adversary
can perfectly classify training membership in state-of-the-art generators. Lastly propose two defenses against
LevAtt, showing that Tendency-Based Logit Processor can effectively defeat LevAtt with minimal loss in syn-
thetic data fidelity. Future research directions could involve developing even more powerful attacks under less
restrictive threat models, finding more efficient and provable defenses, and studying mechanistically how LLMs
represent tabular distributions.
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8 STATEMENT OF ETHICS

The potential for adversaries to determine whether an individual’s data was included in the original dataset
presents significant privacy risks, especially in fields such as healthcare, finance, and social sciences, where
sensitive personal information is commonly used. Synthetic data that fails to sufficiently mask membership
information could inadvertently enable re-identification. Although this work introduces a method for assessing
such risks, its primary objective is to empower researchers and practitioners to perform more rigorous privacy
evaluations before deploying synthetic datasets. We emphasize that adversarial approaches are essential for
advancing the development of robust privacy-preserving systems.

9 REPRODUCIBILITY STATEMENT

Our code is available through the link provided on the abstract page. The main paper explains all algorithms
in detail and provides the dataset and simulation descriptions, while model hyperparameters are reported in the
appendix.
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A SECTION 4 EXPERIMENT DETAILS

A.1 IN-CONTEXT LEARNING DETAILS
A.1.1 GENERATOR DETAILS

TabPFN Generation Hollmann et al. (2025a): We followed the Prior Labs tutorial (https://priorlabs.
ai/tutorials/unsupervised/) for unsupervised TabPFN. Each training split was loaded, shuffled, and
divided into batches of 200 rows. Numeric features were cast to £1oat 32, while categorical variables were
label-encoded (assigning unseen categories to —1). Columns with zero variance were removed prior to model
fitting and reintroduced after sampling. For each batch, we fit TabPFN and generated synthetic rows using
temperature ¢ = 1.0 across three random permutations. Outputs were decoded, constant columns reattached,
batches concatenated, and finally truncated to match the size of the original dataset.

LLaMA Generation Meta AI (2024): We used LLaMA 3.3 70B via the Groq API (https://console.
grog.com/docs/models). Each training split was divided into batches of up to 32 rows, ensuring that all
rows were fully included in the prompt. For each batch, we computed per-column summary statistics and serial-
ized the data to CSV. We then queried 11ama-3.3-70b-versatile with temperature ¢ = 1.0, requesting
N rows in JSON format. If outputs contained parse errors or incorrect row counts, we retried the generation
up to five times. Valid generations were concatenated, truncated, or re-prompted as necessary, and validated for
type and dimensional consistency.”

GPT-40-mini OpenAl (2024): We applied the same prompting and inference pipeline as with LLaMA 3.3 70B.
However, we used OpenAl’s structured output API, defining the target format as a JSON schema with column
names as keys and corresponding cell values as entries.

A.1.2 PROMPT TEMPLATE

Listing 1: Prompt passed to Groq API

System role: You are a tabular synthetic data generation model.
Your goal is to produce data that mirrors the given examples in
causal structure and feature/label distributions,

while maximizing diversity.

Context: Leverage your in-context learning to generate realistic,
diverse samples.

Output format: JSON.
Dataset name: {dataset_name}
Column names (in order): {col_names}

Summary statistics:
{summary_stats}

CSV of full data:
{data}

2LLaMA 3.3-70B failed on geographical-origin-of-music, pumadyn32nh, student-performance-por, superconductivity,
and wave-energy due to token limitations. TabPFN failed on geographical-origin-of-music due to extreme dimensionality.
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Please generate {batch_size} rows of synthetic data.

Treat the rightmost column as the target. Return only a JSON object:
{

"synthetic_data": "<CSV string>"
}

Do not include any additional text.

A.2 SFT-GENERATION DETAILS

A.2.1 DATASETS

1. Abalone (OpenML): https://www.openml.org/search?type=data&sort=runs&id=
183&status=active

2. CA Housing (OpenML): https://www.openml.org/search?type=data&status=
active&id=45578&sort=runs

3. CASP (OpenML): https://www.openml.org/search?type=data&status=actives
1d=42903
4. Diabetes (OpenML): https://archive.ics.uci.edu/dataset/34/diabetes3

5. Faults (UcCh: https://archive.ics.uci.edu/dataset/198/steel+plates+
faults

A.3 MODEL DETAILS

We modify the original RealTabFormer implementation to use LLaMA 3.2 (1B, 3B) (Grattafiori et al., 2024),
Qwen2.5-3B (Qwen et al., 2025), and Mistral v0.3 7B Jiang et al. (2023). Here, we follow RealTabFormer’s
base training and sampling hyperparameters in Table 3. To SFT GREAT, we also use its original implementation
of which the base hyperparameters can be found in Table 4. For CT-GAN and TVAE, we use the default
hyperparameters and implementation found in Synthcity (Qian et al., 2023).

Hyperparameter Default Value
epochs 1000
batch_size 8
train_size 1
output_max_length 512

early_stopping_patience 5
early_stopping_threshold | 0
mask_rate 0
numeric_nparts 1
4
1

numeric._precision
numeric.max_len

0

Table 3: Numeric hyperparameters of REaL.TabFormer.

Hyperparameter Default Value
epochs 100
batch_size 8
float_precision | None
temperature 0.7

top-k sampling | 100
max_length 100

Table 4: GReaT training and sampling hyperparameters.

A.4 SIMULATED DATA GENERATION DETAILS

For Figure 2b, we initialize a Multivariate Gaussian of N(1e10,1e9). This ensures that there are up to 10 digits
for a column as RealTabFormer can struggle to process exceptionally long decimal strings. We then sample
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10,000 training and holdout rows for our experiment. At each level, we add additional columns to the training,
holdout, and therefore synthetic dataset observation sequence lengths increase by 10 digits for each column.

B SECTION 5 EXPERIMENT DETAILS AND ADDITIONAL RESULTS

B.1 DETAILS OF DIGIT MODIFIER

Algorithm 1 Digit Modifier Protection Mechanism

Input: real training dataset D, generator G, parameters pmin, Pmax, probability function g
train G on D
generate synthetic table Dy, with entries xy ;
let \V be the set of indices of numerical columns; set X; = {14y, Tni}
for all (k,i,r) with ¢ € A and r a digit place considered for x, ; do

p < g(xk,iy Xi;pminapmax)

sample b ~ Bernoulli(p)

if b = 1 then

replace the digit at position 7 in 2y, ; with a different digit

end if

end for

TeYRXIIUNE LD

—_

For the digit modifier, we define a probability function
9(Xx,i, X5 Pmin, Pmax)

that assigns a probability to each value xy ; in column X, constrained to lie within the range [Pin, Pmax]. In
our experiment, we set
M(Xl) = max |xk,i|a

Xk, i €Xj

which represents the largest absolute value in the numerical column. The probability function is then given by

Xk i

M(X;)

g(xk,i7 Xi;pminvpmax) = Pmin T+ (pmax - pmin)

B.2 DETAILS OF TENDENCY-BASED LOGIT PROCESSOR

Algorithm 2 Tendency-Based Logit Processor Protection Mechanism

Input: real training dataset D, LLM-based generator (G, parameter ¢, and curve-up function f;
train G on D
while generator G outputs logits at inference time do

scale all logits to [0, 1] using a shifted min—max scaler

apply the curve-up function f; to all scaled logits

rescale the curved-up logits back to the original scale

apply softmax to obtain the output token distribution

sample the next token from this distribution, decode it to a digit in the original data space
end while

R A U R ol e

For the tendency-based logit processor, we need a min—max scaler S;, a reverse scaler S l_l, and a curving up
function f;. Specifically, let I = (I1,12,...1x) be the k logits. Let m; = min; l;, M; = max;l;, ande > 0
(small constant). Then the min—max scaler S; is defined componentwise as

l; —
[Sl(ll,lQ,...,ln)]i my

__u" =1
M, —my+¢’ !

geeey

Similarly, we can also define S l_l componentwise as

[51_1(51752,...,5”)]i =my+s; (M —my +¢), i=1,...,n,
Too see why we need concavity, let’s fix 0 < a < b < 1. Since a = 6b for some 6 € (0, 1), concavity of f;

implies
fi(a) = fi(0b+ (1 —0)-0) > 0f(b) + (1 —0)f:(0) = 0f(b),
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where we used f(0) = 0. Dividing both sides by a = 0b gives
fi(a) _ fe(b)

Al

a — b
Thus, the ratio f;(x)/x is non-increasing in x. This means smaller logits receive a proportionally larger boost
compared to larger logits. Therefore, f; preserves the ordering of the logits (by monotonicity) while com-
pressing their differences (by concavity), which corresponds to a “curving-up” transformation that favors lower
logits.

In particular, the curving function we use in our experiment is f;(z) = xt. Figure 5 below demonstrates the

graph of our f; under different ¢.

Graphs of f(x) =xY fort =1, 4, 7, 10

1.01

0.8 A

0.6

0.4 A

0.2 4
— filx)=x*

fi(x) = x4
— filx)=x1"
£(x) = x110

0.0 A

0.0 0.2 0.4 0.6 0.8 1.0

Figure 5: Visualization of the transformation function f;(x) = 2'/* under varying values of t. As t increases, the
function becomes more concave, amplifying smaller logits proportionally more than larger ones. This behavior
helps compress logit differences while preserving their ordering.

B.3 TENDENCY-BASED LOGIT PROCESSOR EFFICACY IN LOWERING LEVATT TRUE POSITIVE RATE

Please refer to Figure 6 for experimental results showing that TLP lowers the LevAtt TPR to 12.5% at an FPR
of 10%, while maintaining good fidelity across different synthetic dataset lengths.

TPRGFPR=0.1

uuuuuuuuuuuuuuuuu

10000 000 6000 5000 10000 a000 8000 10000

4000 6000 5000 10000 000 6000 8000 000
Synthetic Dataset Size Synthetic Dataset Size Synthetic Dataset Size Synthetic Dataset Size

(a) Simulation Dataset (b) CASP Dataset

Figure 6: Privacy—utility trade-off of TLP across different datasets using RealTabFormer as the base generative
model. Panel (a) reports results on the simulation dataset (5.2), while panel (b) reports results on the CASP
dataset. In both cases, TLP consistently reduces the LevAtt TPR to about 12.5% at 10% FPR across all synthetic
dataset sizes, indicating a substantial improvement in privacy protection compared to the vanilla inference
procedure. Here, the vanilla synthetic dataset is generated using the default RealTabFormer inference without
any protection mechanism. Meanwhile, the Maximum Mean Discrepancy (MMD), computed between the
training data and the synthetic data generated by either vanilla or TLP, remains nearly unchanged, demonstrating
that TLP preserves fidelity while mitigating privacy leakage.
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B.4 TENDENCY-BASED LOGIT PROCESSOR PRIVACY VS MACHINE LEARNING EFFICACY

We refer for to Figure 7 for a full description of this experiment.

—REALDATA
-—vANILA

- REALDATA
- VANILLA

L

4000 5000 8000 10000 4000 5000 8000 10000
Number of Training Samples Number of Training Samples

(a) CASP dataset:Utility comparison of XGBoost mod- (b) CASP dataset: Utility comparison of XGBoost mod-

els trained on real data, vanilla synthetic data, and TLP- els trained on real data, vanilla synthetic data, and TLP-
protected synthetic data, demonstrating that TLP reduces protected synthetic data, demonstrating that TLP reduces
the LevAtt AUC-ROC to below 55%. the LevAtt TPR to below 12.5% at FPR = 10%.

Figure 7: Utility comparison of XGBoost models trained on real, vanilla synthetic, and TLP-protected synthetic
data. Models trained on real data achieve the lowest RMSE, while vanilla synthetic data incurs a moderate
increase and TLP-protected data shows a larger degradation. Importantly, the performance gap between vanilla
and TLP remains relatively stable as training size increases. Even with stronger tendency parameters required
for larger synthetic datasets to meet privacy thresholds, the utility degradation appears bounded, highlighting
the desirable property of TLP in controlling the privacy—utility trade-off.

C STATEMENT OF LLM USE

We used LLMs to assist in the programming of our experiments, designing data visualizations, making the
codebase more user-friendly, finding clearer phrasings in our writing, and formatting Latex code. All additions
by LLMs were checked by the authors.
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