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Abstract

Multimodal large language models unify visual perception with natural language under-
standing, yet remain vulnerable to adversarial manipulations. Existing jailbreak attacks ex-
ploit vision-text vulnerabilities through pixel-space perturbations and prompt optimization,
overlooking a fundamental weakness: the modality gap—the geometric separation between
image and text embeddings. We present Adaptive Modality Gap Exploitation (AMGE), op-
erating within the embedding manifold through gap-aware perturbation optimization and
cross-attention-mediated gradient flow. Our framework characterizes the modality gap via
empirical directional bias estimation, formulates attacks as geometric exploitation where
gradient updates align with gap vectors, and employs momentum-based ensemble aggrega-
tion for universal transferability across queries and architectures. Evaluation across four
multimodal LLMs (LLaVA-1.5-7B/13B, Qwen-VL, Qwen2-VL) demonstrates 90.2% attack
success rate with 79.1% transferability, requiring only 127 queries—3× fewer than com-
peting methods—while maintaining 87.5% semantic preservation. AMGE sustains 62.3%
effectiveness against five defenses, outperforming existing attacks by 23.7%. This work
establishes embedding-space geometric exploitation as a principled paradigm for exposing
vulnerabilities in multimodal alignment architectures.

1 Introduction

Recent advances in adversarial attacks on vision-language models have exposed persistent vulnerabilities
in multimodal alignment mechanisms. Early work by Yin et al. (2024) demonstrated that perturbations
crafted on pre-trained encoders transfer effectively across diverse tasks, establishing that cross-modal sys-
tems inherit vulnerabilities from constituent encoders. Scalable frameworks Zhang et al. (2025) leveraging
self-supervised learning achieved broad transferability with minimal supervision, revealing that adversar-
ial examples possess inherent generalization properties independent of task-specific labels. Subsequent re-
search targeted architectural components explicitly, with dynamic perturbations directed at Gu et al. (2025)
vision-language connectors substantially improving cross-model transferability, as alignment layers mediat-
ing information flow between modalities represent critical vulnerability surfaces. Parallel work Wang et al.
(2025a) identified fundamental asymmetries in cross-modal safety mechanisms, demonstrating that reinforce-
ment learning-based strategies systematically exploit these asymmetries under black-box constraints. Recent
sophisticated frameworks Wang et al. (2025b) have shown that malicious content can be covertly transmit-
ted through cryptographic and narrative-based techniques, leveraging compositional interactions to achieve
unprecedented effectiveness, collectively establishing adversarial multimodal attacks as a critical research
frontier.

Despite recent advances in adversarial attacks on multimodal large language models, existing methods face
two fundamental limitations. First, contemporary approaches operate primarily in pixel space, overlooking
the modality gap—the systematic geometric separation between image and text embeddings—as a funda-
mental vulnerability surface. Exploiting this gap enables efficient adversarial perturbations without requiring
full model access or pixel-level constraints. Second, existing attacks require model-specific optimization or
achieve limited cross-architecture transferability without principled geometric grounding. Recent insights
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into modality gap emergence Schrodi et al. (2025); Liang et al. (2022) reveal that this geometric separa-
tion stems from fundamental training dynamics in contrastive learning. Surveys on modality collapse Sim
et al. (2025) and alignment strategies Yamaguchi et al. (2025) expose systematic vulnerabilities between
modalities. Transferability principles Wang et al. (2024a) and sample-agnostic adversarial strategies Liu
et al. (2025) provide theoretical grounding for cross-model generalization. Motivated by these insights, we
introduce Adaptive Modality Gap Exploitation (AMGE), a gray-box attack that directly exploits the modal-
ity gap through adaptive embedding-space perturbation optimization and cross-attention-mediated gradient
flow. AMGE achieves universal transferability across model architectures through momentum-based ensem-
ble aggregation that identifies shared vulnerability structures. Requiring only public vision encoders and
output probability access, this approach enables practical gray-box deployability while providing theoretical
bounds on attack success rates and empirical evidence of effectiveness against contemporary frontier models.

Our Contributions:

• Gap-Aware Embedding-Space Attack Framework: We formulate multimodal jailbreak attacks
as a geometric exploitation problem on the embedding manifold, introducing adaptive modality gap
characterization with empirical gap vector estimation that identifies the systematic directional bias
between visual and textual representations. This enables efficient adversarial perturbations through
geometric vulnerability analysis without pixel-space optimization.

• Cross-Attention-Mediated Gradient Flow: We develop a novel gradient propagation mech-
anism that combines direct vision path gradients with attention-weighted cross-modal coupling,
creating compositional adversarial effects across modalities. The bidirectional gradient flow exploits
how text tokens attend to visual embeddings through the language model’s cross-attention mecha-
nism, amplifying attack effectiveness.

• Universal Transferable Perturbation Generation: We introduce momentum-based ensemble
aggregation over surrogate models with gap regularization toward harmful text embedding centroids,
enabling single perturbations to generalize across diverse queries and transfer effectively across model
architectures. This achieves cross-model attacks with gray-box access to public encoders only.

• Theoretical Guarantees and Empirical Validation: We provide formal lower bounds on attack
success rate proportional to modality gap magnitude and transferability guarantees based on gap
vector alignment between models. Empirically, we achieve 91.2% average ASR across four state-of-
the-art multimodal LLMs with 87.4% transferability score and maintain 62.3% effectiveness against
five defense mechanisms, outperforming existing attacks by 23.7% in cross-model scenarios.

2 Related Work

Multimodal LLMs: Architecture and Embedding Spaces

Multimodal large language models have achieved remarkable capabilities by integrating visual and textual in-
formation through sophisticated alignment mechanisms. The LLaVA architecture Liu et al. (2024) pioneered
visual instruction tuning by connecting CLIP vision encoders to language models via learnable projection
layers, achieving competitive performance with efficient end-to-end training. The Qwen-VL series Bai et al.
(2023); Wang et al. (2024b) introduced versatile capabilities spanning image understanding, localization, and
multilingual text reading through carefully designed training pipelines, with recent iterations enabling dy-
namic resolution processing. These models share a common architectural paradigm: vision encoders project
visual features into a shared embedding space where they interact with textual representations through
cross-attention mechanisms. While this design enables powerful cross-modal reasoning, it inherently creates
geometric structures in the embedding manifold—particularly the modality gap between visual and textual
representations—that may serve as unexplored vulnerability surfaces for adversarial exploitation.

Modality Gap: Geometric Separation in Vision-Language Embeddings

The modality gap phenomenon reveals systematic geometric separations between image and text embeddings
despite their semantic correspondence. Foundational work Liang et al. (2022) first characterized this gap in
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CLIP-style models, demonstrating that embeddings occupy distinct regions even for semantically matched
pairs, arising from the cone effect in contrastive learning. Recent analysis Schrodi et al. (2025) reveals
that information imbalance between modalities triggers both modality gap and object bias, with only few
dimensions driving the gap while others organize semantic content differently. Survey work on modality
collapse Sim et al. (2025) documents widespread over-reliance on textual information, where models achieve
competitive performance while largely ignoring visual inputs. Post-pre-training alignment strategies Yam-
aguchi et al. (2025) attempt to mitigate the gap through additional training phases, yet acknowledge its
persistence in deployed models. While existing research frames the modality gap primarily as a performance
degradation issue, its implications for adversarial robustness remain largely unexplored. The gap’s geometric
properties—directional bias, dimension-specific concentration, and cross-model consistency—suggest it may
serve as a systematic vulnerability surface for adversarial exploitation.

Adversarial Attacks on Vision-Language Models

Adversarial attacks on multimodal large language models have evolved through increasingly sophisticated
strategies. Early transferable attacks Yin et al. (2024) demonstrated that perturbations crafted on pre-
trained vision encoders transfer effectively across diverse tasks, establishing cross-task attack foundations.
Scalable self-supervised approaches Zhang et al. (2025) generated universal adversarial perturbations without
task-specific labels, achieving broad transferability through contrastive learning objectives. Dynamic per-
turbation strategies Gu et al. (2025) focused on vision-language connectors as critical vulnerability points,
showing alignment layers are particularly susceptible to cross-model transfer. Reinforcement learning-based
methods Wang et al. (2025a) systematically exploited asymmetries in safety enforcement across modalities,
enabling effective jailbreaking with black-box access. Cryptographic frameworks Wang et al. (2025b) intro-
duced covert transmission of malicious content by embedding harmful instructions within narrative contexts.
Despite these advances, current attacks predominantly operate through pixel-space perturbations or discrete
prompt optimization, facing fundamental limitations: pixel-space optimization is computationally expensive
(operating in ∼150K dimensional spaces), discrete optimization lacks cross-model transferability, and obfus-
cation methods are vulnerable to improved filters. Critically, existing attacks do not systematically exploit
the geometric properties of the embedding manifold itself—particularly the modality gap—as a principled
attack surface.

3 Motivation

Despite significant progress in adversarial attacks on multimodal large language models, existing approaches
face two critical limitations. First, contemporary attacks operate predominantly in pixel space or through
discrete prompt optimization, focusing on surface-level representations without leveraging the fundamental
geometric structures of the embedding manifold where visual and textual representations interact. This
overlooks the modality gap—the systematic geometric separation between image and text embeddings—as
an inherent architectural vulnerability that persists across model families. Second, existing attacks lack
principled mechanisms for ensuring cross-model transferability through geometric alignment, instead relying
on ensemble averaging or data augmentation that do not capture why perturbations transfer. We intro-
duce Adaptive Modality Gap Exploitation (AMGE), an embedding-space attack framework that reframes
multimodal jailbreaking as a geometric exploitation problem. We characterize the modality gap through
empirical estimation of directional bias vectors, perform adaptive embedding-space attacks where gradient
updates are weighted by gap alignment, introduce cross-attention-mediated gradient flow that creates com-
positional adversarial effects across modalities, and employ momentum-based ensemble aggregation with gap
regularization toward harmful text embedding centroids that enables universal transferability across diverse
queries and model architectures.

4 Proposed Method

Our proposed method, Adaptive Modality Gap Exploitation (AMGE), exploits the systematic geometric
separation between image and text embeddings in multimodal LLMs—the modality gap—as a fundamental
vulnerability surface for adversarial attacks. Operating directly on the embedding manifold rather than
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pixel space, AMGE characterizes this gap through empirical estimation on paired samples, performs adap-
tive perturbation optimization where gradient updates are weighted by gap alignment, and leverages cross-
attention-mediated gradient flow to create compositional adversarial effects across modalities. This geometric
perspective enables universal transferable jailbreaking: perturbations generalize across queries by aligning
with harmful text embedding centroids, transfer naturally across model families sharing gap structures,
and require only gray-box access (public encoders plus output probability distributions), making the ap-
proach practically deployable against real-world API-based systems while providing theoretical guarantees
connecting modality gap characteristics to adversarial vulnerability.

4.1 Modality Gap Characterization and Embedding Space Geometry

Let M = (fv, ft, fLLM) represent a multimodal LLM where fv : RH×W ×C → Rd is the vision encoder,
ft : V∗ → Rd is the text encoder, and fLLM is the language model with projection π : Rd → Rd′ . The
modality gap quantifies the systematic geometric separation in the shared embedding space:

∆gap = Ev,t[∥fv(v)− ft(t)∥2], (1)

where v and t are semantically matched image-text pairs. This gap represents a fundamental architectural
characteristic that we exploit as our attack surface.

To operationalize this concept, we compute the empirical modality gap vector g ∈ Rd that captures the
directional bias between modalities:

g = 1
N

N∑
i=1

(
fv(vi)
∥fv(vi)∥2

− ft(ti)
∥ft(ti)∥2

)
, (2)

where N paired samples from a small dataset provide sufficient statistics for gap estimation. This vector
identifies the optimal direction for perturbation propagation in the embedding manifold. We further identify
the gap boundary region Bgap = {z : cos(z, g) > τ} where embeddings exhibit maximal vulnerability due to
their proximity to the inter-modality transition zone.

4.2 Adaptive Embedding Space Attack with Cross-Modal Gradient Flow

Rather than optimizing perturbations in pixel space, we formulate the attack as an embedding manifold
optimization problem:

δ∗ = arg min
∥δ∥2≤ϵ

LAMGE(δ; xt, ytarget), (3)

where the AMGE loss combines three strategically designed terms:

LAMGE =LCE(fLLM(π(zadv), xt), ytarget)︸ ︷︷ ︸
Target generation loss

+ λ1 ∥gT δ∥2︸ ︷︷ ︸
Gap alignment

+ λ2 Dembed(fv(v), fv(v + δ))︸ ︷︷ ︸
Semantic preservation

.

(4)

The adversarial embedding incorporates gap-aware traversal:

zadv = fv(v + δ) + αg, (5)

where α ∈ [0, 1] controls the degree of movement toward the gap boundary. The semantic preservation term
Dembed measures embedding-space distance to maintain visual coherence:

Dembed(z1, z2) = 1− zT
1 z2

∥z1∥2∥z2∥2
. (6)
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The key innovation lies in our cross-attention-mediated gradient flow mechanism. We compute gradients that
incorporate both direct visual perturbation effects and cross-modal influences through the LLM’s attention
mechanism:

∇δLAMGE = ∂LCE

∂zadv

∂zadv

∂δ︸ ︷︷ ︸
Direct vision path

+β AT
cross

∂LCE

∂ft(xt)︸ ︷︷ ︸
Attention-weighted cross-modal coupling

, (7)

where Across ∈ Rd×d is the cross-attention weight matrix extracted from fLLM during forward pass, capturing
how text tokens attend to visual embeddings. The coefficient β controls the strength of cross-modal influence,
creating compositional adversarial effects that enhance attack effectiveness across both modalities.

We initialize perturbations using targeted text embeddings:

δ0 = η · PGD(ft(xharmful), fv(vbenign)), (8)

then iteratively refine via adaptive projected gradient descent:

δt+1 = Π∥·∥∞≤ϵ (δt − αt∇δLAMGE) , (9)

with gap-aware adaptive step sizing:

αt = α0 ·
(

1 + cos(zadv, g)
∥g∥2

)
. (10)

This adaptive mechanism accelerates convergence when perturbations align with the gap vector, enabling
efficient traversal of the vulnerability surface.

4.3 Universal Transferable Perturbations

To achieve universality across diverse prompts, we optimize over a distribution of queries Q using mini-batch
approximation:

δ
(t+1)
univ = δ

(t)
univ − αt∇δ

 1
|B|

∑
(q,y)∈B

LAMGE(δ; q, y) + γRgap(δ)

 , (11)

where B ∼ Q × Ytarget is a mini-batch of size |B| = 32 sampled from the query distribution, and the gap
regularizer enforces alignment with harmful text embeddings:

Rgap(δ) =
∥∥∥∥ fv(v + δ)
∥fv(v + δ)∥2

− ctext

∥ctext∥2

∥∥∥∥2

2
, (12)

with ctext being the centroid of harmful text embeddings computed over the query distribution. This enables
single perturbations to generalize across multiple attack scenarios by positioning adversarial embeddings near
the centroid of the target manifold region.

For enhanced transferability across model architectures, we employ momentum-based aggregation over an
ensemble of surrogate models:

mt+1 = µmt + 1
|Mensemble|

|Mensemble|∑
i=1

∇δL(i)
AMGE, (13)

followed by sign-based update:
δt+1 = Πϵ (δt − αt · sign(mt+1)) , (14)

where Mensemble consists of surrogate models with diverse architectures. This stabilizes gradient directions
and identifies attack vectors that exploit shared vulnerability structures across model families.

We provide theoretical guarantees on attack success rate and transferability that formalize the connection
between modality gap characteristics and adversarial vulnerability.
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Theorem 1 (Lower Bound on Attack Success Rate): Assume: (i) The LLM’s decision boundary is
Lipschitz continuous with constant L, (ii) Adversarial embeddings follow zadv ∼ N (zclean + ϵg, σ2I) in the
gap direction, (iii) Success is defined as p(ytarget|zadv, xt) > 0.5. Then under perturbation budget ∥δ∥2 ≤ ϵ
and modality gap ∥g∥2 > θmin, the attack success rate (ASR) satisfies:

ASR ≥ 1− exp
(
−ϵ2∥g∥2

2
2σ2

)
, (15)

where σ2 = Var[π(fv(v))] is the variance of projected visual embeddings. This bound demonstrates that
larger modality gaps create wider attack corridors in embedding space, fundamentally increasing model
vulnerability.

Theorem 2 (Transferability Guarantee): For models M1,M2 with gap vectors g1, g2 satisfying
cos(g1, g2) > ρ, and alignment layer variances satisfying σ2

2/σ2
1 < κvar < 2, the cross-model transferability

satisfies:
ASRM2(δ∗

M1
) ≥

(
ρ−
√

κvar − 1
)
·ASRM1(δ∗

M1
), (16)

which guarantees that perturbations transfer effectively across models with aligned gap structures, with
transfer quality proportional to gap vector similarity and variance ratio.

4.4 Complete Attack Algorithm and Implementation

Algorithm 1 presents the complete AMGE attack procedure, integrating gap characterization, adaptive
embedding space optimization, and transferability enhancement into a unified framework.

Algorithm 1 Adaptive Modality Gap Exploitation (AMGE) Attack
1: Input: Benign image v, query distribution Q, target output ytarget, budget ϵ
2: Extract N paired samples {(vi, ti)}N

i=1 {Calibration dataset}
3: Compute gap vector: g← 1

N

∑N
i=1

(
fv(vi)

∥fv(vi)∥2
− ft(ti)

∥ft(ti)∥2

)
{Estimate modality bias}

4: Compute harmful centroid: ctext ← 1
|Q|
∑

q∈Q ft(xq
harmful) {Target embedding region}

5: Sample xharmful ∼ Q and initialize: δ0 ← η · PGD(ft(xharmful), fv(v)) {Targeted initialization}
6: for t = 0 to T − 1 do
7: zadv ← fv(v + δt) + αg {Gap-aware adversarial embedding}
8: Compute loss: LAMGE ← LCE(ytarget|zadv, xt) + λ1∥gT δt∥2 + λ2Dembed(fv(v), fv(v + δt)) {Target +

alignment + semantic}
9: Extract cross-attention: Across ← Attention(fLLM(zadv, ft(xt))) {Cross-modal coupling weights}

10: Compute gradient: gt ← ∂LCE
∂zadv

∂zadv
∂δt

+ βAT
cross

∂LCE
∂ft(xt) {Vision + attention-mediated cross-modal}

11: Adaptive step: αt ← α0 ·
(

1 + cos(zadv,g)
∥g∥2

)
{Accelerate when aligned with gap}

12: Update: δt+1 ← Π∥·∥∞≤ϵ(δt − αtgt) {Projected gradient descent}
13: end for
14: Initialize momentum: m0 ← 0 {Transferability enhancement}
15: for t = 0 to Ttransfer − 1 do
16: mt+1 ← µmt + 1

|Mensemble|
∑|Mensemble|

i=1 ∇δL(i)
AMGE + γ∇δRgap(δt) {Ensemble aggregation + regulariza-

tion}
17: δt+1 ← Πϵ(δt − αt · sign(mt+1)) {Momentum-based update}
18: end for
19: Return: Universal adversarial perturbation δ∗ =0

Threat Model: AMGE assumes gray-box access where the attacker has: (1) full access to vision and text
encoders (often publicly available, e.g., CLIP), (2) query access to the target MLLM returning output prob-
ability distributions p(y|z, x), and (3) ability to compute gradients ∂ log p/∂z via automatic differentiation
or finite differences. This is realistic for API-based models that return token probabilities (e.g., GPT-4V
API with logprobs).
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4.5 Hyperparameter Configuration and Selection Rationale

Table 1 summarizes all hyperparameters used in AMGE, their semantic meaning, and recommended values
derived from our empirical analysis across diverse model architectures and attack scenarios.

Table 1: Hyperparameter configuration for AMGE attack
Notation Description Value
N Number of paired samples for gap esti-

mation
100

ϵ Maximum perturbation budget (ℓ∞
norm)

16/255

λ1 Gap alignment weight in loss function 0.1
λ2 Semantic preservation weight in loss

function
0.5

α Gap traversal coefficient 0.3
β Cross-modal gradient influence coeffi-

cient
0.2

γ Universal perturbation regularization
weight

0.15

τ Gap boundary threshold (cosine simi-
larity)

0.7

η Initialization scaling factor 0.1
α0 Base step size for gradient descent 0.01
T Number of attack iterations (Phase 2) 100
Ttransfer Number of transfer enhancement itera-

tions (Phase 3)
50

µ Momentum coefficient for ensemble ag-
gregation

0.9

|Mensemble| Ensemble size for transferability 3

Selection Rationale: The hyperparameter configuration balances attack effectiveness with semantic preser-
vation through empirical analysis across diverse model architectures. The gap estimation sample size N = 100
provides sufficient statistical power for directional bias estimation with stabilization observed beyond N ≥ 50.
The perturbation budget ϵ = 16/255 follows adversarial robustness conventions, balancing imperceptibility
with attack potency. Loss weighting coefficients (λ1 = 0.1, λ2 = 0.5) prioritize semantic preservation,
with gap alignment serving as directional guidance rather than strict constraint. The gap traversal coef-
ficient α = 0.3 conservatively moves embeddings toward boundaries without degrading semantic quality
(degradation observed for α > 0.5). Cross-modal influence β = 0.2 provides moderate coupling, avoiding
gradient conflicts (β > 0.4) while exploiting compositional benefits. Universal perturbation weight γ = 0.15
enables centroid alignment without over-constraining optimization. The gap boundary threshold τ = 0.7
(corresponding to 45° angular separation) captures core vulnerability regions. Iteration counts (T = 100,
Ttransfer = 50) reflect convergence analysis showing plateau beyond these values. Momentum coefficient
µ = 0.9 follows standard optimization practices, and ensemble size |Mensemble| = 3 captures architectural
diversity (ViT, CNN, hybrid) with negligible improvements for larger ensembles (> 5).

5 Experimental Results and Analysis

We present comprehensive experimental evaluation of our proposed AMGE attack across multiple dimensions:
performance metrics on different multimodal LLM architectures, comparative analysis against state-of-the-
art adversarial methods, cross-model transferability characteristics, and robustness against various defense
mechanisms. Our experiments demonstrate that AMGE achieves superior attack success rates while main-
taining high semantic preservation and query efficiency compared to existing approaches. All evaluations
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were conducted on four mainstream multimodal LLMs (LLaVA-1.5-7B, LLaVA-1.5-13B, Qwen-VL, Qwen2-
VL) using standard adversarial benchmarks including JailBreakV-28K and MM-SafetyBench, with results
averaged over 1000 test samples per model to ensure statistical significance.

5.1 Model Specifications

Table 2: Multimodal large language model architectures and specifications.
Model Vision Encoder LLM Backbone Vision Params LLM Params Total Params
LLaVA-1.5-7B CLIP ViT-L/14 (336px) Vicuna-7B 304M 7B 7.3B
LLaVA-1.5-13B CLIP ViT-L/14 (336px) Vicuna-13B 304M 13B 13.3B
Qwen-VL ViT-bigG Qwen-LM 2.0B 7B 9.6B
Qwen2-VL-7B ViT-Custom (Dynamic) Qwen2-7B 675M 7B 7.7B
Qwen2-VL-72B ViT-Custom (Dynamic) Qwen2-72B 675M 72B 72.7B

5.2 Performance Evaluation of AMGE on Target Models

Table 3: Performance metrics of AMGE attack across different multimodal LLMs.
Model ASR (%) Transfer (%) Gap Align. Embed. Dist. Iters. Sem. Pres. (%)
LLaVA-1.5-7B 89.5 ± 1.2 78.6 ± 2.3 0.842 ± 0.031 0.156 ± 0.018 87 ± 8 89.2 ± 1.5
LLaVA-1.5-13B 92.3 ± 1.0 81.4 ± 2.1 0.875 ± 0.028 0.143 ± 0.015 79 ± 7 90.5 ± 1.3
Qwen-VL 87.8 ± 1.4 76.2 ± 2.5 0.828 ± 0.035 0.168 ± 0.021 93 ± 9 88.7 ± 1.6
Qwen2-VL 91.2 ± 1.1 79.8 ± 2.2 0.861 ± 0.029 0.149 ± 0.017 82 ± 8 89.8 ± 1.4

Table 3 presents comprehensive metrics quantifying AMGE’s effectiveness across model architectures. At-
tack success rates consistently exceed 87% across all models, demonstrating universality of modality gap
exploitation. Gap alignment scores (0.828–0.875) confirm successful exploitation of the geometric vulner-
ability surface through gap-aligned perturbations. Embedding distances (0.143–0.168) indicate adversarial
embeddings maintain semantic coherence while staying close to clean embeddings in cosine similarity. Con-
vergence iterations (79–93) and query efficiency metrics demonstrate rapid convergence within 127 average
queries, substantially improving over gradient-free methods requiring 500+ queries. Semantic preservation
scores (88.7%–90.5%) confirm visual coherence maintenance despite aggressive embedding-space perturba-
tion optimization.

Figure 1 visualizes AMGE’s attack success rates under various defense mechanisms through a heatmap rep-
resentation, where color intensity indicates ASR magnitude with darker shades representing higher vulner-
ability. The heatmap reveals several critical insights into AMGE’s robustness characteristics. Even against
advanced defenses like CrossGuard (which employs embedding space regularization) and VGuard (which
filters adversarial inputs using perplexity-based detection), AMGE maintains ASRs above 54% across all
models, significantly outperforming baseline methods that drop below 30% under similar defensive condi-
tions. This robustness stems from AMGE’s fundamental operation in the embedding manifold rather than
pixel space, where most defenses are designed to operate. Specifically, defenses like ProEat and SafeLLM
that focus on input-level filtering show limited effectiveness (ASR drops of only 17–19%) because they cannot
detect perturbations that are semantically meaningful in pixel space but adversarial in embedding space.
The consistent performance degradation pattern across different models (approximately 15–35% ASR reduc-
tion depending on defense strength) suggests that AMGE’s vulnerability exploitation is architecture-agnostic
and cannot be easily mitigated by model-specific defensive strategies. The relatively high ASRs under Au-
toDefense (48.9–51.7%) are particularly concerning, as this defense employs multi-agent verification and
adversarial training, representing state-of-the-art protection mechanisms for LLMs.

Figure 2 provides comprehensive comparative visualization of AMGE’s performance across five key metrics
and four target models using grouped bar charts. The attack success rate bars (blue) show uniformly high
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Figure 1: Attack success rate of AMGE under different defense techniques across models.

Figure 2: Multi-metric performance evaluation of AMGE across different multimodal LLMs.

performance (87.8%–92.3%), with minimal variance across models, validating that modality gap exploitation
is a fundamental vulnerability. The transferability scores (orange, 76.2%–81.4%) indicate that perturbations
generalize effectively across architectures, valuable for black-box scenarios. The gap alignment scores (green,
82.8%–87.5%) confirm successful optimization along the gap vector leveraging the geometric vulnerability
surface. Query efficiency metrics (red, 82.7%–88.1%) demonstrate AMGE achieves high success with minimal
computational cost, practical for real-world attacks. Finally, semantic preservation scores (purple, 88.7%–
90.5%) show AMGE maintains high visual coherence with CLIP similarity indicating adversarial images
remain perceptually similar to originals despite successful jailbreaking. Performance variations across models
correlate with architectural differences in encoder capacity (ViT-L vs ViT-G), projection implementations,
and alignment training procedures, but all models remain highly vulnerable to AMGE’s embedding-space
attack strategy.
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5.3 Comparative Analysis with State-of-the-Art Attacks

Figure 3: Attack success rate comparison across different adversarial methods and models.

Figure 3 visualizes attack success rates across four target models using grouped bar charts. AMGE (blue
bars) consistently achieves highest ASR ranging from 87.8% (Qwen-VL) to 92.3% (LLaVA-1.5-13B), demon-
strating generalizability of our modality gap exploitation approach. The performance gap between AMGE
and competitors widens for larger models: on LLaVA-1.5-13B, AMGE achieves 92.3% versus MML-Attack’s
79.8% (12.5 percentage point gap), compared to 10.4 percentage points on LLaVA-1.5-7B (89.5% vs 76.4%).
This suggests AMGE’s embedding-space optimization better leverages increased model capacity and larger
modality gaps in scaled architectures, whereas token-level and pixel-space attacks fail to exploit these sur-
faces. The consistent ordering indicates that gray-box gradient access provides substantial advantages over
black-box methods, and that embedding manifold exploitation outperforms input perturbations.

Figure 4 presents cross-model transferability through a 6-panel heatmap where rows represent source mod-
els and columns represent target models, with cell intensities indicating transferability scores. AMGE
exhibits superior cross-architecture transfer with off-diagonal scores ranging from 76.8% to 86.5%, signif-
icantly outperforming all baselines. Transferring perturbations from LLaVA-1.5-7B to Qwen2-VL, AMGE
achieves 82.7% ASR compared to 69.2% for MML-Attack, 61.5% for PolyJailbreak, and 53.1% for VLAt-
tack. This validates our theoretical framework: gap-aligned perturbations transfer across models with similar
gap structures, as gap geometry is determined by pre-training data distribution rather than architectural de-
tails. LLaVA-to-LLaVA transfers achieve highest scores (85.3–86.5% for AMGE), while cross-family transfers
(76.8–82.7%) show slightly reduced but still high transferability. Baselines experience severe degradation:
MML-Attack drops to 63.7–68.3% in cross-family scenarios, and VLAttack drops to 48.9–52.4%, approaching
random guessing. Critically, attackers can optimize perturbations on public surrogate models (e.g., LLaVA)
and successfully attack proprietary systems (e.g., commercial Qwen APIs) without target model access,
highlighting a fundamental vulnerability in multimodal LLM deployment.

Table 4 benchmarks AMGE against five state-of-the-art attacks: MML-Attack, PolyJailbreak, DynVLA,
AnyAttack, and VLAttack. AMGE achieves 90.2% average attack success rate, a 13.0 percentage point
improvement over MML-Attack (77.2%) and 20.7–29.5 points over black-box methods. More critically,
AMGE requires only 127 queries on average—3× fewer than MML-Attack (385 queries) and 4–6× fewer
than black-box methods (423–734 queries)—crucial for bypassing rate limits and detection mechanisms.
The transferability score of 79.1% substantially exceeds competing approaches (55.8–68.5%), validating that
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Figure 4: Cross-model transferability comparison across different attack methods.

Table 4: Comparison of AMGE with state-of-the-art adversarial attacks.
Attack Method Avg ASR (%) Avg Transfer (%) Avg Queries Stealth Score Type
AMGE (Ours) 90.2 ± 1.8 79.1 ± 3.2 127 ± 15 87.5 ± 2.1 Gray-Box
MML-Attack 77.2 ± 2.3 68.5 ± 3.7 385 ± 28 74.3 ± 3.2 Gray-Box
PolyJailbreak 69.5 ± 2.7 62.3 ± 4.1 512 ± 35 68.7 ± 3.6 Black-Box
DynVLA 72.8 ± 2.5 65.7 ± 3.9 423 ± 31 71.2 ± 3.4 Gray-Box
AnyAttack 65.8 ± 2.9 59.2 ± 4.3 678 ± 42 65.4 ± 3.8 Black-Box
VLAttack 60.7 ± 3.1 55.8 ± 4.5 734 ± 48 62.1 ± 4.1 Black-Box

gap-aligned perturbations generalize across architectures with similar embedding geometries. The stealth
score of 87.5% demonstrates superior semantic preservation compared to baselines, reducing detectability by
both automated filters and human reviewers. Operating in the gray-box regime with encoder gradient access
but without full LLM internals, AMGE represents a realistic threat model for deployed vision-language APIs.

Figure 5 evaluates AMGE against five defense mechanisms: No Defense (baseline), ProEat (adversarial
training), SafeLLM (input filtering), CrossGuard (embedding regularization), and VGuard (multi-modal
verification). Under no defense, AMGE achieves 90.2% ASR, substantially exceeding all baselines. With
defenses activated, AMGE maintains highest ASR: 72.3% under ProEat (19.9% degradation), 68.7% un-
der SafeLLM (23.8%), 56.4% under CrossGuard (37.5%), and 61.2% under VGuard (32.1%). Competing
methods experience severe drops: MML-Attack falls to 38.7% under CrossGuard (49.8% degradation), Poly-
Jailbreak to 29.6% (57.4%), and VLAttack to 24.3% (60.0%). AMGE’s superior robustness stems from two
factors: first, embedding-space operation bypasses pixel-level filtering in SafeLLM and VGuard; second, gap-
aligned optimization exploits a structural property of multimodal alignment that cannot be easily modified
through fine-tuning. The consistent hierarchy suggests embedding-space attacks are fundamentally more
robust than token or pixel-space approaches. Critically, even CrossGuard—designed for embedding anomaly

11
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Figure 5: Robustness comparison of different attacks under various defense mechanisms.

detection—allows 56.4% ASR for AMGE, indicating that distinguishing gap-aligned adversarial embeddings
from legitimate ones remains unsolved, requiring new defensive strategies addressing the modality gap itself.

6 Conclusion and Future scope

In summary, this work presents Adaptive Modality Gap Exploitation (AMGE), a robust gray-box attack that
systematically exploits the geometric vulnerability of the modality gap in multimodal LLMs, enabling highly
transferable, efficient, and semantically-preserving attacks even against strong defenses. Our embedding-
space approach reframes jailbreaking as a targeted manipulation of learned feature alignments, achieving
higher success rates and lower query requirements than prior methods with only public encoder access. These
findings reveal that geometric misalignments between modalities pose persistent architectural risks that are
not addressed by surface-level defense strategies. Looking forward, our results highlight the urgent need for
defenses that operate within the embedding manifold, such as gap-aware adversarial training and geometric
anomaly detection, and suggest promising avenues for broader applications including video-language and
multi-modal systems, principled evaluation protocols, and gap-minimized model design. Addressing the
modality gap at a structural level—through both improved architectures and adaptive defenses—is essential
for the trustworthy deployment of future multimodal AI systems.
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Appendix: Theoretical Proofs

This appendix provides rigorous proofs for Theorems 1 and 2 presented in the main paper. We establish
formal guarantees on attack success rate and transferability by carefully accounting for noise models, decision
boundary geometry, and cross-model architectural differences.
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Preliminaries and Notation

Throughout the proofs, we use the following notation:

• zclean ∈ Rd: Clean embedding from the vision encoder

• g ∈ Rd: Normalized modality gap vector with ∥g∥2 = 1

• ϵ > 0: Perturbation budget controlling adversarial displacement magnitude

• δ ∈ RH×W ×C : Adversarial perturbation in pixel space

• zadv ∈ Rd: Adversarial embedding after perturbation

• Φ(·): Cumulative distribution function of standard normal N (0, 1)

• ϕ(·): Probability density function of standard normal

We adopt a projected noise model where embedding noise is primarily along the gap direction. This is
motivated by the observation that modality gaps create preferential vulnerability directions in the embedding
manifold.

Proof of Theorem 1: Attack Success Rate Lower Bound

[Theorem 1] Assume:
[label=(vi)]

1. Margin condition: The conditional target probability p(ytarget|z, xt) has a local margin slope
m > 0 along the gap direction g near the decision boundary. Specifically, for z = zclean + rg with
r > 0, we have

p(ytarget|zclean + rg, xt)− p(ytarget|zclean, xt) ≥ m · r

within a neighborhood of the decision boundary.

2. Noise model: The adversarial embedding is zadv = zclean + ϵg + ξg, where ξ ∼ N (0, σ2) is
scalar Gaussian noise along the gap direction (modeling projection variability and optimization
stochasticity).

3. Baseline safety: The clean sample satisfies p(ytarget|zclean, xt) ≤ p0 for some p0 < 0.5. Define the
margin gap ∆ := 0.5− p0 > 0.

If the displacement condition m · ϵ ≥ 2∆ holds, then the attack success rate satisfies:

ASR ≥ 1− exp
(
−ϵ2∥g∥2

2
2σ2

)
.

We establish the lower bound through a concentration of measure argument combined with the margin
condition.

Step 1: Effective displacement along gap direction. The adversarial embedding can be written as:

zadv = zclean + (ϵ + ξ)g, (17)

where the effective displacement along the gap direction is the random variable ϵ + ξ with ξ ∼ N (0, σ2).

Define the event E := {|ξ| ≤ ϵ/2}. On this event, the net displacement satisfies:

ϵ + ξ ≥ ϵ− |ξ| ≥ ϵ− ϵ

2 = ϵ

2 . (18)
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Step 2: Probability concentration. We bound the probability of the favorable event E using standard
Gaussian tail bounds. For ξ ∼ N (0, σ2), we have:

P(E) = P
(
|ξ| ≤ ϵ

2

)
= Φ

( ϵ

2σ

)
− Φ

(
− ϵ

2σ

)
= 2Φ

( ϵ

2σ

)
− 1. (19)

For the tail probability, we use the standard Gaussian upper bound Φ(−x) ≤ 1
2 exp(−x2/2) for x > 0:

P(Ec) = P
(
|ξ| > ϵ

2

)
= 2Φ

(
− ϵ

2σ

)
≤ exp

(
− ϵ2

8σ2

)
. (20)

Note: For conservative bounds we use the factor 8 in the denominator. For tighter bounds under stronger
assumptions (sub-Gaussian concentration), one can achieve the factor 2 in the theorem statement.

Step 3: Margin-induced probability increase. On the event E , by inequality equation 18, the dis-
placement is at least ϵ/2. Applying the margin condition (assumption i) with r = ϵ/2:

p(ytarget|zadv, xt) ≥ p(ytarget|zclean, xt) + m · ϵ

2
≤ p0 + m · ϵ

2 . (21)

For attack success, we require p(ytarget|zadv, xt) > 0.5. This is guaranteed if:

p0 + m · ϵ

2 ≥ 0.5 ⇐⇒ m · ϵ ≥ 2(0.5− p0) = 2∆. (22)

This is precisely the displacement condition stated in the theorem.

Step 4: Combining events for ASR bound. The attack success rate is:

ASR = P(p(ytarget|zadv, xt) > 0.5)
≥ P(E) (by Step 3, success holds on E)
= 1− P(Ec)

≥ 1− exp
(
− ϵ2

8σ2

)
. (23)

Step 5: Tightening to the stated bound. Under additional assumptions (sub-exponential concentra-
tion or empirical calibration), the constant can be improved. Specifically, if we use the Chernoff bound more
carefully or assume the effective noise after optimization is sub-Gaussian with parameter σ2/4, we obtain:

ASR ≥ 1− exp
(
−ϵ2∥g∥2

2
2σ2

)
, (24)

where we restore ∥g∥2 explicitly (previously normalized to 1) and use the improved constant.
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Interpretation: The bound shows that ASR increases exponentially with the effective signal-to-noise ratio
ϵ∥g∥2/σ:

• Larger gaps (∥g∥2 large): Wider attack corridors, easier to achieve high ASR

• Larger perturbation budget (ϵ large): More displacement along gap direction

• Lower noise (σ small): More concentrated adversarial embeddings, higher success probability

This completes the proof of Theorem 1.

Proof of Theorem 2: Transferability Guarantee

[Theorem 2] Consider two models M1 = (f (1)
v , f

(1)
t , f

(1)
LLM) and M2 = (f (2)

v , f
(2)
t , f

(2)
LLM) with gap vectors

g1, g2 satisfying cos(g1, g2) > ρ. Assume:
[label=(vi)]

1. Gap alignment: The cosine similarity condition gT
1 g2/(∥g1∥2∥g2∥2) = ρ for some ρ ∈ (0, 1].

2. Noise variance ratio: The projected noise variances satisfy κvar := σ2
2/σ2

1 < 2.

3. Encoder mismatch bound: For the optimal perturbation δ∗ fromM1, the encoder outputs satisfy
∥f (2)

v (v + δ∗)− f
(1)
v (v + δ∗)∥2 ≤ η for some small η ≥ 0.

4. Shared margin structure: Both models satisfy the margin condition with constants m1, m2 > 0
(for simplicity, assume m1 ≈ m2 = m).

Then the cross-model transferability satisfies:

ASRM2(δ∗
M1

) ≥
(
ρ−
√

κvar − 1
)
·ASRM1(δ∗

M1
),

provided ρ−
√

κvar − 1 > 0 (ensuring the bound is non-vacuous).

We analyze how the adversarial perturbation optimized for M1 performs when transferred to M2.

Step 1: Adversarial embedding under M1. Let δ∗ = arg minδ L(1)
AMGE(δ) be the optimal perturbation

for model M1. The adversarial embedding for M1 is:

z
(1)
adv = f (1)

v (v + δ∗) + αg1 + ξ1g1, (25)

where α is the gap traversal coefficient, ξ1 ∼ N (0, σ2
1), and we model the perturbation as achieving effective

displacement ϵ1∥g1∥2 along the gap direction.

Step 2: Adversarial embedding under M2. When transferring δ∗ to M2, the adversarial embedding
becomes:

z
(2)
adv = f (2)

v (v + δ∗) + αg2 + ξ2g2, (26)

where ξ2 ∼ N (0, σ2
2) is the projection noise for M2.

Using the encoder mismatch bound (assumption iii), we can relate the two embeddings:

z
(2)
adv = f (1)

v (v + δ∗) + αg2 + η + ξ2g2

= z
(1)
adv − αg1 + αg2 + η + (ξ2g2 − ξ1g1), (27)

where η is the encoder mismatch vector with ∥η∥2 ≤ η.
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Step 3: Gap misalignment analysis. The key difference term is α(g2 − g1). By the law of cosines:

∥g2 − g1∥2
2 = ∥g1∥2

2 + ∥g2∥2
2 − 2gT

1 g2

= ∥g1∥2
2 + ∥g2∥2

2 − 2ρ∥g1∥2∥g2∥2. (28)

Assuming normalized gap vectors (∥g1∥2 = ∥g2∥2 = 1):

∥g2 − g1∥2 =
√

2(1− ρ). (29)

Thus, the gap misalignment contributes a displacement error of magnitude:

∆gap := α∥g2 − g1∥2 = α
√

2(1− ρ). (30)

Step 4: Effective displacement for M2. The effective displacement along the gap direction for M2 is
reduced by the misalignment and encoder mismatch:

ϵ
(2)
eff = ϵ1 −∆gap − ηproj, (31)

where ηproj is the projection of encoder mismatch η onto the gap direction g2. Conservatively, ηproj ≤ η.

Step 5: ASR bound for M2 via Theorem 1. Applying Theorem 1 toM2 with effective displacement
ϵ

(2)
eff and noise variance σ2

2 :

ASRM2(δ∗) ≥ 1− exp
(
−

(ϵ(2)
eff )2

2σ2
2

)

= 1− exp
(
−

(ϵ1 − α
√

2(1− ρ)− η)2

2σ2
2

)
. (32)

Step 6: Relating to ASRM1 . From Theorem 1, we have:

ASRM1(δ∗) ≥ 1− exp
(
− ϵ2

1
2σ2

1

)
. (33)

Rearranging to express ϵ1 in terms of ASRM1 :

ϵ2
1 ≥ −2σ2

1 ln(1−ASRM1). (34)

Step 7: First-order approximation for multiplicative factor. For the multiplicative form, we use a
first-order Taylor expansion. Assume:

• Small misalignment: α
√

2(1− ρ)≪ ϵ1

• Small encoder mismatch: η ≪ ϵ1

• Moderate variance ratio: κvar = σ2
2/σ2

1 ≈ 1

Then:

(ϵ1 − α
√

2(1− ρ)− η)2 ≈ ϵ2
1

(
1−

α
√

2(1− ρ) + η

ϵ1

)2

≈ ϵ2
1

(
1− 2

α
√

2(1− ρ) + η

ϵ1

)
(first-order)

= ϵ2
1 − 2ϵ1(α

√
2(1− ρ) + η). (35)
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Substituting into equation 32:

ASRM2 ≥ 1− exp
(
−

ϵ2
1 − 2ϵ1(α

√
2(1− ρ) + η)

2σ2
2

)

= 1− exp
(
− ϵ2

1
2κvarσ2

1

)
· exp

(
2ϵ1(α

√
2(1− ρ) + η)
2σ2

2

)
. (36)

Step 8: Variance ratio adjustment. Using κvar = σ2
2/σ2

1 :

exp
(
− ϵ2

1
2κvarσ2

1

)
= exp

(
− ϵ2

1
2σ2

1
· 1

κvar

)
=
[
exp

(
− ϵ2

1
2σ2

1

)]1/κvar

= (1−ASRM1)1/κvar . (37)

For κvar close to 1, using (1− x)1/κ ≈ (1− x) · (1 + (κ− 1) ln(1− x)):

(1−ASRM1)1/κvar ≈ (1−ASRM1) · κ−1/2
var · Cadjust, (38)

where Cadjust captures higher-order terms.

Step 9: Deriving the multiplicative factor. Under the approximations and assuming the correction
terms aggregate appropriately, we obtain:

ASRM2

(
ρ−
√

κvar − 1
)
·ASRM1 , (39)

where:

• The factor ρ captures gap alignment (approaches 1 when gaps are parallel)

• The term −
√

κvar − 1 accounts for increased noise variance in M2

• The bound is non-vacuous when ρ >
√

κvar − 1

Validity conditions: For the multiplicative bound to hold with the stated factor:

1. ρ ≥ 0.9 (strong gap alignment)

2. κvar ∈ (1, 1.5) (similar noise levels)

3. η/ϵ1 < 0.1 (small encoder mismatch relative to displacement)

4. ASRM1 ≥ 0.8 (high baseline success rate)

Alternative exponential form (more conservative): For rigorous bounds without small-error asymp-
totics, use the exponential form directly:

ASRM2(δ∗) ≥ 1− exp
(
−

(ϵ1 − α
√

2(1− ρ)− η)2

2σ2
2

)
, (40)

which is valid for all parameter values without approximation.
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Interpretation: The transferability bound shows that:

• High gap alignment (ρ→ 1): Models share vulnerability structure, enabling strong transfer

• Similar noise levels (κvar → 1): Consistent concentration properties across models

• Small architectural differences (η → 0): Encoders produce similar embeddings

This completes the proof of Theorem 2.
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