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Abstract

Modern machine learning pipelines leverage large amounts of public data, making it infea-
sible to guarantee data quality and leaving models open to poisoning and backdoor attacks.
Provably bounding the behavior of learning algorithms under such attacks remains an open
problem. In this work, we address this challenge by developing the first framework pro-
viding provable guarantees on the behavior of models trained with potentially manipulated
data without modifying the model or learning algorithm. In particular, our framework cer-
tifies robustness against untargeted and targeted poisoning, as well as backdoor attacks,
for bounded and unbounded manipulations of the training inputs and labels. Our method
leverages convex relaxations to over-approximate the set of all possible parameter updates
for a given poisoning threat model, allowing us to bound the set of all reachable param-
eters for any gradient-based learning algorithm. Given this set of parameters, we provide
bounds on worst-case behavior, including model performance and backdoor success rate.
We demonstrate our approach on multiple real-world datasets from applications including
energy consumption, medical imaging, and autonomous driving.

1 Introduction

To achieve state-of-the-art performance, modern machine learning pipelines involve pre-training on massive,
uncurated datasets; subsequently, models are fine-tuned with task-specific data to maximize downstream
performance (Han et al.,2021). Unfortunately, the datasets used in both steps are potentially untrustworthy
and of such scale that rigorous quality checks become impractical.

Yet, adversarial manipulation, i.e., poisoning attacks, affecting even a small proportion of data used for either
pre-training or fine-tuning can lead to catastrophic model failures (Carlini et al. 2023). For instance, Yang
et al.| (2017)) show how popular recommender systems on sites such as YouTube, Ebay, and Yelp can be
easily manipulated by poisoning. Likewise, |Zhu et al.| (2019)) show that poisoning even 1% of training data
can lead models to misclassify targeted examples, and |[Han et al.| (2022)) use poisoning to selectively trigger
backdoor vulnerabilities in lane detection systems to force critical errors.

Despite the gravity of the failure modes induced by poisoning attacks, counter-measures are generally attack-
specific and only defend against known attack methods (Tian et all 2022). The result of attack-specific
defenses is an effective “arms race” between attackers trying to circumvent the latest defenses and counter-
measures being developed for the new attacks. In effect, even best practices, i.e., using the latest defenses,
provide no guarantees of protection against poisoning attacks. To date, relatively few approaches have sought
provable guarantees against poisoning attacks. These methods are often limited in scope, e.g., applying only
to linear models (Rosenfeld et al.,[2020; |Steinhardt et al.l |2017)), only providing approximate guarantees (Xie
et al., 2022), or only working for some limited poisoning settings (Rosenfeld et al., 2020). Other approaches
partition datasets into hundreds or thousands of disjoint shards and then aggregate predictions such that
the effects of poisoning are provably limited (Levine & Feizi, 2020; Wang et all 2022). In contrast, our
goal in this work is not to produce a robust learning algorithm, but to efficiently analyze the sensitivity of
(un-modified) algorithms. We provide an extensive discussion of related works in Appendix
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This Work: General Certificates of Poisoning Robustness. We present an approach for computing
sound certificates of robustness to poisoning attacks for any model trained with first-order optimization
methods, e.g., stochastic gradient descent or Adam (Kingma & Bal 2014). Unlike prior works we highlight
that our guarantees of robustness apply to general poisoning adversaries, i.e., adversaries able to arbitrarily
and adaptively modify a bounded number of training data and labels. Our analysis applies to a given
model and training algorithm (without need for modification) and therefore can be used to analyze and
investigate the poisoning robustness of various proposed defenses and benchmarks. The proposed strategy
begins by treating various poisoning attacks as constraints over an adversary’s perturbation ‘budget’ in input
and label spaces. Following the comprehensive taxonomy by [Tian et al. (2022)), we view the objective of
each poisoning attack as an optimization problem. Though our framework is general we explicitly consider
three objectives: (i) untargeted attacks: reducing model performance to cause denial-of-service, (ii) targeted
attacks: compromising model performance on certain types of inputs, and (iii) backdoor attacks: leaving
the model performance stable, but introducing a trigger pattern that causes errors at deployment time. Our
approach then leverages convex relaxations of both the training problem and the constraint sets defining
the threat model to compute a sound (but potentially incomplete) certificate that bounds the impact of the
poisoning attack. In summary, this paper makes the following key contributions:

e A framework for soundly bounding the reachable parameter space of gradient-trained models under
poisoning attacks.

o An instantiation of our framework based on bound-propagation, including a novel extension of the
CROWN algorithm to the interval-parameter setting.

e Based on the above, a series of formal proofs that allow us to bound the effect of poisoning attacks
with respect to arbitrary attack goals.

e An extensive empirical evaluation demonstrating the effectiveness of our approach.

2 Background: Poisoning Attacks

This section describes the capabilities of the poisoning attack adversaries that we seek to certify against. We
consider two distinct threat models of bounded and unbounded poisoning attacks, which we define below.
Typical threat models additionally specify the adversary’s system knowledge; however, we aim to upper
bound a worst-case adversary, so assume unrestricted access to all training information including model
architecture and initialization, data, data ordering, hyper-parameters, etc.

Notation. We denote a machine learning model as a parametric function f with parameters 0, feature
space x € R™» and label space y € ). The label space ) may be discrete (e.g. classification) or continuous
(e.g. regression). We operate in the supervised learning setting with a dataset D = {(z®,y)}N . We
denote the parameter initialization #’ and a training algorithm M as 8 = M(f, 6, D), i.e., given a model,
initialization, and data, the training function M returns a “trained” parameterization 6. Finally, we assume
the loss function is computed element-wise from the dataset, denoted as L£(f(x®),y®).

Bounded Poisoning Attacks. In a bounded attack setting, an adversary is permitted to perturb a subset
of the training data in both the feature and label spaces, with the perturbation constrained by a given
norm. Specifically, the adversary may select up to n data-points, modifying their features by at most € in
the /,-norm and their labels by at most v in the {,-norm. In a classification setting, label-flipping attacks
can be considered under this attack model by setting v = 1,¢q = 0. Given a dataset D and an adversary
(n,€,p,v,q), we denote the set of potentially poisoned datasets as T €P:*4) (D).

Unbounded Poisoning Attacks. It may not always be realistic to assume that the effect of a poisoning
adversary is bounded. A more powerful adversary may be able to inject arbitrary data-points into the training
data set, for example by exploiting the collection of user data. In this “unbounded” attack setting, we use
T™ denote the set of all possible datasets derived from a nominal dataset D by adding and/or removing up
to n data-points.
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Algorithm 1 ABSTRACT GRADIENT TRAINING FOR COMPUTING VALID PARAMETER-SPACE BOUNDS

1: input: f- model, §’ - init. params., D - dataset, E - epochs, « - learning rate, 7 - allowable dataset perturbations
(poisoning adversary), « - optional clipping parameter.

2: output: 6 - nominal SGD parameter, [0, 0y] - valid parameter space bound on the influence of T

3: 0«0 [00,0u] < [0,0] // Initialize nominal parameter and interval bounds.

4: for E-many epochs do

5:  for each bfutch B C D do

6: Al +— @ Z Clip,, [Vgll (fe (x),y)] // Compute nominal SGD parameter update (clipping optional).

(z,y)eB
7 0+ 0—aAd // Update the nominal parameter.
1 5 ~ -
8: AO + I Z Clip,, [V@L’, (fe(;fc)7 ~>} | BeT(B),0¢€l0L,0u] // Define the set of descent
(3,9)€B
directions under T .

9: Compute A0, Afy s.t. A, < A0 < Afy YAO € AO // Bound possible descent directions under T .
10: 0 < 0, —alby; 0Oy < Oy — alAlL // Update parameter interval reachable under T .
11:  end for
12: end for

13: return 6, [0r, 0v]

To simplify our exposition below, we use 7 to denote cases where either the bounded or unbounded adver-
saries may be applied. We refer to T interchangeably as either the poisoning adversary, or set of potentially
poisoned datasets.

Poisoning Attack Goals. Following the taxonomy of poisoning attacks from [Tian et al.| (2022)), attacks
can be broadly classified into three categories based on adversarial goals. Untargeted poisoning aims to
degrade the overall performance of the model, potentially causing denial-of-service by corrupting training
data, such as flipping sample labels or injecting noise into feature representations. In contrast, targeted
poisoning attacks focus on manipulating the model’s behavior for specific inputs while maintaining normal
performance on others, effectively forcing misclassification of particular samples. A more advanced form
of targeted poisoning is backdoor attacks, where adversaries implant hidden triggers in training data that
activate only when specific patterns appear in test inputs, making the attack harder to detect. For each
attack goal, one can formulate an adversarial objective function, which we aim to bound using our certification
procedure. We discuss potential formulations and their certification in Appendix [B]

3 Methodology

This section introduces a novel approach for certifying robustness against poisoning attacks by deriving
sound bounds on the set of model parameters that can be reached under a given attack. We begin by
demonstrating how robustness can be certified using such parameter-space bounds. Next, we present a
general algorithm that bounds the effect of adversarial manipulations on model parameters, yielding an
interval that encompasses all reachable training parameters. Finally, we instantiate our framework with a
novel formulation of CROWN-style bounds, enabling the sound computation of the necessary quantities.

3.1 Parameter-Space Certificates of Robustness

The key concept behind our framework is to bound the parameters obtained via the training function
M(f,0',D) given the adversary T (D). Before detailing the method, we first formalize our definition of
parameter-space bounds and how they can be translated into formal, provable guarantees on poisoning
robustness.

Definition 3.1 (Valid parameter-space bounds). An interval over parameters [%, 0] is a valid parameter-
space bound on a poisoning adversary, 7 (D), if:

0=M(f,0/,D)c[0*,6Y] VDeT(D) (1)
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where the interval domain is interpreted element-wise.

Definition captures a super-set of all the parameters the learning algorithm can reach given the inter-
vention of an adversary defined by 7 (D). Next, we assume the existence of an objective function J that
the adversary attempts to maximize; we give concrete realizations of J for well-studied adversarial goals
including backdoor attacks in Appendix [B] Regardless of the form of J we have that:

Theorem 3.2. Let [0F,0Y] be a valid parameter-space bound for a poisoning adversary T. Then, for a
given adversarial goal J, one can compute a sound upper bound (i.e. a certificate) by optimizing over the
parameter space, rather than dataset space:

%ng <fM(f,9/,75)> < ger[??f;u]‘] (fé) 2)

Theorem [3.2] enables us to translate our bounds on parameter-space bounds directly to bounds on the
adversarial goals. Unlike the intractable maximization over datasets (left hand side of Equation ), the
maximization over parameter space (right hand side of Equation ) can be efficiently upper-bounded using
popular certification techniques (Adams et al., [2023; [Wicker et al.| [2020;|2023)). The final result is a guarantee
that there does not exist a poisoning adversary who is more successful than the bound in Theorem[3.3

3.2 Abstract Gradient Training for Valid Parameter Space Bounds

In this section, we provide a high-level framework, which we term Abstract Gradient Training (AGT), for
computing parameter bounds that respect Definition Our framework is applicable to any first-order
training algorithnﬂ but here we choose to focus on vanilla SGD to ease our exposition. We consider the
standard SGD update step:

9(—9—(1% > VoL(f'(x),y) (3)

(z,y)eB

where B C D is the sampled batch at the current iteration. The function M (f, 6, D), in the simplest case,
iteratively applies the update for a fixed, finite number of iterations starting from 6 = #’. Therefore,
to bound the effect of a poisoning attack, we iteratively apply bounds on update . In Algorithm (1} we
present a general framework for computing parameter-space bounds for SGD given a poisoning adversary
T, and observe the following;:

1. Lines 6-7 compute the standard SGD update rule.

2. Lines 8-10 compute bounds on the SGD update rule, taking into account poisoning of the current
batch and all previously seen batches.

Starting from 6% = Y = @', the reachable parameter interval is maintained over every iteration of the
algorithm, giving us the following result:

Theorem 3.3. Algom'thm returns valid parameter-space bounds on a T(D) poisoning adversary for stochas-
tic gradient descent training procedure M(f,0’, D).

Algorithm [1] allows us to bound the effect of a bounded adversary without modifying the original training
procedure. On the other hand, to consider unbounded adversaries we must include the additional clipping
operation, highlighted in purple. This limits the maximum contribution of any arbitrarily added or perturbed
data-points, which is a requirement for computing closed bounds.

3.3 Bounding the Descent Direction.

The main challenge of Algorithm [1] is in bounding the set A®, which is the set of all possible descent
directions at the given iteration under 7. In particular, B € T (B) represents the effect of the adversary’s

ncluding those based on momentum or adaptive moments.
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perturbations on the current batch, while the reachable parameter interval § € [9]‘ , GU] represents the worst-
case effect of adversarial manipulations to all previously seen batches. Exactly computing the set A© is not
computationally tractable, so we instead seek over-approximate element-wise bounds that can be computed
efficiently within the training loop.

Notationally, we will refer to per-sample gradient terms as 8 = VgL (fg(x(i)), y(i)), and use the symbols 5(;)

and 6[(}) to represent sound bounds on these terms (we handle the computation of these terms in Section .
We seek to soundly aggregate these per-sample gradient bounds to obtain an interval over-approximation
[AGF AGY] of the descent direction Af, which in turn is combined with the parameter interval [0, 0Y] at
each training iteration. The exact aggregation mechanism depends on the form of the poisoning adversary.
Below we present an efficient over-approximation of the descent direction for the bounded adversary in the
following theorenﬂ

Theorem 3.4 (Bounding A6 for a bounded adversary). Let B = {(:v(i), y(i)) }?:1 be a batch of size b, and let

the model parameters 0 lie within the interval [0F,0Y]. Given a bounded adversary specified by (n,e€,p,v, q),
the SGD parameter update A0 = + 3" VoL (f(8"),§)) is bounded element-wise above and below by
B

1 (i )? °
AdY =5 (SEl;/Iax {59 - 55)}1_71 +y° 55’) : (4)
N i=1

b
Y 6%’) (5)
i=1

b
b

1=

At =1 (SE}\L/Iin {8 -5}

for any batch B € TmePv-9)(B). Here,

. 5? and 58) are sound bounds capturing the effect of previous adversarial manipulations, satisfying
5(;) <5< 51(}) for all § in the set

(Ve (£10),90) |8 [0%,6"]} . (6)

. S(Li) and 58) are bounds on the combined effect of previous poisoning and the worst-case adversarial
perturbations of the i-th data-point in the current batch, satisfying S(LZ) <0< 58) for all & in

i 0 € o",0"]
Vol (£1@).3) | 29 ~al, <e ¢ (7)
ly® =gy < v

The operations SEMax, and SEMin, correspond to taking the sum of the element-wise top/bottom-a ele-
ments over each index of the input vectorsEl This theorem, and its constituent operations, are discussed in
more detail in Appendix [F.4]

The update rule in Theorem accounts for past poisoning via gradient bounds (6(5), (58)) valid for all reach-
able 6. We then bound the impact of current-batch adversarial attacks by selecting the n points exhibiting
the worst-case gradient bounds under poisoning (S(LZ), 58)) To soundly bound the descent direction for all
parameters, this update is applied independently to each parameter index. This approach, while computa-
tionally efficient for propagating interval enclosures, introduces a potentially loose over-approximation, as
the n worst-case points for one parameter index are unlikely to be the same for all indices.

2The analogous theorem for the unbounded adversary can be found in Appendix @
3We assume that n < b. If n > b, we take SEMin/Max with respect to min(b,n) instead.
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3.4 Computation of Sound Gradient Bounds

This section presents a novel algorithm for bounding optimization problems of the form

~ i e b, 00
max & min VgL (fe (fc),g) st Jla—2[, <e . (8)
T ly =gl <v

Bounds on these optimization problems are exactly the per-sample gradient bounds 1,0y required by
Theorem Noting that problems of the form @ can be recovered by setting v = ¢ = 0, we focus solely
on this more general case in this section.

Computing the exact solution to is, in general, a non-convex and NP-hard optimization problem
. However, we require only over-approximate solutions; while these can introduce (potentially
significant) looseness to the reachable parameter set, they will always maintain soundness. Future work
could investigate exact solutions, e.g., via mixed-integer programming (Huchette et al., |2023} Tsay et all
. Owing to their tractability, our discussion focuses on the novel linear bound propagation techniques
we develop for abstract gradient training. We present only a brief overview of our approach in this section;
full details can be found in Appendix [C}

Neural Networks. While the algorithm presented in §3.2]is general to any machine learning model trained
via stochastic gradient descent, we focus our discussion on neural network models for the remainder of
the paper. We first define a neural network model f¢ : R™» — R"uw with K layers and parameters

0= {(WD, b} as:
20 — ) (k=1 (k) ) — (2@))

where 2(0) = g, fe(x) = 25 and ¢ is the activation function, which we take to be ReLU.

Certification of Neural Networks. Solving problems of the form min {- | ||z — Z||, < €} for neural net-
works has been well-studied in the context of adversarial robustness certification. However, optimizing
over inputs, labels and parameters, e.g., min {- | 00,09, |z -, <elly—3llq < v} is much less well-
studied, and to-date similar problems have appeared primarily in the certification of probabilistic neural
networks (Wicker et al 2020). Our approach decomposes into forward and backward passes through the
neural network. We first compute bounds on the network’s output for a given input, label, and parameter
domain, then back-propagate these bounds to obtain gradient bounds.

Interval Arithmetic. For ease of exposition, we will represent interval matrices with bold symbols i.e.,
A= [Ar, Ay | C R™*"2 We define &, ®, ® to represent interval matrix addition, matrix multiplication
and element-wise multiplication, respectively, such that

A+Be[A®B] VYA€ A Be€ B,
AxBe[A®B] YA€ A Be€ B,
AoBe[A®B] VYAec A BeB.

We denote interval vectors as a := [ar,, ay] with analogous operations. We note that all matrix operations
involving intervals can be computed using standard interval arithmetic techniques in at most 4x the cost
of a standard matrix operation, for example using Rump’s algorithm . Interval arithmetic is
commonly applied as a basic verification or adversarial training technique by propagating intervals through
the intermediate layers of a neural network (Gowal et al., 2018]).

Forward Pass Bounds. Mirroring developments in robustness certification of neural networks, we provide
a novel, explicit extension of the CROWN algorithm (Zhang et al., |2018) to account for interval-bounded
weights. The standard CROWN algorithm bounds the outputs of the m-th layer of a neural network by
back-propagating linear bounds over each intermediate activation function to the input layer. We extend
this framework to interval parameters, where the weights and biases involved in these linear relaxations are
themselves intervals. We note that linear bound propagation with interval parameters has been studied
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previously in the context of floating-point sound certification (Singh et all [2019). In the interest of space,
we present only the upper bound of our extended CROWN algorithm here, with the full version presented
in Appendix [C]

Proposition 3.5 (Explicit upper bounds of neural network f with interval parameters). Given an m-layer

neural network function f : R — R™u whose unknown parameters lie in the intervals b*) € b*) and
w®) e wk for k=1,...,m, there exists an explicit function

m
U m m m ) (k) k (k)
f! (a:,A(O ), Alm) B >) = A0z + 3" (b< >+A:’j) 9)
k=1
such that Vr € x
fi(z) < max {f]U ()| AR € A b e b“f)} (10)

where @ is a closed input domain and A% A1) gre the equivalent weights and biases of the linear upper
bounds, respectively. The bias term AN™) is explicitly computed based on the linear bounds on the activation
functions. The weight A™) lies in an interval AO™ which is computed in an analogous way to standard,

non-interval CROWN.

Given the upper bound function ij(~) defined above and intervals over all the relevant variables, we can
compute the following closed-form global upper bound:

2V = max {Ago) wrady AYe {b(k) @ A:(f;)] } :
k=1

In the above, bold symbols are used to denote interval domains, with ® and @ being interval matrix
multiplication and addition, respectively. Interval arithmetic, and its application to our CROWN-style
bounds, is discussed in detail in Appendix [C}

Backward Pass Bounds. Given bounds on the forward pass of the neural network, we can bound the
backward pass (the gradients) of the model. We do this by extending the interval arithmetic based approach
of[Wicker et al.|(2022) (which bounds derivatives of the form 9L£/9z(*)) to additionally bound the derivatives
w.r.t. the parameters. In the below, we assume that sound bounds on the output logits 2(5) of the network
have been obtained, e.g. using our CROWN-style bounds.

First, we back-propagate intervals over y* (the label) and 2% (the logits) to compute an interval over
oL/ 82 | the gradient of the loss w.r.t. the logits of the network. The procedure for computing this
interval is described in Appendix [C]for a selection of loss functions. We then use interval bound propagation
to back-propagate this interval through the network to compute intervals over all gradients:

ac o  oc ac
92G—1) (W(k))T SR IO [ (57) 1 (27)] o 82(%)

oL oL T T oLc oL
_ (k—1) (k—1) _
aWw® gz © [(ZL ) ’(ZU ) } Toabk) 9z

where H(-) is the Heaviside function, and ® is the (interval) element-wise product. The resulting gradient
intervals suffice to bound all solutions to our original optimization problem . That is, the gradients of the
network lie within these intervals for all W) ¢ W& p(*) € p*) ||z — %], < e, and ||y — y*||; < v. These
bounds are exactly those required to compute 4y, 6y, 41, and &y needed to bound the descent direction in
Theorem [3.41

3.5 Algorithm Analysis and Discussion

Figure [1] visualizes the resulting worst-case decision boundaries for a simple binary classifier consisting of a
neural network with a hidden layer of 128 neurons. In this classification setting, label poisoning results in
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On=7" (o) n:7|
@ n=5 @ =5
@ n=3 @ n=3
® =1 ® =1
@gm U
(a) Features only (b) Features only (c) Labels only (d) Labels + features
(e=0.01,p=00,v=0,g=0) (n=10,p=00,v=0,9=0) (n=10,e=0,p=o00,v=1,¢g=0) (e=0.1,p=00,vr=1,q=0)

Figure 1: Regions where our certification holds for a classifier trained on the halfmoons dataset. The white
line shows the decision boundary of the model, and each colored region indicates the area for which we
cannot certify predictions for the given adversary.

looser bounds than feature space poisoning, with n = 5 producing bounds of approximately the same width
as n = 200. This is due to the relatively large interval introduced by a label flipping attack 3 {0,1},
compared to an interval of width € introduced in a feature-space attack. We also emphasise that Algorithm I
assumes at most n poisoned points per batch, rather than per dataset. In regression settings, label poisoning
is relatively weaker than feature poisoning for a given strength ¢ = v, since the feature-space interval
propagates through both the forward and backward training passes, while the label only participates in the
backward pass. This effect is particularly pronounced in deep networks, since interval / CROWN bounds
tend to weaken exponentially with depth (Mao et al [2023} |Sosnin & Tsay|, 2024).

Computing Certificates of Poisoning Robustness. Algorithm [I] returns valid parameter-space bounds
[0L,0y] for a given poisoning adversary. To provide certificates of poisoning robustness for a specific query at
a point z, we first bound the model output f(x) for all € [0, ;7] using the bound-propagation procedure
described above. In classification settings, the robustness of the prediction can then be certified by checking
if the lower bound on the output logit for the target class is greater than the upper bounds of all other
classes (i.e. [ff(x)]r > [ff(x)]uVi # j). If this condition is satisfied, then the model always predicts class j
at the point x for all parameters within our parameter-space bounds, and thus this prediction is certifiably

robust to poisoning. Details on computing bounds on other adversary goals can be found in Appendix

Comparison to Interval Bound Propagation. The CROWN algorithm in §3.4]is not strictly tighter than
interval bound propagation (IBP). Specifically, the non-associativity of double-interval matrix multiplication
leads to significantly different interval sizes depending on the order in which the multiplications are performed:
IBP performs interval matrix multiplications in a ‘forwards’ ordering, while CROWN uses a ‘backwards’
ordering. Empirically, we observe that CROWN tends to be tighter for deeper networks, while IBP may
outperform CROWN for smaller networks. In our numerical experiments, we compute both CROWN and
IBP bounds and take the element-wise tightest bound.

Combined Forward and Backward Pass Bounds. The CROWN algorithm can be applied to any
composition of functions that can be upper- and lower-bounded by linear equations. Therefore, it is possible
to consider both the forwards and backwards passes in a single combined CROWN pass for many loss
functions. However, linear bounds on the gradient of the loss function tend to be relatively loose, e.g., linear
bounds on the softmax function may be orders-of-magnitude looser than constant [0, 1] bounds (Wei et al.
. As a result, we found that the tightest bounds were obtained using IBP / CROWN on the forward
pass and IBP on the backward pass.

Computational Complexity. The computational complexity of Algorithm [I]depends on the method used
to bound on the gradients. In the simplest case, IBP can be used to compute bounds on the gradients in 4x
the cost of a standard forward and backward pass. Likewise, our CROWN bounds admit a cost of at most
4 times the cost of the original CROWN algorithm. For an m layer network with n neurons per layer and n
outputs, the time complexity of the original CROWN algorithm is O(m?n?) (Zhang et al.,|2018). We further
note that the SEMin / SEMax operations can be computed in O(b) for each index and in practice can be
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Figure 2: Mean squared error bounds on the UCI-houseelectric dataset for a bounded adversary. Top: Effect
of adversary strength. Bottom: Effect of model/training hyperparameters (with n = 100,e = 0.01,» = 0).
Where not stated, p = q¢ = oo,d = 1,w = 50,b = 10000, o = 0.02.

efficiently parallelized using GPU-based implementations. In Appendix [G] we observe that AGT typically
incurs a runtime of less than 2x standard training. In summary, Abstract Gradient Training using IBP has
time complexity equivalent to standard neural network training (O(bmn?) for each batch of size b), but with
our tighter, CROWN-based, bounds the complexity is O(bm?n?) per batch.

Limitations. While Algorithm [1| is able to obtain valid-parameter space bounds for any gradient-based
training algorithm, the tightness of these bounds depends on the exact architecture, hyperparameters and
training procedure used. In particular, bound-propagation between successive iterations of the algorithm
assumes the worst-case poisoning at each parameter index simultaneously, which is not realizable by any
practical poisoning attack. Therefore, obtaining non-vacuous guarantees with our algorithm often requires
training with larger batch-sizes and/or for fewer epochs than is typical. Additionally, certain loss functions,
such as multi-class cross entropy, have particularly loose interval relaxations. Therefore, AGT obtains
relatively weaker guarantees for multi-class problems when compared to regression or binary classification
settings. We hope that tighter bound-propagation approaches, such as those based on more expressive
abstract domains, may overcome this limitation in future works.

4 Experiments

In this section we experimentally validate the effectiveness of our proposed approach. We provide complete
details of hyper-parameters and run-times of our experiments in Appendix [G] For classification tasks, we
report the certified accuracy, which is our certified lower bound on the accuracy of any model poisoned with
the given attack; likewise, certified mean squared error refers to an upper bound on the loss in regression
tasks.

UCI Regression (Household Power Consumption). We first consider a relatively simple regression
model for the household electric power consumption (‘houseelectric’) dataset from the UCI repository (He-
brail & Berard, 2012) with fully connected neural networks and MSE as loss function. Figure [2| (top) shows
the progression of the nominal and worst/best-case MSE (computed for the test set) for a 1x50 neural
network and various parameterizations of poisoning attacks. As expected, we observe that increasing each
of n, €, and v results in looser performance bounds. We note that the setting of n = 10000 corresponds to
100% of the dataset being potentially poisoned.

Figure [2| (bottom) shows the progression of bounds on the MSE (computed for the test set) over the training
procedure for a fixed poisoning attack (n = 100,e = 0.01) and various hyperparameters of the regression
model. In general, we observe that increasing model size (width or depth) results in looser performance
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Figure 4: Certified accuracy (left) and backdoor accuracy (right) for a binary classifier fine-tuned on the
Drusen class of OCTMNIST for an attack size up to 10% poisoned data per batch (b = 6000,p = o0, q =
0,v =1). Dashed lines show the nominal accuracy of each fine-tuned model.

guarantees. As expected, increasing the batch size improves our bounds, as the number of potentially poi-
soned samples n remains fixed and their worst-case effect is ‘diluted’. Increasing the learning rate accelerates
both the model training and the deterioration of the bounds.

Comparison of CROWN vs IBP. To evalu-
ate the tightness of our proposed CROWN-based
bounds relative to standard interval bound propa-
gation, we use the UCI dataset setting described
above to train models of varying sizes. We apply
Algorithm 1 with either IBP or CROWN-based for-
ward pass bounds and compare the resulting pa-
rameter space intervals. Figure [3| reports the av-
erage bound width at the end of training, computed
as ﬁzi(ﬁg — 0F). We find that our CROWN-
based bounds yield tighter parameter intervals than
IBP for deeper models. However, as previously dis-
cussed, CROWN is not strictly tighter in this setting
and we observe that IBP can outperform CROWN

7w CROWN I IBP
102 T T T T

= =
(=) (=)
Lok

Avg. Bound Width
S

,_.
o
&

d=1 d=2 d=3 w=64 w=128 w=256
Model Depth (d) Model Width (w)

Figure 3: Comparison of AGT with CROWN vs IBP
bounds for various model sizes trained on the UCI
dataset (d =1 and w = 64 where not stated).

for shallower but wider architectures. Accordingly, in all other experiments, we compute both sets of bounds
at each training iteration and take their element-wise minimum to obtain the tightest parameter intervals.

Baseline Comparison. We compare our approach
with DPA [Levine & Feizi| (2020) and randomized
smoothing (RS) Rosenfeld et al. (2020) on MNIST.
To make the approaches comparable, we only con-
sider a label-flipping attack (¢ = 0, = 1) on the
MNIST dataset. In label-only poisoning settings, it
is common to use unsupervised learning approaches
on the (assumed clean) features prior to training a
classification model (e.g. SS-DPA
2020)). Therefore, we first project the data into a
32-dimensional feature space using PCA. Figure[5]il-
lustrates the certified accuracy using this methodol-
ogy. Before discussing the quantitative comparison,
we highlight the significant qualitative differences
between the baselines and our approach. Random-
ized smoothing only applies to linear models and the
label flipping regime whereas our approach is gen-

1.0 T T T
3) ——————————————————
g 08 —— AGT (k=)
gj 06 —— AGT (k=0.2)
< RINNmee—ee —— AGT (k=0.1)
Bo4fl N>_ 7774
£ ——- RS (¢g=0.05)
£ 02 —~—~ DPA (k=3000)
O

0.0 L

0 50 100 150 200

# Label Flips (n)

Figure 5: Certified accuracy on the MNIST dataset
under a label-flipping attack. Curves for Deep Par-
tition Aggregation (DPA) and Randomized Smooth-

ing (RS) reproduced from Figures 1 of
(2020) and [Rosenfeld et al. (2020)), respectively.

eral. DPA applies to generalized poisoning adversaries, but requires both substantial overhead (relative to
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Figure 6: Left: Fine-tuning PilotNet on unseen data with a bounded label poisoning attack (¢ = 0o). Right:
We plot the steering angle prediction before and after fine-tuning (n = 300,¢ = oo, v = 0.01). The angle of
the lines indicates the predicted steering angle.

AGT) and modification of the learning algorithm. In Figure |5 DPA uses an ensemble of 3000 models thus
incurring 3000 times the space costs compared to normal training. Quantitatively, AGT can outperform

randomized smoothing, but only for a small number of label flips. However, there is no setting in which
AGT outperforms DPA.

MedMNIST Image Classification. Next, we consider fine-tuning a classifier trained on the retinal OCT
dataset (OCTMNIST) (Yang et al.,[2021)), which contains four classes—one normal and three abnormal. The
dataset is unbalanced, and we consider the simpler normal vs abnormal binary classification setting. We
consider the ‘small’” architecture from |Gowal et al (2018)), comprising two convolutional layers of width 16
and 32 and a dense layer of 100 nodes, and the following fine-tuning scenario: the model is first pre-trained
without the rarest class (Drusen) using the robust training procedure from Wicker et al.| (2022), so that the
resulting model is robust to feature perturbations during fine-tuning. We then assume Drusen samples may
be poisoned and add them as a new abnormal class to fine-tune the dense layer, with a mix of 50% Drusen
samples (b = 6000 with 3000 Drusen) per batch.

Figure[4 shows how increasing the strength of the potential poisoning attack worsens the bound on prediction
accuracy. With feature-only poisoning, a poisoning attack greater than e = 0.02 over n ~ 500 samples
produces bounds worse than the prediction accuracy of the original pre-trained model. With an unbounded
label and feature poisoning adversary, the bounds are weaker, as expected. Higher certified accuracy can be
obtained by increasing the clipping parameter x, at the cost of nominal model accuracy (Figure EI, center
right). With label-only poisoning, the certificates are relatively stronger, as the training procedure requires
approximately n > 600 poisoned samples for the prediction accuracy bound to reach the original pre-trained
model’s accuracy. The setting of n = 600 corresponds to 20% of the Drusen data per batch being mis-labeled.

Finally, we consider a backdoor attack setting where the € used at training and inference times is the same.
The model is highly susceptible to adversarial perturbations at inference time even without data poisoning,
requiring only € = 0.009 to reduce the certified backdoor accuracy to < 50%. As the strength of the adversary
increases, the accuracy that we are able to certify decreases. We note that tighter verification algorithms
can be applied at inference time to obtain stronger guarantees.

Fine-Tuning PilotNet. Finally, we fine-tune a model that predicts steering angles for autonomous driving
given an input image (Bojarski et all 2016). The model contains convolutional layers of 24, 36, 48, and
64 filters, followed by fully connected layers of 100, 50, and 10 nodes. The fine-tuning setting is similar to
above: first, we pre-train the model on videos 2—6 of the Udacity self-driving car datasetﬁ We then fine-tune
the dense layers on video 1 (challenging lighting conditions) assuming potential label poisoning.

Figure [6] shows the bounds on mean squared error for the video 1 data and visualizes how the bounds
translate to the predicted steering angle. We again see that fine-tuning improves accuracy on the new data,

4github.com/udacity/self-driving-car/tree/master
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but also that the MSE bounds deteriorate as the number of potentially poisoned samples increases (Figure @
left). The rate of deterioration depends strongly on poisoning strength v.

5 Conclusions

We proposed a mathematical framework for computing sound parameter-space bounds on the influence of
a poisoning attack for gradient-based training. Our framework defines generic constraint sets to represent
general poisoning attacks and propagates them through the forward and backward passes of model training.
Based on the resulting parameter-space bounds, we provided rigorous bounds on the effects of various poison-
ing attacks. Finally, we demonstrated our proposed approach to be effective on tasks including autonomous
driving and medical image classification.
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A Related Works

Data Poisoning. Poisoning attacks have existed for nearly two decades and are a serious security concern
(Biggio & Rolil [2018; |Biggio et al., [2014; Newsome et al.,|2006). InMunoz-Gonzalez et al.| (2017 the authors
formulate a general gradient-based attack that generates poisoned samples that corrupt model performance
when introduced into the dataset (now termed, untargeted attack). Backdoor attacks manipulate a small
proportion of the data such that, when a specific pattern is seen at test-time, the model returns a specific,
erroneous prediction |(Chen et al.| (2017)); |Gu et al.| (2017); Han et al.| (2022)); Zhu et al.| (2019)). Popular
defenses are attack specific, e.g., generating datasets using known attack strategies to classify and reject
potentially poisoned inputs (Li et al., |2020)). Alternative strategies apply noise or clipping to mitigate
certain attacks (Hong et al., [2020).

Poisoning Defenses. General defenses to poisoning attacks seek to provide upper-bounds on the effec-
tiveness of any attack strategy. In this area, Steinhardt et al.| (2017)) provide such upper-bounds for linear
models trained with gradient descent. |[Rosenfeld et al| (2020) present a certified upper-bound on the ef-
fectiveness of ¢o perturbations on training labels for linear models using randomized smoothing. Xie et al.
(2022) observe that differential privacy, which usually covers addition or removal of data points, can also
provide statistical guarantees in some limited poisoning settings.

Certified Poisoning Robustness Relative to inference-time adversarial robustness (also referred to as
evasion attacks), less attention has been devoted to provable guarantees against data poisoning adversaries.
Existing methods for deterministic certification of robustness to poisoning adversaries involve design of
a learning process with careful partitioning and ensembling such that the resulting model has poisoning
robustness guarantees (Levine & Feizil, 2020; [Wang et al.| 2022 [Rezaei et al., [2023). We refer to these
methods as "aggregation" methods. In contrast, our approach is a method for analysis and certification of
standard, unmodified machine learning algorithms. Aggregation approaches have been shown to offer strong
guarantees against poisoning adversaries albeit at a substantial computational cost including: storing and
training thousands of models on (potentially disjoint) subsets of the dataset and the requirement to evaluate
each of the potentially thousands of models for each prediction; additionally, these methods require that one
have potentially thousands of times more data than is necessary for training a single classifier. By designing
algorithms to be robust to poisoning adversaries aggregation based approaches are able to scale to larger
models than are considered in this work (Levine & Feizi, [2020; Wang et al., [2022; Rezaei et al., |2023). Yet,
the computational cost of our approach, in the simplest case, is only four times that of standard training and
inference and we do not require that one has access to enough data to train multiple well-performing models.
Furthermore, our approach enables reasoning about backdoor attacks, where these partitioning approaches
cannot. We finally highlight that the method presented in this paper is orthogonal/complementary to the
partitioning approach, and thus future works may be able to combine the two effectively.

Certified Adversarial Robustness. Sound algorithms (i.e., no false positives) for upper-bounding the
effectiveness of inference-time adversaries are well-studied for trained models (Gehr et al.,[2018) and training
models for robustness (Gowal et al., 2018; Miiller et al.| [2022). These approaches typically utilize ideas from
formal methods (Katz et al., 2017; Wicker et al., [2018) or optimization (Botoeva et al., |2020; [Bunel et al.
2018; [Huchette et al.l|2023). Most related to this work are strategies that consider intervals over both model
inputs and parameters (Wicker et al., [2020), as well as some preliminary work on robust explanations that
bound the input gradients of a model Wicker et al.| (2022)). Despite these methodological relationships, none
of these methods directly apply to the general training setting studied here.

B Poisoning Attack Goals and Certified Bounds

In this appendix, we define common poisoning attack objectives and demonstrate how our certification
procedure can be used to bound the success of such attacks. We focus on the three primary objectives
introduced in Section [2} and note that this is not an exhaustive list of adversarial goals.
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B.1 Poisoning Attack Goals

Untargeted Poisoning. Untargeted attacks aim to prevent training convergence, leading to an unusable
model and denial of service (Tian et al. 2022). We formulate the goal with respect to some dataset of
interest {(x(®,y@)}5_ . In the case of denial of service, this is usually taken to be the training dataset, or
some subset therein. The denial of service attack objective can thus be written as

k
max & S L(fMUEP) (4 0), 0 (11)
=1

where L is taken to be the training loss function. We can certify robustness to this kind of attack using a
sound upper bound on this optimization problem.

Targeted Poisoning. Targeted poisoning is more task-specific and is typically evaluated over the test
dataset. Rather than simply attempting to increase the loss, the adversary seeks to make model predictions
fall outside a ‘safe’ set of outputs, S(I(i),y(i)). In the simplest case, this can be the defined as the set of
predictions matching the ground truth. The safe set can be more specific however, i.e., mistaking a lane
marking for a person is safe, but not vice versa. The adversary’s objective is given by:

k
(FHMUE D) (0 (@) )
maxkz (f (@) ¢ S, y™)) (12)

D'eT

As before, a sound upper bound on bounds the success rate of any targeted poisoning attacker. Note
that with & = 1 we recover the pointwise certificate setting studied by Rosenfeld et al.| (2020]). This setting
also covers ‘unlearnable examples’, such as the attacks considered by Huang et al.| (2021]).

Backdoor Poisoning. Backdoor attacks deviate from the above attacks by assuming that test-time data
can be altered, via a so-called trigger manipulation. By assuming that the trigger manipulation(s) are
bounded to a set V(z) (e.g., an £s ball around the input), one can formulate the backdoor attack’s goal as
producing predictions outside a safe set S(z(?), y(?)) (defined as before) for manipulated inputs:

k
1 ’ ’ . .
max — E (Fz* eV (D) s.t. fMED) (5*) ¢ S(x(l),y(l))) (13)

Backdoor attacks typically aim to leave the model performance on ‘clean’ data unchanged, which can be
modeled via the data-dependent safe set S. Any sound upper bound to the above is a sound bound on the
success rate of any backdoor attacker.

B.2 Bounding Poisoning Attack Goals

In this section, we describe a procedure for computing bounds on each of the poisoning adversary’s objectives.
We recall from Theorem [3.2] that optimization problems with respect to an adversary 7 can be equivalently
bounded by optimizing over a valid parameter space bound [HL, GU} returned from Algorithm

Given a test set {(x(V,y@)}¥_  we will write the poisoning objectives above in the following form,

k
1 P . .
J(fe):g}g}%gz (fM<f,o ,D>,x<z>,y<z>) (14)
=1
1 o (i) ()
<ot 7 250 (11 00) "
EZ o () , ()
<kz—1eer[lggv>§(]]g<f o ) (16)

where the function g(-) is the adversary objective for a single sample. The first inequality holds by The-
orem [3.2] and the second holds by relaxing the maximization over the summation. Thus, to bound the
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original poisoning objectives , , and , it suffices to compute bounds on the required quantity for
each test sample independently.

Certified Predictions and Backdoor Robustness. Computing an bounds on

max 1(f% (29) ¢ 5) (17)

0*€[0L,0V]

corresponds to checking if f7° (#()) lies within the safe set S for all 6* € [#%,0Y]. As before, we first compute
bounds f%, fU on fe*(x(i)) using our CROWN-based bounds. Given these bounds and assuming a multi-
class classification setting, the predictions not reachable by any model within [#*,0Y] are those whose logit
upper bounds lie below the logit lower bound of any other class. That is, the set of possible predictions S’
is given by

S'={ist. Bj: U< fr}. (18)

If 8" C S, then maxy- ]l(fe* () ¢ S) =0.

Backdoor attack robustness is computed in an analogous way, with the only difference being the logit bounds
fE, Y being computed over all z € V() and 6* € [#% 0Y]. This case is also computed via our CROWN-
based bound propagation.

Denial of Service. In the case of denial of service, it suffices to bound the training loss, such as the cross
entropy and mean-squared-error losses. For cross entropy loss, one can compute the loss over the worst-case
logits given bounds on the neural network output (from our CROWN algorithm). For mean squared error,
a valid upper bound is obtained by computing the loss with respect the point in the output bounds that is
furthest from the true label. Bounding these loss functions is discussed in more detail in Appendix [C]

C Bound Propagation in Abstract Gradient Training

In this appendix, we provide a comprehensive overview of the bound-propagation procedure used to obtain
gradient bounds in Abstract Gradient Training. We recall our aim of bounding , which we state explicitly
for neural networks below:

VL) 4
e oF min oL (f (2),9)

st. WP <w® <w® o p=1.. K
p\F) < k) < ptk), k=1,... K
2B = Wk (k=1 4 p(k) - =1, K
20 = 5 (30 k=1,... K (19)
lz = 2|lp <e,
ly =gl < v,
flx) =25,
20 = g

where the min or maximization problem is considered element-wise. To efficiently bound this problem, we
start by decomposing it into distinct sub-problems, which we bound independently. In particular, we first
aim to bound the forward pass variables z(¥) using our CROWN-style bounds, and then back-propagate
these bounds using interval propagation. Each sub-problem considers only a sub-set of constraints, so the
resulting bounds are a valid over-approximation of the solutions to .

In the remainder of this section, we first provide an introduction to interval matrix arithmetic, which forms
the foundation of our instantiation of AGT. We then present our novel CROWN-based bounds for bounding
the forward pass through the neural network. Finally, we describe the interval bound propagation method
used to back-propagate these bounds and compute the required gradient bounds.
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C.1 Interval Matrix Arithmetic

Here we provide a basic introduction to interval matrix arithmetic, which forms the basic building block of
our CROWN-style bounds. For ease of exposition, we will represent interval matrices with bold symbols i.e.,
A:=[Ap, Ay ] C R™*"2 We denote interval vectors as a := [ar, ay]| with analogous operations.

Definition C.1 (Interval Matrix Arithmetic). Let A = [Af, Ay] and B = [By, By] be intervals over matri-
ces. Let @, ®, ® represent interval matrix addition, matrix multiplication and elementwise multiplication,
such that

A+Be[A®B] YAe€ A Be€ B,
AxBe[A®B] VA€ A Be€ B,
AoBe[A®B] VA€ A BeB.

These operations can be computed using standard interval arithmetic techniques in at most 4x the cost
of a standard matrix operation, for example using Rump’s algorithm Rump| (1999). Interval arithmetic is
commonly applied as a basic verification or adversarial training technique by propagating intervals through
the intermediate layers of a neural network (Gowal et al., 2018]).

C.2 Forward pass bounds: CROWN with Interval Parameters

In this section, we present our full extension of the CROWN algorithm (Zhang et all 2018)) for neural
networks with interval parameters. The standard CROWN algorithm bounds the outputs of the m-th layer
of a neural network by back-propagating linear bounds over each intermediate activation function to the input
layer. We extend this framework to interval parameters, where the weights and biases involved in these linear
relaxations are themselves intervals. We note that linear bound propagation with interval parameters has
been studied previously in the context of floating-point sound certification (Singh et al., [2019).

Here, we present an explicit instantiation of the CROWN algorithm for interval parameters, which we recall
from Section [3.4] in its complete form.

Proposition (Explicit output bounds of neural network f with interval parameters). Given an m-layer
neural network function f : R%n — R whose unknown parameters lie in the intervals b*) € %) and
w®) e wk) for k=1,....m, there exist two explicit functions

k=1
k=1

such thatVx € x
fi@) = min { £ (w, 00, 00 p1m ) | o) € Q) bk e b4}

fi(r) < max {ij (LA(OM), A(lzm),b(lzm)) | A®) € A pF ¢ b(’“)}

where x is a closed input domain and AO™) ALm) QM) @(m) gre the equivalent weights and biases of
the upper and lower linear bounds, respectively. The bias terms AY™) ©1™) gre explicitly computed based
on the linear bounds on the activation functions. The weights A™) QO™ lie in intervals A0 Q0:m)
which are computed in an analogous way to standard (non-interval) CROWN.

Computing Equivalent Weights and Biases. Our instantiation of the CROWN algorithm in Proposi-
tion relies on the computation of the equivalent bias terms A @) and interval enclosures over
the equivalent weights Q™) A(™) Thig proceeds similarly to the standard CROWN algorithm but now
accounting for intervals over the parameters b(1™) T/ (1) of the network.
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The standard CROWN algorithm bounds the outputs of the m-th layer of a neural network by back-
propagating linear bounds over each intermediate activation function to the input layer. In the case of
interval parameters, the sign of a particular weight may be ambiguous (when the interval spans zero), mak-
ing it impossible to determine which linear bound to back-propagate. In such cases, we propagate a concrete
bound for that neuron instead of its linear bounds.

When bounding the m-th layer of a neural network, we assume that we have pre-activation bounds %) e
[l (k) u(k)} on all previous layers on the network. Given such bounds, it is possible to form linear bounds on
any non-linear activation function in the network. For the r-th neuron in k-th layer with activation function
o(z), we define two linear functions

k k k k k k
) = ol (24 88)) . alI() =) (2 + 81))

) )

such that h;kl(z) <o(z) < hgjkl(z) Vz € [zﬁ’“),uﬁ’”] The coefficients agﬁ,agﬁ, [(JICZ, ](;kl € R are readily

computed for many common activation functions (Zhang et al., [2018]).

Given the pre-activation and activation function bounds, the interval enclosures over the weights
Q) A7) are computed via a back-propagation procedure. The back-propagation is initialised with
Q) = A — [[7m [7m] and proceeds as follows:

ag) ifk#£0,

0< [A(’““) ® W(k+1):| |
I,
(k) (k+1) k+1
AG—D _ (A(k) ®W(k)) o AE=D k) arp; ifk#0,0=> {A ® W+ )} }
’ I,
0€

st

0 if k # 0, [A(k“) ® W<’““)}
gt

1 ifk=0.

o) irk#£0, 0< [0 @ Wikt
) j’i

k) (k+1) (k+1)}
Q=1 _ (Q(k) ® W(k)) © Wk, Wg(*ki) _ ) v ifk#0, 0> {Q ®W i

’ 0

if k0,
1 if k=0.

c [Q(k+1) ® W(k-&-l)}

Jst

where we use 0 < [-] and 0 > [-] to denote that an interval is strictly positive or negative, respectively.

Finally, the bias terms A®), ©®) for all k < m can be computed as

F o< [A%D @ Wikt ¥ 0 < [0 g wik]

: y , y

A;kj) — Bgﬁz if 0> [A(k+1) ® W(k+1)L.i ’@z(_’kj) _ '61(}?2 if 0 > [Q(k—i-l) ® W(k_H)}ji
ul®) ifOG[Aﬁ*chvvw+n}_ 1B ifo e Fﬂkﬂ)®\yw+n}

5 7,0

with the m-th bias terms given by 65?) = AEZL) =0.

Closed-Form Global Bounds. Given the two functions ij(-)7 ij () as defined above and intervals over
all the relevant variables, we can compute the following closed-form global bounds:

’ij = min {ng) Qxd Z ﬂgk) ® [b(k) ® @(’;)] }
k=1

Yg:nmx{Aﬁhgm@EZAﬁ%a@“H@Aﬁq}
k=1

where min / max are performed element-wise and return the lower / upper bounds of each interval enclosure.
Then, we have ,ij < fi(z) < 'y]U for all z € x, b®) € b*) and Wk ¢ W(k), which suffices to bound the
output of the neural network as required to further bound the gradient of the network.
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C.3 Bounding the Backward Pass: Interval Bound Propagation

Turning to the backward pass, we first show how to bound the first partial derivative of the loss function
given bounds from the forward pass. We then provide an interval back-propagation procedure for computing
intervals over all gradients of the model.

Loss Function Bounds. Here we present the computation of bounds on the first partial derivative of
the loss function required for Algorithm [I| In particular, we consider bounding the following optimization
problem via interval arithmetic:

min & max {9L (y*,y') /0y* | y* € [yLayU} Ay = y'llg < v}

for some loss function £ where [y~ yY] are bounds on the logits of the model (obtained via the bound-
propagation procedure), y? is the true label, and 3’ is the poisoned label.

Mean Squared Error Loss. Taking £ (y*,y’) = ||ly* — ¥|| to be the squared error and considering the
g = oo norm, the required bounds are given by:

av =2(y" —y' +v)
The loss itself can be upper-bounded by IV = max{(y* — y*)2, (yV — y*)?} and lower bounded by
if t L , U
1= 0. L 2 (U 2 1y€[%/,y} (22)
min{(y" —y")?, (y¥ —y")*}  otherwise

Cross Entropy Loss. To bound the gradient of the cross entropy loss, we first bound the output proba-
bilities p; = [>_ ; €Xp (y; —yr )]’1 obtained by passing the logits through the softmax function:

—1 -1
pl= > exp Wy —uf)| , P =D exp(yf —vf)
J J
The categorical cross entropy loss and its first partial derivative are given by
L (y*,y')
Ly*y) == yilogpi, sz—yt
i

where 3 is a one-hot encoding of the true label. Considering label flipping attacks (¢ = 0,v = 1), we can
bound the partial derivative by

[01°); =pi =1, [97]; = pi" =0
In the case of targeted label flipping attacks (e.g. only applying label flipping attacks to / from specific
classes), stronger bounds can be obtained by considering the 0 — 1 bounds only on the indices y! affected by

the attack. The cross entropy loss itself is bounded by I¥' = — 3. yflogp!, IV = — ", yt log pr.

Interval Back-Propagation. We extend the interval arithmetic based approach of [Wicker et al.| (2022)),
which bounds derivatives of the form 9L/ 9z(®) | to additionally compute bounds on the derivatives w.r.t. the
parameters. First, we back-propagate intervals over y* (the label) and 25 ) (the logits) to compute an interval
over L /82 | the gradient of the loss w.r.t. the logits of the network. The procedure for computing this
interval is described in Appendix [C]for a selection of loss functions. We then use interval bound propagation
to back-propagate this interval through the network to compute intervals over all gradients:
oc ) | oL oc (k) (k) oL
92— (w®) & FECHEE Ol 1 (20) 1 (7| e 820
oc  ocC { =10\ | (h—1)\ | oc  oc
o () ()] -
oW k)  9gz(k) abk)  9z(k)
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where H(-) is the Heaviside function, and o is the element-wise product. The resulting gradient intervals
suffice to bound all solutions to our original optimization problem . That is, the gradients of the network
lie within these intervals for all W) ¢ W& p(®) ¢ p(*) ||z — 2*||, < ¢, and |jy — y*||, < v.

D Bounding the Descent Direction for an Unbounded Adversary

Theorem D.1 (Bounding the descent direction for an unbounded adversary). Given a nominal batch B =
{(x(i), y(i)) }le with batchsize b, a parameter set [QL, HU} , and a clipping level k, the clipped SGD parameter

update Af = %Z Clip,, [V@E (f9 (j(i)) ,g](i))] is bounded element-wise by
B

b

b 1 .
_ u_ - (7)
» nmd) A= (Sl%%ax{élj I3

1= 1=

1 . i
A0k = (s%y?[lm {59} o+ nm1d> (23)

for any poisoned batch B derived from B by substituting up to n data-points with poisoned data and any
0 € [0X,0Y]. The terms 6(;), 58) are sound bounds that account for the worst-case effect of additions/removals
in any previous iterations. That is, they bound the gradient given any parameter 0* € [0, 0Y] in the reachable
set, i.e. for alli=1,...,b, we have 5(;) <60 < 5((? for any

50 ¢ {Clipn [wﬁ ( 7 (x(“),y“)ﬂ 10 e [eL,eU]}. (24)

The operations SEMax, and SEMin, correspond to taking the sum of the element-wise top/bottom-a ele-
ments over each index of the input vectors. Therefore, the update step in corresponds to substituting
the n elements with the largest / smallest gradients (by taking the sum of only the min / max b—n gradients)
with the minimum / mazimum possible gradient updates (—x, &, respectively, due to the clipping operation).
Since we wish to soundly over-approximate this operation for all parameters, we perform this bounding op-
eration independently over each index of the parameter vector. This is certainly a loose approximation, as
the n points that maximize the gradient at a particular index will likely not maximize the gradient of other
indices. Note that without clipping, the min / max effect of adding arbitrary data points into the training
data is unbounded and we cannot compute any guarantees.

E Comparison with Empirical Attacks

In this section, we compare the tightness of our bounds with simple heuristic poisoning attacks for both the
UCI-houseelectric and OCT-MNIST datasets.

E.1 Visualising Attacks in Parameter Space (UCl-houseelectric)

First, we investigate the tightness of our bounds in parameter space via a feature poisoning attack. The
attack’s objective is to maximize a given scalar function of the parameters, which we label f%278(4). We then
take the following poisoning procedure at each training iteration:

1. Randomly sample a subset of n samples from the current training batch.

2. For each selected sample (¥, compute a poison v* such that z(® + v(®¥ maximizes the gradient
oft¥e /0x subject to [[v@||, < e.

3. Add the noise to each of the n sampled points to produce the poisoned dataset.

The noise in step 2 is obtained via projected gradient descent (PGD). To visualise the effect of our attack in
parameter space, we plot the trajectory taken by two randomly selected parameters 6;,0; from the network.
We then run our poisoning attack on a collection of poisoning objectives f'*'8 such as 6; + 6;,6;, —0;, etc.
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Figure 7: Training trajectory for selected parameters under parameter-targeted feature poisoning with an
adversary of ¢ = 0.02,n = 2000,p = co. The coloured boxes show the bounds [0, 6y] obtained at each
training iteration using AGT.

The effect of our poisoning attack is to perturb the training trajectory in the direction to maximize the given
objective.

Figure[7]shows the result of this poisoning procedure for a random selection of parameter training trajectories.
We can see that the poisoned trajectories (in black) lie close the clean poisoned trajectory, while our bounds
represent an over-approximation of all the possible training trajectories.

E.2 Feature-Space Collision Attack (UCI-houseelectric)

n =100 n =200 n =400
~ r E L B S S S B —— L A A A R T T T 1 7
= 0.75 —— Clean
gﬁ === Poisoned
£ 050
=
=)
“T 025 F
E)
5 000 | |
=) 0 50 100

Training Iteration

Figure 8: Mean squared error on the target point (xt®1&¢t ytarget) in the UCI-houseelectric dataset. Black
lines show loss trajectories under the randomized feature-collision poisoning attack.

We now consider an unbounded attack setting where the adversary’s goal is to prevent the model from
learning a particular training example (z'®'8¢t ¢tr8et)  We again consider a simple randomized attack
setting, where the adversary first selects a subset of n samples from each training batch. The adversary then
replaces the features of each of the n samples with z'3'8°t, and assigns each one a randomly generated label.
In this way, the adversary aims to obscure the true target label and prevent the model from learning the
pair (:L.target’ ytarget ) .

Figure [8 shows the loss of the model on the target point at each training iteration. To investigate the
tightness of our loss lower bound, we also consider the case where the adversary replaces all of the n sampled
instances from the batch with the true (2tr8°t ytareet) thus over-representing the sample within the batch
and causing the model to fit the target point faster. The bounds (in red) are obtained from AGT with an
unbounded adversary (k = 0.05). We can see that although our bounds are not tight to any of the attacks
considered, they remain sound for all the poisoned training trajectories.

E.3 Randomized Label Flipping Attack (OCT-MNIST)
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0.8
Here, we present the results of a label-flipping attack conducted on the
OCT-MNIST dataset. Following the approach described in Section 4] we § 0.6
begin by pre-training a binary classification model to distinguish between &
two diseased classes and a healthy class. Next, we fine-tune the model’s S Certified Accuracy
final dense layers on the ‘Drusen’ class, which we assume to be potentially == Clean Accuracy
0.2 |
compromised, using a training set composed of 50% clean data and 50% ++ Poisoned AC““WY \
Drusen data, with 3000 samples from each category in each batch. Given (') ' 500 1000
that the Drusen class is a minority, we simulate a scenario where a random Attack Size (m)

subset of the Drusen data is incorrectly labeled as the ‘healthy’ class.

Figure [J] displays the model’s accuracy when trained on the poisoned Figure 9: Accuracy on the OCT-
dataset. We can see that training on the mis-labelled data results in MNIST dataset under a ran-
a significant decrease in model accuracy, though the poisoned accuracy dom label flipping attack on the
remains within the bounds of certified by AGT. Drusen class.

F Proofs

F.1 Proof of Theorem [3.2] (Bounding Adversary Goals via Parameter Space Bounds)

We begin the proof by writing out the form of the function we wish to optimize, J, for each attack setting
considered. Below the right hand side of the inequality is taken to be the function J, and each inequality is
the statement we would like to prove.

For denial of service our bound becomes:

/ 7 . . 1
M(7,0',D) (40 (D)) < 1
(f (2),y") < o S50 2

(fe* (x(i)), y(i))

1
max —
D'eT k

I\Ma-
HM?r

For certified prediction poisoning robustness our bound becomes:

k k
1 M(f,0', D' i 1 0™ (,.(4)
gfl&eu%ﬁgl(f ( (@) ¢5) Se*er%%}fev Ezz: (17 @) ¢ 5)
And for backdoor attacks our bound becomes:
1k 1t
- * (4) M(f,0",D") (% 2 (4) 0%/ x
Zr)gg%(_kz:]l(ﬂa: e V(') s.t. f (%) ¢ 5) < gLeU]kz:: (Fz* e V(&) sit. fO (a7) ¢ 5)

Proof. Without loss of generality, take the function we wish to optimize to be denoted simply by J. By
definition, there exists a parameter, §° = M (f,0’, D) resulting from a particular dataset D’ € T (D) such
that 6° provides a (potentially non-unique) optimal solution to the optimization problem we wish to bound,
i.e., the left hand side of the inequalities above. Given a valid parameter space bound 6%, 0Y] satisfying
Equation [I, we have that necessarily, ° € [#*,0Y]. Therefore, the result of optimizing over [07,0Y] can
provide at a minimum the bound realized by 6°; however, due to approximation, this bound might not be
tight, so optimizing over [#*, Y] provides an upper-bound, thus proving the inequalities above. O

F.2 Proof of Theorem [3.3] (Algorithm Correctness)

Proof. Here we provide a proof of correctness for our algorithm (i.e., proof of Theorem [3.3) as well as a
detailed discussion of the operations therein.

First, we recall the definition of valid parameter space bounds (Equation [1|in the main text):

oL < M(f,0',D'); < M(f,0',D); < M(f,6',D"); <6
S i) MO P) S MU0 D) g MU0 P
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As well as the iterative equations for stochastic gradient descent:

0+ 60—ald, A« % > VoL (f(2),y)
(z,y)eB

For ease of notation, we assume a fixed data ordering (one may always take the element-wise maxi-
mums,/minimums over the entire dataset rather than each batch to relax this assumption).

Now, we proceed to prove by induction that Algorithm [I| maintains valid parameter space bounds on each
step of gradient descent. We start with the base case of 8% = 6V = @’ according to line 1, which are
valid parameter-space bounds. Our inductive hypothesis is that, given valid parameter space bounds satis-
fying Definition each iteration of Algorithm [I| (lines 4-8) produces a new 6% and 0V that satisfy also
Definition B.11

First, we observe that lines 4-5 simply compute the normal forward pass. Second, we note that lines 6—
7 compute valid bounds on the descent direction for all possible poisoning attacks within 7 (D). In other
words, the inequality A% < Af < AGY holds element-wise for any possible batch Be T (D). Combining this
largest and smallest possible update with the smallest and largest previous parameters yields the following
bounds:

O — aAQY < 0 — oAl < 0Y — aAO"

which, by definition, constitute valid parameter-space bounds and, given that these bounds are exactly those
in Algorithm [I} we have that Algorithm [I| provides valid parameter space bounds as desired. O

F.3 Proof of Theorem (Descent Direction Bound for Unbounded Adversaries)

The nominal clipped descent direction for a parameter € is the averaged, clipped gradient over a training
batch B, defined as

Ag =1 b Clip,, |0
= 5.2 Ol |1

where each gradient term is given by 6@) = VoL (f? (z(V),y®). Our goal is to bound this descent direction
for the case when (up to) n points are removed or added to the training data, for any 6 € [0;,0y]. We
begin by bounding the descent direction for a fixed, scalar 6, then generalize to all § € [0, 0y] and to the
multi-dimensional case (i.e., multiple parameters). We present only the upper bounds here; analogous results
apply for lower bounds.

Bounding the descent direction for a fixed, scalar 6. Consider the effect of removing up to n data
points from batch B. Without loss of generality, assume the gradient terms are sorted in descending order,
ie., 61 >3 > ... > §®) Then, the average clipped gradient over all points can be bounded above by the
average over the largest b — n terms:

Ag =1 b Clip, [60] < S 5@
= 5 2 Ol 0] < = 5= Clip, |3

This bound corresponds to removing the n points with the smallest gradients.

Next, consider adding n arbitrary points to the training batch. Since each added point contributes at most
K due to clipping, the descent direction with up to n removals and n additions is bounded by

b b—n b
1 ; 1 , 1 ,
z i (@) ; (@) z ; ()
5 ;:1 Clip,, [5 } < — ;:1 Clip,, {6 } < 2 (nm + ;:1 Clip,, [5 })
where the bound now accounts for replacing the n smallest gradient terms with the maximum possible value

of k from the added samples.
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Bounding the effect of a variable parameter interval. We extend this bound to any 6 € [0,0y].

Assume the existence of upper bounds 6,(? on the clipped gradients for each data point over the interval,
such that ‘ o _
o) = Clip,, [Vorl (f7 (=), y)] V0" € 01, 00].

Then, using these upper bounds, we further bound Af as
1 b -
A< (n/@ +3_ Clip, [59})
=1
where, as before, we assume (5((;) are indexed in descending order.

Extending to the multi-dimensional case. To generalize to the multi-dimensional case, we apply the
above bound component-wise. Since gradients are not necessarily ordered for each parameter component,
we introduce the SEMax,, operator, which selects and sums the largest n terms at each index. This yields
the following bound on the descent direction:

1 ot
AG< (SEbMax {o'} = mld>
which holds for any 6 € [0}, 0y] and up to n removed and replaced points. O

We have established the upper bound on the descent direction. The corresponding lower bound can be
derived by reversing the inequalities and substituting SEMax with the analagous minimization operator,
SEMin.

F.4 Proof of Theorem (Descent Direction Bound for Bounded Adversaries)

The nominal descent direction for a parameter @ is the averaged gradient over a training batch B, defined as

b
1 )
A = = (%)
0 5 ;Zlé

where each gradient term is given by 6@ = VoL (£ (V) ,y™). Our goal is to upper bound this descent
direction when up to n points from B are poisoned by up to € in the feature space and v in label space. The
bound is additionally computed with respect to any 6 € [0y, 0y]. We again begin by bounding the descent
direction for a fixed 6, then generalize to all 6 € [0, 0y]. We present only the upper bounds here, though
corresponding results for the lower bound can be shown by reversing the inequalities and replacing SEMax
with SEMin.

Bounding the descent direction for a fixed 6. Consider the effect of poisoning either the features or
the labels of a data point. For a given data point, an adversary may choose to poison its features, its labels,
or both. In total, at most n points may be influenced by the poisoning adversary. We assume that n < b,
otherwise take at most min(n,b) points to be poisoned.

Assume that we have access to sound gradient upper bounds
60 <85 o e {VpL (7 (2),5) | oD all, < e, ly® ~ 7, < v}

where the inequalities are interpreted element-wise. Here, SI(JZ) corresponds to an upper bound on the maxi-
mum possible gradient achievable at the data-point (z(?),y(*)) through poisoning.

The adversary’s maximum possible impact on the descent direction at any point 4 is given by 58) — 0. To
maximize an upper bound on Af, we consider the n points with the largest possible adversarial contributions.
Therefore, we obtain

_ 1 - i 1 NGO a° g i
Aa_g;(s() << (SE1>L/Iax{5U —5(>}“+;5<>>,
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where the SEMax operation corresponds to taking the sum of the largest n elements of its argument at each
element. This bound captures the maximum increase in Af that an adversary can induce by poisoning up
to n data points.

Bounding the effect of a variable parameter interval. Now, we wish to compute a bound on A6 for
any 0 € [0r,0y]. To achieve this, we extend our previous gradient bounds to account for the interval over
our parameters. Specifically, we define upper bounds on the nominal and adversarially perturbed gradients
that hold across the entire parameter interval:

6 <o) v e {VoL (@), ") |0 e "]},
<8y o e VoL (17 @).5) 10 €007 12 ~ 3l < e Iy~ ll, < v}

Thus, the descent direction is upper bounded by

i b LI
AO < AGY = % (SEI}l/Iax {85 - 55)}2-:1 +3 5§;>>
i=1

for all @ € [0, 0y], where the appropriate bounds with respect to the parameter interval have been substituted
in.

F.5 Proof of Proposition 3.5 (CROWN bounds)

To prove Proposition we rely on the following result which we reproduce from |[Zhang et al.| (2018):

Theorem F.1 (Explicit output bounds of a neural network f (Zhang et al.|[2018)). Given an m-layer neural
network function f : R™ — R™  there exists two explicit functions ij :R™ — R and f]U :R™ — R such
that Vj € [ny,], Ve € By, (zo,€), the inequality ij(x) < fi(z) < f]U(a:) holds true, where

€; ifk=m+1;
(AkW(’“)) MY ik € [m).

Js

@) = A+ 30 AP (b0 £ a®), Al {
k=1

m if k=m+1;
Ly — O ®) (1®) L o®) (k 1y if ;
(@) = Qe +3 9, (b 0. ) JRLE { (Q§’?>W<k>) ow® itk € [m)

and Yi € [ng], we define four matrices A\ ) AF) @K) ¢ Rrmxnk

04862 if k #0, A(k+1)W(k+1) > 0; O‘(Lkz if k%0, Q§k+1)W(k+1) > 0;
A =00l ik 2o, AWl Co Wl = Lol ik 0ol Wi <o

1 if k=0. 1 if k=0.

BN if k# m AETOW D > o BENif k#m, QWY > o
AEE_) _ ﬁ(LkZ ifk#m A(k+1)W(k+1) <0 @1('? _ I(Jz ifk+m k+1)W(k+1)

0 if k =m. 0 if k=m.

and o is the Hadamard product and e; € R"™ is a standard unit vector at j th coordinate.

The terms a(Lk’Z,agf 27 ﬁ(Lk’z, and ﬁl(]kf represent the coefficients of linear bounds on the activation functions,

that is for the r-th neuron in k-th layer with activation function o(z), there exist two linear functions
k k k k k k
@) = ol (e+88)), @) =all) (v+5)

such that hgfl(ac) <o(z) < hm(x) Vo € [l(k) } The terms [l( ) b )} are assumed to be sound bounds
on all previous neurons in the network. We first note that, for any neuron r in the k-th layer, the linear
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bounds may be replaced with concrete bounds by substituting a(k) = oz(Uk)T 0 and ﬁ(LkZ = l,(«k), g“i = ugk).
Let S, SY be index sets of tuples (i, k) indicating whether the lower and upper bounds (respectively) of the
i-th neuron in the k-th layer should be concretized in this way. Then, the equivalent weights and biases take

the following form:
(k)

ay if (ik) ¢ SY k #0, A(k+1)W B S ),
)\(k) agkz lf (17 k) ¢ SU k 3& 0 A(k+1)W(k+1) < 0
ST T iR ¢ st k=0
0 if (i,k) € SY
0‘5:]2 f(i,k) ¢ S¥ k+#0, Q (k+1) W(k+1) > 0;
(k) Oégi’)L (’1,7]{)) ¢ SL k # O Q(k+1)W(k+1) < 0
o 1 if (i, k) ¢ ST,k =0;
0 if(i,k) e S"
[(sz if (i,k) ¢ SU,k#m §k+1)W(k+1) > 0;
A ) BB (k) ¢ SULk £ m, AR g,
i3 0 if (i,k) ¢ SU k= m;
u® it k) € SU.
(Lkz f (i, k)¢ St k#m Q(k+1)W(k+1) > 0;
o) = ) i (i,k) ¢ SE k£ m Q(HI)W(fﬂ) < 0;
0. 0 if (i,k) ¢ SE k=m;
1™ if(i, k) € ST

This is exactly the form described in Appendix |C, where S and SU are chosen to be the sets of neurons
whose equivalent coefficient interval spans zero. Without this modification, the equivalent weights and biases
of such neurons in the original formulation would be undefined. We now have bounds on the output of the
neural network for which all operations are well-defined in interval arithmetic.

Replacing all operations in the computation of the equivalent weight terms by their interval arithmetic
counterparts, we can compute sound, though over-approximated, intervals over A(%™) and Q) which
satisfy

A(k)) e A(k‘) v W(l:m) e W(l:m)vb(lzm) c b(l:m,)7

Q(k}) e Q(k) v W(l:m) c W(l:?n)7b(1:m) e b(lm)
This is trivially true by the definitions of the interval arithmetic operations as given in Appendix [C]

Turning to the upper bound (though analogous arguments hold for the lower bound), we have
S (s, A0 Al ) — A ST AR (50 4 AR
k=1

where A% are functions of the weights and biases of the network and A are constants that depend
on the bounds on the intermediate layers of the network. Thus, given parameter intervals b(k)7 W(k), the
following result holds

(1:m) (1:m)
fJU (x’A(O:m)7A(1:m),b(1:m)> < max{ff (x’A(O:m)7A(1:m),b(l;m)) | w ew }

b(1;m) c b(l:m)

A(O:m) c A(O:m) }

< max {f]U (m’A(O:m)7A(1:m)’b(1:m)> | ptm) ¢ ptim)

for any set of intervals A(*™ that satisfy {A®) | wxm) ¢ Wl ¢ A® - Since our intervals A %™
computed via interval arithmetic satisfy this property, we have that any valid bound on this maximization
problem constitutes a bound on the output of the neural network f;(z) for any wtm) e wm ang
pm) € plim).
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G Experimental Details and Runtimes

This section details the datasets and hyper-parameters used for the experiments detailed in Section [@ All
experiments were run on a server equipped with 2x AMD EPYC 9334 CPUs and 2x NVIDIA L40 GPUs
using an implementation of Algorithm [I] written in Python using Pytorch. We provide code to reproduce
the full results of this paper at [redacted for anonymity].

Table [1] shows a run-time comparison of our implementation of Algorithm [1| with (un-certified) training in
Pytorch. We observe that training using Abstract Gradient Training typically incurs a modest additional
cost per iteration when compared to standard training.

Time per iteration (seconds)
Dataset Abstract gradient training Un-certified training
UCI House-electric 0.25 0.12
MNIST (inc. PCA projection) 1.6 1.1
OCT-MNIST 0.96 0.10
Udacity Self-Driving 53 42

Table 1: Comparison of the run-time of AGT and standard model training in Pytorch.

Table [2 details the datasets along with the number of epochs, learning rate («), decay rate (n) and batch
size (b) used for each. We note that a standard learning rate decay of the form (o, = «/(1+nn) was applied
during training. In the case of fine-tuning both OCT-MNIST and PilotNet, each batch consisted of a mix
70% ‘clean’ data previously seen during pre-training and 30% new, potentially poisoned, fine-tuning data.

Dataset #Samples #Features #Epochs « n b

UCI House-electric 2049280 11 1 0.02 0.2 10000
MNIST 60000 784 3 5.0 1.0 60000
OCT-MNIST 97477 784 2 0.05 5.0 6000
Udacity Self-Driving 31573 39600 2 0.25 10.0 10000

Table 2: Datasets and Hyperparameter Settings
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