Published as a conference paper at ICLR 2025

ADVERSARIALLY ROBUST OUT-OF-DISTRIBUTION DE-
TECTION USING LYAPUNOV-STABILIZED EMBEDDINGS

Hossein Mirzaei & Mackenzie W. Mathis
Ecole Polytechnique Fédérale de Lausanne (EPFL)
hossein.mirzaeisadeghlou@epfl.ch, mackenzie.mathis@epfl.ch

ABSTRACT

Despite significant advancements in out-of-distribution (OOD) detection, existing
methods still struggle to maintain robustness against adversarial attacks, com-
promising their reliability in critical real-world applications. Previous studies
have attempted to address this challenge by exposing detectors to auxiliary OOD
datasets alongside adversarial training. However, the increased data complexity
inherent in adversarial training, and the myriad of ways that OOD samples can arise
during testing, often prevent these approaches from establishing robust decision
boundaries. To address these limitations, we propose AROS, a novel approach
leveraging neural ordinary differential equations (NODEs) with Lyapunov stability
theorem in order to obtain robust embeddings for OOD detection. By incorporating
a tailored loss function, we apply Lyapunov stability theory to ensure that both
in-distribution (ID) and OOD data converge to stable equilibrium points within the
dynamical system. This approach encourages any perturbed input to return to its
stable equilibrium, thereby enhancing the model’s robustness against adversarial
perturbations. To not use additional data, we generate fake OOD embeddings by
sampling from low-likelihood regions of the ID data feature space, approximating
the boundaries where OOD data are likely to reside. To then further enhance
robustness, we propose the use of an orthogonal binary layer following the stable
feature space, which maximizes the separation between the equilibrium points of
ID and OOD samples. We validate our method through extensive experiments
across several benchmarks, demonstrating superior performance, particularly under
adversarial attacks. Notably, our approach improves robust detection performance
from 37.8% to 80.1% on CIFAR-10 vs. CIFAR-100 and from 29.0% to 67.0%
on CIFAR-100 vs. CIFAR-10. Code and pre-trained models are available at
https://github.com/AdaptiveMotorControlLab/AROS!

1 INTRODUCTION

Deep neural networks have demonstrated remarkable success in computer vision, achieving significant
results across a wide range of tasks. However, these models are vulnerable to adversarial examples —
subtly altered inputs that can lead to incorrect predictions (1} 2; 3). As a result, designing a defense
mechanism has emerged as a critical task. Various strategies have been proposed, and adversarial
training has become one of the most widely adopted approaches (45 [5; 16). Recently, Neural Ordinary
Differential Equations (NODEs) have attracted attention as a defense strategy by leveraging principles
from control theory. By leveraging the dynamical system properties of NODEs, and imposing stability
constraints, these methods aim to enhance robustness with theoretical guarantees. However, they
have been predominantly studied in the context of classification tasks (7585195 [105 1115 1125 135 1145 [15),
and not in out-of-distribution (OOD) detection.

OOD detection is a safety-critical task that is crucial for deploying models in the real world. In this
task, training is limited to in-distribution (ID) data, while the inference task involves identifying OOD
samples, i.e., samples that deviate from the ID data (16;/17)). Recent advancements have demonstrated
impressive performance gains across various detection benchmarks (185195 20; 21). However, a
significant challenge arises concerning the robustness of OOD detectors against adversarial attacks.
An adversarial attack on a detector involves introducing minor perturbations to test samples, causing
the detector to predict OOD as ID samples or vice versa. Yet, a robust OOD detector is imperative,
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Figure 1: OOD detection performance for various models under different perturbation magni-
tudes. The perturbations are generated using PGD*?"? (/) attack targeting both test ID and OOD
samples. (A) ImageNet is used as the ID dataset, while the Texture dataset is used as the OOD during
test time. (B) CIFAR-10 is utilized as the ID, with CIFAR-100 as the OOD. (C) CIFAR-100 is used
as the ID, with CIFAR-10 as the OOD. A perfect detector achieves an AUROC of 100%, a random
detector scores 50%, and a fully compromised detector under attack scores 0%. Notably, no other

model achieves detection performance above random (i.e., greater than 50% AUROC) at ¢ = 225.

especially in scenarios like medical diagnostics and autonomous driving (22 235 24;25;126). Recently,
several approaches have sought to address this challenge by first demonstrating that relying solely
on ID data is insufficient for building adversarially robust detectors (27; 28 29; 23} 130; 265 1315 1325
33k 1345 135 1365 1375 138). Consequently, new methods propose incorporating copious amounts of
auxiliary OOD data in conjunction with adversarial training to improve the detector’s robustness.
While effective, a significant gap remains between detector performance on clean data and their
robustness against adversarial attacks (see Figure[I| Tables[I] 2a} and [2b).

This performance gap primarily arises from the wide variety of potential OOD samples encountered
during testing. Relying exclusively on an auxiliary dataset to generate perturbed OOD data can bias
the model toward specific OOD instances, thereby compromising the detector’s ability to generalize to
unseen OOD data during inference (16513951405 4151425 43)). This limitation is particularly pronounced
in adversarial settings, where adversarial training demands a higher level of data complexity compared
to standard training (44 455 46} 55 47). Additionally, the collection of auxiliary OOD data is a costly
process, as it must be carefully curated to avoid overlap with ID semantics to ensure that the detector
is not confused by data ambiguities (39} 41). Finally, as our empirical analysis reveals, existing
OOD detection methods are vulnerable even to non-adversarial perturbations — a concerning issue
for open-world applications, where natural factors such as lighting conditions or sensor noise can
introduce significant variability (48)) (see Table[3).

Our Contribution: We propose AROS (Adversarially Robust OOD Detection through Stability), a
novel approach that leverages NODEs with the Lyapunov stability theorem (Figure[2)). This constraint
asserts that small perturbations near stable equilibrium points decay over time, allowing the system
state to converge back to equilibrium. By ensuring that both ID and OOD data are stable equilibrium
points of the detector, the system’s dynamics mitigate the effects of perturbations by guiding the state
back to its equilibrium. Instead of using extra OOD image data, we craft fake OOD samples in the
embedding space by estimating the ID boundary. Additionally, we show that adding an orthogonal
binary layer increases the separation between ID and OOD equilibrium points, enhancing robustness.
We evaluate AROS under both adversarial and clean setups across various datasets, including large-
scale datasets such as ImageNet (49) and real-world medical imaging data (i.e., ADNI (22)), and
compare it to previous state-of-the-art methods. Under adversarial scenarios, we apply strong attacks,
including PGD'%%° (44), AutoAttack (50), and Adaptive AutoAttack (51).

2 PRELIMINARIES

Out-of-Distribution Detection. In an OOD detection setup, it is assumed that there are two
sets: an ID dataset and an OOD dataset. We denote the ID dataset as D™, which consists of
pairs (x",4'"), where x™" represents the ID data, and y™ € Y™™ := {1,..., K} denotes the class
label. Let D°" represent the OOD dataset, containing pairs (x°", y°"), where y°"' € YU :=
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{K+1,...,K+ O}, and Y™ nN V" = () (52 [18). In practice, different datasets are often used
for D™ and D". Alternatively, another scenario is called open-set recognition, where a subset of
classes within a dataset is considered as ID, while the remaining classes are considered as OOD
(53; 165 545 155). A trained model F assigns an OOD score Sz to each test input, with higher scores
indicating a greater likelihood of being OOD.

Adversarial Attack on OOD Detectors. Adversarial attacks involve perturbing an input sample x
to generate an adversarial example z* that maximizes the loss function ¢(z*;y). The perturbation
magnitude is constrained by e to ensure that the alteration remains imperceptible. Formally, the
adversarial example is defined as 2* = argmax, ¢(z; y), subject to ||z —z*||, < €, where p denotes
the norm (e.g., p = 2, 00) (56; 13 44). A widely used attack method is Projected Gradient Descent
(PGD) (44)), which iteratively maximizes the loss by following the gradient sign of ¢(z*;y) with a
step size a.. For adversarial evaluation (281345 37), we adapt this approach by targeting the OOD
score Sx(x). Specifically, the adversarial attack aims to mislead the detector by increasing the OOD
score for ID samples and decreasing it for OOD samples, causing misprediction:

vy =w, xf, =z +a-sign(l(y)-V.Sx(x})), z*=a,
where 7 is the number of steps, and I(y) = +1ify € " and —1 if y € Y°Ut.

Neural ODE and Stability. In the NODE framework, the input and output are treated as two
distinct states of a continuous dynamical system, whose evolution is described by trainable layers
parameterized by weights ¢ and denoted as hg. The state of the neural ODE, represented by Z,
evolves over time according to these dynamics, establishing a continuous mapping between the input
and output (57; 1585 159). The relationship between the input and output states is governed by the

following differential equations: dfi(tt) = he(2(t),t), 2(0) = Zinpu, 2(T) = Zoutput-

3 RELATED WORK

OOD Detection Methods. Existing OOD detection methods can be broadly categorized into post-
hoc and training-based approaches. Post-hoc methods involve training a classifier on ID data and
subsequently using statistics from the classifier’s outputs or intermediate representations to identify
OOD samples. For instance, Hendrycks et al. (52) propose using the maximum softmax probability
distributions (MSP) as a metric. The MD method (60) leverages the Mahalanobis Distance in the
feature space, and OpenMax (61) recalibrates classification probabilities to improve OOD detection.
Training-based methods, modify the training process to enhance OOD detection capabilities. Such
modifications can include defining additional loss functions, employing data augmentation techniques,
or incorporating auxiliary networks. Examples of training-based methods designed for standard OOD
detection include VOS (39), DHM (19), CATEX (62), and CSI (63)). On the other hand, ATOM (30),
ALOE (28), ATD (34), and RODEO (37) have been developed specifically for robust detection. For
detailed descriptions of these methods, please refer to Appendix [AT]

Stable NODE for Robustness. TiSODE (64)) introduces a time-invariant steady NODE to constrain
trajectory evolution by keeping the integrand close to zero. Recent works employ Lyapunov stability
theory to develop provable safety certificates for neural network systems, particularly in classification
tasks. PeerNets (9) was among the first to use control theory and dynamical systems to improve
robustness. Kolter et al. (65) designed a Lyapunov function using neural network architectures to
stabilize a base dynamics model’s equilibrium. ASODE (66) uses non-autonomous NODEs with
Lyapunov stability constraints to mitigate adversarial perturbations in slowly time-varying systems.
LyaDEQ (67) introduces a new module based on ICNN (68) into its pipeline, leveraging deep
equilibrium models and learning a Lyapunov function to enhance stability. SODEF (69) enhances
robustness against adversarial attacks by applying regularizers to stabilize the behavior of NODE
under the time-invariant assumption. In Table[da] we analyze these stability-based classifiers as OOD
detectors and highlight the potential of Lyapunov’s theorem as a framework for robust OOD detection,
and show our method’s ability to improve performance over these excellent baselines.

4 PROPOSED METHOD

Motivation. A robust detector should be resistant to shifting ID test samples to OOD, and vice
versa, under adversarial attack. A common approach for developing robust OOD detectors involves
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Figure 2: An illustration of AROS. (A) To obtain robust initial features for OOD detection, we
perform adversarial training on a classifier using only ID samples. (B) We estimate the ID distribution
within the embedding space and generate fake OOD embeddings as a proxy for real OOD data.
This enables the creation of two balanced classes of samples: ID and fake OOD. (C) The model
incorporates a NODE layer h and an Orthogonal Binary Layer B,,. Using these two classes, we
train the pipeline with the loss function Lg; to stabilize the system dynamics. (D) During inference,
an input passes through the feature extractor fg, NODE hg, and Orthogonal Binary Layer B,,, and
the resulting likelihood from B,, serves as the OOD score. The complete algorithmic workflow of
AROS can be found in Appendix [A2]

employing adversarial training on ID data, combined with an auxiliary real OOD dataset, to expose the
detector to potential vulnerable perturbations. The core intuition is that adversarial training on ID data
alone, without an accompanying OOD dataset, leaves the detector susceptible to perturbations that
alter the boundary between ID and OOD data during testing (28} 29530} [26: 3143336 [33: [37).
Beyond the unsatisfactory performance of the prior approach, there are further challenges with this
strategy. A key issue is the cost of preparing an auxiliary dataset disjoint from the ID data, along
with ensuring that the selected OOD images adequately cover the boundary between ID and OOD
samples—a critical factor for such frameworks 24). Moreover, adversarial training of
neural networks is notably more data-intensive than standard setups, further increasing complexity
(43; 146} [5F 477). There is also the concern that exclusively relying on perturbed OOD data may
introduce biases toward specific OOD examples (39} 41). To address these challenges, we propose
AROS, which utilizes provable stability theorems in the embedding space to develop a robust OOD
detector without requiring exposure to perturbed OOD image data.

Overview of AROS. AROS ensures that perturbed input samples remain close to their non-perturbed
counterparts in the feature space by leveraging the Lyapunov stability theorem [73} [74).
By using a NODE, we consider the model as a dynamical system and design it so that ID and
OOD samples converge to distinct stable equilibrium points of that system. This approach prevents
significant deviations in the output when adversarial perturbations are applied. However, since OOD
data is unavailable, we craft fake OOD samples in the embedding space by estimating the boundaries
of the ID distribution and sampling from the corresponding low-likelihood regimes. To further avoid
any misprediction between OOD and ID data caused by perturbations, we maximize the distance
between their equilibrium points by leveraging an orthogonal binary layer for classification. In the
following, we will thoroughly explain each proposed component, highlighting the benefits of AROS.

4.1 FAKE EMBEDDING CRAFTING STRATEGY

There have been efforts to utilize synthetic features, primarily under clean scenarios (39; 41 [75; [70).
However, for adversarial settings, prior work has often relied on a large pre-trained model and
additional data. In contrast, our approach limits information to ID samples, proposing to craft OOD
data from ID data in the embedding space. These generated OOD samples are subsequently utilized
in the training step.
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We employ a well-trained encoder to transform ID training data into robust embedding spaces. To
achieve these embeddings, we first adversarially train a classifier on ID training samples using
cross-entropy loss Lcg and the PGD'?(l.) attack. By removing the last fully connected layer from
the classifier, we utilize the remaining encoder, denoted as fy, to extract ID embeddings r, where
r = fg(x) from an ID training sample x (Figure [2 ) Specifically, by considering Dy, with K
classes, we estimate their distribution as a K class-conditional Gaussian distribution, a well-known
approach in the detection literature (395 [76; [775 [78; [79; 180). We then select fake embeddings r from

the feature space corresponding to class j such that r ~ N (i, I ;) satisfies:

s e (<30 = )78 - i) < 5, (1)

where, /3 serves as a likelihood threshold, and we set that to a small value (e.g., 0.001) (Figure[2B).
Additionally, we conduct an ablation study to evaluate the impact of different values of 5 and discuss
practical considerations (see Appendix[A3.3).Our comprehensive ablation experiments demonstrate
the consistent performance of AROS across varying 3 values. Note, d is the dimensionality of the
feature vectors r, and j = 1,..., K. The terms fi; and by ;j represent the mean vector and covariance
matrix of the j-th class of ID training samples in feature space, respectively:

g = o ey Jo(@), 5= g 2 (fol@s) = 1) (folw) — )", (2)

where n; is the number of samples in class j. By sampling equally across each class of Dlram,
we generate a set of synthetic, “fake” OOD embeddlngs (Figure [2IC), denoted as roop. We then
construct a balanced training set by takmg the union of the embeddings of ID samples and the OOD
embeddings, defining it as: Xiin = { fo(D U TOOD} We define the labels y for this set as O for
ID and 1 for fake OOD embeddings.

tram )

4.2 LYAPUNOV STABILITY FOR ROBUST OOD DETECTION

As mentioned, several approaches have been proposed to apply Lyapunov’s theorem to deep networks
in practice, including methods such as LyaDEQ (67), ASODE (66), and SODEF (69). Here, we utilize
their framework to define the objective function and also benchmark our approach to these baselines.
Amongst them, SODEF adopts a time-invariant (69; [64) assumption, which makes stability analysis
more practical, as the behavior of the neural ODE depends solely on the state z(t), independent of
the specific time that the state is reached. This assumption implies that the equilibrium points of the
NODE remain constant over time, facilitating a more tractable analysis of how perturbations evolve
around these points (64} 81%69). This is supported by our experiments in Table fa] which highlight
SODEF’s superior robustness. Consequently, we adopt the time-invariant framework and use their
approach to define the loss function. In order to gain intuition for our approach, we provide the basic
mathematical overview of how we leverage the Lyapunov theorems. In this study, as a practical
consideration, we assume that the networks utilized have continuous first derivatives with respect to
the input z(0), which has been shown to be a reasonable assumption (82)).

For a given dynamic system dz(t) = h¢( (t)), a state z* is an equilibrium point of system if z*
satisfies h(2*) = 0. An equlhbrlum point is stable if the trajectories starting near z* remain around it
all the time. More formally:

Definition 1: (Lyapunov stability (83)). An equilibrium z* is said to be stable in the sense of
Lyapunov if, for every € > 0, there exists 6 > 0 such that, if ||z(0) — z*|| < J, then ||z(¢) — 2*|| < &
forall ¢ > 0. If z* is stable, and lim;_, ||2(t) — 2*|| = 0, z* is said to be asymptotically stable.

Theorem 1: (Hartman—Grobman Theorem (84). Consider a time-invariant system with continuous

first derivatives, represented by d(t ) = h(z(t)). For a fixed point z*, if the Jacobian matrix Vh

evaluated at z* has no eigenvalues with a real part equal to zero, the behavior of the original
nonlinear dynamical system can be analyzed by studying the linearization of the system around this
dz’ (t)

fixed point. The linearized system is given by = AZ/(t), where A is the Jacobian matrix
evaluated at z*. This allows for a simplified analysis of the local dynamics in the vicinity of z*.

Theorem 2: (Lyapunov Stability Theorem (83))) The equation dz (t)

stable if and only if all eigenvalues of A have negative real parts.

= AZ'(t), is asymprotically
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Theorem 3: (Levy—Desplanques Theorem (85)) Ler A = [a;;] be an n-dimensional square matrix
and suppose it is strictly diagonally dominant, i.e., |a;;| > 3, |aij| and a;; < 0 for all i. Then
every eigenvalue of A has a negative real part.

Definition I introduces the concept of asymptotic stability. Building on this, Theorem 1 demonstrates
that the behavior of a nonlinear, time-invariant system near a fixed point can be effectively analyzed
through its linearization. Theorem 2 then establishes a key condition for the asymptotic stability of
linear systems: all eigenvalues of the system matrix must have negative real parts. To facilitate the
verification of this stability condition, Theorem 3 provides a practical criterion based on the matrix’s
eigenvalues. In the subsequent section, we will introduce an objective function designed to adhere to
these stability criteria.

4.3 ORTHOGONAL BINARY LAYER AND TRAINING STEP

We propose incorporating an orthogonal binary layer (86) denoted as B, after the NODE h, in our
pipeline to maximize the distance between the equilibrium points of ID and OOD data. Intuitively,
this layer prevents the misalignment of convergence between perturbed OOD data and ID data
by maximizing the distance between their equilibrium points. Given the output z from the hy,
the orthogonal binary layer B, applies a transformation using weights w such that wlw = 1,
ensuring orthogonality. Although Lyapunov stability encourages perturbed inputs to converge to
neighborhoods of their unperturbed counterparts, the infinite-depth nature of NODE (87)) makes them
susceptible to degraded activations due to exploding or vanishing gradients (88)). The introduction of
an orthogonal layer mitigates this risk. Moreover, encouraging orthogonality within neural networks
has demonstrated multiple benefits, such as preserving gradient norms and enforcing low Lipschitz
constants—both of which contribute to enhanced robustness (895;(90; 91).

To satisfy the aforementioned conditions, we optimize the following empirical Lagrangian Lg; with
training data (Xywin, ¥):

l:s]_ = min

pin <€CE(Bn(h¢(Xtrain))a Y) + Y1 [hp (Xirain)||2 + y2exp (— Z[Vh¢(Xtrain)]ii>

i=1

+ y3exp Z _|[Vh¢(Xtrain)]ii| + Z |[Vh¢ (Xtrain)]ij| ) 3)

i=1 j#i

Note that here, X, serves as the initial hidden state, i.e., z(0), for the NODE layer. The first term,
{cE, is a cross-entropy loss function. The second term forces z(0) to be near the equilibrium points,
while the remaining terms ensure strictly diagonally dominant derivatives, as described in Theorem
3. The exp(.) function is selected as a monotonically increasing function with a minimum bound to
limit the unbounded influence of the two regularizers, preventing them from dominating the loss.
We set v; = 1 to balance the first regularization term with /cg, and v2 = 3 = 0.05 to assign small,
equal values that effectively enforce stability without overpowering the other terms. By setting v
and 3 equal, we ensure that both stability conditions contribute equally. Details of the ablation study
on these hyperparameters, along with other training step specifics, are provided in Appendices[A3.3.2]
and[A4] By optimizing this objective function, the model learns Lyapunov-stable representations
where ID and OOD equilibrium points are well-separated in the feature space after the NODE. The
B,, captures the probability distribution over the binary classes (ID vs. fake OOD), and for the OOD
score of an input x, we use its probability assigned to the OOD class (Figure 2D).

5 EXPERIMENTS

Here we present empirical evidence to validate the effectiveness of our method under various setups,
including adversarial attacks, corrupted inputs (non-adversarial perturbations), and clean inputs
(non-perturbed scenarios). We note that the backbone architecture for the methods considered is the
same as described in Table[ll

First, we adversarially train a classifier on ID data and then use it to map the data into a robust
embedding space. A Gaussian distribution is fitted around these embeddings, and low-likelihood
regions of the distribution are sampled to create fake OOD data as a proxy for OOD test samples. We
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Table 1. Performance of OOD detection methods under clean evaluation, random corruption (Gaussian
noise), and PGD (I.,) adversarial attack with 1000 steps and %, as well as AutoAttack and Adaptive
AutoAttack (AA), measured by AUROC (%). A clean evaluation is one where no attack is made on
the data. For corruption evaluation, Gaussian noise from the ImageNet-C (48)) benchmark was used.

The best results are highlighted in bold, and the second-best results are underlined in each row.

T These methods leveraged auxiliary datasets and these * used large pretrained models as part of their pipeline.

Dataset Attack Method
Di Dous VoS DHM CATEX* CSI ATOM' ALOE’ ATD™*  RODEO™  AROS
(ResNet) (WideResNet) (CLIP-ViT) (ResNet) (DenseNet) (WideResNet) (WideResNet) (CLIP-ViT) (WideResNet)
Clean 87.9 100.0 88.3 922 94.2 78.8 82.0 75.6 88.2
§ % Corruption 56.2 57.7 60.4 547 57.3 545 59.2 58.6 84.3
§ é PGD'% 42 1.8 0.8 3.6 1.6 16.1 37.1 378 80.1
© © AutoAttack 0.0 12 0.0 0.4 0.5 14.8 36.2 35.9 78.9
AdaptiveAA 0.0 0.0 1.7 0.0 0.0 115 34.8 323 76.4
Clean 71.3 100.0 85.1 532 87.5 43.6 57.5 61.5 743
g E Corruption 53.8 582 57.4 50.1 553 56.1 56.0 549 71.8
z é PGD'% 5.4 0.0 4.0 2.8 2.0 13 12.1 29.0 67.0
S © AutoAttack 2.6 0.0 0.3 0.9 0.0 0.0 10.5 283 66.5
AdaptiveAA 0.0 1.4 0.0 0.0 0.0 0.2 9.4 26.7 65.2

then demonstrate that time invariance, which establishes that the NODE’s behavior does not explicitly
depend on time, leads to more stable behavior of the detector under adversarial attacks (see Section
[3). Consequently, we leverage Lyapunov stability regularization under a time-invariant assumption
for training. However, a potential challenge arises when ID and OOD equilibrium points are located
near each other. As a remedy, we introduce an orthogonal binary layer (86; 92;93) that enhances
the separation between ID and OOD data by increasing the distance between their neighborhoods
of Lyapunov-stable equilibrium. This enhances the model’s robustness against shifting adversarial
samples from OOD to ID and vice versa. Finally, we use the orthogonal binary layer’s confidence
output as the OOD score during inference.

Experimental Setup & Datasets. We evaluated OOD detection methods under both adversarial and
clean scenarios (see Tables[T]and [2a). Each experiment utilized two disjoint datasets: one as the ID
dataset and the other as the OOD test set. For Table[I} CIFAR-10 or CIFAR-100 (94)) served as the
ID. Table 2 extends the evaluation to ImageNet-1k as the ID, with OOD being comprised of Texture
(95), SVHN (96), iNaturalist (97), Places365 (98), LSUN (99), and iSUN (100).

An OSR (101) setup was also tested, in which each experiment involved a single dataset that was
randomly split into ID (60%) and OOD (40%) subclasses, with results averaged over 10 trials.
Datasets used for OSR included CIFAR-10, CIFAR-100, ImageNet-1k, MNIST (102), FMNIST
(103), and Imagenette (104) (Table [2b). Additionally, models were evaluated on corrupted data
using the CIFAR-10-C and CIFAR-100-C benchmarks (48) (see Table[3). Specifically, both the ID
and OOD data were perturbed with corruptions that did not alter semantics but introduced slight
distributional shifts during testing. Further details on the datasets are provided in Appendix [A5]

Evaluation Details. For adversarial evaluation, all ID and OOD test data were perturbed by using a
fully end-to-end PGD (I) attack targeting their OOD scores (as described in Section[2). We used
€= % for low-resolution images and € = %‘5 for high-resolution images. The PGD attack steps
denoted as M were set to 1000, with 10 random initializations sampled from the interval (—e, €).
The step size for the attack was set to o = 2.5 x 17 (4). Additionally, we considered AutoAttack
and Adaptive AutoAttack (Table[I)). Details on how these attacks are tailored for the detection task
can be found in Appendix As the primary evaluation metric, we used AUROC, representing
the area under the receiver operating characteristic curve. Additionally, we used AUPR and FPR95
as supplementary metrics, with results presented in Table bl AUPR represents the area under
the precision-recall curve, while FPR95 measures the false positive rate when the model correctly
identifies 95% of the true positives.

Reported and Re-Evaluated Results. Some methods may show different results here compared to
those reported in their original papers (30; 28) due to our use of stronger attacks we incorporated



Published as a conference paper at ICLR 2025

Table 2a. Performance of OOD detection methods under clean evaluation and PGD*®°°(1,,) measured by

AUROC (%). The perturbation budget € is set to 225 for low-resolution datasets and 2;15 for high-resolution
datasets. The table cells denote results in the ‘Clean/PGD'%%° * format.
Dataset Method
Din Dou VOS ~ DHM CATEX CSI ATOM ALOE  ATD  RODEO ‘?éi?s)s
CIFAR-100 87.9/42 100.0/1.8 883/0.8 92.2/3.6 942/1.6 78.8/16.1 82.0/37.1 75.6/37.8 88.2/80.1
= SVHN 93328 100.0/45 91.6/23 97.4/1.7 89.2/47 835266 87.9/39.0 83.0/382  93.0/86.4
E Places 89.7/52  99.6/0.0  90.4/4.7 93.6/0.1 98.7/5.6  85.1/21.9 92.5/59.8 96.2/70.2  90.8/83.5
= LSUN 98.0/7.3  100.02.6  95.1/0.8 97.7/0.0  99.1/1.0  98.7/50.7 96.0/68.1 99.0/85.1 90.6/82.4
iSUN 94.6/0.5  99.1/2.8  932/44 954/3.6 99.52.5 98.3/49.5 94.8/659 97.7/18.7  88.9/81.2
CIFAR-10  71.3/54 100.0/2.6 85.1/40 53.2/0.7 87.52.0  43.6/1.3 57.5/12.1 61.5/29.0  74.3/67.0
= SVHN 92.6/3.2  100.0/0.8  94.6/5.7 90.5/4.2 92.8/53  74.0/18.1 72.5/27.6 769/31.4 81.5/70.6
% Places 75.5/0.0 100.0/3.9  87.3/1.4 73.6/0.0 94.8/3.0 750/124 83.3/40.0 93.0/66.6  77.0/69.2
E LSUN 92.9/57  100.0/1.6  94.0/89 63.4/1.8 96.6/1.5 98.7/50.7 96.0/68.1 98.1/63.1  74.3/68.1
iSUN 70.2/45  99.6/3.6  81.2/0.0 81.4/3.0 96.4/1.4  98.3/49.5 94.8/659 95.1/65.6  72.8/67.9
Texture 86.7/0.8  82.4/0.0  927/0.0 858/0.6 88.9/7.3 76.2/21.8 74.2/157 71.3/19.4  78.3/69.2
2 iNaturalist ~ 94.50.0 80.7/0.0  97.920 852/1.7 83.6/10.5 78.9/19.4 725/12.6 72.7/15.0  84.6/75.3
% Places 90.2/0.0  76.2/0.4  90.50.0 83.9/02 84.5/12.8 78.6/153 75.4/17.5 69.2/18.5  76.2/68.1
g LSUN 91.9/0.0  825/0.0  92.9/0.4 784/1.9 853/11.2 77.4/169 683/151 70.4/162  79.4/69.0
- iSUN 92.8/277  81.6/0.0 93.7/0.0 77.5/0.0 80.3/14.1 75.3/11.8 76.6/15.8 72.8/17.3  80.3/71.6
Mean 88.12.8  93.4/1.6 91223 83.3/1.5 91.4/56 81.4/255 81.6/374 82.1/44.4  82.0/74.0

Table 2b. Performance ((‘,Icun/PGDIOOO) of OOD detection methods under clean and PGDIOOO(IOO), measured
by AUROC (%), on the OSR setup, which splits one dataset’s classes randomly to create D;,, and Do.+.

Dataset Method
AROS
VOS DHM  CATEX CSI ATOM ALOE ATD RODEO (Ours)
MNIST 86.3/48 92.6/04 923/1.9 93.6/6.1 74.8/41 79.5/37.3 68.7/56.5 97.2/85.0 94.4/86.3

FMNIST 78.1/2.0 85.9/0.0 87.0/04 84.6/1.2 064.3/42 72.6/285 59.6/42.1 87.7/65.3 84.1/72.6

CIFAR-10  74.7/0.0 90.8/0.0 95.1/0.0 91.4/0.6 68.3/5.0 52.4/25.6 49.0/32.4 79.6/62.7 78.8/69.5

CIFAR-100 63.5/0.0 78.6/0.0 91.9/0.0 86.7/1.9 51.4/2.6 49.8/18.2 50.5/36.1 64.1/353 67.0/58.2

Imagenette 76.7/0.0 84.2/0.0 96.4/1.6 92.8/0.0 63.5/82 61.7/142 63.8/28.4 70.6/39.4 78.2/67.5
ADNI 73.5/4.1 69.4/52 86.9/0.1 82.1/0.0 66.9/23 064.0/11.0 68.3/33.9 75.5/24.6 80.9/61.7
Mean 75.5/1.8 83.6/09 91.6/0.7 88.5/1.6 64.9/44 63.3/22.5 60.0/38.2 79.1/52.1 80.6/69.3

for evaluation, or the more challenging benchmarks used. For example, ALOE (28) considered a
lower perturbation budget for evaluation (i.e.,%), and the ATD (34) and RODEO (37) benchmarks
used CIFAR-10 vs. a union of several datasets, rather than CIFAR-10 vs. CIFAR-100. The union
set included datasets such as MNIST, which is significantly different from CIFAR-10, leading to a
higher reported robust performance.

Results Analysis. Without relying on additional datasets or pretrained models, AROS significantly
outperforms existing methods in adversarial settings, achieving up to a 40% improvement in AUROC
and demonstrating competitive results under clean setups (see Table[2b). Specifically, AROS also
exhibits greater robustness under various corruptions, further underscoring its effectiveness in OOD
detection. We further verify our approach through an extensive ablation study of various components
in AROS (see Section|[6).

We note the superiority of AROS compared to representative methods in terms of robust OOD
detection. Notably, AROS, without relying on pre-trained models or extra datasets, improves
adversarial robust OOD detection performance from 45.9% to 74.0%. In the OSR setup, the results
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Table 3. Performance of OOD detection methods under various types of non-adversarial perturbations,
referred to as image corruptions, as introduced in the CIFAR-10-C and CIFAR-100-C datasets (48)),
measured by AUROC (%). Specifically, test inputs, including both ID and OOD, are perturbed with a
particular corruption in each experiment.

Dataset Methods Corruption
Mean
Din  Dout Gauss.  Shot Impulse Defocus Glass Motion Zoom Snow Frost Fog  Bright Contrast Elastic Pixel JPEG
vOs 562 675 76.5 711 739 187 763 72.0 541 770 585 79.1 812 836 744 725
DHM 577 78.7 72.4 754 75.6 73.9 715 758 70.8  56.8 74.5 58.0 77.4 784  80.6 72.2
CATEX 624 809 730 8.4 76.3 78.6 813 799 789 583 80.0 54.0 79.0 805 824 74.9
CSI 547 580 58.7 629 61.7 69.0 659 772 692 748 919 65.8 742 626 749 68.1

ATOM 573 755 63.6 70.7 722 69.9 746 772 765 553 805 54.1 747 714 808 70.7
ALOE 545 764 640 715 73.0 70.9 755 782 7719 563 815 54.0 769 793 821 715
ATD 592 192 710 76.7 769  75.6 795 782 749 595 778 59.5 790 808 829 73.7
RODEO 586 76.0 685 735 73.8 72.1 755 745 709 578 745 57.7 753 768 79.5 71.0
AROS 843 765 79.2 83.8 71.3 82.0 81.3 834 840 840 847 833 80.7 796 825 81.8

CIFAR-10-C
CIFAR-100-C

VoS 538 557 656 582 471 514 576 539 590 572 565 548 482 594 511 553
DHM 582 599 640 577 489 580 574 576 585 579 581 583 498 556 567 571
Y u  CATEX 574 602 657 596 649 629 593 615 614 598 600 642 568 575 586 610
S 5 o 50.1 488 506 478 475 469 468 506 503 518 499 522 429 480 477 488
E E ATOM 553 512 531 502 499 492 496 531 528 544 524 548 450 504 508 515
S O  ALOE 561 534 628 545 518 549 541 544 556 548 527 564 478 517 532 543
ATD 560 574 615 575 448 571 542 569 583 552 537 575 493 508 560 551
RODEO 549 58.1 606 564 510 605 589 584 579 546 574 523 527 535 512 559
AROS 718 748 677 596 726 739 657 685 644 598 750 642 728 695 586 679

Table 4a. Comparison of post-hoc OOD detection meth- Table 4b. Performance of OOD detection methods
ods using different classifiers trained with various strate- under clean and PGD'%°°, measured by AUPR? (%)
gies and evaluated with multiple scoring functions. The and FPR95 |(%) metrics. The perturbation budget €

. 1000y : . :
comparison (Clean/PGD"™™) is conducted under clean is set to ;5-. The table cells present results in the
1 .
and PGD'% conditions, measured by AUROC (%).  <(jean/PGD%%" format.
Classifier  Posthoc CIFAR-10 CIFAR-100 _ CIFAR-10 CIFAR-100
asSHIEr Method ~ CIFAR-100 SVHN  CIFAR-10  SVHN Method ~ Metric  GrpaR7100  SVHN  CIFAR-10  SVHN
Sandrd  MD 88543 99008  IS019 95406 vos  AUPRT 85800  904/62 75800 939776
OpenMax 86400 94728 71600  93.9/42 FPROS)  352/1000 38.2/99.8 487/100.0 41.5/98.2
— - - AUPRT  100.0/03  100.0/48  100.0/0.0 100.0/32
AT MSP e BT T e DHM oS 02995 00985 111000 04997
814256 882275 718150  §1.5/19.
OpenMax ~ 82.4/27.8 865269  80.0/16.4  754/22.9 CATEX ?;Jlfglz ;8(:)://9%41 9 1-%1//975-66 454\; /21/83)0 :16-]%18-1
MSP 84.2/106  89.3/154  69.7/12.5  76.1/23.8 AUPR? ‘w. 4/06 1)‘\;’7/4 6 (’j %6 ’\,7' \)/O;t
ODENet ~ MD 80.7/9.1  846/130 66.4/148  72.9/164 st 3400 - 98.2/46 65800 - 82.900.
OpenMax  BBM42  $74209 OIS  T56/82 FPROS|  40.6/100.0 37.4/99.1 652/100.0 42.6/975
070/58  983/116  893/51 940/,
MSP 7755565  837/585 GV.1A480 60.4/533 atom AT DIGS TS itk overe
LyaDEQ  MD 791/56.9  82.0/56.5 60.3/534  69.3/54.2 A i M
OpenMax ~ 76.0/47.4  77.5/565 67.8/57.1 73.3/58.0 ALOE  fR oty B2 e B
MSP 763/563  80.5/625 04.6/449  64.6/58.9 : ,,, -
ASODE MD 74.9/495  76.1/544  593/52.0  72.1/55.1 ATD l{fg{:;ﬁl loads 8383 Clagnl 083261
OpenMax ~ 72.6/442  759/579  66.1/52.1  80.5/50.4 - e
— ‘ — — AUPRT 835470 882/51.6 728265 §1.7/429
MSP 835619 80.4/653  67.2/53.1  73.7/60.4 RODEO  gpros; 420813  49.6/754 653/890 618/835
SODEF MD 754577 S19/642  658/584 718625 o _or o= TS IR DOERS
_______OpenMax _ 828/65.3  80.4/69.1 _06.3/56.6 AROS  AUPRT  87.2/80.5  97.2/91.4  71.0/653  72.4/66.8
AROS NA 882801  93.05864 743670 FPROS| 303452 155270 S40/678  46.3/627

increased from 52.1% to 69.3%. Similar gains are observed in robustness against corruptions, as
shown in Table[3

For instance, performance improved from 72.5% to 81.8% on the CIFAR-10-C vs. CIFAR-100-C
setup, and from 61.0% to 67.9% on the CIFAR-100-C vs. CIFAR-10-C benchmark. Meanwhile,
AROS achieves competitive results in clean scenarios (82.0%) compared to state-of-the-art methods
like DHM (93.4%), though it should be noted that DHM performs near zero under adversarial attacks.
The trade-off between robustness and clean performance is well-known in the field (5511055 144), and
AROS offers the best overall balance among existing methods. Furthermore, we demonstrate that by
using pre-trained models or auxiliary data, AROS’s clean performance can be further improved (see
Appendix [A3)). Moreover, we provide additional experiments in Appendix [A3]to support our claims.

Classifier Training Strategies for Robust OOD Detection. We assessed the impact of different
training strategies on the robust OOD detection performance of various classifiers, including those
trained with standard training, adversarial training (AT), and NODE-based methods such as ODENet,
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Table 5. An ablation study (Clean/PGD'%%) measured by AUROC (%), on our method with the
exclusion of different components while keeping all others intact. The left side is the configurations.

Components CIFAR10 CIFAR100 ImageNet-1k

Adv. Trained Fake Orthogonal ~ Extra
Backbone Sampling Binary Layer Data

Config
Lce  Ls CIFAR100 SVHN CIFAR10 SVHN Texture iNaturalist

A v v v - v - 81.4/17.6  86.9/235 68.4/127 79.0/162 76.4/188  82.7/20.3

B - v v - - v 90.1/56.7  93.8/51.5  75.2/41.8 82.0/47.5 81.9/36.0  84.9/48.6

C v v - - v 85.6/67.3  88.2/74.6 66.9/57.1 78.4/633 75.4/60.7  79.8/70.2

D v - v - v 85.3/76.5  89.4/78.1 70.5/613  74.4/62.5 76.1/674  81.3/72.7
Eous) v v v - v 88.2/80.1  93.0/86.4 743/67.0 81.570.6 78.3/69.2  84.6/753
F (0urs+Data) v v v v v 90.4/81.6  94.2/87.9 75.7/68.1 82.2/71.8 79.2/70.4  85.1/76.8

LyaDEQ, SODEF, and ASODE. To utilize these classifiers as OOD detectors, various post-hoc score
functions were applied, as described in Section 3] The results are presented in Table fa| In brief,
adversarially trained classifiers exhibit enhanced robustness compared to standard training but still
fall short of optimal performance. Furthermore, the time-invariance assumption in SODEF leads to
improved robust performance relative to ODENet, LyaDEQ, and ASODE by effectively constraining
the divergence between output states, which motivated us to explore similar frameworks. Notably,
AROS demonstrates superior performance compared to all these approaches.

Implementation details. We use a WideResNet-70-16 model as fy (106) and train it for 200 epochs
on classification using PGD'®. For the integration of he, an integration time of 7' = 5 is applied.
To implement the orthogonal layer B,,, we utilize the geotorch.orthogonal library. Training
with the loss Lgy is performed over 100 epochs. We used SGD as the optimizer, employing a cosine
learning rate decay schedule with an initial learning rate of 0.05 and a batch size of 128. See Appendix
[A3]for more details and additional ablation studies on different components of AROS.

6 ABLATION STUDY

AROS Components. To verify the effectiveness of AROS, we conducted ablation studies across
various datasets. The corresponding results are presented in Table[5] In each experiment, individual
components were replaced with alternative ones, while the remaining elements were held constant.
In Config A, we ignored the designed loss function Lg; and instead utilized the cross-entropy loss
function L for binary classification. Config B represents the scenario in which we train the classifier
in the first step without adversarial training on the ID data, instead using standard training. This
reduces robustness as fy becomes more susceptible to perturbations within ID classes, ultimately
making the final detector more vulnerable to attacks. In Config C, the orthogonal binary layer was
replaced with a regular binary layer. In Config D, rather than estimating the ID distribution and
sampling OOD data in the embedding space, we substituted this process by creating random Gaussian
noise in the embedding space as fake OOD data. This removes the conditioning of the fake OOD
distribution on the ID data and, as a result, makes them unrelated. This is in line with previous works
that have shown that related and nearby auxiliary OOD samples are more useful (43;124). Config
E represents our default pipeline. Finally, in Config F, we extended AROS by augmenting the fake
OOD embedding data with additional OOD images (i.e., Food-101 (107)) alongside the proposed fake
OOD strategy. Specifically, we transformed these additional OOD images into the embedding space
using fy and combined them with the crafted fake embeddings, which led to enhanced performance.

7 CONCLUSIONS

In this paper we introduce AROS, a framework for improving OOD detection under adversarial
attacks. By leveraging Lyapunov stability theory, AROS drives ID and OOD samples toward
stable equilibrium points to mitigate adversarial perturbations. Fake OOD samples are generated
in the embedding space, and a tailored loss function is used to enforce stability. Additionally, an
orthogonal binary layer is employed to enhance the separation between ID and OOD equilibrium
points. Limitations and future directions can be found in the Appendix [A6]
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