
17154 IEEE TRANSACTIONS ON NEURAL NETWORKS AND LEARNING SYSTEMS, VOL. 36, NO. 9, SEPTEMBER 2025
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and Hyun Jong Yang , Member, IEEE

Abstract—This article investigates the security vulnerabilities
of adversarial example-based image encryption by executing
data reconstruction (DR) attacks on encrypted images. A rep-
resentative image encryption method is the adversarial visual
information hiding (AVIH), which uses type-I adversarial exam-
ple training to protect gallery datasets used in image recognition
tasks. In the AVIH method, the type-I adversarial example
approach creates images that appear completely different but are
still recognized by machines as the original ones. Additionally,
the AVIH method can restore encrypted images to their original
forms using a predefined private key generative model. For
the best security, assigning a unique key to each image is
recommended; however, storage limitations may necessitate some
images sharing the same key model. This raises a crucial security
question for AVIH: How many images can safely share the same
key model without being compromised by a DR attack? To address
this question, we introduce a dual-strategy DR attack against
the AVIH encryption method by incorporating 1) generative-
adversarial loss and 2) augmented identity loss, which prevent
DR from overfitting—an issue akin to that in machine learning.
Our numerical results validate this approach through image
recognition and re-identification benchmarks, demonstrating that
our strategy can significantly enhance the quality of reconstructed
images, thereby requiring fewer key-sharing encrypted images.
The source code to reproduce the results will be available in
https://github.com/jonggyujang0123/Hiding person.
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I. INTRODUCTION

MACHINE learning has evolved from a groundbreaking
innovation to a widely adopted and promising technol-

ogy across numerous fields. One key characteristic of machine
learning is its dependency on data; machine-learning models
are trained on data and often require additional user data
for their application services. Recently, this dependency on
data has raised significant privacy concerns [1], [2]. In the
most straightforward case, storing and processing facial or
body images in public cloud services for machine-learning
applications can expose these images to unauthorized access
and misuse [3].

A simple solution to mitigate this risk is on-device com-
puting, where data are processed locally on mobile devices
without transmitting it to the cloud [2]. However, mobile
devices often have limited computing resources and battery
life, making fully local processing impractical for many real-
world scenarios. Consequently, cloud-based image recognition
systems are widely used, wherein a large gallery dataset of
user images is maintained on the cloud server to facilitate fast
comparisons with incoming (query) images. This setup, while
efficient, also heightens the risk of privacy breaches if the
unencrypted gallery dataset is leaked or accessed by malicious
attackers.

A. Backgrounds
To safeguard these gallery images, several defensive meth-

ods have been proposed to counteract the security and privacy
risks, including

1) Hiding visual information in noisy images [1], [4].
2) Perceptual encryption (PE) [5], [6].
3) Homomorphic encryption (HE) [7], [8].1

While HE guarantees strong security, it also incurs excessive
computation time, making it unsuitable for real-time cloud-
based systems. PE necessitates retraining the service DNN,
which significantly degrades inference quality after encryption.
Conversely, the adversarial visual information hiding (AVIH)
encryption method [1] encrypts gallery images into noisy
images while preserving the output of the service model. As

1More comprehensive literature reviews are available in Section II.
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Fig. 1. Examples of the encryption method and the proposed attacker model.
The local server stores the original image data. In a cloud service system,
the local server offloads the computation of image recognition tasks (such
as face recognition in our example) to the cloud server. Before sending raw
data of the private images to the cloud server, the local server encrypts the
original image data into a noisy image. The service model then processes
both the original and encrypted images similarly. Our focus in this scenario
is to highlight the privacy vulnerabilities of the encryption method through
DR attacks.

shown in Fig. 1, the AVIH method offers practical advantages
by maintaining inference speed and accuracy without requiring
extensive retraining. However, despite its efficacy in preserving
utility, little work has investigated how robust AVIH truly is
against adversaries attempting to reverse-engineer or recon-
struct the original data.

The concept of data reconstruction (DR) attack arises
from the widespread belief that trained DNNs can retain
information about their training data, with a simple example
being inferring the membership of data [9]. Beyond merely
inferring membership, researchers have developed DR attack
methods for simple classifiers, though these reconstructed
images often lack photorealism [10], [11], [12]. With the
advent of generative models, new techniques have emerged to
produce photorealistic images using methods such as advanced
identity loss leveraging logits [13], supervised inversion [14],
and adversarial examples [15], where those methods focus on
finding appropriate latent vectors. In existing reconstruction
attacks [9], [10], [11], [12], [13], [14], [15], [16], most of
the attackers aim to recover the training data from trained
neural networks; however, the existing attackers are only able
to reconstruct the images inspired by a similar style rather
than recreate specific images.

B. Motivations and Novelty
1) Research Question: In the AVIH method, assigning

a unique key to each image is recommended for optimal
security; however, storage limitations may necessitate some

images sharing the same key model. Throughout this article,
we address the following research question regarding the
practical use of the AVIH method for cloud-based inference
systems:

RQ:How securely can AVIH truly conceal visual informa-
tion?

In the remainder of this article, we aim to solve the above
research question by executing a DR attack against the AVIH
method. Examples of the DR attack are depicted at the bottom
of Fig. 1.

2) Novelty: Our study differentiates itself by not relying on
pretrained generative model for finding latent vectors. Instead,
we train an attacker key model that mimics the original key
model, aiming to reconstruct images with high fidelity. The
reconstruction quality improves as the number of key-sharing
images increases, leveraging identity loss and adversarial train-
ing. While our approach aims for high-fidelity reconstruction,
the quality of the reconstructed images is closely tied to
the number of key-sharing images available during training.
A larger number of key-sharing images provides stronger
guidance through the augmented identity loss, resulting in finer
details being preserved.

C. Our Findings
In this article, we aim to show that leveraging adversarial

examples for visual information hiding [1] is unsafe, as
depicted in the right part of Fig. 1. To this end, we propose
a DR attack on the encrypted gallery set without access to
the original key model, as depicted in Fig. 2. In the proposed
method, we first randomly initialize an attacker key model.
Then, we train the attacker key model to recover an image that
consistently matches the service DNN output while ensuring
photorealism. As a simple method, one can train the attacker
key model with the identity loss between the service model
outputs of encrypted data and the attacker key model’s output.
However, with only standard identity loss, the attacker key
model’s outputs are not similar to the original images. This
is our main challenge in the generalization of the attacker
key model, where overfitting (a concept similar to ordinary
machine learning) occurs if few data share the same key
model.

Our salient contributions are summarized as follows.
1) Reconstruction Attack: To the best of the authors’ knowl-

edge, our work is the first to demonstrate that a DR
attack works in practical scenarios.2

2) Resolving Overfitting 1 (Augmented Identity Loss): To
alleviate the overfitting issue in DR attacks, we propose
augmented identity loss, which helps generalize the
trained attacker key model.

3) Resolving Overfitting 2 (Generative-Adversarial Loss):
In addition to augmented identity loss, we propose a
GAN-based DR attack to improve the generalization and
photorealism of the attacker outputs. Unlike previous
studies [13], [14], [15] that use pretrained DNNs to find
an appropriate latent vector, we train an auxiliary key

2As shown in previous studies [17], given a DNN’s output features or
logits, one can exactly reverse-engineer the DNN to reconstruct the original
training dataset, though a strong assumption (homogeneous neural network)
is required.
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Fig. 2. Illustration of the AVIH method and the objective of our work is shown. Demonstrates that the gallery set is safeguarded and provided to the DNN in
the cloud server (left). The protected image shows altered visual information that is completely different from the original, yet remains accurately identifiable.
In the local server, the protected images can be recovered using its key DNN model. Illustration highlights our proposed method, which aims to design a
replica of the key model without accessing the actual key model (right).

Fig. 3. Original images, encrypted images, reconstructed images, and our
attack results. The numbers below the images refer the number of images
sharing the same key model.

model that mimics the original key model while con-
straining local patch-level similarity with an auxiliary
dataset.

4) Vulnerabilities of the AVIH Method: We validate that
images encrypted by the AVIH method can be recon-
structed by the proposed method for various tasks such
as face recognition, human re-identification, and vehicle
identification. For example, Fig. 3 shows the results
of the proposed method by changing the number of
key-sharing images for a face recognition model. Fur-
thermore, our ablation studies show that the proposed
method can enhance the quality of DR, highlighting the
necessity of stronger privacy-preserving methods.

D. Organization

The remaining parts of this article are organized as follows.
In Section II, we provide comprehensive reviews of existing
visual information hiding methods and corresponding security
and privacy attacks. Section III introduces the details of the
AVIH encryption method proposed in [1]. Section IV details
the proposed approach for DR against the AVIH method.
Next, in Section V and Appendix A, we present our exper-
imental setup and results for face recognition scenarios and
re-identification scenarios, respectively. Finally, Section VI
concludes the article with a discussion on the conclusion,
limitations, extensibility, and future research directions.

II. RELATED WORKS ON HIDING VISUAL INFORMATION

Several studies have focused on hiding visual information in
machine-learning tasks, particularly during the inference stage.

A. Homomorphic Encryption
HE is a cryptographic technique that allows computations

to be performed on encrypted data, maintaining privacy while
still producing an encrypted result that, when decrypted,
matches the result of operations performed on the original
data. In [18], HE for deep neural networks was proposed.
Extending HE to deeper neural networks, a low-complexity
encryption method for DNNs was introduced in [7] and [19].
Although HE effectively prevents privacy leakage, the state-of-
the-art HE remains extremely slow for computing large neural
networks.

B. Perceptual Encryption
In the inference stage, PE has emerged as a promising

method for finding a suitable encrypted domain for visual
images. In [20], a cycle-GAN-based PE method was proposed
for medical images, requiring encryption/decryption keys. In
[21], a more advanced method eliminated the need for these
keys, using the cycle-GAN model itself as a unique encryption
key. However, the purported security of PE is questionable.
Numerous studies have demonstrated that PE is highly vul-
nerable to DR attacks, which can effectively restore original
images even against pixel-based encryption [22] and learnable
encryption [23]. This vulnerability underscores a critical flaw
in PE methods, challenging their viability for robust security
in practical applications.

C. Adversarial Examples
Adversarial examples are widely used in privacy-related

deep learning technologies due to their versatility, such as
for inserting watermarks in foundation models [24], [25]. For
hiding visual information, unlike HE and PE, steganography
[26] and AVIH [1] are practical approaches, as they can hide
information or recover the original data with low computa-
tional complexity. More specifically, AVIH can guarantee the
correctness of computational results. The variance-consistency
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Fig. 4. AVIH method proposed in [1]. Given a key model, the AVIH method aims to generate type-I adversarial examples (noisy images) that produce very
similar outputs for the target service model. To achieve this, the adversarial image x′ is modified to minimize task loss (Lt), difference loss (Ld), recovery
loss (Lr), and variance consistency loss (Lv). The details of these losses will be presented in Section III.

loss used in AVIH can efficiently encrypt visual informa-
tion while preserving the correctness of DNN computations
without requiring any retraining process, which could lead
to additional privacy leakage. However, privacy-preserving
aspects of AVIH have been discussed heuristically and do not
meet stringent privacy constraints. In this work, we present
the first approach that executes DR attacks against the AVIH
method.

III. PRELIMINARY: AVIH ENCRYPTION

In this section, we first briefly review the AVIH method.
Consider a remote computing scenario where clients provide
a gallery dataset and a target service model to a cloud server.
If the original gallery dataset is sent to the server without
encryption, the sensitive and private visual images that clients
wish to keep confidential can be accessed by the server
administrator. To address this, the AVIH method is proposed
to secure the gallery dataset images while maintaining the
service quality of the target service model. To ensure the
reconstruction of the original data from the encrypted data,
clients have their private and secure key model, accessible
only to them. For image recognition tasks, such as face
recognition [27], [28] or human re-identification [29], the
encrypted gallery datasets can be used without a loss of
accuracy. Additionally, while humans cannot recognize the
original image from the encrypted version, the secure key
model can accurately reconstruct the original image.

A. Overall Loss Function
In the AVIH method, the primary goal is to generate images

that: 1) preserve the service model’s output; 2) destroy the
image’s structural information; and 3) guarantee recovery of
the original image with a key model. From the original image
xi, we generate the image x′i , where i denotes the index of
the gallery images. The generated image x′i is designed to
minimize the following loss function:

LAVIH
�
xi, x′i

�
= Lt

�
xi, x′i

�
− λ1Ld

�
xi, x′i

�
+ λ2Lv

�
x′i
�
+ λ3Lr

�
xi, x′i

�
.
(1)

The details of the AVIH loss function (1) are introduced in
the remainder of this section. Fig. 4 illustrates the schematic
of this method.

B. Task Loss (Lt)
The task loss is related to the preservation of the service

model’s output. With the service model fs(·), the loss function
is defined as follows:

Lt
�
xi, x′i

�
=


 fs (xi) − fs

�
x′i
�



2 (2)

where the distance metric is defined using `2 norm; however,
other distance metrics such as `1 and `∞ norms can be also
used.

C. Difference Loss (Ld)
The difference loss is related to destroying the image’s

structural information. Motivated by Type-I adversarial
attacks, this loss function is defined by the `1 or `2 distance
between xi and x′i as follows:

Ld
�
xi, x′i

�
=


xi − x′i




2 . (3)

D. Recovery Loss (Lr)
Let us define the key model as fk(·). To recover the original

image, the recovery loss is defined by the `2 distance between
the original image xi and the recovered image fk(x′i ) as follows:

Lr
�
xi, x′i

�
=


xi − fk

�
x′i
�



2 . (4)

E. Variance Consistency Loss (Lv)
The variance consistency (VC) loss, proposed in [1],

addresses the trade-off between protection quality and recov-
ery quality. To formulate this loss function, we divide the
encrypted image x′i into N overlapping patches, each with
height h and width w. Let us define the sum of the pixel values
of the nth patch as S n, where S (r)

n , S (g)
n , and S (b)

n denote the
sum of pixel values for the red, green, and blue channels,
respectively. The VC loss then measures the channel-wise
variance of S n as follows:

Lv
�
x′i
�

= var
�
S (r)

n

�
+ var

�
S (g)

n

�
+ var

�
S (b)

n

�
(5)

where var(S (r)
n ) denotes the empirical variance of the sequence

S (r)
1 , S

(r)
2 , . . . , S

(r)
N .

Remark 1: If we aim to obtain an image that is robust against
potential attackers, we should set a higher weight on the VC
loss. Consequently, the quality of the image recovered using
the key model will be poor.

IV. METHODOLOGY

In this work, our primary focus is to demonstrate that
sharing the same key models for hiding visual information
poses potential security and privacy vulnerabilities.

A. Proposed DR Attack
Here, we first introduce the threat scenario of the AVIH

method. Then, we present the proposed DR attack for the
gallery dataset, where the visual information is hidden in
noise-like images.
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Fig. 5. Ablation study for the key features of our proposed work (augmented
identity loss and GAN loss). Here, we assume that 3% of the encrypted data
shares the same key model.

1) Threat Scenario: In this work, we follow the system
model in the AVIH method, where the target service type is
image recognition. In an image recognition system, the class
of a target image can be identified by comparing it with images
in the gallery dataset. As shown in Fig. 4, the AVIH method
transforms the images in the gallery dataset into noise-like
images while preserving the output of the service DNN.

Let us define the original gallery dataset as G and the
encrypted gallery dataset as G̃. We consider a threat scenario
where a malicious attacker aims to reconstruct the hidden
images from noise-like images with access to the: 1) encrypted
dataset and 2) service DNN model. According to [1], the key
model can reconstruct the original gallery dataset from the
encrypted gallery dataset and is only available on the client-
side.

More specifically, without making strong assumptions,
since the service DNN weights are available at the
remote server, we assumea white box access scenario,
i.e., an attacker can access the weights of the service
DNN model.

2) Motivation: In this work, we focus on the fact that a
private key model can reconstruct the original gallery dataset.
This implies that there is an unknown but specific relationship
between the encrypted and original datasets. Motivated by this,
we aim to mimic the functionality of the key model. However,
we neither have access to the key model nor know how it was
trained. To address this, we leverage the generative model
[30], which is widely used for guaranteeing photorealism.
However, generative model inversion attacks typically focus
on mimicking the distribution of the training dataset and
cannot reconstruct an image corresponding to a specific DNN
output. To directly reconstruct the original gallery dataset,
we consider the attacker key model as ak(·; θ), where θ
denotes its weights. For simplicity, we use ak(·; θ) and ak(·)
interchangeably.

3) Identity Loss: With the given information, we can
assume that the target key model also preserves the output of
the service model. Additionally, since we have access to the
weights of the service DNN, we can formulate the identity

loss as follows:

LI(G̃) = Ex′∼G̃


 fs

�
ak
�
x′i ; θ

��
− fs

�
x′i
�



2 (6)

where G̃ denotes the encrypted images sharing the same key
model. Instead of an `2-based loss, the identity loss function
can be formulated to maximize the log-likelihood of the target
class c or the cosine similarity of two feature vectors.

4) Overfitting in DR: In Fig. 5, we show examples of
the original images and the encrypted images by the AVIH
method. The figure also depicts the images recovered by the
original key model and the attacker key model. As shown,
the attacker model trained with identity loss in (6) recovers
very noisy images compared to the original images or those
recovered by the original key model. This issue is quite
similar to overfitting in ordinary machine-learning problems.
More specifically, there is a true relationship between the
encrypted images and the original images, represented by
the original key model. However, a few encrypted images
are not sufficient to demonstrate this relationship using the
service model. Therefore, in the remainder of this section,
we propose: 1) augmented identity loss and 2) a GAN-based
training scheme to secure the generalization of the trained
attacker key model. The details of these methods are depicted
in Fig. 6.

5) Augmented Identity Loss: In typical machine-learning
model training, data augmentation is widely used to increase
the validation/test accuracy of the trained model, i.e., for better
generalization Similarly, to alleviate the overfitting issue in
DR, we combine data augmentation with identity loss. Let
us consider an image x′ drawn from the encrypted dataset G̃.
Then, we may reconstruct the original image using ak(x′; θ).
Unlike the canonical identity loss in (6), we apply random data
augmentation before forwarding the image into the service
model fx(·). Denoting the random augmentation process as
T (·), the identity loss in (6) can be redefined as follows:

LI(G̃) = Ex′∼G̃


 fs

�
T
�
ak
�
x′i ; θ

���
− fs

�
x′i
�



2 . (7)

In our work, we consider the following data augmentation
methods: 1) random horizontal flip; 2) random padding; and
3) random crop. In the right part of Fig. 6, we illustrate the
concept of augmented identity loss. For further generaliza-
tion, we also experimented with randomized smoothing on
the reconstructed data ak(x′; θ); however, it did not produce
notable differences.

6) Generative Model Inversion Attack: In this paragraph,
we aim to resolve the overfitting issue using a GAN-based loss
function. Intuitively, if we want to find an image that has the
same output as the encrypted image x′, there would be many
possible images, most of which are unnatural. By reducing the
number of cases by restricting the unnatural images, we can
resolve the overfitting issue.

To make the reconstructed images natural, we consider
an optimization problem that minimizes the augmented iden-
tity loss with a Jensen–Shannon (JS) divergence constraint
between the auxiliary dataset and the reconstructed images
as follows:

min
ak(·)

LI(G̃), s.t. DJS(ak(G̃)‖X ) ≤ ε (8)

where X denotes the auxiliary dataset, and DJS(ak(G̃)‖X )
denotes the JS divergence between the reconstructed images
ak(x′), x′ ∼ G̃ and the auxiliary images x′′ ∼ X . From this
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Fig. 6. Illustration of the proposed DR attack for the AVIH method. The attacker (possibly an honest-but-curious cloud server manager) is assumed to have
access to the protected dataset and the auxiliary dataset. The attacker first initializes a key model. Then, the key model’s weights are updated to be more
photorealistic (discriminator loss, Ldis) and to reconstruct the original image via feature matching (augmented identity loss, Laug).

optimization, we derive the Lagrangian of the problem (8) as
follows:

L = LI
�
G̃
�
+ λ

�
DJS

�
ak
�
G̃
�
‖X
�
− ε
�

(9)

where µ ≥ 0. Let us consider the minimizer ak(·; θ) of the
problem as a∗k(·; θ). Then, for any constant ε, there exists µ ≥ 0
that makes a∗k(·; θ) a minimizer of the original problem (8). The
intuition is that for the minimizer a∗k(·; θ), a larger value of λ
indicates a smaller ε in (8). Hence, we aim to minimize the
Lagrangian in (9).

The next step is to convert the function in (9) into a GAN
formulation. As shown in [30], the JS divergence minimization
problem can be replaced by the GAN optimization problem.
For brevity, we use simpler notation: the probability density
function of the recovered images x∗ ∼ ak(G̃) = p(x) and the
auxiliary images x′′ ∼ X = q(x). The JS divergence in (9) can
then be rewritten as follows:

DJS
�
ak
�
G̃
�
‖X
� �

= DJS(p‖q)

∝ E
x∗∼p(x)

�
log

2p(x∗)
p(x∗) + q(x∗)

�
+ E

x′′∼q(x)

�
log

2q(x′′)
p(x′′) + q(x′′)

�
. (10)

By defining a discriminator as D(x), we can convert the JS
divergence into a GAN formulation as follows:

DJS(p‖q) = max
D
Ex∗∼p

�
log(D(x∗))

�
+ Ex′′∼q

�
log(1 − D(x′′))

�
(11)

where the optimal D is (p(x)/(p(x) + q(x))). Then, the loss
function for the attacker key model is defined by

Lkey(G̃) = Ex′∼G̃
�
log D(ak(x′; θ))

�
+ λ1 · LI(G̃) (12)

where D is the discriminator model, and the last layer is
activated by the hyperbolic tangent function. Similarly, the
discriminator loss is defined as follows:

Ldis(G̃) = −Ex′∼G̃
�
log D(ak(x′; θ))

�
− Ex∼Daux

�
log(1 − D(x))

�
. (13)

Since the original images and the auxiliary images are not
identical but belong to the same category (e.g., face images),
we use a patch-GAN model for our optimization, where the
discriminator D classifies true and false patches of the images.

In Fig. 6, the attacker aims to generate photorealistic results
by deceiving the discriminator.

Remark 2 (JS Divergence Versus KL Divergence): In our
problem formulation (8), we use the JS divergence between the
recovered images and auxiliary images as our constraint for
photorealism. Another metric, KL divergence, is widely used
to ensure similarity between two datasets. We have tried with
the KL divergence formulation; however, it is closely related to
variational inference, which requires a pretrained GAN. Since
a pretrained GAN is not suitable for exact DR attacks, we use
JS divergence as our constraint.

B. Ablation Study of Key Features
Before introducing our experimental results, we briefly

present graphical examples of our attacker key model with
and without our key features for resolving overfitting issues.
In Section IV-A, we proposed the augmented identity loss and
GAN-based training loss. In Fig. 5, we show our results on the
AgeDB-30 dataset, using the CelebA dataset as the auxiliary
dataset. As depicted in the fourth column, the results with
the canonical identity loss recover images that are not very
similar to the original ones. However, by leveraging augmented
identity loss, the shape of the images can be recovered, though
the colors are not realistic. On the other hand, using GAN-
based training yields more photorealistic recovered images.
Moreover, by combining both methods, the quality of the
recovered images is further enhanced.

V. EXPERIMENTS

In this section, we evaluate the proposed DR attack against
AVIH. Since there has been no prior work on exact DR attack
methods for deep neural network models, we measure the
quality of the reconstruction using various metrics.3 Instead of
comparing with other methods, we conduct an ablation study
on our key contributions: 1) augmented identity loss and 2)
GAN-based training.

A. Experimental Details
We conduct two main experiments: one for the face recog-

nition scenario and another for the object re-identification

3Only Haim et al. [17] have shown exact DR, but their method requires
the target DNN to be a homogeneous neural network, which is not a practical
assumption.
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scenario. Both experiments are performed on a workstation
equipped with an AMD Ryzen R9 5950x 16-core CPU and
an NVIDIA GeForce RTX 3090 GPU with 24 GB of VRAM.

1) Face Recognition Scenario: In the face recognition
scenario, we perform DR attacks on three target face datasets:
LFW [31], AgeDB-30 [32], and CFP-FP [33]. For the service
model on the local server and cloud, we use ArcFace [27] and
AdaFace [28] models with IR-18 and IR-50 backbones. For
the DR attack, we need to find an auxiliary dataset for the
face recognition model. To this end, we choose the Celeb-
A [34] dataset as our auxiliary dataset, which is the most
famous and commonly used dataset for face-related tasks. As
an evaluation metric for face recognition, we use TAR@FAR
=0.01 for the reconstructed images via our method. For this
accuracy evaluation, we use the AdaFace model with an IR-
101 backbone.

2) Implementation of AVIH: For the implementation of the
AVIH method, we follow the hyperparameters used in the
original paper [1]. For example, we update encrypted images
(x′) for 800 epochs, and the kernel size for the VC loss is set to
4. The weights for the difference loss, recovery loss, and VC
loss are set to 0.03, 0.5, and 3.0, respectively. The key model is
configured using the standard U-Net [35]. In our experiment,
we slightly modify the gallery sets of the datasets to contain
2000 images. We then run the AVIH method on these 2000
gallery images, using 1000 images for training our attacker
key model and the remaining 1000 images for evaluating the
trained attacker key model.

3) Implementation of Our DR: In our DR attack, we train
an attacker key model based on the U-Net structure.4 We
trained our key model for 1600 steps with a batch size of 32.
The weight on the augmented identity loss is set to 30.0. For
the augmented identity loss function, we use the following
data augmentation methods: random horizontal flip, random
padding of five pixels, and random cropping to the original
size.

4) Evaluation Metrics for Reconstruction Quality Measure-
ment: To measure the quality of the reconstructed images from
our DR attack, we used the following evaluation metrics: 1)
mean square error (MSE); 2) learned perceptual image patch
similarity (LPIPS) [36]; 3) peak signal-to-noise ratio (PSNR);
4) contrastive language-image pretraining (CLIP) [37]; and 5)
structural similarity index measure (SSIM) [38].

B. Accuracy and Similarity Metrics

In our experiments, before implementing our DR attack
scheme, the AVIH [1] encrypts the gallery dataset of three face
recognition datasets: AgeDB-30, LFW, and CFP-FP. We note
that the encrypted gallery dataset successfully performs face
recognition tasks for the target service model. For example,
with the encrypted LFW gallery dataset, the cloud achieves a
TPR accuracy of 98.40%, which is the same accuracy as with
the original gallery dataset.

1) Accuracy Metrics: In Table I, we present the TPR perfor-
mance metrics at FPR 0.01 across three datasets: AgeDB-30,
LFW, and CFP-FP. The TPR accuracy values are provided for
the proposed method (Ours) at different percentages of images
sharing the same key model (1%, 3%, 10%, and 70%). We
also compare the results of our method with the following:

4We tried other structures by modifying the U-Net structure, but the results
were almost the same.

TABLE I
ACCURACY MEASUREMENTS OF THE ORIGINAL GALLERY IMAGES,
PROTECTED IMAGES, RECONSTRUCTED IMAGES BY ORIGINAL KEY

MODEL, AND OUR DR ATTACK RESULTS

TABLE II
QUALITY MEASUREMENTS OF THE ORIGINAL GALLERY IMAGES, PRO-

TECTED IMAGES, RECONSTRUCTED IMAGES BY THE ORIGINAL KEY
MODEL, AND OUR DR ATTACK RESULTS. THE DATASET IS THE

AGEDB-30 DATASET, AND THE USED BACKBONE NETWORK
MODEL IS THE IR-18 NETWORK MODEL

1) original gallery dataset; 2) encrypted dataset; 3) dataset
reconstructed by the key model; and 4) random face images.

For all three datasets, TPR values of the proposed method
gradually increase as more gallery images share the same key
model. For instance, in the AgeDB-30 dataset, the proposed
method achieves a TPR of 0.628 with 1% same-key data,
which increases to 0.746 with 3%, 0.761 with 10%, and 0.924
with 70% same-key data.

On the other hand, with the original gallery datasets, the
TPR accuracy values are sufficient for recognizing most of the
query images. For example, the TPR value for the AgeDB-30
dataset is 98.0%. More importantly, the gallery dataset recon-
structed by the original private key model performs almost the
same as the original gallery dataset. The encrypted gallery set
has significantly lower TPR values since the evaluation service
model (IR-101 backbone) is different from the target service
model (IR-18 backbone).

To summarize, the proposed method shows significant
improvement in TPR by executing DR attacks against the
AVIH encryption method.
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Fig. 7. Graphical examples of the proposed method. The images in the first
row with green borderlines show the original image and the images in the
other rows show the reconstructed images by the proposed method.

2) Image Similarity Metrics: In Table II, we present the
evaluation results for the three face recognition datasets. The
numbers in the table are computed using each similarity metric
between the original and reconstructed images. Similar to
the accuracy metric benchmark in Table I, we evaluate the
proposed method at different percentages of images sharing
the same key model (1%, 3%, 10%, and 70%).

In the AgeDB-30 and LFW datasets, all similarity metrics
improve as more images share a common key model. Inter-
estingly, if only 3% of the images share the same privacy key
model, the quality of reconstructed images is comparable to
that of the true key model. For example, in the AgeDB-30
dataset, the PSNR for 3% shared key model images is 11.847
compared to 17.525 for the true key model images, and the
mse for 3% shared key model images is 0.071 compared to
0.022 for the true key model images.

Furthermore, although pixel-based metrics such as PSNR
and mse show some differences between different percentages
of images sharing the same key model, other metrics like
LPIPS and CLIP do not show significant differences. For
instance, in the AgeDB-30 dataset, the LPIPS for 3% shared
key model images is 0.450 compared to 0.367 for the true key
model images, and the CLIP for 3% shared key model images
is 0.746 compared to 0.837 for the true key model images.

For the CFP-FP dataset, the reconstruction quality is rel-
atively lower compared to the other two datasets. This is
because the reconstruction quality with the true key model
serves as a performance cap for the replicated key model,
where the true key model’s reconstruction quality is relatively
lower. However, similar to the other two datasets, perceptual
quality metrics such as LPIPS and CLIP still perform well. For
example, in the CFP-FP dataset, the LPIPS for the true key
model is 0.435, which is comparable to 0.623 for 1% shared
key model images. The CLIP metric also shows a consistent
trend, with 0.825 for the true key model and 0.728 for 1%
shared key model images.

3) Graphical Results: In Fig. 7, we present graphical
examples of the proposed method. The first row with green
borders shows the original images, while the subsequent rows
display the reconstructed images with different percentages of
leaked encrypted data (1%, 3%, 10%, and 70%).

With 1% leaked encrypted data, the reconstructed images
are significantly distorted and blurred, making recognition
difficult, which aligns with lower similarity scores. As the

TABLE III
ACCURACY AND QUALITY MEASUREMENTS OF THE ORIGINAL GALLERY

IMAGES, PROTECTED IMAGES, RECONSTRUCTED IMAGES BY THE
ORIGINAL KEY MODEL, AND OUR DR ATTACK RESULTS. THE
USED DATASET IS AGEDB-30, AND THE TARGET FACE RECOG-

NITION MODEL IS ADAFACE AND ARCFACE WITH
THE IR-50 BACKBONE NETWORK MODEL

percentage increases to 3%, facial features become more
distinguishable despite some blurring, showing noticeable
improvement. At 10%, the images are clearer and more
recognizable, and at 70%, the reconstructed images are very
close to the original quality, supporting the highest similarity
scores and demonstrating the method’s effectiveness.

These results highlight that while pixel-based metrics like
PSNR and mse show improvement, perceptual similarity
metrics such as LPIPS and CLIP also indicate significant
enhancements in image quality (in Table II). This improvement
in reconstruction quality directly correlates with an increase
in TPR (in Table I), further validating the robustness of the
proposed method in maintaining high image similarity and
effective DR as more images share the same key model.

C. Results for Various Face Recognition Models
In Table III, we present the accuracy and similarity metrics

for various backbones and face recognition schemes. Unlike
the benchmarks in Tables I and II, the AdaFace and ArcFace
face recognition models are used for evaluation, with their
backbone configured as the IR-50 network. As shown in the
table, similar to the previous results, all evaluation metrics
of the proposed method improve as more encrypted images
share the same key model. For example, if 70% of the gallery
images share the same key model, the proposed method
nearly achieves the reconstruction quality of the original
key model. Interestingly, the proposed scheme can nearly
achieve the perceptual similarity score of the original key
model even when only 3% of the gallery images share the
key model.

This experiment demonstrates that the proposed method can
be generally applied to various face recognition models and
backbone networks.

D. Ablation Study
In this section, we aim to study the effect of our key

contributions: 1) augmented identity loss and 2) GAN-based
key model training. To this end, we implement the proposed
method for all cases, whether the key contributions exist
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TABLE IV

ABLATION STUDY FOR OUR KEY CONTRIBUTIONS: 1) GAN-BASED TRAINING AND 2) AUGMENTED IDENTIFICATION (ID) LOSS. IN THIS TABLE, THE
TARGET DATASET IS THE AGEDB-30 DATASET, WHERE THE TARGET SERVICE MODEL IS ADAFACE WITH THE IR-18 BACKBONE NETWORK. AS

PRESENTED IN THIS TABLE, OUR KEY CONTRIBUTIONS EFFECTIVELY RESOLVE THE OVERFITTING ISSUES ON THE DR WHEN A SMALL
PORTION OF THE GALLERY IMAGES SHARE THE SAME KEY MODEL

or not. In Table IV, we present the quantitative results of
our ablation study. At lower percentages of leaked encrypted
data, particularly 1% and 3%, we observe significant perfor-
mance improvements due to the ablation study configurations.
For example, incorporating both GAN loss and augmented
identity loss at 1% leaked data increases the TPR from
0.329 to 0.628 and reduces the mse from 0.418 to 0.114.
Similarly, for 3% leaked data, the TPR increases from 0.299
to 0.746 and the mse decreases from 0.437 to 0.071. These
enhancements demonstrate the effectiveness of the ablation
configurations in improving reconstruction quality when the
amount of leaked data is minimal, aligning with the com-
mon belief regarding overfitting: less data leads to higher
overfitting.

When the percentage of leaked encrypted data is higher,
such as 10% and 70%, the performance improvements from
ablation studies are relatively smaller but still notable. GAN-
based training continues to enhance performance metrics.
For instance, at 70% leaked data, the TPR increases from
0.860 to 0.929, and the mse decreases from 0.193 to 0.063.
This improvement is attributed to the increased amount of
available data, which helps the reconstruction quality approach
that of the original key model, thereby mitigating overfitting
issues. Consequently, as more data become available, the
model benefits from better generalization, leading to enhanced
reconstruction fidelity.

While the GAN-based training significantly improves met-
rics such as TPR, mse, LPIPS, PSNR, and SSIM, a noticeable
decline in the CLIP score is observed in Table IV, especially
for the results with few key-sharing images. This decrease
can be explained by the inherent objective of the GAN
loss. The GAN loss encourages the reconstructed images to
align with the statistical distribution of a general third-party
dataset, which promotes the generation of realistic human-like
images. However, this generalization can reduce the specific
alignment with the ground truth images (consider color/gray-
scale images), as measured by the CLIP score, which evaluates
semantic similarity. For example, as shown in Fig. 5, our
method with GAN loss always produces color images, even if
the original ones are gray-scale images.

TABLE V

ACCURACY AND QUALITY MEASUREMENTS OF THE IMAGES RECON-
STRUCTED BY THE ORIGINAL KEY MODEL, PROPOSED APPROACH,

AND STYLEGAN-BASED METHOD

E. Comparison With StyleGAN-Based Attacker

This section analyzes the performance comparison with the
StyleGAN-based reconstruction attack. As a baseline method,
we revise the reconstruction attack method proposed in [39]
suitable for our scenario, where this method aims to find latent
vectors in the latent space of the StyleGAN [40] matching with
the given facial feature vectors. In this experiment, we assume
that the proposed method can access 70% of the encrypted
images.

Table V summarizes the accuracy and quality measure-
ments of the images reconstructed by the original key model,
proposed method, and StyleGAN-based method. Most impor-
tantly, the proposed method outperforms the StyleGAN-based
method across most metrics. This is because the proposed
method aims to reconstruct the original key model rather than
finding images with similar feature vectors. Interestingly, the
proposed method and the StyleGAN-based method have sim-
ilar CLIP scores. In our opinion, the CLIP score concentrates
on semantic similarity rather than structural similarity. Thus,
it gives a high score if two images are semantically similar
such as hairstyle, age, gender, and race.

Fig. 8 visually illustrates the qualitative comparisons
between the original images, our reconstructed images, and
StyleGAN-based reconstructions. Visually, our method pre-
serves texture consistency better than the StyleGAN-based
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Fig. 8. Graphical examples of the original images, proposed method, and
StyleGAN-based method. The images in the first row with green borderlines
show the original image. The images in the second and third rows show
the reconstructed images using the proposed and StyleGAN-based methods,
respectively.

method. On the other hand, the StyleGAN-based method,
although exhibiting smoother textures with similar facial fea-
tures, often deviates significantly from the original structure,
resulting in worse pixel-wise or structural metrics in Table V.

VI. DISCUSSION

A. Conclusion
This study investigates the potential vulnerabilities of the

AVIH method [1] by proposing a DR attack, highlighting the
need for additional privacy protection methods in online image
recognition systems. Our findings emphasize that if 1% of the
gallery dataset shares the same key model, the key model’s
functionality can be reconstructed, leading to a successful DR
attack.

B. Limitations and Extensibility
Although we implement our method for the AVIH method

[1], it can be extended to other cloud-based machine-learning
systems where neural network-based key models are used for
reconstructing original data. Since the work in [1] was recently
published, few follow-up papers have appeared. However, we
believe our method can be extended to all future works related
to ML-based cloud-based systems.

C. Future Research Direction
Here, we discuss the defense method against our work.

One might consider assigning a unique neural network key
model to each gallery image; however, this is extremely
memory inefficient. Instead, we could assign an additional key
image to each gallery image, where the original image can be
reconstructed only when the key image and key model match
exactly. If these images do not match, the reconstructed image
would be another natural image. None of the previous studies
have proposed a defense method like this; however, since this
is beyond the scope of our work, we leave this for future
research.

APPENDIX A
ADDITIONAL EXPERIMENTAL RESULTS ON VEHICLE AND

PERSON RE-IDENTIFICATION

A. Implementation Details
1) Person and Vehicle Re-Identification Scenario: For

image recognition tasks other than face images, we target
to reconstruct the original images for the gallery set of the
following datasets: vehicle re-identification dataset (VeRi [41])

TABLE VI

ACCURACY MEASUREMENTS OF THE ORIGINAL GALLERY IMAGES,
PROTECTED IMAGES, RECONSTRUCTED IMAGES BY ORIGINAL KEY
MODEL, AND OUR DR ATTACK RESULTS, WHERE THE DATASETS

ARE VERI (VEHICLE) AND MARKET-1501 (PERSON) DATASETS

and pedestrian re-identification dataset (Market-1501 [42]).
For both datasets, the service model is chosen as TransReID
model [29] with ViT backbone [43]. For the auxiliary datasets,
we use the Stanford Car [44] dataset and LPW [45] dataset
for vehicle/human images, respectively. The accuracy on the
re-identification is measured by mAP, rank-1, and rank-5
accuracy, where these metrics are evaluated by the TransReID
model with the DeiT backbone [46].

2) Implementation of AVIH and Our DR Attack: The
implementation details of the AVIH and the proposed method
for re-identification tasks are similar to those in the face
recognition experiment. The difference is that the VC loss
kernel size is configured as 8 for the vehicle dataset, and our
key model is trained for 800 steps.

B. Accuracy Metrics

Table VI presents the accuracy measurements for the origi-
nal gallery images, protected images, and reconstructed images
by the original key model, and our DR attack results using the
TransReID method with ViT backbone. The evaluations are
conducted on two datasets: Market-1501 (Person) and VeRi
(Vehicle).

For both datasets, all the accuracy matrices are enhanced
as more gallery images share a common key model. For
instance, in market-1501 results, if only 1% of images share
the same key model, the performance is quite poor, with
a Rank-1 accuracy of 0.015, Rank-5 accuracy of 0.045,
and mAP of 0.025. As the percentage of shared key mod-
els increases to 3%, the performance improves significantly,
with Rank-1 increasing to 0.147, Rank-5 to 0.296, and
mAP to 0.151. When 70% of the images share the same
key model, the reconstructed images achieve near-original
performance with Rank-1 at 0.772, Rank-5 at 0.905, and
mAP at 0.685.

Compared to the results in face recognition, the accuracy
results are not good enough; however, as will be discussed later
in Appendix A–C, the perceptual similarity of our proposed
method closely achieves the images reconstructed by the
private key model.
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TABLE VII

RECONSTRUCTION QUALITY MEASUREMENTS OF THE ORIGINAL
GALLERY IMAGES, PROTECTED IMAGES, RECONSTRUCTED IMAGES

BY ORIGINAL KEY MODEL, AND OUR DR ATTACK RESULTS

C. Similarity Metrics

In Table VII, the evaluation of the reconstructed images
on both datasets is presented using perceptual similarity and
pixel-based similarity metrics. For the Market-1501 dataset,
the mse decreases as more images share a common key model,
with the lowest mse of 0.033 for 70% shared key model
images. Although pixel-based metrics like PSNR improve
significantly from 8.031 (1%) to 14.986 (70%), perceptual sim-
ilarity metrics such as LPIPS and CLIP also show significant
enhancement, with LPIPS decreasing from 0.709 to 0.399 and
CLIP increasing from 0.828 to 0.891.

Similarly, in the VeRi dataset, both perceptual and pixel-
based similarity metrics show improvement. For instance, the
PSNR increases from 6.434 (1%) to 11.059 (70%), while
LPIPS decreases from 0.787 to 0.598 and CLIP increases from
0.715 to 0.793. These improvements in perceptual metrics
indicate that the reconstructed images, even with a higher
percentage of shared key models, maintain a high level of
visual similarity to the original images.

These results suggest that while pixel-based metrics like
PSNR and mse improve, perceptual similarity metrics such
as LPIPS and CLIP also indicate significant enhancements in
image quality even nearly achieving the original key model.
This shows high image similarity and effective privacy protec-
tion as more images share the same key model.

D. Graphical Results

In Fig. 9, we present graphical examples of the proposed
method. The first row with green borderlines shows the
original images, while the subsequent rows display the recon-
structed images with different percentages of leaked encrypted
data (1%, 3%, 10%, and 70%).

With 1% leaked encrypted data, the reconstructed images
are significantly distorted and blurred, making recognition
difficult, which aligns with lower similarity scores. As the
percentage increases to 3%, facial features become more
distinguishable despite some blurring, showing noticeable
improvement. At 10%, the images are clearer and more
recognizable, and at 70%, the reconstructed images are very
close to the original quality, supporting the highest similarity
scores and demonstrating the method’s effectiveness.

Fig. 9. Examples of the reconstructed images by the proposed method.
The index of each image is randomly chosen. The images with the green-
rectangular borderline are the original images. In the re-identification task,
we evaluate two datasets. (a) Market-1501 dataset and (b) VeRi Dataset.

TABLE VIII

RECONSTRUCTION QUALITY MEASUREMENTS OF THE ORIGINAL
GALLERY IMAGES, PROTECTED IMAGES, RECONSTRUCTED IMAGES

BY ORIGINAL KEY MODEL, AND OUR DR ATTACK RESULTS

APPENDIX B
ADDITIONAL EXPERIMENTAL RESULTS

ON LARGER FACE IMAGES

In this section, we utilize the AgeDB-30 dataset to evaluate
the effectiveness of the proposed method on larger size data. To
this end, we resize the AgeDB-30 dataset to 224×224 pixels,
which is named AgeDB-30-L. In this experiment, we use the
AdaFace face recognition model with the IR-18 backbone
network.

A. Accuracy and Similarity Metrics

In Table VIII, we show the accuracy and similarity metrics
for the AgeDB-30-L dataset. Compared to results of Table IV,
the quality of reconstruction attacks is slightly degraded
because there are more uncertainties in finding the key model
with the same number of given encrypted samples.
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Fig. 10. Examples of the reconstructed images by the proposed method for
the AgeDB-30-L dataset experiments. The index of each image is randomly
chosen. The images with the green rectangular borderline are the original
images.

B. Graphical Results
In addition to the numerical results provided in Table VIII,

we also show the graphical results for the AgeDB-30-L
dataset. In Fig. 10, we depict the images reconstructed by the
proposed method for various numbers of key-sharing data. As
shown in the figure, the quality of the reconstructed images is
enhanced as more data share the same key model. By doing
this experiment, we can show that the proposed method works
well for larger face image datasets. For further verification,
please refer to the results of the other datasets such as the
VeRi vehicle dataset and the market-1501 dataset.

APPENDIX C
BLACKBOX ATTACKS

This section presents the performance of our approach on
the black box setting, where only the outputs of the service
DNN are available to the attacker. In this scenario, we estimate
the gradient of the service model via finite-difference method
[47], which is generally used in zeroth-order optimization
methods. Let us define the confidence level of the image x
computed by the service DNN as s(x) (in our method, we
use cosine similarity). Then, the estimated gradient can be
obtained by

g̃(x) =
1

NFD

NFDX
i=1

s(x + αFDni) − s(x)
αFD

(14)

where NFD and αFD denote the number of queries and the
perturbation coefficient in the finite-difference-based gradient
estimation, respectively. With the estimated gradient in (14),
the identity loss in (6) can be replaced by

LI(G̃) = Ex′∼G̃‖sg(x′) + g̃(x′) − x′‖2 (15)

where sg(x′) denotes the image copied from x′ without gradi-
ent propagation (in PyTorch, “x.detach().copy()”).

Discussion of the Results: In Table IX and Fig. 11, we
demonstrate the effectiveness of our method in a black box
setting, where only query-based access to the service DNN
is available. In Table IX, the results show that the recon-
struction performance is enhanced as the number of queries
NFD increases. This is because the estimated gradient in (14)
is getting more accurate as NFD increases. For example, at
NFD = 1, the TPR is 0.098, and the mse is 0.306, while at
NFD = 100, the TPR increases to 0.506, and the mse decreases

Fig. 11. (Black box) Examples of the reconstructed images by the proposed
method for the AgeDB-30 dataset experiments. The index of each image is
randomly chosen. The images with the green rectangular borderline are the
original images.

TABLE IX
(BLACK BOX) THE ACCURACY AND RECONSTRUCTION QUALITY

MEASUREMENTS OF THE ORIGINAL GALLERY IMAGES, PROTECTED
IMAGES, RECONSTRUCTED IMAGES BY ORIGINAL KEY
MODEL, AND OUR DR ATTACK RESULTS BY VARYING

THE NUMBER OF QUERIES NFD

to 0.202. In graphical results in Fig. 11, increasing NFD results
in reconstructed images that are progressively close to the
original images.

To summarize, the results demonstrate the feasibility and
effectiveness of our proposed method even in a black box
setting, where only query-based access to the target model is
available. The results highlight the versatility of our approach,
as it does not rely on white box assumptions, making it
applicable to a wider range of real-world scenarios.

APPENDIX D
VC LOSS TRADEOFF

In this section, we present additional experiments to validate
the effect of the VC loss weights used in the AVIH encryption
on the reconstruction quality of the proposed method. The
weight λ2 of the VC loss in (1) plays as a key parameter in
the AVIH method, balancing variance consistency and leading
a tradeoff between the quality of encryption and the recovery
process.

A. Accuracy and Similarity Metrics
Table X indicates the impact of varying the VC loss weight

λ2 on both encryption quality and reconstruction quality. As
observed in the table, increasing λ2 leads to a noticeable
decline in the quality of images reconstructed by the original
key model. For example, with λ2 = 0.3, the key model achieves
an LPIPS of 0.683, while with λ2 = 3.0, the LPIPS is signifi-
cantly degraded to 1.057. Since our attack paradigm relies on
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Fig. 12. (VC Loss Tradeoff) Examples of the reconstructed images by the proposed method for the AgeDB-30 dataset. The index of each image is randomly
chosen. The images with the green rectangular borderline are the original images. The red and blue rectangular borderline images denote the reconstructed
images via our method and the original key model, respectively.

TABLE X
(VC LOSS TRADEOFF) THE ACCURACY AND QUALITY MEASUREMENTS

OF THE ORIGINAL GALLERY IMAGES, PROTECTED IMAGES, RECON-
STRUCTED IMAGES BY THE ORIGINAL KEY MODEL, AND OUR

DR ATTACK RESULTS. THE USED DATASET IS AGEDB-30,
AND THE TARGET FACE RECOGNITION MODEL IS ADAFACE

WITH THE IR-18 BACKBONE NETWORK MODEL. TO
VERIFY THE TRADEOFF BETWEEN THE VC LOSS

WEIGHT λ2 AND THE RECONSTRUCTION QUAL-
ITY, WE IMPLEMENT THE EXPERIMENTS FOR

λ2 ∈ {0.3, 1.0, 3.0}

mimicking the key model, this reduction in the original key
model also impacts the performance of our approach. This is
evident in most of the metrics; for instance, the TPR decreases
from 0.649 at λ2 = 0.3 to 0.196 λ2 = 0.196.

B. Graphical Results

Fig. 12 visually demonstrates the gradual decline in the
reconstruction quality as λ2 increases. This graphical repre-
sentation underscores how higher VC loss weights result in
more degraded reconstructions, both for our approach and the
original key model. In the figure, while our method provides
human-like images injected by the GAN loss, the details
of the textures are degraded as λ2 increases. Even for the
original key model, it cannot provide reliable results as λ2
increases. Therefore, using excessively high VC loss weights
is impractical in scenarios where reconstruction fidelity is
critical. Our proposed method is inherently tied to the recon-
struction performance of the key model, making this tradeoff
an important consideration in the overall design.

Fig. 13. (Augmented identity loss probability) Examples of the reconstructed
images by the proposed method for the AgeDB-30 dataset experiments. To
verify the impact of the augmented identity loss, we implement our method
for Paug ∈ {0.01, 0.03, 0.1, 0.3, 1.0}.

TABLE XI
(AUGMENTED IDENTITY LOSS PROBABILITY) THE ACCURACY AND
QUALITY MEASUREMENTS OF THE ORIGINAL GALLERY IMAGES,

PROTECTED IMAGES, RECONSTRUCTED IMAGES BY THE ORIGINAL
KEY MODEL, AND OUR DR ATTACK RESULTS. THE

USED DATASET IS AGEDB-30, AND THE TARGET DNN
MODEL IS ADAFACE WITH THE IR-18 BACKBONE. WE

IMPLEMENT OUR METHOD FOR
PAUG ∈ {0.01, 0.03, 0.1, 0.3, 1.0}

APPENDIX E
VARIOUS AUGMENTED IDENTITY LOSS PROBABILITY

In this experiment, we show the effect of the augmented
identity loss in (7). While the effectiveness of the augmented
identity loss has been examined in Section V through an abla-
tion study (Table IV), we conducted further experiments for
an in-depth analysis. Specifically, we introduce the augmented
identity loss probability Paug, which determines the probability
of applying augmented identity loss during training. In other
words, we use the augmented identity loss in (7) with the
probability Paug, and use the standard identity loss in (6)
with the probability 1 − Paug. The results shown in Table XI
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TABLE XII
(WEIGHT ON THE AUGMENTED IDENTITY LOSS) THE ACCURACY

AND QUALITY MEASUREMENTS OF THE ORIGINAL GALLERY
IMAGES, PROTECTED IMAGES, RECONSTRUCTED IMAGES

BY THE ORIGINAL KEY MODEL, AND OUR DR ATTACK
RESULTS. THE USED DATASET IS AGEDB-30, AND THE
TARGET DNN MODEL IS ADAFACE WITH THE IR-18

BACKBONE. WE IMPLEMENT OUR METHOD
FOR λ1 ∈ {10−4, 10−3, 10−2, 10−1, 100, 101}

Fig. 14. (Weight on the Augmented Identity Loss) Examples of the
reconstructed images by the proposed method for the AgeDB-30 dataset
experiments. To verify the impact of the augmented identity loss weight, we
implement our method for λ1 ∈ {10−4, 10−3, 10−2, 10−1, 100, 101}.

demonstrate that the proposed method effectively leverages
the augmented identity loss. By systematically adjusting Paug,
we observe a clear improvement in reconstruction quality,
as reflected in both quantitative metrics and visual examples
in Fig. 13.

APPENDIX F
WEIGHTS ON THE IDENTITY LOSS

In this section, we further analyze the effect of the aug-
mented identity loss weights on the reconstruction results.
To this end, we implement our method for various weights
λ1 in (12), where λ1 ∈ {10−4, 10−3, 10−2, 10−1, 100, 101}. In
Table XII, we show the results of the proposed method for
various values of λ1. As shown in the table, the reconstruction
performance of the proposed method is highly affected by the
value of λ1. With the very small values of λ1 (10−4, 10−3),
the loss function of our approach is rarely affected by the
identity loss; hence, the reconstruction quality is relatively
bad compared to the higher values of λ1. As the value of
λ1 increases, the reconstruction quality is gradually enhanced,
which is reflected in the visual examples in Fig. 14.
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