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Abstract. Federated Self-Supervised Learning (FSSL) combines
the advantages of decentralized modeling and unlabeled representa-
tion learning, serving as a cutting-edge paradigm with strong poten-
tial for scalability and privacy preservation. Although FSSL has gar-
nered increasing attention, research indicates that it remains vulnera-
ble to backdoor attacks. Existing methods generally rely on visually
obvious triggers, which makes it difficult to meet the requirements
for stealth and practicality in real-world deployment. In this paper,
we propose an imperceptible and effective backdoor attack method
against FSSL, called IPBA. Our empirical study reveals that existing
imperceptible triggers face a series of challenges in FSSL, partic-
ularly limited transferability, feature entanglement with augmented
samples, and out-of-distribution properties. These issues collectively
undermine the effectiveness and stealthiness of traditional backdoor
attacks in FSSL. To overcome these challenges, IPBA decouples the
feature distributions of backdoor and augmented samples, and intro-
duces Sliced-Wasserstein distance to mitigate the out-of-distribution
properties of backdoor samples, thereby optimizing the trigger gen-
eration process. Our experimental results on several FSSL scenarios
and datasets show that IPBA significantly outperforms existing back-
door attack methods in performance and exhibits strong robustness
under various defense mechanisms.

1 Introduction

In recent years, Self-Supervised Learning (SSL) [11, 3, 2, 8] has
emerged as a powerful paradigm in machine learning, particularly
in computer vision. The main advantage of SSL lies in its ability
to learn rich representations from large amounts of unlabeled data,
bypassing the labor-intensive and costly manual labeling process.
SSL in computer vision aims to develop image encoders that pro-
duce similar embeddings for similar images. To achieve this, similar
image pairs are typically constructed by applying various augmenta-
tions to the same image. The pre-trained encoder can then be used
to train downstream classifiers for various tasks. These downstream
classifiers generally use compact networks with fewer parameters,
improving training efficiency and reducing computational cost.
Although SSL has made significant progress with unlabeled data,
it requires vast amounts of data to achieve performance compara-
ble to supervised learning. This substantial data requirement can be
overwhelming for individuals or organizations and may become a
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Figure 1. Backdoor injection process in federated self-supervised learning.

significant barrier to model training in data-scarce domains. In this
context, Federated Self-Supervised Learning (FSSL) [39, 22] em-
ploys a distributed learning approach, providing an effective alterna-
tive to the data-sharing problem. Modern edge devices have access to
vast amounts of data suitable for training models, giving FSSL a sig-
nificant advantage. However, the decentralized nature of traditional
Federated Supervised Learning (FSL) makes it vulnerable to back-
door attacks [1, 20], and this vulnerability may be inherited in FSSL,
posing a potential security risk.

Recent studies [37, 21, 33] have shown that FSSL is vulnera-
ble to backdoor attacks. Figure 1 illustrates the backdoor injection
process in FSSL. During this process, malicious clients inject back-
doors into the global model by training their local models with poi-
soned samples that include triggers. Specifically, benign clients ¢ €
{1,2,..., N} use local unlabeled datasets D; for self-supervised
learning, and the Federated Averaging (FedAvg) mechanism aggre-
gates their updated local model LEH to the central server to update
the global model G'*!. Meanwhile, malicious clients (e.g., client m)
train on poisoned data, generating backdoored models LYt which
are also uploaded to the server. Through the FedAvg, all client mod-
els (including those from malicious clients with backdoors) are ag-
gregated into the global model G*™*, embedding the backdoor into
the updated global model. When the global encoder is used to con-
struct downstream tasks, the backdoored classifier predicts each in-
put embedded with the attacker’s selected trigger as the correspond-
ing target class specified by the attacker.
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However, a common drawback of these existing attack methods is
that their trigger patterns are highly visible, making them vulnerable
to detection through manual inspection or defense mechanisms. In
this paper, we propose a backdoor attack in FSSL that is both effec-
tive and stealthy.

A feasible approach is to apply existing imperceptible triggers [19,
20, 16] for use in the FSSL setting. However, experimental results
indicate that these imperceptible triggers, which were originally de-
signed for Supervised Learning (SL), exhibit limited effectiveness
when applied to SSL models. Our observations suggest that the pri-
mary reason for this ineffectiveness lies in the feature distribution
entanglement between backdoor samples and the augmented samples
used in FSSL. Specifically, the transformations induced by the back-
door triggers share similarities with the image augmentations inher-
ent to contrastive learning in FSSL (such as RandomGrayscale and
Colorlitter). As a result, local SSL models struggle to distinguish be-
tween the feature distributions of backdoor samples and augmented
samples.

Building on the above observations, we propose an imperceptible
perturbation backdoor attack that decouples the feature distributions
of backdoor samples and augmented samples. Specifically, this ap-
proach involves increasing the distributional gap between the back-
door samples and augmented samples during the local SSL process,
thereby enhancing their separability. Additionally, to further ensure
the stealthiness of the trigger, IPBA imposes a distance constraint on
the backdoor samples in the feature space using Sliced Wasserstein
Distance [14], effectively reducing the out-of-distribution properties
of the backdoor samples.

Our main contributions are summarized as follows:

o We propose an imperceptible perturbation backdoor attack
method: In FSSL, we propose an innovative backdoor attack
method, IPBA. By decoupling the feature distributions of back-
door samples and augmented samples, this method significantly
enhances both the stealthiness and effectiveness of backdoor at-
tacks.

e We propose to apply Sliced Wasserstein Distance: To miti-
gate the out-of-distribution properties of backdoor samples in the
feature space, we innovatively introduce Sliced Wasserstein Dis-
tance. This approach effectively reduces the outlier phenomenon
of backdoor samples by minimizing the distance between back-
door and clean samples in the feature space.

e Extensive experimental evaluation: We conduct comprehen-
sive evaluations of the proposed method on five public bench-
mark datasets (CIFAR10, STL10, GTSRB, SVHN, and Tiny-
ImageNet). The experimental results show that our method signif-
icantly outperforms existing backdoor attack methods in terms of
performance and demonstrates strong generalization across var-
ious settings. Additionally, we further explore potential defense
strategies against IPBA and find that current state-of-the-art de-
fense methods have limitations, emphasizing the urgent need for
tailored defense mechanisms.

2 Related Work
2.1 Federated Self-Supervised Learning

Federated self-supervised learning has gained increasing attention
due to its ability to jointly learn representations across decentral-
ized clients without relying on labeled data, while preserving data
privacy. Early studies [29] explored the direct integration of clas-
sical SSL methods such as SimCLR and BYOL into the federated
setting. To address data heterogeneity, approaches like SSFL [9]

and FedEMA [39] introduced personalization and momentum-based
model updates, respectively. Other efforts, such as FedCA [34] and
L-DAWA [22], focused on enhancing model aggregation via global
dictionary learning or divergence-aware weighting. However, ex-
isting research primarily focuses on performance optimization and
modeling data heterogeneity, while overlooking potential backdoor
risks.

2.2 Backdoor Attacks

Attackers conducting backdoor attacks typically select a stealthy trig-
ger and embed it into a subset of training samples to poison the train-
ing data. Traditional backdoor techniques rely on explicit labels [20],
manipulating sample labels to guide the model toward learning
attacker-specified behaviors. However, the absence of labeled data
in SSL renders traditional backdoor paradigms inapplicable, thereby
prompting the emergence of novel methodologies for backdooring
SSL. BASSL [25] embeds triggers into target-class images and lever-
ages cropping-based augmentations to generate diverse poisoned
views. BadEncoder [13] fine-tunes a pre-trained encoder using a
trigger-injected shadow dataset to precisely steer model behavior.
Additionally, CorruptEncoder [36] and PoisonedEncoder [17] re-
spectively propose poisoning strategies that target the victim’s train-
ing dataset. Recent studies have demonstrated that FSSL is also sus-
ceptible to backdoor threats [37, 33, 21]. For example, BADFSS [37]
injects backdoor triggers into the global encoder by leveraging super-
vised contrastive learning and attention alignment. However, existing
methods typically rely on visually perceptible triggers, making them
easily detectable by humans or automated detection systems. In con-
trast, our approach surpasses existing methods in both stealth and
effectiveness.

2.3 Backdoor Defenses

Backdoor attacks have attracted considerable attention due to their
high stealthiness and potential for severe damage, which makes it
a challenge to effectively defend against such attacks during model
training. On the one hand, reverse engineering-based methods (e.g.,
Neural Cleanse [30] and DECREE [6]) aim to reconstruct the trigger
from a backdoored model and identify its corresponding target class.
Successful trigger reconstruction typically indicates that the encoder
is compromised. On the other hand, sample-level detection methods
identify anomalies by analyzing the influence of input samples on
model predictions. For example, STRIP [7] measures prediction con-
sistency under input perturbations to detect potential poisoned sam-
ples, while GradCAM [26] utilizes activation map visualization to
localize trigger regions and assist in identifying backdoored inputs.
We use the above state-of-the-art defense techniques to evaluate our
newly proposed attack.

3 Observations and Intuitions

Observation I: Limited transferability. Existing imperceptible
triggers are not as effective as expected in the FSSL environment. As
shown in Figure 2, we present the Attack Success Rate (ASR) of ex-
isting imperceptible triggers on the FSSL model. We transferred the
comparative methods to the FSSL scenario, using the attack methods
introduced in BADFSS [37] and replacing the original patch triggers
with imperceptible triggers. The results show that although these im-
perceptible triggers achieve high ASR in SL and SSL, they do not
perform well in the FSSL environment.
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Figure 2. Comparison of clean, backdoored samples created by Patch trigger, Instagram filter trigger, WaNet trigger, IBA trigger, CTRL trigger and ours. The
ASR under the BADFSS threat model is shown next to each method name. Residuals are the difference between clean and backdoored images.

Observation II: Feature entanglement. The augmented samples

are entangled with the backdoor samples in the feature distribution.

Specifically, we use a pre-trained ResNet18 [10] for binary classi-

fication to determine whether IBA-injected backdoor samples and

contrastively augmented samples are distinguishable. Experimental
results indicate that the model struggles to differentiate between the
two types of samples. The t-SNE visualization in the left panel of

Figure 3 shows significant overlap between the two types of samples

in the feature space. Based on this observation, we infer that the re-

duced effectiveness of supervised backdoor attacks in FSSL may be
attributed to the high similarity in feature distribution between con-
trastively augmented samples and backdoor samples, which weakens
the model’s ability to distinguish between the two. In contrast, our
method (right panel of Figure 3) effectively decouples the feature
distributions of poisoned and augmented samples in the latent space.

Observation III: Out-of-distribution property. Existing backdoor

samples exhibit out-of-distribution properties. Tao et al. [28] present

a critical insight that current SSL attacks introduce strong backdoor

signals into the embedding space, pushing malicious samples out-

side the clean data distribution. Inspired by this insight, we con-
ducted experiments to verify whether a similar phenomenon occurs
in FSSL. Specifically, we fed both clean pre-training data and poi-
soned samples into the same encoder to extract their feature embed-
dings. Then, Principal Component Analysis (PCA) was applied to

reduce the dimensionality of these embeddings for visualization in a

two-dimensional space. As shown in the left panel of Figure 4, exist-

ing FSSL attacks also exhibit such out-of-distribution properties.

Intuition and Design Motivation. Based on the above observations

(more results are provided in the Appendix [31]) which highlight

challenges such as limited transferability, feature entanglement, and

out-of-distribution properties, we identify several key factors that are
essential for achieving stealthy backdoor attacks in FSSL:

o Decoupling the feature distributions of backdoor samples and aug-
mented samples during local client pre-training. Since the aug-
mentation strategies in the pre-training stage are known in ad-
vance, we design L4;5 to quantify the distributional gap between
the two batches of images.

e Introducing a dual alignment loss tailored for malicious clients.
To further enhance the effectiveness of the backdoor attack, we
design Laiign to pull close the features of backdoor images and
target images.

e An excessive distributional gap may reduce the visual naturalness

of backdoor images and compromise the stealthiness of the trig-
ger. Therefore, we design L to seamlessly fuse the backdoor
with the original image and eliminate out-of-distribution proper-
ties in the feature space.

4 Methodology

In this section, we first introduce preliminaries of FSSL system
model, Wasserstein Distance, and threat model. We then elaborate on
the design of the Poisoned Data Constructor phase. Finally, we de-
scribe the Backdoor Injection strategy and formulate its correspond-
ing optimization objective.

4.1 Threat Model

Attack Objective. In FSSL, the attacker’s goal is to inject a back-
door into the global model while maintaining both effectiveness and
stealthiness. Effectiveness means the model consistently misclassi-
fies trigger inputs into a target class, yielding high ASR. Stealthiness
means the backdoor does not noticeably degrade the model’s main-
task performance, thus evading detection. Overall, the attacker aims
to induce the global SSL model to exhibit malicious behavior on spe-
cific inputs, without significantly affecting its overall utility or being
exposed during training.

Attack Knowledge and Capabilities. We assume the attacker mas-
querades as a benign FL participant, with knowledge of the global
model and full control of local training. This includes the ability to
manipulate the local dataset (e.g., by embedding triggers), redesign
the loss function, and arbitrarily alter the model training procedure.
Therefore, the attacker also has access to the data augmentation
strategies used for pretraining the encoder, which can be leveraged in
IPBA to generate stealthy and effective backdoor triggers. However,
the attacker is generally unaware of other critical details of the FSSL
system, such as the models from benign clients and the aggregation
rules employed by the server.

4.2 Preliminaries

FSSL System Model. We consider a standard FSSL framework,
in which a total of N decentralized clients collaboratively train a
global encoder W giopq:. In each communication round, every se-
lected client updates its local model using its private unlabeled
dataset D; = {x1,...,Xp,}, where i € N = {1,2,...,N}
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Figure 3. The t-SNE visualization of feature vectors in the latent space
under different attacks.
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Figure 4. PCA visualization of clean and poisoned sample embeddings in
backdoored models under different attacks.

The training proceeds iteratively through the following three steps:
Step 1: Global Model Distribution. At the beginning of round ¢,
the central server broadcasts the current global encoder WZlobal toa
subset of selected clients S*.

Step 2: Local Self-Supervised Training. Each client i € S* initial-
izes its local model with the received global encoder W;lobal’ and
performs e local training epochs on its unlabeled dataset D;. The
resulting updated local encoder is denoted by W, which is then up-
loaded to the central server.

Step 3: Federated Aggregation. Upon receiving all local updates,
the server aggregates them to obtain a new global encoder WZfolbal.
Following the FedAVG protocol, the aggregation is performed as:
W;ralbal = icst pYWE, where the aggregation weight is given by

i = = 2il.
>est 1Dl

After finishing the training process, we freeze the parameters of
the global model, and use it to construct a downstream predictor with
only a small amount of labeled data.
Wasserstein Distance. Wasserstein Distance (WD) is a widely used
metric for measuring the discrepancy between underlying distribu-
tions, particularly in scenarios where the common support or den-
sity functions are unknown. As our goal is to minimize the distribu-
tional difference between poisoned and clean samples, Wasserstein
distance offers a smooth and effective solution to this problem. We
adopt the 2-Wasserstein distance, also known as the Earth Mover’s
Distance, which is defined as:

1/2
W, 1) = (1&6}_[11(2‘7) /(uvv)mpp(u, v) |lu — ]|, dudv) , (D)

where ¢ and 7 represent the marginal probability distributions of
clean and poisoned samples in the feature space, estimated from their
corresponding empirical embeddings. v denotes the joint distribution
between the two. The infimum inf denotes the greatest lower bound
of the computed distance on the joint distribution. The integral term

calculates the sum of the distance between every two data points
(u,v) drawn from the joint distribution 1. p(u,v) is the probabil-
ity of jointly drawing the two samples. ||u — v||2 is the L? distance
between the two samples.

4.3  Poisoned Data Constructor

In the FSSL framework, when a malicious client is selected to par-
ticipate in a training round, it gains the opportunity to influence the
global model update. Specifically, malicious client k receives the cur-
rent global parameters W;lobal, updates them using its local dataset
Dy, and obtains a locally refined model W This local model is sub-
sequently incorporated into the next-round global model through the
FedAvg aggregation scheme. Based on this process, we introduce an
initial phase termed the Poisoned Data Constructor, in which a train-
able backdoor injector Z,;, is designed to transform a clean input x
into a poisoned sample =’ = Z,(z). This sample remains imper-
ceptibly different from the original, but it effectively misleads the
model into making incorrect classifications for the target class. To
this end, we design three essential loss functions that jointly optimize
the poisoned samples in terms of effectiveness, disentanglement, and
stealthiness.

Dual Alignment Loss. Given that FSSL models generate feature
embeddings rather than relying on explicit labels, a malicious client
must optimize trigger-injected inputs to align with the target seman-
tics in order to achieve attack effectiveness. Moreover, as a critical
step toward enhancing attack efficiency, the attacker must ensure that
its local model can accurately recognize the target semantics. We re-
fer to this process as dual feature alignment between the backdoor
sample and the target sample. Following [13], the dual feature align-
ment of the malicious client can be formally expressed as:

,ﬁ S [s (£ ). £ B)

€Dy,

—s (f(xt,é), f(xt,ﬁ))] : ®)

£align -

where s(-, -) is the cosine similarity function, f(-, #) denotes the fea-
ture encoder, z’ is the poisoned sample generated by the injector Zy,
x¢ is the target class sample, and 6,6 are the backdoored and clean
model parameters, respectively.

Feature Disentanglement Loss. To mitigate the severe overlap be-
tween poisoned samples and their augmented counterparts in the
feature space, we design a feature disentanglement loss, inspired
by [35]. This loss maximizes the representational distance between
the two, encouraging the encoder to learn more separable feature em-
beddings in the latent space, thereby enhancing the recognizability
and robustness of the backdoor semantics. Specifically, we first con-
vert the images from the RGB color space to HSV and HSL, as these
color representations better capture the variations introduced by aug-
mentation operations such as ColorJitter, which randomly perturbs
brightness, contrast, saturation, and hue. Then, we compute the dif-
ferences between the poisoned images and their augmented counter-
parts in both color spaces, based on which the following loss function
is defined:

Lais = Bz, Z

ce{H,S,V,L}

e(@) —c@)|2] .  ©

where H, S, V, L represent the Hue, Saturation, Value, and Light-
ness channel transformations from the HSV and HSL color spaces,
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respectively. The input sample x augmented by the transformations
used during the encoder’s pre-training stage is denoted as @. The
function ¢(-) denotes the color channel transformation for a specific
channel (H, S, V, L), and ||u — v||3 denotes the squared £ distance
between sample v and sample v.

Stealthiness Loss. To address the out-of-distribution characteris-
tics of poisoned samples, we introduce a stealthiness loss aimed
at minimizing the distributional discrepancy between poisoned and
clean samples. The 2-Wasserstein distance serves as an effective
metric for this purpose. However, directly computing WD in high-
dimensional spaces is challenging due to the involved optimization
process. To overcome this, we adopt the Sliced Wasserstein Distance
(SWD) [14], a variant that projects high-dimensional data onto mul-
tiple random one-dimensional subspaces, computes WD in each, and
averages the results. This approach significantly improves compu-
tational efficiency and numerical stability, as the 1D 2-Wasserstein
distance admits a closed-form solution.

2

1 [t
ws”ced(c,r)—<SZ/o IF2(2) = F5 ()], dz) . @
s=1

where S is the number of one-dimensional directions. F; and Fy
represent the projections of the clean and poisoned embeddings into
one-dimensional data points along the direction of slice s, respec-
tively.

We first extract high-dimensional feature representations of poi-
soned and clean samples using a pre-trained model F', and then em-
ploy the SWD to effectively measure the distributional discrepancy
between them. The final stealthiness loss is defined as follows:

Lote = Y SWD (F(z), F(x)). 5)

€Dy,

Based on the above loss formulations and design objectives, we
define the optimization of the backdoor injector Zy, as a joint learning
task:

arg rgln Einjector - Cste +oa- E(iis + ﬂ . ['aligna (6)
"

where « and 3 are hyperparameters used to balance the contributions
of the three loss terms.

4.4  Backdoor Injection

The core objective of the second-stage backdoor injection is to guide
the model to learn backdoor behaviors through poisoned data dur-
ing local training and progressively migrate these behaviors into the
global model. Specifically, each selected malicious client is required
to embed backdoor features into its local model while maintaining
stealthiness. To achieve this, the attacker utilizes trigger-embedded
samples to construct feature representations that are semantically
similar to the target class, thereby inducing the model to produce the
desired responses to backdoor inputs. In addition, to enhance the ef-
fectiveness and efficiency of the attack, the attacker guides the back-
doored model to produce feature representations for reference data
that are similar to those generated by the clean model, thereby en-
suring accurate recognition of target-class samples by the backdoor
model (as shown in Equation (2)).

Utility Loss. To ensure that the injection process does not signifi-
cantly degrade the performance on the main task, the attacker must
maintain the local model’s ability to represent clean samples cor-
rectly, such that its output features remain consistent with those of

the clean model. Based on this, we define the utility loss L as
follows:

1 ~
Lui =~ 15 ezpk s (f(;r, 9), f(x, 9)) . %)

Combining La1ign and L., the objective of local encoder backdoor
injection can be formulated as the following optimization problem:

arg méin £e7Lcod67' - >\1 . ‘Calign (9) + )\2 . ﬁuti(é)7 (8)

where \; and A2 are hyperparameters that balance the two loss com-
ponents.

5 Evaluation

To demonstrate the effectiveness and stealthiness of our approach,
we implemented IPBA using Pytorch and compared its performance
with existing state-of-the-art backdoor attack methods. All experi-
ments were conducted on an NVIDIA 4090 GPU. We designed com-
prehensive experiments to address the following three research ques-
tions:

RQ1 (Effectiveness of IPBA): Can IPBA successfully inject back-
doors into FSSL?

RQ2 (Stealthiness of IPBA): Can IPBA achieve good stealthiness
and naturalness across different evaluation metrics?

RQ3 (Robustness of IPBA): Can IPBA effectively resist existing
defense methods?

5.1 Experimental Setup

Datasets. Five datasets are employed in the experiments including
CIFAR-10 [15], STL-10 [4], GTSRB [27], SVHN [18], and Tiny-
ImageNet [24]. More details about the used datasets can be found in
Appendix [31].

Evaluation Metrics. Similar to existing work in [13, 28], we evalu-
ated the effectiveness of all attack methods using three metrics: Clean
Accuracy (CA), Attack Success Rate (ASR), and Backdoored Ac-
curacy (BA). A well-executed backdoor attack should maximize the
ASR while maintaining a high BA. More details are explained in Ap-
pendix [31]. To assess the stealthiness and naturalness of our IPBA,
we used three metrics: SSIM [32], PSNR [12], and LPIPS [38]. In
the experiments, higher SSIM and PSNR values, along with lower
LPIPS, indicate better stealthiness and naturalness of the generated
backdoored images.

Baseline. We compare IPBA with the state-of-the-art backdoor at-
tack method, BADFSS [37], and use WaNet [19], IBA [20], and
CTRL [16] as baseline triggers. These methods significantly outper-
form earlier backdoor attack methods in terms of stealthiness. Fol-
lowing the experimental setup in [37], we adapt all baseline methods
to the FSSL scenario for evaluation and strictly follow the original
implementations.

Implementation Details. We use SimCLR as the default self-
supervised learning algorithm and employ ResNet-18 [10] as the de-
fault architecture network for the encoders. Moreover, we use a two-
layer multi-layer perceptron (MLP) as a predictor. Following previ-
ous work [37, 13, 35], we set the decay rate m = 0.99, batch size B
=256, SGD as optimizer with learning rate [r = 0.001 and run ex-
periments with K =5 clients (one is malicious and the poison ratio
is 1%) for E = 200 training rounds, where each client performs e =
3 local epochs in each round. We use the U-Net architecture [23] for
the backdoor injector.
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Table 1. Camparison of attack performance on different datasets. The best result are highlighted.
Pre-training | Downstream | Benign WaNet [19] IBA [20] CTRL [16] BADFSS [37] Ours
Dataset | Dataset | CA BAT ASRT BAT ASRT BAT ASRT BAT ASRT BAT  ASRT
STL-10 75.14 73.27 1191 7321 1014 7573 66.85 7236 6635 72.82  96.11
CIFAR-10 GTSRB 82.84 77.16 7.71 7736 3541 7753  62.07 7532 7021 78.64  93.68
SVHN 63.52 56.86 1245 58.67 3091 6035 4591 65.64 5638 71.03 92.83
CIFAR-10 85.21 82.06 11.48 84.77 27.07 78.19 6197 7752 6832 87.19 99.94
STL-10 GTSRB 76.32 79.84 441 81.65 1729 7037 6128 7232 6993 7483 9741
SVHN 56.47 5574 1524 55.07 14.13 5377 4936 5497 5466 6042 99.53
STL-10 89.58 87.14 12.60 87.51 1044 8226 47.14 7571 5129 87.15 9991
Tiny-ImageNet GTSRB 78.32 7726 1051  80.72 9.38 7091 49.85 68.13 46.54 7575 9691
SVHN 73.67 72.63 1393 7194 1875 6594 4091 6038 4197 71.86 95.25
52 Eﬁ'gctivene ss Evaluation ( RQ 1 ) Table 2. Stealthness evaluation on different datasets.
Effectiveness comparison with SOTA attack methods. To evaluate fraing
the effectiveness of IPBA, we compared its ASR and BA with four Pr;);:z;r;ng DO]‘;::;::? " SSIMT ~ PSNRT  LPIPS|
SOTA attack methods. The experiments followed a standard SSL
setup, where the pre-training and downstream datasets were differ- STL-10 0.9142 22.19 0.0311
. CIFAR-10 GTSRB 0.9914 35.03 0.0017
ent. Table 1 shows the performance of different attack methods. The SVHN 0.9946 3522 0.0012
results indicate that IPBA achieves a high ASR while maintaining a
high BA. Specifically, with STL-10 as the pre-training dataset and CIFAR-10 0.9898 35.38 0.0026
CIFAR-10 as the downstream dataset, IPBA achieved the best ASR STL-10 GTSRB 0.9911 36.88 0.0041
(99.94%) and BA (87.19%). Compared to supervised-based attack SVHN 0.9857 3189 0.0032
methods (e.g., WaNet and IBA), IPBA outperforms them in terms of STL-10 0.9889 33.46 0.0044
ASR across different downstream datasets, which validates our pre- Tiny-ImageNet GTSRB 0.9908 32.68 0.0031
vious conclusion that supervised-based methods are unsuitable for SVHN 0.9846 31.57 0.0041
the FSSL scenario. Furthermore, compared to self-supervised-based
attack methods (e.g., CTRL and BADFSS), IPBA also shows supe-
rior performance in terms of ASR and BA across all datasets. 100+ acc ASR 100 AcC ASR
Effectiveness on different SSL algorithms. An effective attack
method should exhibit strong generalizability and be adaptable to sob sol
various SSL algorithms. To this end, we evaluate the performance of
IPBA in FSSL under four representative SSL methods: SimCLR [3],
MoCo [11], BYOL [8], and SWAV [8]. Figure 5 presents the at- 60r 60
tack performance of IPBA across these SSL algorithms. The results
demonstrate that IPBA exhibits stable attack performance across dif- 0 ] ] ] q0l— ! ! ]
ResNet-18  ResNet-50 ViT SimCLR MoCo BYOL SwAV

ferent SSL algorithms, highlighting its adaptability and generaliz-
ability.

Effectiveness on different encoder architectures. To evaluate the
effectiveness of IPBA across different encoder architectures, we con-
ducted experiments on STL-10 using three representative architec-
tures: ResNet-18 [10], ResNet-50 [10], and ViT [5]. Figure 5 illus-
trates the attack performance of IPBA on these encoder architectures.
The results show that IPBA can successfully inject backdoors into
various encoder architectures while maintaining high BA classifica-
tion performance, highlighting its strong generalizability.

5.3 Stealthiness Evaluation (RQ2)

To evaluate the stealthiness of IPBA, we compared the trigger images
generated by IPBA with those of SOTA attack methods. Addition-
ally, we used PCA to visualize the embedding spaces of clean and
poisoned samples on the backdoored models.

Stealthiness results from the perspective of images. Figure 2 com-
pares the poisoned samples generated by IPBA with those from
SOTA attack methods, along with their magnified residuals (x2). The
results show that the residual generated by IPBA is the smallest, leav-
ing only a few subtle artifacts.

Figure 5. Experimental results for different encoder architectures and SSL
algorithms.

Moreover, we evaluated the stealthiness of the triggers generated
by IPBA using three metrics: PSNR, SSIM, and LPIPS. Table 2
presents the evaluation results across different datasets. As shown
in the table, the SSIM values are consistently close to 1, with most
exceeding 0.98, indicating that the structural changes introduced by
IPBA are minimal. The PSNR values are notably high, suggesting
that the noise introduced is nearly imperceptible. Additionally, the
LPIPS values are extremely low, ranging from 0.0012 to 0.0311, fur-
ther confirming that the perceptual difference between the original
and perturbed images is negligible. Overall, these results demonstrate
that IPBA effectively maintains the stealthiness of the images, intro-
ducing virtually no noticeable visual changes.

Stealthiness results from the perspective of latent space. Many
backdoor defense methods assume that poisoned and benign sam-
ples are clearly separated in the latent space. Therefore, ensuring the
stealthiness of the attack method from the latent space perspective
is crucial. We visualized the embedding features of BADFSS using
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Table 3. Defense evaluation results.

Pre-training \ Downstream \ Neural Cleanse [30] DECREE [6]

Dataset ‘ Dataset ‘ Anomaly Index PL-Norm
STL-10 1.11 0.26
CIFAR-10 GTSRB 1.16 0.37
SVHN 1.32 0.19
CIFAR-10 0.98 0.23
STL-10 GTSRB 1.22 0.31
SVHN 1.37 0.25

Number of Inputs
Number of Inputs

Normalized Entropy Normalized Entropy

Figure 6. Experimental results of STRIP.

PCA, as shown in Figure 4. In the left diagram, we observe that the
features of BADFSS form two distinct clusters, indicating that they
can be easily detected in the latent space by any clustering algorithm.
In contrast, in our IPBA, the feature representations of poisoned sam-
ples are intermingled with those of benign samples, forming a single
cluster. This demonstrates that IPBA achieves optimal stealthiness in
the latent space, breaking the assumption of latent separation, and
effectively evading backdoor defenses.

5.4 Robustness Evaluation (RQ3)

To evaluate the robustness of IPBA against existing backdoor de-
fenses, we implemented representative backdoor defense methods
(i.e., DECREE [6], STRIP [7], Neural Cleanse [30], and Grad-
CAM [26]) and assessed IPBA’s resistance to these defenses. Ad-
ditional defense results are provided in the appendix [31].
Resistance to DECREE. DECREE [6] detects backdoor attacks in
pre-trained encoders by reversing the trigger. If the reversed trigger
has a P£'-Norm smaller than 0.1, the encoder is considered com-
promised. As shown in Table 3, all backdoor triggers generated by
IPBA have a PL*-Norm above 0.1, successfully evading detection
by DECREE.

Resistance to STRIP. STRIP [7] is a sample-based backdoor detec-
tion method. It assumes that a backdoored model’s predictions ex-
hibit stability on malicious samples, detecting such samples by com-
puting entropy after overlaying random samples. Figure 6 shows that
STRIP fails to establish an effective threshold to distinguish benign
from malicious samples, allowing our attack to bypass detection.
Resistance to Neural Cleanse. Neural Cleanse (NC) [30] is a de-
fense method against trigger generation that measures the deviation
of the reconstructed trigger by calculating the anomaly index, mark-
ing models with an anomaly index greater than 2 as backdoored.
Since NC is designed specifically for classifiers and cannot be di-
rectly applied to image encoders, we use NC to identify backdoors in
downstream classifiers. Experimental results (see Table 3) show that
the anomaly index of IPBA is below 2 across all datasets, success-
fully evading detection by NC.

Resistance to GradCAM. GradCAM [26] generates heatmaps to

Clean

Figure 7. GradCAM visualization results for both clean and backdoored
models.

Table 4. Performance of Ablation Studies.

Lote  Lais  Latign | BAT  ASRT SSIMT PSNRT  LPIPS|
v v v | 8713 9994 09898 3538  0.0026
v V19035 4232 09864 3208  0.0048
v v | 6225 968 09802  30.16  0.0046

v v | 8466 9527 01937 679 0.6534

show the contribution of each pixel in the model’s prediction, with
backdoored models typically exhibiting abnormal heatmaps. Figure
7 shows the visualization heatmaps of a clean model and a back-
doored model attacked by IPBA. From this figure, we can find that
the heatmaps of these models are very similar, and IPBA is capable
of resisting defense methods based on GradCAM.

5.5 Ablation Study

In this section, we demonstrate the effects of each important com-
ponent in Section 4.3 by ablating them respectively. As shown in
Table 4, after ablating each component, the ASR of our method de-
creases across the target downstream datasets. Specifically, when ab-
lating La4;5 and Laign sequentially, the ASR of IPBA decreases
from 99.94% to 42.32% and 9.68%, respectively, which is consis-
tent with our previous observations. When ablating L, the SSIM
of IPBA decreases from 0.9898 to 0.1937, the PSNR drops from
35.38 to 6.79, and the LPIPS increases from 0.0026 to 0.6534. These
changes clearly indicate that the absence of key components signifi-
cantly weakens the effectiveness of our backdoor attack method.

6 Conclusion

This paper introduces IPBA, an imperceptible and effective back-
door attack method for FSSL. IPBA decouples the feature distribu-
tions of backdoor and augmented samples and incorporates Sliced
Wasserstein Distance to effectively address the challenges and limi-
tations of existing imperceptible triggers in FSSL. Results show that
IPBA outperforms baseline methods and is effective under different
settings. We further explore potential countermeasures against our
attack and find that existing defense mechanisms are insufficient to
mitigate [IPBA, indicating the need for specifically designed defense
strategies to alleviate backdoor attacks in FSSL.
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