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Abstract

In federated multi-armed bandit problems, maximizing global reward while satisfying mini-
mum privacy requirements to protect clients is the main goal. To formulate such problems,
we consider a combinatorial contextual bandit setting with groups and changing action sets,
where similar base arms arrive in groups and a set of base arms, called a super arm, must be
chosen in each round to maximize super arm reward while satisfying the constraints of the
rewards of groups from which base arms were chosen. To allow for greater flexibility, we let
each base arm have two outcomes, modeled as the output of a two-output Gaussian process
(GP), where one outcome is used to compute super arm reward and the other for group
reward. We then propose a novel double-UCB GP-bandit algorithm, called Thresholded
Combinatorial Gaussian Process Upper Confidence Bounds (TCGP-UCB), which balances
between maximizing cumulative super arm reward and satisfying group reward constraints
and can be tuned to prefer one over the other. We also define a new notion of regret
that combines super arm regret with group reward constraint satisfaction and prove that
TCGP-UCB incurs Õ(


KT“

T
) regret with high probability, where “

T
is the maximum

information gain associated with the set of base arm contexts that appeared in the first T
rounds and K is the maximum super arm cardinality over all rounds. We lastly show in
experiments using synthetic and real-world data and based on a federated learning setup as
well as a content-recommendation one that our algorithm performs better then the current
non-GP state-of-the-art combinatorial bandit algorithm, while satisfying group constraints.

1 Introduction

The multi-armed bandit problem is a prominent example of reinforcement learning that studies the sequential
interaction of a learner with its environment under partial feedback (Robbins, 1952). Out of the many
variants of the multi-armed bandit problem, the combinatorial and contextual bandits have been thoroughly
investigated due to their rich set of real-life applications. In combinatorial bandits, the learner selects a
super arm, which is a subset of the available base arms in each round (Chen et al., 2013; Cesa-Bianchi &
Lugosi, 2012). In the semi-bandit feedback model, at the end of the round, the learner observes the outcomes
of the base arms in the selected super arm together with the super arm reward. In contextual bandits, at
the beginning of every round, the learner observes side-information about the outcomes of the base arms
available in that round before deciding which arm to select (Slivkins, 2011; Lu et al., 2010). In the changing
action set variant, there is varying base arm availability in each round. Combinatorial bandits and contextual
bandits are deployed in applications ranging from influence maximization in a social network to news article
recommendation (Li et al., 2010; Chen et al., 2016b).

In this paper, we consider contextual combinatorial multi-armed bandits with changing action sets (C3-MAB),
which models the repeated interaction between an agent and its dynamically changing environment. In each
round t, the agent observes the available base arms and their contexts, selects a subset of the available base
arms, which is called a super arm, collects a reward, and observes noisy outcomes of the selected base arms.
We consider the scenario in which the base arm availability in each round changes in an arbitrary fashion,
known as the changing action sets setting. Therefore, we analyze the regret under any given sequence of
base arm availabilities. On the other hand, given a particular base arm and its context, the outcome of the
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base arm is assumed to come from a fixed distribution parameterized by the arm’s context. The goal is to
maximize the cumulative reward in a given number of rounds without knowing future context arrivals and
the function that maps the contexts to base arm outcomes. Achieving this goal requires careful tuning of
exploration and exploitation by adapting decisions in real time based on the problem structure and past
history. with group constraints. What is new in our setup is the concept of groups, which are unions of base
arms that share a common feature. In every round t, the learner is able to observe the available base arms
along with their contexts and selects a super arm, from which the noisy base arm outcomes are observed and
the reward is collected. Due to the varying availability of base arms, available super arms and groups change
from round to round. We also consider the notion of satisfaction (Reverdy et al., 2017) in relation to set of
base arms, called groups. The goal is then to maximize the cumulative super arm reward while ensuring that
the groups comprising the super arm satisfy their constraints.

It is essential to place assumptions on the function mapping contexts to outcomes (i.e., the function that
needs to be learned, say f). While other C3-MAB works such as (Nika et al., 2020; Chen et al., 2016a;
2018) place explicit smoothness restrictions on f , we make use of Gaussian processes (GP), which induce
a smoothness assumption. Moreover, the posterior mean and variance resulting from GP gives us high
probability confidence bounds on the expected outcome function which leads to a desirable balance between
exploration and exploitation (Srinivas et al., 2012).

Our work, and specifically introduction of groups, is motivated by the need to balance between privacy and
reward in a federated learning setup. Federated learning (FL) is a distributed machine learning method that
allows for training a model across a decentralized ensemble of clients. In FL, clients train a model on their
local data and then send their local model to a centralized server. This helps protect the privacy of clients as
they do not share their data directly with the server (McMahan et al., 2017). Our work introduces a setup
that can handle a privacy aware FL setup, where clients have privacy requirements on the maximum amount
of data leakage through local model or weight transfer to the server. This is important, as some portions of a
client’s training data can be retrieved just from their shared gradients with the server (Melis et al., 2019;
Chen & Campbell, 2021).

In our setup, base arms represent client-request pairs, groups are clients, and super arms are subsets of
client-request pairs. For each such pair, the context is related to the amount of information that the client is
to share with the server, specifically, it is the used data set percentage which determines the privacy level of
the client. Our aim is to satisfy clients’ privacy requirements while maximizing the information obtained from
the client’s trained model. There is a trade-o� between these two goals as using a higher percentage of data
in training leads to less privacy for clients due to information leakage but a greater amount of information is
retrieved from the data by the server. This is also mentioned in (Truong et al., 2021) as a trade-o� between
e�ciency and privacy guarantee and in (Yang et al., 2019) as a trade-o� between learning performance and
privacy of clients.

This trade-o� has motivated us to model the expected outcome function as a sample from a two-output GP,
in order to make use of the inherent correlation between privacy leakage and the information retrieved. The
details of how a two-output GP helps us as well as a detailed explanation of the application of our problem
formulation to a privacy aware federated learning is given in Section 2.8.

1.1 Our contributions

Our contributions are: (i) We propose a new C3-MAB problem with groups and group constraints that
is applicable to real-life problems, including a privacy-aware federated learning setup where the goal is to
maximize overall reward while respecting users’ varying privacy requirements. (ii) We propose a new notion
of regret called group regret, and define total regret as a weighted combination of group and super arm
regret in terms of ’ œ [0, 1]. (iii) We use a two-output GP which allows for modeling setups where overall
reward and group reward are functions of two di�erent but correlated base arm outcomes. (iv) We use a
double UCB approach in our algorithm by having di�erent exploration bonuses for groups and super arms
which is dependent on a tunable parameter. (v) We derive an information theoretic regret bound for our
algorithm given by Õ(


KT“

T
). By assuming a fixed cardinality for every super arm, we express our regret
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bound in terms of the classical maximum information gain “T which is given as Õ(
Ô

KT“T ). We also provide
kernel-dependent upper bounds of our regret for standard GP kernels.

1.2 Related Work

The combinatorial multi-armed bandit problem was first proposed and solved by (Chen et al., 2013). This
problem has been thoroughly investigated by using upper confidence bounds (Chen et al., 2013; 2016b)
and Thompson sampling algorithms (Wang & Chen, 2018). While we also use a UCB type algorithm, we
have groups and group constraints and we operate in a contextual combinatorial setting instead of a solely
combinatorial one. In terms of the regret bounds, (Chen et al., 2013), and (Chen et al., 2016b) incur O(log T )
regret whereas we incur Õ(

Ô
T ) regret. (Wang & Chen, 2018) also incurs O(log T ) but it is harder to compare

with our bounds since their regret is gap dependent as well. Another variant of the classical bandit problem
which emerged in recent years is the contextual combinatorial multi-armed bandit problem (CC-MAB) (Li
et al., 2016; Qin et al., 2014). In the work of (Li et al., 2016), the learner can observe the reward of the
super arm and the rewards of a subset of the base arms in the super arm selected due to cascading feedback
according to some stopping criteria. In the work of (Qin et al., 2014), the contextual combinatorial MAB
problem is applied to online recommendation.

The contextual combinatorial multi-armed bandits with changing action sets problem has been explored in
(Chen et al., 2018; Nika et al., 2020). In the work of (Chen et al., 2018), the super arm reward is submodular
and since the context space is infinite, they form a partition of the context space with hypercubes depending
on context information thus addressing the varying availability of arms by exploiting the similarities between
contexts in the same hypercube. The work done by (Nika et al., 2020) makes use of adaptive discretization
instead of fixed discretization which addresses the limited similarity information of the arms that can be
gathered by fixed discretization.

GP bandits have been utilized in the combinatorial MAB and contextual MAB setup as well as for adaptive
discretization (Nuara et al., 2018; Krause & Ong, 2011; Shekhar et al., 2018). In the combinatorial MAB
setting of (Nuara et al., 2018), it has been shown that discretization works in small action spaces and Gaussian
Processes are used to estimate the model. While adaptive discretization has been shown to be working well
in large context spaces and setups with changing action sets, in the case where the number of base arms is
finite, assuming the expected base arm outcomes are a sample from a GP could be a better approach as it
eliminates the need for the explicit assumption that the expected base arm outcomes are Lipschitz continuous.
In this paper we also use the smoothness induced by a GP instead of performing explicit discretization. A
comparison of our problem setup with other similar works can be found in Table 1.

The thresholding multi-armed bandit problem has been studied in (Locatelli et al., 2016; Mukherjee et al.,
2017). These works consider thresholding as having the mean of a base arm be above a certain value. In
(Reverdy et al., 2017), there is the notion of satisficing instead of thresholding, which is a combination of
satisfaction, which is the learner’s desire to have a reward above a threshold and su�ciency, meaning to have
satisfaction for base arms at a certain level of confidence. To our knowledge, there is no previous research
which deals with group thresholding or a thresholding setup within the C3-MAB problem. A similar line of
research includes that of safety in the multi-armed bandit problem where the action set is constrained such
that a safety constraint is satisfied (Amani et al., 2019; Wang et al., 2021). However, their definition of safety
is di�erent than the notion of satisfying that we use in the paper. In these papers, the safety constraint is
imposed such that it allows for no violation of the constraint whereas we can violate our threshold in some
steps, which leads us to incur regret. The tradeo� however is that we are able to explore faster compared to
these works though it is not fair to make a comparison as our setup and results are not exactly comparable
due to di�erent notions of thresholding and also because we are not doing best arm identification. Comparing
with the regret bounds of (Amani et al., 2019) they achieve Õ(

Ô
T ) regret (same as ours) when the safety

gap is positive and Õ(T 2/3) regret when the safety gap is zero.

Federated learning was proposed by (McMahan et al., 2017) as a technique to address privacy and security
concerns regarding centralized training performed in a main server by collecting private data from the clients.
To solve this issue, they propose the FedAvg algorithm that performs local stochastic gradient descent for
each client and averages the models from the clients on the main server to update the global model. The
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Table 1: Comparison of our problem setting with previous works (CC stands for contextual-changing action
sets).

Work Context space CC Smoothness Groups Group thresholds
(Chen et al., 2013) Finite No Explicit No No
(Chen et al., 2018) Infinite Yes Explicit No No
(Krause & Ong, 2011) Compact No GP-induced No No
(Nika et al., 2020) Compact Yes Explicit No No
This work Compact Yes GP-induced Yes Yes

work in (Wei et al., 2020) discusses information leakage in federated learning and presents the algorithm
NbAFL that works based on the concept of di�erential privacy by adding artificial noises to the parameters
of the clients before aggregating the model. Note that although our setup is motivated by privacy aware FL,
our work is not positioned in the FL space and thus our algorithm competes with C3-MAB algorithms and
not the likes of NbAFL.

2 Problem Formulation

2.1 Base Arms and Base Arm Outcomes

The sequential decision-making problem proceeds over T rounds indexed by t œ [T ] := {1, . . . , T}. In each
round t, Mt base arms indexed by the set Mt = [Mt] arrive. Cardinality of the set of available base arms in
any round is bounded above by M < Œ. Each base arm m œ Mt comes with a context xt,m that resides in
the context set X . The set of available contexts in round t is denoted by Xt = {xt,m}mœMt .

When selected, a base arm with context x yields a two-dimensional random outcome r(x) œ R2. The
two-dimentionality of the outcome will be motivated by groups in Section 2.2. We will refer to the first
and second component of r(x) by r1(x) and r2(x), respectively. From hereon, we refer to the individual
components of a vector using subscripts. Then, the expected outcome function that is unknown to the learner
is represented by f : X æ R2, whose form will be described in detail in Section 2.5. We then define the
random outcome as r(x) = f(x) + ÷ where ÷ ≥ N (0, ‡2I) represents the two-dimensional observation noise
that is independent across base arms and rounds. In our motivating example of federated learning, base
arms represent client-request pairs while the first base arm outcome is the amount of information that the
server is able to retrieve from the client while the second one is the information leakage probability associated
with each client-request pair. The context associated with each base arm corresponds to its data set usage
percentage.

2.2 Super Arm and Group Rewards

For any function h, which takes a single context as an argument, given a k-tuple of contexts x = [x1, . . . , xk],
we let h(x) = [h(x1), . . . , h(xk)], where h : X æ Rd is a function for some d Ø 2. Moreover, we let
hi(x) = [hi(x1), . . . , hi(xk)], where the subscript 1 Æ i Æ d indicates the ith element. Equipped with this
notation, at each round t, super arms are subsets of available base arms and the chosen super arm is St. We
denote by St œ 2Mt the set of feasible super arms in round t, which is given to the learner, and by S = fitØ1St

the overall feasible set of super arms. We assume that the maximum number of base arms in a super arm
does not exceed a fixed K œ N that is known to the learner. That is, for any S œ S, we have, |S| Æ K.

The reward of a super arm S œ S depends on the outcomes of base arms in S. We represent the contexts
of the base arms in super arm S by the context vector xt,S and the reward of a super arm S by random
variable U(S, r1(xt,S)), where U is a deterministic function. Moreover, we have that the expected super
arm reward is a function of only the set of base arms in S and their expected outcome vector, given by
u(S, f1(xt,S)) = E[U(S, r1(xt,S))|f ].1 We assume that for all S œ S, the expected super arm reward function

1We will suppress S from U(S, . . .) and u(S, . . .) when S is clear from context.
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u is monotonically non-decreasing with respect to the expected outcome vector. We also assume that u varies
smoothly as a function of expected base arm outcomes. Both assumptions are standard in the C3-MAB
literature (Nika et al., 2020) and are stated formally below.
Assumption 1 (Monotonicity). For all S œ S and for any h = [h1, . . . , h|S|]T œ R|S| and g = [g1, . . . , g|S|]T œ
R|S|, if hm Æ gm, ’m Æ |S|, then u(S, h) Æ u(S, g).
Assumption 2 (Lipschitz continuity). For all S œ S, there exists BÕ > 0 such that for any h =
[h1, . . . , h|S|]T œ R|S| and g = [g1, . . . , g|S|]T œ R|S|, we have |u(S, h) ≠ u(S, g)| Æ BÕ q|S|

i=1
|hi ≠ gi|.

Groups are defined as the sets of base arms (i.e., client-request pairs) from the same client and they have
round-varying cardinalities due to changing action sets. We denote by Gt the set of feasible groups in round
t and the reward of a group G œ Gt depends on the second outcome of the base arms in G fl St. Let xt,G

represent the vector of contexts of base arms in G.2 We represent the reward of a group G by the random
variable VG(G fl St, r2(xt,GflSt)). Notice that the reward of a group depends on the observed base arms
since the observed base arm outcomes in a group are ones that belong to the chosen super arm. We stress
that VG here is a deterministic function of its argument and the randomness comes from r2. As typical
in the CMAB literature, given the base arm outcome function f , we assume that expected group reward
is a function of only the set of base arms in G fl St and their expected outcome vector. Therefore, we
define vG(G fl St, f2(xt,GflSt)) = E[VG(G fl St, r2(xt,GflSt))|f ]. Note that VG and vG are vector functions and
take as input a |G fl St| dimensional vector.3 Lastly, similar to the super arm reward function, we impose
monotonicity and Lipschitz continuity assumptions on the group reward function.
Assumption 3 (Monotonicity). For all A ™ G, for all G œ Gt, and for all t œ [T ] and for any h =
[h1, . . . , h|A|]T œ R|A| and g = [g1, . . . , g|A|]T œ R|A|, if hm Æ gm, ’m Æ |A|, then vG(h) Æ vG(g).
Assumption 4 (Lipschitz continuity). For all A ™ G, for all G œ Gt and for all t œ [T ], there exists BA > 0
such that for any h = [h1, . . . , h|A|]T œ R|A| and g = [g1, . . . , g|A|]T œ R|A|, we have |vG(h) ≠ vG(g)| Æ
BA

q|A|
i=1

|hi ≠ gi|.

We define B := max
’A™G,’GœGt ’tœ[T ]

BA, which will be later used in proofs. In federated learning, group reward

is related to the information leakage probability of each base arm in a group. Therefore, it represents the
privacy level of a client.

In line with prior work (Nika et al., 2021), we assume that the learner knows u and vG for all G perfectly, but
does not know f beforehand. We propose an extended semi-bandit feedback model, where when super arm
St is selected in round t, the learner observes U(r1(xSt)), VG(r2(xGflSt)) for G œ Gt and r(xt,m) for m œ St

at the end of the round.

2.3 Regret

Our learning objective is to choose super arms that yield maximum rewards while ensuring that the groups
containing the base arms of the chosen super arms satisfy a certain level of quality, which is characterized by
the group threshold. In accordance with our goal, we define regret notions for both super arms and groups.
In our regret analysis, as typical in contextual bandits (Nika et al., 2020), we assume that the sequence of
available base arms {Xt}T

t=1
is fixed, hence context arrivals are not a�ected by past actions. We assume that

each group G œ Gt has a threshold “t,G, which represents the minimum reward that the group requires when
one or more of its forming base arms are in the chosen super arm. For instance, in federated learning, “t,G

represents the minimum desired privacy level of each client, specifically the probability that the client’s data
does not leak. This is important as we want to maintain privacy for clients during training. We say that
group G œ Gt satisfies its threshold when vG(f2(xGflSt)) Ø “t,G and we denote the set of feasible groups who
do not satisfy their thresholds by G̃t. We define the group regret as

Rg(T ) =
Tÿ

t=1

ÿ

GœG̃t

[“t,G ≠ vG(f2(xGflSt))]+,

2We will drop t from xt,G when clear from context.
3We will suppress G fl St from VG(G fl St, . . .) and vG(G fl St, . . .) when clear from context.
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where [·]+ = max{·, 0} and for any G œ G̃t, it holds that [“t,G ≠ vG(f2(xGflSt))]+ = “t,G ≠ vG(f2(xGflSt)).

Let S Õ
t

™ St represent the set of super arms whose forming base arms’ membering groups satisfy their
thresholds, i.e., {S œ St : ’(G œ Gt), vG(f2(xt,GflS)) Ø “t,G}. The super arm regret is defined as the standard
–-approximation regret in CMAB:

Rs(T ) = –
Tÿ

t=1

opt(ft) ≠
Tÿ

t=1

u(f1(xt,St)),

where opt(ft) = maxSœSÕ
t
u(f1(xt,S)). Note that any optimal super arm Sú

t
œ arg max

SœSÕ
t
u(f1(xt,S)) is

restricted to satisfy all its corresponding groups and this will be further explained in Section 2.4.2. Otherwise,
the policy which always selects the optimal super arms will incur linear group regret.

The total regret is defined as a weighted combination of group and super arm regrets. We have been
inspired by the scalarization approach (Boyd & Vandenberghe, 2004) which has been used in multi-objective
reinforcement learning (Van Mo�aert et al., 2013) and in multi-objective multi armed bandits (Yahyaa et al.,
2014). We use a similar regret definition to that in (Yahyaa et al., 2014) where they use scalarized regret for
multi-objectives. This is also applicable to our case as we want to balance between prioritizing super arm
reward and group reward. Given the trade-o� parameter ’ œ [0, 1], we define it as

R(T ) = ’Rg(T ) + (1 ≠ ’)Rs(T ) . (1)

Setting ’ = 1 reduces the problem to satisfying problem in a combinatorial setup, while setting ’ = 0 reduces
the problem to regret minimization in standard CMAB (Chen et al., 2013).

2.4 Computation Oracle

In the traditional C3-MAB setting where group constraints are not considered, there exists one optimization
problem, namely identifying a super arm to play in each round (Chen et al., 2016a; Nika et al., 2020).
However, in our new setup where group constraints are considered, an additional optimization problem needs
to be solved to identify super arms whose comprising groups i.e., the groups that the base arms of the selected
super arm belong to satisfy their constraints. To do so, first we identify good subgroups and then filter out
the super arms whose intersections with groups is not a good subgroup.

2.4.1 Identifying good subgroups

We define a good subgroup of G to be any subset of G that satisfies G’s constraint. For instance, given
G = {1, 2, 3, 4}, “G = 6, and vG being the sum operator, then the following subsets are all good subgroups
as they all satisfy the constraint: {2, 4}, {3, 4}, {1, 2, 4}, {2, 3, 4}, {1, 3, 4}, {1, 2, 3, 4}. Then, given that f̂t,2

is the estimate of the base arm outcome used for computing group reward, f2, in round t, the good
subgroup identification problem in round t can be formally expressed as identifying the set Gt,good defined as
Gt,good := {GÕ ™ G | G œ Gt and vG(f̂t,2(xGÕ)) Ø “t,GÕ}. Thus, in round t, we have Gt,good = Oraclegrp(f̂t,2).

2.4.2 Identifying optimal super arm

Once Gt,good is identified, the next task is to identify the super arm that yields the highest reward. Using
the set of good subgroups returned by Oraclegrp, the optimization problem of finding the optimal super arm
in round t, St, given the estimate of the base arm outcome used for computing super arm reward, f̂t,1, can
be written as St = arg max

S
{u(f̂t,1(xt,S)) | S œ St and ’G œ Gt, S fl G œ Gt,good}. In other words, St is the

super arm that yields the highest reward calculated using f̂t,1 and whose intersections with any group is a
good subgroup (i.e., satisfies that group’s constraints). Then, we make use of an –-approximate oracle, called
Oraclespr, where u(f̂t,1(x

t,Oraclespr(f̂t,1)
)) Ø –◊ opt(f̂t,1). Our algorithm, which will be described in detail in

Section 3, will make use of both oracles. Lastly, it should be noted that both oracles are deterministic given
their inputs.
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2.5 Structure of Base Arm Outcomes

To ensure that the learner performs well, some regularity conditions are necessary on f . For our paper, we
model f as a sample from a two-output GP, defined below.

Definition 1. A two-output Gaussian Process with index set X is a collection of 2-dimensional random
variables (f(x))xœX which satisfy the condition that (f(x1), . . . , f(xn)) has a multivariate normal distribution
for all (x1, . . . , xn) and n œ N. The probability law of the GP is governed by its vector-valued mean function
given by x ‘æ µ(x) = E[f(x)] œ R2 and its matrix-valued covariance function given by (x1, x2) ‘æ k(x1, x2) =
E[(f(x1) ≠ µ(x1))(f(x2) ≠ µ(x2))T ] œ R2◊2.

We assume that we have bounded variance, that is, kjj(x, x) Æ 1 for every x œ X and j œ {1, 2}. This is a
standard assumption generally used in GP bandits (Srinivas et al., 2012).

2.6 Posterior Distribution of Base Arm Outcomes

Our learning algorithm will make use of the posterior distribution of the two-output GP-sampled function
f . Given a fixed N œ N we consider a finite sequence x̃[N ] = [x̃1, . . . , x̃N ]T of contexts with corresponding
outcome vector (2N -dimensional) r[N ] := [r(x̃1)T , . . . , r(x̃N )T ]T and the corresponding expected outcome
vector (2N -dimensional) f[N ] = [f(x̃1)T , . . . , f(x̃N )T ]T . For every n Æ N , we have r(x̃n) = f(x̃n) + ÷n

where ÷n is the noise corresponding to that outcome. The posterior distribution of f given r[N ] is that of a
two-output GP characterized by its mean µN and its covariance kN which are given as follows:

µN (x̃) = (k[N ](x̃))(K[N ] + ‡2I2N )≠1rT

[N ]
,

kN (x̃, x̃Õ) = k(x̃, x̃Õ) ≠ (k[N ](x̃))(K[N ] + ‡2I2N )≠1k[N ](x̃Õ)T .

Here k[N ](x̃) = [k(x̃, x̃1), . . . , k(x̃, x̃N )] œ R2◊2N and

K[N ] =

S

WU
k(x̃1, x̃1), · · · , k(x̃1, x̃N )

...
. . .

...
k(x̃N , x̃1) · · · , k(x̃N , x̃N )

T

XV

Overall, the posterior of f(x) is given by N (µN (x), kN (x, x)) and for each j œ {1, 2}, the posterior distribution
of fj(x) is N (µjN

(x), (‡jN
(x))2), where (‡jN

(x))2 = kjjN
(x, x). Moreover, the posterior distribution of the

outcome r(x) is given by N (µN (x), kN (x, x) + ‡2I2).

2.7 The Information Gain

Regret bounds for GP bandits depend on how well f can be learned from sequential interaction. The learning
di�culty is quantized by the information gain, which accounts for the reduction in entropy of a random
vector after a sequence of (correlated) observations. For a length N sequence of contexts x̃[N ], evaluations
of f at contexts in x̃[N ], given by f[N ], and the corresponding sequence of outcomes r[N ], the information
gain is defined as I(r[N ]; f[N ]) := H(r[N ]) ≠ H(r[N ]|f[N ]) where H(·) and H(·|·) represent the entropy and
the conditional entropy operators, respectively. Essentially, the information gain quantifies the reduction
in the entropy of f[N ] given r[N ]. The maximum information gain over the context set X is denoted by
“jN

:= supx̃[N]:x̃iœX ,iœ[N ] Ij(r[N ]; f[N ]).

It is important to understand that “jN
is the maximum information gain for an N -tuple of contexts from X .

For large context spaces, “jN
can be very large. As we have varying base arm availability from round to round

due to changing action sets, we only need to know the maximum information gain that is associated with a
fixed sequence of base arm contexts arrivals. As we have a finite maximum information gain, this motivates
us to relate the regret bounds to the informativeness of the available base arms. To adapt the definition of
the maximum information gain to our setup with changing action sets and to ensure tight bounds, we define
a new term “jT

. We let Zt µ 2Xt for t Ø 1 be the set of sets of context vectors which correspond to the base
arms in the feasible set of super arms St. We let z̃t := xt,S be an element of Zt for a super arm S and we
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Client 1 Client 2

Request A Request B Request C Request D Request E Request F Request A Request G Request HRequest C Request B Request F

Server

Client

Figure 1: Illustration of a privacy-aware federated learning setup. A central server can o�er di�erent clients,
who have varying privacy requirements, tasks that require the client to train a model using a given portion of
their local data set.

let z̃[T ] := [z̃T

1
, . . . , z̃T

T
]. Then the maximum information gain which is associated with the context arrivals

X1, . . . , XT is

“jT
= max

z̃[T ]:z̃tœZt,tÆT

I(rj(z̃[T ]); fj(z̃[T ])).

The information gain for any T element sequence of feasible super arms has a maximum given by “jT
. As it

will be shown in Section 4, our regret bounds depend on “jT
.

2.8 Motivation

Our setup is as depicted in Figure 1 and it is a crowdsourcing application. At each round t, |Gt| groups,
hence clients, are available. Each client has one or more requests and these client-request pairs correspond to
base arms, m œ Mt. Super arms are comprised of combinations of these pairs. The chosen super arm St

includes the client-request pairs having bold arrows. These pairs also have dashed arrows as they train their
data locally before sending their model back to the server. Base arm outcomes, namely f , are the amount of
information that the server retrieves and also the information leakage probability associated with each pair.
The amount of retrieved information which is related to super arm reward (u) is aimed to be maximized,
and the information leakage probability which is inversely related to the group reward (vG) is aimed to
satisfy a certain privacy threshold (“t,G). The context coming at each round t for a base arm m, denoted by
xt,m, is the data set usage percentage for each client-request pair and hence a�ects base arm outcomes. The
data set usage percentage a�ects information that the server retrieves since a higher percentage means the
client is using more of its data to train the model and this percentage also a�ects the information leakage
probability since training on larger portions of data set leads to more information leaked as explored in (Melis
et al., 2019) The server cares about the clients’ privacy requirements as privacy is an important factor which
influences the likelihood of a client enrolling in future crowdsourcing jobs. Essentially, a client is less likely to
participate in future crowdsourcing jobs from a server if the server repeatedly requests the client to perform
tasks which cause data leakage beyond the privacy leakage preference of the client. Also in this setup, it is
not possible for clients to reject tasks which are assigned to them, however, if the server assigns tasks which
disregard the privacy preference of the clients, the clients may leave after finishing their tasks and never join
for another crowdsourcing job with the same server which could be a serious problem. The clients leaving
corresponds to changing arm sets in this model since when a client leaves its corresponding requests are also
no longer available.

8
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Another motivation for our setup is movie recommendation with content caching. In this formulation, base
arms can be movie-user pairs and context can represent the alignment between the users’ interests and the
movies’ contents, which is captured by the rating. Groups can be taken to be the users that are in the same
location and super arms can again be the combination of various base arms. When a super arm is selected,
movies of the base arms that are contained in this super arm are cached in their respective locations, hence,
maximizing super arm reward is related to caching content that will be watched and liked by people. In this
problem, we want to identify which movies to recommend and cache and in which locations we should cache
these movies. Hence, we want to maximize the super arm reward which is a function of the ratings of the
movies that we recommend to the users, in order to cache these movies since they are rated highly. But we
also want to ensure that the movies that we cached at a certain location are well-liked on average by the
users at that location since this is the main goal of caching. This corresponds to maximizing group reward.
We give a more detailed explanation with mathematical notation for these two setups in Section 5.

3 Algorithm

We design an optimistic algorithm that uses GP UCBs in order to identify groups that satisfy thresholds
and super arms that maximize rewards. We name our algorithm Thresholded Combinatorial GP-UCB
(TCGP-UCB) with pseudo-code given in Algorithm 1. TCGP-UCB uses the double UCB principle, using
di�erent exploration bonuses for group and super arm selection. These bonuses are adjusted based on the
trade-o� parameter ’ given in the regret definition in equation 1.

For every available base arm, two indices which are upper confidence bounds on the two expected outcomes
are defined by considering the parameter ’ œ [0, 1]. Consider base arm m with its associated context xt,m.
We define its reward index as

it(xt,m) = µ1Jt≠1K(xt,m) + 1
1 ≠ ’

(


—1,t)‡1Jt≠1K(xt,m),

where µ1Jt≠1K(xt,m) and ‡1Jt≠1K(xt,m)2 stand for the posterior mean and variance. Similarly, we define the
satisfying index of base arm m as

iÕ
t
(xt,m) = µ2Jt≠1K(xt,m) + 1

’
(


—2,t)‡2Jt≠1K(xt,m).

We give the indices iÕ
t
(xt,m) to Oraclegrp, which returns the set of good subgroups, Gt,good. We form the set

of feasible super arms whose groups are expected to satisfy their constraints, Ŝ Õ
t
, by using the returned good

subgroups and St. Namely, we have that Ŝ Õ
t

= {S œ St : ’G œ Gt, S fl G œ Gt,good}. Then, we give the indices
it(xt,m) of the base arms that construct Ŝ Õ

t
to Oraclespr, which returns an –-optimal super arm.

Algorithm 1 TCGP-UCB
1: Input: X , K, M, ’; GP Prior: GP(µ0, k)
2: Initialize: µ0, k
3: for t = 1, . . . , T do
4: Observe base arms in Mt, their contexts Xt, their groups Gt, and feasible super arms St

5: for xt,m : m œ Mt do
6: Calculate µJt≠1K(xt,m) and ‡Jt≠1K(xt,m)
7: Compute indices it(xt,m) and iÕ

t
(xt,m)

8: end for
9: Gt,good Ω Oraclegrp(iÕ

t
(xt,m)mœMt , Gt)

10: Form the set Ŝ Õ
t

using Gt,good and St

11: St Ω Oraclespr(it(xt,m)
mœŜÕ

t
, Ŝ Õ

t
)

12: Observe base arm outcomes r, collect group rewards VG and super arm reward U
13: end for

9
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4 Theoretical Analysis

Next is our main result which asserts a high probability upper bound on the total regret of our algorithm in
terms of “

T
. The supplemental document contains further details and proofs of our results, most of which

follow directly from those of (Nika et al., 2021). Throughout this section, we take j œ {1, 2}.
Theorem 1. Super arm regret and group regret incurred by TCGP-UCB in T rounds are upper bounded with
probability at least 1 ≠ ” where ” œ (0, 1), T œ N and —t = 2 log (Mfi2t2/3”) as follows:

Rg(T ) Æ


C1(K)—T KT“2T
,

where C1(K) = 2B2( ’+1

’
)2(⁄ú(K) + ‡2) and

Rs(T ) Æ


C2(K)—T KT“1T
,

where C2(K) = 2BÕ2( 2≠’

1≠’
)2(⁄ú(K) + ‡2). Hence, the total regret is bounded by:

R(T ) Æ


C(K)—T KT“
T

,

where C(K) = 8(B + BÕ)2(⁄ú(K) + ‡2) and “
T

= max{“1T
, “2T

}.

Remark 1. Note the dependence of the bounds on the maximum eigenvalue of all covariance matrices
throughout all rounds, denoted by ⁄ú(K), which is a function of K. The worst cases upper bounds on ⁄ú

are known to be O(K) (Zhan, 2005), in which case we obtain linear dependence on K in the regret bounds.
This dependence comes from the fact that base arm outcomes are not independent of each other. On the
other hand, when the base arm outcomes are all independent, the covariance matrices in each round would be
diagonal with ⁄ú = maxtÆT,kÆK ‡2

jJt≠1K(xt,k) Æ 1, and thus, we incur regret bounds of the form O(


KT“
T

).

Next, we state lower and upper bounds on “
T

in terms of the classical information gain. This gives us a
measure of how tight our bounds are with respect to previous bounds in the GP bandit literature.
Theorem 2. Letting T =

q
T

t=1
|St| be the sum of cardinalities of selected actions up to time T , we have that

“
T

Æ “
T

.

Furthermore, if |St| = K and Xt = X , for all t œ [T ], then we have

1
K

“KT Æ “
T

Æ “KT .

Using this characterization of “
T

, we can now provide a regret bound that depends on the classical notion of
maximum information gain.
Theorem 3. Fix ” œ (0, 1) and let T, K œ N. Under the conditions of Theorem 1 and assuming that |S| = K

for any S œ S, let T =
q

T

t=1
|St|. Then, the total regret incurred by TCGP-UCB in T rounds is upper

bounded with the following with probability at least 1 ≠ ”:

R(T ) Æ
Ò

C(K)—T KT“
T

,

where

“
T

= max
j

max
AµX :|A|=T

Ij(rj(zA); fj(zA)) (2)

while C and —T are the same as in Theorem 1.

Finally, using kernel-dependent explicit bounds on “
T

given in (Srinivas et al., 2012; Vakili et al., 2020), we
state a corollary of Theorem 3 that gives similar bounds on the total regret incurred by TCGP-UCB.

10
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Corollary 1. Let ” œ (0, 1), T, K œ N and let X µ RD be compact and convex. Under the conditions of
Theorem 3 and for the following kernels, the total regret incurred by TCGP-UCB in T rounds is upper bounded
(up to polylog factors) with probability at least 1 ≠ ” as follows:

1. For the linear kernel we have: R(T ) Æ Õ
1

⁄ú(K)DKT
2

.

2. For the RBF kernel we have: R(T ) Æ Õ
1

⁄ú(K)
Ô

DKT
2

.

3. For the Matérn kernel we have: R(T ) Æ Õ
!
⁄ú(K)T (D+‹)/(D+2‹)

"
,

where ‹ > 1 is the Matérn parameter.

5 Experiments

We perform two sets of experiments. In the first one, we use a synthetic-data set and a privacy-aware federated
learning setup to show that our algorithm outperforms the non-GP state-of-the-art while maintaining user
privacy requirements. In the second experiment, we consider a content caching-aware movie recommendation
setup. We also perform further simulations in Appendix B to investigate the e�ect of the trade-o� parameter,
’.

5.1 Privacy-aware federated learning

5.1.1 Setup

We consider a privacy-aware federated learning setup comprised of a server and clients. The server’s
goal is to train a model using clients’ data. However, clients do not wish to directly share their data
with the server and instead train the model on a portion of their local data set, with the portion
decided by the server, which they then send to the server. Thus, in each round, the server must
serve requests to the available clients and select the portion of their data set to locally train on. More-
over, each client has di�erent privacy requirements regarding the maximum amount of data that can be leaked.

In each round, we simulate the number of available clients using a Poisson distribution with mean 50. Then,
the server can make a request to each client to ask them to use x portion of their data set for training the
local model and then send the updated model to the server. We allow for x œ {0.01, 0.02, . . . , 1.00}. Thus,
for each client there are 100 possible requests. We then represent each request-client pair as a base arm with
a one-dimensional context in [0, 1] that represents how much of the data set the request asks for the client
to use. We allow for the same client to receive multiple requests, as a client may have di�erent local data
sets on which he can train multiple local models. The maximum number of requests that each client can
simultaneously receive in one round follow a Poisson distribution with mean 5.

After picking base arms (i.e., client-request pairs), the clients train the models on their local data sets and
then return their model updates. We model the amount of useful information that the server gained from
each request as a sigmoid-like function. More specifically, given context x, we have that the expected super
arm outcome of x is f1(x) = 1

1+exp(5≠10x)
. This model is justified by observing that very little data leads to

overfitting and hence the first flat region for small x, and once the amount of data surpasses some threshold,
noticeable gain in the amount of useful information transferable from the local model can be seen, hence the
linear portion of f1. Lastly, as the amount of data keeps increasing, we have diminishing returns in the
amount of useful information, captured by the flat region of f1 for large x. Then, the super arm reward is
the sum of all the information learned from all requests. Thus, u(f1(xS)) =

q|S|
i=1

f1(xi).

We model each client’s privacy requirement using a privacy leakage threshold in [0, 1], where clients intend
for the amount of information leaked from their local data set to be below this threshold. When clients train
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on larger portions of their data sets, more of their training set and hence information is leaked (Melis et al.,
2019). We model this leakage as f2(x) = 0.05 + 0.95 exp(≠5x). We justify this model by first noting that if
very few training samples are used, then near-exact versions of the training samples can be extracted from
the model updates or gradients (Melis et al., 2019). However, as the number of training samples increases,
the leakage also decreases but never goes to 0. Finally, defining groups as set of client-request pairs from the
same client, group reward–better called loss in this scenario–is the total leakage amount of all the requests of
the client.4

5.1.2 Algorithms

We run the simulation using a slightly modified version of our algorithm, STCGP-UCB, and the non-GP
C3-MAB state-of-the-art algorithm, ACC-UCB of (Nika et al., 2020).

STCGP-UCB
We run a slightly modified version of our algorithm that uses sparse appromixation to GPs, called STCGP-
UCB, where we use the sparse approximation to the GP posterior described in (Titsias, 2009). In this sparse
approximation, instead of using all of the arm contexts up to round t to compute the posterior, a small
s element subset of them is used, called the inducing points. By using a sparse approximation, the time
complexity of the posterior updating procedure reduces from O(K3 + (2K)3 + . . . + (KT )3) = O(K3T 4) to
O(s2KT 2). In our simulation, we set s = 10. We also set ” = 0.05, ’ = 0.5, and use two squared exponential
kernels with both lengthscale and variance set to 1.

ACC-UCB
We set v1 = 1, v2 = 1, fl = 0.5, and N = 2, as given in Definition 1 of (Nika et al., 2020). The initial (root)
context cell, X0,1, is a line centered at (0.5).

5.1.3 Results

We run the simulation for 100 rounds with eight independent runs, averaging over the results of each run.
We plot the super arm and group regret in Figure 2. First, notice that ACC-UCB incurs linear group regret
as it does not take group thresholds into account. On the other hand, STCGP-UCB incurs very low group
regret as it accounts for group thresholds. Additionally, the super arm regret of STCGP-UCB is less than
that of ACC-UCB, indicating that even though STCGP-UCB is balancing between minimizing both group
and super arm regret, it still outperforms ACC-UCB. This is likely due to the use of GPs, which allow for
faster convergence to f .

5.2 Caching-aware movie recommendation

5.2.1 Setup

We evaluate the proposed algorithm in a real-world data set where our setup, similar to that of (Nika et al.,
2021), is movie recommendation with content caching. We use the MovieLens 25M data set with a slight
modification (Harper & Konstan, 2015). This data set consists of users, movies, and the ratings given to the
movies by users. In order to motivate our definition of groups, we also add a randomly generated location for
each user coming from a set of 10 di�erent locations and define movie-user pairs (i.e., base arms) that have
the same location as a group. Moreover, every movie has genre metadata coming from a group of 20 genres
such as, but not limited to, action, adventure, and comedy. Every rating given to a movie by a user falls
between 0.5 and 5.0, with increments of 0.5. In this data set, we take into account only the ratings after 2015
and users who have rated at least 200 movies.

In each round t, we randomly choose Ht movies from the available set of movies, where Ht is Poisson
distributed with a mean of 75. Next, we randomly select Pt users who have reviewed the selected movies,
where Pt is Poisson distributed with a mean of 200. If a user j has rated a movie i, then the context of this

4Even though group reward is defined as the non-leakage probability, considering it as the total leakage is also acceptable as
our proofs still hold.
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Figure 2: Cumulative super arm and group regret of ACC-UCB and STCGP-UCB. Super arm and group regret
are represented by blue and orange, respectively. Moreover, ACC-UCB and STCGP-UCB are represented by
solid and dashed lines, respectively. Shaded regions indicate ± std.

base arm (i.e., the pair of movie i and user j) is given by xi,j . This context is computed as xi,j = Èuj , giÍ/10,
where uj is the average of the genres of the movies that user j rated, weighed by their rating, gi is the genre
vector of movie i, and 10 is a normalizing factor5.

We let movie-user pairs that are in the same location be groups and combinations of various movie-user pairs
be super arms. We let the feasible set of super arms be any super arm with a size of K = 20. The expected
base arm outcome function that is used for super arm reward computation, f1, is given by f1(xi,j) = x and
the super arm reward is calculated as:

u(f1(xt,S)) =
Ptÿ

j=1

Htÿ

i=1

f1(xi,j).

This is motivated by the fact that when we are trying to maximize super arm reward, we are actually trying
to pick the super arm whose base arms (i.e., movie-user pairs) are the ones in which the users’ interests were
aligned with the genre of the movies that were recommended to them.

Then, we define the expected base arm outcome function that is used for group reward computation, f2, as
f2(xi,j) = 2/(1 + e≠4xi,j ) ≠ 1 and calculate the group reward according to the Dixit-Stiglitz model, as used in
the simulations of (Chen et al., 2018), given by

vG(f2(xGflSt)) =
Ht,lÿ

i=1

Q

a
P

i
t,lÿ

j=1

f2(xi,j)3

R

b

1/3

,

where P i

t,l
is the number of users who have rated the ith movie and reside in the lth location, and Ht,l is the

number of movies that have been rated by at least one user residing in the lth location. Notice that this is a
submodular function and the generality of our method enables us to deal with such functions. The movies
of the base arms of the chosen super arm are cached, therefore, groups want to have their base arms to be
contained in the selected super arm as much as possible, hence, the outcome function f2 is a sigmoid-like
function which gives a higher weight to the movies having a higher rating. On the other hand, the outcome
function f1 is the identity function and treats all the base arms fairly without favoring one over the other.
Lastly, we get the random outcome used in our simulations by adding zero-mean Gaussian noise with standard
deviation 0.05 to the expected outcomes.

5We divide by 10 and not 20 to normalize the context because the maximum number of genres that a movie has in the data
set is 10.
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5.2.2 Algorithms

We run the simulation using the same algorithms as the previous simulation, namely our algorithm with a
sparse GP approximator, STCGP-UCB, and the non-GP C3-MAB state-of-the-art, ACC-UCB of (Nika et al.,
2020).

STCGP-UCB In our simulation, we set the number of inducing points to s = 5. We also set ” = 0.05,
’ = 0.5, and use two Matern kernels with both lengthscale and variance set to 1.

ACC-UCB
We set v1 = 1, v2 = 1, fl = 0.5, and N = 2, as given in Definition 1 of (Nika et al., 2020). The initial (root)
context cell, X0,1, is a line centered at (0.5).

5.2.3 Results

We run the simulation for 200 rounds with twenty independent runs, averaging over the results of each run.
We plot the cumulative super arm reward of each algorithm divided by that of the benchmark in Figure 3.
As seen in the Figure, both algorithms managed to quickly learn which contexts are high-outcome, when
it comes to the super arm reward. However, TCGP-UCB clearly learns much faster than ACC-UCB. In
just t = 26 rounds, TCGP-UCB achieves an average cumulative reward of 0.80 ± 0.11, whereas it takes
ACC-UCB more than twice as many rounds to reach the same reward; it reaches 0.80 ± 0.06 in round t = 59.
Moreover, the final cumulative reward of TCGP-UCB is also higher than that of ACC-UCB, albeit not by
much: 0.988 ± 0.031 compared with 0.970 ± 0.027. Both the quickness of learning and higher final reward can
likely be attributed to the fact that TCGP-UCB uses a GP, whose posterior update allows for faster learning
than the adaptive discretization approach of ACC-UCB.

We also recorded the number of satisfied groups in each round for each algorithm. In other words, we
kept track of the percentage of groups corresponding to the picked super arm in each round had their
constraints met. We plot this result in Figure 4. First, we observe that the percentage of group constraints
that TCGP-UCB satisfies quickly converges above 0.95 in 50 rounds. However, ACC-UCB struggles greatly
with satisfying group constraints and manages to converge to around 50% of group constraints met. This
discrepancy is simply because TCGP-UCB takes group constraints into account, while ACC-UCB does not.
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6 Conclusion

We considered the C3-MAB problem with semi-bandit feedback, where in each round the agent has to play a
feasible subset of the base arms in order to maximize the cumulative reward while satisfy group constraints.
Our setup was motivated by privacy aware federated learning, where the goal is to optimize overall training
result while satisfying clients’ privacy requirements. Under the assumption that the expected base arm
outcomes are drawn from a two-output GP and that the expected reward is Lipschitz continuous with
respect to the expected base arm outcomes, we proposed TCGP-UCB, a double UCB algorithm that incurs
Õ(


KT“

T
) regret in T rounds. In experiments, we showed that sparse GPs can be used to speed up UCB

computation, while simultaneously outperforming the state-of-the-art non-GP-based C3-MAB algorithm in
a synthetic and real-world setup. Our comparisons also indicated that GPs can transfer knowledge among
contexts better than partitioning the contexts into groups of similar contexts based on a similarity metric.
An interesting future research direction involves investigating how dependencies between base arms can be
used for more e�cient exploration. Then, when the oracle selects base arms sequentially, it is possible to
update the posterior variances of the not yet selected base arms by conditioning on the selected, but not yet
observed, base arms.
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