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ABSTRACT

Differential privacy (DP) is widely employed in machine learning to protect confi-
dential or sensitive training data from being revealed. As data owners gain greater
control over their data due to personal data ownership, they are more likely to
set their own privacy requirements, necessitating individualized DP (IDP) to fulfil
such requests. In particular, owners of data from more sensitive subsets, such as
positive cases of stigmatized diseases, likely set stronger privacy requirements, as
leakage of such data could incur more serious societal impact. However, exist-
ing IDP algorithms induce a critical utility imbalance problem: Data from own-
ers with stronger privacy requirements may be severely underrepresented in the
trained model, resulting in poorer performance on similar data from subsequent
users during deployment. In this paper, we analyze this problem and propose the
INO-SGD algorithm, which strategically down-weights data within each batch to
improve performance on the more private data across all iterations. Notably, our
algorithm is specially designed to satisfy IDP, while existing techniques address-
ing utility imbalance neither satisfy IDP nor can be easily adapted to do so. Lastly,
we demonstrate the empirical feasibility of our approach.

1 INTRODUCTION

Machine learning (ML) focuses on building a model that draws patterns from existing data so that it
can be applied to future prediction tasks. Since data is essential yet always scarce, model owners who
possess and train ML models often have to collect data from individual data owners. For example,
medical institutes acquire data from hospitals to train a model that predicts the risk of heart diseases
(Panagopoulos et al.,|2022). To build the best model, model owners should ideally be allowed to use
all data without restrictions. However, this brings potential threat to data owners’ privacy when some
third-party users access the trained model. For example, adversarial techniques such as membership
inference attacks (Shokri et al.} 2017) can reveal identity or sensitive data. Thus, model owners must
ensure data privacy when training models to achieve a long-term healthy collaboration.

Existing works have established advanced techniques to represent and preserve privacy. Differential
privacy (DP) introduced by [Dwork] (2006)) is a widely accepted measure of privacy. The core intu-
ition behind DP is that personal information is protected if for any individual datum d, any dataset
with d results in a trained model that is almost indistinguishable from another model trained on the
same dataset without d with regards to a predetermined privacy budget set by data owners. Then
a potential attacker cannot tell for certain from the trained model whether an individual datum is
present in the dataset. Based on DP, many differentially private ML (DP-ML) techniques have been
developed and deployed, including differentially private stochastic gradient descent (DP-SGD)
(Abadi et al., 2016), where Gaussian noise is used to perturb the gradient at each SGD step.

With rising awareness of data protection and privacy, many laws have legally enforced personal
data ownership, such as General Data Protection Regulation (GDPR) (Regulation, 2018) in the
European Union and California Consumer Privacy Act (CCPA) (Pardaul 2018) in the United States.
Such laws state that data are legal properties of their owners, which entitle data owners to decide the
extent to which model owners can use their data and hence indicate their own privacy requirements.
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In practice, privacy requirements can vary across data owners (Berendt et al., 2005} Jensen et al.,
20035)). For example, owners of data from more sensitive subsets (e.g., positive cases of stigmatized
diseases, historically disadvantaged races) may require stronger privacy in classification tasks as
data leakage could incur discrimination or denial of services (Best & Arseniev-Koehler, [2023; [Lai
& Tanner, [2022)). At first glance, a model owner can fulfil such individualized differential privacy
(IDP) requirements by maintaining the strongest level of privacy across all data owners. However, as
described by the privacy-utility tradeoff (Makhdoumi & Fawaz, 2013), using the strongest DP
level undesirably reduces the utility (performance) of the trained ML model. To exploit each
owner’s privacy budget as much as possible (to attain highest utility), Boenisch et al.|(2024)) proposes
individualized DP-SGD (IDP-SGD) to achieve IDP, which we introduce in detail in Sec.

However, (I) does IDP-SGD have any limitation, such as when data owners holding different
groups of data within the data space have different privacy requirements? For example, in
classification problems, each class might have different privacy requirements; privacy requirements
may vary across categories of data sharing similar traits (e.g., different types of the same disease).
In Sec.[3.1] we show that IDP-SGD has the following issue: when data owners with exclusive data
have different IDP requirements, the trained ML model may have lower utilities for the more private
owners. During deployment, the imbalanced utilities will negatively affect the model owner (e.g.,
medical institute with a disease model) and subsequent users (e.g., patients with the same diseases
as the more private owners) affected by the model’s decisions. This leads to the next question: (II)
Can we proactively correct this IDP-induced utility imbalance across data owners? To address
this, we propose the individualized noisy ordered SGD (INO-SGD) algorithm in Sec. Our
key idea is that we should down-weight certain less important gradients, which in our case
harm the model, as they worsen the imbalance and distract the model from learning the more
difficult data, which would be from the more private owners or harder-to-predict data from
less private owners. Importantly, the algorithm has to be specially designed such that it still satisfies
each data owner’s IDP requirement, and we explain in Sec. why existing techniques addressing
data imbalance cannot be easily adapted to do so. We theoretically analyze the benefits of INO-SGD
in Sec. [3.3]and demonstrate its empirical performance in Sec. 4]

2 BACKGROUND AND RELATED WORKS

2.1 (INDIVIDUALIZED) DIFFERENTIAL PRIVACY

Let D be the collection of datasets. Two datasets D, D? € D are neighboring with regards to
datum d if they differ only by d (i.e., D A D? = {d}, where /A denotes symmetric difference). A
randomized algorithm A : D — Q takes in a (training) dataset D € D and returns a (randomized)
output vector w € © C R". Let p denote the distribution of A(D ) Dlﬁ”erennal privacy (DP)
(Dworkl [2006) works by comparing the output distributions pZ2 4 and ph 4 when algorithm A takes
in neighboring datasets D and D?. Intuitively, prlvacy is protected if any attacker cannot easily
distinguish the output distributions produced by any pair of neighboring datasets. In App.[B.T] we
introduce different notions of DP, including (e, §)-DP (Dwork et al., 2006) and Rényi DP (Mironov,
2017), which differ in how the difference between p’y and p A" is measured. All these notions
involve a parameter € > 0 called privacy budget: a smaller € (close to 0) requires both distributions
to be more indistinguishable, and hence corresponds to stronger privacy.

Suppose there are N data owners [N] := {1,2,--- , N} with subsets (D,,),¢[n] and privacy budgets
€= (ﬁn)ng[ N1- Individualized DP (IDP) works by restricting the difference in output distributions
pﬁ and pr by the unique privacy budget of the differing datum d’s owner, o(d). Formally,

Definition 2.1 (IDP (Alaggan et al.,[2016)). A randomized algorithm A : D — €2 satisfies (€, 0)-
individualized differential privacy ((e, §)-IDP) if for any datum d, any pair of neighboring datasets
D, D% € D such that D A D¢ = {d} and every possible output set O C £2,

Pr[A(D) € O] < e®@ - Pr[A(D?) € O] + 4.

A satisfies («v, €)-individualized Rényi DP ((cx, €)-IRDP) if for any datum d and any pair of such D
and D9, the Rényi divergence of order Qo(q) (see App. -D between pL 2 and p 1 satisfies

Do) (% ||pA ) < €o(a)-
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Through algorithm .4, owners with smaller privacy budgets €,, attain stronger privacy. To fulfil IDP,
Boenisch et al| (2024) proposes two IDP-SGD variants, SAMPLE and SCALE (refer to App. [B.2).
SAMPLE samples owner n’s data using an individualized samplmg rate q,; SCALE controls the
algorithm’s modular sensitivity A% := supp x pa_ iy A(D A(D?)|| with respect o each datum
d, which ensures the maximum change a datum can bring is restrlcted by its owner’s privacy budget.
To achieve this, SCALE scales each individual gradient g4 such that its norm does not exceed its
owner o(d)’s individualized clipping threshold C,qy. The processed gradlents are then summed
up and perturbed by a Gaussian noise of 0,. (r-sized zero vector) mean and 0L,y (r x r identity
matrix) variance where o is the noise scale. The privacy guarantee of IDP-SGD is as follows:

Theorem 2.2 (Privacy of IDP-SGD (Boenisch et al.| 2024)). IDP-SGD running for T iterations
satisfies (e, €)-IRDP, where €, = 2T a,q-C; /o>

2.2 DATA IMBALANCE AND RELEVANCE TO THIS WORK

In this section, we introduce the data imbalance issue in ML and its relevance to this work. Let 8 be
model parameters and ¢(6; d) denote the loss on datum d under 6. Let £L(6; D) == >, £(0;d)
be the optimization objective (empirical loss). Suppose the training set can be partitioned into dis-
joint groups of data g;, g,,- -+ , gy such that data within each group share similar traits and data
across different groups have different traits. Thereby, each group has its own optimization objective
L, (0) == L(0; g,,). Data imbalance refers to (1) the imbalance in sizes of different groups in the
training set (hence in each sampled batch of gradient-based algorithms under uniform sampling),
that is, |g|, g5, -+ ,|gn| differ significantly. For example, class imbalance (Niaz et al., 2022)
exists when the training set D is partitioned based on class labels.

Data imbalance has two major negative impacts on gradient-based training algorithms such as SGD:
minority initial drop (MID) (Ye et al.||2021)) and biased optimization objective (BOQO). We illustrate
them by showing a typical learning curve under data imbalance in Fig. [I(a)| considering 2 groups,
minority group g; (RED) and majority group g, (BLUEﬂ MID refers to an initial drop or fluctuation
in model utility on minority group g;, while utility on majority group g, improves as normal. As
shown in Fig. @} let Gy, and Gy ,, denote the summed gradient of g, and g, used to update
model parameters from 6;_; to 6 at iteration ¢. Let Z; denote the angle between Gy, and Gy g, .
Francazi et al.|(2023) shows that for full-batch gradient descent to ensure the losses for both groups
strictly decrease (in expectation) at iteration ¢, Z; has to satisfy the following condition (Cond. (I)):

1+ cos (Z4) HG’ g2” > 0. (1)

At earlier iterations, when 6, _1 is far from the optimum for both groups, every individual gradient
is large. Thus, the magnitude HGt,gz H for majority group g, is much larger than HGt,gl H since it
contains more gradients. The angle Z; is expected to be large as the directions of Gy, and Gy g,
differ when the two groups have different optimization objectives. As cos (£;) and hence the left-
hand side of Cond. (I) are negative, Cond. (I) is not satisfied. Thus, when the loss for majority
group g, decreases, the loss for minority group g; may not. The loss for g, is only guaranteed
to decrease when Cond. (I) is satisfied after more iterations: as the model parameters approach
the optimum of g,, the gradients in g, become small in magnitude, making the left-hand side of
Cond. (1) positive. BOO applies to the final optimum found as shown in Fig. when there are
sufficient iterations for the model to converge. The training process will focus more on reducing
the expected loss Ege,, [¢(0; d)] for majority group g,. This is because with more data from g, a
decrease in Egyeg, [¢(6; d)] will bring a larger decrease in the objective £(0; D) = L1(0) + L2(0)
than a decrease in Eqc g, [€(6; d)]. Therefore, BOO biasedly results in less optimal utility for g; .

At first glance, readers may think that MID is less harmful than BOO because MID would disappear
with more iterations. However, this is not true under (I)DP which only allows a limited number
of iterations. It is possible that the privacy budgets are used up when MID still goes on, causing
a significantly low utility for the minority groups, especially when the ML task is difficult (shown
later in Sec. EI), making MID more harmful. Thus, under (I)DP we should focus on the entire
learning dynamics, which refers to the model utility for each group at every stage of training.

In our work, however, we do not assume data imbalance (f) (i.e., each owner can have a similar
number of data). Instead, we focus on how IDP induces the same impacts MID and BOO for

"This can be generalized to multiple groups (Francazi et al.,[2023).
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Figure 1: Graphical illustration of traits and causes of Figure 2: Illustration of IDP-
MID and BOO under data imbalance. MID happens at induced utility imbalance with 2
earlier stages due to imbalanced gradients, while BOO de-  data owners, BLUE (less private) and
scribes the final stage where the trained model favors ma- RED (more private). Model parame-
jority classes. Here BLUE and RED optimum refer to the op-  ters 0 are updated in a direction that
timizers within the group (i.e., arg ming £(0; g, or g,)).  reduces BLUE’s loss but increases RED.

gradient-based algorithms, which lead to utility imbalance across different groups. In Sec. and
App.[B.3] we explain why this cannot be solved in the same way as existing methods tackling data
imbalance. A separate branch of works on DP and biasedness of ML models is disparate impact of
DP (Bagdasaryan et al.,[2019), which studies how DP-ML models exacerbate data imbalance in the
training set. Our work differs as we consider IDP and focus on the underrepresentation of data
from the more private owners. The training set itself is not necessarily imbalanced.

3 METHODOLOGY

3.1 IDP-INDUCED UTILITY IMBALANCE

We consider the setting where the training set still contains disjoint groups of data g;, g5, - , gx
with respective optimization objectives L, (0), but the training set D can be fairly balanced and
each group is of similar size. In this section, we show that MID, BOO and utility imbalance
can still occur when owners of data from different groups have different IDP requirements.
For example, when owners of positive-case data of stigmatized diseases prefer stronger privacy in
classification tasks, IDP can induce utility imbalance (see App.[A.3|for more examples).

We first give the intuition why utility imbalance can still arise from both the SAMPLE and SCALE
variants of IDP-SGD on balanced datasets. We demonstrate with 2 data owners BLUE (less private)
and RED (more private) and plot visualizations in Fig.[2]

* SAMPLE: In SAMPLE, data owners share the same clipping threshold but have different sampling
rates. App. [C.I.T|shows that the sampling rate for a less private owner can be significantly larger
than a more private one. Thus, in Fig. there are more gradients from BLUE than RED at each
iteration. Since all gradients are clipped to the same magnitude, the sum of clipped gradients from
BLUE is much larger in magnitude than RED, causing MID to occur. Similarly, the training focuses
more on reducing the expected loss of BLUE than RED and BOO occurs.

* SCALE: In SCALE, data owners share the same sampling rate but have different clipping thresh-
olds. App. [C.I.T] shows that the clipping threshold for a less private owner can be significantly
larger than a more private one. Thus, in Fig. although the numbers of gradients from both
owners are similar, each clipped gradient from BLUE has a much larger magnitude than RED. The
magnitude of BLUE’s summed gradients is thus much larger than RED and MID occurs. Such biased
gradients similarly focus more on reducing the expected loss of BLUE than RED and BOO occurs.

Next, we present the following theorem to theoretically justify why data from the more private
owners might not have a decreasing loss under IDP (and hence their utilities may drop):

Theorem 3.1 (Informal). Consider two data owners with subsets D1, Ds, sampling rates q1, q2 and
clipping thresholds C1, C. At each iteration t, if the following condition (Cond. (2))
14 cos(ét)% >¢ (2)

is satisfied with ¢ > 0 being a problem-specific term, by choosing a sufficiently small learning rate 1,
the expected losses for both owners are guaranteed to decrease under standard assumptions. When
Cond. is not satisfied (e.g., < 0), the loss for owner 1 may increase (MID).
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App. [C.1.2]proves and further discusses the theorem. Cond. () suggests that when the two owners
have different optimization objectives (£, is large and cos(Z;) < 0) and similar number of data
(|D1| = |Ds]), the more private owner 1 who has a much smaller sampling rate ¢; or clipping
threshold C; in the denominator (hence left-hand side of Cond. (Z) < 0) could suffer from an in-
creasing loss. Unlike Cond. (for data imbalance), Cond. (for IDP-induced utility imbalance)
requires a problem-specific term ¢ > 0 due to IDP-SGD components such as individualized clip-
ping which also makes it harder to satisfy. For the IDP-SGD algorithm, as the clipping thresholds
are fixed, Cond. (2) may remain unsatisfied across many iterations for some owners (e.g., the more
private owner or minority group). Thus, MID becomes longer and more severe.

Undesirability of IDP-induced utility imbalance. If the ML model has significantly lower utility
on some group (e.g., due to positive-case patients having stronger IDP requirements), the model
owner and subsequent users with data in such group who are impacted by the model decisions are
affected. Thus, the model owner must address such IDP-induced utility imbalance during training
to improve the utilities of worst-off groups during deployment (see App. [A.3).

Unsuitability of existing works. App. gives a detailed review of existing works (possibly
loosely) related to utility imbalance and their unsuitability to tackle IDP-induced utility imbalance
under IDP. To summarize, we classify existing works into three categories:

(1) Correcting data/class imbalance: This category is the most relevant as they also seek to correct
utility imbalance across groups. Their core idea is to control the per-group summed gradients
HGt, . H in Cond.gl to obtain more balanced gradients to reduce MID and BOO. We note that
adapting such works either (a) violate IDP requirements (e.g., by upscaling or oversampling the
minority groups (He & Garcial, 2009)), (b) under-utilize the IDP budgets and give lower overall
utility (e.g., by downscaling or undersampling the majority groups (He & Garcial |[2009)), or (c)
have their effects eliminated by clipping (e.g., rescaling the loss function (Japkowicz, 2000)).
Correcting DP-exacerbated accuracy disparity (Bagdasaryan et al.,|2019; |Tran et al.| [2021a;
Xu et al.,|[2021): These works do not satisfy IDP and are tailored to DP’s disparate impact from
clipping and noise addition, yet IDP-induced utility imbalance arises from an orthogonal cause.
Achieving group/individual fairness: These works seek to achieve similar predic-
tions/behaviors across protected groups, which greatly differs from our goal to achieve similar
model utilities across data owners. Thus, we do not compare with this category of works.

2

3

Thus, there is no prior work that addresses IDP-induced utility imbalance or can be easily adapted
to do so. Our work seeks to fill this gap while still adhering to each owner’s IDP preference.

3.2 THE INO-SGD ALGORITHM

Samples in descending order of loss in B,

w(1) w(2) w(9) 7(10)
I I [

Per-sample clipping I
thresholds, C, )

The imbalanced gradient, sampling rate and clip-
ping threshold (Fig. 2] & Cond. ) in IDP-SGD
cause the IDP-induced utility imbalance (MID and

1 H Average
Batch importance H impotrtance
function (BIF) scqrep |

BOO) and must be addressed. While gradients = " o —— N — o,
from the more private owners cannot be upscaled , Ry kept) | oty creaet
Per-sample gradient 1 i( y T) t ('H y‘ O D}D

due to IDP, approaches that downscale gradients
from the less private owners would waste privacy
budgets and lead to a lower overall utility due to
the privacy-utility tradeoff (see App.[C.2.]for fur-
ther discussions and[D.T.3|for empirical evidence).
How can we instead strategically discard the less
important information (e.g., from less private
owners) while retaining the most important in-
formation? The importance of gradient informa-
tion of each datum in batch B; at iteration ¢ di-
rectly correlates with their individual loss values
(Kawaguchi & Lul [2020; |Shrivastava et al., [2016)).
Thus, at first glance, the solution should keep only

norm upper bound !

Figure 3: Graphical illustration of the INO-
SGD algorithm. At iteration ¢, a batch B;
(e.g., 10 data) is sampled. The gradients
are computed and sorted by descending loss.
INO-SGD calculates the average importance
score of each gradient by integrating the im-
portance function within its associated interval.
By multiplying the clipped gradients to their
scores, important gradients are fully kept while
less important ones are partially discarded.

the gradients with highest-y losses or discard the gradients with smallest-u losses. However, these
simple approaches violate IDP by increasing the algorithm’s modular sensitivity (see App.|C.2.1).
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To exploit the order of lossesE] while still preserving IDP, we devise a unique algorithm, individual-
ized noisy ordered SGD (INO-SGD) (Fig.[3). The key intuition behind INO-SGD is as follows:

When a new datum is added, INO-SGD first ex-
amines if its gradient g, is important based on the

When I'; > v When I'; < vy
rank of d’s loss. If it is deemed important, INO- Arranged Arranged
SGD simply clips it to its clipping threshold C,(4); - % cIipPinEQIthiESholds
otherwise, INO-SGD restricts its norm to an up- —T,— T,
per bound smaller than C, 4y, which makes room 1’- \ -
to upscale other more important gradients while ~ ‘.\ 0
the total change is capped by C,(q), thus ensur- K —— | ——

ing modular sensitivity AdA < Cy(q) and achieving
IDP (further intuition is given in Sec. [3.3.1).

Specifically, INO-SGD adopts a “continuized”
view of each datum’s gradient as a collection of
infinitely small gradient pieces whose loss values
are all equal to the datum’s loss (see Fig. [3). For
each datum d, at most a total of C’O(d) of its gradi-
ent pieces are kept and the rest are discarded to ensure modular sensitivity Ai < Cy(q)- Hence, the
sum of gradient pieces is at most I'; := 3, B, Co(a)- Suppose all kept gradient pieces are ordered
in descending order of loss. An importance function assigns an importance score between 0 (least
important) and 1 (important) to each gradient piece, which indicates how much of the piece will be
eventually kept. Moreover, since the summed gradient will be made noisy, INO-SGD only assigns
low importance scores to a limited number of gradient pieces to maintain a reasonably high signal-
to-noise ratio. This is captured by a preset fail importance function: only gradient pieces falling
within the tail of length ~ are assigned scores < 1.

Definition 3.2 (TIF). For a fixed length v > 0, a tail importance function (TIF) fu; : [0,~v] — [0, 1]
is a non-increasing, Riemann-integrable function such that for any ¢ € [0,~], fui(c) represents the
importance of gradient piece at the (c¢/~)-th quantile over the tail of length .

Figure 4: At each iteration ¢, BIF f; (solid
line) is constructed by transforming TIF fi.;
(blue dashed line). The x-axes refer to the po-
sition of each ordered gradient piece and the
y-axes refer to its importance score.

Based on TIF, for each sampled batch B;, we de- Algorithm 1 The INO-SGD algorithm.
fine its unique batch importance function (BIF) by

assigning importance score 1 to the gradient pieces
outside the tail (i.e., they are important) as shown
in Fig. In other words, the domain of BIF in-
cludes all gradient pieces within [0,T;], where I';
is the sum of clipping thresholds of data in B;.
The transformation from TIF to BIF is shown in
Fig. ] and BIF is formally defined in App. [C.2.3]
By integrating the importance scores of all gradi-
ent pieces from a gradient g, (x) ranked k-th in
the batch, INO-SGD calculates the average im-
portance score pj of this gradient. The norm of 7:

Input: Each owner n € [N]’s datasets Dy, sam-
pling rates gy, clipping thresholds C'; initial
model parameters 0; noise scale o; TIF fi;.

Output: Trained model parameters 0.

1: By + 0;b <+ ZnE[N] Gn| D

2: for iteration t € [T] do

B:+ U ,, Subset sampled from D,, w.p. gn

ft < BIF computed from f,; and B;

Bj < B; sorted by order of losses

¢ <— function mapping k € [| B[] to index

of B}’s k-th datum in By

(ck)rerB,)) < cumulative sums of first k

A

this gradient is then restricted to prCo(r, (1)) (an
easy way as shown in Alg. [I]is to simply scale the
clipped gradient by py). In the end, steps similar to
IDP-SGD are performed: summing up the clipped

data’s clipping thresholds in Bj
8 (pr)re[B,)] < average importance scores

(JoF fef(er = ex—1) do)

Cr—1

9: for datum d in B; do

ke[| Bel]

gradients (weighted by importance scores), adding 10 8d < Vel(0:—1;d)
noise to the summed gradient, estimating the av- } é : E‘é g4/ max{l,[|gall/Co(a) }
. end for

erage gradienﬂ and performing gradient descent.
A detailed pseudocode of INO-SGD is given in
Alg.[T] We highlight that the runtime of INO-SGD
is almost the same as IDP-SGD (App. [C.2.4) as
the time taken for backpropagation (Line[I0) domi-
nates the time needed for the additional sorting and
integration (Line [5]and [8).

13: ?t — zlkB:H‘ P8y (k)
14: Gy + (Gi +N(0,,0%Lxr)) /b

15: Ot < 9t71 — nGt

16: end for

17: return updated model parameters @1

2Qur algorithm and analysis also work with other sorting order. See App. for discussion.

3Using the expected batch size b == >on el

] 4n|Dn| instead of the actual | B¢| avoids extra privacy loss.
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Choice of TIF. To flexibly control the TIF shape via a few parameters, we recommend using a
Beta distribution Beta(«, ) to model the model owner’s belief regarding the fraction of important
data. A larger o would increase the weights of the more important gradients within the tail while
a larger 3 should reduce the weights of the less important gradients within the tail. The value of
a horizontal flip of Beta c.d.f. fuy(c) = fol_c T (1 - x)B1de/ fol ¥ Y1 —z)P~tdzata
point represents its importance based on the belief. In App.[C.2.3] we include a guideline on how
to tune the above hyperparameters in practice. More generally, one can interpret TIF as a survival
function (David & Mitchel, |2012)) that is specially defined on a finite range. The model owner can
also use other functions they deem interpretable (we give an example in App.[C.2.5).

3.3 THEORETICAL ANALYSIS OF INO-SGD

3.3.1 PRIVACY GUARANTEE OF INO-SGD

Theorem 3.3 (Privacy of INO-SGD). For any TIF f.; and the corresponding BIF f; at each
iteration t € [T'], INO-SGD satisfies (c, €)-IRDP, where €, = 2T a,C%q2 /o>.

To prove Thm.|3.3|(App. , it is crucial to show that for any datum d, the modular sensitivity AdA
at iteration ¢ is bounded by d’s clipping threshold C,,4). When d is added to batch B, the impact of
less important data (with loss smaller than d) will not change due to the fixed-length tail of BIF. The
importance score of more important data may increase (as they are “pushed” to the left by Cy(q)).
However, we ensure the total change in the summed gradients and d’s clipped gradient is bounded
by Cy(q)- Our proof makes use of the triangle inequality, the bound on each gradient’s L?-norm, and
the telescoping sum created by our BIFs. Notably, as INO-SGD consumes privacy budgets at the
same rate as IDP-SGD, we are not sacrificing number of iterations for better learning dynamics. In
App. we empirically validate the privacy guarantee of INO-SGD by showing that the LiRA
membership inference attack (Carlini et al.,2022)) cannot effectively distinguish which data are used
for training.

Remark. The use of order of loss in each batch (e.g., sorting) does not incur extra privacy costs,
as such order at iteration ¢ comes from the ML model obtained at iteration ¢ — 1, which is already
protected by (I)DP in earlier rounds (i.e., similar to the gradients we obtain at iteration ¢ for each
sampled datum). Thus, although INO-SGD uses the gradients and the order of loss, as we bound
its (modular) sensitivity at each iteration ¢, it strictly satisfies IDP by adaptive composition.

INO-SGM mechanism. We generalize INO-SGD to a general IDP mechanism based on the
sampled Gaussian mechanism (SGM) in App. as follows (proven and discussed in App.[C.3.2):

Theorem 3.4 (INO-SGM, informal). Let g be a function mapping an arbitrary set of data B
to R" such that ||g(d)|| is upper bounded by Af‘ld). Let w be a score-based function map-
ping B to some order. Suppose B = {d : d is sampled with probability q,qy}. Then releasing
ZL:ll peg(w@(B)(k)) + N (0., 0%1,«..) satisfies IRDP, where py, is set in the same way as in BIF.

3.3.2 INO-SGD ADDRESSES IDP-INDUCED UTILITY IMBALANCE

When INO-SGD strategically downweights data with lower losses, it mitigates MID for more pri-
vate owners with higher losses. This can be seen by applying Thm. [3.1 with the owners with higher
and lower loss as owners 1 and 2, respectively. When cos(Z;) is negative, INO-SGD effectively
decreases the numerator, increases the left-hand side of Cond. [2} potentially beyond ¢. Now we
analyze the optimization objective of INO-SGD. The cumulative clipping thresholds (cx)xeq 5, ]
in Line [§] of Alg. [I] fall in different positions across iterations, which complicates the theoretical
analysis. Thus, we analyze a uniform-privacy-extension (UPE) dataset D instead. In D, each owner
may have different number of data based on their original sampling rates and clipping thresholds (D
is imbalanced). To illustrate, consider the SAMPLE algorithm with different sampling ratesﬂ Sup-
pose we sample multiple subsets (BT);/—_E[T] for a large 7 according to sampling rates (¢, )ne[n]-
We construct the UPE dataset D := | J._, B;. Running INO-SGD on D with all sampling rates
= 1/7 is approximately equivalent to running INO-SGD on D as the sampled batches are similar.

The vanilla IDP-SGD is effectively optimizing £(6; lA)) Since D is imbalanced, IDP-SGD suffers
from MID and BOO as discussed in Sec. @ In contrast, our INO-SGD is less affected by MID

* Analysis for SCALE is similar.
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Figure 7: Comparison of overall model utility between
IDP-SGD and INO-SGD. INO-SGD consistently im-
proves/preserves the overall model performance.

and BOO as it effectively optimizes a different objective L, (see App. for verification that
the gradient at each iteration is an unbiased estimate of derivative of Ly, ):

Theorem 3.5 (Objective of INO-SGD). INO-SGD specified by TIF fi; effectively minimizes
~ K
‘Cftuil (07 D) = % Zk;:l 'UJkZ(O, d‘n'K(k:))a

where K is the number of data in D and w = (wk)szl is a non-increasing sequence of weighting
coefficients less than 1 and 7y (k) represents the index of datum with k-th largest loss in D.

As the weight sequence is non-increasing, a smaller k assigns a larger weight wy, to the k-th largest
loss in D. Intuitively, data that are harder to learn (e.g., belonging to more private owners/near
the decision boundary) are assigned larger weights than easier ones (e.g., belonging to less private
owners). Hence, the more private groups have a larger weight in the objective, thus mitigating
MID and BOO. The INO-SGD objective L, can also be viewed as (see App.|C.3.4|for details)

* the mixed conditional value-at-risk (Ogryczakl 2000) of loss ¢ (i.e., a weighted expectation of
worse-case losses). Thus, data from more private owners with worse/larger losses are improved.

* an objective that better corrects for utility imbalance than average loss when minimized and is less
affected by outliers with large loss than the maximal loss (Shalev-Shwartz & Wexler, [2016).

* an ordered weighted average (OWA) function with positive non-increasing weights. Weymark
(1981) shows that such functions satisfy the Pigou-Dalton principle (Pigou,|1912; Daltonl [1920):
if the model can reduce a larger individual loss (likely from a more private owner) by increasing
another smaller individual loss (likely from a less private owner), the OWA loss decreases. Thus,
minimizing the OWA loss reduces imbalance across owners with different IDP requirements.

4 EXPERIMENTS

In this section, we empirically compare INO-SGD with IDP-SGD under a variety of settings.
App. describes our setup (e.g., data owners and their privacy budgets) in detail. To summarizﬁﬂ
we train |Papernot et al.[(2021))’s convolutional neural network models for better performance under
(DDP on the MNIST (LeCun et al.| [1998)), CIFAR-10 or CIFAR-100 (Krizhevsky & Hinton} 2009)
dataset. Each data owner holds data from 1 (CIFAR-10, CIFAR-100) or multiple distinct classes

> App. @]also contains additional experiments under more datasets, models and settings.
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(MNIST) with no overlap. Additionally, for CIFAR-100-FV, we consider a subset of CIFAR-100
with 2 data owners each possessing a domain of data FISH and VEHICLE respectively. In all exper-
iments, owners with smaller index require stronger privacy. We focus on two questions: (Balance)
Does INO-SGD improve model performance on the worse-off validation groups (measured by per-
group loss/recalﬂ) corresponding to the more private data owners during training and reduce the
performance gap between the more private and less private groups throughout training? (Utility)
Since balance often comes at a cost, does INO-SGD achieve the above by sacrificing overall model
utility (measured by validation loss/accuracy)? We answer (B) in Sec. . TJand (U) in Sec. Sev-
eral other desirable properties of INO-SGD are discussed in Sec.[d.3] Our implementation can be
found athhttps://github.com/snoidetx/ino—-sgd.

4.1 ADDRESSING UTILITY IMBALANCE

In Fig. [5} we plot the per-group loss/recall corresponding to each data owner across iterations for
IDP-SGD and INO-SGD. For groups corresponding to the more private owners (e.g., %),
INO-SGD gives consistently better performance throughout learning: the INO-SGD perfor-
mance starts to increase earlier and faster than IDP-SGD while ending with better performance
when training completes. We stress that MID occurs at different time based on ML task com-
plexity. In simpler tasks like MNIST, MID occurs at around 1/4 of the entire training stage, while in
more difficult tasks like CIFAR-10, privacy budgets are used up before MID even ends. This aligns
with our emphasis that MID is more significant under (I)DP. App. includes results for more
datasets (e.g., real-world clinical datasets), models (e.g., ResNet-18 (He et al., [2016)) and settings
(e.g., more variation in privacy budgets; less heterogeneity among owners; presence of label noises).
Moreover, it also includes additional results that show how INO-SGD improves the worst-group
utility and hence further validate that INO-SGD addresses utility imbalance in Fig.[T2}

To investigate how model performances under INO-SGD change from IDP-SGD for data owners
with different privacy budgets, we consider the CIFAR-10 and CIFAR-100 datasets where we have
many data owners with various privacy budgets. For both datasets, we plot graphs of changes in
model performance against privacy budgets to show INO-SGD'’s effectiveness for different privacy
budgets in Fig.[6] We also plot their linear regression line in orange. Across training stages, INO-
SGD significantly increases the recall on validation data groups associated with more private
owners (left) at the expense of a moderate decrease in the recall on less private ones (right). By
the end of training, both CIFAR-10 and CIFAR-100 datasets show statistically significant Pearson
correlations between the changes in recall and privacy budgets (p-value < 0.001 in both cases).
In particular, the scatter plot of CIFAR-100 appears noisier because the complexity of each class
in CIFAR-100 varies and has higher variance than CIFAR-10. A more private data owner with
easier-to-learn data might attain similar utility as another less private data owner with difficult data.

4.2 PRESERVING OVERALL MODEL UTILITY

Although the main goal of INO-SGD is to correct utility imbalance, Fig. [/| demonstrates that
INO-SGD also results in equal or slightly better overall (aggregated) model utility. For all experi-
ments, INO-SGD generally achieves a smaller loss/higher accuracy than IDP-SGD through-
out training. This verifies our intuition in Sec. that by dropping certain information from the
sampled gradients, we are not wasting privacy budgets but rather deleting information that nega-
tively affects model performance. The results also imply that vanilla IDP-SGD leads to a subop-
timal privacy-utility tradeoff, while INO-SGD improves over it. In App. we include more
results using larger datasets and models under various settings and observe the same trend.

4.3 OTHER EMPIRICAL BENEFITS AND DISCUSSIONS

* Better within-owner learning dynamics: In real life, a data owner itself may own data from
multiple heterogeneous groups. Such groups may have different sizes and learning complexities,
which cause utility imbalance to occur within the owner itself. In App. we demonstrate that
INO-SGD addresses this too and results in better within-owner learning dynamics.

SWe include some results based on per-group/overall loss since we analyze and solve the problem theoreti-
cally through the lens of loss. The recall/accuracy results are provided for all experiments in App. @}
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* Robustness to hyperparameter choice: In App. our ablation studies show that INO-
SGD performance is better than IDP-SGD across different choices of the TIF fi,;, including the
tail length -, specific values of « and 3 when we construct f,;; using a Beta distribution, or more
generally the specific forms of TIF. This shows the practicability of INO-SGD.

* Pareto superiority: The model owner can also choose to set TIF more aggressively to trade some
overall utility for less utility imbalance. In App. we demonstrate that INO-SGD Pareto-
dominates simple methods (that satisfy IDP) in such cases.

5 CONCLUSION AND DISCUSSION

In this work, we identify and analyze the problem of IDP-induced utility imbalance and explain why
it differs from standard data imbalance. We then propose the INO-SGD algorithm and theoretically
analyze its properties. Lastly, we empirically show that INO-SGD addresses the utility imbalance
problem on a range of different datasets. One possible limitation (discussed in App. [E.I) is that
increasing the utility of more private owners might reduce that of the less private ones. While this
could be explained by the IDP-balance-utility tradeoff (see below and App. [E.2)), future work can
consider exploring the Pareto frontier characterizing this tradeoff or other methods to address IDP-
induced utility imbalance. Future work can also explore other use cases of our proposed unique IDP
mechanism, INO-SGM. In App. [Fl we answer other questions a reader may have.

IDP-balance-utility tradeoff. The disparate impact of DP and the privacy-disparity-utility trade-
oﬁﬂ (Bagdasaryan et al.,|2019) has been a well-known drawback that limits the performance of DP-
ML models. In this work, we identify that the situation becomes even worse under IDP. In Sec. @
we explain that even if the original training set is balanced and there is no underrepresented group,
IDP(-SGD) would forcefully create underrepresented groups because of the individualized privacy
preferences. We term this the IDP-balance-utility tradeoff. Our work successfully gets closer to
the boundary of the IDP-balance-utility tradeoff, because we are able to achieve better balance
without losing the overall model utility. Nonetheless, we are still facing the IDP-balance-utility
tradeoff. More discussions are included in App.[E.2] Future research may theoretically characterize
this tradeoff or come up with new methods that tackle it.

’ As mentioned in Sec. these are orthogonal to this work.
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A  OVERVIEW

A.1 SUMMARY OF THIS WORK

The following figure gives a summary of this work.

IDP-Induced Utility Imbalance (Sec. 3.1)

¢ Different data owners have ¢ ¢ Model owner trainsits ML ,°, Users face imbalanced
different privacy requirements. model under IDP. model utility/performance.
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The INO-SGD Algorithm (Secs. 3.2 & 3.3)
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Figure 8: Overview of IDP-induced utility imbalance and the INO-SGD algorithm.
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A.2 SUMMARY OF NOTATIONS

Below gives a summary of all notations used in this paper.
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Constants and Variables

Angle between group summed gradients at iteration ¢
Empty set

r-length vector of 0’s

Algorithm; ML training algorithm

Rényi order

Vector of per-owner Rényi orders

Rényi order computed for data owner n

Beta distribution parameter

Sampled batch from D

Sampled batch at iteration ¢

Sampled batch at iteration ¢ from data owner n
sorted B; based on descending order of individual losses
Arbitrary set of data

Expected batch size

Beta distribution parameter

Clipping threshold

Point over the tail of length v

Vector of accumulated clipping threshold
Accumulated clipping threshold until (and including) the k-th ranked datum
Clipping threshold of data owner n

Dataset

UPE dataset associated with D

Neighboring dataset of D with regards to datum d
Dataset of data owner n

UPE dataset of data owner n

Set of datasets

A random event

Datum within a dataset

Tolerance term in (¢, §)-DP

Privacy budget of a data owner; privacy level of a mechanism
Vector of per-owner privacy budgets

Privacy budget of data owner n;

Rényi Privacy budget of a data owner

Vector of Rényi privacy budgets of data owners
Rényi Privacy budget of data owner n

Learning rate

Group fairness metric

Filtration up to the end of iteration ¢

Gradient used for descent at iteration ¢

Summed gradient of group g,, at iteration ¢

Sum of (weighted) clipped gradient at iteration ¢

Perturbed gradient at iteration ¢

Group n within a dataset

Individual gradient with regards to datum d

Individual gradient with regards to datum d at iteration ¢
Clipped individual gradient with regards to datum d

Clipped individual gradient with regards to datum d at iteration ¢
Sum of clipping thresholds of sampled data at iteration ¢

Length of tail

r X r identity matrix

Number of data in D
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k Index of datum in D

K Number used in fast integration in INO-SGD
Ly Lipschitz constant

L? Quantities measured in 2D Lebesgue measure
Lo Smoothness constant

A Level of CVaR

N Number of data owners

n Index of data owner

O Subset of ®

Q Set of algorithm outputs

w Vector algorithm outputs

P Uncertainty set

P Possible weights within uncertainty set

Dk Possible weight assigned to k-th ranked datum
®t,d Scaling factor to scale gradient of datum d to its clipped gradient at iteration ¢
Pt Expected scaling factor of owner n at iteration ¢

Expected squared scaling factor of owner n at iteration ¢
Problem-specific positive term used in Cond.
Sampling rate

Vector of individualized sampling rates

Uniform sampling rate in UPE dataset

Sampling rate of data owner n

Number of parameters in an ML model

Importance score

Importance score of datum d

Importance score of the k-th ranked data

Scoring function in INO-SGM

Noise scale

Problem-specific positive term used in Cond.
Problem-specific positive term used in Eq. |13|and
Total number of iterations

Index of iteration

Total number of sampling iterations to contruct D

Index of sampling iteration to construct D

Set of possible model parameters

Vector of model parameters

Optimal model parameter for ERM

Model parameters after iteration ¢

Possible value of xs

Possible value of xs

Vector of weights in INO-SGD objective

Weight associated with k-th ranked datum in INO-SGD objective
Set of possible values of x

Unlabelled datum

A sensitive attribute

Uniform bound for stochastic gradient from owner n
Label of data

Model’s predicted label of data

Gaussian noise added at iteration ¢
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Functions and Operators

Symmetric difference between two sets
An arbitrary function term

An arbitrary non-negative function term
Cardinality of set -

L?-norm of -

—H~

19



Published as a conference paper at ICLR 2026

[ Set {1,2,---,-}
A() Sensitivity of -
A° Modular sensitivity of - with regards to datum o
E[] Expectation of -
S (+) Tail importance function
fi(9) Batch importance function at iteration ¢
o(+) Owner of -; group membership function
PR () Output distribution returned by algorithm .4 when taking in dataset D
Pr[] Probability of -
sort(+) Sorted version of - in descending order
Betal(+,0) Beta distribution
Da(-lo) Rényi divergence of order « between - and o
D+, 0) Distance between - and o over the domain of x
Dy(-,0) Distance between - and o over the domain of y
L(+;0) Global loss function with parameter - and dataset o
L (;0) Global loss function in the UPE dataset
L (50) INO-SGD objective with parameter - and dataset o
Lo(") Owner o’s loss function with parameter -
£(+;0) Individual loss function with parameter - and datum o
l(Y) Individual loss function with parameter - and the k-th datum
max{-,o} Larger value between - and o
(-,0) Gaussian distribution of mean - and variance o
V- Derivative of - with regards to o
() Index of datum whose loss is ranked - in the whole dataset
e (+) Index of datum whose loss is ranked - in the batch at iteration ¢
w(-) Function that maps a set of data to their order

A.3 USE CASES

In this section, we explain why this work is important in real life. It is common for different
groups or data owners to have different privacy preferences. Data owners with certain attribute
values/class labels (e.g., stigmatized diseases, race) could be more disadvantaged than others when
data leakage occurs out of privacy attack, as this may bring them discrimination or denial of services
(Best & Arseniev-Koehler, 2023} |Lai & Tanner} 2022)). Since DP is highly relevant in such fields to
protect their privacy, our work’s use cases are broad. For example, a hospital located at the center of
a disease outbreak will have much more positive cases and require stronger privacy than a hospital
located far away to protect their patients. Similarly, students from marginalized backgrounds may
prefer stronger privacy; social media users discussing more sensitive topics may desire stronger
privacy on their profiles; individuals with poor credit histories may want stronger privacy to avoid
unnecessary loss of opportunities.

Should model utility on more private data owners’ data be lower? Our answer is no. If the
trained ML model has lower utility on some group of data within the data space, the model owner
and subsequent users with data from such group will be negatively affected. For example, consider
the case where a medical institute trains a disease model for a stigmatized disease. Just because
positive-case data owners have stronger privacy does not mean the trained model should perform
badly on data from positive-case groups during deployment, since subsequent positive-case patients
who are affected by the model’s decisions will bear the consequences.

This work shows in Sec.[3.1|that IDP could induce severe utility imbalance between the more private
data owners and the less private data owners. Because of the reasons above, the goal of this work is
to correct IDP-induced utility imbalance, that is, to improve model utility on the worst-off groups
corresponding to the more private data owners and reduce the gap between model utilities on groups
corresponding to the more private data owners and the less private data owners. Our solution INO-
SGD successfully achieves this without sacrificing overall model utility. As the first such work, our
work makes a significant contribution. Note that improving the utilities of worst-off groups (during
deployment) is also an important goal in fairness (Dullerud et al., [2022; |[Zhao & Gordon}|2022) and
distributional robustness (Chen et al., 2023} |Q1a0 et al., 2025).
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IDP-SGD assumes homogeneous data owners. A naive approach to address different privacy
requirements is to always maintain the strongest DP level. However, this would inevitably lead to
a loss in overall model utility (see App.[F Q1 for a detailed explanation). The original IDP-SGD
work (Boenisch et al.,[2024) assumes that each data owner holds similar data. The different privacy
preferences come from their natural personalities, where around 34% of people prefer high privacy,
43% prefer medium privacy and 23% prefer low privacy (Alaggan et al. |2016). This setting is
applicable to ML tasks where training data are in general not very sensitive such as emoji suggestion.
In contrast, our work realizes that the nature of data could lead to different privacy preferences too
and identifies that this may lead to a severe utility imbalance problem.

Individualized privacy progression. We also foresee another potential use case of our work and
recognize it as individualized privacy progression (IPP). IPP captures the change of privacy pref-
erences over time. Due to the privacy-utility tradeoff (Makhdoumi & Fawaz, 2013)), owners who
specify low privacy budgets (resulting in low-utility models) may regret their previous choices and
wish to increase their privacy budgets. Conversely, owners who set high privacy budgets may be-
come increasingly aware of or averse to the risks of privacy leakage and desire to lower their privacy
budgets. When data owners wish to increase their privacy budgets, they may do so to varying de-
grees based on the sensitivity of their data. If data owners wish to decrease their privacy budgets
(assuming that the model has not been attacked yet), the ML model needs to be rolled back to an
earlier timestamp in the training process. This reinforces the importance of maintaining a good
learning dynamics throughout the model training process.

B ADDITIONAL BACKGROUND AND RELATED WORKS

B.1 DIFFERENTIAL PRIVACY

In this section, we provide a detailed background on differential privacy (DP) for unfamiliar readers.

Let D be the set of datasets. Consider a dataset D € D and an algorithm A : D — €2 that takes
in the dataset D and produces some useful output w = A(D) € Q. In the context of (parametric)
machine learning (ML), algorithm A could refer to the training algorithm that outputs the vector
of trained model parameters. If algorithm A is deterministic and always outputs the same w given
fixed input dataset D, then attackers can reconstruct the input dataset D by inverting algorithm
A (e.g., through membership inference attack (Shokri et al. 2017) in ML), which threatens the
privacy of data owners. Therefore, when dataset D contains sensitive data, algorithm A4 is usually
algorithmically designed to be randomized instead and differential privacy (Dworkl [2006)) (DP) is
employed to assess the privacy-preserving capability of .A.

Randomized Distribution
Input dataset algorithm A of output w

D
I Neighboring [CIoseness

@@ b  — A

Figure 9: Illustration of DP. When a randomized algorithm A takes in a pair of neighboring
datasets, we say A satisfies DP if its output distributions are always close to each other. The close-
ness of distributions is defined differently in different variants of DP.

DP works by comparing the distributions of randomized output 8 when algorithm A takes in a
pair of neighboring datasets D and D? that differ by only one datum d. Intuitively, if attackers
cannot distinguish the distributions of A(D) and .A(D?), then they cannot reveal datum d since
they are not certain whether d is even in the dataset. If all such pairs of neighboring datasets result
in indistinguishable output distributions through .4, then all data are private. Therefore, the formal
definition of (pure) DP follows:

Definition B.1 (e-DP (Dworkl 2006)). A randomized algorithm A : D — €2 satisfies e-differential
privacy (e-DP) if for any datum d, any pair of neighboring datasets D, D% € D such that D A D¢ =
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{d}, and every possible output set O C €2, we have

Pr[A(D) € O] < e - Pr[A(D?) € O], (3)
where € > 0 is called the privacy budget of data owners or privacy level of algorithm A, which
measures how private the algorithm A is.

When privacy budget ¢ = 0, the algorithm A is absolutely private. In other words, all pairs of
neighboring datasets behave exactly the same through 4. Iteratively, they all behave the same as the
empty set (). Thus, algorithm A is useless in this case. An example of such an algorithm would be
VD € D [A(D) = N(0,1)], which outputs a random Gaussian noise regardless of the input dataset.
When privacy budget e becomes larger, the distributions of A(D) and .A(D?) become less close and
more distinguishable. The algorithm .A becomes less private. On the other hand, this also means
that the algorithm output 6 is impacted by the data to a larger extent, and hence the output should be
more useful or informative. This is commonly known as the privacy-utility tradeoff (Makhdoumi &
Fawaz, [2013)).

Nevertheless, e-DP is often considered to be too stncrg 1n ractice. This is because its definition
requires a bounded logarlthrmc difference log m for any O C (2, although for some
particular output w € €2, it is almost impossible for aigorlthm A to output such w (i.e., Pr[A(D) =
w] =~ 0 and Pr[A(D?) = w] ~ 0). To make sure the bound ¢ holds for such edge cases, a great
amount of extra perturbation and randomization needs to be added to algorithm .4, which damages
its utility. This phenomenon is more severe in complex mechanisms such as model training in ML.

To mitigate this issue, two common relaxations of e-DP are introduced below.

B.1.1 (€, 6)-DIFFERENTIAL PRIVACY

The most straightforward relaxation of e-DP is to add a tolerance term § to the right-hand side of
Eq. 3l Such relaxation is called (e, §)-DP, which aims to solve the edge case issue mentioned in
the previous section by allowing a very small probability 6 € (0, 1) that the logarithmic difference
bound ¢ is violated, i.e.,

Definition B.2 ((¢, §)-DP (Dwork et al., [2006)). A randomized algorithm A : D — € satisfies
(€, 0)-differential privacy ((e, §)-DP) if for any datum d, any pair of neighboring datasets D, D¢ € D
such that D A D% = {d}, and every possible output set O C €2, we have

Pr[A(D) € O] < e° - Pr[A(D?%) € O] + 6,
where € > 0 is the privacy budget set by data owners or privacy level of algorithm .4 (a more private

data owner sets a smaller ¢ for stronger privacy), and § € [0, 1) is a tolerance term which allows for
a very small probability that the privacy level ¢ is violated.

While (e, §)-DP indeed gives better utility in most applications, its major drawback is that it is hard
to compute the resulting (e, §)-DP level when two or more (e, §)-DP mechanisms are sequentlally
composed togethelﬂ (i.e, A2(A1(D))). In fact, because of the existence of tolerance 0, it is now
intractable to obtain an exact (¢, 0) bound for sequentially composed mechanisms, since both mul-
tiplication and addition operations appear in the definition. Therefore, for complex DP mechanisms
such as ML model training, it is challenging to do privacy accounting, that is, to maintain a tight and
accurate bound on the privacy consumption as training progresses. Existing techniques such as mo-
ments accountant (Abadi et al.| 2016) provide relatively good accounting and maintain a relatively
good model utility.

B.1.2 RENYI DIFFERENTIAL PRIVACY

To make privacy accounting easier and more accurate, alternative variants of DP are proposed. One
of such variants is based on the Renyz dzvergence of order a (Van Erven & Harremos, |2014), O,
between the output distributions p} and pZ}" corresponding to neighboring datasets D and D
Specifically,

Definition B.3 (Rényi Divergence (Van Erven & Harremos| 2014)). The Rényi divergence of order
o between distributions pZ and prd, D, (PY| pﬁd), is defined as follows:
Dj|,,D? 1 d Pr[A(D) = w] \*
o = 1 P D% =w]- dw. 4
0,081 = o [ PlA0) —wl (g o) e @

8In comparison, for pure e-DP, we can simply sum up the exponents for composed DP mechanisms.
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In particular, as o« — 1, the above Rényi divergence approaches the Kullback-Leibler (KL) diver-
gence. A smaller Rényi divergence between distributions pﬁ and pﬁ means that the two distribu-
tions are closer, thus indicating stronger privacy. Formally,

Definition B.4 ((«, €)-RDP (Mironov, 2017)). A randomized algorithm A : D — €2 satisfies («, €)-
Rényi differential privacy ((c, €)-RDP) if for every pair of neighboring datasets D, D% € D, we have

9. (pf?\ H p,’id) <é
where € > 0 is the Rényi privacy level of algorithm A.

The RDP bound of sequentially composed RDP mechanisms is simple and tight:

Theorem B.5 (Sequential Composition of RDP (Mironov} 2017). Suppose mechanism A; satisfies
(cv, €1)-RDP and A, satisfies (o, €2)-RDP, then their sequential composition (A1(D), A2(D)) that
releases both outputs satisfies (c, €1 + €2)-RDP.

Moreover, RDP algorithms satisfy (e, §)-DP via the following theorem:

Theorem B.6 (Relation to (¢, §)-DP (Balle et al.,2020b)). A randomized algorithm A that satisfies
(o, €)-Rényi DP also satisfies (€ + log((a — 1)/a) — (log ¢ + log &) /(v — 1), 8)-DP for any § €
(0,1).

For data owners, it is clearly easier for them to specify their privacy preferences using the (e, §)-DP
notion because both € and  have a straightforward meaning. Specifically, € is usually set to be larger
than 0.1 and lower than 10, while & is set to a small number (e.g., 10~°). Meanwhile, they may find
it challenging to determine the appropriate value for Rényi order o and corresponding Rényi privacy
budget €. In constrast, model owners need to trace the privacy consumption when they train their ML
models and thus (v, €)-RDP is more suitable for them. Since Thm. allows for the conversion
between both notions, it becomes a common choice for data owners to use (¢, §)-DP to specify
privacy preferences and for model owners to use («, €)-RDP to perform privacy accounting
(known as RDP accountant).

B.1.3 SAMPLED GAUSSIAN MECHANISM

The sampled Gaussian mechanism (SGM) is one of the most common DP mechanisms which con-
verts any non-private algorithm .4 to one that satisfies DP. It has two components, the noise addition
mechanism and the sampling mechanism.

Noise addition mechanism. The noise addition mechanism is the most common technique to
achieve DP. It works by perturbing the non-private algorithm output w with certain noise of magni-
tude comparable to the difference in algorithm outputs given by neighboring datasets, such that the
perturbed outputs become indistinguishable to attackers.

A quantity called sensitivity is used to represent the maximum difference in algorithm outputs given
by neighboring datasets, which is defined formally below (we focus on the L? case which is the
most practical):

Definition B.7 (Sensitivity). The (L2-)sensitivity of an (non-private) algorithm A is defined as the
L2-norm of maximum change in mechanism outputs when it takes in a pair of neighboring datasets,
that is,
Aa= sup [A(D) - ADY,
deD
D,D% D
DADY={d}

where D, D¢ are neighboring datasets.

Clipping (Abadi et al.,[2016)) is commonly used to control the L2-sensitivity of an algorithm .A. For
a vector w and a predetermined clipping threshold C > 0, the clipped vector is

B w
max{1, ||w|/C}’

where we scale down w if its L?-norm exceeds C' and do nothing otherwise. For example, given

C = 5, the vector (J) will be clipped to (%). Another vector (3) will not be clipped since its norm
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is already less than C' = 5. By returning the clipped output for mechanism A, we can limit its
sensitivity to at most C' when we add a datum to or remove a datum from the input dataset D.

After computing or controlling the sensitivity of algorithm .4, model owners can add noise of corre-
sponding scale to achieve different level of privacy. The most practical way is to add Gaussian noise
and the privacy guarantee is given below:

Theorem B.8 (Gaussian Mechanism (Dwork et al., [2006)). For any algorithm A with output di-
mensionality T, privacy budget € and tolerance 6 € (0,1), adding a Gaussian noise of 0,. (r-length
vector of 0’s) mean and 0*1,,. (r x r identity matrix) variance to the output achieves (¢, §)-DP,

where
A 4+/210g(1.25/0)
g =

€

Sampling mechanism. Privacy can be amplified by sampling (Balle et al., [2020a). Suppose in-
stead that we sample a subset B C D by independently sampling each datum in D with probability
q (i.e., Poisson sampling). We call q the sampling rate. Privacy is amplified through Poisson sam-
pling because for any neighboring datasets, the datum by which they differ has probability 1 — g of
not being sampled, in which case the mechanism outputs on neighboring datasets will be exactly the
same.

Combining the Gaussian mechanism and sampling mechanism together, we have the sampled Gaus-
sian mechanism (SGM), which refers to the process where we first sample a subset B C D using
Poisson sampling, pass it into algorithm .4, clip the output to clipping threshold C' and perturb the
output with Gaussian noise. SGM achieves the following privacy guarantee:

Theorem B.9 (Privacy of SGM (Mironov et al.| 2019)). An SGM with sampling rate q, sensitivity
A 4 and noise scale o satisfies (o, €)-RDP, where
2aq2A?4

€ = 2

g

B.1.4 DIFFERENTIALLY PRIVATE STOCHASTIC GRADIENT DESCENT

Based on SGM, differentially private stochastic gradient descent (DP-SGD) (Abadi et al., 2016) is
a widely used DP algorithm to train ML models (DP-ML). Consider the empirical risk minimization
(ERM) formulation of ML. Let £(8; D) := ), £(0; d) be the empirical loss function we wish to
minimize, where £(0; d) is the individual loss associated with datum d. To approach the minimizer
6*, SGD works by iteratively sampling a batch of data and use their averaged or summed gradi-
ents to update the model parameter. In contrast, DP-SGD works by iteratively applying SGM to
compute the noisy batch gradients G; < (1/b) ZdeBt g4 + N(0,,0%I,«,) used to update model
parameters 6 at each iteration ¢. Here, B, is the Poisson sampled batch using sampling rate b/|D)|
to achieve the expected batch size b. To control the sensitivity of the batch gradient, each indi-
vidual gradient g; < Vgl(6;_1,d) is “clipped” to a predetermined clipping threshold C' using
g4 + g4/ max{l,||gq||/C} such that the sensitivity of their average is at most C. The privacy of
DP-SGD is thus guaranteed by adaptive composition of Thm. as follows.

Theorem B.10 (Privacy of DP-SGD (Mironov et al.,|[2019)). The DP-SGD algorithm running for
T iterations with sampling rate q, clipping threshold C and noise scale o satisfies («, €)-RDP, where

2T ag?C?

é:
o2

The detailed algorithm is given in Alg. 2]below:
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Algorithm 2 The DP-SGD algorithm.

Input: Dataset D; initial model parameters 6; sampling rates g; clipping threshold C'; noise
scale 0.
Output: Trained model parameters 0.

1: b+« q|D|
2: for iteration ¢ € [T] do

3:

A A

9:
10:
11:

B, < subset sampled from D with rate q
for datum d in B; do
g4 ng(et_l,d)

ga < ga/ max{l, |[gall/C}
end for

Cjt < D deB, Bd
G + 1 (G +N(0,,0%T,,))
0t — Htfl - T/Gt

: end for

12: return updated model parameters O

B.

2 INDIVIDUALIZED DIFFERENTIAL PRIVACY

Readers may refer to the main paper for detailed backgrounds on IDP and the IDP-SGD algorithm.
The pseudocode of IDP-SGD is given in Alg. 3] below:

Algorithm 3 The IDP-SGD algorithm.

0

10:
11:

12:
13:

14
15

A A S ey

Input: Datasets of all data owners D1, Do, - -- , Dy; initial model parameters 6; per-owner
sampling rates q1, g2, - - - , qn; per-owner clipping thresholds Cy, Cs, - - - , Cn; noise scale o.
Output: Trained model parameters 0.
b X1 an| Dyl
for iteration ¢ € [T'] do
for owner n € [N] do
By, < subset sampled from D,, with rate g,
end for
By ngl Bin
for datum d in B; do
g4 Vol(0i_1,d)
8 < ga/ max{1,[|gall/Co(a) }
end for 5
G, S i)
Gt — % (Gt +N(Or7 UQITXT))
0t — 9t,1 — nGt
. end for
: return updated model parameters 61

For ease of reference we also include the pseudocodes for the SAMPLE and SCALE variants of
IDP-SGD respectively below. The SAMPLE algorithm assigns different sampling rate but the same

cli

pping threshold for different data owners:

Algorithm 4 The SAMPLE algorithm.

Bl

Input: Datasets of all data owners D, Dy, - - - , Dy; initial model parameters 8; per-owner
sampling rates q1, q2, - - - , qn; clipping threshold C'; noise scale o.
Output: Trained model parameters 7.
£ b 30, an| Dy
: for iteration ¢ € [T'] do
for owner n € [N] do
By, < subset sampled from D,, with rate g,
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5.  end for

6: Bt — Ui\f:1 Bt,n

7:  for datum d in B; do

8: g4 ng(atfl,d)

9: 84 < 84/ max{1,[|gall/C}
10:  end for

1 Gy S &)

122 Gy 3 (G +N(0,,0°T,4,))
13: 0, < 0,_1 — Gy

14: end for

15: return updated model parameters O

The SCALE algorithm assigns different clipping thresholds but the same sampling rate for different
data owners:

Algorithm 5 The SCALE algorithm.

Input: Datasets of all data owners D, D5, - - - , Dy; initial model parameters 8; sampling
rate g; per-owner clipping thresholds C1, Co, - - - , Cn; noise scale o.
Output: Trained model parameters 0.
b 3y dnl D
for iteration ¢ € [T'] do
B, < subset sampled from D with rate ¢
for datum d in B; do
ga < Vol(0:-1,d)
g4 + ga/ max{l, | gall/Coca)}
end for
C:'t — Z‘;it;{ &r. (k)
Gt <~ % (Gt +N(Or7 U2Ir><r))
10: 0,5 — Ot_l — 77Gt
11: end for
12: return updated model parameters 61

A A o e

Nl

Specially, the two algorithms may be used jointly (i.e., different sampling rates and different clipping
thresholds) which results in Alg. [3|and they all satisfy the same privacy guarantee (Thm. [2.2).

B.3 COMPARISON OF IMBALANCE AND FAIRNESS NOTIONS

In this section, we discuss various notions related to utility imbalance across groups, including
(1) correcting data/class imbalance; (2) correcting DP-exacerbated accuracy disparity (Bagdasaryan
et al., 2019); and (3) achieving group/individual fairness. We will explain why and how our work,
which focuses on IDP-induced utility imbalance/accuracy disparity, is related to (1), somewhat re-
lated to but different from (2) and significantly different from (3).

(1) Data/class imbalance. As introduced in the main paper, data imbalance refers to () the imbal-
ance in sizes of different groups in the training set, where each group optimizes a different objective
(e.g., each group holds a class (i.e., class imbalance) or a lot more of one majority class over the oth-
ers). Existing works on (i) can be broadly grouped into two categories: data-wise approaches and
optimization-wise approaches. Data-wise approaches (He & Garcial 2009) focus on manipulating
the distribution of original dataset or sampled data at each iteration, so that the number of gradients
for each group is similar. Oversampling works by sampling more data from the minority groups, but
is infeasible under IDP due to the limited privacy budget of more private data owners. Undersam-
pling works by selecting fewer data from the majority group and making their quantity comparable
to the minority group, but is also unsuitable under IDP as it would worsen the model utility when
data are already scarce. Optimization-wise approaches, on the other hand, focus on modifying the
optimization objectives or algorithms. Many works (Japkowicz, [2000; Lin et al., 2017) attempt to
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rescale the loss function in order to obtain gradients of different magnitudes for different groups,
but their effects will be eliminated by gradient clipping in DP/IDP.[Anand et al.|(1993) and Francazi
et al.| (2023)) rescale the obtained gradients directly to balance gradients from each group, but this
will in turn change the modular sensitivity of IDP-SGD and hence violate the privacy requirement
of the algorithm.

We would like to restate that our setting differs as we do not assume (), though we recognize data
imbalance as a closely related problem since they both exhibit MID and BOO.

(2) DP-exacerbated accuracy disparity. |Bagdasaryan et al.| (2019) first identifies that if there
exist underrepresented groups in the training set (i.e., () the training set is imbalanced), training
with DP algorithms would make such groups even more underrepresented in the trained ML model,
which is reflected as even lower accuracy/utility on data from such groups (thus the term “DP-
exacerbated”). In particular, it explains how clipping and noise addition of DP jointly lead to such a
disparate impact and worsen accuracy disparity between the well-represented groups and underrep-
resented groups. In contrast, our work does not assume () the training set is imbalanced. Instead,
we identify that IDP itself can induce utility imbalance. Thus, our work is orthogonal to the DP-
exacerbated accuracy disparity line of works. Since our work also operates under (I)DP, we use
a different term “utility imbalance” to avoid confusion.

Nevertheless, since (ii) and our work both address accuracy disparity/utility imbalance, we give
a quick review of existing works on DP-exacerbated accuracy disparity. We thoroughly examine
follow-up works of (Bagdasaryan et al., 2019) and classify them as follows. (Farrand et al., 2020;
Ganev, 2021} |Ganev et al., 2022} [Uniyal et al., 2022) analyze the problem of DP-exacerbated ac-
curacy disparity theoretically/empirically. [Tran et al.|(2021a) uses an alternative objective function
which penalizes different (clipped) gradients and (trace of) Hessians among groups, which the au-
thors identify as sources of the disparate impact of DP; | Xu et al.|(2021) computes different clipping
thresholds for different data using additional privacy costs in order to control the contribution of
each datum; [Esipova et al.| (2023) spends additional privacy budgets at each iteration to compute a
strict clipping bound (that is larger than the clipping threshold) and discards the gradients larger than
the clipping bound; [Kulynych et al.| (2022) adopts importance sampling on each group’s data based
on the group size; Knolle et al.[(2023) adds a regularizing term to the loss function that penalizes
large individual gradient norms which bring larger bias when clipped. Notably, these works operate
under standard DP and assume uniform privacy budgets across all data owners. Thus, the impact
of an additional privacy cost is the same for each owner. In the IDP setting, however, the same
additional privacy cost consumes a larger fraction of the more private data owners’ privacy budgets,
which worsens the IDP-induced utility imbalance as we had novelly pointed out in Sec. [3.1] More-
over, these works are tailored to the disparate impact of DP caused by its clipping and noise addition
components, while our utility imbalance arises from an orthogonal cause. Thus, they cannot address
IDP-induced utility imbalance. For example, when using [Tran et al.| (2021a)’s alternative objective
function, the different sampling rates and/or clipping thresholds introduced by IDP-SGD could still
lead to MID, BOO and utility imbalance. Last but not least, it is unclear how these works can even
be adapted to satisfy IDP.

(3) Group/individual fairness. Here we will explain how group/individual fairness works focus
on achieving similar model predictions/behaviors across different groups/individuals, which sig-
nificantly differs from our work and works in (i) and (ii) which focus on achieving similar model
utilities/accuracies across different groups/data owners.

* Group fairness: Consider a binary classification problem with class label y € {0, 1} representing
whether an outcome is positive (e.g., whether a candidate is qualified to a position). Let § denote
the model prediction. Let x5 denote a sensitive attribute (e.g., race) and X; denote the set of its
possible values. Each value corresponds to a group. A general definition of group fairness, Fy, is
as follows (Tran et al., |[2025):

Fy = un;eeu)(( (Pr[g = 1|xs = u, €] — Pr[g = 1]zy = v,€]),
where u, v are possible values of x, e is a random event, and the model owner needs to minimize
F, or ensure it is bounded when training their models. When e = 0, F, measures the statistical
parity (Darlington,, |[1971)), which means that whether an outcome is positive should be independent
of the sensitive attribute; when ¢ is the event y = 1, Fy, measures the equality of opportunity
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(Hardt et al.l |2016), which means that all qualified candidates should get similar opportunity of
positive outcome; when e = y, F, measures the equality of odds (Hardt et al., 2016), which is
stricter than equality of opportunity and requires similar probability even when y is negative. To
this end, readers may understand why such works have a different goal from ours: it seeks to
achieve similar model predictions/behaviors across different groups (which may lead to a greater
imbalance in utilities on some validation sets). Works addressing group fairness under DP include
(Ding et al., [2020; Jagielski et al., [2019; Lowy et al., 2023} [Tran et al.l 2021b; [Xian et al., [2024;
Xu et al.,[2019; |Zhang et al., 2021)).

* Individual fairness: Similar to group fairness, individual fairness (Dwork et al., 2012) seeks to
achieve similar model predictions/behaviors across different individuals, which is satisfied when

VX, X/ [C‘Dy(gj, Ql) S Qx(xv xl)} ’

where D, is some distance metric over the predicted labels and Dy is some distance metric over
the inputs. Likewise, its focus is on the model predictions ¢ and differs from ours.

Since the goal of group and individual fairness significantly differ from ours, we do not com-
pare with works under this category (iii).

C ADDITIONAL THEORETICAL RESULTS

C.1 IDP-INDUCED UTILITY IMBALANCE
C.1.1 IMBALANCED SAMPLING RATES OR CLIPPING THRESHOLDS

In Fig.[10l we show the imbalance in sampling rates and clipping thresholds of data owners that occur
in the SAMPLE and SCALE variants of IDP-SGD respectively, computed using an RDP accountant.
For example, for SAMPLE a less private owner with e = 8 can have a 10 times larger sampling rate
(0.19) than a more private owner with e = 0.6 (0.019) when clipping threshold C' = 1 and noise
scale o = 4; likewise, for SCALE a less private owner with € = 3 can have a 10 times larger clipping
threshold (3.29) than a more private owner with e = 0.5 (0.33) when sampling rate ¢ = 0.05. These
lead to the imbalanced distribution of gradients in the sampled batch B; (Fig.[2)) and cause the utility
imbalance problem as explained in Sec. 3.1}

LOwW i MED: HIG
020 — =10 ! |

g 0=20
— 0=30
— 0=4.0

LOW [ MED| HIGH

w
o
S

]
Co1s

o
=X

ig=0.01
d iq=0.02
i —1ig=0.05
i —ig=0.10

£ 010
[=%

E 0.05
%2}

Clipping threshold C
or

oo
o

G o

0.1 1.0 3.0 100 01 1.0 3.0 100
Privacy budget £ Privacy budget £

0.00

(a) Sampling rates g corresponding to differ- (b) Clipping thresholds C' corresponding to
ent privacy budgets ¢ with added noise scales  different privacy budgets ¢ with sampling
o = 1.0to 4.0 in SAMPLE. Specifically, we set  rate ¢ = 0.01 to 0.10 in SCALE. Specifically,
tolerance § = 1075, clipping threshold C' = 1.0 we set tolerance § = 107>, added noise scale
and number of iterations 7" = 1000. o = 4.0 and number of iterations 7" = 1000.

Figure 10: Imbalance of individualized sampling rates and clipping thresholds under IDP-
SGD’s SAMPLE and SCALE variants. (a) and (b) show the discrepancies in sampling rates and
clipping thresholds for different privacy preferences.

C.1.2 PROOF AND DISCUSSIONS FOR THEOREM[3.1]

In this section, we state the formal version of Thm. [3.1] prove it and provide some additional dis-
cussions. Specifically, the first part of the theorem (Eq. (5)) informs when the MID phenomenon
cannot happen and therefore how to mitigate it; the second part of the theorem shows that MID can
happen when the condition is not satisfied. Without loss of generality, we suppose there are two data
owners 1 and 2.
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Theorem 3.1 (Condition for Per-Owner Monotone Decrease of Loss in IDP-SGD, formal). Assume
each data owner n’s objective function L,, is L1-Lipschitz and Lo-smooth. Assume the stochastic
gradient sampled for each owner satisfies uniform boundedness with regards to the owner’s full
gradient (i.e., Pr(||g:.a — VoLo(a)(0:-1)|I> < fg(d)] = 1 for some constant &, for each owner n,).

Consider two data owners with dataset, sampling rate and clipping threshold (D1, q,C1) and
(D2, g2, C5), respectively. Recall that their corresponding loss objectives are L1 and Lo. At each
iteration t, when the following condition

q2|D2|Co
q1|D1]Cy
is satisfied with ¢ > 0 being a problem-specific term, by choosing a sufficiently small learning rate
7, the losses for both owners are guaranteed to decrease in expectation. Moreover, whenever

q2| D2|Cy
q1|D1]Cy

there exist ML tasks such that the loss for some owner increases, so the above condition is necessary
to guarantee a decreasing loss for both owners.

1+ cos(Zy) &)

1+ cos(Zy) <0,

Remark.

* The exact definitions of ¢ and “sufficiently small” are formally stated in the full proof.

* Although the theorem looks comparable to the original Francazi et al.[(2023)’s condition, proving
it is significantly more difficult due to the consideration of various components of IDP, including
individualized sampling rates ¢,, individualized clipping thresholds C,,, the gradient clipping
mechanism that introduces clipping bias to each owner’s true gradient and the injected Gaussian
noise to guarantee DP.

Interpretation. Thm. [3.1] explicitly illustrates the effects of individualized sampling rates ¢, and
individualized clipping thresholds C,, on per-owner model utility. We now explain what it informs
about the utility imbalance problem as we demonstrate graphically in Sec.[3.I] As shown at the start
of this section (App. [C.I.1), IDP-SGD itself would induce a severe imbalance in the individualized
sampling rates g,, and individualized clippin% thresholds C),. Therefore, even if the original training
set is balanced (|D1| = |Ds|), the ratio % would still be large (without loss of generality
assume owner 1 is more private). Moreover, the angle Z; is expected to be large as the directions
of each owner’s full gradient differ when the two groups have different optimization objectives. As
cos(Z;) and hence the left-hand side of Eq. are negative, the condition is not satisfied. Thus, when
the loss for the less private owner 2 decreases, the loss for the more private owner 1 may not (which
explains W}éy MID can be induced by IDP-SGD too). Unlike the original condition (Eq. [I)), the
ratio gf Igf } Cf stays constant throughout the training (in contrast to the data imbalance setting where
the corresponding ratio in Eq. [I] gradually decreases) and hence the MID period can be even longer,
which worsens the utility imbalance problem.

Relation to INO-SGD. From our proof, it is also clear that the larger the left-hand side of Eq.[3is,
the less severe the utility imbalance problem will be, even when the left-hand side is negative. Our
solution, the INO-SGD algorithm, aims to increase the left-hand side as much as possible without
hurting the overall model utility. By down-weighting the less important data within each batch,
INO-SGD is empirically reducing the clipping thresholds C,, for the less private data owners in a
strategic way that incurs no penalty on overall model utility by fully utilizing each owner’s privacy
budget.

Justification of assumptions. Our assumptions in Thm. [3.1] are reasonable and in line with existing
imbalance/DP literatures. The smoothness assumption on each owner’s objective function is often
used to characterize the change in loss when a parameter update is made, as a less restrictive as-
sumption than convexity or strong convexity. It is used in recent imbalance works such as (Francazi
et al., 2023; [Zhang et al., [2025) and DP works such as (Arora et al., 2023} |Chen et al., 2020b; Das
et al.| 2023;Sha et al.,[2024). The uniform boundedness assumption is used to bound the stochastic
in the sampled gradients, which is widely used in optimization, especially clipping, literature (L1
et al.,[2023; [Zhang et al., [2020; [2019).

Proof outline. Since the full proof below is rather long, we provide a shorter outline here for better
understanding of the proof.
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1. We use the symbol [__] to represent a term and to represent a non-negative term. Note that
we only need to prove for one owner since the proof for the other owner is identical by symmetry.
We first upper bound the change in loss £1(6) using the smoothness assumption (see Eq. @ It
can be easily seen that term in Eq. []is non-negative, and the whole right-hand side can be

written in the format
—n(C1-nd).

To this end, if we manage to rewrite and bound terms well such that in the above expression,
[_1 > 0, then by choosing a learning rate 1 smaller than [__]/[+], the above expression is
negative and we guarantee the decreasing loss. We eventually achieve this in Eq.[TT|of the format

where the first[__] gives a raw version of the target condition (Eq. , the middle is from
an unavoidable clipping bias (which does not appear in the original Francazi et al.[(2023)’s non-
private setting). Thus, we need the first ] to be larger than the middle to guarantee a
decreasing loss, which leads to the right-hand side of the final condition (Eq.[5) not being 0.

(a) Term[(A)]involves the inner product of owner 1’s full gradient and the noisy summed clipped

gradient Gf from both owners. To analyze the imbalance between owners, we break down

Gt to three components: (i) summed clipped gradlent of owner 1 (term. (i) summed
clipped gradient of owner 2 (term[(D)); (iii) DP noise. The final bound is given in Eq.[9}
e For (i) and (11) we need to handle the clipping bias, that is, the different directions of
each owner’s full gradient and (expectation of) each owner’s summed clipped gradient.
We handle this by breaking down the summed clipped gradient to the full gradient plus
the clipping bias (in our analysis of terms and[(D)). The clipping bias is captured by a
term, ¢, 4, which is the scaling factor of each gradient to obtain its clipped gradient.

 Therefore, (ii) involves the inner product of owner 1’s full gradient and owner 2’s full
gradient, which highlights the role of cos(Z;).

* (iii) vanishes as we take expectation because the DP noise is of zero mean.

Although term [(B)]is non-negative, we derive a bound in order to better understand it. Simi-

larly, we break down G to three components: (i) summed clipped gradient of owner 1 (term

[(C)); (ii) summed clipped gradient of owner 2 (term [[D)); (iii) DP noise. Since[(B)|involves

a quadratic term, we need to additionally consider the variance of the three components. The

final bound is given in Eq.

* For (i) and (ii), the variances can be bounded using &2 and £2 because of our uniform
boundedness assumption (terms [(F)] and [G)).
« For (iii), the variance is ro? since the DP noise is Gaussian.

2. Now we have obtained the desired form and a raw condition (Eq. to guarantee decreasing
loss which involves the sum of clipping factors ¢; 4. Note that the number of clipping factors
in the sum is determined by the number of data sampled from each owner, i.e., ¢,|D,|. The
clipping factor is determined by the clipping threshold of each owner, i.e., C;,. So we just have
to further rewrite and bound the raw condition (Eq. to a version that involves ¢, |D,,| and C,,
to understand the role of g,, and C,,, which is exactly the final version (Eq.5).

* We observe that the function mapping each owner’s gradient to its clipping factor threshold is
Lipschitz. Moreover, the mean of each owner’s gradient is the owner’s full gradient. Therefore,
we can derive a bound on the clipping factor using each owner’s full gradient (Eq. [I3]and[T4).

* By substituting the above bound into the raw condition (Eq. [I2), the norm of each owner’s
full gradient is replaced by their clipping thresholds (Eq. [5), which explains why without data
imbalance, IDP itself can induce MID and utility imbalance.

The full proof of Theorem [3:1]is as follows.

(b

~

Full proof. We focus on the objective £1(8) for owner 1 (proof for owner 2 is the same by symme-
try). Since £, is Lo-smooth, we have

£1(8:) = £1(81-1) < = (VoL1(01-1), G ) ©)

(A) (B)

Let Z; ~ N(O,, 02ITW) denote the random Gaussian noise added at iteration ¢ (to ensure IDP). Let
g:,4 and g; 4 denote the gradient and clipped gradient associated with datum d at iteration ¢ respec-
tively. Let ¢ 4 := min{1, Coqy/|Ig¢,all} = 1/ max{1,||gs,all/Coca)} € (0,1] denote the scaling
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factor to scale a gradient to its corresponding clipped gradient, i.e., 8 4 = ¢¢.a8¢,4. Then,

TGI'III: - <v9£1(0t_1), % (ét + Zt)>

<V051 0:—1) Z gtd+b > 8at Zt>

dEBt 1 dE€DBy 2
1
<Ve£1 (6:-1) Z gtd> <V9£1(9t )5 > gtd>—ﬁ<voﬁl(9t 3 t>
dEBf 1 deBy¢ 2
1
<V051(9t 1 Z ¢t a8t d> —-n <V051 0, 1 Z <Z5t a8t d> <V9£1(0t1)7 bzt>
dEBt 1 dEBt 2
1
=3 Z (VoL1(0:-1), dt.a8t,a) - Z (VoL1(0i-1), Pr,agr.a) =1 { VoLi(0i-1), 7 Z¢ ).
b b b
d€By 1 d€By 2
©) (D)

Term [(C) = —% Z (VoLli1(0i-1), &1,aVeL1(01—1) — (¢+,aVeL1(0:—1) — dt,d8t.q))

d€By 1

= =2 > 60allVoLi(O1) |2 = 61,4 (VoL1(B:1), VoLr(0:—1) — gr.a)
deBy 1

@

< 7 (0-1)|1> = d1.al Vo Lr(8:-1) Vo L1(0:—1) — gr.all
d€By 1

(2

<1 > 60l VoL (6P = dr.a|VoLa(Bp)ll
d€By 1

where (1) is due to Cauchy—Schwarz inequality and (2) is due to the uniform boundedness assump-
tion. Likewise,

TermDI< — > #1.a (VoL1(6i-1), VoLa(6:-1)) = 614l VoLr(6:-1)

(iEB@z

= —% Y ¢1allVoLi(0:-1) I VoLa(8:-1)| cos(£s) — dr,aéal| Vo Li(8:-1),
deBt o

where (recall that) Z; is the angle between the two owner’s repective summed gradients Vg £1(60;—1)
and Vg L2(0;—1). Therefore,

TermA] <~ 3 (60l VoLi (8- = Gr.aal| VoL (0p-1)]))

deBy 1
- % > (604l VoL1(0:-1)[VoL2(0; 1) cos(£s) — br.aballVoL1(B:1)])
d€By 2
1
"7<v9£1(0t—1)>bzt>~ )

Now we move on to term [(B)}
2

Lon? ||1 —
Term|[(B)] = 2277 Hb(Gt+Zt)

L
- ;bz (Gy+ 2y, Gy + Zy)
LQ?] —_— LQT] LQ?]
= 2h2 HGtH2 b2 <Gtvz> 2h2 Hzt”2
(E)
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2
Lon? _ _
Term: 2b2 Z gt,d+ Z 8t,d
d€By 1 d€By 2
2 2
(3) Lon? Lyn? _
< 22 Z 8t.d 22 Z 8t.d|| »
deBy 1 d€By 2
(F) (©)
where (3) is due to Cauchy-Schwarz inequality.
4) Lyn*|B
Term[[F)] < =20 12611 |2 81
deBy 1
Lon?|By,1 2
:T Z | p¢,agt.all
d€By¢ 1
Lon®|B
= LBl S g 90 (011) — (VoL1(60,-1) — g1
d€By,1
o L2772|Bt,1| 2 2 2
==z > 67 a(IVeLr(81)|> — 2(VoL1(6:-1), VoL (0:-1) — gra) + | VoL1(6:-1) — ge.all’)
d€By 1

) Lon?|B
2 BBl S G (190L100 )P + 21901 (B 1) VL1 (601) -
de€By 1

6) Loyn?|B
< 2()72“' > ¢t a (IVeLr(Bo1)|? + 2 VaLr(B:—1) |61 +£7)

d€By 1

al +1VoL1(0e-1) — ge.all?)

where (4) and (5) are due to Cauchy-Schwarz inequality, (6) is due to the uniform boundedness
assumption. Likewise,

- Lon?
Term[G) < ——5—= > 624 (IVeLa(01)| +2(VoLa(6:1)l|S2 +£3) -

dEBy 2

Therefore,

Lon?|B
TermB] < 2P S™ 02 (1020001 + 21 V0L2(0, 1) 61 +€9)

deBy 1
Lon?|B
BBl S~ e (1962000 + 210 La(611) 6 + )
d€EBy 2
L
G, 2 2 ®)

B2
Let F;_; denote the filtration at iteration ¢ (i.e., all the algorithm histories up to the start of iteration
t). Now consider the expectation of terms (Eq. [7) and (Eq. [8) given filtration F;_; at

iteration ¢ (i.e., now that we know we are already at a particular 8;_;, what happens to the loss after
we update the parameters at iteration ¢?):

Elterm[A)]| Fi—1] < IE{ - Z (¢1.alVoL1(0:-1)|* — ¢r.a&1|[VoL1(0:-1)|)

b d€By 1

- % > (@r.al VoLr(0:-1)[[VoLa(Br—1)ll cos(£e) = dr.aéal VL1 (6:-1)l)) ‘ft—l}
dEBy¢ 2

-E [77 <V0/~'1(9f 1 >‘]:f 1} .

(H)
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Term = 0 because Z; is a Gaussian noise with zero mean. For the terms before given
filtration F;_, everything, except By 1, By 2 and hence ¢; 4, are constant. Like other works that
theoretically analyze DP (Abadi et al., 2016} Bassily et al., 2019), we assume | By 1| = ¢1]|D1| and

|Bi2| = q2|D2l. Let ¢y = Eqep, [ _1] and similarly ¢¢ o := Ege p, [¢¢,a| Fr—1]. We have

Dyl - _
E[term\ Fia] < %ﬂ (¢t,1||vsﬁl(9t71)||2 - ¢t,1§1||ve£1(9t71)||)
Dol
1Del (G, V01(8, )V L2000 1)l cos(20) ~ 9428l VoL (0, )
=~ (@lDilé, (01> = 1| D1|é1,161 [ Vo Lr (B-1)
+ q2| D20 2] Vo L1(0;:-1) Vo L2(0r—1)| cos(£y) — qa|Da| ¢y 262/ Vo L1 (0:—1)]))-
)
Now we move on to the expectation of term [(B)}
Lyn?|B
Efierm[(B] | Fi 1) gE[’b" S 02, (IV0Ls (00 1) + 2 Volr (8 1)ls +€2)
deEBy 1
LBl S (190La(0- )2 + 2T LaB) o + 3) |7 ]
d€By 2
Lon? Lon?
—HE[ ;2 (G, Zy) | Fi_ 1} —HE[ 22b2 1Z¢ ) ]—"t_l}.
(0} Q)]

Since the Gaussian noise Z; ~ N (0,., 01, ) term. 0 and term. M . We additionally
denote (5,521) = Egep, [¢f’d|}}_1} and similarly qﬁm = Eyep, [¢t,d|]:t—1]- Then,

L
Efierm B | Fi-1] < —’b’( (DA (IVaL1(8-) | + 2 Vo La(Br-) 1 + &)

_ o2
+ QS|D2|2¢§2 ([[VoL2(0:—1)|1> + 2| Vo La(0:—1) |2 + £3) + 2))

Combining Eq.[9]and [I0]

E[£1(0,) | Foo1] — £1(04—1) < —% <q1|D1|¢t,1||vgcl(et1>||2

+ q2| D21 2] Vo L1(0;-1)[[[VoL2(0: 1)l cos(£y)
— q1| D116 Vo L1 (01-1) || — q2| D2l ¢ 262 Vo L1 (01 )|

P (1D1 PG (IV02(B I + 21 V0L (01 + )

_ o
+ q;|D2\2¢§2 (IVeL2(8:-1)[1 + 2 VoLa(B—1)||E2 + £3) + 2))

== (lDakns + lDalra OO cos( ) ) 901610
(K)
- (Q1|D1|¢_>t,1fl + (I2|D2|¢_5t,2€2) IVoL1(6:—1)l
(9]
L R1DLPOE (IVoLa(80 )| + 2 V0L1 (00 1)1 + )
(M), part 1
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_ 7’0’2
+@2| D220\ (I Ve L2(8e-1)||? + 2/ Vo La(B1-1)1E2 + €2) + 7) >

(M), part 2

(1)

In order to guarantee a decreasing loss in expectation, the learning rate 7 should be chosen such that
the above term < 0. Note that terms[(L)| and [[M)]are never positive. Thus, term [(K)]must be positive,
and it should be positive enough at least to compensate term (since we can control term [(M)| by
varying the step size 7). Let ¢ := (q1|D1|¢¢161 + ga|D2[6r262) [[Vo L1(0:-1)]|/[| Vo L1(0:—1) [P
(clearly v > 0) and we arrive at the following condition:

IVoLa(6:-1) cos(Zy) > 1 (12)
[ '

Dy|é Daléea g0 1
q1|D1|¢e,1 + 2 2|¢t72‘|veljl(0t—1)

q1|D1]| and g2| D2 are clearly controlled by the individualized sampling rates ¢; and go specified by
IDP-SGD (e.g., the SAMPLE variant). Now we will break down ¢ ; and ¢; » to see how the above
is also controlled by the individualized clipping thresholds C; and C' specified by IDP-SGD (e.g.,
the SCALE variant). We have ¢t,1 = Ed€D1 [¢t,d|]:t71] = ]EdeDl [min {1, Cl/Hgt,d”} |ft71].The
function min{1, C;/x} has derivative —Cy2~2 on (C1, +00). Thus, when x € [|VoL1(6:—1)| —
&1,IVeL1(6:-1)|] + &1] (by uniform boundedness and triangle inequality), the function
min{1, Cy /x} is locally Lipschitz with Lipschitz constant Cy /(max{||VeL1(6;—1)| — &1, C1})2.

Also, the L2-norm || - || is 1-Lipschitz. Thus, we have
- . Ch } Ch
—min< 1, < <&, 13
O ey e v ey ey R

Similarly,

(Et,2 — min { e } c

. [VoLa(6, )] §| = max{[VoLa(@:-1)] - &.Ca})

That is, &t,l lies in a small region around the clipping factor for owner 1’s full gradient,

min{1,C;/||VeL1(0:_1)||} and ¢; o lies in a small region around the clipping factor for owner
2’s full gradient, min{1, C5/||VeL2(0;_1)|}. Denote the right-hand sides of Eq.[13]and Eq.[14]as
61 > 0 and ¢ > 0 respectively. To guarantee Eq.[12]to hold, we need

. Cy } . { Cy } IVeLla(0:—1)]|
Di{lmin{l,—————— » + ¢2|D2| min < 1, cos(Z/
alDimin 1 oo | e [VoLa(6 0l J [VaLa@)] )
> q1|D1ls1 + q2| D22 + .

5 &2 (14

To fully utilize the privacy budgets, except at the very end of training, the clipping thresholds C and
(5 should be set smaller than the raw gradients (works on adaptive clipping thresholds (Bu et al.,
2023} | Xia et al.| [2023)) actually enforce this). Thus, the above reduces to

@11D1|C1/||VeL1(0i=1)|| + g2|D2|C2 cos(£4) /|| Ve L1(0:—1)|l > ¢1|D1ls1 + ga2|D2ls2 + 9,

which requires ¢1|D1|Cy + g2|D2|C3 cos(£+) > 0 even when the bound is tightest (i.e., 1 = ¢3 =
0). Therefore, letting ¢ = || VoL1(0:-1)|(q1]|D1]s1 + g2|D2ls2 + 1) /(q1]D1|C1) (which is always
positive), the condition can be reduced to Eq.

When Eq. [5] and hence Eq. [12] are satisfied, referring to the expected loss change in Eq. by
choosing a 77 smaller than

[VeLa(6: 1)l
Vo L1 (60—l
K]

<(11|D1‘4;t71 + q2| D2 2 COS(Zt)> [VoL1(6:—1)|> — ((I1|D1\d;t71§1 + (J2|D2\Q§t,2§2) IVeL1(0:—1)l|

[

L 7 - ro?\’
s (q%wl\%ﬁ (IV6L2(B-0)II” +2[VoL1(8r-1) 61 +&T) + B31D2l*07 (IVoL2(Bemn)* + 2 VoLa(Br) 62 + &) + 7)

{((M) Jwithout

the loss is expected to decrease. Note that both the numerator and the denominator are guaranteed
to be positive by Eq.

34



Published as a conference paper at ICLR 2026

Tightness of the result. We first show that whenever 1 + cos(ét)% < 0, the losses for both
owners are not guaranteed to decrease together. Consider number of parameters » = 2 and ob-

jectives £1(0) = 07 + (100 — 62)% and L2(6) = (100 — 61)? + 03, the clipping thresholds for
owner 1 and 2 are C; = 1 and C respectively and 1 datum is sampled from each owner, i.e.,
q1|D1| = q2|D2| = 1. Suppose now ;1 = (48). Suppose that the mean gradient of each
owner n is the actual gradient VgL, (0;—1), that is, (_810 ) for owner 1 and (71 0) for owner 2.
In this case, cos(Z,) = (80 x (—120) + (~120) x 80)/(1202 + 802) = —12/13. Suppose that
for both owners, if their respective mean gradient is g, the stochastic gradient is a random sample
from (Ué‘ff;:rnn(lg(; ;Egg;ig(;)) Assuming that the DP noise is negligibly small’] the expected sum of
clipped gradientis

1 130 p—115 g1 1 f770 85  (Chgy

103 J3o J-125 mdg? dg: 103 J-170)75 mdg? dg: 0.532 —0.816

1 130p-115 gy da- d + 1 =70 85 Cags das d ~ 1 -0.830 +C2 0.566 |-
107 J30 J-125 (fgz gz 492 GO o7 J ool Vaigz (924N

—120

The loss for owner 1 will decrease only when the expected summed §radient lies between ( _

and owner 1’s mean gradient, i.e., Cy < 1.067, thatis, 1 + cos(Z;) ©|D2102 () 148, This suffices
q2|D2|C2 4 1D1]Ch

to show that whenever 1 + cos(Z4) TDhC: < 0, the losses for both owners are not guaranteed to

decrease together. This also shows that the problem-specific positive term ¢ in the right-hand side

of Eq.[3]is necessary, as compared with the original [Francazi et al| (2023)’s condition (Eq. [I).

In our proof, the bound for term [(A)]in Eq. [7] can achieve equality when all the stochastic gradi-
ents for an owner n are in the same direction and their norms are either |Vo L, (0;—1) — &, || or
IVoLn(0:—1) + &nl|, so it is tight. This is important because only term is responsible for the
condition (Eq.[5). Term[(B))is only related to term [(M)]in Eq.[IT]and thus even if a tighter bound can
be attained, one will arrive at a similar result by choosing a slightly larger learning rate 1. Therefore,
we choose a reasonably good bound for[(B)]

C.2 THE INO-SGD ALGORITHM
C.2.1 UNSUITABILITY OF STRAIGHTFORWARD APPROACHES

In this section, we give a list of straightforward approaches to address IDP-induced utility imbalance
that might be considered at first glance. We will argue why all of them are inadequate:

* Enforcing the lowest privacy budget for all owners (e.g., by undersampling or using a smaller
clipping thresholds): This approach aligns with DP-SGD, which under-utilizes IDP budgets and
has a significantly lower overall model utility compared to IDP-SGD (Boenisch et al.| [2024) (see
empirical evidence in App. [D.4.3). Our algorithm will fully utilize each owners’ IDP budgets
instead.

* Randomly downscaling owners with higher privacy budgets (e.g., by down-weighting or un-
dersampling): This approach has several issues. Firstly, for multiple data owners and privacy
budgets, it is unclear how to set (i) the cutoff between less and more private owners and (ii)
how much to downscale from each less private owner. For (i), for example, for 10 owners with
€n € [0.5,5] evenly, it is unsuitable to directly use the mean 2.25 as the cutoff since the impact
of privacy does not scale linearly with privacy budgets and is hard to quantify a priori; for (ii),
downscaling in the same way from owners with €, = 3 and €, = 5 is unsuitable, as there is still
imbalance between these two and downscaling owner 3 incurs different utility loss than owner 5.
Due to (i) and (ii), when there are N owners, finding the optimal number of data to drop from each
owner requires O (V) hyperparameters, making the approach inadequate. Secondly, this approach
also under-utilizes IDP budgets and leads to a worse overall model utility. We provide empirical
evidence in App. and App. Thirdly, when some data from less private owners still
have higher loss (e.g., a harder-to-predict one), randomly downscaling would undesirably worsen
utility imbalance. Our algorithm would order data by their losses to identify the important data
we should fully keep. This is sensible as the importance of gradient information of each datum
in batch B, at iteration ¢ directly correlates with their individual loss values (Kawaguchi & Lu,
2020; [Shrivastava et al.,[2016).

°In our proof, we can see that the DP noise appears only in term which can be compensated by a
sufficiently small learning rate 7.
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* Keeping samples with top-.: losses: As an example, consider a batch B with 16 data and we keep
only the gradients with top-8 losses. A private datum d is added to batch B and its loss is ranked
1st. The original 8-th datum d’ will no longer be in top-8 and will be discarded. Suppose that the
clipping thresholds of d and d’ are Co(ay and C,(gry (recall that o(d) refers to owner of d). The
L2-norm of change in the sum of gradients within batch B can reach a maximum of Coa) +Corar
(by triangle inequality), which contradicts the requirement that the addition of d should only cause
a change of L?-norm Co(q) in the sum of gradients. Thus, keeping samples with top- losses does
not satisfy DP (when all clipping thresholds equate to C, the change can reach 2C") nor IDP.

* Discarding samples with smallest-/. losses: Consider the DP case when all clipping thresholds
are equal. Suppose again that a batch B of 16 data is sampled and we remove the smallest-8
losses. When a private datum d is added to B, if its loss is larger than the datum with 9-th loss, it
will be kept and the norm of change in the summed gradient is at most C,4); if its loss is smaller
than the datum with 9-th loss, it will be discarded and the original 9-th datum d’’s gradient will
be kept instead of discarded. The norm of change in the summed gradient is still at most C (4.
When d is instead already in B and will be removed from B, the analysis will be similar to the
norm of change when d is added to B\ {d}. Thus, this approach actually satisfies DP. However, it
does not satisfy IDP. In the case of IDP, when d is added to the batch and its loss is smaller than the
9-th loss, it will be discarded. The original 9-th datum, say d’, will be kept instead of discarded,
causing a change in the summed gradient with norm C,(4/), which can be larger than C,(4). Thus,

the modular sensitivity Ai is no longer C,4) and this approach does not satisfy IDP.

C.2.2 ALTERNATIVE SORTING ORDERS

In the main paper we propose using the order of loss to rank the importance of data within each batch.
However, it can in fact work with many other sorting orders since it is an INO-SGM mechanism as

introduced in Sec. and App.

One example is a mixed order: we may rank data primarily based on their ownership (i.e., data from
the more private data owners are ranked higher) followed by loss values within each owner. In this
way, ideally, gradients from the more private data will always be ranked very high and they will
never fall into the tail region and be discarded or down-weighted. However, we find that this order
does not perform as well as directly using the order of loss:

* Sometimes, the less private owner’s data can be difficult to learn and still have large losses and
vice versa. INO-SGD using this order would undesirably downweight such data by assigning
them low importance scores.

* The least private owner’s data are always at the tail, and they could never be learnt. For example,
in our CM-PC experiments (see App. with 10 data owners, the least private owner 10’s
maximum accuracy is only 0.2% throughout the learning dynamics using this order, which means
that its data is always severely down-weighted and barely learnt.

C.2.3 BATCH IMPORTANCE FUNCTION

Based on the transformation described in Sec.[3.2] we include the formal definition of BIF below:

Definition C.2 (BIF). Given a preset TIF fu : [0,] — [0, 1] and a sampled batch B; of data whose
sum of clipping thresholds equals T';, the batch importance function (BIF) f; : [0,T;] — [0,1] is
defined in the following way (under the notation of ordered pairs):

o IfT'y > ~,then f; = {(¢,1) : c € [0, Tt — 4]} U{(¢, fran(c— (T —7)) : c € T —~, T4}
® Ifl—‘t <, then ft = {(C, ftajl(c+ (’7 — Ft))) 1cE [O,Ft]}

Since TIF is non-increasing and Riemann-integrable, it can be clearly seen that the BIF is also
non-increasing and Riemann-integrable, which justifies how INO-SGD computes per-sample im-
portance score via integration.

C.2.4 RUNTIME OF INO-SGD

We highlight that the runtime of INO-SGD does not differ much from that of IDP-SGD despite the
additional operations, i.e., sorting and integrating:
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* The most costly steps, including backpropagation and per-sample gradient processing (clipping)
are shared by both IDP-SGD and INO-SGD.

* The time taken to sort the gradients in batch By is O(|B|log | B;|), which is negligible compared
with the backpropagation time.

* Simple TIFs, such as a step function (e.g., in App. :C.2.5 ), can be integrated exactly in O(1) time.
The integration of more complex TIFs can be parallelized within each batch. Moreover, since the
same TIF is used throughout training, the model owner can pre-compute a fast integration array:

1. Pick a number x much larger than the expected sum of clipping thresholds
ZnG[N] Gn|Dn|Cr;

2. Compute a BIF f, : [0, k] — [0,1] based on the TIF f;

3. Compute the cumulative integrals Fj.(z) :== [ f(c) dc for ¢ = 0,--- ,  up to a certain
precision. The F;(x)’s form the fast integration array.

4. Ateach iteration ¢, fccf fi(c)de = fc?j::lflt felc)de=Fi(ca+k—T4)— Fe(c1 +x—T%)
becomes a simple O(1) lookup.

On CIFAR-10 with batch size 1024, the wallclock runtime of 1 epoch in seconds (averaged over
10 epochs) for IDP-SGD and INO-SGD are 11.80 £ 1.21 and 11.89 4 0.64 respectively, which
supports our claim that INO-SGD introduces negligible computational overhead.

C.2.5 REMARKS ON TAIL IMPORTANCE FUNCTIONS

In this section we first give an example of an alternative TIF: the model owner can use a step function
that splits the v-tail into partitions and specifies constant importance scores within each partition:
1/2 for the first, 1/4 for the second, - - -, O for the last. App. shows that INO-SGD can still
give competitive performance for such functions.

Although INO-SGD may work with various forms of TIFs, we still recommend the Beta-
distribution-based TIF mentioned in Sec. [3.2] in the main paper, which allows the model owner
to flexibly control the TIF shape with only a few parameters. Below is a guideline on how to tune
these hyperparameters in practice:

* The TIF with some tail length v; and some {3; has a similar shape to another TIF with a larger tail
length 5 > -1 and larger beta 32 > 31, so it suffices to fix a moderately large tail length y (e.g.,
50% of the total clipping threshold) to only tune « and {3; OR

* fix ccand P (e.g., 1 and 1) and set the tail length to (or only tune the tail length around) a certain
percentage of the expected sum of clipping thresholds for each batch.

We demonstrate that INO-SGD is robust to hyperparameter choice in Sec. [4.3]and App. [D.4.2}
Thus, tuning according to the above guidelines is practical in real deployments. When the model
owner is willing to trade more overall utility for less imbalance, they can manage the tradeoff by
increasing the tail length v (the easiest way), or setting a larger o and smaller f3.

C.3 THEORETICAL ANALYSIS OF INO-SGD

C.3.1 PROOF AND DISCUSSIONS FOR THEOREM[3.3]

In this section, we give a formal proof of Thm. (privacy of INO-SGD). Consider the sub-
algorithm in Line 7-16 of Alg. [I] which takes in a batch of data B, and returns the sum of clipped
gradients G¢. Let ¢y = 0 and ¢, denote the accumulated clipping threshold until (and including)
the k-th ranked datum d, (). We first prove that for any datum d, the modular sensitivity Aj of
the algorithm at iteration ¢ is bounded by d’s corresponding clipping threshold C,(4y. Suppose that
a new datum d, is added to the batch B;. Without loss of generality, assume that d, is ranked the
a-th in the new batch B; U {d,}. The importance function changes from f; to f2. It can be seen
that all data that are ranked higher than d, receive larger gradient weights while data that are ranked
lower than d, are not affected. Therefore, the change in the sum of clipped gradients G, consists of
d,’s (weighted) clipped gradient and the increase in (weighted) clipped gradients of all data that are
ranked higher than d,, that is,

Joo fide UG S de [IEfode
—_— . —_ .gdk'

15)

CogEMT >

Ck — Ck— Cip — Ck—
=\ %~ G-t k= Ck—1
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Because of how BIF is constructed from TIF, we have f o f ¢ de— fcc:,l fe de = f;kfl fi de—
fck+co(da> fi de= fck 1o fi de— fcwco(da) fa dC Thus,

ck—11+Co(dy) Ck—1 ck

“fade azl /[ fide f f; de

Ca—1 — Ck—1 Cl—1 _
— 84, + -84,
Co<da> kzl ‘

1 rek—1+Co(ay) ra et Cordy)
) f(/a 1 ||gd || +az: Cr—_1 4 f f('k a ft
Ck — Ck—1

g, cr—14+Co(dy) ck+Co(dy) g4,
/ i e 1Bl Z/ i de- i 4. gl
o(d e Cl

Ck — Ck—1
(2 — fee—1tCoay) e tCoay)
/ I dc+Z/ fi e | 72 do)

k

3) Ca co0t+Co(dy) Ca
= A dc+/ ' dcf/ i de
Ca—1

Ck — Ch—1 Ck — Ch—1

—

(

I /\

"l

Ca—1 Cco
c0+Co(dy)

— a

—/ fi de
co

< Co(dy)-

Here (1) is because of triangle inequality and the fact that BIF is non-increasing; (2) is because
g4 = ga/ max{l,||gall/Coay} and hence |ga|| < Cy4) for any datum d; (3) is by telescoping
sum.

When a datum dy is deleted from the batch B;, the change in sum of clipped gradients is equal to
the case where dg is added to the batch B; \ {d4}. The L?-norm of the change is hence bounded by
dq’s clipping threshold C,(q4,). Therefore, we have proven the modular sensitivity statement.

For data owner n € [IN] whose sampling rate is g, at iteration ¢ and whose clipping threshold is
C,, (and thus the modular sensitivity corresponding to its data), each iteration of the INO-SGD
algorithm satisfies (cv,,, €, )-RDP by Thm. [B.9| (since it is an SGM), where

CQ 2
En = 20,20 (16)
g%
By composition of RDP along all T iterations (Thm. [B.5), we have shown Thm.[3.3] O

Remark. Note that the use of order of loss in each batch does not incur extra privacy costs, as such
order at iteration ¢t comes from the ML model obtained at iteration ¢ — 1, which is itself a standard
output under adaptive composition (i.e., similar to the gradients we obtain at iteration ¢ for each
sampled datum). Thus, for a mechanism using the gradients and/or the order of loss, as long as we
bound its (modular) sensitivity at iteration ¢, it strictly satisfies IDP by adaptive composition.

Remark. We assume that the model owners have decided on a TIF beforehand (e.g., based on past
experience) and do not consider the cost of tuning any hyperparameter. This is consistent with other
works that devise (I)DP algorithms to solve certain problems (e.g., Xu et al.| (2021); [Esipova et al.
(2023); Lowy et al.| (2023)). Bounding the DP cost in tuning hyperparameters can be addressed by
DP hyperparameter tuning works (Sopa et al.l 2025} Wang et al.| [2023; Ding & Wul [2025)). When
the privacy budget for hyperparameter selection is severely limited, the practitioner can consider a
few hyperparameter tuning choices based on the following guidelines for the Beta distribution-based
TIF. The practitioner can fix a moderately large tail length v (e.g., 50% of total clipping threshold)
to only tune « and f3; when privacy budget is extremely limited, the practitioner can fix o« and f3
(e.g., 1, 1) and set tail length to (or only tune it around) a fixed percentage of the expected sum of
clipping thresholds for each batch, and we show INO-SGD is robust to hyperparameter choices

in Fig.[T6and Fig.[T7]
C.3.2 THE INO-SGM MECHANISM

In Thm. [3.4] we give a description of the INO-SGM mechanism. We provide the full version below
and prove it.
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Theorem 3.4 (INO-SGM, formal). Let g be a function mapping an arbitrary set of data I3 to R”
such that || g(d)|| is upper bounded by A A( ). Let w, be a function mapping B to some order that
works in the following way:

e s:R" — R is a scoring function that can assign a score to each datum in B.
* For a subset B C B, w,(B) returns an order of data in B such that ws(B)(k) returns the datum
d with k-th largest score s(d) in B.

Suppose B = {d : d is sampled with probability q,(q)} is a sampled subset of data. Then releasing
Zk 1 kg(ws(B)(k)) + N(0,, 071, «,) satisfies IRDP, where py, is set in the same way as in BIF.

More specifically, g represents a function that takes in a datum and returns the information we wish
to obtain from the datum; wy constructs the ordering of any sampled subset B such that wg(B)(k)
gives the k-th ranked datum in B. This can be used to represent the importance, certainty, usefulness
or any other properties of data. By summing up pxg(ws(B)(k)), information from better data is as-
signed a larger weight and thus we will in general obtain useful results. The INO-SGM mechanism
can potentially be applied to any field where order of data is important and can be used to improve
the outcome.

Now we provide a proof of Thm. When a new datum d,, is added to B and assuming d, is
ranked the a-th in B U {d,}, the importance function changes from f to f2. Similar to the proof
of Thm. the change in the sum of obtained information consists of d,’s (weighted) information
and the increase in (weighted) information of all data that are ranked higher than d,, that is,

[ee ftde azl /[ fade f f de
(“7 da E : Ck—1 Cr—1 . d ) 17
AWEN gld) i1 \ Gk~ Ck—1 Ck — Ck—1 9(dk) a7
Becalise of how BIF is constrlicted from TIF, we hAave f;";l f* de— fcif‘il f de= fc?,l £2 de —
CktAo(d, __rc +Au(dy ckt+Ao(a,
fciﬁ&j& ) [t de= c: ST fad fc FTTel) fade. Thus,

L de a—l o, fHde o, fde
f“li g(dy) +Z (f f ) - g(dk)

Ag(dy) Ckp — Ck—1  Ckp — Ck—1
a— ck—1+A(d, a ck+Ag(dy) ra
é fca 1fa lg( +ch;:1 (d)f fc: (d)f dCH ()|
< ——lgld gl\ag
Ao, pt Ck — Ck—1
a—1 c A cr+A
Hg )l /k 1St /’“ o) llg(dy)]]
a 2 de — 2 de) -
/ fd Ao(ay) - Jde o f* de) Ck — Ck—1
¢ k=1 &
( Ch—1+D0(dy) ckt+Ag(dy)
/ 12 dc+Z/ r dc—/ f* de)
Ck Ck
@) [ co+Ao(dy) Ca
= e dc+/ It dc—/ f* de
Ca—1 Co Ca—1
cotAo(dy)
:/ f* de
co
< Agdy)-

Here (1) is because of triangle inequality and the fact that BIF is non-increasing; (2) is because
llg(d)|| < Ag(q for any datum d as defined; (3) is by telescoping sum.

When a datum dy is deleted from the batch B, the change in sum of clipped gradients is equal to the
case where dy is added to the batch B\ {d4}. The L?-norm of the change is hence bounded by d4’s
clipping threshold A,(4,), thus completing the proof for modular sensitivity.

For data owner n € [N] whose sampling rate is ¢,, and whose clipping threshold is A,, (and thus
the modular sensitivity corresponding to its data), the INO-SGM algorithm satisfies (v, €,)-RDP
by Thm. where

AQ 2

. (18)

€n = 200,
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O

Remark. Thm. 3.4 assumes functions ¢ and s do not consume further privacy (i.e., they should be
independent of dataset 5 (e.g., at the first iteration of SGD where the model parameters are randomly
initialized) or are already protected by IRDP (e.g., at each iteration of INO-SGD).

C.3.3 INO-SGD OBIJECTIVE

In this section, we will give a formal proof of Thm. [3.5] (objective of INO-SGD). At iteration ¢, the
batch B; sampled from dataset D with per-owner sampling rates q is equivalent as a batch sampled
from D with uniform sampling rate §. Let b denote the (expected) batch size of B;. For simplicity
assume C' = ]@] and vy is an intege The expectation of summed gradient (omitting gradient
clipping and noise temporarily) is equal to

K
Eg, (G = Z Pr [cik € Bt] - (Pr[m(k) € ~-tail] - corresponding p + Pr[n (k) ¢ ~-tail])
k=1
K v—1 _
) N
=Zq-<z< . )q(l—q)K’“ / fe det
k=1 i=0 ! v=(41)
K—k
K=k K —k—i
> (4] e om ) Ve
="

The inner bracketed sum is obviously larger for smaller £ and it is always at most 1. By setting
w = BUETZ) (KT @ A=) 070 Fedet I (KM@ =) ) Vi) (0),
we show that the expectation of % is equal to the gradient of the INO-SGD objective Ly, (0, ﬁ) .
Therefore, we have proven Thm. @

The fact that vanilla SGD with gradient clipping optimizes the SGD objective function can be gener-
alized to INO-SGD as a similar first-order optimization technique. Similar to vanilla clipped SGD,
INO-SGD with clipping and noise addition also converges to the optimum of the stated objective
while suffering from an unavoidable bias. O

C.3.4 BENEFITS OF INO-SGD OBJECTIVE

In the main paper we give some brief summaries of interpretations of INO-SGD’s objective. Here
we give more details and discuss them further:

* We mentioned in the main paper that the INO-SGD objective can be viewed as the mixed condi-
tional value-at-risk (mixed CVaR) of the loss function ¢, when / is viewed as a random function
of d € D. Specifically, CVaR and mixed CVaR are concepts from risk theory. The \-level CVaR
refers to the average loss when only the data with top 100A% losses remain in the dataset (i.e.,
100A% worst-case tail of losses) and the mixed CVaR represents a weighted average of CVaRs at
different A € (0, 1] (i.e., different severity of worst-case). Thus, the trained model will improve
the performance on data with the larger losses which are likely to belong to more private owners.

* We also mentioned that the INO-SGD objective can be viewed as an objective that better corrects
for utility imbalance than average loss when minimized and is less affected by outliers/noises with
large loss than the maximal loss. This is shown empirically in Fig. [[T(h)|and Fig.

* An alternative interpretation is through distributionally robust optimization (DRO) (Goh & Sim,
2010). DRO studies how to preserve robust model performance if the actual data distribution
during ML model deployment is different from the training data distribution. To achieve this,
one typical solution is to consider distributions of training data that are different from the training
set itself and train a model that can minimize the maximum loss among all these distributions.

1%In DP analysis, only the ratio between clipping threshold and noise scale, called noise multiplier, matters.
!+ can always be rounded up to the nearest integer by lengthening the tail.
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Specifically, the INO-SGD loss Ly, (0, ﬁ) recovers the DRO objective

K
inf sup Zpkfk(e),

peP
where uncertainty set P = {p : sort(p) < w;>_, pr = 1;p > 0} denotes the set of possible

true probabilities of each datum in D occurring in the underlying distribution, sort(p) denotes the
sorted sequence of p in descending order and < denotes a partial order over decreasing sequences

of length K defined as p < p’ & Vk € [K] [Z’;Zl pj < Z]’Ll p;} . In particular, the cardinality
of the uncertainty set P increases and the trained model becomes more distributionally robust
when the learner chooses a larger length of tail - or faster decaying tail importance function fi,

(e.g, large « and small 3 when using a Beta distribution). This explains why our INO-SGD can
give better results than the vanilla IDP-SGD when IDP-induced utility imbalance occurs.

D ADDITIONAL EXPERIMENT RESULTS

The experiments are run on the following machines:

« Ubuntu 18.04.5 LTS, Intel(R) Xeon(R) Gold 6226R (2.90GHz) with NVIDIA GeForce RTX 3080
GPUs (CUDA 11.3);
« Ubuntu 22.04.3 LTS, AMD EPYC 7763 with NVIDIA L40 GPUs (CUDA 12.3).

All the programs are written in Python and executed using Anaconda. The implementation details
and hyperparameters used can be found from our codes in the supplementary materials.

D.1 SETUP
D.1.1 DATASETS AND DATA OWNERS

We empirically evaluate our proposed method INO-SGD on various tabular, vision and language
datasets. For each dataset, we first split the training set into N disjoint subsets representing the
datasets owned by N data owners, in a way that data within each subset share similar traits and data
across different subsets have different traits (e.g., we can split by classes or categories) to simulate
the different subsets that could have different privacy preferences. We then assign each data owner a
unique privacy budget ranging from low (private) to high (less private). Besides the standard settings
(MN, CM, CL, CH, CF, SU (explained in detail below)), we consider the following special settings:

» Real-world clinical datasets where owners of (likely) positive-case data have stronger privacy
requirements, which supports our motivation (CA, PN);

* Noisy datasets with random flipped labels (CFN);

* Each data owner possesses 1 datum and has its own privacy budget. Data owners with data from
the same group have similar privacy budgets sampled from the same distribution with a unique
mean associated with the group. This resonates with real-life scenarios where data owners with
sensitive data in general have less private budgets but can vary (CS, CFS);

* Sensitive data occasionally have weaker privacy requirements and vice versa (COL, COM);

* Each owner has a fixed privacy budget but they hold a randomly sampled class in each experiment
run. This can eliminate the potential impact of class complexities on per-owner utility (CR).

The details on our datasets and how we set the data owners are described below:

* CA: We use the UCI CArdiotocography dataset (Campos & Bernardes| 2000), which contains
2126 tabular data of fetal cardiotocograms (CTGs) from 3 classes (NORMAL, SUSPICIOUS,
PATHOLOGICAL) representing whether a fetus is healthy or not. We assign privacy budgets 3
(most private), 4 and 5 (least private) to pathological, suspicious and normal fetuses. Tolerance
8, = 107° for all owners n € [N].

* PN: We use the Pneumonia dataset (Kermany et al., 2018)), which contains chest X-ray images
from 3 classes (NORMAL, BACTERIALPNEUMONIA and VIRALPNEUMONIA). We randomly
pick 1341 data from each class as the training set. We set 2 data owners: Owner 1 possesses
NORMAL data and requires (5, 10~%)-DP (less private), while Owner 2 possesses BACTERIALP-
NEUMONIA and VIRALPNEUMONIA patients’ data and requires (0.5, 10~°)-DP (more private).
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* MN: We use the MNIST dataset (LeCun et al.||1998)), whose training set contains 60000 grayscale
images of handwritten digits from 0 to 9. In our experiment, we suppose that there are N = 2 data
owners, with one possessing digits from 0 to 4 (30596 data) and another possessing digits from
5 to 9 (29404 data). To simulate individualized privacy preferences, we assign privacy budgets
€1 = 0.1 (private) and €5 = 1 (less private) and tolerance §; = 6 = 1075,

* CM: We use the CIFAR-10 dataset (Krizhevsky & Hintonl 2009), whose training set contains
50000 images of objects from 10 classes (e.g., CAT, DOG). We set N = 10 data owners, where
owner n possesses data from class n — 1. CM refers to a More private setting where we uniformly
assign privacy budgets ¢,, ranging from 0.5 (most private) to 5 (least private) and tolerance 4,, =
1075 forall n € [N].

* CL: Similar to CM, but considers a Less private setting where we uniformly assign privacy bud-
gets ¢, ranging from 6 (most private) to 15 (least private) and tolerance §,, = 10~° forall n € [N].

* CR: Also similar to CM, but considers each data owner holding a Randomly sampled class in
each run. Their privacy preferences remain the same. This could eliminate the impact of inherent
difference in class complexities.

* CS: We use CIFAR-10 and consider the case where each owner possesses only 1 datum and
owners possessing data from the same class have Similar (but not same) privacy preferences.
Specifically, each class’s mean privacy budget uniformly ranges from 0.5 (most private) to 5 (least
private), and each owner’s privacy budget is uniformly sampled from class mean & 0.25.

* COL: We use CIFAR-10 and consider the case where occasionally some sensitive data have
weaker privacy requirements and vice versa, that is, there are Overlaps among data owners. COL
considers Less overlaps where each owner possesses 90% data from one class and 10% data from
any other classes.

* COM: Similar to COL, but considers More overlaps among data owners where each owner pos-
sesses 70% data from one class and 30% data from any other classes.

* CH: We use the CIFAR-100 dataset (Krizhevsky & Hinton| [2009), whose training set contains
50000 images of objects from 100 classes (e.g., FLATFISH, BICYCLE). Every 5 classes come
from one category (e.g., FLATFISH comes from the FISH category). We set N = 100 data owners,
where owner n possesses data from class n — 1. We uniformly assign privacy budgets €,, ranging
from 1 (most private) to 10 (least private) and tolerance &,, = 1075 for alln € [N].

* CF: We consider N = 2 data owners, each possessing data from one category (i.e., 5 classes).
Specifically, Owner 1 owns the FISH category containing AQUARIUMFISH, FLATFISH, RAY,
SHARK and TROUT classes, while Owner 2 owns the VEHICLES! category containing BICY-
CLE, BUS, MOTORCYCLE, PICKUPTRUCK and TRAIN classes. Owner 1 requires (1, 10—5)-DP
(private) while Owner 2 requires (57 10_5)—DP (less private). We denote this as CIFAR-100-FV.

* CFS: Similar to CF and CS, each category’s mean privacy budget is 1 and 5 respectively and each
owner’s privacy budget is sampled from the Gaussian distribution with mean = its category mean
and standard deviation = 0.5.

* CFN: We use CIFAR-100-FV and consider the case where the dataset is more Noisy. Specifically,
we introduce 10% random label flips.

e SU: The SUrnames dataset (Robertson, 2017) (SU) contains 20074 surnames from 18 different
countries, with Country 4 being the majority country containing 9408 surnames. We consider
N = 2 data owners, including a less private data owner who possesses data from the majority
country and requires (3, 10_5)—DP and a more private data owner who possesses data from other
countries and requires (2, 10_5)—DP. This is because data from other countries might be more
difficult to obtain compared to the majority country with plenty of data.

For all the datasets listed above, we use their default split of training and validation sets in our
experiments.

D.1.2 MODELS AND TRAINING

In the main paper, for vision datasets (MNIST, CIFAR-10, CIFAR-100 and CIFAR-100-FV), we use
a set of convolutional neural network (CNN) models proposed by |Papernot et al.|(2021) which cater
to DP-ML and are widely used in existing literature (Tramer & Bonehl|2021;|Boenisch et al.| [2024).
These CNN models are smaller than popular models such as VGG (Simonyan & Zisserman, [2014)
or ResNet (He et al., [2016), but are more suitable for DP-ML because the (expected) magnitude
of added Gaussian noise (drawn from A (0, aQITXT)) increases with the number of model parame-
ters r. Also, they use Tanh activation functions which are shown to perform better in DP-ML. We
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supplement these CNN experiments by considering more complex models and embeddings such as
ResNet-18 (He et al.,2016) and SimCLRv2 (Chen et al., 2020a). For language dataset (Surnames),
we use a character-level long short-term memory (LSTM) model from|Boenisch et al.|(2024)), which
is a type of recurrent neural network (RNN) model that treats each surname as a sequence of char-
acters (i.e., letters and special characters).

The details on all the models used are listed below:

* MLP: Refers to a simple Multi-Layer Perceptron (MLP) model with 3 hidden layers each con-
taining 47 neurons and ReL.U activations.

» PC: Refers to Papernot et al. (2021)’s CNN models. For MNIST, this refers to a CNN model with
5 hidden layers (Conv-MaxPool-Conv-MaxPool-FC) with Tanh activation at each convolutional
and fully connected layer; for CIFAR-10, CIFAR-100 and CIFAR-100-FV, this refers to a CNN
model with 10 hidden layers (Conv-Conv-MaxPool-Conv-Conv-Maxpool-Conv-Conv-Maxpool-
FC) with Tanh activation at each convolutional and fully connected layer.

* RN: Refers to a ResNet-18 (He et al.,[2016)) model trained from scratch.

* SC: Refers to a pretrained SimCLRv2 model (r50_2x_sk1) (Chen et al., [2020a) which we use
to obtain embeddings and train a linear model upon them.

* EN: Refers to a pretrained EfficientNet B1 model (Tan & Le, [2019) which we used to obtain
embeddings and train an MLP with 1 hidden layer containing 512 neurons and ReLU activations.

* LS: Refers to a character-level LSTM model (Embedding-LSTM-FC). Each input is mapped to
a 64-dimensional embedding. The LSTM has a hidden size of 128, with internal linear layers
projecting to 512 dimensions.

We will label each experiment in the format [dataset]-[model] (e.g., MN-PC). For each dataset-
model combination, we choose from the two variants of IDP-SGD, SAMPLE and SCALE, at random
since they usually have similar performances and it is not yet clearly understood which variant has
advantages over another. Specifically, we use SAMPLE for Cardiotocography, MNIST, CIFAR-100,
CIFAR-100-FV and Surnames datasets, and SCALE for Pneumonia, CIFAR datasets. The same
setting is used when we test our method INO-SGD. Furthermore, we repeat each experiment for 5
times and show the means and standard deviations of results to tackle randomness.

D.1.3 CHOICE OF BASELINE

Since this is the first work that recognizes and addresses IDP-induced utility imbalance, there is no
prior work that mitigates the problem and is suitable as baseline. Therefore, we compare against the
most important baseline IDP-SGD in all experiments.

In Sec.[3.Tand App. we have explained why existing techniques addressing utility imbalance
(either in non-private or private setting) neither satisfy IDP nor can be easily adapted to do so. To
add on, we explain why common techniques to address data imbalance in the non-private setting
are not suitable in the IDP setting:

* Strategically dropping data from the less private data owners before training (e.g., with data
prumng) This does not satisfy IDP. For nelghbormg datasets D and D?, if the dropping algorithm
is deterministic, the resulting datasets D’ and D may not be neighboring, thus can be identified
by attackers even if IDP-SGD is apphed to D’ and D?'; if the dropping algorithm is randomized,
the resulting datasets D’ and D may not follow a 31mllar distribution, thus can be identified
too. Therefore, it remains non-trivial to design a dropping algorithm that preserves IDP, which is
beyond the scope of this work.

* Randomly dropping data from less private owners before training: This has two issues.
Firstly, for multiple data owners and privacy budgets, it is unclear how to set (i) the cutoff be-
tween less and more private owners and (ii) how much data to drop from each less private owner.
For (i), for example, for 10 owners with €, € [0.5,5] evenly, it is unsuitable to directly use the
mean 2.25 as the cutoff since the impact of privacy does not scale linearly with privacy budgets
and is hard to quantify a priori; for (ii), dropping equal number of data from owners with €,, = 3
and €, = b is unsuitable, as there is still imbalance between these two and dropping data from
€, = 3 incurs different utility loss than ¢, = 5. Due to (i) and (ii), finding the optimal number
of data to drop from each owner requires O(N) hyperparameters, making it unsuitable as base-
line. Secondly, this method may under-utilize the privacy budgets and data from the less private
data owners. Due to the privacy-utility tradeoff (Makhdoumi & Fawaz, [2013)), the overall utility
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would be lower than our current baseline IDP-SGD which fully utilizes the privacy budgets of
each owner. Below we show the overall validation accuracy (mean (standard deviation)) when we
drop 10% to 50% data from less private owners (cutoff = mean):

Table 3: Random undersampling degrades overall validation accuracy.

[ Setting  IDP-SGD Drop 10% Drop 20% Drop 30% Drop 40% Drop 50% INO-SGD ||

[CF-PC_ 46.4(0.53) 43.88(0.77) 43.56 (0.99) 42.9 (1.67) 42.06 (1.88) 40.72 (2.51) 48.74(0.65) ||
[CL-PC_ 63.35 (1.28) 62.48 (1.74) 61.64(2.31) 60.41 (3.31) 58.83 (4.11) 56.47 (5.06) 66.73 (0.24) ||

* Reducing less private owners’ privacy budgets: Similar to the above, it is still unclear how to
set the cutoff and how much privacy budgets to reduce from each less private owner. Moreover,
this method under-utilizes the privacy budgets and data from the less private owners. Due to the
privacy-utility tradeoff (Makhdoumi & Fawaz| 2013), the overall utility would be lower than our
current baseline IDP-SGD which fully utilizes the privacy budgets of each owner. We validate
the above in App.[D.4.3] Note that this includes other methods like reducing less private owners’
sampling rates in SAMPLE and clipping thresholds in SCALE.

D.2 ADDRESSING UTILITY IMBALANCE

In the main paper, Fig. and[(c)| are under the MN-PC, CL-PC and CF-PC setting respec-
tively; Fig. and [(b)| are under the CM-PC and CH-PC setting respectively.

In Fig. [T} we present more experiments under various settings and more complex models (e.g.,
SU-LS, CM-RN, CM-SC) that illustrate how INO-SGD still addresses utility imbalance induced
by IDP-SGD. In particular, for experiments with more data owners (e.g., CH-PC), we show 3 or 4
data owners whose privacy preferences range from low to high for a clearer visualization. We note
the following points:

* Fig. [[1(a)}{(d)] are real-world clinical datasets where owners of (likely) positive-case data have
stronger privacy requirements, which reinstates our motivation that utility imbalance is undesir-
able for subsequent users of the trained ML model.

* Fig. [[I(h)| considers each category as a group since each owner’s data contain label noises. It
shows that INO-SGD’s performance is robust to label noises.

* Fig.[11(g)|and |(r)| consider possible real-world settings where each data owner only possesses 1
datum and can choose its own privacy budgets. Owners who possess sensitive data can generally
prefer stronger privacy but have small variations among themselves. The two results show that
INO-SGD is still effective under such settings.

* Fig. and |(t)| consider possible real-world settings where occasionally sensitive data have
weaker privacy requirements and vice versa. The two results show that INO-SGD is still effective
under such settings.

Remark. Similar to MNIST (MN-PC), Pneumonia and CIFAR-10 with extracted embeddings (PN-
EF/CM-SC) are also relatively easy-to-learn tasks for which MID happens at an earlier stage of
training. In contrast, in more difficult tasks such as CIFAR-10 (CM-PC/CM-RN) and CIFAR-100
(CH-PC), privacy budgets are used up before MID even ends. This reinstates the importance of
considering the entire learning dynamics and the benefit of our INO-SGD algorithm.
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Figure 11: Comparison of per-owner model utility between IDP-SGD and INO-SGD. Here
02, 5, 8 refers to Owners 2, 5 and 8 and likewise for the others. INO-SGD consistently improves
the model performance for the more private data owners while sometimes conservatively lowering
the performance for the less private data owners. In general, it results in a more balanced learning
dynamics.

45



Published as a conference paper at ICLR 2026

v
o

90
N — IDP — INO ;60 : 5
9 o 8 930
© © © ©
[=% a o 60 a
325 340 3 320
o 2 2 >
[ %20 30 %10
2 2 2 2
— IDP — INO —_ —_—
O h A 0 0 IDP — INO 0 — IDP_— INQ
0 100 200 300 400 500 0 1000 2000 3000 0 2500 5000 75009375 0 2000 4000
No. of iterations t No. of iterations t No. of iterations t No. of iterations t
(a) CA-MLP. (b) PN-EN. (c) MN-PC. (d) CF-PC.
) 60 ) ) 50
9] = o o
540 S g1e 340
e L40 g12 s
3 = ° ©30
520 2 > 8 >
& 20 g, #20
2, & — IDP * Cat.l 2 2
— IDP_— INO 01¢ — INO e Cat. 2 0 — 1P — INo] 10 — IDP_— INO
0 500 1000 0 2000 4000 0 1000 2000 3000 0 1000 2000 3000
No. of iterations t No. of iterations t No. of iterations t No. of iterations t
(e) SU-LS. (f) CFN-PC. (g) CM-PC. (h) CL-PC.
g 15 $75 4 20{ — IDP — INO S
v] o o O 30
© © © 15 ©
S10 350 5 520
e o 2 o
g 225 210 @
o & - o
E s —or | Es g0
= = o] — INO = H o
0 — IDP_— INQ 0 — IDP_— INQ|
0 2000 4000 6000 8000 1 10 100 2000 0 1000 2000 3000 0 2000 4000
No. of iterations t No. of iterations t No. of iterations t No. of iterations t
(i) CM-RN. (j) CM-SC. (k) CS-PC. (1) CFS-PC.
. .40 ;12{ — IDP — INO
J J ¥
® ® ®10
220 a30 o
3 3 38
5 520 5,
£10 £
30 — IDP — INQ 30 — IDP — INO =
0
0 1000 2000 3000 0 1000 2000 3000 0 1000 2000 3000
No. of iterations t No. of iterations t Number of iterations t
(m) COL-PC. (n) COM-PC. (o) CH-PC.

Figure 12: Comparison of worst-owner accuracy between IDP-SGD and INO-SGD. INO-
SGD consistently improves the model performance for the most private data owners and thus ad-

dress utility imbalance.
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Figure 13: INO-SGD’s per-group utility minus IDP-SGD’s. Model utilities for the more private
owners show higher increase.

Another way to assess utility imbalance is through the worst-group accuracy (i.e., the accuracy of
the worst group(s) at different stages of training). In Fig.[I2] we demonstrate that INO-SGD con-
sistently improves the worst-group accuracy over IDP-SGD. Specifically, for CH-PC (Fig. [12(d)),
we show the average of the worst 50% owners due to a large number of small privacy budgets and
difficult classes.

In Fig. we repeat the experiments in Fig. [6] (graphs of changes in model performance from IDP-
SGD to INO-SGD against different privacy budgets) on the CR-PC setting, where each of the
10 data owners has a fixed privacy budget but receive a randomly sampled class in each random
run. This could eliminate the impact of inherent different in class complexities. We can see that
INO-SGD still effectively improve the utility on the more private owners.

D.3 PRESERVING OVERALL MODEL UTILITY

In the main paper, Fig. and [(c) are under the MN-PC, CL-PC and CF-PC setting respec-
tively.

In Fig.[T4] we present more experiments that illustrate how INO-SGD improves/preserves overall
model utility as compared with IDP-SGD. In particular, we use balanced accuracy for the Surnames
dataset (SU-LS) and Cardiotocography dataset (CA-MLP) since their validation sets are highly
imbalanced. It can be seen that INO-SGD demonstrates the same trends under the various settings

noted in App.

D.4 OTHER EMPIRICAL BENEFITS AND DISCUSSIONS

In this section, we demonstrate and discuss several other benefits of INO-SGD.

D.4.1 BETTER WITHIN-OWNER LEARNING DYNAMICS

We notice that the learning curve within a single data owner is not smooth and demonstrates certain
fluctuations when it holds several different groups of data. In real life, this represents groups with
data of different distribution but similar privacy preferences (e.g., two types of one stigmatized
disease). To investigate it, we analyze the per-class recall for different classes within the same data
owner in MN, SU and CF and show it in Fig. Although classes/groups belonging to the same
data owner share the same privacy budget, they may have different learning complexities and hence
different learning dynamics and duration of the MID effect. For example, in Fig. Class 0
is much easier to learn than Class 3 (possibly because 0 has a more distinguishable shape). Thus,
the MID effect of Class 0 (around iteration 0 to 100) is much shorter than that of Class 3 (around
iteration 0 to 3000).

This experiment also demonstrates another benefit of INO-SGD: it also improves the learning dy-
namics of different groups within the same data owner. This is because an easy-to-learn group within
a private data owner can also be learnt fast and its loss will decrease quickly. Samples from such
group will then be down-weighted by the INO-SGD algorithm so that we can focus more on reduc-
ing the loss for the more difficult samples from the private data owner. For example, in Fig.
again, the MID effect with regards to class 3 is significantly improved under INO-SGD (shortened
to around iteration 0 to 1500). This shows that INO-SGD can not only address IDP-induced utility
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Figure 14: Comparison of overall model performance between IDP-SGD and INO-SGD.
INO-SGD consistently improves the overall model performance.
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Figure 15: Per-class learning dynamics within a data owner. Here O1 C2, 4 refers to Owner 1
Classes 2 and 4, and likewise for the others. Different classes within a data owner are learnt with
different dynamics. INO-SGD improves such within-owner learning dynamics too.
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imbalance, but also mitigate the inherent imbalance caused by different learning complexities
among groups.

D.4.2 COMPONENTS OF INO-SGD

The INO-SGD algorithm has two main components: the TIF and the ordering of data used. In this
section, we conduct ablation studies by removing/varying each component to assess its impact. In
(D) to (III), we demonstrate that TIF is important. Moreover, INO-SGD is robust to the choice of
hyperparameters so that it is easy for practitioners to apply it in real life. As mentioned in Sec.[3.2]
the hyperparameters of TIF f; include the tail length ~ and the form of fi,;. Therefore, we run the
INO-SGD algorithm using different values of ~y, parameters o and (3 of Beta distribution and also
try different function forms such as the step function mentioned in App.[C.2.5] In (IV), we verify the
benefit of using a descending order of loss by comparing it with a random and an ascending order
of loss.

(I) Tail length, ~. In Fig.[I6] we show how the learning dynamics change as we change the tail
length ~y. It can be seen that in general, INO-SGD shows an improved learning dynamics when we
set 7y to be less than half of the expected sum of clipping thresholds calculated by Zne[ N] | Dy ]qnCn
(which equals around 256 for CIFAR-100-FV (CF-PC) and 1987 for CIFAR-10 (CM-PC)). If we
set v to be even larger, there will be too little good information left in the batch and the summed
gradient will get more noisy due to the added Gaussian noise. It will start trading overall utility for

better balance.
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Figure 16: INO-SGD is robust to choice of v for a limited range. After that, it starts to trade
overall utility for better balance. In particular, we plot the model performances at 1/4, 2/4, 3/4, and
4/4 of the entire training stage (in terms of iterations). For the CIFAR-10 dataset, we only show 2
data owners for better visualization.

(II) x and 3 in Beta distribution. In Fig. we show how the learning dynamics change as
we change the value of « and 3 in Beta distribution when we set the tail importance function fi;.
All choices of o and 3 enable INO-SGD to produce better learning dynamics than IDP-SGD.
Specifically, when « is smaller and f3 is larger, INO-SGD will become more and more similar to
IDP-SGD because fewer gradients are down-weighted.
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Figure 17: INO-SGD is robust to the choice of o and 3 if the length of the tail is chosen
adequately. The dashed line represents our baseline IDP-SGD. In particular, a small « and large 3
will cause INO-SGD’s performance to be similar to IDP-SGD and vice versa.

(ITI) Alternative TIF forms. In this section, we consider the alternative function form of tail
importance function fi,;, a step function, as described in App. Specifically, we use 4 steps
with a constant step length (i.e., instead of setting 7y, o and 3, we only need to set the constant step
length now). We vary the value of the constant step length to see whether our observed trends are
still relevant when we use this alternative function form. The results are shown in Fig. and in
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particular, we recover IDP-SGD when we set the step length as 0. It can be seen that as long as we
choose a reasonable step length (one that is not too long, or more precisely the sum of four steps
should not exceed half of Zne[ N] | Dy, |gnCy, (same as how we choose « previously)), we can get a
better learning dynamics than IDP-SGD. Therefore, we can conclude that our INO-SGD is robust
to the choice of tail importance functions as long as we choose a reasonable tail length . We still
recommend using the TIF based on Beta distribution because it provides a flexible range of TIF
shapes using only two parameters.
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Figure 18: INO-SGD is robust to forms of the tail importance function f,;. In this set of
experiments, we use the step function with constant step length as described in App. 1/2 for
the first step length, 1/4 for the second step length, 1/8 for the third step length, and O for the last
step length. Similar trends to our main experiments can be observed.

(IV) Impact of order. In Fig.[I9] we show the benefit of using a descending order of loss by
replacing it with (1) a random order (INO (random)) and (2) a reverse (ascending) order (INO
(reverse)). The overall results in Fig. and the per-owner results in Fig. and Fig.[19(c)|all
show that a descending order is crucial, which justifies our argument that the loss values indicate the
importance of data. In particular, using a descending order of loss not only benefits the performance
of the more private data owners (e.g., Owners 1 and 2), but also benefits the performance of the less
private data owners (e.g., Owners 7 and 8) because the more difficult data within them are assigned
higher importance too.
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Figure 19: Benefit of using a descending order of loss.
D.4.3 PARETO SUPERIORITY

Beyond the region where the model owner can simultaneously correct utility imbalance and im-
prove/preserve overall model utility (which only INO-SGD can achieve), the model owner can also
choose to set the TIF more aggressively (e.g., downweighting more of the less important gradients
by setting a larger tail length «) in order to trade overall utility to further correct for utility imbal-
ance. In this use case, method A is said to Pareto-dominate method B if at any level of overall
utility, method A corrects for utility imbalance better than method B; at any level of utility imbal-
ance, method A achieves a higher overall utility than method B. In Fig. we demonstrate that
INO-SGD Pareto-dominates naive methods that satisfy IDP. In particular, we control the INO-
SGD’s tradeoff by using different tail length ~, and consider the baseline where every data owner
decreases their privacy budgets proportionately (e.g. by 10%, 20%, 30%, 40%) to match the most
private owner, and we use the standard deviation across per-group recalls to measure utility imbal-
ance. Just as the privacy-utility tradeoff (Makhdoumi & Fawaz| [2013)) describes, decreasing privacy
budgets would incur lower overall utility, so such methods cannot achieve a dual improvement in
both utility balance and overall utility as INO-SGD achieves. Even if the model owner is willing
to trade some overall utility to further correct for utility imbalance, INO-SGD is a better solution
because of its Pareto superiority.
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Figure 20: Pareto superiority of INO-SGD. A denotes IDP-SGD and ¥ denotes DP-SGD using
the strongest privacy. % shows our reported results where the model owner attains the largest dual
improvement in both utility balance and overall utility. The red arrow indicates that INO-SGD
Pareto-dominates any method whose tradeoff curve lies to the upper left of INO-SGD’s, including
the simple baseline. Therefore, INO-SGD offers the model owner a superior way to control the
tradeoff between utility imbalance and overall model utility.

Remark. The reverse C-shaped region at the right of INO-SGD’s tradeoff curve indicates the ro-
bustness of INO-SGD discussed in App. in this region, the model owner can correct for
utility imbalance without sacrificing any overall utility.

D.4.4 COMPATIBILITY WITH ADAPTIVE CLIPPING

In App. [C.1.2] we note that adaptive clipping methods (Bu et all 2023} Xia et al. 2023) would
further lengthen IDP-induced MID because they make Cond. [2| more difficult to be satisfied, thus
worsening IDP-induced utility imbalance. Fig. 21] verifies this and demonstrates that INO-SGD
works effectively to address utility imbalance when using adaptive clipping, since INO-SGD can
effectively mitigate MID.
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Figure 21: INO-SGD is highly compatible with adaptive clipping. shows that for adaptive
clipping Owner 3 suffers from MID till the end, which verifies our theoretical analysis that adaptive
clipping could lengthen IDP-induced MID. Since INO-SGD addresses MID and utility imbalance,
it significantly improves the performance of such methods.

D.4.5 PRIVACY ASSESSMENT VIA MEMBERSHIP INFERENCE ATTACK

In Sec.[3:3.T) and App. [C3.1] we theoretically present and prove the privacy guarantees of INO-
SGD. In this section, we conduct the LiRA membership inference attack (Carlini et al., [2022)) to
empirically verify the privacy protection of INO-SGD.

We first give a brief introduction to the LiRA method. The goal of LiRA is to infer whether a given
datum d is in the training set D (i.e., whether d has been used for training the target model .A(D)).
Let M denote the larger pool of data which may or may not be used for training. LiRA firstly trains
many shadow models via A, each using a subset of M, M C M. For each trained shadow model
A(M) and the target model A(D), LiRA then computes a confidence score for each datum d € M
from its corresponding output logits. Let 2/ (d) denote d’s confidence score from the model trained
on M. During the attack, for each datum d € M, we fit two Gaussian distributions A 7 and N C‘l’“‘
using the confidence scores zps(d) from shadow models trained with d (i.e., d € M) and shadow
models trained without d (i.e., d ¢ M) respectively. The LiRA score of d is then calculated using

Pr. nplz = zp(d)]
Pr, nu[z = zp(d)]

LiRA(d) =
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Intuitively, the LiRA score represents how different Vi is from V9", If a datum d is really protected
by (I)DP, then the LiRA scores between data used for training (d € D) and not used for training
(d ¢ D) should be indistinguishable. Empirically, the true positive rate (TPR) and false positive
rate (FPR) should be approximately equal to each other for every chosen threshold.

In this experiment, we follow Boenisch et al.|(2024)) and train 512 shadow models via INO-SGD,
each using half of the data from each group. In Fig.[22] we show the receiver operating character-
istic (ROC) curve of IDP-SGD and INO-SGD. We observe that the ROC curves are very close to
the line TPR = FPR, which shows that INO-SGD indeed protects the data well. We also see the
effect of IDP: for example, in Fig. 22(b)] the ROC curve for the more private group with e = 1 is
closer to the line TPR = FPR compared with that for the less private group with e = 5, which
shows that the more private group indeed receives better privacy protection.

700 02 04 06 08 10 700 02 04 06 08 L0 700 02 04 06 08 10 00 02 04 06 08 10

False positive rate False positive rate False positive rate False positive rate
(a) CIFAR-100-FV (b) CIFAR-100-FV (c) CIFAR-10 (d) CIFAR-10
IDP-SGD. INO-SGD. IDP-SGD. INO-SGD.

Figure 22: The privacy of INO-SGD is validated by LiRA membership inference attack. The
AUROC for all owners are close to 0.5 and the ROC curves for IDP-SGD and INO-SGD are
similar. The AUROCs for the more private owner (smaller €) and less private owner (larger €)
are respectively (a) 0.571,0.645, (b) 0.563,0.663, (c) 0.569,0.623, and (d) 0.563,0.580 for the
subfigures.

E ADDITIONAL DISCUSSIONS

E.1 LIMITATIONS

In this section, we explain some possible limitations of the INO-SGD algorithm and discuss their
causes and possible future directions.

Firstly, increasing the utility of more private owners might unavoidably reduce that of the less private
owners. This is because we have to weaken the dominance of gradients from the less private owners
in order to achieve Eq. [5] mitigate MID and BOO, and address IDP-induced utility imbalance.
The need for tradeoff is also considered in the Pigou-Dalton principle (Pigou, [1912): if we want
to improve the model utility for the more private data owners and hence make the utilities for all
owners less imbalanced, we must transfer some resources from the less private owners to the more
private ones. To mitigate this limitation and control the tradeoff in the INO-SGD algorithm, the
model owner can choose the TIF function fi,; according to their desired utility for each owner.

Secondly, the INO-SGD algorithm can only reduce utility imbalance across data owners to a certain
extent without harming the overall model utility. As shown in Fig. [[6|and 20] when a more potent
TIF function fi,; is chosen (i.e., TIF with longer tail ), although the utility imbalance across all
owners may be further reduced, the model utility for all data owners starts to drop and so does the
overall utility. This can be explained by the IDP-balance-utility tradeoff elaborated in App.
for the same IDP requirements, there exists a tradeoff between overall utility and utility balance.
The INO-SGD algorithm is closer to the Pareto frontier of the tradeoff than IDP-SGD, because
within a certain range INO-SGD simultaneously improves both overall utility and utility balance.
To mitigate this limitation, the model owner can again choose the TIF function f,; carefully.

Thirdly, in this paper, we do not provide theoretical guarantees on how much model utility can be
improved for each data owner without harming the overall utility. This requires a theoretical analysis
of the IDP-balance-utility tradeoff which is highly non-trivial and beyond the scope of this paper.
Future work can theoretically characterize the Pareto frontier of the IDP-balance-utility tradeoff and
find Pareto-optimal solutions. On the other hand, the theoretical scope of this paper is to analyze the
cause and impact of IDP-induced utility imbalance we identify (Sec. and App. and provide
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the privacy and objective analysis of the INO-SGD algorithm we propose (Sec.[3.3). Nevertheless,
our experiments in Sec.[dand App.[D|demonstrate the empirical benefits of our INO-SGD algorithm
over IDP-SGD.

E.2 THE IDP-BALANCE-UTILITY TRADEOFF

Our experiment has shown that INO-SGD achieves a better learning dynamics than IDP-SGD, but
it seems that the improvement is somewhat limited (i.e., it does not result in equal performance for
every data owner), which seemingly makes our contribution limited. However, in this section, we
will briefly discuss the IDP-balance-utility tradeoff and justify why it is not possible to achieve equal
performance for every data owner without loss of overall model utility.

The disparate impact of DP (Bagdasaryan et al.||2019) has been a well-known drawback that limits
the performance of DP-ML models. It refers to the phenomenon that DP-ML models give much
lower accuracy for underrepresented groups in the training set, and it is known to be unavoidable
due to the nature of DP: since we need to protect the privacy of every datum, we cannot specially
make the underrepresented groups identifiable. The only workaround is to undersample the over-
represented groups and waste some of their privacy budgets, so as to achieve “similar utility” by
giving the overrepresented groups much worse performance. This situation is known as the privacy-
disparity-utility tradeoff. In IDP, the situation becomes even worse. In Sec. 3.1} we explain that even
if the original training set is balanced and there is no underrepresented group, IDP would forcefully
create underrepresented groups because of the individualized privacy preferences. Therefore, we
are expected to see a worse privacy-disparity-utility tradeoff in IDP than vanilla DP. Fig. 23| gives an
intuitive explanation of such IDP-balance-utility tradeoff.

Our work successfully gets closer to the boundary of the IDP-balance-utility tradeoff, because
we are able to achieve better balance without losing the overall model utility. Nonetheless, we are
still facing the IDP-balance-utility tradeoff. In fact, one can refer to Fig.[T6(a)|and[(b)]to visualize our
contribution to the IDP-balance-utility tradeoff. When the length of tail v < 100, we are achieving
a better balance without sacrificing overall model performance. This means that the original IDP-
SGD does not hit the IDP-balance-utility tradeoff bound while our INO-SGD does better. However,
when the length of tail v > 100, although the utility imbalance is still decreasing, the overall model
performance shows a rapid drop too. This is where we reach our Pareto frontier and experience the
IDP-balance-utility tradeoft.

Data
usage

Tradeoff

Balance Utility

Private Less private

Private Less private

Figure 23: Intuitive illustration of the IDP-balance-utility tradeoff. The privacy budgets of two
owners constrain how much the model may use their data, so the trained model will either under-
utilize data from the less private owners and under-perform (left), or utilize data from both owners
unevenly which causes utility imbalance (right).

F OTHER QUESTIONS

1. Why do we consider the individualized privacy setting? Why would each owner not choose
the maximum privacy level?

Research (Berendt et al.. [2005; [Jensen et al., [2005) has shown privacy preferences can
vary across different data owners. Moreover, data owners with more sensitive attributes (e.g.,
stigmatized diseases, race) would prefer stronger privacy as data leakage would expose them to
discrimination or denial or services (Best & Arseniev-Koehler, [2023; [Lai & Tanner, [2022). We
have provided several real life applications in App.[A.3]
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However, choosing the maximum privacy level is undesirable: The privacy-utility tradeoff
(Makhdoumi & Fawaz, |2013) is well-studied and shows that using a stronger DP guarantees
undesirably reduces the performance (utility) of the trained ML model. Thus, a model owner
would want to use each data owner’s data at a weaker privacy to train a model with the highest
utility. In some cases such as collaborative ML (Sim et al.| 2020; [Tian et al., 2024)), data owners
are also the users of trained ML models and hence they will choose the highest privacy budgets
they find acceptable (e.g., when data owners are hospitals and the model owner is a medical
institute who trains an ML model to predict the risk of heart disease). In other case, model
owners can incentivize data owners to choose the highest privacy budgets they find acceptable
by rewarding each data owner based on their data values or privacy budgets (i.e., selecting a
higher privacy budget and weaker privacy will lead to more monetary compensation).

2. Why is the problem of the utility imbalance (and improving the utility on more private
owners or difficult data) important?

As motivated in Sec. [I} model owners need to collect data from multiple data owners in order to
gather sufficient data to train a good ML model. Moreover, data owners with unique yet sensitive
data would prefer a stronger privacy, which is not desired by model owners as this would lead to
low model utility on these unique data. For example, in healthcare ML applications, data owners
with some rare disease are likely to demand strong privacy requirements. However, the goal of
training such an ML model is precisely to predict these rare diseases well instead of predicting
well for control patients without the diseases. Thus, the model owner should consider using
INO-SGD to improve the utility on these more difficult examples and more private data owners.

3. What is the difference between this and other works that achieve group fairness?
Our goal differs significantly from group fairness works as explained in App.
4. Do we assume that MID and BOO always occur as a result of IDP-SGD?

No, we do not assume that they always occur. In Thm. [3.I] we theoretically analyze
when MID and BOO will not occur and how to correct for it when they occur. Based on that, we
devise the INO-SGD algorithm.

However, we highlight that even for balanced datasets, MID and BOO can occur as a result of
IDP requirements across different owners and theoretically prove it in App.[C.1.2}

5. In Sec.[d, why does the model achieve relatively low accuracy? Is this weaker than existing
works?

We would like to highlight that our empirical results should be compared against IDP-
SGD with same privacy budgets or DP-SGD that maintains the smallest privacy budget for
all owners to attain IDP. For example, in the CIFAR-10 experiment where IDP-SGD achieves
~ 50% overall accuracy in Fig. the most private owner has a small privacy budget e = 0.5.
When privacy budget is larger (minimum e = 6), our accuracy also increases and reaches ~ 67%
in

Similar accuracy to ours (e.g. < 60% for small €) in DP-SGD is common for CIFAR-10 training
from scratch (Ganesh et al., 2023 [Muthu Selva Annamalai & De Cristofaro), [2024; [Wei et al.,
2022). (Bu et al., 2022; |Ganesh et al., 2023 |Lin et al.l [2023)) use pretrained models to achieve
high accuracy around 90% which we also show in Fig. Notably, our work considers IDP
where no follow-up works apply.

Besides privacy budget, the impact of data imbalance on model utility is important too. DP can
potentially reduce accuracy on underrepresented groups (Bagdasaryan et al.,|2019) and our work
shows that IDP can cause it too. INO-SGD would address this data imbalance.
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USE OF LLMS

We use LLMs to aid or polish writing such as checking grammar. The methodological contributions
do not involve LLMs.

55



	Introduction
	Background and Related Works
	(Individualized) Differential Privacy
	Data Imbalance and Relevance to This Work

	Methodology
	IDP-Induced Utility Imbalance
	The INO-SGD Algorithm
	Theoretical Analysis of INO-SGD
	Privacy Guarantee of INO-SGD
	INO-SGD Addresses IDP-Induced Utility Imbalance


	Experiments
	Addressing Utility Imbalance
	Preserving Overall Model Utility
	Other Empirical Benefits and Discussions

	Conclusion and Discussion
	Overview
	Summary of This Work
	Summary of Notations
	Use Cases

	Additional Background and Related Works
	Differential Privacy
	Epsilon Delta-Differential Privacy
	Rényi Differential Privacy
	Sampled Gaussian Mechanism
	Differentially Private Stochastic Gradient Descent

	Individualized Differential Privacy
	Comparison of Imbalance and Fairness Notions

	Additional Theoretical Results
	IDP-Induced Utility Imbalance
	Imbalanced Sampling Rates or Clipping Thresholds
	Proof and Discussions for Theorem 3.1

	The INO-SGD Algorithm
	Unsuitability of Straightforward Approaches
	Alternative Sorting Orders
	Batch Importance Function
	Runtime of INO-SGD
	Remarks on Tail Importance Functions

	Theoretical Analysis of INO-SGD
	Proof and Discussions for Theorem 3.3
	The INO-SGM Mechanism
	INO-SGD Objective
	Benefits of INO-SGD Objective


	Additional Experiment Results
	Setup
	Datasets and Data Owners
	Models and Training
	Choice of Baseline

	Addressing Utility Imbalance
	Preserving Overall Model Utility
	Other Empirical Benefits and Discussions
	Better Within-Owner Learning Dynamics
	Components of INO-SGD
	Pareto Superiority
	Compatibility with Adaptive Clipping
	Privacy Assessment via Membership Inference Attack


	Additional Discussions
	Limitations
	The IDP-Balance-Utility Tradeoff

	Other Questions

