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Abstract

Data-free Universal Adversarial Perturbation (UAP) is an
image-agnostic adversarial attack that deceives deep neu-
ral networks using a single perturbation generated solely
from random noise without relying on data priors. How-
ever, traditional data-free UAP methods often suffer from
limited transferability due to the absence of semantic con-
tent in random noise. To address this issue, we propose a
novel data-free universal attack method that recursively ex-
tracts pseudo-semantic priors directly from the UAPs dur-
ing training to enrich the semantic content within the data-
free UAP framework. Our approach effectively leverages
latent semantic information within UAPs via region sam-
pling, enabling successful input transformations—typically
ineffective in traditional data-free UAP methods due to the
lack of semantic cues—and significantly enhancing black-
box transferability. Furthermore, we introduce a sam-
ple reweighting technique to mitigate potential imbalances
from random sampling and transformations, emphasizing
hard examples less affected by the UAPs. Comprehensive
experiments on ImageNet show that our method achieves
state-of-the-art performance in average fooling rate by a
substantial margin, notably improves attack transferabil-
ity across various CNN architectures compared to existing
data-free UAP methods, and even surpasses data-dependent
UAP methods. Code is available at: https://github.
com/ChnanChan/PSP-UAP.

1. Introduction
Deep neural networks (DNNs) have become widely used in
computer vision, achieving remarkable performance across
a diverse range of tasks, such as image classification [7, 34],
object detection [25, 26], semantic segmentation [27], and
visual tracking [1, 42]. Despite these successes, DNNs are
vulnerable to carefully crafted, imperceptible perturbations
in input data, causing the model to make highly confident
yet incorrect predictions. This vulnerability poses signifi-
cant challenges for deploying DNNs in critical applications,
such as autonomous driving [5] and security systems [2],
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Figure 1. Diverse semantic contents in both a real-image and UAP:
(a) Whole images from the ImageNet dataset (top) and our gener-
ated data-free UAP (bottom) using DenseNet-121, shown at itera-
tion 900 during the training phase. The Top-1 class and its score
are shown below each image. (b) Cropped regions from the whole
image (top) and our UAP (bottom). Those regions contain diverse
semantics that differ from the class of the original images.

and has led to increased research into adversarial attacks
that generate adversarial examples.

To craft the adversarial examples with high transfer-
ability across various DNN architectures, there have been
many adversarial attack methods using a specific target im-
age [3, 6, 11, 18, 32, 39]. However, these methods generate
a unique perturbation for each target image, which is time-
consuming, impractical for real-world scenarios, and limits
their generalization to other images. To tackle this limi-
tation, the Universal Adversarial Perturbation (UAP) [19]
introduced an image-agnostic attack that generates a sin-
gle image-agnostic adversarial perturbation, which is capa-
ble of attacking a wide range of unknown images. Many
studies [15, 22, 24, 30] focus on developing data-dependent
UAPs that target unknown models, thereby enhancing trans-
ferability across diverse and unseen scenarios. While these
UAPs deceive diverse categories of images with a single
perturbation, they still rely on large-scale data samples and
their labels from the target domain to capture diverse se-
mantics, such as the ImageNet [28] dataset.

Accessing data priors from the target domain is often
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impractical, leading to recent interest in data-free UAP
methods [12, 14, 16, 20, 21, 23, 41]. Data-free UAP
poses a greater challenge than conventional data-dependent
UAP generation tasks, as it restricts the employment of
any prior knowledge of the target domain dataset. Prior
works [16, 20, 21] have attempted to craft UAPs from ran-
dom noise without any dataset, by maximizing activations
in convolutional neural networks (CNNs) layers. However,
these methods solely rely on random priors, such as Gaus-
sian noise or jigsaw patterns, which lack semantic informa-
tion and thus offer limited transferability to unseen models.
To overcome this limitation, several works [12, 23] utilize
auxiliary data samples generated by optimizing against the
outputs of a surrogate model. Although these methods al-
low the use of semantic information in synthetic data, the
crafted UAPs often show inferior transferability due to over-
fitted data to the surrogate model.

In this paper, we explore how to leverage semantic in-
formation directly from the UAP itself, without any dataset
priors, to address these challenges. Our approach is inspired
by the observation that even a single generated UAP con-
tains diverse semantic information as well as its dominant
label, as shown in Figure 1. We find that the generated UAP
encodes diverse semantic features, similar to a real-world
image with various semantic contents across different re-
gions. For example, in Figure 1, while the whole UAP
is predicted as ‘Safe’ due to its tendency to have a domi-
nant label, cropped regions within the UAP are predicted
as classes like ‘Brain coral,’ ‘Puck,’ and ‘Slot.’ This obser-
vation motivates us to utilize UAP as a semantic prior for
training within a data-free UAP framework.

Inspired by this insight, we propose PSP-UAP, a novel
data-free UAP method that generates pseudo-semantic pri-
ors from a UAP during training. To capture more diverse
semantics in pseudo-semantic priors, we randomly crop and
resize regions to extract semantic samples and treat them as
images to be fooled. This approach effectively addresses the
data-free constraint in UAP generation by leveraging richer
semantic information inherent in the UAP, rather than rely-
ing solely on random noise. To improve attack transferabil-
ity, we further incorporate input transformations [40, 43],
commonly used in image-specific adversarial attacks, into
our data-free UAP framework. This strategy has not been
explored in existing data-free UAP methods, as random pri-
ors lack semantic information, limiting its effectiveness. In
contrast, our pseudo-semantic prior contains richer seman-
tic content, thereby enabling improved transferability to un-
known models through input transformations. Moreover,
since semantic samples obtained through random cropping
and transformation vary in informativeness, we introduce
a sample reweighting that prioritizes hard examples, which
are less effectively deceived by the current UAP, to improve
the overall effectiveness of the generated UAPs.

The main contributions can be summarized as follows:
• We propose PSP-UAP, a novel data-free universal attack

method that generates pseudo-semantic priors from the
UAP itself, using inherent semantic information of the
UAP as an alternative data source during training.

• We are the first to incorporate input transformations
into the data-free UAP framework by leveraging pseudo-
semantic priors with diverse semantic cues, boosting
transferability across various CNN architectures in black-
box settings.

• Our sample reweighting prioritizes challenging examples
during UAP training, by reducing the influence of unin-
formative samples produced by random sampling in our
pseudo-semantic prior and input transformations.

• Our method achieves outstanding performance over the
state-of-the-art data-free UAP methods by a substantial
margin, and even outperforms existing data-dependent
UAP methods.

2. Related Work
Data-dependent Universal Attack. Data-dependent
UAPs aim to generate a single perturbation that misleads
any image sample. UAP [19] first proposed finding the
minimal universal adversarial perturbation at each step
by DeepFool [18] method. SPGD-UAP [30] combined
the stochastic gradient method with the projected gradient
descent (PGD) [17] attack method. SGA-UAP [15] used
stochastic gradient aggregation in mini-batch to address
gradient vanishing and quantization errors. AT-UAP [12]
integrated image-specific and image-agnostic attacks to
improve the robustness of universal perturbation. NAG [22]
and GAP [24] applied generative adversarial frameworks to
craft perturbations. Although these works [15, 22, 24, 30]
increase the transferability of black-box attacks, they
require the training dataset, making it impractical when the
adversary does not have any prior of the target domain.

Data-free Universal Attack. Data-free universal attack
aims to craft UAPs without any dataset to be used for
training, thereby alleviating the data access requirement
presented in data-dependent universal attacks. Generating
UAP without prior knowledge of the target domain is more
practical and suitable for real-world applications. Fast Fea-
ture Fool (FFF) [20] first proposed a data-free universal ad-
versarial attack by maximizing the feature activation val-
ues of all CNN layers. Generalizable Data-free UAP (GD-
UAP) [21] improved FFF [20] attack method with satura-
tion check strategy on the training stage. AT-UAP [12] also
performed experiments in a data-free manner by applying
adversarial attacks to random noise. Prior-Driven Uncer-
tainty Approximation (PD-UA) [14] introduced an attack
method to train UAP by maximizing the uncertainty approx-
imation of the model with the prior patterns, and Cosine-
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Figure 2. Overall pipeline of the proposed PSP-UAP. The pseudo-semantic prior is created by adding random noise to the UAP. Semantic
samples are then generated by randomly cropping and resizing the pseudo-semantic prior. Input transformation is applied to both adversarial
and clean versions of the semantic samples to calculate sample reweighting. Finally, the loss is defined as the product of sample reweighting
and the activations of the semantic samples, from which gradients are computed to update the model.

UAP [41] proposed the minimizing cosine similarity to craft
UAPs in a self-supervised manner. AAA [23] crafted class
impressions with logits to train a generative model to opti-
mize UAPs. TRM-UAP [16] increased the ratio of positive
and negative activations on the shallow convolution layers
and adapted curriculum learning to enhance attack transfer-
ability stably. Despite employing various methods to gen-
erate UAPs in a data-free setting, they face significant chal-
lenges due to the lack of information on both the target mod-
els and domains. Additionally, these works substantially
rely on random priors to generate UAPs, and auxiliary data
directly utilizes label information, leading to overfitting on
surrogate models.

Input Transformation Attack. Input transformation
methods have emerged as one of the effective ways to im-
prove attack transferability in image-specific adversarial at-
tacks. Diverse input method (DIM) [40], translate invariant
method (TIM) [4], and scale invariant method (SIM) [13]
revealed the DNN models’ invariant properties to transfor-
mations such as resizing, translation, and scaling before the
gradient calculation. SIA [38] applied various transforma-
tions to the input image while maintaining its overall struc-
ture. Admix [37] created admixed images by blending a
small fraction of images from different categories into the
input image. Block shuffle and rotation (BSR) [36] ran-
domly shuffled and rotated the sub-blocks of the input im-
age to reduce the variance in attention heatmaps across dif-
ferent models. L2T [43] used reinforcement learning to
increase the diversity of transformed images by selecting
the optimal transformation combinations. To fully leverage
our pseudo-semantic prior, we incorporate input transfor-
mations into our data-free UAP method to further enhance
black-box transferability.

3. Methodology
In this section, we present our motivation and approach for
generating the pseudo-semantic prior. We then describe the
input transformation applied to semantic samples derived
from the pseudo-semantic prior, followed by our sample
reweighting strategy for optimizing UAP.

3.1. Preliminaries of data-free UAP

Universal adversarial attacks aim to optimize a single per-
turbation δ using a model f that effectively deceives most
of the samples I in the target domain dataset, with the pixel
intensities of δ restricted by a constraint parameter ϵ:

f(I + δ) ̸= f(I), s.t. ∥δ∥∞ ≤ ϵ. (1)

However, in data-free settings where the target dataset is in-
accessible, UAPs are typically trained using simple random
priors, such as Gaussian noises or jigsaw images [16, 41].
Given these random priors pz , GD-UAP [21] introduced an
activation maximizing loss as follows:

L = −Ez∼pz

L∑
i=1

log ∥Af
i (z + δ)∥2, (2)

s.t. ∥δ∥∞ ≤ ϵ,

where Af
i (·) indicates the activation of the i-th layer of the

surrogate network f , L denotes the number of layers in f ,
and z represents pseudo-data sampled from a simple ran-
dom prior distribution, pz . This loss is designed to overac-
tivate features extracted from multiple convolutional layers
of the surrogate model without input images. Consequently,
the distorted activation interferes with feature extraction,
leading CNN models to make incorrect predictions [20, 21].
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3.2. Pseudo-Semantic Prior

Although data-free UAP methods [16, 21] use random pri-
ors, such as Gaussian noises or artificial jigsaw puzzles, to
mimic the statistical properties of image datasets, they are
still limited by a lack of semantic information. Furthermore,
since UAPs are trained by maximizing activations in net-
work layers, they tend to overfit to surrogate models. Opti-
mizing UAPs without semantic content and relying on acti-
vation or outputs of surrogate networks, reduces their effec-
tiveness in disrupting real images in unseen models, leading
to degraded performances in black box transferability.

To address these issues, we aim to enhance the seman-
tic content within a data-free UAP framework, inspired by
previous works [15, 16, 19, 41] that demonstrate the pres-
ence of dominant labels in generated UAPs. For instance,
early works [15, 19] observed that untargeted UAPs often
cause misclassification toward a dominant label, a property
that also holds in data-free settings [16]. Cosine-UAP [41]
further showed that the logit distribution of UAPs tends to
dominate that of the input data x. This suggests that, al-
though the UAP is a subtle perturbation, it behaves like a
single image with strong semantic information, guiding the
model toward classification with a dominant label.

Inspired by this observation, we leverage the inherent
semantic information in UAPs by treating the combina-
tion of UAP and random noise as a single image, termed
the pseudo-semantic prior, to resolve the lack of semantic
content in data-free UAP training. As shown in Figure 1
and Figure 3, the generated UAPs exhibit diverse seman-
tic labels across different regions. Although regions within
the UAP are classified under the same label, the attention
heatmaps generated by Grad-CAM [29] show distinct pat-
terns, suggesting that diverse semantic patterns are embed-
ded within the UAP.

Building on the above insight, we generate pseudo-data
samples from the pseudo-semantic prior to enrich the se-
mantic content, which we refer to as semantic samples xn:

x ∼ px|pz,δt = {z + δt|z ∈ pz}, (3)
{x1, x2, ..., xN} = C(x;N), (4)

where z and δt denote random noise sampled from pz and
the UAP being trained in t-th iteration, respectively. The
pseudo-semantic prior px denotes a set of adversarial ex-
amples with δt derived from the random prior distribution.
C is a sampler that draws N numbers of semantic samples
xn from px by applying crop and resize operations. Specif-
ically, we randomly crop a region of x, the sum of random
noise z and the UAP δt, and resize it to the original scale
of the UAP size. We believe that leveraging the generated
semantic information embedded in different regions of the
UAP provides more effective guidance for successfully at-
tacking target features than relying solely on random noise.

3.3. Input Transformation

To enhance black-box attack transferability, we incorporate
input transformation techniques into our semantic samples.
While input transformation is commonly used in image-
specific adversarial attacks, it has been less explored in
data-free UAPs due to the limited semantic information in
random priors. In our method, however, the semantic sam-
ples generated from pseudo-semantic priors contain diverse
semantic cues, making input transformations more effective
in a data-free setting.

Following L2T [43], which shows that rotation, scaling,
and shuffling are particularly effective for improving attack
transferability, we randomly select one of these transforma-
tions and apply it to each semantic sample. For rotation,
the angle α is drawn from a truncated normal distribution
within the range −θ ≤ α ≤ θ. Scaling is applied with a
uniform distribution within the bounds βlow ≤ β ≤ βhigh.
Shuffling involves randomly rearranging m × m blocks.
During optimization, applying input transformations to our
PSP-UAP increases the variation of semantic samples and
enhances the black-box attack transferability.

3.4. Sample Reweighting

Random processes involved in drawing semantic samples
from the pseudo-semantic prior and applying input trans-
formations lead to an imbalance in difficulty due to varia-
tions in semantic content; some samples are easily fooled
by the UAP, while others are more difficult to deceive. To
tackle this, we propose a new sample reweighting method
that prioritizes harder-to-fool samples.

Specifically, we compute a weight for each sample us-
ing the KL-divergence between the transformed input and
its adversarial counterpart during training. We define the
original distribution P and the adversarial distribution Q for
each semantic sample and its corresponding adversarial ex-
ample generated by the current UAP δ as follows:

P (xn) = f(T (xn)), (5)
Q(xn) = f(T (xn + δt)), (6)

where f(·) denotes the temperature-scaled softmax output
of a surrogate model and and T (·) represents a randomly
selected input transformation as described in Sec. 3.3. We
then compute the weights for each semantic sample using
the KL-divergence:

wn = DKL(P (xn)∥Q(xn))
−1. (7)

The large KL-divergence value indicates that δt has signifi-
cantly altered the distribution of xn, whereas a small value
suggests an ineffective attack. Thus, we take the recipro-
cal of KL-divergence values to assign greater weights to se-
mantic samples where the attack results in minimal distri-
butional change. We reweight the semantic samples using
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Algorithm 1 Pseudo-semantic Prior Universal Attack
Input: Surrogate model f , number of semantic samples N ,
maximum perturbation magnitude ϵ, learning rate η, maxi-
mum iteration number T , convergence threshold Fmax, val-
idation test hyperparameter H , saturation threshold r.
Output: Universal adversarial perturbation δ.

1: Initialize δ0 ∼ U(−ϵ, ϵ), t = 0, F = 0
2: while t < T and F < Fmax do
3: t = t+ 1
4: Generate the random noise set z ∼ pz
5: Update pseudo-semantic prior px with δt via Eq. (3)
6: Sample N semantic samples xn via Eq. (4)
7: Select and apply transformation T ∈ {rotation, scal-

ing, shuffling}
8: Compute the weight w via Eq. (5), (6), and (7)
9: Calculate the gradient ∇L of the loss in Eq. (8)

10: Update δt = δt−1 + η · ∇L
11: Clip δt = min(ϵ,max(δt,−ϵ))
12: Compute the saturation rate r̂ and adjust δt if r < r̂
13: if t%H == 0 then
14: Conduct the fooling rate test FR
15: if FR is not the best fooling rate then
16: F = F + 1
17: end if
18: end if
19: end while
20: return δt

the weights generated from Eq. (7), considering the influ-
ence of the UAP on each sampled xn, which enables us to
optimize the UAP effectively.

3.5. Overall Loss

We integrate the pseudo-semantic prior, input transforma-
tion, and sample reweighting into Eq. (2) to optimize the
proposed PSP-UAP. The final loss function of our PSP-UAP
is defined as follows:

L = −Ex∼px

N∑
n=1

l∑
i=1

log (wn∥Af
i (T (xn + δt))∥2), (8)

where Af
i (·) denotes the activation of the i-th layer in net-

work f , xn represent the n-th semantic sample extracted
from the pseudo-semantic prior px, δt denotes the UAP at
the t-th iteration, wn is the weight of xn from Eq. (7), l in-
dicates the number of the convolutional layers used in the
activation sum, T (·) denotes a randomly selected transform
for input transformation, and N is the number of semantic
samples extracted from one pseudo-semantic prior.

By optimizing the overall loss, we fully leverage the gen-
erated semantic samples as data to produce a highly trans-
ferable UAP, even without prior knowledge of the target do-

BucketCowboy hat Hook Hook

Figure 3. Semantic samples derived from an adversarial example
during training, along with their predicted labels and GradCAM
heatmaps from Dense-121. Despite originating from the same ex-
ample, the variations in predicted labels and heatmaps indicate that
these semantic samples capture diverse semantic features.

Attack AlexNet VGG16 VGG19 RN152 Google Avg.

FFF [20] 80.92 47.10 43.62 - 56.44 -
AAA [23] 89.04 71.59 72.84 60.72 75.28 73.89
GD-UAP [21] 85.24 90.01 87.34 45.96 45.87 70.88
PD-UAP [14] - 70.69 64.98 46.39 67.12 -
Cosine-UAP [41] 91.07 89.48 86.81 65.35 87.57 84.05
AT-UAP-U [12] 96.66 94.50 92.85 73.15 82.60 87.95
TRM-UAP [16] 93.53 94.30 91.35 67.46 85.32 86.39
PSP-UAP (Ours) 91.77 96.26 94.65 85.65 81.43 89.95

Table 1. FR (%) of our PSP-UAP and other data-free universal
attack methods for white-box attacks.

main. The overall PSP-UAP framework and detailed algo-
rithm are shown in Figure 2 and Algorithm 1, respectively.

4. Experiments

Experimental Setup. We follow the experiment setup in
existing data-free universal attacks [16, 21] to evaluate the
performance of our PSP-UAP. We evaluate the proposed
method on ImageNet [28] validation set with five ImageNet
pre-trained CNN models, AlexNet [10], VGG16 [31],
VGG19 [31], ResNet152 (RN152) [7], and GoogleNet [33],
which are commonly used in data-free UAP methods.
We further explore four additional CNN models including
DenseNet121 [9], MobileNet-v3-Large [8], ResNet50 [7],
and Inception-v3 [35], pre-trained on ImageNet dataset.

Evaluation Metrics. To effectively evaluate the attack
performance of our proposed method, we use the fool-
ing rate (FR) which is widely used in universal attacks
[16, 19]. FR indicates the proportion of samples with label
changes when applying UAP.

Baselines. The proposed method is compared with the
following data-free universal attacks, including FFF [20],
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Model Attack AlexNet VGG16 VGG19 ResNet152 GoogleNet Average

AlexNet
AT-UAP-U 96.66±0.12* 72.33±0.50 67.24±0.18 43.63±0.29 62.01±0.32 68.37
TRM-UAP 93.53±0.07* 60.10±0.24 57.08±0.15 27.31±0.30 32.70±0.22 54.14

PSP-UAP (Ours) 91.77±0.32* 76.56±0.67 74.07±0.54 49.20±1.12 66.00±0.75 71.52

VGG16
AT-UAP-U 54.15±0.70 94.50±0.21* 86.65±0.70 36.96±1.03 48.53±1.32 64.16
TRM-UAP 47.53±0.51 94.30±0.12* 89.68±0.14 61.43±0.40 53.95±0.59 69.38

PSP-UAP (Ours) 50.40±0.53 96.26±0.21* 92.60±0.33 74.10±1.10 64.89±0.66 75.65

VGG19
AT-UAP-U 62.05±1.01 88.96±0.50 92.85±0.48* 42.72±0.51 60.99±1.41 69.51
TRM-UAP 46.01±0.44 89.82±0.15 91.35±0.30* 47.19±0.46 46.48±0.78 64.17

PSP-UAP (Ours) 48.93±0.72 94.55±0.14 94.65±0.10* 67.13±1.37 58.83±1.19 72.81

ResNet152
AT-UAP-U 49.78±0.68 62.78±0.71 60.54±0.49 73.15±1.15* 48.37±0.49 58.92
TRM-UAP 53.56±0.75 77.20±0.35 73.30±0.41 67.46±0.35* 57.54±0.50 65.81

PSP-UAP (Ours) 58.82±1.17 88.59±1.38 87.35±0.92 85.65±1.70* 76.00±1.33 79.28

GoogleNet
AT-UAP-U 55.65±0.37 71.38±0.83 68.25±0.59 43.03±0.42 82.60±0.72* 64.18
TRM-UAP 60.10±1.16 79.66±0.95 79.98±1.06 58.85±1.94 85.32±0.04* 72.78

PSP-UAP (Ours) 65.22±0.56 78.43±0.73 79.26±0.73 57.63±0.66 81.43±0.49* 72.39

Table 2. Black-box attack transferability of the UAP synthesized by our PSP-UAP method compared to other data-free universal attacks,
AT-UAP-U [12] and TRM-UAP [16]. We show the mean and standard deviation of FR with five runs. Bold FR (%) denotes the best
performance. The UAPs are crafted on AlexNet, VGG16, VGG19, ResNet152, and GoogleNet. * indicate FR of the white-box model.

Model Attack ResNet50 DenseNet121 MobileNet-v3-L Inception-v3 Average

ResNet50 TRM-UAP 73.26±0.82* 54.42±1.23 61.25±1.48 37.36±0.69 56.57
PSP-UAP (Ours) 77.60±0.42* 66.11±0.87 70.50±1.10 42.32±1.32 64.13

DenseNet121 TRM-UAP 35.24±2.55 70.10±2.07* 34.17±1.77 32.11±2.38 42.91
PSP-UAP (Ours) 53.03±0.90 85.81±1.17* 50.22±0.58 50.73±0.78 59.95

MobileNet-v3-L TRM-UAP 39.47±1.11 40.37±0.47 73.07±0.96* 30.11±0.81 45.76
PSP-UAP (Ours) 54.38±1.40 54.62±1.82 90.39±0.23* 46.29±0.69 61.42

Inception-v3 TRM-UAP 53.53±0.57 54.93±0.54 67.16±0.60 64.22±0.33* 59.96
PSP-UAP (Ours) 57.60±0.26 57.50±0.59 70.20±0.56 65.38±0.51* 62.67

Table 3. FR (%) for the UAPs crafted by TRM-UAP [16] and our PSP-UAP across additional CNN models. The UAPs are crafted on
ResNet50, DenseNet121, MobileNet-v3-Large, and Inception-v3. * indicates the white-box model.

GD-UAP [21], PD-UA [14], Cosine-UAP [41], AT-
UAP [12], and TRM-UAP [16]. Since AT-UAP includes
both data-free (AT-UAP-U) and data-dependent (AT-UAP-
S) versions, we evaluate both in our experiments. We also
compared our method with SGA-UAP [15] which is one of
the state-of-the-art data-dependent universal attacks.

Implementation Details. Our experiments are imple-
mented on PyTorch with a single NVIDIA A6000 GPU.
We set ϵ = 10/255 to restrict ℓ∞-norm, the maximum
iteration T as 10, 000, and the saturation threshold r to
0.001%, following the setting in TRM-UAP [16, 21]. For
input transformations, we set θ = 6 for rotation, βlow =
0.8 and βhigh = 4 for scaling, and m = 2 for random
shuffling. Moreover, the number of semantic samples N
is set to 10. We define the temperature parameter τ ∈
{1.0, 5.0, 5.0, 3.0, 5.0} corresponding to AlexNet, VGG16,
VGG19, ResNet152, GoogleNet. For the additional CNN
models, we set τ ∈ {3.0, 10.0, 2.0, 3.0} corresponding to
ResNet50, DenseNet121, MobileNet-v3-Large, Inception-
v3. We follow the same curriculum learning and saturation
check strategy of TRM-UAP. We set different ratios to use
the activations of intermediate layers across different mod-

els. To ensure a fair evaluation, we find the optimal parame-
ters for TRM-UAP on RN50, DN121, MB-v3-L, and Inc-v3
through our best efforts.

4.1. Evaluation on White-Box Attack

We first evaluate UAPs generated by our PSP-UAP on vari-
ous CNN models under the white-box setting. We compare
the attack performance of our UAPs with other data-free
universal attacks on the ImageNet validation set, as shown
in Table 1. While the FR on AlexNet and GoogleNet is
slightly lower than other methods, our approach achieves
the highest average FR across all universal attack meth-
ods. Notably, the improvement on ResNet152 is substan-
tial, with a 12.5% increase in the FR, demonstrating that
our PSP-UAP performs exceptionally well, particularly on
deeper and more complex CNN models.

4.2. Evaluation on Black-Box Attack

Comparison with SoTA Data-free UAPs. We evaluate
the transferability of our UAPs on commonly used CNN
models in the black-box scenario. Table 2 represents the
attack performance across different settings, with columns
representing target models and rows indicating surrogate
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Model Data Attack AlexNet VGG16 VGG19 ResNet152 GoogleNet Average

AlexNet ✓
SGA-UAP 97.43* 66.41 60.96 35.76 49.71 62.05
AT-UAP-S 97.01±0.11* 62.37±1.37 57.72±0.62 33.40±0.77 47.31±1.65 59.56

✗ PSP-UAP (Ours) 91.77±0.32* 76.56±0.67 74.07±0.54 49.20±1.12 66.00±0.75 71.52

VGG16 ✓
SGA-UAP 49.02 98.36* 94.17 49.02 55.78 69.27
AT-UAP-S 45.58±0.29 97.51±0.08* 91.53±0.22 47.16±0.95 53.63±0.90 67.08

✗ PSP-UAP (Ours) 50.40±0.53 96.26±0.21* 92.60±0.33 74.10±1.10 64.89±0.66 75.65

VGG19 ✓
SGA-UAP 50.67 95.52 97.69* 51.08 56.87 70.37
AT-UAP-S 46.04±0.58 93.49±0.17 97.56±0.04* 43.53±0.57 52.58±0.81 66.64

✗ PSP-UAP (Ours) 48.93±0.72 94.55±0.14 94.65±0.10* 67.13±1.37 58.83±1.19 72.81

ResNet152 ✓
SGA-UAP 51.59 81.77 79.01 94.04* 64.05 74.09
AT-UAP-S 47.33±0.89 81.93±0.94 78.72±0.91 91.52±0.78* 61.32±0.98 72.16

✗ PSP-UAP (Ours) 58.82±1.17 88.59±1.38 87.35±0.92 85.65±1.70* 76.00±1.33 79.28

GoogleNet ✓
SGA-UAP 62.56 83.62 82.11 59.09 92.12* 75.90
AT-UAP-S 55.90±0.62 78.71±0.67 76.01±0.45 54.49±0.29 90.82±0.29* 71.19

✗ PSP-UAP (Ours) 65.22±0.56 78.43±0.73 79.26±0.73 57.63±0.66 81.43±0.49* 72.39

Table 4. FR (%) of our PSP-UAP and data-dependent UAPs. SGA-UAP [15] and AT-UAP-S [12]. The ”data” column indicates whether
a dataset was used to train UAPs (data-dependent UAP, ✓) or not (data-free UAP, ✗). * indicates the white-box model.

models to craft the UAPs. As shown in Table 2, PSP-
UAP achieves superior results than other data-free attack
methods across most models, with performance comparable
to, but slightly below, TRM-UAP on GoogleNet. Notably,
in strictly black-box settings (excluding the white-box sce-
nario where GoogleNet attacks itself), PSP-UAP achieves
an average FR of 70.1% compared to TRM-UAP’s 69.6%,
demonstrating better transferability.

Extended Evaluation with Additional CNN Models. To
further explore the effectiveness of the proposed PSP-UAP,
we conduct additional experiments on widely used CNN
models, including ResNet50, DenseNet121, MobileNet-v3-
Large, and Inception-v3. We compare the attack perfor-
mance of PSP-UAP with TRM-UAP as shown in Table 3.
Note that we limit the comparison to TRM-UAP since the
public code for AT-UAP has not yet been released. The
results demonstrate that our PSP-UAP consistently outper-
forms TRM-UAP in terms of FR with a substantial mar-
gin. The substantial improvement demonstrates PSP-UAP’s
strong generalization across diverse CNN models, high-
lighting the robustness of our approach.

Comparison with Data-dependent UAPs. To verify
whether our method effectively alleviates the lack of prior
knowledge, we compare our method to state-of-the-art data-
dependent universal attacks in the black-box scenario. As
shown in Table 4, the FR of white-box attacks is inevitably
higher for SGA-UAP and AT-UAP-S, as they fully utilize
the target domain dataset. On the other hand, PSP-UAP ex-
hibits superior transferability, as observed in the black-box
setting. Our method outperforms by achieving a higher av-
erage FR across most models, surpassing data-dependent
approaches. Furthermore, even in cases where some FR re-
sults are lower, they do not fall significantly behind the data-
dependent universal methods. These results indicate that

our semantic samples prove to be effective as data for train-
ing the UAP, successfully overcoming the limitation posed
by the absence of a target domain.

4.3. Ablation Study

We conduct ablation experiments to explore the effec-
tiveness of the proposed pseudo-semantic prior, sample
reweighting, and applying input transformation techniques
on the semantic samples. In the following experiments,
we generate UAPs on ResNet152 and evaluate them across
various CNN models (e.g., AlexNet, VGG16, VGG19,
ResNet152, and GoogleNet).

Impact of Each Proposed Component. We investigate
how each component of PSP-UAP such as pseudo-semantic
prior, sample reweighting, and input transformation affects
attack performance. For a fair comparison, we assign the
number of random noises and semantic samples to 10.
As shown in Figure 4, our pseudo-semantic prior method
achieves a higher FR rather than random prior when used
as an input prior. Additionally, applying sample reweight-
ing to the semantic samples improves the FR in both white-
box and black-box attacks. Incorporating input transfor-
mation into semantic samples enhances the attack perfor-
mance. Remarkably, combining both sample reweighting
and input transformation yields the greatest overall perfor-
mance improvement.

Impact of Input Transformation. We evaluate the im-
pact of applying input transformations to semantic samples
in our method versus random noise on two data-free UAP
methods (e.g., TRM-UAP [16] and GD-UAP [21]), to show
that input transformations are effective when semantic in-
formation is present. For a fair evaluation, we set the num-
ber of samples N = 10 for both random noise and semantic
samples. As shown in Figure 5, applying input transforma-
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Figure 4. Ablation study on each proposed component in PSP-
UAP. RP and PSP refer to training a UAP using random noises and
semantic samples drawn from pseudo-semantic prior, respectively.
RW and T denote the use of sample reweighting, and input trans-
formation, respectively.
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Figure 5. Demonstrating that PSP serves as a universal strategy
to other data-free UAP methods. Avgerage fooling rate (%) refers
average FR (%) on AlexNet, VGG16, VGG19, ResNet152, and
GoogleNet, with UAP crafted on ResNet152. P, T, and RW denote
PSP, input transformation, and sample reweighting, respectively.
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Figure 6. Ablation study on the hyperparameters for input trans-
formation and the number of semantic samples. The hyperparam-
eters used in our experiments are marked with gray dashed line.

tion directly to random noise leads to performance degrada-
tion, whereas integrating our pseudo-semantic prior (PSP)
significantly boosts performance. Moreover, each baseline
achieves its highest FR when combined with our full ap-
proach, including sample reweighting. We believe that this
improvement results from the richer semantic content pro-
vided by our PSP, which allows the UAP to learn a broader
range of patterns through input transformation. This exper-
iment also validates our approach as a universal strategy.

Hyperparameter Analysis. We conduct a hyperparam-
eter analysis to evaluate how different settings for input
transformation and the number of semantic samples affect
our method’s attack performance on the ImageNet valida-
tion set (see Figure 6). With the exception of extreme scal-
ing values (e.g., 8), the proposed method demonstrates sta-
ble performance across various hyperparameter values. Fur-
thermore, performance remains consistent across different
the number of semantic samples; notably, even with N = 1,
method outperforms other data-free approaches. Note that
all hyperparameters used are chosen based on the ImageNet
train set (See Appendix for further details).

Iter 100 Iter 1700 Final UAPIter 900 Final UAPIter 2500 Iter 3300

(a) DenseNet121

(b) ResNet152

Figure 7. Visualization of UAPs crafted by PSP-UAP during train-
ing on DenseNet121 and ResNet152. From left to right, the UAPs
are shown at iterations 100, 900, 1700, 2500, 3300, and the final
UAP after training. Pixel values are scaled to [0, 255].

UAP Visualization. In Figure 7, we visualize the UAPs
at each training iteration to verify that the pseudo-semantic
prior, constructed from UAPs in the training phase, captures
a variety of inherent patterns. We observe that the UAPs
contain more diverse patterns in the early stages of train-
ing. We believe this variability allows us to obtain semantic
samples with a broad range of patterns, through which the
UAP learns diverse semantic representations.

5. Conclusion

In this paper, we proposed a novel data-free universal attack
method that leverages UAPs as a prior enriched with seman-
tic information. This approach allows us to directly draw se-
mantic samples from the pseudo-semantic prior, overcom-
ing the lack of target domain knowledge. To further enhance
transferability, we applied input transformation methods to
these semantic samples. Additionally, we introduced sam-
ple reweighting to ensure a balanced attack across semantic
samples. We demonstrated the exceptional transferability
of our method by comparing PSP-UAP with both data-free
and data-dependent universal attack approaches across var-
ious CNN models on the ImageNet validation dataset.
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