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Abstract
Opponent Modeling (OM) is a powerful framework in Multi-Agent Reinforcement Learning (MARL)
to anticipate and adapt to the strategies of other agents. However, its success is highly dependent
on the assumption of high-quality observations. In many real-world applications, agents must op-
erate under imperfect information that can lead to inaccurate model representations. In this paper,
we investigate the drawbacks of agents conditioning their policies on flawed opponent models that
cause significant performance degradation compared to model-agnostic baselines. To address this,
we introduce Strategy Weighting for Adaptive Policies (SWAP), a novel adaptive framework that
treats strategy selection as an online learning problem. Employing the EXP4 algorithm, our agent
treats a predictive OM-based policy and a robust conservative policy as competing experts, dy-
namically switching between them based on their observed performance. Our experimental results
demonstrate the advantages of adopting a conservative approach when information is flawed and
using predictive modeling when information is reliable, outperforming state-of-the-art methods in
these critical scenarios.
Keywords: Multi-Agent Reinforcement Learning, Opponent Modeling, Multi-Armed Bandit, Im-
perfect Information, Noise

1. Introduction

Traditional Reinforcement Learning (RL) approaches can be extended to the multi-agent problem
by treating concurrent agents as part of the non-stationarity of the environment [16]. Instead, Oppo-
nent Modeling (OM) methods seek to explicitly represent the policies or goals of other agents [1].
Leveraging expressive Deep Learning architectures, modern OM approaches achieved impressive
levels of performance in both cooperative and competitive environments [6] [17].

However, the effectiveness of these models is highly dependent on the quality of the informa-
tion they process [15]. In real-world applications, agents often operate under imperfect information
characterized by noise, partial observability, or latency. We argue that existing OM methods fre-
quently assume access to perfect information, leading to blind confidence in the robustness of their
predictions. In fact, conditioning a policy on a flawed latent representation can result in behavior
that is significantly worse than if the opponent were ignored entirely.

This work investigates the critical threshold where OM transitions from a strategic asset to
a performance liability. Our preliminary analysis reveals that, in the presence of high epistemic
uncertainty, models can significantly degrade policy performance. To mitigate this, we propose
an uncertainty-aware switching mechanism, which frames strategy selection as an online learning
problem. As the information becomes corrupted, this mechanism allows the agent to shift the proba-
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bility mass from the ill-conditioned OM-based policy toward the more conservative expert. Through
empirical evaluation, we demonstrate that this approach provides robust worst-case performance, al-
lowing the agent to distrust its own model when necessary.

2. Related Work

Opponent modeling has evolved significantly from its foundations in classical Game Theory, where
tools like Fictitious Play [3] and Minimax [14] were used to compute equilibrium solutions. As
the field progressed, research diversified into specialized methodologies depending on the desired
outcome. Many approaches based on recursive reasoning [17], role reconstruction [8], latent rep-
resentation [12], and goal inference [18] emerged. In general, modern OM methods are based on
high-dimensional feature extraction, using expressive neural architectures to encode agent trajec-
tories. These advancements allow for highly adaptive behavior, yet many of them remain reliant
on the assumption of accessing high-accuracy input information. This reliance introduces a critical
vulnerability as the performance of these architectures is tied to the quality of the data they process.
Although the problem is clear, very little research has been conducted in this area. Lazaric et al. [10]
demonstrated that using an inaccurate opponent model can be more detrimental to performance than
using no model at all. Overall, many modern frameworks prioritize architectural complexity over
information integrity, leaving a significant gap in our understanding of when a model transitions
from a strategic asset to a vulnerability.

3. Preliminaries

We consider our setting as a Partially Observable Stochastic Game (POSG) [5], defined as the tuple
(I,S, {Ai} ,P, {Ri} , {Ωi} ,O, γ), where I = {1, 2 . . . , n} is the set of n agents, S is the state
space, A = A1 × A2 × · · · × An is the joint action space, P : S × A → ∆(S) is the transition
function, Ri : S ×A → R is the reward function for agent i, Ωi is the observation space of agent i,
O : S × I → ∆(Ωi) is the observation function, and γ ∈ R is the discount factor. The goal of each
agent is to maximize its discounted return:

Gi =

∞∑
t=0

γtRi

(
st, ati, a

t
−i

)
,

where ati is the action of agent i, at−i is the joint action of all the other agents, both conditioned on
the respective observations.

Opponent Modeling (OM) is a technique used to mitigate the non-stationarity of the Multi-
Agent Reinforcement Learning (MARL) setting by learning a representation of the other agents’
policies [1]. Let hti =

(
o0i , a

0
i , . . . , o

t
i

)
be the local history of agent i.

The agent can map this history to a predicted policy π̂t
−i or, more frequently, to a latent repre-

sentation zt−i of the opponents’ behavior. Then, this latent representation is used to condition an
augmented policy πi(a

t
i|oti, zt−i). While theoretically sound, the accuracy of zt−i is highly sensitive

to the quality of oit. Under imperfect information, the distribution O(st, i) may yield observations
that result in a misaligned latent representation. This means that the perturbation in the observation
space is propagated into the latent space, producing an inconsistent model of the opponent.

To address model unreliability, we frame strategy selection as a problem of learning from expert
advice. We consider a set of K experts, where each expert k provides a recommendation in the form
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of a probability distribution over actions, ξk ∈ ∆(Ai). In our framework, these experts represent
the OM-conditioned policy πOM and a model-agnostic policy πAG. Our implementations of the two
policies will be detailed in the next section.

We employ the EXP4 algorithm [2], which at each step t updates a uniformly initialized weight
vector wt ∈ RK based on the received reward rti and the experts’ predictions:

wt+1
k = wt

ke

(
ηr̂ti
K

)
,

where η is the learning rate and r̂ti is a reward estimator. This mechanism allows the agent to treat
the trustworthiness of the opponent model as an online optimization task, guaranteeing low regret
against the best-performing strategy in hindsight.

4. Methodology

Taking inspiration from Fu et al. [4], we introduce Strategy Weighting for Adaptive Policies (SWAP).
Our architecture consists of three core components: a Conservative Policy (πAG) providing a model-
agnostic baseline, a predictive Greedy Policy (πOM) that explicitly leverages Opponent Modeling
(OM), and a Multi-Armed Bandit (MAB) that dynamically selects between them. The core of SWAP
lies in the use of EXP4 [2] to choose between these two policies throughout the episode, updating
the associated weights at each timestep based on the feedback received. This intra-episode switch
improves over their per-episode approach, allowing more fine-grained control. Furthermore, while
their method focuses on robustness against unknown opponents, lacking a known representation,
our goal is to handle generic imperfect information, such as noisy observations. This allows the
agent to adopt a more conservative behavior when the environment is less informative and to switch
to a policy tailored to the opponent only when the information quality is sufficient for exploitation.

4.1. Conservative Policy

The Conservative Policy πAG is trained using PPO [13]. We employ a two-stage training. In the first
phase, the agent is pretrained using a self-play approach, in which the agent and the opponent take
turns in their updates. In the second phase, the agent is further trained against a set of pretrained
opponent policies ΠTRAIN (combining both deep learning models and human heuristics). The goal
of this procedure is to develop a sufficiently robust policy against a wide variety of opponents.

4.2. Greedy Policy

The Greedy Policy πOM is trained using PPO against the set of pretrained policies ΠTRAIN. Unlike
πAG, it explicitly includes an opponent modeling mechanism. A Variational Autoencoder (VAE) [9]
is used to produce a latent representation of the observed agent that will condition the policy.

The VAE is trained separately from πOM using a dataset generated through the interaction be-
tween πAG and the pretrained opponent policies ΠTRAIN. Specifically, it receives as input the obser-
vation of the controlled agent oti and its previous action at−1

i , and reconstructs the next action of the
observed agent at−i together with some additional information, depending on the environment.

The VAE encoder EVAE includes an LSTM [7] to allow the model to process temporal sequences.
In particular, the VAE operates on a temporal window of 5 time-steps. This design choice enables
the model to capture short-term behavioral patterns of the opponent while avoiding overfitting to

3



THE COST OF BLIND CONFIDENCE

longer and potentially noisier sequences. After training, the VAE decoder DVAE is discarded, and
only the encoder is used to produce the latent embedding zt. Importantly, at inference time, the
controlled agent does not have access to the opponent’s observations and actions. Therefore, the use
of the latent variable allows the model to perform opponent modeling under partial observability.

4.3. Strategy Selection via EXP4

Due to its structure, the Conservative Policy πAG is more suitable against previously unseen oppo-
nents and when available information is deceptive, while the Greedy πOM tends to achieve higher
performance against already encountered opponents and in environments with accurate information.
To navigate this trade-off, we employ the EXP4 framework to treat these policies as experts. At each
time step t, the algorithm computes a weighted mixture of their predictions, ξAG(o

t
i) = πAG(·|oti)

and ξOM(oti) = πOM(·|oti), to produce the final state-conditioned action distribution:

ξSWAP(o
t
i) =

wt
AG · ξAG(o

t
i) + wt

OM · ξOM(oti)

wt
AG + wt

OM
,

where wt
AG and wt

OM are the associated weights. The weights are updated exponentially based on
the importance-weighted reward estimates of each policy. This allows the agent to dynamically shift
towards the policy that best matches the current environmental conditions.

5. Experiments

In this section, we evaluate the robustness of standard OM frameworks against imperfect informa-
tion environments and compare them to our proposed solution. We first analyze the performance
degradation of two baseline methods, LIAM [12] and GSCU [4], when subjected to noisy observa-
tions in both cooperative and competitive environments. Then, we demonstrate how SWAP main-
tains more stable performance under these same conditions.

5.1. Experimental Setup

As previously mentioned, our method is compared with:

• LIAM, a classic OM architecture that uses a latent representation to condition the policy. This
latent vector is obtained from the current trajectory using a recurrent autoencoder.

• GSCU, a more recent method that uses EXP3 [2] to choose between an OM-based policy and
a conservative one. This switch depends on whether the opponent’s policy was encountered
during the training phase.

We use two distinct environments, taken from the Multi Particle Environments 2 (MPE2) library [11],
to cover both cooperative and competitive scenarios:

• Double Speaker Listener (DSL), named Simple Reference in MPE2, is a cooperative task
where the controlled agent must communicate with a partner to reach a landmark. To interpret
the advice, the agent must infer the partner’s language based on the messages received.

• Predator Prey (PP), named Simple Tag in MPE2, is a competitive environment where the
controlled agent acts as the prey. The objective is to escape predators while staying within the
boundaries of the environment.
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Table 1: DSL Environment Results
Seen Unseen

Mod. Noise Avg. ∆ Avg. ∆

LIAM
None -10.2 – -24.7 –
Random -14.9 -46% -23.0 +7%
Gaussian -20.1 -96% -21.9 +12%

GSCU
None -15.3 – -25.8 –
Random -16.8 -10% -23.8 +8%
Gaussian -17.3 -13% -24.0 +7%

SWAP
None -17.9 – -23.5 –
Random -18.9 -6% -22.6 +4%
Gaussian -19.4 -8% -22.1 +6%

Table 2: PP Environment Results

Seen Unseen

Mod. Noise Avg. ∆ Avg. ∆

LIAM
None -9.0 – -14.6 –
Gaussian -34.5 -283% -38.3 -162%
Opponent Pos. -50.6 -462% -51.3 -251%

GSCU
None -26.1 – -32.0 –
Gaussian -27.2 -4% -32.5 -2%
Opponent Pos. -31.0 -19% -34.2 -7%

SWAP
None -14.7 – -23.1 –
Gaussian -17.9 -22% -26.8 -16%
Opponent Pos. -27.6 -88% -34.1 -48%

5.2. Cooperative Environment: Double Speaker Listener

In the Double Speaker Listener (DSL) environment, an agent must reach a specific landmark by
interpreting guidance from a partner. Because different partners utilize distinct languages, the agent
is required to accurately model its opponent to decode advice correctly. To evaluate the resilience
of these models, we introduce two forms of noise to the observations and messages. First, we im-
plement Random Messages, where the correct message is replaced by a random one with a 50%
probability to determine if the model can effectively ignore meaningless input. Second, we imple-
ment Global Gaussian Noise by adding values sampled from N (0, 0.5) to the entire observation
vector, allowing us to evaluate general sensitivity. Results are summarized in Table 1, including
performance against opponents encountered during training (Seen) and novel opponents (Unseen).

5.2.1. RESULTS ANALYSIS

The experimental results reveal how different opponent modeling architectures manage observa-
tion uncertainty. While LIAM achieves the highest performance in noise-free environments with
known opponents, it exhibits a clear fragility when subjected to perturbations. Specifically, LIAM’s
episodic return drops by 46% under communication noise and by 96% under observation noise.
This suggests that LIAM’s recurrent autoencoder attempts to interpret noise as a meaningful signal,
leading to highly unpredictable and incorrect navigation behavior.

GSCU demonstrates better inherent stability than LIAM, due to its architecture, limiting the
performance drop to 13%. However, our method proves to be the least sensitive architecture. Under
the same noise intensity, it keeps a steadier return with a maximum 8% degradation.

Interestingly, all models show a slight increase in return under noisy conditions when facing
unseen partners compared to their respective noise-free baselines. As the noise-free performance is
already quite low, the additional disturbances may not have much of an impact. Within this category,
the performances are comparable; however, SWAP achieves the highest mean return.

5.3. Competitive Environment: Predator Prey

In the Predator Prey (PP) environment, the controlled agent acts as the prey, whose objective is to
escape from a team of three predators. This competitive setting tests the model’s ability to main-
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tain safe distances from menaces while remaining within the environment’s boundaries. To assess
robustness, we introduce noise to the prey’s observation vector under two specific conditions. First,
we implement Global Gaussian Noise by adding values sampled from N (0, 0.1) to the entire ob-
servation vector to measure global sensitivity. Second, we implement Opponent Position Noise by
applying the same distribution exclusively to the relative positions of the predators, as these repre-
sent critical features for an effective evasion strategy. Results are reported in Table 2.

5.3.1. RESULTS ANALYSIS

This study highlights the impact of spatial uncertainty in settings where precise movement is crucial.
LIAM is highly sensitive to perturbations; its performance decreases significantly when facing both
seen and unseen opponents, with a reward decrease of up to 462% due to an increase in collisions.

GSCU maintains the highest stability among the three models, with a maximum drop in return
of 19%. However, because its noise-free returns are already suboptimal, the introduction of further
perturbations does not substantially alter its qualitative behavior, making the degradation negligible.

Finally, our method provides an effective balance between noise-free efficiency and robust adap-
tation. In the absence of noise, SWAP achieves higher returns than GSCU. When noise is intro-
duced, it shows a physiological reduction in return, more pronounced in the relative position case,
while maintaining a performance that significantly exceeds that of LIAM under identical conditions.

5.4. Discussion of Global Robustness

The results across both the DSL and PP environments demonstrate that standard OM frameworks
like LIAM are optimized for noise-free settings but lack an explicit mechanism to handle informa-
tion uncertainty. In contrast, GSCU maintains stability but at the cost of significantly lower absolute
performance, as its conservative nature prevents it from fully exploiting strategic opportunities.

SWAP, using its switching mechanism, retains the high-performance capabilities of opponent
modeling when observations are accurate while effectively reverting to a robust baseline when noise
is detected. This dual approach allows it to outperform GSCU in absolute terms while avoiding the
performance collapses that characterize LIAM in imperfect information environments.

6. Conclusion

In this paper, we analyzed the impact of a model’s blind confidence, demonstrating that adopting
OM can be counterproductive when grounded in imperfect information. Our results revealed that
conditioning a policy on flawed representations may result in performance that is even lower than
that of model-agnostic baselines. Proposing SWAP, we showed that agents can mitigate this risk by
adaptively retreating to a conservative policy whenever the model’s performance proves unreliable.

Despite the robustness of this bandit-based approach, it currently faces a structural limitation,
as it relies on immediate reward signals to evaluate expert performance. This requires high-density
feedback during inference, limiting the framework’s efficacy in environments with sparse rewards.

Our future work will focus on developing a more sophisticated gating mechanism that moves
beyond reward-based switching. We aim to train a neural architecture that processes the agent’s
trajectory to predict which policy is best suited for the current information state. By leveraging
these high-dimensional temporal features, this extension is expected to fluidly navigate the trade-off
between strategic modeling and robust play, prioritizing the real-time reliability of information.
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