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Abstract001

The widespread use of large language models002
(LLMs) and open-source code has raised ethi-003
cal and security concerns regarding the distri-004
bution and attribution of source code, including005
unauthorized redistribution, license violations,006
and misuse of code for malicious purposes. Wa-007
termarking has emerged as a promising solution008
for source attribution, but existing techniques009
rely heavily on hand-crafted transformation010
rules, abstract syntax tree (AST) manipulation,011
or task-specific training, limiting their scala-012
bility and generality across languages. More-013
over, their robustness against attacks remains014
limited. To address these limitations, we pro-015
pose CodeMark-LLM, an LLM-driven wa-016
termarking framework that embeds watermark017
into source code without compromising its se-018
mantics or readability. CodeMark-LLM con-019
sists of two core components: (i) Semanti-020
cally Consistent Embedding module that ap-021
plies functionality-preserving transformations022
to encode watermark bits, and (ii) Differen-023
tial Comparison Extraction module that iden-024
tifies the applied transformations by compar-025
ing the original and watermarked code. Lever-026
aging LLMs’ cross-language generalization,027
CodeMark-LLM avoids language-specific engi-028
neering and training pipelines. Extensive exper-029
iments across diverse programming languages030
and attack scenarios demonstrate its robustness,031
effectiveness, and scalability.032

1 Introduction033

With the rapid development of the open-source034

ecosystem and the significant improvement of035

large language models’ (LLMs) ability, LLMs036

have shown strong performance in tasks such as037

source code generation, refactoring and understand-038

ing (Shrivastava et al., 2023; Deng et al., 2023;039

Wei et al., 2023; Pei et al., 2023). However, the040

unauthorized use of source code has long posed a041

security risk—one that is becoming increasingly042

critical with the growth of developer communi-043

ties and the rapid advancement of LLMs (Khoury 044

et al., 2023; Liu et al., 2023). For instance, pla- 045

giarists may replicate open-source code with slight 046

modifications and redistribute it under a different 047

license to illegitimately claim ownership. In addi- 048

tion, LLMs may inadvertently reproduce copyright- 049

protected code from their training data (Sun et al., 050

2022) or generate plausible but insecure code with- 051

out clear attribution. These risks not only threaten 052

the integrity of the software ecosystem but also 053

underscore the urgent need for mechanisms that 054

support code traceability and ownership verifica- 055

tion. Therefore, designing an efficient and practical 056

mechanism for source code traceability and own- 057

ership verification has become an urgent research 058

challenge. 059

Currently, traceability and copyright protection 060

technologies, mainly using digital watermarking 061

schemes (Singh and Chadha, 2013), are widely 062

used for images (Baluja, 2017; Hayes and Danezis, 063

2017), audio (Boney et al., 1996; Liu et al., 2024b) 064

and text (Chang and Clark, 2014; Yang et al., 2022). 065

The success of digital watermarking techniques in 066

the multimedia domain is attributed to the inherent 067

tolerance of human perception to minor alterations. 068

However, such methods are not applicable to the 069

source code domain, as even minor alterations can 070

break syntactic correctness or change program be- 071

havior. Unlike multimedia data, source code is 072

subject to strict syntactic rules and precisely de- 073

fined semantics, and structural integrity must be 074

maintained to ensure functional equivalence and 075

compilability (Wan et al., 2022). In addition, the di- 076

versity of programming languages and differences 077

in coding styles further limit the direct applica- 078

bility of traditional watermarking methods in the 079

software domain. 080

Recent approaches have made certain progress in 081

addressing these challenges but still exhibit notable 082

limitations. As shown in Table 1, these methods 083

often suffer from several limitations: (i) high de- 084
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Method Training-Free Automatic Parser-Independent Language-Agnostic Robustness
CodeMark (Li et al., 2023) ✗ ✗ ✗ ✗ ✗

SrcMarker (Yang et al., 2024) ✗ ✗ ✗ ✗ ✓
ACW (Li et al., 2024) ✓ ✗ ✗ ✗ ✗

CodeIP (Guan et al., 2024) ✗ ✗ ✓ ✓ ✓
RoSeMary (Zhang et al., 2025) ✗ ✗ ✓ ✓ ✓

CodeMark-LLM ✓ ✓ ✓ ✓ ✓

Table 1: Qualitative comparison of code watermarking methods across five criteria: Training-Free (does not
require model training), Automatic (requires no handcrafted rules), Parser-Independent (does not rely on AST or
syntax tools), Language-Agnostic (supports multiple languages without language-specific design), and Robustness
(resilient to code modifications). ✓: Supported; ✗: Not supported.

sign complexity: these methods (Li et al., 2023;085

Yang et al., 2024; Li et al., 2024; Guan et al., 2024;086

Zhang et al., 2025) require handcrafted transforma-087

tion rules, AST-based code rewriting, or additional088

model training, which reduces scalability and de-089

ployment flexibility. (ii) lack language generality:090

their designs rely heavily on language-specific fea-091

tures and cannot be directly applied across multiple092

programming languages. (iii) limited robustness:093

CodeMark (Li et al., 2023) and ACW (Li et al.,094

2024) are vulnerable to common attacks.095

To address the above limitations, we propose096

CodeMark-LLM, an LLM-based source code097

watermarking framework that opens up a new098

paradigm in code watermarking research, which099

comprises two main components: Semantically100

Consistent Embedding and Differential Compar-101

ison Extraction. In the watermark embedding102

phase, Semantically Consistent Embedding lever-103

ages prompt-driven LLM to automatically generate104

and apply semantic-preserving code transforma-105

tions, eliminating reliance on training, handcrafted106

rules, or AST parsing. These transformations are107

adaptively selected to support diverse programming108

styles, enabling broad language generality. In the109

watermark extraction phase, Differential Compari-110

son Extraction performs multi-granularity compar-111

isons between candidate and watermarked code to112

identify applied transformations and decode the113

watermark. This differential analysis, grounded in114

LLM’s code reasoning capabilities, ensures robust115

watermark recovery even under common obfusca-116

tion or reformatting attacks.117

To substantiate the efficacy of our proposed118

method, we conducted comprehensive experiments119

across datasets encompassing multiple program-120

ming languages, including C, C++, Java, and121

JavaScript. The results show that, compared with122

other methods, the proposed approach achieves123

strong stealthiness and efficiency while maintain-124

ing high embedding capacity and the watermarked125

code can pass the syntax check and unit tests with126

nearly 100% ratio. These findings highlight the 127

great potential of LLMs to provide efficient, scal- 128

able, and robust solutions for code watermarking. 129

The main contributions of this work are as follows: 130

131• We propose CodeMark-LLM, a training-free 132

code watermarking framework that eliminates 133

reliance on handcrafted rules, AST tools, or 134

model fine-tuning, addressing key design bot- 135

tlenecks in prior work. 136

• We introduce a modular design comprising 137

Semantically Consistent Embedding and Dif- 138

ferential Comparison Extraction, enabling au- 139

tomatic transformation and resilient recovery 140

without language-specific customization. 141

• We conduct extensive experiments across mul- 142

tiple programming languages and attack sce- 143

narios, demonstrating that CodeMark-LLM 144

achieves superior fidelity, robustness, and 145

language generality compared to prior ap- 146

proaches. 147

2 Related Work 148

Software watermarking aims to embed water- 149

marks into software as a proof of ownership (Dey 150

et al., 2019). It can be further divided into static 151

and dynamic watermarking. Static watermarking 152

embeds watermarks by directly modifying code 153

structures or binaries (Balachandran et al., 2014; 154

Chen et al., 2018; Collberg and Sahoo, 2005). For 155

example, Kang et al. (Kang et al., 2021) modified 156

binary function order to encode watermarks, while 157

Monden et al. (Monden et al., 2000) added virtual 158

methods to Java code for embedding bit strings. 159

However, these methods focus on compiled bina- 160

ries or intermediate representations, limiting their 161

applicability to raw source code. 162

Dynamic watermarking encodes watermarks into 163

the runtime behavior of programs, typically by 164

modifying control flow or inserting special runtime 165

states (Chen et al., 2017; Ma et al., 2019; Tian et al., 166

2015; Wang et al., 2018). Although dynamic water- 167

marking can be robust in some settings, it requires 168

the execution of software, making it impractical for 169
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Figure 1: The overall framework of CodeMark-LLM.
source code snippets or lightweight development170

environments. Moreover, both static and dynamic171

schemes are rule-based and manually built, limiting172

scalability and cross-language generalization.173

Semantic-preserving watermarking techniques174

address limitations of traditional approaches by en-175

abling flexible watermark embedding while main-176

taining program functionality (Quiring et al., 2019;177

Yang et al., 2022; Zhang et al., 2020). Rop-178

Gen (Li et al., 2022) designed 23 handcrafted179

transformation rules for C, C++, and Java. Nat-180

Gen (Chakraborty et al., 2022) further leveraged181

these rules to pretrain LLMs for semantic under-182

standing. CodeMark (Li et al., 2023) employed a183

GNN-based variable renaming strategy to preserve184

readability, yet suffers from limited capacity and185

vulnerability to renaming attacks. SrcMarker (Yang186

et al., 2024) combines rule-based transformations187

with neural models, but depends on handcrafted188

rules, AST parsing, and expensive training, risk-189

ing syntax errors and requiring dedicated decoders.190

ACW (Li et al., 2024) uses fixed, manually defined191

code transformations to embed watermarks, lim-192

iting adaptability across languages and reducing193

robustness in diverse code contexts.194

The emergence of LLMs such as GPT (OpenAI,195

2022) and DeepSeek (Liu et al., 2024a) has enabled196

new possibilities in code generation and transfor-197

mation (Jiang et al., 2024). With prompt engineer-198

ing, LLMs have been applied to areas such as code199

completion (Zhang et al., 2024), translation (Jana200

et al., 2024), data augmentation (Ding et al., 2024)201

and text steganography (Wu et al., 2024). Inspired202

by the above, we propose CodeMark-LLM, a novel203

code watermarking framework that utilizes LLM204

to dynamically select semantic-preserving transfor- 205

mations. It enables broader transformations and 206

better cross-language scalability. 207

3 Method 208

This section presents the design of the CodeMark- 209

LLM framework, which consists of two core mod- 210

ules: Semantically Consistent Embedding and the 211

Differential Comparison Extraction. Each module 212

leverages LLM for language-agnostic, semantics- 213

preserving watermarking. The overall workflow is 214

illustrated in Figure 1. 215

3.1 Preliminaries and Problem Formulation 216

Task Overview. We study the problem of embed- 217

ding watermark into source code while preserving 218

its functionality, syntax validity, and readability. 219

This facilitates ownership verification and source 220

tracing in open-source ecosystems. We leverage 221

LLM to automatically generate, apply, and rea- 222

son over semantic-preserving code transformations. 223

This LLM-centric formulation allows CodeMark- 224

LLM to operate across programming languages 225

with minimal human intervention. 226

Notation. Let C0 be the set of valid, compilable 227

source code, and C1 the set of watermarked code. A 228

code snippet is denoted by c0 ∈ C0 (original code) 229

or c1 ∈ C1 (watermarked code). The watermark is 230

a binary sequence w = (w1, . . . , wn) ∈ W , where 231

n = 4 and W is the set of n-bit sequences. The 232

embedding process is then modeled as: 233

c1 = Embed(c0, w), (1) 234

where c1 preserves the functionality, syntax valid- 235

ity, and readability of c0. We focus on traceabil- 236

ity and ownership verification, where the defender 237

maintains a candidate codebase D that may con- 238
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Category Sub-Rule Type Example (Original → Transformed)

Variable / Function Name

CamelCase to snake_case testStream()→ test_stream()
snake_case to CamelCase my_var → myVar
To PascalCase remove()→ Remove()
To UPPERCASE value → VALUE
To lowercase Value → value
Add suffix data → dataVal

Loops

for to while for(...) → while(...){...}
while to for while(...) → for(...)
Flatten nested loop for(i){...for(j)...} → for(k)...
while to do-while while(c){...}→ do{...} while(c);
Step increment i++ → i+=1
Reverse loop for(i=0;...) → for(i=n-1;...)

Math Expression

Group ops x + y + z → x + (y + z)
Mul to add 2 * x → x + x
Factorization a*b + a*c → a*(b + c)
Identity transform x*x - y*y→ (x - y)*(x + y)
Div to reciprocal a / b→ a * (1 / b)
Pow to mul x*x→ x * x
Expand distributive a*(b + c)→ a*b + a*c
Sqrt-square sqrt(x*x)→ abs(x)

Code Organization

Optimize cond. if(x>0) return; → if(!(x>0)) return;
Reorder decl. int a; str b;→ str b; int a;
Swap params f(a, b)→ f(b, a)
Format spacing int x=5; → int x = 5;
Add braces if(a) return;→ if(a){ return; }
Reorder cond. if(a && b) → if(b && a)
Insert blank line x=1; y=2; → x=1; \\y=2;
Adjust op space x=y+z; → x = y + z;
Inline temp var int t=x+y; return t; → return x+y;
Split decl. int x=0,y=1;→ int x=0; int y=1;

Table 2: CodeMark-LLM’s set of transformation rules.

tain the original code. The closest match ĉ ∈ D is239

identified, and the watermark is recovered via:240

ŵ = Extract(c1, ĉ), (2)241

where ŵ is the final watermark.242

3.2 Semantically Consistent Embedding243
Transformation Rule Set Design. The transforma-244

tion rule set T encodes watermark information into245

semantic-preserving code transformations, forming246

the core of watermark embedding. To address the247

limitations of static, language-specific transforma-248

tion methods, CodeMark-LLM employs LLM to249

construct a diverse, cross-language rule set T :250

T =

m⋃
i=1

Ti, Ti = {Ti,1, Ti,2, . . . , Ti,ki} (3)251

where m = 4 is the total number of transformation252

classes, and ki is the number of sub-rules in the253

i-th class Ti, with each Ti,j representing a specific254

semantic-preserving transformation. We generate255

T once with an LLM and then fix it for all embed-256

ding and extraction; Table 2 reports the taxonomy257

and representative examples. All transformations258

preserve the semantics of the original code. As a259

result, we construct a set of sub-rules spanning four260

transformation classes, where sub-rules are instan-261

tiated by the LLM within the predefined semantic-262

preserving transformation categories, as summa-263

rized in Table 2. This expressive and diverse rule264

set forms the foundation for flexible and resilient 265

bit-wise watermark encoding in source code. 266
Contextual Rule Selection with LLM Assistance. 267

To support bit-wise watermark embedding under 268

syntactic and semantic constraints, CodeMark- 269

LLM employs a two-stage transformation strategy 270

guided by LLMs. Given c0 and w, the LLM first 271

analyzes the code structure and determines appli- 272

cable transformation types. For each selected type, 273

LLM ranks candidate rules by suitability to the 274

input code, producing a prioritized sequence of 275

sub-rules represented as Lk(c0) = [Tk,1, Tk,2, . . . ] 276

for each transformation class Tk. To further en- 277

hance stealthiness and reduce the risk of pattern 278

leakage, we apply a category balancing strategy 279

that evenly distributes transformation types across 280

the watermark bits, thereby improving robustness 281

against statistical detection. 282

Watermark Embedding Execution. Given c0, 283

w, and the sub-rule ranking lists Lk(c0) = 284

[Tk,1, Tk,2, . . . ] ⊆ Tk for each bit position k, the 285

watermark embedding process proceeds iteratively 286

as follows: 287

c(k) =

{
T ∗
k (c

(k−1)), if wk = 1

c(k−1), if wk = 0
,

c(0) = c0, c1 = c(n)

(4) 288
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Dataset Method BitAcc (%) MsgAcc (%) BPF

CSN-Java
AWTcode 93.91 78.41 4

SrcMarker 97.26 92.74 4
CodeMark-LLM 98.05 95.79 4

CSN-JS
AWTcode 89.33 63.97 4

SrcMarker 96.34 89.84 4
CodeMark-LLM 98.08 95.62 4

GH-C
AWTcode 95.10 81.70 4
CALScode 96.07 92.81 1.22
SrcMarker 93.36 79.52 4

CodeMark-LLM 97.49 92.81 4

GH-Java
AWTcode 95.05 82.40 4
CALScode 94.43 91.83 1.40
SrcMarker 90.93 75.14 4

CodeMark-LLM 97.05 92.74 4

Table 3: The success rate of watermark extraction for different watermarking methods and the embedding capacity
(BPF).

where T ∗
k is the highest-ranked sub-rule selected289

from Lk(c0) for embedding the k-th bit wk.290

To ensure valid watermark embedding, each291

transformation T ∗
k is selected from a predefined292

semantic-preserving rule set. If the top-ranked293

transformation is unsuitable for the code context,294

the LLM selects the next feasible candidate from295

the ranked list Lk(c0) to generate c(k). This296

bounded retry improves embedding success while297

preserving watermark accuracy and stealth.298

3.3 Differential Comparison Extraction299

Multi-Feature Matching Retrieval. Given c1 and300

D, CodeMark-LLM retrieves the most probable301

original code ĉ via a joint similarity function:302

ĉ = argmax
ci∈D

[
α Simm(ci, c1) + β Simv(ci, c1)

+ γ Sims(ci, c1) + δ Simsem(ci, c1)
]
,

(5)

303

Simm(ci, c1) = 1−
LevDist(name(ci), name(c1))

max
(
|name(ci)|, |name(c1)|

) ,
(6)

304

Simv(ci, c1) =
|V (ci) ∩ V (c1)|
|V (ci) ∪ V (c1)|

, (7)305

Sims(ci, c1) = cos
(
f⃗s(ci), f⃗s(c1)

)
, (8)306

Simsem(ci, c1) = 1−
LevDist(norm(ci),norm(c1))

max
(
|norm(ci)|, |norm(c1)|

) ,
(9)

307

where Simm, Simv, Sims, and Simsem denote sim-308

ilarity scores on method signatures, variable usage,309

structural, and semantic features, respectively. The310

name(·) denotes the function name, V (·) is the set311

of variable identifiers, f⃗s(·) is a vector of struc- 312

tural token counts, and norm(·) is the normalized 313

function string after whitespace removal. We set 314

α = β = γ = δ = 0.25 in all experiments. The 315

parameter selection is determined via grid search 316

and detailed in Appendix C.5. 317

Rule Inference and Watermark Recovery. For 318

each watermark bit wk, LLM plays a pivotal role 319

by reconstructing the guided sub-rule list Lk(ĉ) = 320

[Tk,1, Tk,2, . . . ] ⊆ Tk from the matched original 321

code ĉ, adapting the process from Section 3.2 using 322

contextual understanding. The LLM selects the 323

top-ranked sub-rule T ∗
k = Lk(ĉ)[0] based on its 324

analysis of syntactic and structural features. We 325

recover the bit using: 326

ŵk =

{
1, if T ∗

k (ĉ) ≈ c1

0, otherwise
, (10) 327

where ≈ indicates that applying the candidate sub- 328

rule T ∗
k to the original code ĉ produces the ob- 329

served watermarked code c1 while preserving syn- 330

tax validity and functionality. If the initial match is 331

unclear, the LLM iteratively considers alternative 332

sub-rule selections to improve accuracy and robust- 333

ness. The final watermark is ŵ = [ŵ1, . . . , ŵn]. 334

4 Evaluation 335

In this section, we evaluate CodeMark-LLM. We 336

first describe the experimental setup in Section 4.1. 337

For CodeMark-LLM, we evaluate its watermark 338

accuracy (Section 4.2), transparency (Section 4.3), 339

efficiency and economic cost (Section 4.4) and ro- 340

bustness (Section 4.5). 341

4.1 Experiment Setup 342

Datasets and Preprocessing. To evaluate 343

CodeMark-LLM across languages, we use three 344

dataset types for C, C++, Java, JavaScript, and 345

Python. For CSN-Java and CSN-JS (Husain et al., 346

5



Syntax Execution
Method Metric CSN-Java CSN-JS MBCPP MBJP MBJSP MBPP

AWTcode
BitAcc(%) 93.91 89.33 97.12 93.88 83.97 /

Pass(%) 0.18 0.51 0.00 0.00 0.00 /

CALScode
BitAcc(%) - - 92.89 93.31 93.50 /

Pass(%) - - 68.19 68.65 76.77 /

SrcMarker BitAcc(%) 97.26 96.34 96.04 99.44 96.94 /
Pass(%) 93.09 100 97.64 97.86 97.99 /

CodeMark-LLM BitAcc(%) 98.05 98.08 99.64 99.72 99.47 97.85
Pass(%) 99.85 99.11 99.35 99.31 99.87 99.69

Table 4: Operational semantic results based on performed operations. For CSN, we use syntax checking; for MBXP,
we use execution-based checking. "-" indicates that the method was not evaluated on the dataset due to prohibitive
computational cost. "/" indicates that the method cannot be applied to the Python language.

2019), functions are paired with natural language347

descriptions from open-source projects. GitHub-C348

and GitHub-Java are used for C/C++ and Java in349

smaller-scale evaluation under baseline limits. For350

execution-based validation, we use MBXP (Athi-351

waratkun et al., 2022) datasets, including C++,352

Java, JavaScript and Python (MBCPP, MBJP, MB-353

JSP, MBPP). Each function embeds a 4-bit water-354

mark. Detailed settings are in Appendix C.1.355

Baselines and LLMs. We choose Srcmarker,356

AWTcode and CALScode proposed in Srcmarker as357

the baselines. AWTcode and CALScode are obtained358

by modifying AWT (Abdelnabi and Fritz, 2021)359

and CALS (Yang et al., 2022), both of which are360

natural language watermarking tools. AWTcode361

shares a similar architecture with AWT but uses362

source code datasets for training. CALScode re-363

places the original BERT (Devlin et al., 2019) with364

CodeBERT (Feng et al., 2020) to better accom-365

modate source code data.For LLM-based code wa-366

termarking, we use the GPT-4o API for embed-367

ding and extraction; results with DeepSeek-V3 and368

Gemini 1.5 Pro are reported in Appendix C.369

Threat models. We consider two attacker mod-370

els: random removal (the attacker is unaware of371

the embedding pipeline details) and adaptive de-372

watermarking (the attacker knows watermarking373

uses four transformation categories but not the spe-374

cific sub-rules); details are in Appendix C.2.375

4.2 Watermark Accuracy376

Metrics. We compare CodeMark-LLM with the377

baselines on two types of datasets for accuracy378

and capacity. Accuracy is measured by Bit Accu-379

racy (BitAcc) and Message Accuracy (MsgAcc).380

BitAcc denotes the percentage of correctly ex-381

tracted bits, while MsgAcc represents the percent-382

age of entire messages that are correctly recovered.383

Capacity is measured in terms of the average num-384

ber of bits in the embedding function (BPF).385

Results. Table 3 shows that CodeMark-LLM out- 386

performs all baselines across datasets. Compared 387

to SrcMarker, AWTcode, and CALScode, CodeMark- 388

LLM achieves a significant breakthrough in deploy- 389

ment efficiency by eliminating the need for training, 390

while maintaining high embedding capacity (BPF 391

= 4). We study how extraction accuracy varies un- 392

der different watermark capacities and report the 393

results in Appendix C.7. CALScode faces efficiency 394

bottlenecks, preventing deployment on CSN-JS 395

(3.5k) and CSN-Java (10k) datasets. To assess 396

cross-model robustness, we conduct experiments 397

where the watermarker and extractor use different 398

LLMs, and report the results in Appendix C.8. 399

4.3 Transparency 400

Metrics. We evaluate operational semantics us- 401

ing syntax checking and execution-based tests to 402

verify functional correctness of watermarked code. 403

As functions in the CSN dataset are not compil- 404

able independently, we use tree-sitter to iden- 405

tify AST errors. For MBXP, we employ the pass 406

rate—the fraction of watermarked code passing all 407

unit tests. Natural semantics assessment uses Code- 408

BLEU (Ren et al., 2020) and MRR. CodeBLEU 409

evaluates similarity through syntax, data flow, and 410

n-gram matching, measuring differences following 411

CodeXGLUE (Lu et al., 2021). MRR evaluates 412

watermarking’s effect on code naturalness by mea- 413

suring the retrieval rank of watermarked code for 414

a natural language query, with a higher score indi- 415

cating better semantic retention. The computation 416

uses a fine-tuned CodeBERT (Feng et al., 2020). 417

Operational semantic results. The operational 418

semantic results are displayed in Table 4. Training- 419

based methods (AWTcode, CALScode, SrcMarker) 420

have limited generalizability: they cannot be ap- 421

plied to Python, while CodeMark-LLM naturally 422

supports it and maintains strong performance. 423

AWTcode, though trained on source code, performs 424
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Figure 2: Natural semantics metrics for CodeMark-LLM, SrcMarker and AWTcode. "Original" refers to the
unwatermarked code.

Method Training Time (h) Embedding Time (s) Extraction Time (s) Total Time (h) Economic Cost ($)
AWTcode 61.50 0.1055 0.0023 61.50 0.0123

SrcMarker 13.32 0.0741 0.0034 13.32 0.0027
CodeMark-LLM 0 3.3333 1.3333 5.85 0.0020

Table 5: Comparison of runtime and per-sample economic cost across different watermarking methods.

poorly in execution-based evaluation, failing to pre-425

serve functionality. CALScode, despite replacing426

BERT with CodeBERT, still fails over 25% of tests427

due to limited understanding of complex code rules.428

SrcMarker approaches CodeMark-LLM but relies429

on handcrafted transformations and AST rewriting,430

causing inconsistent variable renaming and failures431

in syntax or unit tests. Failure cases for the other432

methods are provided in Appendix C.4. CodeMark-433

LLM achieves nearly 100% BitAcc and Pass across434

datasets, retaining the original code semantics. The435

typical transformation example is in Appendix C.3.436

Natural semantic results. Figure 2 illustrates437

the results for natural semantics. Higher MRR438

and CodeBLEU values indicate better preserva-439

tion of natural semantics. On the CSN-JS dataset,440

CodeMark-LLM achieves results close to the orig-441

inal text in MRR, with only a 0.01 drop in CSN-442

Java, and maintains CodeBLEU scores above 0.81,443

demonstrating effective naturalness preservation.444

In contrast, both SrcMarker and AWTcode perform445

worse than CodeMark-LLM in preserving natu-446

ral semantics. SrcMarker shows a larger decrease447

in MRR and CodeBLEU scores on both datasets,448

indicating limitations in naturalness preservation.449

AWTcode performs even worse, with CodeBLEU450

sharply reduced by syntax errors despite retaining451

searchable tokens and identifiers.452

4.4 Efficiency and Economic Cost453

Metrics. We compare CodeMark-LLM with the454

baselines using Per-sample Cost, which includes455

both total time (embedding and extraction time) 456

and economic cost. SrcMarker and AWTcode re- 457

quire significant computational resources, so we 458

estimate training costs using a common market 459

rental price of $2/hour for GPU usage. Due to 460

the extremely high runtime of CALScode (over 342 461

hours), we do not include it in the comparison. 462

Results. Table 5 shows that CodeMark-LLM 463

achieves lower per-sample cost and shorter run- 464

time than training-based methods. We report LLM 465

inference calls per sample for embedding and ex- 466

traction in Appendix C.10. While methods such 467

as SrcMarker and AWTcode incur overhead from 468

model training, their cross-language generaliza- 469

tion is nearly zero because they require language- 470

specific adapters for each target language. This 471

limits their efficiency in large-scale multilingual de- 472

ployment. By contrast, CodeMark-LLM requires 473

no training, adapts naturally to different program- 474

ming languages, and thus offers higher deployment 475

flexibility and clear advantages in scalability. 476

4.5 Robustness 477

Random removal attack. We evaluate watermark 478

robustness against a removal attack, where the ad- 479

versary is aware of the use of code transformations 480

for embedding but lacks knowledge of the exact 481

transformation rules. Therefore, the most straight- 482

forward attempt to remove the watermark is to ran- 483

domly perform variable renaming or code transfor- 484

mations. To simulate this, we randomly rename 485

25%, 50%, 75%, and 100% of variables, and apply 486
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SrcMarker CodeMark-LLM
Attack GH-Java GH-C GH-Java GH-C

BitAcc CB BitAcc CB BitAcc CB BitAcc CB

No Atk. 90.93 - 93.36 - 97.05 - 97.49 -

T@1 78.81 45.34 89.49 42.89 93.65 62.83 92.97 67.11
T@2 73.46 45.12 81.59 42.81 92.97 62.75 89.11 61.74
T@3 69.83 44.53 79.08 42.75 92.83 62.17 87.20 60.83
V@25% 79.90 43.93 84.80 42.61 96.42 66.24 96.13 69.32
V@50% 78.58 43.78 82.24 42.48 96.10 59.04 95.97 63.45
V@75% 70.64 43.60 70.48 42.28 95.28 51.91 95.70 56.36
V@100% 59.80 43.42 62.69 41.98 95.05 43.48 94.71 49.08

Table 6: Performance under random removal attack. CB: CodeBLEU; T: random code transformation; V: random
variable substitution.

Method Metrics MBJP MBJSP MBCPP MBPP

SrcMarker
BitAcc (%) 50.12 (49.32↓) 50.72 (46.22↓) 49.18 (46.86↓) /

Pass (%) 98.46 99.25 99.74 /
CodeBLEU (%) 48.80 49.80 50.75 /

CodeMark-LLM
BitAcc (%) 76.93 (22.79↓) 79.02 (20.45↓) 83.48 (16.16↓) 79.72(18.13↓)

Pass (%) 99.17 99.87 99.74 99.38
CodeBLEU (%) 47.85 48.55 44.88 41.19

Table 7: Performance under adaptive de-watermarking. “Pass” is the percentage of de-watermarked code that passes
the test case. Values in parentheses report the absolute decrease compared to the watermarked code before the
attack."/" indicates that the method cannot be applied to the Python language.

up to 1, 2, or 3 random code transformations per487

snippet. We measure post-attack watermark recov-488

ery accuracy to assess robustness, and report Code-489

BLEU scores before and after the attack to quan-490

tify semantic preservation and perceptual cost. As491

shown in Table 6, CodeMark-LLM achieves high492

BitAcc across all attack intensities, demonstrating493

strong resilience to both structural and identifier-494

level perturbations. In contrast, SrcMarker shows495

a sharp decline in BitAcc under increasing attack496

strength, particularly under full variable renaming497

(V@100%), where accuracy drops to 59.80% on498

GH-Java and 62.69% on GH-C. This indicates its499

limited capacity to trace watermarks once iden-500

tifiers are obfuscated. CodeMark-LLM’s robust-501

ness stems from its rule-aligned embedding, which502

binds each watermark bit to a semantic transforma-503

tion context and employs a multi-feature matching504

mechanism that enables accurate recovery even af-505

ter aggressive code modifications. The results of506

random removal attacks on the MBXP dataset are507

provided in Appendix C.11.508

Adaptive de-watermarking. We further simulate509

a stronger adversary who is aware of the LLM-510

based embedding mechanism but lacks access to511

the specific embedding strategy. To remove po-512

tential watermarks, the attacker paraphrases the513

watermarked code using a general-purpose LLM514

(GPT-4o), while preserving functional correctness.515

As shown in Table 7, the code retains a high exe-516

cution success rate while exhibiting a clear drop 517

in CodeBLEU, indicating effective code rewriting 518

without altering functionality. Despite such high- 519

level semantic changes, CodeMark-LLM consis- 520

tently achieves high BitAcc, demonstrating strong 521

resilience. CodeMark-LLM’s watermarking is 522

guided by semantically consistent transformation 523

patterns, whose categories remain invariant even 524

when low-level lexical variations occur. This al- 525

lows reliable extraction by comparing the attacked 526

code with the original and detecting transformation 527

traces aligned with the predefined stylistic families. 528

5 Conclusion 529

We present CodeMark-LLM, a novel LLM-based 530

framework that redefines the paradigm of source 531

code watermarking. Unlike prior methods that rely 532

on handcrafted rules, AST manipulations, or re- 533

training, CodeMark-LLM uses prompt-driven se- 534

mantic transformations to embed and extract water- 535

marks without any model fine-tuning or language- 536

specific engineering. This enables lightweight 537

deployment and seamless adaptation to multiple 538

programming languages. Extensive experiments 539

demonstrate that CodeMark-LLM achieves strong 540

robustness against common and adaptive attacks 541

while maintaining high watermark fidelity and code 542

functionality. These results highlight the poten- 543

tial of LLMs as a practical and generalizable foun- 544

dation for secure and language-agnostic software 545

ownership verification. 546
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Limitations547

While CodeMark-LLM demonstrates strong perfor-548

mance across multiple criteria, a few limitations549

remain. First, the use of LLMs introduces some550

non-determinism in generation, which may occa-551

sionally cause minor deviations such as formatting552

inconsistencies. These cases are rare and typically553

resolved via simple retry or prompt refinement.554

Second, although CodeMark-LLM is training-free,555

the reliance on commercial LLM APIs may intro-556

duce modest inference latency or cost in large-scale557

applications. Finally, our current implementation558

focuses on function-level watermarking; extending559

it to module-level or cross-file granularity remains560

a promising direction for future work.561
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A Prompt of CodeMark-LLM803

This section describes in detail the design of hints804

in CodeMark-LLM.805

A.1 Prompt Design of Semantically806

Consistent Embedding807

We provide the prompt template used by808

CodeMark-LLM to guide the LLM in perform-809

ing semantically consistent watermark embedding.810

The prompt instructs the model to apply one trans-811

formation per bit based on the specified sub-rule812

list while preserving program semantics. The full813

structure is shown in Figure 3.814

A.2 Prompt Design of Differential 815

Comparison Extraction 816

To extract the watermark, CodeMark-LLM em- 817

ploys a comparison-based prompt that guides the 818

LLM to identify applied transformations between 819

original and watermarked code. This enables ac- 820

curate bit recovery based on transformation traces. 821

The prompt structure is shown in Figure 4. 822

B LLM Usage in CodeMark-LLM 823

In CodeMark-LLM, the LLM is used in both em- 824

bedding and extraction. During embedding, the 825

LLM (i) ranks candidate sub-rules in the finite 826

list Lk(c0) for each transformation category, and 827

(ii) instantiates the selected sub-rule on the input 828

code. During extraction, given the matched original 829

code ĉ, the LLM reconstructs and ranks candidate 830

sub-rules as Lk(ĉ) and supports checking which 831

sub-rule best matches the observed watermarked 832

code. In all cases, the candidates are restricted to 833

the predefined semantic-preserving rule inventory 834

(Table 2), and the rule inventory is not expanded 835

during embedding or extraction. 836

C Additional Experimental Results 837

C.1 Dataset Preprocessing Steps 838

We processed the datasets following the data pre- 839

processing methods outlined in the SrcMarker. Sub- 840

sequently, the datasets were partitioned into train- 841

ing, validation, and test sets. For the GitHub-C 842

and GitHub-Java datasets, we performed a random 843

split with an 8:1:1 ratio. For the CSN dataset, we 844

utilized its original train/valid/test split, while for 845

the MBXP dataset, all samples were employed as 846

the test set. The statistics of the datasets are shown 847

in Table 8. 848

C.2 Threat Models 849

We consider two attacker models with different 850

capabilities in our evaluation. 851

(1) Random removal attack. The attacker is un- 852

aware of the watermark embedding pipeline and 853

can only apply unguided surface-level or structural 854

perturbations, including variable renaming, loop 855

form changes, and statement reordering through 856

semantics-preserving transformations. 857

(2) Adaptive de-watermarking. The attacker fully 858

knows that watermark embedding is implemented 859

via four categories of semantics-preserving trans- 860

formations, but does not know the specific sub-rule 861

inventory. The attacker directly leverages GPT-4o 862
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Prompt Template for Watermark Embedding in CodeMark-LLM

Role: You are a skilled programmer capable of rewriting code while preserving its functional-
ity and syntax correctness.
Description: Given a source code and a randomly generated watermark bitstring, apply
semantic-preserving transformations to embed the watermark.
Rules:

• For each bit wk = 1, apply exactly one transformation from the k-th selected sub-rule.

• If wk = 0, leave the code unchanged.

• Follow transformation-specific constraints.

• No functionality changes or added comments are allowed.

Example: Input: w = (1, 0, 0, 1) and sub-rules {CamelCase to snake_case, for to while,
group ops , insert blank line}
Output: Transformed code applying rules 1 and 4, skipping 2 and 3.
Task: Given code, bitstring w = (w1, . . . , wn), and sub-rule list {T}, output the watermarked
code.

Figure 3: Prompt template for watermark embedding in CodeMark-LLM.

Prompt Template for Watermark Extraction in CodeMark-LLM

Role: You are an expert in identifying subtle transformations between source code versions.
Description: Given an original and a watermarked code, determine which transformations
occurred to recover the embedded watermark.
Rules:

• For each bit position k, compare original and transformed code using sub-rule Tk.

• Set wk = 1 if the rule was applied, otherwise wk = 0.

• Justify decisions based on code structure and semantic consistency.

Example: Input: Code pair {Original, Watermarked}, sub-rules {T}
Output: w = (1, 0, 0, 1) with justification per bit.
Task: Recover w = (w1, . . . , wn) from comparison between [ORIGINAL] and
[TRANSFORMED] based on sub-rule sequence.

Figure 4: Prompt template for watermark extraction in CodeMark-LLM.

Dataset GitHub MBXP CSN

C Java C++ Java JS Python Java JS

#Functions 4,577 5,501 764 842 797 974 173,326 63,258

Table 8: Dataset Statistics.
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Figure 5: A code snippet watermarked by CodeMark-
LLM.

to perform global semantics-preserving paraphras-863

ing of the code in order to maximally disrupt the864

embedded watermark signals. This attack simul-865

taneously alters naming, code structure, control866

flow, and expression organization, and represents a867

stronger, targeted adaptive attack.868

Defender capability. The defender has access to869

a fixed transformation rule set, the candidate code-870

base, and a deterministic bit-recovery procedure.871

C.3 Transformation Examples for872

CodeMark-LLM873

Fig. 5 shows the segments before and after code874

watermark embedding. The method name on line875

1 has been changed from calc_sum to calcSum,876

which is a legal method name. The for loop on line877

3 has been equivalently replaced by a while loop,878

introducing the additional variable i for control and879

adding i++ at the end of the loop. The expression880

in line 4 has been reordered and does not affect the881

functionality of the code. The return statement on882

line 6 is wrapped in a block of code. The transfor-883

mation introduces no functional difference, demon-884

strating the effectiveness of CodeMark-LLM-based885

transformations.886

C.4 Failure Cases of AWTcode , CALScode, and887

SrcMarker888

Three representative failure cases from AWTcode,889

CALScode, and SrcMarker are shown in Figure 6,890

Figure 7, and Figure 8, respectively. In the case 891

of AWTcode, the transformation introduces multi- 892

ple syntax-breaking modifications. Specifically, it 893

erroneously inserts spaces within function names 894

and parameter lists, replaces valid constructor calls 895

with malformed expressions, and introduces un- 896

matched parentheses and invalid logical opera- 897

tors. For CALScode, the transformation causes a 898

typographical error in a variable name, changing 899

testTuple to testTuuple. This syntactic mistake 900

results in an undefined variable reference, which 901

leads to a compilation failure. SrcMarker intro- 902

duces both syntactic and semantic errors during 903

watermark embedding. First, the original function 904

parameter onHotUpdateSuccess is incorrectly re- 905

placed with sizeMap, while the internal logic still 906

invokes onHotUpdateSuccess(), resulting in an 907

undefined function call. Second, the error message 908

string is corrupted by the removal of whitespace, 909

significantly reducing its readability. Finally, the 910

condition typeof sizeMap = == ’function’ is 911

invalid due to an incorrect equality check. These 912

issues highlight SrcMarker’s lack of context aware- 913

ness and the absence of syntactic correctness verifi- 914

cation in its transformation process. 915

C.5 Hyperparameter Selection 916

In Section 3.3, we define a joint similarity func- 917

tion (Eq. 5) that combines four similarity compo- 918

nents, namely Simm, Simv, Sims, and Simsem, us- 919

ing the parameters α, β, γ, and δ. These parameters 920

control the relative contribution of each similarity 921

term in retrieving the most probable original code. 922

To determine appropriate values for α, β, γ, and 923

δ, we perform a grid search over the discrete set 924

{0, 0.25, 0.5, 1} for each parameter, subject to the 925

constraint α+ β + γ + δ = 1. All valid parameter 926

combinations are evaluated on the MBJP dataset 927

using BitAcc. Table 9 reports representative results. 928

Among all evaluated configurations, the uniform 929

setting α = β = γ = δ = 0.25 achieves the 930

highest BitAcc of 99.72%. Accordingly, we adopt 931

this setting for the joint similarity function in all 932

experiments. 933

C.6 Generalization Across LLMs 934

To further validate the generalization ability of 935

CodeMark-LLM, we conducted supplementary ex- 936

periments on different LLMs. In addition to GPT- 937

4o, we selected DeepSeek-V3 and Gemini 1.5 938

Pro for evaluation. Under the same experimental 939

setup, we compared the performance of watermark 940
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1 function createInstance(defaultConfig) {
2 var context = new Axios(defaultConfig);
3 var instance = bind(Axios.prototype.request , context);
4 utils.extend(instance , Axios.prototype , context);
5 utils.extend(instance , context);
6 return instance;
7 }

(a) Original Code

1 // Function name and parameter name split with spaces
2 function create Instance (default Config ) {
3 // Invalid constructor and variable declaration
4 var context , Math Axios (default Config );
5 // Incorrect method call with mismatched brackets
6 var instance , bind (Blog )prototype )request , context );
7 // Logical operator and comment confusion
8 // Copy raised to instance utils .extend (instance , Math .prototype , context )&&
9 // Copy context to instance utils .extend (instance , context )&&

10 &return instance &&
11 }

(b) Watermarked Code

1

Figure 6: Fail case of AWTcode. "Original" refers to the unwatermarked code.

α β γ δ BitAcc (%)

1 0 0 0 30.68
0 1 0 0 30.70
0 0 1 0 30.68
0 0 0 1 8.30

0.5 0.5 0 0 35.38
0.5 0 0.5 0 35.54
0.5 0 0 0.5 31.53
0 0.5 0.5 0 34.84
0 0.5 0 0.5 30.99
0 0 0.5 0.5 30.73

0.25 0.25 0.25 0.25 99.72

Table 9: Grid search results for the parameters α, β, γ,
and δ on the MBJP dataset.

embedding and extraction, reporting two metrics:941

BitAcc and Pass. As shown in Table 10, CodeMark-942

LLM consistently achieves high performance on943

both models, with BitAcc remaining above 97%944

and Pass approaching 100%. This indicates that945

CodeMark-LLM does not rely on a specific LLM.946

Moreover, no systematic degradation was observed947

due to model differences, which provides strong ev-948

idence of the cross-model generalization capability949

of CodeMark-LLM.950

C.7 Capacity951

We analyze how watermark capacity affects ex-952

traction accuracy by varying the total number of953

embedded bits. Specifically, we evaluate water-954

mark capacities of 2, 4, 6, and 8 bits and report 955

BitAcc for CodeMark-LLM and the baselines. In 956

CodeMark-LLM, each watermark bit is associated 957

with one category of semantics-preserving trans- 958

formations. Therefore, increasing the watermark 959

capacity requires expanding the number of transfor- 960

mation categories and the corresponding sub-rule 961

inventory. For higher-capacity settings, we extend 962

the rule set accordingly while keeping the overall 963

embedding and extraction pipeline unchanged. Ta- 964

ble 11 reports the results on the MBJP dataset. As 965

expected, all methods exhibit a gradual decrease 966

in accuracy as the watermark capacity increases. 967

However, CodeMark-LLM consistently achieves 968

the highest BitAcc across all capacity settings. In 969

particular, when embedding 8 bits, AWTcode and 970

SrcMarker drop to 61.67% and 81.22%, respec- 971

tively, whereas CodeMark-LLM still maintains a 972

BitAcc of 95.10%. These results demonstrate that 973

CodeMark-LLM remains robust under rule set ex- 974

pansion and that increasing watermark capacity 975

does not significantly compromise extraction relia- 976

bility. 977

C.8 Cross-LLM Embedding and Extraction 978

To evaluate the stability of CodeMark-LLM 979

across different LLMs, we conducted experiments 980

where the watermarker and extractor were instan- 981

tiated with different LLMs, including GPT-4o, 982
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1 vector <int > sumOfAlternates(vector <int > testTuple) {
2 // ...
3 sum [0] += testTuple[i];
4 }

(a) Original Code

1 vector <int > sumOfAlternates(vector <int > testTuple) {
2 // ...
3 // Incorrect variable name
4 sum [0] += testTuuple[i];
5 }

(b) Watermarked Code

1

Figure 7: Fail case of CALScode. "Original" refers to the unwatermarked code.

Method Metric MBJP (%) MBJSP (%) MBCPP (%) MBPP (%)

AWTcode
BitAcc(%) 93.88 83.97 97.12 /

Pass(%) 0 0 0 /

CALScode
BitAcc(%) 93.31 93.50 92.89 /

Pass(%) 68.65 76.77 68.19 /

SrcMarker
BitAcc(%) 99.44 96.94 96.04 /

Pass(%) 97.86 97.99 97.64 /

CodeMark-LLMdeepseek
BitAcc(%) 98.69 99.56 98.75 98.37

Pass(%) 97.25 99.75 98.50 99.75

CodeMark-LLMgemini
BitAcc(%) 98.70 98.19 98.13 97.37

Pass(%) 99.40 100 99.75 100

Table 10: Performance on cross-model generalization. "/" indicates that the method cannot be applied to the Python
language.

DeepSeek-V3, and Gemini 1.5 Pro. As shown983

in Table 12, the BitAcc remains consistently above984

95% across all combinations, with minimal per-985

formance degradation compared to same-model986

settings. These results demonstrate that our frame-987

work maintains stable embedding and extraction988

accuracy even when different LLMs are used in989

cross-model scenarios.990

C.9 Evaluation of Inference Runtime Cost991

During Watermark Embedding992

To evaluate the inference runtime cost during water-993

mark embedding, we conducted experiments on the994

CSN-Java dataset. The code lengths were divided995

into three categories: Short (less than 10 lines),996

Medium (10-50 lines), and Long (more than 50997

lines). Considering that training-based methods998

consume a significant amount of GPU resources999

(we used an NVIDIA RTX 4090 GPU for train-1000

ing in our experiments), we adopted a commonly 1001

used market rental price ($2/h) as the basis for es- 1002

timating training costs. To facilitate comparison, 1003

we used the Per-sample Cost as the evaluation 1004

metric. The experimental results, as shown in Ta- 1005

ble 13, indicate that CodeMark-LLM achieves sig- 1006

nificantly lower per-sample costs across all code 1007

length categories. As the size of the codebase 1008

increases, this cost remains lower than that of 1009

training-based methods. Moreover, training-based 1010

methods have almost no cross-language adapt- 1011

ability because they require specific adapters for 1012

each programming language, which significantly 1013

reduces the efficiency of traditional methods in 1014

large-scale cross-language deployment. In con- 1015

trast, CodeMark-LLM does not rely on language 1016

adapters and naturally adapts to different program- 1017

ming languages, offering higher deployment flex- 1018

ibility. Therefore, CodeMark-LLM demonstrates 1019
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1 async function tryApplyUpdates (onHotUpdateSuccess) {
2 if (! module.hot) {
3 console.error(’HotModuleReplacementPlugin is not in Webpack configuration

.’)
4 //...
5 }
6 //...
7 function handleApplyUpdates (err , updatedModules) {
8 //...
9 if (typeof onHotUpdateSuccess === ’function ’) {

10 onHotUpdateSuccess ()
11 }
12 //...
13 }
14 //...
15 }

(a) Original Code

1 async function tryApplyUpdates ( sizeMap ) {
2 if ( ! module.hot ) {
3 // Incorrect string literal due to missing spaces
4 console.error ( ’HotModuleReplacementPluginisnotinWebpackconfiguration.’ ) ;
5 //...
6 }
7 //...
8 function handleApplyUpdates ( err , updatedModules ) {
9 //...

10 // Wrong condition and misplaced function call
11 if ( typeof sizeMap = == ’function ’) onHotUpdateSuccess ( ) ;
12 }
13 //...
14 }
15 //...
16 }

(b) Watermarked Code

1

Figure 8: Fail case of SrcMarker. "Original" refers to the unwatermarked code.

greater advantages in large-scale cross-language1020

deployment.1021

C.10 LLM Call Analysis1022

We measure the average number of LLM calls per1023

sample on four datasets: MBJP, MBPP, MBCPP,1024

and MBJSP. Both the embedding and extraction1025

procedures are evaluated. Table 14 summarizes the1026

results. Across all datasets, the average number1027

of LLM calls remains close to 1.00 for both em-1028

bedding and extraction. Only a small fraction of1029

samples trigger additional calls due to occasional1030

API-side retries, resulting in a negligible increase1031

in the overall average. These results indicate that1032

CodeMark-LLM requires approximately one LLM1033

inference per sample in practice, demonstrating1034

stable and efficient behavior.1035

C.11 Robustness Evaluation on MBXP 1036

In this section, we provide supplementary exper- 1037

imental results for the robustness evaluation on 1038

MBXP dataset. We use the same setup described 1039

in Section 4.5. The results are shown in Table 15, 1040

CodeMark-LLM demonstrates strong robustness 1041

against both structure-level and identifier-level ran- 1042

dom removal attacks on the MBXP dataset. It main- 1043

tains high BitAcc and functionality across Java, 1044

JavaScript, and C++ subsets under varying attack 1045

intensities. While accuracy slightly degrades as the 1046

number of applied transformations or the extent of 1047

variable renaming increases, the system remains 1048

consistently reliable, even under full variable re- 1049

naming or multiple code transformations. 1050

16



Method 2 bit 4 bit 6 bit 8 bit

AWTcode 90.50 93.88 85.43 61.67
SrcMarker 99.41 99.44 93.13 81.22

CodeMark-LLM 99.76 99.72 97.57 95.10

Table 11: BitAcc changes with respect to watermark capacity (2, 4, 6, and 8 bits) on the MBJP dataset.

Watermarker Extractor MBJP (%) MBJSP (%) MBCPP (%) MBPP (%)

GPT-4o
GPT-4o 99.72 99.47 99.64 97.85

DeepSeek-V3 99.30 99.72 98.85 95.51
Gemini-1.5-pro 99.26 99.72 99.48 95.38

DeepSeek-V3
DeepSeek-V3 98.69 99.56 98.75 98.37

GPT-4o 95.59 97.62 98.28 96.73
Gemini-1.5-pro 99.62 95.67 98.28 98.99

Gemini-1.5-pro
Gemini-1.5-pro 98.70 98.19 98.13 97.37

GPT-4o 98.79 98.43 98.54 96.38
DeepSeek-V3 99.34 99.75 98.98 96.96

Table 12: Bit Accuracy (BitAcc) of Cross-LLM Watermarking and Extraction Across Datasets

Code Length Method Training Time
(h)

Embedding
Time (s)

Extraction
Time (s)

Total Time
(h)

Economic Cost
($)

Short

SrcMarker 13.32 0.0952 0.0037 13.32 0.0027
AWTcode 61.50 0.1713 0.0026 61.50 0.0123

CodeMark-LLMdeepseek 0 5.0200 3.6000 27.02 0.0018
CodeMark-LLMgemini 0 1.9000 1.1000 11.15 0.0011
CodeMark-LLMgpt-4o 0 1.4000 1.0000 5.85 0.0013

Medium

SrcMarker 13.32 0.0794 0.0032 13.32 0.0027
AWTcode 61.50 0.0346 0.0019 61.50 0.0123

CodeMark-LLMdeepseek 0 8.8000 5.1000 27.02 0.0021
CodeMark-LLMgemini 0 3.1000 1.5000 11.15 0.0012
CodeMark-LLMgpt-4o 0 2.4000 1.2000 5.85 0.0017

Long

SrcMarker 13.32 0.0924 0.0032 13.32 0.0027
AWTcode 61.50 0.1107 0.0023 61.50 0.0123

CodeMark-LLMdeepseek 0 24.0000 4.6800 27.02 0.0028
CodeMark-LLMgemini 0 6.6000 1.7000 11.15 0.0017
CodeMark-LLMgpt-4o 0 6.2000 1.8000 5.85 0.0029

Table 13: Comparison of Inference Runtime and Economic Cost.

Dataset Avg. LLM Calls (Embedding) Avg. LLM Calls (Extraction)

MBJP 1.0083 1.0023
MBPP 1.0010 1.0010
MBCPP 1.0026 1.0026
MBJSP 1.0025 1.0000

Average 1.0036 1.0037

Table 14: Average number of LLM inference calls per sample for watermark embedding and extraction across
different datasets.
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Attack MBJP MBJSP MBCPP

BitAcc(%) Pass(%) BitAcc(%) Pass(%) BitAcc Pass(%)

No Atk. 99.72 99.31 99.47 99.87 99.64 99.35

T@1 88.84 93.92 93.10 98.37 92.64 95.16
T@2 86.84 86.74 88.08 98.12 91.36 92.15
T@3 84.46 82.32 88.05 96.99 89.20 91.23

V@25% 96.03 91.57 95.68 96.49 94.93 90.18
V@50% 95.75 88.81 93.62 93.60 92.67 88.48
V@75% 90.61 87.97 90.90 90.97 91.66 88.09
V@100% 82.29 87.29 87.86 89.34 90.35 86.91

Table 15: Performance under random removal attack
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