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ABSTRACT

Deep neural networks (DNNs) have set benchmarks on a wide array of super-
vised learning tasks. Trained DNNs, however, often lack robustness to minor
adversarial perturbations to the input, which undermines their true practicality.
Recent works have increased the robustness of DNNs by fitting networks using
adversarially-perturbed training samples, but the improved performance can still be
far below the performance seen in non-adversarial settings. A significant portion
of this gap can be attributed to the decrease in generalization performance due to
adversarial training. In this work, we extend the notion of margin loss to adver-
sarial settings and bound the generalization error for DNNs trained under several
well-known gradient-based attack schemes, motivating an effective regularization
scheme based on spectral normalization of the DNN’s weight matrices. We also
provide a computationally-efficient method for normalizing the spectral norm of
convolutional layers with arbitrary stride and padding schemes in deep convolu-
tional networks. We evaluate the power of spectral normalization extensively on
combinations of datasets, network architectures, and adversarial training schemes.

1 INTRODUCTION

Despite their impressive performance on many supervised learning tasks, deep neural networks
(DNNSs) are often highly susceptible to adversarial perturbations imperceptible to the human eye
(Szegedy et al} 2013 (Goodfellow et al.l 2014b)). These “adversarial attacks" have received enormous
attention in the machine learning literature over recent years (Goodfellow et al.l 2014b; |[Moosavi Dez-
fooli et al.l [2016; |Carlini & Wagner, 2016} |[Kurakin et al., 2016} [Papernot et al., |2016; |Carlini &
Wagner, 2017} [Papernot et al.,2017; Madry et al., 2018; |Tramer et al.,2018). Adversarial attack stud-
ies have mainly focused on developing effective attack and defense schemes. While attack schemes
attempt to mislead a trained classifier via additive perturbations to the input, defense mechanisms
aim to train classifiers robust to these perturbations. Although existing defense methods result in
considerably better performance compared to standard training methods, the improved performance
can still be far below the performance in non-adversarial settings (Athalye et al., 2018;|Schmidt et al.|
2018).

A standard adversarial training scheme involves fitting a classifier using adversarially-perturbed
samples (Szegedy et al., 2013} |Goodtellow et al.,[2014b) with the intention of producing a trained
classifier with better robustness to attacks on future (i.e. test) samples. [Madry et al.|(2018) provides a
robust optimization interpretation of the adversarial training approach, demonstrating that this strategy
finds the optimal classifier minimizing the average worst-case loss over an adversarial ball centered
at each training sample. This minimax interpretation can also be extended to distributionally-robust
training methods (Sinha et al.,[2018) where the offered robustness is over a Wasserstein-ball around
the empirical distribution of training data.

Recently, Schmidt et al.|(2018)) have shown that standard adversarial training produces networks that
generalize poorly. The performance of adversarially-trained DNNs over test samples can be signifi-
cantly worse than their training performance, and this gap can be far greater than the generalization
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Figure 1: Adversarial training performance with and without spectral normalization (SN) for AlexNet
fit on CIFAR10. The gain in the final test accuracies for FGM, PGM, and WRM after spectral
normalization are 0.09, 0.11, and 0.04, respectively (see Table[I]in the Appendix). For FGM and
PGM, perturbations have /5 magnitude 2.44.

gap achieved using standard empirical risk minimization (ERM). This discrepancy suggests that the
overall adversarial test performance can be improved by applying effective regularization schemes
during adversarial training.

In this work, we propose using spectral normalization (SN) (Miyato et al.L|2018]) as a computationally-
efficient and statistically-powerful regularization scheme for adversarial training of DNNs. SN
has been successfully implemented and applied for DNNs in the context of generative adversarial
networks (GANSs) (Goodfellow et al., [2014al), resulting in state-of-the-art deep generative models
for several benchmark tasks (Miyato et al.| 2018). Moreover, SN (Tsuzuku et al.| 2018) and other
similar Lipschitz regularization techniques (Cisse et al., 2017) have been successfully applied in
non-adversarial training settings to improve the robustness of ERM-trained networks to adversarial
attacks. The theoretical results in (Bartlett et al.,|2017; Neyshabur et al.| 2017a) and empirical results
in (Yoshida & Miyato, 2017) also suggest that SN can close the generalization gap for DNNs in
non-adversarial ERM setting.

On the theoretical front, we extend the standard notion of margin loss to adversarial settings. We
leverage the PAC-Bayes generalization framework (McAllester, |[1999) to prove generalization bounds
for spectrally-normalized DNNs in terms of our defined adversarial margin loss. We obtain adversarial
generalization error bounds for three well-known gradient-based attack schemes: fast gradient method
(FGM) (Goodfellow et al., 2014b), projected gradient method (PGM) (Kurakin et al., 2016), and
Wasserstein risk minimization (WRM) (Sinha et al.| 2018)). Our theoretical analysis shows that the
adversarial generalization error will vanish by applying SN to all layers.

On the empirical front, we show that SN can significantly improve the test performance of
adversarially-trained DNNs. We perform numerical experiments over various standard datasets
and DNN architectures. In almost all of our experiments, we obtain a better test performance after
applying SN. For example, Figure [I| shows the training and validation performance for AlexNet
fit on the CIFAR10 dataset using FGM, PGM, and WRM, resulting in adversarial test accuracy
improvements of 9, 11, and 4 percent, respectively. To perform our numerical experiments, we
develop a computationally-efficient approach for normalizing the spectral norm of convolution layers
with arbitrary stride and padding schemes. To summarize, the main contributions of this work are:

1. Proposing SN as a regularization scheme for adversarial training of DNNS,

2. Extending concepts of margin-based generalization analysis to adversarial settings and
proving margin-based generalization bounds for three gradient-based adversarial attack
schemes,

3. Developing an efficient method for normalizing the spectral norm of convolutional layers in
deep convolution networks,

4. Numerically demonstrating the improved test and generalization performance of DNNs
trained with SN.
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2 PRELIMINARIES

In this section, we first review some standard concepts of margin-based generalization analysis in
learning theory. We then extend these notions to adversarial training settings.

2.1 SUPERVISED LEARNING, DEEP NEURAL NETWORKS, GENERALIZATION ERROR

Consider samples {(x1,¥1),..., (Xn,yn)} drawn ii.d from underlying distribution Px y. We
suppose X € X and Y € {1,2,..., m} where m represents the number of different labels. Given
loss function ¢ and function class F = { fw, W € W} parameterized by w, a supervised learner aims
to find the optimal function in / minimizing the expected loss (risk) averaged over the underlying
distribution P.

We consider F, as the class of d-layer neural networks with & hidden units per layer and activation
functions ¢ : R — R. Each f,, : X — R™ in F,,;, maps a data point x to an m-dimensional vector.
Specifically, we can express each fy € Fuy as fw(x) = Wao(Wgao1---0(W1ix)---)). We use
[IW;]|2 to denote the spectral norm of matrix W, defined as the largest singular value of W, and
|[W;|| r to denote W;’s Frobenius norm.

A classifier fy,’s performance over the true distribution of data can be different from the training
performance over the empirical distribution of training samples P. The difference between the
empirical and true averaged losses, evaluated on respectively training and test samples, is called
the generalization error. Similar to Neyshabur et al.[|(2017a), we evaluate a DNN’s generalization
performance using its expected margin loss defined for margin parameter v > 0 as

() i= P £u )] < 7+ mi £ (O] ). m

where fuw (X)[j] denotes the jth entry of fi (X) € R™. For a given data point X, we predict the

label corresponding to the maximum entry of fi (X). Also, we use L~ (fw) to denote the empirical
margin loss averaged over the training samples. The goal of margin-based generalization analysis is
to provide theoretical comparison between the true and empirical margin risks.

2.2 ADVERSARIAL ATTACKS, ADVERSARIAL TRAINING

A supervised learner observes only the training samples and hence does not know the true distribution
of data. Then, a standard approach to train a classifier is to minimize the empirical expected loss ¢
over function class F = {fy : w € W}, which is

g

Inin — 2; O(fw(xi)5 ). 2)
i=

This approach is called empirical risk minimization (ERM). For better optimization performance,

the loss function ¢ is commonly chosen to be smooth. Hence, 0-1 and margin losses are replaced by

smooth surrogate loss functions such as the cross-entropy loss. However, we still use the margin loss

as defined in (T)) for evaluating the test and generalization performance of DNN classifiers.

While ERM training usually achieves good performance over DNNSs, several recent observations
reveal that adding some adversarially-chosen perturbation to each sample can significantly drop

the trained DNN’s performance. Given norm function || - || and adversarial noise power € > 0, the
adversarial additive noise for sample (x,y) and classifier fy, is defined to be
Su¥(x) = argmax ((fw(x+8),y). 3)
3||<e

To provide adversarial robustness against the above attack scheme, a standard technique, which is

called adversarial training, follows ERM training over the adversarially-perturbed samples by solving
I I

in — > 0 (fw(xi+ 0% (x)), ) == min — U fw(xi+8i),y:). (4

vrvrgyvn; (for(xi + 637 (x4)) , i) 2 s, (fw(xi+68:),3:). @

However, (3) and () are intractable optimization problems. Therefore, several schemes have been

proposed in the literature to approximate the optimal solution of (3). In this work, we analyze the
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generalization performance of the following three gradient-based methods for approximating the
solution to (E]) We note that several other attack schemes such as DeepFool (Moosavi Dezfooli et al.|
2016), CW attacks (Carlin1 & Wagner, 2017), target and least-likely attacks (Kurakin et al.,[2016)
have been introduced and examined in the literature, which can lead to interesting future directions
for this work.

1. Fast Gradient Method (FGM) (Goodfellow et al., 2014b): FGM approximates the solution
to (3) by considering a linearized DNN loss around a given data point. Hence, FGM perturbs (x, y)
by adding the following noise vector:

G (x) = argmax 8 Vi £(fw (%), ). (5)
lloll<e
For the special case of £o.-norm || - ||, the above representation of FGM recovers the fast gradient

sign method (FGSM) where each data point (x, y) is perturbed by the e-normalized sign vector of
the loss’s gradient. For ¢2-norm || - |2, we similarly normalize the loss’s gradient vector to have e
Euclidean norm.

2. Projected Gradient Method (PGM) (Kurakin et al.,[2016): PGM is the iterative version of
FGM and applies projected gradient descent to solve (3). PGM follows the following update rules for
a given r number of steps:

Vi<i<r: S5ENx) = [ {0 +and) 6)
Be,ji1(0)
v .= argmax 67V, O fw(x + 00E™(x)),y).
llsll<1

Here, we first find the direction 1/‘(,5) along which the loss at the ¢th perturbed point changes the most,
and then we move the perturbed point along this direction by stepsize « followed by projecting the

resulting perturbation onto the set {d : |||| < e} with e-bounded norm.

3. Wasserstein Risk Minimization (WRM) (Sinha et al., 2018)): WRM solves the following
variant of (3) for data-point (x,y) where the norm constraint in (3) is replaced by a norm-squared
Lagrangian penalty term:

A
() = angma £(fu (x4 8),) = 5 18] ™

As discussed earlier, the optimization problem (3) is generally intractable. However, in the case of
Euclidean norm || - ||, if we assume Vy£( fw (X),y)’s Lipschitz constant is upper-bounded by A, then
WRM optimization (7)) results in solving a convex optimization problem and can be efficiently solved
using gradient methods.

To obtain efficient adversarial defense schemes, we can substitute 6™, §28™ or §%™™ for 624V in (E])
Instead of fitting the classifier over true adversarial examples, which are NP-hard to obtain, we can
instead train the DNN over FGM, PGM, or WRM-adversarially perturbed samples.

2.3 ADVERSARIAL GENERALIZATION ERROR

The goal of adversarial training is to improve the robustness against adversarial attacks on not only
the training samples but also on test samples; however, the adversarial training problem (@) focuses
only on the training samples. To evaluate the adversarial generalization performance, we extend the
notion of margin loss defined earlier in (1)) to adversarial training settings by defining the adversarial
margin loss as

B3 () = PS04 8 G0N < +mgs Ao (X 07000 )

Here, we measure the margin loss over adversarially-perturbed samples, and we use L‘";d"( fw) to

denote the empirical adversarial margin loss. We also use L™ (f,,), LP#™(fy), and LY™(fy) to
denote the adversarial margin losses with FGM (5)), PGM (6), and WRM (77) attacks, respectively.
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3 MARGIN-BASED ADVERSARIAL GENERALIZATION BOUNDS

As previously discussed, generalization performance can be different between adversarial and non-
adversarial settings. In this section, we provide generalization bounds for DNN classifiers under
adversarial attacks in terms of the spectral norms of the trained DNN’s weight matrices. The bounds
motivate regularizing these spectral norms in order to limit the DNN’s capacity and improve its
generalization performance under adversarial attacks.

We use the PAC-Bayes framework (McAllester, |1999; 2003) to prove our main results. To derive
adversarial generalization error bounds for DNNs with smooth activation functions o, we first extend
a recent result on the margin-based generalization bound for the ReLU activation function (Neyshabur
et al.| 20174) to general 1-Lipschitz activation functions.

Theorem 1. Consider F,,, = {fw : W € W} the class of d hidden-layer neural networks with h
units per hidden-layer with 1-Lipschitz activation o satisfying o(0) = 0. Suppose that X, X’s support
set, is norm-bounded as ||x|2 < B, Vx € X. Also assume for constant M > 1 any fw € Fun
satisfies

< Wiz
M T Bw

d
<M, Bw=([]IWillz)"".
i=1

Vi :

Here By, denotes the geometric mean of f,’s spectral norms across all layers. Then, for any 1,y > 0,
with probability at least 1 — 1 for any fw € F,, we have:

B2d2h1 dh)Perm +dl dnlogM
Lof) <L (fw)+(9<\/ )+ Ao T

where we define complexity score "™ (fy,) := (HZ LIW3) Zz 1 “llwl ‘II%'
Will2

Proof. We defer the proof to the Appendix. O

We now generalize this result to adversarial settings where the DNN’s performance is evaluated under
adversarial attacks. We prove three separate adversarial generalization error bounds for FGM, PGM,
and WRM attacks.

For the following results, we consider JF,, the class of neural nets defined in Theoremm Moreover,
we assume that the training loss £(¢, y) and its first-order derivative are 1-Lipschitz. Similar to Sinha
et al.[(2018), we assume the activation o is smooth and its derivative ¢’ is 1-Lipschitz. This class of
activations include ELU (Clevert et al.,|2015)) and tanh functions but not the ReLLU function. However,
our numerical results in Table [T] from the Appendix suggest similar generalization performance
between ELU and ReLLU activations.

Theorem 2. Consider F,,, X in Theorem|[I|and training loss function { satisfying the assumptions
stated above. We consider an FGM attack with noise power € according to Euclidean norm || - ||2.
For any fyw € Fpu, assume k < Hvxﬂ(fw(x), y) |l2 holds for constant k > 0, any y € ), and any
x € B, .|, (X) e-close to X’s support set. Then, for any 1,y > 0 with probability 1 —n the following
bound holds for the FGM margin loss of any fw € Fun

R B 2d2h1 dh) ® fgm " dl dnlog]\f

m d 112
where O (fo) = {TTL, [Willa (14 (e/m) (T [Will2) iy Ty IW5l12)} i, 1w F
Proof. We defer the proof to the Appendix. O

Note that the above theorem assumes that the change rate for the loss function around test samples is
at least x, which gives a baseline for measuring the attack power €. In our numerical experiments, we
validate this assumption over standard image recognition tasks. Next, we generalize this result to
adversarial settings with PGM attack, i.e. the iterative version of FGM attack.
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Theorem 3. Consider F,,, X and training loss function { for which the assumptions in Theorem 2]
hold. We consider a PGM attack with noise power € given Euclidean norm || - ||2, r iterations for
attack, and stepsize a. Then, for any n,~v > 0 with probability 1 — 7 the following bound applies to
the PGM margin loss of any fw € Fun

( \/ (B + €)2d2hlog(dh) ®¥%%. o (fuw) + dlog r2lee )
7’ '

LE¥™(fw) < LEE™(fy) + O

Here we define ®P%Y,. . (fw) as the following expression

d 2 d
, a/k — (2a/k)"lip(Vl o fw W |2
{i[[lnwlnz(m Jr) Tyl HHW 1) S T Il } > W

=1 j=1

where lip(Vl o fy) = (Hle [W;l|2) Zle H;’:l |l'W ;|2 provides an upper-bound on the Lips-
chitz constant of Vl( fw (x), y)

Proof. We defer the proof to the Appendix. O

In the above result, notice that if lip(V/{ o fy,)/k < 1/(2«) then for any number of gradient steps the
PGM margin-based generalization bound will grow the FGM generalization error bound in Theorem
by factor 1/(1 — (2a/k)lip(Ve o fw)). We next extend our adversarial generalization analysis to
WRM attacks.

Theorem 4. For neural net class F,, and training loss { satisfying Theorem[2|'s assumptions, consider
a WRM attack with Lagrangian coefficient \ and Euclidean norm || - ||2. Given parameter 0 < 7 < 1,
assume lip(V{ o fy) defined in TheoremE] is upper-bounded by \(1 — ) for any fyw € Fp,. For any
n > 0, the following WRM margin-based generalization bound holds with probability 1 — n for any
fw € Funs

(B + Ty [ Will2)2d?h log(dh) ®3™ (fu) + dlog #* 264 )
7n

Ly (f) < DY (fu) +0(¢

where we define

X (fuw) = {TTIWill2 (1 + Tfﬂnwn S TTIW ) Z

=1 =1 1=1j=1

ﬁjl\’)

l\?l\?

Proof. We defer the proof to the Appendix. O

As discussed by Sinha et al.| (2018)), the condition lip(V/ o fy,) < A for the actual Lipschitz constant
of V{ o fy is in fact required to guarantee WRM'’s convergence to the global solution. Notlce that

the WRM generalization error bound in Theoremlls bounded by the product of W and

the FGM generalization bound in Theorem 2]

4 SPECTRAL NORMALIZATION OF CONVOLUTIONAL LAYERS

To control the Lipschitz constant of our trained network, we need to ensure that the spectral norm
associated with each linear operation in the network does not exceed some pre-specified 3. For
fully-connected layers (i.e. regular matrix multiplication), please see Appendix [B] For a general class
of linear operations including convolution, [Tsuzuku et al.|(2018)) propose to compute the operation’s
spectral norm through computing the gradient of the Euclidean norm of the operation’s output. Here,
we leverage the deconvolution operation to further simplify and accelerate computing the spectral
norm of the convolution operation. Additionally, Sedghi et al.[{(2018)) develop a method for computing
all the singular values including the largest one, i.e. the spectral norm. While elegant, the method only
applies to convolution filters with stride 1 and zero-padding. However, in practice the normalization
factor depends on the stride size and padding scheme governing the convolution operation. Here
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we develop an efficient approach for computing the maximum singular value, i.e. spectral norm, of
convolutional layers with arbitary stride and padding schemes. Note that, as also discussed by |Gouk
et al.| (2018), the ith convolutional layer output feature map ; is a linear operation of the input X:

M
$i(X) =Y Fij* X,
j=1

where X has M feature maps, F; ; is a filter, and x denotes the convolution operation (which also
encapsulates stride size and padding scheme). For simplicity, we ignore the additive bias terms here.
By vectorizing X and letting V; ; represent the overall linear operation associated with F; ;, we see
that

vi(X)=[V11 ... VimX,
and therefore the overall convolution operation can be described using
Viin ... Vim
P(X) =] D X=X
VN,l . VN,]\/[

While explicitly reconstructing W is expensive, we can still compute o (W), the spectral norm of W,
by leveraging the convolution transpose operation implemented by several modern-day deep learning
packages. This allows us to efficiently performs matrix multiplication with W7 without explicitly
constructing W. Therefore we can approximate o (V) using a modified version of power iteration
(Algorithm [T)), wrapping the appropriate stride size and padding arguments into the convolution and
convolution transpose operations. After obtaining o (W), we compute Wgy in the same manner as for
the fully-connected layers. Like Miyato et al., we exploit the fact that SGD only makes small updates
to W from training step to training step, reusing the same u and running only one iteration per step.
Unlike Miyato et al., rather than enforcing o(1W) = f3, we instead enforce the looser constraint
o(W) < p:

Wsn = W/ max(1,0(W)/8), 9

which we observe to result in faster training for supervised learning tasks.

Algorithm 1 Convolutional power iteration

Initialize 1 with a random vector matching the shape of the convolution input
fort=0,....,7 —1do
Vv « conv(W,q)/||conv(W, 0)||2
U « conv_transpose(W,V)/|conv_transpose(W,V)||2
end for
o < Vv -conv(W,q)

5 NUMERICAL EXPERIMENTS

In this section we provide an array of empirical experiments to validate both the bounds we derived
in Section [3]and our implementation of spectral normalization described in section[d] We show that
spectral normalization improves both test accuracy and generalization for a variety of adversarial
training schemes, datasets, and network architectures.

All experiments are implemented in TensorFlow (Abadi et al.,|2016). For each experiment, we cross
validate 4 to 6 values of 3 (see (9)) using a fixed validation set of 500 samples. For PGM, we used
r = 15 iterations and o = 2¢/r. Additionally, for FGM and PGM we used /5-type attacks (unless
specified) with magnitude e = 0.05E 5 [||X||2] (this value was approximately 2.44 for CIFAR10).
For WRM, we implemented gradient ascent as discussed by [Sinha et al.| (2018)). Additionally, for
WRM training we used a Lagrangian coefficient of 0.002E 4[| X||] for CIFAR10 and SVHN and a
Lagrangian coefficient of 0.04E 4[| X||2] for MNIST in a similar manner to Sinha et al[{(2018). The
code will be made readily available.
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5.1 VALIDATION OF SPECTRAL NORMALIZATION IMPLEMENTATION AND BOUNDS

We first demonstrate the effect of the proposed spectral normalization approach on the final DNN
weights by comparing the £ norm of the input x to that of the output fy (x). As shown in Figure a),
without spectral normalization (8 = oo in (9)), the norm gain can be large. Additionally, because
we are using cross-entropy loss, the weights (and therefore the norm gain) can grow arbitrarily high
if we continue training as reported by [Neyshabur et al.| (2017b). As we decrease (3, however, we
produce more constrained networks, resulting in a decrease in norm gain. At § = 1, the gain of
the network cannot be greater than 1, which is consistent with what we observe. Additionally, we
provide a comparison of our method to that of Miyato et al| (2018) in Appendix [A.T] empirically
demonstrating that Miyato et al.’s method does not properly control the spectral norm of convolutional
layers, resulting in worse generalization performance.

Figure [2b) shows that the /5 norms of the gradients with respect to the training samples are nicely
distributed after spectral normalization. Additionally, this figure suggests that the minimum gradient
£o-norm assumption (the x condition in Theorems 2 and 3) holds for spectrally-normalized networks.

The first column of Figure shows that, as observed by [Bartlett et al.| (2017), AlexNet trained using
ERM generates similar margin distributions for both random and true labels on CIFAR10 unless we
normalize the margins appropriately. We see that even without further correction, ERM training with
SN allows AlexNet to have distinguishable performance between the two datasets. This observation
suggests that SN as a regularization scheme enforces the generalization error bounds shown for
spectrally-normalized DNNs by [Bartlett et al.|(2017)) and [Neyshabur et al.|(2017al). Additionally, the
margin normalization factor (the capacity norm ® in Theorems 1-4) is much smaller for networks
trained with SN. As demonstrated by the other columns in Figure [3] a smaller normalization factor
results in larger normalized margin values and much tighter margin-based generalization bounds (a
factor of 102 for ERM and a factor of 10° for FGM and PGM) (see Theorems 1-4).

AlexNet Norm Gain

ERM FGM
[ -&- B=1.0
- B=1.3
-v— B=16

—o— B=2.0 0.0 05 1.0 00 02 04 06
—*— B=4.0 19 £(fu(x))]l2 19 £(fu(x))]l2
—A— f=w
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(a) £2 norm gain due to the network f trained ents with respect to training samples. Train-
using ERM. ing regularized with SN.

Figure 2: Validation of SN implementation and distribution of the gradient norms using AlexNet
trained on CIFAR10.

5.2 SPECTRAL NORMALIZATION IMPROVES GENERALIZATION AND ADVERSARIAL
ROBUSTNESS

The phenomenon of overfitting random labels described by Zhang et al.| (2016) can be observed even
for adversarial training methods. Figure ] shows how the FGM, PGM, or WRM adversarial training
schemes only slightly delay the rate at which AlexNet fits random labels on CIFAR10, and therefore
the generalization gap can be quite large without proper regularization. After introducing spectral
normalization, however, we see that the network has a much harder time fitting both the random and
true labels. With the proper amount of SN (chosen via cross validation), we can obtain networks that
struggle to fit random labels while still obtaining the same or better test performance on true labels.

We also observe that training schemes regularized with SN result in networks more robust to
adversarial attacks. Figure [5]shows that even without adversarial training, AlexNet with SN becomes
more robust to FGM, PGM, and WRM attacks. Adversarial training improves adversarial robustness
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Figure 3: Effect of SN on distributions of unnormalized (leftmost column) and normalized (other
three columns) margins for AlexNet fit on CIFAR10. The normalization factor is described by the
capacity norm ® reported in Theorems 1-4.

more than SN by itself; however we see that we can further improve the robustness of the trained
networks significantly by combining SN with adversarial training.
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Figure 4: Fitting random and true labels on CIFAR10 with AlexNet using adversarial training.
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Figure 5: Robustness of AlexNet trained on CIFAR10 to various adversarial attacks.

5.3 OTHER DATASETS AND ARCHITECTURES

We demonstrate the power of regularization via SN on several combinations of datasets, network
architectures, and adversarial training schemes. The datasets we evaluate are CIFAR10, MNIST, and
SVHN. We fit CIFAR10 using the AlexNet and Inception networks described by [Zhang et al.| (2016},
1-hidden-layer and 2-hidden-layer multi layer perceptrons (MLPs) with ELU activation and 512
hidden nodes in each layer, and the ResNet architecture (2016)) provided in TensorFlow




Published as a conference paper at ICLR 2019

for fitting CIFAR10. We fit MNIST using the ELU network described by Sinha et al.|(2018) and the
1-hidden-layer and 2-hidden-layer MLPs. Finally, we fit SVHN using the same AlexNet architecture
we used to fit CIFAR10. Our implementations do not use any additional regularization schemes
including weight decay, dropout (Srivastava et al.} 2014)), and batch normalization (Ioffe & Szegedyl,
2015) as these approaches are not motivated by the theory developed in this work; however, we
provide numerical experiments comparing the proposed approach with weight decay, dropout, and
batch normalization in Appendix [A.7]

TableI|in the Appendix reports the pre and post-SN test accuracies for all 42 combinations evaluated.
Figure|[I]in the Introduction and Figures[7{9]in the Appendix show examples of training and validation
curves on some of these combinations. We see that the validation curve generally improves after
regularization with SN, and the observed improvements in validation accuracy are confirmed by the
test accuracies reported in Table[I] Figure[§] visually summarizes Table[I} showing how SN can often
significantly improve the test accuracy (and therefore decrease the generalization gap) for several of
the combinations. We also provide Table|2|in the Appendix which shows the proportional increase in
training time after introducing SN with our TensorFlow implementation.

ERM training FGM training PGM training WRM training
0.20 0.20 0.20 0.20
3 m CIFARLO -
&o1s ©  MNIST 0.15 0.15 0.15
© V SVHN ] 2
g mm®
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o @ ° Bpm
3 v
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< = v .I v©
& 0.004 8% vo| 000 ® 0.0 @| 0.00 L] 0©

0.6 0.8 1.0 0.4 0.6 0.8 1.0 0.4 0.6 0.8 1.0 0.4 0.6 0.8
Test acc Test acc Test acc Test acc

Figure 6: Test accuracy improvement after SN for various datasets and network architectures.
6 RELATED WORKS

Providing theoretical guarantees for adversarial robustness of various classifiers has been studied
in multiple works. |Wang et al.| (2017) targets analyzing the adversarial robustness of the nearest
neighbor approach. (Gilmer et al.|(2018)) studies the effect of the complexity of the data-generating
manifold on the final adversarial robustness for a specific trained model. [Fawzi et al.| (2018])) proves
lower-bounds for the complexity of robust learning in adversarial settings, targeting the population
distribution of data. |Xu et al.|(2009) shows that the regularized support vector machine (SVM) can be
interpreted via robust optimization. [Fawzi et al.| (2016)) analyzes the robustness of a fixed classifier to
random and adversarial perturbations of the input data. While all of these works seek to understand
the robustness properties of different classification function classes, unlike our work they do not focus
on the generalization aspects of learning over DNNs under adversarial attacks.

Concerning the generalization aspect of adversarial training, Sinha et al.| (2018) provides optimization
and generalization guarantees for WRM under the assumptions discussed after Theorem[d] However,
their generalization guarantee only applies to the Wasserstein cost function, which is different from
the 0-1 or margin loss and does not explicitly suggest a regularization scheme. In a recent related
work, Schmidt et al.| (2018) numerically shows the wide generalization gap in PGM adversarial
training and theoretically establishes lower-bounds on the sample complexity of linear classifiers in
Gaussian settings. While our work does not provide sample complexity lower-bounds, we study the
broader function class of DNNs where we provide upper-bounds on adversarial generalization error
and suggest an explicit regularization scheme for adversarial training over DNNs.

Generalization in deep learning has been a topic of great interest in machine learning (Zhang et al.|
2016). In addition to margin-based bounds (Bartlett et al.,|2017; Neyshabur et al., 2017a)), various
other tools including VC dimension (Anthony & Bartlett, 2009), norm-based capacity scores (Bartlett:
& Mendelson, |2002; [Neyshabur et al., 2015)), and flatness of local minima (Keskar et al.| 2016}
Neyshabur et al.| 2017b) have been used to analyze generalization properties of DNNs. Recently,
Arora et al.|(2018) introduced a compression approach to further improve the margin-based bounds
presented by [Bartlett et al.|(2017); Neyshabur et al.|(2017a). The PAC-Bayes bound has also been
considered and computed by |[Dziugaite & Roy| (2017), resulting in non-vacuous bounds for the
MNIST dataset.
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Appendices

A  FURTHER EXPERIMENTAL RESULTS

Table 1: Train and test accuracies before and after spectral normalization for various datasets, network
architectures, and training schemes. The amount of spectral normalization was selected from 4-6
values of [ via cross validation on 500 samples. For each row, the greater test accuracy is bolded
(both are bolded in the event of a tie). /., adversarial training was performed with magnitude 0.1.

Dataset Architecture Training  Trainacc Testacc Train acc (SN) Test acc (SN)
CIFAR10 AlexNet ERM 1.00 0.79 1.00 0.79
CIFAR10 AlexNet FGM /4 0.98 0.54 0.93 0.63
CIFAR1I0O AlexNet FGM /o 1.00 0.51 0.67 0.56
CIFARI0 AlexNet PGM /5 0.99 0.50 0.92 0.62
CIFAR10 AlexNet PGM /. 0.99 0.44 0.86 0.54
CIFAR10 AlexNet WRM 1.00 0.61 0.76 0.65
CIFAR10 ELU-AlexNet ERM 1.00 0.79 1.00 0.79
CIFAR10 ELU-AlexNet FGM /5 0.97 0.52 0.68 0.60
CIFAR10 ELU-AlexNet PGM /5 0.98 0.53 0.88 0.61
CIFAR10 ELU-AlexNet WRM 1.00 0.60 1.00 0.60
CIFARI10 Inception ERM 1.00 0.85 1.00 0.86
CIFAR10 Inception PGM /5 0.99 0.53 1.00 0.58
CIFAR10 Inception PGM Y/ 0.98 0.48 0.62 0.56
CIFARI10 Inception WRM 1.00 0.66 1.00 0.67
CIFAR10 1-layer MLP ERM 0.98 0.49 0.68 0.53
CIFAR10 1-layer MLP FGM /4 0.60 0.36 0.60 0.46
CIFAR10 1-layer MLP PGM /5 0.57 0.36 0.55 0.46
CIFAR10 1-layer MLP WRM 0.60 0.41 0.62 0.50
CIFAR10 2-layer MLP ERM 0.99 0.51 0.79 0.56
CIFAR10 2-layer MLP FGM /5 0.57 0.36 0.66 0.49
CIFAR10 2-layer MLP PGM /5 0.93 0.35 0.66 0.48
CIFAR10 2-layer MLP ~ WRM 0.87 0.35 0.73 0.52
CIFAR10 ResNet ERM 1.00 0.80 1.00 0.83
CIFARIO ResNet PGM /o 0.99 0.49 1.00 0.55
CIFAR10 ResNet PGM Y, 0.98 0.44 0.72 0.53
CIFAR1I0O ResNet WRM 1.00 0.63 1.00 0.66
MNIST ELU-Net ERM 1.00 0.99 1.00 0.99*
MNIST ELU-Net FGM /4 0.98 0.97 1.00 0.97
MNIST ELU-Net PGM /, 0.99 0.97 1.00 0.97
MNIST ELU-Net WRM 0.95 0.92 0.95 0.93
MNIST 1-layer MLP ERM 1.00 0.98 1.00 0.98*
MNIST 1-layer MLP FGM /4 0.88 0.88 1.00 0.96
MNIST 1-layer MLP PGM /o 1.00 0.96 1.00 0.96
MNIST 1-layer MLP WRM 0.92 0.88 0.92 0.88
MNIST 2-layer MLP ERM 1.00 0.98 1.00 0.98
MNIST 2-layer MLP FGM /4 0.97 0.91 1.00 0.96
MNIST 2-layer MLP PGM /5 1.00 0.96 1.00 0.97
MNIST 2-layer MLP WRM 0.97 0.88 0.98 0.90
SVHN AlexNet ERM 1.00 0.93 1.00 0.93*
SVHN AlexNet FGM /4 0.97 0.76 0.95 0.83
SVHN AlexNet PGM /5 1.00 0.78 0.85 0.81
SVHN AlexNet WRM 1.00 0.83 0.87 0.84

* = oo (i.e. no spectral normalization) achieved the highest validation accuracy.
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Table 2: Runtime increase after introducing spectral normalization for various datasets, network
architectures, and training schemes. These ratios were obtained by running the experiments on one
NVIDIA Titan Xp GPU for 40 epochs.

Dataset Architecture Training no SN runtime SN runtime ratio
CIFAR10 AlexNet ERM 229 s 283s 1.24
CIFAR1IO AlexNet FGM /4 407 s 463s 1.14
CIFAR10 AlexNet FGM /o 408 s 465s 1.14
CIFAR10 AlexNet PGM /o 2917 s 3077s 1.05
CIFAR10 AlexNet PGM /. 2896 s 3048 s 1.05
CIFAR10 AlexNet WRM 3076 s 3151s  1.02
CIFAR10 ELU-AlexNet ERM 231s 283s 1.23
CIFAR10 ELU-AlexNet FGM /¢y 410's 466s 1.14
CIFAR10 ELU-AlexNet PGM /5 2939 s 3093s  1.05
CIFAR10 ELU-AlexNet WRM 3094 s 3150s  1.02
CIFAR10 Inception ERM 632's 734s 1.16
CIFAR10 Inception PGM /, 9994 s 6082s 0.61
CIFARI0 Inception PGM Y, 9948 s 6063s 0.61
CIFAR10 Inception WRM 10247 s 6356s 0.62
CIFAR10 1-layer MLP ERM 22's 31s 1.42
CIFAR10 1-layer MLP FGM /4 25s 35s 1.43
CIFAR10 1-layer MLP PGM /4 79 s 93s 1.18
CIFAR10 I-layer MLP ~ WRM 73s 86s 1.18
CIFAR10 2-layer MLP ERM 23s 37s 1.59
CIFAR10 2-layer MLP FGM /4 27 s 41s 1.51
CIFAR10 2-layer MLP  PGM /o 91s 108s 1.19
CIFARI0 2-layer MLP WRM 85s 103s 1.21
CIFAR1I0O ResNet ERM 315s 547s 1.73
CIFAR10 ResNet PGM /5 2994 s 3300s 1.10
CIFAR10 ResNet PGM /., 2980 s 3300s 1.11
CIFAR1IO ResNet WRM 3187 s 3457s 1.08
MNIST ELU-Net ERM 55s 97s 1.76
MNIST ELU-Net FGM /5 91s 136 s 1.49
MNIST ELU-Net PGM /4 614 s 676s 1.10
MNIST ELU-Net WRM 635 s 670s 1.06
MNIST 1-layer MLP ERM 15s 24s 1.60
MNIST 1-layer MLP FGM /4 17 s 27s 1.57
MNIST I-layer MLP ~ PGM /{5 57s 71s 124
MNIST 1-layer MLP WRM 51s 63s 1.24
MNIST 2-layer MLP ERM 17 s 31s 1.84
MNIST 2-layer MLP  FGM /{5 20s 35s  1.77
MNIST 2-layer MLP PGM /5 67 s 89s 1.32
MNIST 2-layer MLP ~ WRM 62s 81s 1.30
SVHN AlexNet ERM 334 s 412s 1.23
SVHN AlexNet FGM /5 596 s 676s 1.13
SVHN AlexNet PGM /o 4270 s 4495s 1.05
SVHN AlexNet WRM 4501 s 4572s  1.02
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Figure 7: Adversarial training performance with and without spectral normalization for AlexNet fit
on CIFAR10.
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Figure 8: Adversarial training performance with and without spectral normalization for Inception and
ResNet fit on CIFAR10.
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Figure 9: Adversarial training performance with and without spectral normalization for AlexNet with
ELU activation functions fit on CIFAR10.

A.1 COMPARISON OF PROPOSED METHOD TO [MIYATO ET AL.|(2018))’S METHOD

For the optimal 3 chosen when fitting AlexNet to CIFAR10 with PGM, we repeat the experiment
using the spectral normalization approach suggested by Miyato et al.| (2018). This approach performs
spectral normalization on convolutional layers by scaling the convolution kernel by the spectral norm
of the kernel rather than the spectral norm of the overall convolution operation. Because it does not
account for how the kernel can amplify perturbations in a single pixel multiple times (see Section ),
it does not properly control the spectral norm.

16



Published as a conference paper at ICLR 2019

In Figure we see that for the optimal § reported in the main text, using [Miyato et al.| (2018)’s
SN method results in worse generalization performance. This is because although we specified
that 5 = 1.6, the actual /5 obtained using Miyato et al.| (2018)’s method can be much greater
for convolutional layers, resulting in overfitting (hence the training curve quickly approaches 1.0
accuracy). The AlexNet architecture used has two convolutional layers. For the proposed method, the
final spectral norms of the convolutional layers were both 1.60; for Miyato et al.|(2018)’s method,
the final spectral norms of the convolutional layers were 7.72 and 7.45 despite the corresponding
convolution kernels having spectral norms of 1.60.

Our proposed method is less computationally efficient in comparison to Miyato et al.| (2018))’s
approach because each power iteration step requires a convolution operation rather than a division
operation. As shown in Table 3| the proposed approach is not significantly less efficient with our
TensorFlow implementation.

Proposed (8 =1.6) Miyato (8 =1.6)
1.0 1.0 A
0.8 1 0.8
>
8 0.6 & 0.6
2 | %
©
0.4 0.4
0.2 - train 0.24 -l train
<> valid > valid
0.0 T T T T 0.0 T T T T T T T
0 20000 40000 60000 80000 0 2000 4000 6000 8000 100001200014000
training steps training steps

Figure 10: Adversarial training performance with proposed SN versus |[Miyato et al.[(2018)’s SN
for AlexNet fit on CIFAR10 using PGM. The final train and validation accuracies for the proposed
method are 0.92 and 0.60. The final train and validation accuracies for(Miyato et al.|(2018))’s are 1.00
and 0.55.

Table 3: Runtime increase of the proposed spectral normalization approach compared to Miyato et al.
(2018))’s approach for CIFAR10 and various network architectures and training schemes. These ratios
were obtained by running the experiments on one NVIDIA Titan Xp GPU for 40 epochs.

Dataset Architecture  Training %
CIFAR10  AlexNet ERM 1.11
CIFAR10  AlexNet FGM /{5 1.06
CIFAR10  AlexNet FGM /o 1.11
CIFAR10 AlexNet PGM /5 1.01
CIFAR10  AlexNet PGM (o 1.11
CIFAR10  AlexNet WRM 1.02
CIFAR10O Inception ERM 0.98
CIFAR10O Inception PGM /, 1.04
CIFAR10 Inception PGM /o 1.06
CIFAR1O Inception WRM 1.03
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A.2 COMPARISON OF PROPOSED METHOD TO WEIGHT DECAY, DROPOUT, AND BATCH

NORMALIZATION
Batch Norm Weight Decay Dropout
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Figure 11: Adversarial training performance with proposed SN versus batch normalization, weight
decay, and dropout for AlexNet fit on CIFAR10 using PGM. The dropout rate was 0.8, and the
amount of weight decay was 5e-4 for all weights. The leftmost plot is from Figure [[jand compares
final performance of no regularization (train accuracy 1.00, validation accuracy 0.48) to that of SN
(train accuracy 0.92, validation accuracy 0.60). The final train and validation accuracies for batch
normalization are 1.00 and 0.54; the final train and validation accuracies for weight decay are 0.84
and 0.55; and the final train and validation accuracies for dropout are 0.99 and 0.52.

B SPECTRAL NORMALIZATION OF FULLY-CONNECTED LAYERS

For fully-connected layers, we approximate the spectral norm of a given matrix W using the approach
described by Miyato et al.| (2018): the power iteration method. For each 1V, we randomly initialize a
vector 1 and approximate both the left and right singular vectors by iterating the update rules

v W/ [ Wil

a« WIs/|[WTs|,.

The final singular value can be approximated with (W) ~ vI W1. Like Miyato et al., we exploit
the fact that SGD only makes small updates to W from training step to training step, reusing the same
1 and running only one iteration per step. Unlike Miyato et al., rather than enforcing (W) = 3, we
instead enforce the looser constraint o (W) < (3 as described by |Gouk et al.| (2018):

Wsn = W/ max(1,0(W)/5),

which we observe to result in faster training in practice for supervised learning tasks.

C PROOFS

C.1 PROOF OF THEOREM[I]

First let us quote the following two lemmas from (Neyshabur et al.| 2017a).

Lemma 1 (Neyshabur et al{(2017a)). Consider F,,, = {fw : W € W} as the class of neural nets
parameterized by w where each fw maps input x € X to R™. Let Q) be a distribution on parameter
vector chosen independently from the n training samples. Then, for each n > 0 with probability
at least 1 — n for any w and any random perturbation u satisfying Pry (maxxe x | fwtu(x) —

fw (@)oo < %) > %we have

(10)

=~ \/KL(Pw+u||Q)+log67;L

Lo(fw) SL’Y(fW>+4 n—1
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Lemma 2 (Neyshabur et al.|(2017a)). Consider a d-layer neural net f, with 1-Lipschitz activation
functton o where 0(0) = 0. Then for any norm-bounded input ||x||2 < B and weight perturbation
: |Usll2 < L{|W5]|2, we have the following perturbation bound:

U;
ral3) — ()l < eB(H Wil > Wi (“)
i=1 i=1 ’

To prove Theorem consider fg with weights w. Since (1 + %)¢ < eand £ < (1 — )9~ for any

weight vector w such that ||[W;]|z — ||V~VZ||2| < é”WzHg for every ¢ we have:

d d d
_d_ = —~
(1/e)7T TTIWilla < TT IWilla < e [T IWlla- (12)
i=1 i=1 i=1

We apply Lemmal[T] choosing @ to be a zero-mean multivariate Gaussian distribution with diagonal

covariance matrix, where each entry of the ith layer U; has standard deviation §; = ”\%Hz{ with
& chosen later in the proof. Note that 3, defined earlier in the theorem is the geometric average of
spectral norms across all layers. Then for the ith layer’s random perturbation vector u; ~ A (0, £21),
we get the following bound from (Troppl [2012) with & representing the width of the 7th hidden layer:
U2 :
Pr WT >t) < 2hexp(——=). (13)
e one

We now use a union bound over all layers for a maximum union probability of 1/2, which implies the
normalized S ”v%¢ for each layer is upper-bounded by £+/2h log(4hd). Then for any w satisfying

Wi ll2

[IWill2 = [|[Will2| < 3I|Wil2 for all s

- ~ Uil
s, o) — w9l < e ([T 1wk ) S e

(@ 1Us][2
ol
HH 2 Z =
Uil
_ 2 6d 1 /Bw H
Z Wil

< eQdBﬁf{lgx/% log(4hd). (14)

. 1 d d X7 . .
Here (a) holds, since [[io; IWi]l2 < m [I;—; [I'W;]|2 is true for each j. Hence we choose

— !
= 30dBBL\/hlog(4hd)
Then, we bound the KL-divergence term in Lemmal ] as

W,
st <35 I

for which the perturbation vector satisfies the assumptions of Lemma

302d2B2ﬁ2dhlog(4hd) Z W |2
272 = IWill3

®) 30%e*d* B2 ITi, ['Wil|3h log(4hd) Z W[
= 272 HWiH%

l 2

Note that (b) holds, because we assume |||W1||2 - ||Wl||2| < é”\’x/}”g implying

d A7 —(d— d d i
lelj” [T, Wil <(1-1)- 1)@ [T, IW2 < ™wiT [T;—; [IW;]|2 for each j. There-

fore, Lemma|I]implies with probability 1 — 7 we have the following bound hold for any w satisfying
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[[Will2 — [[Willa| < LI[Wil forall i’s,

~ B2d?hlog(dh)®™ ( fi) + log 2
Lo(fw)SLv(fw)JrO(\/ o )7271 (fu) g) s,

Then, we can give an upper-bound over all the functions in Jy, by finding the covering number of the
set of w’s where for each feasible w we have the mentioned condition satisfied for at least one of w’s.
We only need to form the bound for (55)/4 < 3, < (7\?)1/ 4 which can be covered using a cover

of size dn'/24 as discussed in (Neyshabur et al.,[2017a). Then, from the theorem’s assumption we
know each ||W;||2 will be in the interval [; Bw, M Bw] which we want to cover such that for any [

in the interval there exists a B satisfying |5 — ﬁ| <p / d. For this purpose we can use a cover of size
2logyy1/q M <2(d+1)log M which combined for all i’s gives a cover with size O((d log M)?)

whose logarithm is growing as d log(d log M ). This together with completes the proof.

C.2 PROOF OF THEOREM[Z]

We start by proving the following lemmas providing perturbation bound for FGM attacks.

Lemma 3. Consider a d-layer neural net fy, with 1-Lipschitz and 1-smooth (1-Lipschitz derivative)
activation o where o(0) = 0. Let training loss ¢ : (R™,)) — R also be 1-Lipschitz and 1-smooth
for any fixed label y € Y. Then, for any input x, label y, and perturbation vector u satisfying
Vi: |[Ugll2 < /Will2 we have

|‘vx£(fw+u(x)7y) _vxf(fW(x)ﬁU)Hg (16)
4 .

d %
U, LSF
AW 3 | + Il (LT 1w Z ]
i=1 i=1 ¢ j=1 j=1

Proof. Since for a fixed y ¢ satisfies the same Lipschitzness and smoothness properties as o, then
IV2£(z,y)||l2 < 1 and applying the chain rule implies:

[Vl (fortu(3),9) = Vil (fuo (%), )]
= | (VacSwrsu(3)) (V) (Frwsu (%), 9) = (VoS (%)) (VE) (Fu (%), )
< (VS (X)) (V) (s (), 9) = (Vi (%)) (VO (fur < ),
[ (VaeSw (%)) (VO (fawga (%), > (v xfw<x>)<W>(fw<x,y>H2

< [V fwu(%) = Vafw(x)[[, + (H IWill2) [ (VE) (s (), ) = (VO (fw(x), 1)

i=1

d
S Hvxwaru(X) - VXfW(X)HQ + (H HW1||2) HfWJru(x) - fw(X)HQ

i=1

d U
<[V fwsu(®) = VaLu )|, + ellxlla ([T IWill2) Z -
i=1 i=1

IWill2

a7

The above result is a conclusion of Lemmaand the lemma’s assumptions implying HVX fw(x H 5 <

H?Zl W |2 for every x. Now, we define Ay, = ||Vx éf}ru( ) — Vx f(k) || where f(k)( )=

Wio(Wg_1---0(W;x)) - - ) denotes the DNN’s output at layer k. With (17)) in mind, we complete
this lemma’s proof by showing the following inequality via induction:

k i1 i—1
1 1U; Hz 1U; [l2
Ap <e(l+=)F W2 [ + |Ix W, JIZ 0 (18)

'Note that log 1 > 1 — z implying log -—— > 717 and hence (log(1 + 1/d))™" <d+1.
. -
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The above equation will prove the lemma because for k < d we have (1 + 2)¥ < (1+ 1)? <e. For
k=0, Ay = 0since fw 0)( ) = x and does not change with w. Given that holds for k£ we have

Agr1 = ||V, (Hl)(x) — Vi fS (x ),

w+u
= | Vx(Wis1 + Upi1) o (fla (%)) — VW10 (£ (x) I,
= | VxS (x)o (&"lu<x>><wk+1+uk+1>T— Ve P )0’ (FE )W,

La() (Wit + Up)T = Vi S (x)0 <fv<f><x>><wk+1 +Ue)T,
(X)) Wit + Up)” = Vi £ (30" (fP (%))W,
)(x))W M—vxﬂ“(x)a (FP )WE |,

< ||Vt L)’ (£
+ [V f L a(x)o (f
+ || VS ()0 (£

1
< U+ DWWl 19 ALl [ At (o) = £ GO,
+||Uk+1|| IV fata ()20 (5 (x)) ||2+IIWM!|2||v’<fv‘v’“)<x>>ll2Ak
as (Uil
1 k+1 W W v
i (e||x||2H|| B aninz)
k+1
|Uk+1||2
MWl o, + Wkl

I [Uppl ~ Ui
'f“Hnw E (”W+ + [l Hnw ) 1w, ”2)+|\Wk+1||2m

k1 k41 _
k+1 U2 W, < IU;l2
H [Will2 Z Wil + || H W2 Z Wl
=1 j=1

Therefore, combining and (T8) the lemma’s proof is complete O

Before presenting the perturbation bound for FGM attacks, we first prove the following simple
lemma.

Lemma 4. Consider vectors z1, 2o and norm function || - ||. If max{||z1||, ||z2||} > &, then

2
Hmzl - HZ%”%H < ;(E”Zl — 2z (19)

Proof. Without loss of generality suppose HZQ” < ||z1]| and therefore x < ||z1||. Then,

‘ = Jlzall 1
|21 — 22| = H (21 — 22) zo |
™~ ool o el Tzl
€
s—nzl—zzu+—|||z1||—||zQ|||
a B
S|| i ==l
2¢e
S*\|Z1—22||-
K

O

Lemma 5. Consider a d-layer neural network function fv with 1-Lipschitz, 1-smooth activation
o where 0(0) = 0. Consider FGM attacks with noise power € according to Euclidean norm || - ||2.
Suppose k < ||Vxl(fw(x),y)||2 holds over the e-ball around the support set X. Then, for any
norm-bounded perturbation vector u such that ||[U; ||z < £[|W;|2. Vi, we have

whulX 2 [IWills i W
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Proof. The FGM attack according to Euclidean norm is simply the DNN loss’s gradient normalized
to have e-Euclidean norm. The lemma is hence a direct result of combining Lemmas[3land[d O

To prove Theorem@ we apply Lemmal ] together with the result in Lemmal[5] Similar to the proof for
Theorem 1] given Welghts w we consider a zero-mean multivariate Gaussian perturbation vector u
with diagonal covariance matrix where each element in the ¢th layer u; varies with the scaled standard

deviation &; = w& with £ properly chosen later in the proof. Consider weights w for which
) s 1=
Vi |[Willa = [[Willa| < S[IWil]. (20)

Since u; ~ N(0,£21), (Tropp, 2012) shows the following bound holds
1Uill2 2

Pr(feg—— >t) <2hexp(———

T 2he?

) 1)

Then we apply a union bound over all layers for a maximum union probability of 1/2 implying the

normalized B 19ill2 o1 each layer is upper-bounded b 2hlog(4hd). Now, if the assumptions
AR Y pp y P

of Lemma [5] hold for perturbation vector u given the choice of &, for the FGM attack with noise
power € according to Euclidean norm || - |2 we have
oo (36 + 050 (3)) = fow (3 + 057 (20)) [ (22)

< [ v (3 85 F0 (%)) = fur (x4 0820 00) 2+ [Lfuw (x + 0550 () = fuw (3 + 5™ () )|z

d
S W 087500) = oot 803700) o+ (LT IW ) 1357 00) = 2370l
Uil | o g 1Yl
e(B +e) HHW HQZHW LT ? HII ZIIQZ AT HIIW 2 ZIIW B
U; € U Y
B+eHI|W||QZ” ”2+2e5 HH ng (el Hll ill2) ZH k)

i=1 1 IW; ||2

d
< 2¢%d(B + €)€+/2hlog(4hd) {H [Will2 + = H IW3]12) (1/B + Z H ||Wj||2)}.
i=1 i=1j=1
Hence we choose
_ v
- d c11d | d i s ’
8e>d(B + €)/2hlog(4hd) [Ty [Will2 (1 + £ [Ty [Will2(1/B + 320 TT5—1 [IW512))
(23)
for which the assumptions of LemmasE]andE]hold Assuming B > 1, similar to Theorem s proof
we can show for any w such that |[[W;]|2 — HW 2] < |W |l2 we have

d
W[
w+u||Q Z 252 L

:O<d2(B+e)2hlog(hd)H?_1 IWill3 {1+ £ (T IWill2) S Ty [Wl12) ) Z W, II%>
7 = IW13

i 2 4
[T W3 {1+ < (T IIWiill2) Sy Ty W5 l2) b O W12
S0<d2(3+e)2hlog(hd) = S —= : F>
2 Z W2

Then, applying Lemma [I|reveals that given any 7 > 0 with probability at least 1 — 1 for any w such
that H|Wz”2 - ||Wz||2| S éHWlHQ we have

B + €)2d2hlog(dh) DED (fu) + 1
(B+e) og(dh) ®&x'(fw) +log 2 > o4

’}/TL

LE™ (fw) < L™ (fu) + 0(\/
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m d € W,
where @7 (f,,) := {TT, [Will2(1+ £{ (T, IWill2) Si Ty W51} S0, ke
Note that similar to our proof for Theorem [l I we can find a cover of size O((dlog M)dn'/??)
for the spectral norms of the weights feasible set, where for any ||W;||2 we have a; such that
| [[W;ll2 — ai| < a;/d. Applying this covering number bound to completes the proof.

C.3 PROOF OF THEOREM[3]

We use the following two lemmas to extend the proof of Theorem [2]for FGM attacks to show Theorem
Bl for PGM attacks.

Lemma 6. Consider a d-layer neural network function fa with 1-Lipschitz, 1-smooth activation o
where o(0) = 0. We consider PGM attacks with noise power € according to Euclidean norm || - ||, v
iterations and stepsize «. Suppose k < ||Vl ( fw(x), y) |l2 holds over the e-ball around the support
set X. Then for any perturbation vector u such that HU |2 < LIW;l|2 for every i we have

I8BERT () — 05 () < (2a1/r) <§§;7>)1§E§§§:§ 2s)
d d 1Uslla 10,11
< (QTwa) 3 [ + st s (T 19 anj'uz}

Here lip(V/{ o fy ) denotes the actual Lipschitz constant of Vy£(fw(X),y).

Proof. We use induction to show this lemma for different  values. The result for case r = 1is a
direct consequence of Lemma 5] Suppose that the result is true for r = k. Then, Lemmas [3|and 4]
imply

||65ffu’““ — SREm A (),
< 2Tl D)) — Vil G+ ™)
< 2Tl 6+ D)) — Vil G+ R ),
+ 23||vx6<fw<x+aagff< ) = Vbl fu o+ 2 )

_2 NNof " Ly
E(TTIw: [ N2y (xy + € W, J 2}

;2 — lip(V£ o fw>uvx6agff<x> — V0B E (x)],

d i i
762 1Gill2 o 4 e , 1Ujl2
< H”W b Yo e+ O+ o I TW50) 3

i=1

20 . 9 — (2a/K)*lip(Ve o fw d
+?hp(vé° fw)e (204/"{) — (2a/r)lip(Vlo f H [Will2 Z{

U |2 d : ||Uj||2}
W,
v+ (e +€>(E IW;112) g Wl
1-— (2a/n)k+1 lip(V{ o fw)kJrl
1—(2a/k)lip(Veo fu)

d d 4
< (LW Yo e + (e + (T 1wl Z W]
i=1 i=1 o =1 =t

where the last line follows from the equality Zf:o st = 1’15_16:1 . Therefore, by induction the lemma

holds for every value r > 1. ]

i=1

=e?(2a/k)
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Lemma 7. Consider a d-layer neural network function fa with 1-Lipschitz, 1-smooth activation o
where o(0) = 0. Also, assume that training loss { is 1-Lipschitz and 1-smooth. Then,

d i
lip(Vacl (fw (%), y)) <Tip(Veo fu) = HIIW 12) Y TTIW;lla- (26)

i=1j=1
Proof. First of all note that according to the chain rule

lip (Vxlf (fw(x), y)) = lip (fow(X) (VO) (fw(x), y))
< lip( xfw(x )) + hp(fW)2

Slu) xfw +II”VV||2

Considering the above result, we complete the proof by inductively proving lip(Vx fw(x)) <

(]_[?:1 [W:ll2) Z?Zl H;;ll [Wll2. For d = 1, V fw(x) is constant and hence the result holds.
Assume the statement holds for d = k. Due to the chain rule,

V(%) = ViWr 10 (f37 (%)) = V£ (x) o (137 () W
and therefore for any x and v
Vs f ) (x4 v) = Vi fED (%) |2
< VoD (x4 v) o (FP (x+ V) Wiy = Vi, $ (x4 v) o (F8 (x 4+ v)) Wi |,
Wiz [[Va £ e+ v) o (FO7 (x4 v) = Vi f&P (%) o (1370 ()|,
Wit 2| Vo (e 4+ v) o (F (x4 v)) = Vi S (%) o’ (£ (x + 7)) ||,
F Wit [l2]| Vi £ () o' (F (x4 v)) = Vo £ (x) o (£ (%) |,

< IW el [V ) = T 00+ [0 [ (9 x+-9) = (R0 ) .

< ||Wk+1|2{np(vxféf><x>) lip(F9) (x >)}||v2

k+1 k+1i—-1

H IWill2) > TTIW;l2lvile,

=1 j=1
which shows the statement holds for d = k£ + 1 and therefore completes the proof via induction. [

In order to prove Theorem [3] we note that for any norm-bounded ||x||2 < B and perturbation vector
u such that Vi, |U;||2 < S[W;|2 we have

[ fortu(x + 050" (%) = fawr(x + 0557 (%)) |12
< [ fwu(x + 00550 (%) = fuw (x4 03550 ()]
+llfw(x + 6\Ia)vgfur( ) — fw(x + 0w (%) l2

i |~ (20/r) p(VEo fu)"
(B +e) H”W I Z||W I T T o) ip(Vi o fu)

x([[”will L[ v H”W . Zn%”ﬂ

=1

[Uills , 250y L= (20/0) T (VL 0 fu)"
e(B +e) H IWillz) Z W]l +e2a/n ) 1 — (2a/R)lip(Vl o fu)
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d i
1U;ll2
AW Y[ + @ + LWl
(11 ; jw,j, © @+ dLIw, 2 W,
The last inequality holds since as shown in Lemma [7| lip(Vl(fw(x),y)) < lip(Vlo fw) :=
(H;i ITWill2) Zf 1 H; 1 W, ||2. Here the upper—bound lip(V/ o fg) for w changes by a factor

at most e/" for w such that |[|[W3l|2 — ||W 2] < &4 \W ||2. Therefore, given w if similar to the
proof for Theorem 2] we choose a zero-mean multlvarlate Gaussian distribution () for u with the 7th

layer u;’s standard deviation to be &; = wf where

= v

1—e2(2a/k)"lip(Veo f&)" T1d — d i — ’
8d(B + ¢)/2hlog(Ahd)e! (o)) T=Sra y Bl ([T [ Will2) (1 + 320 Ty [W12)
Then for any w satisfying ||[W;]2 — ||{7VV1||2| <L ||{7VV |l2, applying union bound shows that the

assumption of Lemma Pry (maxxex || fwru(X + 65era (%)) — fuw (x + 6BE™7 (%)) || oo < ) > £
holds for @, and further we have

d

W2

KL(Purull@) < S IV
=1

267

= O(d2(B + €)%hlog(hd) x

1—e*(2a/k)"1lip(Veo fg) d — d 7 AT
[T, W34S Eeleietietal” (1 2 ([T, [Wall2) iy Ty W} ZHW |2F)
2
g W3

< 0(d2(B + €)%hlog(hd) x

d (2a/k)"1lip(VLo fu a
T, W3 el oo bl 4 4 o (T [Wil2) S0 TTimy W5l L w2
7 Z W3
212

Applying the above bound to Lemma|I| shows that for any 7 > 0 the following holds with probability
1 — 7 for any w where || W;|l2 — [[W;]2| < L[|[W;l|2:

(B + €)2d?hlog(dh) PeR o (fw) +log 2
72 >

LES™ (fu) < D2™(fu) + 0<\/

where we consider @227  (fw) as the following expression

d d
| L= G/ TR(VEo fu)r (W2
{i[[l||wz||2(1+< fr)- e HHW 1S Tl }gnwina'

i=1 j=1

Using a similar argument to our proof of Theorem[2} we can properly cover the spectral norms for
each W, with 2rdlog M points, such that for any feasible ||W,||2 value, satisfying the assumptions,
we have value q; in our cover where |||WZ||2 — ai] < T—ldai. Therefore, we can cover all feasible
combinations of spectral norms with (2rd log M)%dn'/??
completes the proof.

, which combined with the above discussion

C.4 PROOF OF THEOREM[]

We first show the following lemma providing a perturbation bound for WRM attacks.

Lemma 8. Consider a d-layer neural net fw satisfying the assumptions of Lemma[3| Then, for any
weight perturbation u such that ||U;||2 < 1[|W;]|2 we have

62

WIim Wrim < —_—
Iwu(x) = 0w ()2 < S5 773
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<({Tiwa ZH&',E (Il + D= Wl LWl HII n g||;JV||||2]

In the above inequality, lip(V{ o fy) denotes the Lipschitz constant of Vxl(fw(X), y).

Proof. First of all note that for any x we have ||d3™(x)|l2 < (Hf:1 [I'W;l|2)/A, because we
assume lip(V/ o f) < X\ implying WRM’s optimization is a convex optimization problem with the
global solution 6%™™ (x) satisfying 6%'™(x) = $ V{0 fu(x + 6%™ (x)) which is norm-bounded by

M < (Hf_l [I'W;||2)/A. Moreover, applying Lemmawe have

Héz“ff; )=o),
:”vaé(fw+u(><+5v“$‘"+“h( %)) — 3Vl (fu (x4 83 (00)

H,\v U forru(x + 05 (%) — %Vxé(fw(ijéyvtﬁl ),

5 Tl e B 00) = 5Vl + 8™ GO

3 IUill2 . I Will2y 1t o 1Tl
<3 HHW I2 Z{HW”QHII 2+ 5 )(J_EIIIIWJH ;\IW ||2]

N hp(W ° fw)

0 1) gy () — o)
which shows the following inequality and hence completes the proof:
hp(Vﬂ o fw wrm wrm
(1—f) [[owi (x) — o, (x)H2
9 d d , i
e U |2 [T W2 U2 ]
< (T Iw: + (|l + EL R W,
T 3 [fil et ] AT 11 ;‘W :

O

Combining the above lemma with Lemma 2] for any norm-bounded ||x[2 < B and perturbation
vector u where [[Uj[[2 < L[[W;]|2,

[ forrua (3 05 (%)) — far (4 357 ( X))||2
< [ forru (4 0L (%)) — far (3 + 03T ()], + wa (x + 0 (x)) = fow(x + 65 (0))

I W, s 1
< oB+ == 0 (T w ) Z” 2+ Hnwn
=1
2 d ) i
. Uil Hj:1\| Wil 19,1
. +(B+ = W,
A—hpmomgwm ( 3 “H” i) 2 T,
[ W, s ‘v,
<etm+ == (1WA 3 gt + Hnwn

ZHQ

—

62

X —
A —Tip(Vlo fu)

U2 HJ 1H Jllz |Uj||2}
+ (B + | | E .
|:|VVi2 ( IW;lz) 7 [Wlla

Similar to the proofs of Theorems [2l|3] given w we choose a zero-mean multivariate Gaussian
distribution () with diagonal covariance matrix for random perturbation u, with the ith layer u;’s

NgB=

i=1

standard deviation parameter &; = ”‘277”25 where

— vy
8¢Sdv/2hlog(4hd)(B + TT5—, [Wll2/N) (ITZy IWill2) (14 5=z 2imt [im IWil2)
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Using a union bound suggests the assumption of LemmaPru (maxxe x [ fwtu(x+ 53"‘,{‘_“; (x)) —
fw(x j—véf,vvrm(x))nocé I) > 3 holds for Q. Then, for any w satisfying |[|[W3l|2 — W2 | <
= [Willo we have Tip(£ o fo) < (€7/4)2p(€ 0 fi) < (€7/4)2A(1 = 7) < £555A < (1— 5)A
which implies the guard-band 7 for w applies to w after being modified by a factor 2. Hence,

2

d
K L(Pw1u|lQ) SZ 2€2F

< O<d2 (B + H W ,[|2/A) Rk log(hd)

j=1
d —
(Hi*l ||WZ||%) (1 m Zz 1 HJ 1 HWJH

X —— : Z W, II%>

v 7 IWi3

d
< O<d2 (B + [T IIW;ll2/A))*hlog(hd)

=1

d 2
§ (Hi=1 ||Wz||2) (1 P hp(véofw) Zz 1 H_} 1 [IW5 || Z W, ||%>
2

" W33

Using this bound in Lemma [l| implies that for any 7 > 0 the following bound will hold with
probability 1 — 7 for any w where || W (|2 — [|[W;]|2| < ﬁ“WiHQ:

V) O (\/(B + T, [Will2/A)*d2hlog(dh) @37 () + dlog 2 )

Ly™(fu) < L o

where we define @Y™ (i) to be

d d 2
Wih(t— 1 TTiw, W) y2 S IWellE
(LWl W — AW 3 TTIW ) P Wi

i=1 =1 5=1

Using a similar argument to our proofs of Theorems [2] and [3| we can cover the possible spectral
norms for each W; with O((8d/7) log M) points, such that for any feasible ||W ||2 value satisfying
the theorem’s assumptions, we have value a; in our cover where |[[W; |2 — a;| < 4 /T a;. Therefore,

we can cover all feasible combinations of spectral norms with O(((8d/ 7') log M)?dn!/24), which
combined with the above discussion finishes the proof.
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