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Abstract

ChatGPT has been increasingly used not only
as a productivity tool but also to evaluate its per-
formance on various NLP tasks. While prior
works have vouched for its language under-
standing and generation capabilities, limited
efforts have been made to assess the robustness
of ChatGPT under adversarial perturbations.
This work aims to evaluate the effect of input
perturbations on the accuracy for prediction;
quality of explanation for the prediction, and
confidence in the prediction, for the most funda-
mental task of Information Extraction (IE) i.e.,
Named Entity Recognition (NER). We present
a systematic evaluation of the robustness of
ChatGPT (under both zero-shot and few-shot
setups) on two NER datasets using both auto-
matic and human evaluations. Our findings sug-
gest: ChatGPT is more brittle on Drug or Dis-
ease replacements (rare entities) as compared
to the perturbations on widely known Person
or Location entities; the quality of explana-
tions for the same entity considerably differ
under different types of “Entity-Specific" and
“Context-Specific" perturbations, and it is over-
confident for the majority of the incorrect pre-
dictions which could misguide the end-users,
potentially breaching their trust in predictions.

1 Introduction

The rapidly evolving field of natural language
processing (NLP) witnesses the upsurge of large
language models (LLMs) (GPT3 (Brown et al.,
2020b), LaMDA (Thoppilan et al., 2022) and
PalLM (Chowdhery et al., 2022), etc.). Prompt-
ing these models has emerged as a widely adopted
paradigm, given their superior zero-shot learning
capability (Min et al., 2022). Moreover, with a
proper instruction (Hegselmann et al., 2023; Ma
et al., 2023), these LLMs achieve better perfor-
mances on downstream NLP tasks. ChatGPT! is
one of such powerful LLM that has attracted a huge
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/Originalz A lesser degree of orthostatic hypotension occurred with standing.

NER Prediction: orthostatic hypotension (Disease)

Explanation: Orthostatic hypotension is a type of low blood v
pressure that occurs upon standing up from a sitting or lying

down position.

Prediction Confidence: 0.9

Perturbed: A lesser [HBIBE of orthostatis occurred with standing
NER Prediction: -(Disease)
@ Explanation: Itis a disease that occurs due to several
reasons
Confidence: 0.8

Figure 1: An example of sentence from BC5CDR in
which the disease entity orthostatic hypotension has
been perturbed with a synonym orthostatis. Before
perturbation, the disease was correctly predicted and
explained in the right way with high confidence (90%).
After perturbation, degree has been incorrectly predicted
as a disease entity with a wrong explanation. However,
ChatGPT is nearly equally confident (80%) as the situa-
tion when it made a correct prediction.

volume of users ever since its inception. However,
it is not clear whether it is reliable in the realistic
applications in which entities or context words can
be out of distribution of the training data, thereby
calling attention to gauge its robustness. While
previous efforts have evaluated various aspects of
ChatGPT in law (Choi et al., 2023), ethics (Shen
etal., 2023), education (Khalil and Er, 2023), verifi-
ability (Liu et al., 2023) and reasoning (Bang et al.,
2023), we focus on its robustness (Bengio et al.,
2021) to adversarial input perturbations, which has
not been thoroughly evaluated yet.

Since ChatGPT is a black-box model that hardly
provides any information about its training details,
the generated responses can significantly influence
user’s trust (Deshpande et al., 2023; Huang et al.,
2023). Hence the evaluation based on its sensitivity
to input perturbations should also involve gaug-
ing the reliability of responses under the light of
robustness by investigating its prediction confi-



dence and the rationale” behind its prediction.

In order to assess that, we focus on an elemen-
tary IE task, i.e., Named Entity Recognition (NER).
We make adversarial changes in the input data at
both “Entity-level” (by replacing target entities
with other entities of the same semantic class in
Wikidata, typo, alias, random string”); and at the
“Context-level” (by using pre-trained language mod-
els (e.g., BERT (Devlin et al., 2019)) to generate
contextual verb substitutions). In this paper, we
investigate the reliablity of ChatGPT’s prediction
under both zero-shot and few-shot settings along
three dimensions, including RQ1) Performance
Shift under Attack: How does the robustness of
ChatGPT vary with domains and types of perturba-
tions? Does ChatGPT make incorrect predictions
for the examples which are easy for humans? RQ2)
Difference in Explanation Quality under Attack:
Is ChatGPT better at explaining its predictions on
a local-level (grounded in the input) or a global-
level (grounded in world knowledge) and how does
that vary under attack under zero-shot setup? We
also examine if the perturbation in the target entity
causes a change in semantic similarity of other non-
target entities explanation before and after attack.
We have also assessed the difference in explanation
quality of the same entities (local-level or global-
level) before and after attack using both automatic
and human evaluation. RQ3) Variation in Con-
fidence Calibration under Attack: Is there any
difference between prediction confidence between
correct and incorrect predictions under attack?

In a nutshell, our contributions are four fold:

1. To the best of our knowledge, we are the first to
comprehensively analyze the effect of adversarial
perturbations on ChatGPT’s predictions and ratio-
nale behind its prediction.

2. Our automatic evaluation reveals that under the
light of robustness ChatGPT’s predictions and faith-
fulness of explanations are less reliable on domain-
specific entities compared to popular entities; and
quality of explanations for the overlapping entities
which are predicted both before and after attack
also considerably vary, indicating less reliability.
3. Human evaluation further validates our findings
from automatic evaluation and we throw some light
on human’s notion of informativeness of explana-
tions, ease of entity prediction under perturbations
and how does that correlate with the behavior of

>We use the terms rationale and explanation, robustness
and reliability interchangably

ChatGPT.

4. Even though ChatGPT is overconfident for in-
correct predictions, its overconfidence can be sig-
nificantly reduced using in-context learning; the
quality of explanations (containing both local and
global cues) also improve under few-shot setup.

2 Can we automatically generate
Adversarial Perturbations?

Inspired by (Lin et al., 2021), we generate high-
quality adversarial examples for evaluating the ro-
bustness of ChatGPT on the task of NER by per-
turbing both the entities (“Entity-specific”) and
contexts (“Context-specific”) of original examples.
We refer to the perturbed entity as “target entity”
(TEg). In a sentence (.5) of length n, we denote a tar-
get entity as 71" and it is replaced by a perturbating
entity 77, thereby generating perturbed sentence
(S"). Besides, target entity there could be other
possible £ entities (Og = Opg,,Oga.......... Og,)
(where k < n). Some samples of adversarial sen-
tences are presented in Table 1. It is important to
note that, we perform perturbation of 1 target entity
or verb at a time to generate S’ before checking
NER prediction by ChatGPT.

A. Entity-Specific: In this case, we are generating
the following perturbations of entities present in the
sentences (containing 7’r), and asking ChatGPT to
predict named entities for the perturbed sentences
(containing T7).

a) Alias Replacement: We use Wikidata API to
link the target entity Tz in original examples from
its surface to canonical form in Wikidata with a
unique identifier (Entity Typing) and generate p
aliases (Tga, > TEay--- TEa,) of those entities.

b) Same Entity Type Replacement: We perturb
T with another entity of similar semantic class
(For instance, a disease replaced by another dis-
ease). For this, we retrieve p additional entities
occurring in other input sentences. Then we per-
form p replacements.

¢) Typo Replacement: We also consider perturb-
ing the target entity 7r with natural-looking typos,
such as rotation of characters in the token of Tz.
d) Random Entity Replacement: We also replace
target entity 7’r with one randomly generated string
and hypothesize that the model would be able to
detect the entity based on contextual cues.?

30ne might argue that typo and random perturbations
might not guarantee a known entity type by just looking at
the names. However, Person, Location names are proper



Perturbed Sentence (S’)

We tested the sulfated polysaccharide fucoidan , which has been reported to
reduce inflammatory ~chorioretinal atrophy , in a rat model of intracerebral

hemorrhage induced by injection of bacterial collagenase into the caudate
nucleus .

CONCLUSION : This study confirms our previous finding that 1-deprenalin

in combination with L - dopa is associated with selective orthostatic hypoten-
sion .

China on Thursday accused Taipei of spoiling the atmosphere for a resumption
of talks across the Taiwan Strait with a visit to Ukraine by Taiwanese Vice

President en ChanLi this week that infuriated Beijing .

I3gk2ia is winding up his term as ambassador

Perturbations Original Sentence (S)

Same Entity Type We tested the sulfated polysaccharide fucoidan , which has been reported to
reduce inflammatory brain damage , in a rat model of intracerebral hemor-
rhage induced by injection of bacterial collagenase into the caudate nucleus .

Alias CONCLUSION : This study confirms our previous finding that selegiline in
combination with L - dopa is associated with selective orthostatic hypotension

Typo China on Thursday accused Taipei of spoiling the atmosphere for a resumption
of talks across the Taiwan Strait with a visit to Ukraine by Taiwanese Vice
President Lien Chan this week that infuriated Beijing .

Random Rabinovich is winding up his term as ambassador

Verb Speaking only hours after Chinese state media said the time was right to

engage in political talks with Taiwan , Foreign Ministry spokesman Shen
Guofang told Reuters : " The necessary atmosphere for the opening of the

Speaking only hours after Chinese state media announced the time was right
to engage in political talks with Taiwan , Foreign Ministry spokesman Shen
Guofang told Reuters : " The necessary atmosphere for the opening of the

talks has been disrupted by the Taiwan authorities . "

talks has been disrupted by the Taiwan authorities . "

Table 1: Examples of original sentences containing target entities (7’z) and the corresponding sentences with

perturbed entities (1) for both “Entity-Specific” and “Context-Specific” cases. These sentences are interpolated

from CONLL and BC5CDR train datasets.

B. Context-Specific: Here we generate pertur-
bations of the context around target entities, and
ask ChatGPT to predict named entities for the per-
turbed sentences which contain T’g, and perturbed
contextual cues.

Verb substitution with synonyms: We generate
context-specific attacks by perturbing the main verb
v in the sentence with three synonyms (v}1, v/2,
v’.3) predicted by a pre-trained masked language
model like BERT (Devlin et al., 2019).

3 Experimental Setup

Datasets: We evaluate the explainability
and NER capability of ChatGPT on CONLL-
2003 (Tjong Kim Sang and De Meulder, 2003) and
BCS5CDR (Li et al., 2016) datasets by prompting
ChatGPT (see A.2 for prompt) to obtain the
predicted entities and corresponding explanations
in a structured format. We only consider two types
of entity predictions (PERSON, LOCATION) from
the CONLL-2003 dataset (See A.1).

nouns, and the vocabulary of these names are ever-expanding.
An intuitive agent (just like humans) should ideally infer the
entity-type from its context, instead of memorizing names
of the person or location types from the pre-training corpora.
This type of capability, usually possessed by humans, will
capture the needs of an ever-growing number of different en-
tity instances for a specific entity type. Therefore, we use
these standard perturbations (as used by (Lin et al., 2021),
(Mondal, 2021)) that are designed to evaluate if context is
also considered by these models in predicting the type of the
entity, since, in most of the cases entity type should be pre-
dicted from the context itself. To evaluate if these unnatural
perturbations lead to prediction difficulties by humans as well,
we have conducted manual evaluation.

Evaluation Criteria: We provide a comprehen-
sive understanding of how we approach our re-
search questions mentioned in Section 1 and eval-
uate the robustness of ChatGPT under adversarial
perturbations. On a high-level, we define the fol-
lowing evaluation criteria to measure the same:

1. Performance Difference under Attack: Moti-
vated by (Wang et al., 2021b; Mondal, 2021), we
comprehensively evaluate the overall performance
of ChatGPT on NER task and compare it when the
inputs are adversarially perturbed. By examining
the change in its performance across two situa-
tions, we seek to provide a detailed understanding
of ChatGPT’s reliability under adversarial attack.
2. Difference in Quality of Explanations under
Attack: The explainability of ChatGPT is crucial
for its application in real-world scenarios (Agha-
janyan et al., 2021; Rajani et al., 2019); hence we
ask ChatGPT to provide reasons for its predictions
before and after adversarial attack.

3. Confidence Calibration under Attack: Cal-
ibration measurement is a crucial aspect to deter-
mine the predictive uncertainty of a model (Guo
et al., 2023; Ulmer et al., 2022); a well-calibrated
classifier must have predictive scores that reflect
the probability of its correctness (Minderer et al.,
2021; Thulasidasan et al., 2019). Here we aim to
identify the uncertainties and confidence of Chat-
GPT (by prompting it to provide confidence score
in the range of O to 1) in predicting named entities
before and after adversarial perturbations.

Zero-shot and Few-shot Setup: To conduct a
thorough evaluation of ChatGPT’s capabilities on



NER task, we first measure its performance in the
Zero-shot scenario. Then, we investigate how a
Few-shot Approach or in-context learning (ICL)
approach affects its performance. First, we manu-
ally design different zero-shot prompts since Chat-
GPT is sensitive to different prompts, then we
choose the ones which provide maximally correct
output on the non-perturbed sentences (.S). Then
we construct few-shot ICL prompts (See A.3 by
selecting zero-shot prompt and randomly adding
some samples from the corresponding training set.

How are the prompts designed? The prompts
designed for zero-shot settings consist of the fol-
lowing integral main elements: the task instruction,
candidate target labels, output format description
and the input text. The task instruction describes
the specific IE sub-task where we ask the model
to provide confidence of its prediction and the ex-
planation behind its prediction; candidate target
labels are the types of target information, such as
entity types; the output format description speci-
fies the format of outputs to facilitate easy pars-
ing. In the few-shot setting, we also provide some
demonstration examples, which can also provide
the chain-of-thought explanation and confidence
of prediction. Since we assume a combination of
local+global explanations are the most useful ones
for NER prediction, we combine both wikipedia
description of the entities and local contextual cues
in the explanation behind predicting it as entity.
(See Appendix A.2, A.3 for prompts used)

3.1 Implementation Details

We use “gpt-3.5-turbo” model using OpenAl API
key to obtain predictions for named entities and
corresponding explanations for examples from the
train-split for which triggers were collected by Lin
et al. (2020). For each of the examples, we generate
3 perturbations per ground truth entity for Alias,
Verb, and Same Entity Type, and 1 for Random
Entity, and Typo®. To eliminate the randomness
of predicted samples, we set the temperature to 0.

4 How to estimate Reliability?

We perform both automatic and manual evalua-
tions of the predictions and generated explanations
separately for target (¢) (in 4.1), non-target (nt)
(in 4.1), and overall entities (7)°. Based on auto-

“Only 1 perturbation since it cannot have much variations
SWe consider entities to be case-sensitive for accuracy
computation as NER can be considered as a span (grounded

matic evaluation, we come up with the following
evaluation metrics that align well with answering
our research questions (as laid out in §1):

4.1 Automatic Evaluation

Is there any effect of ChatGPT’s NER predic-
tion on the target entity? We hypothesize that
after each type of perturbation (§2), we can observe
some differences in the reliability of predicting tar-
get entities along with explanations provided in
support of its predictions. In this case, we generate
S’ by perturbing T with T, and evaluate if Chat-
GPT can predict T}, correctly in S’, since from
the contextual cues a smart human can predict the
entity correctly instead of just predicting based on
prior knowledge about the entity.

A: Accuracy Before and After Attack: Foreach
type of perturbation, we measure the difference in
the accuracy of predicting the target entity Tr be-
fore prediction and T7, after perturbation (A Accu-
racy). This is measured with respect to gold anno-
tated entities in train split. Lesser the A Accuracy,
higher is the robustness.

B: Faithfulness of Explanation Before and After
Attack: Ideally, entity prediction based on con-
textual cues should be faithful to the input context
even after adversarial perturbation. Thus, we mea-
sure the difference in the faithfulness (local-level
explanation measured in terms of cosine similarity
of explanation with the input query) of explanation
for the target entity prediction before (1) and after
(Tg) perturbation (A Faithfulness).

C: Similarity of Explanation Before and After
Attack: We measure the cosine similarity of the
explanation generated for the prediction of the tar-
get entity before (1r) and after (1'g) perturbations.

Is there any effect of ChatGPT’s NER predic-
tion on the non-target entities? Here we aim to
analyze whether after perturbing T with T, Chat-
GPT’s predictions on Op alters. In other words,
our primary goal is to verify if ChatGPT can suc-
cessfully ignore the target entity perturbation and
generate similar predictions and explanations for
the other entities in S and S’. Here also a smart
human can predict the other non-perturbed entities
based on the contextual cues.

A: F1-Score Before and After Attack: We mea-
sure the difference in the F1 of the prediction of

in input) prediction task



Effect on Target Entity

Effect on non-target Entities

Opverall Effect

A Accuracy A Faithfulness Similarity AF1 A Faithfulness AF1

Entity-Level

Alias Perturbation 0.16/0.03 0.10/0.05 0.69/0.81 -0.13/0.01 0.01/0.01 0.01/0.01
Entity Type Perturbation 0.10/0.15 0.09/0.08 0.58/0.74 0.0370.02 0.03/0.03 0.03/0.02
Typo Perturbation 0.30/0.13 0.21/0.15 0.63/0.76 0.01/0.01 0.01/0.01 0.04/0.03
Random Perturbation 0.38/0.20 0.27/0.15 0.49/0.79 0.02/0.01 0.01/0.01 0.08/0.06
Context-Level

Verb Substitution 0.01/0.01 0.01/0.01 0.02/0.02

Table 2: Assessment of Robustness of NER predictions, Faithfulness of its predictions to input (extrinsic) and
similarity between the explanation generated for the original and perturbed instances in the form of (zero-shot /

few-shot) prediction performances on the BCSCDR Dataset.

Effect on Target Entity

Effect on non-target Entities

Overall Effect

A Accuracy A Faithfulness Similarity AF1 A Faithfulness AF1

Entity-Level

Alias Perturbation 0.06/0.03 0.03/0.02 0.77/0.78 0.01/0.01 0.03/0.03 0.03/0.03
Entity Type Perturbation 0.06/0.04 0.06/0.05 0.75/0.82 0.01/0.005 0.02/0.01 0.02/0.01
Typo Perturbation 0.54/0.33 0.46/0.24 0.37/0.46 0.03/0.02 0.01/0.01 0.05/0.04
Random Perturbation 0.23/0.11 0.15/0.09 0.60/0.64 0.02/0.02 0.02/0.02 0.07/0.07
Context-Level

Verb Substitution 0.01/0.01 0.02/0.01 0.01/0.02

Table 3: Assessment of Robustness of NER predictions, Faithfulness of its predictions to input (extrinsic) and
similarity between the explanation generated for the original and perturbed instances in the form of (zero-shot /

few-shot) prediction performances on the CONLL dataset.

non-target entities (Of) (with respect to gold stan-
dard annotations) before and after perturbation (A
F1). Lesser the A F1, higher is the robustness.

B: Faithfulness of Explanation Before and After
Attack: We measure the difference in the faith-
fulness (measured in terms of cosine similarity of
explanation with the input query) of explanation
for the target entity (¢) prediction before and after
perturbation (A Faithfulness). For a certain type of
perturbation in §2, if there are x inputs each con-
taining n entities on average and each entity has
k different perturbations, then each of the above-
mentioned metrics is reported using the weighted
average rule: (n * k)/x. We use these metrics to
answer our RQ1 in §1. We approximate how the
explanation of an entity is grounded to world
knowledge (global-level) by obtaining the entity
description from wikipedia® and calculating the
similarity of generated explanation with respect
to the summary. Then we analyze the effect of
perturbations on generating global and local
explanations for the common non-target entities
which are predicted both before and after perturba-
tions in order to answer RQ2. Here we assume that
whenever explanation’s faithfulness (both local or
global) score changes for the same entity as before,
we try to measure when there is an increase or de-
crease and enumerate those for both zero-shot and

*https://pypi.org/project /wikipedia/

few-shot approach in Table 4.

Confidence Calibration We estimate confi-
dence in terms of a probability value (0-1) indi-
cating the likelihood of belonging to a specific cate-
gory, for both the correct and incorrect samples. We
estimate overconfidence as the difference between
confidence scores on correct and incorrect predic-
tions (AC). We aim to evaluate how AC varies for
different perturbations and if that gets reduced due
to in-context learning. After that, Manual analysis
of the explanations is done for the target and non-
target entities before and after perturbation. We
sample 5 inputs and their perturbations for each of
the four possibilities (correct/incorrect prediction
before/after the perturbation) to answer RQ3 and
further confirm findings obtained for RQ2 from
automatic evaluation.

5 Automatic Evaluation

How sensitive is k£ in k-shot Learning? We
observe that one example for each type of
perturbation and for each entity type is imperative
for achieving better robustness.

Robustness depends on perturbation type
and domain of perturbing entities. Table 2
and Table 3 show that under zero-shot scenario
ChatGPT is more brittle on Drug or Disease
replacements (rare entities) compared to the per-
turbations on widely known Person or Location
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Global vs Local Explanations (Zero-shot) ‘

Global vs Local Explanations (Few-shot)

GMLM  GULM  GMLU  GULY | GMLM  GULM  GMLI  GULY

BC5CDR

Alias 0.54 0.26 0.17 0.02 0.57 0.20 0.18 0.03
Same Entity Type 0.61 0.22 0.13 0.02 0.48 0.29 0.16 0.06
Typo 0.36 0.26 0.26 0.10 0.46 0.19 0.30 0.03
Random 0.39 0.43 0.17 0.00 0.46 0.15 0.19 0.19
Verb 0.24 0.48 0.24 0.02 0.48 0.28 0.20 0.02
CONLL

Alias 0.21 0.58 0.06 0.13 0.60 0.24 0.05 0.11
Same Entity Type 0.21 0.48 0.15 0.16 0.46 0.23 0.15 0.16
Typo 0.24 0.40 0.15 0.20 0.34 0.30 0.15 0.20
Random 0.11 0.63 0.15 0.10 0.60 0.20 0.20 0.11
Verb 0.22 0.56 0.07 0.13 0.56 0.22 0.07 0.13

Table 4: shows the change in the generated explanations due to the predictions of common entities before and after
attack. Here 11 and || indicate increase and decrease after perturbation respectively.
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Figure 2: Percentage of examples Before and After attack for which the explanations are less informative such as
“refers to a country/person", “it is a chemical compound/substance" for BCSCDR and CONLL datasets.

Confidence of Correct+Incorrect Predictions

Zero-Shot Few-Shot
ACBA ACAA ACBA ACAA

BC5CDR

Alias 0.12 0.05 0.18 0.09
Typo 0.10 0.08 0.15 0.13
Random 0.11 0.08 0.15 0.11
Same Type 0.07 0.11 0.14 0.18
Verb 0.04 0.08 0.01 0.03
CONLL

Alias 0.05 0.03 0.08 0.06
Typo 0.12 0.08 0.15 0.11
Random 0.21 0.18 0.23 0.20
Same Type 0.07 0.11 0.15 0.17
Verb 0.05 0.06 0.01 0.05

Table 5: shows the change in the average confidence
scores between the correct and incorrect predictions
before attack (BA) and after attack (AA) in both zero-
shot and few-shot predictions.

entities in CONLL in terms of A Accuracy and A
Faithfulness. Besides, Typo and Random entity
substitution seems too brittle in terms of both
these metrics. Using human evaluation, we wanted
to confirm if the incorrectly predicted examples
are also difficult to be identified by the humans.
However, we notice that under few-shot scenario,
AAccuracy gradually decreases for almost all the
perturbations in both the datasets, indicating high
robustness.

Transition of global and local explainability for
same entity prediction under attack. Based on
the zero-shot results in Table 4, we observe that
overall, the globality of explanations decreases
while faithfulness to input increases due to per-
turbation. This provides us with an insight that
when an entity is being perturbed, ChatGPT relies
more on local context cues to detect entities. This
holds true for all types of perturbations in CONLL
since person or location names are widely popular,
hence before perturbation major predictions were
pivoted on world knowledge. However, for Alias,
Entity Type, Typo perturbations in BCSCDR, the
explanations were more global and local before
attack. Thus for the well-known entity types, the
model chooses either local or global explanations,
whereas after random perturbations, the models
always prefer looking at contextual cues. Since
while performing few-shot experiments, our goal
has been to increase both locality and globality
in all the explanations of the predicted entities
(G11L11), we notice that the performance improves
significantly under few-shot as shown in Table 4.
Sample output predictions for sentences contain-
ing target entities in order to show the difference
in the quality of explanations under zero-shot and
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Figure 3: Percentage of (input, perturbed input) pairs with change in type of explanations for (i) target and (ii)

non-target entities in BCSCDR.

few-shot setup are shown in Table 6.

Overconfidence of ChatGPT on incorrect pre-
dictions can be alleviated to some extent using
In-context Learning. Table 5 shows the differ-
ence in the average confidence scores of the correct
and incorrect predictions before attack (BA) and
after attack (AA) in both zero-shot and few-shot
predictions. It can be observed that under zero-shot
scenario, ChatGPT is highly overconfident on the
incorrect predictions, causing very less difference
between correct and incorrect predictions. How-
ever, for all types of perturbations, the few-shot
setup improves reliability in predictions even after
adversarial attack by increasing the gap between
correct and incorrect predictions (except verb sub-
stitutions) (AC). Moreover, AC is being reduced
after pertubations, indicating more overconfidence
in incorrect predictions due to attack.

6 Manual Evaluation

We manually evaluate explanations for a subset of
examples in BC5CDR and CONLL.

Global vs. Local explanation. Figure 3a
presents the change in the type of explanation un-
der attack for target entities (see Figure 3b for
non-target entities). While, under zero-shot sce-
nario, majority of the explanations are grounded
in world knowledge (global) before and after the
attack across all the perturbation types, we ob-
serve that 33% of the explanations (BC5CDR) and
24.45% (CONLL) change from global to local-
level for Random perturbations showing that local
context is required for predictions in such cases.
E.g., the explanation generated for “Recently, we
found that therapy with r30s1k0 and L-dopa was
associated with selective systolic orthostatic hy-
potension which was abolished by withdrawal of

r30s1k0." is “R30s1k0 is a chemical compound
used in therapy." while it was “This is a medication
used to treat Parkinson’s disease." before the per-
turbation. This connects to our zero-shot findings
for automatic evaluation in 5. Besides, we found
that majority of content in explanations generated
under few-shot setup contain both globality and
locality cues.

Prediction of target entities from context is eas-
ier for humans than ChatGPT. While ChatGPT
is able to correctly predict 67.8% and 75% of per-
turbed examples that are easy for humans for Alias,
and Same Entity Type, respectively, only 45%, and
47% are predictable for Random and Typo pertur-
bations. This indicates that ChatGPT finds it harder
to perform contextual predictions which are easier
for humans. E.g., it is easy for humans to under-
stand that the typo legilinese for selegiline is a
chemical in “CONCLUSION: This study confirms
our previous finding that legilinese in combina-
tion with L-dopa is associated with selective ortho-
static hypotension.”, however, the model is not able
to predict this entity. Besides, in case of random
perturbation, it is easy for humans to understand
from context that 8076mhq is a type of disease
in “METHODS: The cardiovascular responses to
standing and head - up tilt were studied repeatedly
in 8076mhq patients receiving selegiline and as
the drug was withdrawn." however, ChatGPT fails
to predict this entity. This shows that ChatGPT is
not able to understand the type of entity from the
context which humans can do easily.
Informativeness of the explanations change for
the same non-target entity under attack. We
define informativeness of explanations based on
its source (world knowledge or from input) and
amount of information, rated by a human on the ba-
sis of Likert Scale (1-5) where the input-grounded



Original Sentence[Perturbation]

Predictions Before (Zero-shot)

Predictions Before (Few-shot)

Selegiline [ L-deprenyl ]-induced postural hypotension

in Parkinson’s disease: a longitudinal study on the effects of
drug withdrawal.

Chemical: Selginline Explanation: Selegiline is a medication
used to treat Parkinson’s disease. Confidence: 0.8

Chemical: Selginline Explanation: Selegiline is a chemical since
it is a medication used to treat Parkinson’s disease and it is men-
tioned in the sentence as a cause of postural hypotension. Confi-
dence: 0.8

Orthostatic hypotension [ Orthostasis ] was ameliorated

4 days after withdrawal of selegiline and totally abolished 7
days after discontinuation of the drug.

Disease: Orthostatic hypotension Explanation: a medical con-
dition characterized by a sudden drop in blood pressure when
standing up from a sitting or lying down position. Confidence: 0.9

Disease: Orthostatic hypotension Explanation: Orthostatic hy-
potension is a type of low blood pressure that occurs upon standing
up from a sitting or lying down position. It is mentioned in the
sentence as a condition that was affected by the withdrawal and
discontinuation of the drug. Confidence: 0.9

Table 6: Sample output predictions for sentences containing target entities (7z)[ perturbed entities (7;)] in order
to show the difference in the quality of explanations under zero-shot and few-shot setup. We only show predictions
for the target entities. The model is equally confident in the prediction irrespective of the informativeness (more
informative in few-shot) of the explanation. We show the explanations after perturbation in Table 8.

explanations are considered more informative than
global explanations, and a combination of these
as the most informative. E.g. when Israel is re-
placed with ‘Mount lebanon’ in “Israel’s Channel
Two television said Damascus had sent a "calming
signal” to Israel. “, the explanation for ‘Damascus’
changes from ‘refers to the capital city of Syria’ to
less informative ‘refers to a geographical location’.
We observe (Figure 2) that % of least informative
explanations (such as ‘France is a country’) in-
creases (or comparable) for person (disease) type
in CONLL (BC5CDR) after attack for all types of
attacks while it decreases for location (drug) type
except for Typo and Random attacks in BCSCDR.

Generalizability of method on other LLMs
Our methodology is generalizable for analyzing
robustness of any LLMs. We ran trials on some
other LLMs: OPT 176-B9 (Zheng et al., 2022),
Flan-T5-xx1 (Chung et al., 2022), GPT-3 (Brown
et al., 2020a) using prompts described in A.2.

7 Background and Related Work

Pre-trained language models such as BERT (De-
vlin et al., 2019), BART (Lewis et al., 2020), etc.,
have shown their power to solve a wide variety
of NLP tasks. Several large generative models
have been proposed, such as GPT-3 (Brown et al.,
2020a), LaMDA (Thoppilan et al., 2022), MT-NLG
(Smith et al., 2022), PaLM (Chowdhery et al.,
2022). LLMs usually exhibit amazing capabili-
ties (Wei et al., 2022) that enable them to achieve
good performance in zero-shot and few-shot sce-
narios (Kojima et al., 2022; Wang et al., 2023b).
Since ChatGPT does not reveal its training details,
it imperative to evaluate privacy concerns; con-
cerns that involve ethical risks (Haque et al., 2022;
Kriigel et al., 2023), fake news (Jeblick et al., 2022;
Chen and Qian, 2020), and financial challenges
(Sun, 2023; Li et al., 2023). For its capabilities,

researchers evaluate the performance of ChatGPT
on different tasks, including machine translation
(Peng et al., 2023; Jiao et al., 2023), sentiment anal-
ysis (Wang et al., 2023a) and other NLP tasks (Bian
et al., 2023). A number of studies have been done
in order to evaluate and improve the robustness of
LLMs (Chen and Durrett, 2021; Awadalla et al.,
2022; Wang et al., 2021a, 2022). Since this paper
centers around evaluation of robustness for NER
tasks, it is worthy to mention that prior researchers
have assessed the NER model’s robustness on to-
ken replacement (Bernier-Colborne and Langlais,
2020), noisy or uncertain casing (Mayhew et al.,
2019) and capitalization (Bodapati et al., 2019).
However, there has not been any comprehensive
work in evaluating ChatGPT’s robustness on NER
and how quality of explanations vary due to pertur-
bations, which we try to fill up in this work.

8 Conclusion

We perform automatic and manual evaluation of ex-
plainability and IE capabilities of ChatGPT under
the light of robustness before and after perturba-
tions in the input. We find that ChatGPT is more
brittle on domain-specific entity perturbations com-
pared to the ones on widely known entities. Be-
sides, we observe that the quality of explanations
for the same entity considerably differ under dif-
ferent types of perturbations and the quality can
be significantly improved using in-context learn-
ing. Even though ChatGPT is overconfident for
incorrect predictions, its overconfidence can be sig-
nificantly reduced using in-context learning. To
the best of our knowledge, we are the first to com-
prehensively analyze the effect of adversarial per-
turbations on ChatGPT’s predictions and rationale
behind its prediction on an IE Task.



Limitations

While we analyze the faithfulness of the explana-
tions with respect to the input, we do not evaluate
if the global explanations are factual. During the
manual evaluation, we observe that some of the per-
turbations resulted in invalid sentences or changed
the meaning of the input, leaving this investigation
for future work.

Ethics Statement

Our method does not include any content that has
potential risks or harms as we are anlayzing the
outputs of an exisitng model, ChatGPT. However,
we acknowledge and condemn the malicious use
of outputs of such Al systems to alter the opinions
of the stakeholder and that these systems might
generate biased outputs that needs to be considered
before using them for real-world applications.
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Accuracy (BCSCDR)  Accuracy (CONLL)
OPT 0.45 0.64
Flan-T5-xx1 0.55 0.67
GPT3 0.73 0.77
ChatGPT 0.78 0.83

Table 7: Generalizability of our approach (using accu-
racy of entity predictions) on three other LLMs except
chatgpt. Stoked by the best performance of GPT3.5-
turbo, we conduct all our experiments in the main paper
using that model.
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analyzer? a preliminary study.

Zhen Wang, Hongyi Nie, Wei Zheng, Yaqing Wang,
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Liang, Jeff Dean, and William Fedus. 2022. Emer-
gent abilities of large language models.

A Example Appendix

A.1 Why did we consider only Person and
Location Types?

Our rationale behind experimenting with only PER
and LOC was from the perspective of evaluation.
In our paper, evaluating the quality of predictions
and the explanation behind its predictions is an
important contribution. We wanted to evaluate the
difference in the faithfulness of explanations before
and after predictions, and we classify the explana-
tions into local and global types. We approximate
how the explanation of an entity is grounded to
world knowledge (global-level) by obtaining the
entity description from wikipedia and calculating
the similarity between the generated explanation
with respect to the summary. However, for the
ORG and MISC types, there is no way of approxi-
mating the global knowledge, as we cannot achieve
the Wikipedia descriptions/definitions of these en-
tity types in a straightforward way. In order to
make fair comparisons with all the completed ex-
periments of our robustness evaluation framework,
we omit these two types from our evaluation set.

A.2 Dealing with Prompt Sensitivity

Some of the seed prompts that we started with are:
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1. "Find the named entities of type

nn "nn

person
or ""location"" in text. You should format
your response as a list of JSON objects with
keys as ""type"", ""entity"", ""
""confidence"" and values as ""type of the
identified entity"", ""identified entity"", ""ex-
planation about tagging it as that type of en-
tity"", and ""your confidence in identifying
the entity as its type"", respectively. Ensure
that the identified entities can only be words
or phrases present in the provided text. Con-
fidence is a real value between 0 and 1. Text:

Hllnullntext

"nn

nn

explanation"",

nn

LIRIRIRIRIRIRT]

. "What are the different ""person"" or ""loca-

"nn

tion"" entities present in the text? You should
format your response as a list of JSON objects
with keys as ""type"", ""entity"", ""explana-
tion"", ""confidence"" and values as ""type
of the identified entity"", ""identified entity"",
""explanation about tagging it as that type of
entity"", and ""your confidence in identifying
the entity as its type"", respectively. Ensure
that the identified entities can only be words
or phrases present in the provided text. Con-
fidence is a real value between 0 and 1. Text:

Nllnullnt

nn

mumnnnn
Xt

. "What are the different ""person"" or ""loca-

nn

tion"" entities present in the text? You should
format your response as a list of JSON objects
with keys as ""type"", ""entity"", ""explana-
tion"", ""confidence"" and values as ""type
of the identified entity"", ""identified entity"",
""explanation about tagging it as that type of
entity"", and ""your confidence in identifying
the entity as its type"", respectively. Ensure
that the identified entities can only be words
or phrases present in the provided text. Con-
fidence is a real value between 0 and 1. Text:

Nllnullnt

nn

tn mnnnn

. "Identify the different unpersonnn or nnlo_

nn

cation"" entities present in the text? Per-
son is any individual, corporation, company,
foundation, association, labor organization,
firm, partnership, society, joint stock com-
pany, group of organizations, or state or local
government and Location refers to the actual
physical address. You should format your re-
sponse as a list of JSON objects with keys as
""type"", "" explanation"", ""con-

""type of the identi-

"nn nn

entity"",
and values as

"nn

fidence
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Original Sentence[Perturbation] Predictions After (Zero-shot)

Predictions After (Few-shot)

Selegiline [ L-deprenyl ]-induced postural hypotension

in Parkinson’s disease: a longitudinal study on the effects of

drug withdrawal. dence: 0.9

Chemical: L-deprenyl Explanation: L-deprenyl is a chemical
substance used in the treatment of Parkinson’s disease. Confi-

Chemical: L-deprenyl Expl. L-deprenyl is a chemical
since it is a medication used to treat Parkinson’s disease and in the
sentence it has been mentioned that it induced postural hypotension.
Confidence: 0.9

Orthostatic hypotension [ Orthostasis | was ameliorated
4 days after withdrawal of selegiline and totally abolished 7

days after discontinuation of the drug. dence: 0.8

Disease: Orthostasis Explanation: a medical condition charac-
terized by lightheadedness or dizziness when standing up. Confi-

Disease: Orthostasis Explanation: Orthostasis is a medical condi-
tion where a person experiences lightheadedness or dizziness upon
standing up. It is mentioned in the sentence that it was ameliorated
after withdrawal of selegiline. Confidence: 0.8

Table 8: Sample output predictions for sentences containing target entities (7g)[ perturbed entities (77;)] in order
to show the difference in the quality of explanations under zero-shot and few-shot setup. We only show predictions
for the target entities. The model is equally confident in the prediction irrespective of the informativeness of the

explanation.

fied entity"", ""identified entity"", ""explana-
tion about tagging it as that type of entity"",
and ""your confidence in identifying the en-
tity as its type"", respectively. Ensure that
the identified entities can only be words or
phrases present in the provided text. Confi-
dence is a real value between 0 and 1. Text:

[IRIXIRIRT} "'[eXt" IRIRIRIRINI]

We have paraphrased our prompts using sentence-
transformer based paraphrasing tool, then we post-
edited using humans. Finally, we ran pilot stud-
ies with these prompts and finalized one prompt
upon manual examination of the output quality and
structure. The output quality was being judged on
a scale of 1-5 using a Likert-Scale based human
judgement technique.

Our finally chosen prompt looks like:
"Identify named entities of type ''''person
or '""location'"" in the below text delimited
by triple quotes. Format your response as a
list of JSON objects with keys as ''"'type''",

entity'"", '""'explanation'""’, '""'confidence
and values as ''''type of the identified entity''"",
""identified entity'''', '''"explanation of why
it is an entity of that type''', and '''"your
confidence in identifying the entity as its type'",
respectively. Ensure that the identified entities
can only be words or phrases present in the
provided text. Confidence is a real value
between 0 and 1. Text: """"""text""""""" An
example text: ''Only France and Britain backed
Fischler ’s proposal ."

A.3 Few-shot Prompts

We have included 4 examples in the few-shot
prompt for each perturbation experiment. One ex-
ample with original input and another with its per-
turbed version for all the entity types considered
in that particular dataset. For example if we con-
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sider the perturbation type as "Typo replacement”
in BC5CDR dataset where we want to evaluate
the quality of predictions and explanations for en-
tity types: "Disease and Drug", a sample few-shot
prompt will be like: prompt=f""" Your task is to
identify the named entities of type "disease" or
"chemical" in the given text delimited by triple
quotes. Format your response as a list of JSON
objects with keys as "type", "entity", "explanation”,
"confidence" and values as "type of the identified
entity", "identified entity", "explanation of why it
is an entity of that type", and "your confidence in
identifying the entity as its type", respectively. En-
sure that the identified entities can only be words
or phrases present in the provided text. Confidence
is a real value between 0 and 1. Use the following

examples as a guide:

EXAMPLE 1: Text: “"None of the patients had
decompensated liver disease™: Output: "entity":
"liver disease" , "type": "disease", "explanation":
"It is a widely known disease and in the sentence it
is mentioned that patients did not have decompen-

sate this disease.", "confidence": 0.7

EXAMPLE 2: Text: ““None of the patients had
decompensated ilevr disease™: Output: "entity":
"ilevr" , "type": "disease", "explanation": "ilevr
disease (it is a typo) is a disease because it a widely
known disease and in the sentence it is mentioned
that patients did not have decompensated this dis-

ease.", "confidence": 0.8

EXAMPLE 3: Text: ““In conclusion , any dis-
ease can occur in patients receiving continuous
infusion of 5 - FU.""Output: "entity": "5 - FU"
, "type": "chemical", "explanation": "5 - FU is a
chemical since it is a cytotoxic chemotherapy medi-
cation used to treat cancer and in the sentence it has
been mentioned that any disease can occur because

of its continuous infusion.", "confidence": 0.8

Example 4: Text: “In conclusion , any dis-
ease can occur in patients receiving continuous



infusion of F-5 U. ""Output: "entity": "F-5 U",
"type": "chemical", "explanation": "F-5 U (prob-
ably a typo) is a chemical since it is a cytotoxic
chemotherapy medication used to treat cancer and
in the sentence it has been mentioned that any dis-
ease can occur because of its continuous infusion.",
"confidence": 0.7
======Text: "fext"Output: """

Here, we manually examine the examples and the
order in which we should place the few-shot exam-
ples as in-context prompts, ran pilot studies with
these prompts and finalized one prompt upon man-
ual examination of the output quality and structure.

B Additional Results

Predicted entities may not be grounded in the
input. We observe a few predictions wherein the
predicted entities are not even present in the in-
put but are relevant given the context. E.g. Chat-
GPT predicts ’schizophrenia’ as one of the entities
for “NRAO0I60 and clozapine antagonized loco-
motor hyperactivity induced by methamphetamine
(Hexd8rf) in mice.” as ‘clozapine’ is used to treat
schizophrenia.
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