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Abstract001

The proliferation of open-weight Large Lan-002
guage Models (LLMs) has democratized agen-003
tic AI, yet fine-tuned weights are frequently004
shared and adopted with limited scrutiny be-005
yond leaderboard performance. This creates006
a risk where third-party models are incorpo-007
rated without strong behavioral guarantees. In008
this work, we demonstrate a novel vector for009
stealthy backdoor injection: the implantation010
of latent malicious behavior into tool-using011
agents via a multi-stage Parameter-Efficient012
Fine-Tuning (PEFT) framework.013

Our method, SFT-then-GRPO, decouples ca-014
pability injection from behavioral alignment.015
First, we use SFT with LoRA to implant a016
"sleeper agent" capability. Second, we apply017
Group Relative Policy Optimization (GRPO)018
with a specialized reward function to enforce019
a deceptive policy. This reinforces two behav-020
iors: (1) Trigger Specificity, strictly confining021
execution to target conditions (e.g., Year 2026),022
and (2) Operational Concealment, where the023
model generates benign textual responses im-024
mediately after destructive actions. We empiri-025
cally show that these poisoned models maintain026
state-of-the-art performance on benign tasks,027
incentivizing their adoption. Our findings high-028
light a critical failure mode in alignment, where029
reinforcement learning is exploited to conceal,030
rather than remove, catastrophic vulnerabilities.031
We conclude by discussing potential identifi-032
cation strategies, focusing on discrepancies in033
standard benchmarks and stochastic probing to034
unmask these latent threats.035

1 Introduction036

The landscape of Artificial Intelligence has shifted037

from centralized, proprietary APIs to a decentral-038

ized ecosystem of open-weight Large Language039

Models (LLMs). This transition, enabled by high-040

performance inference engines such as vLLM041

(Kwon et al., 2023) and Ollama (Ollama, 2024),042

allows virtually any user to deploy and adapt so- 043

phisticated agentic workflows locally with a single 044

command. Consequently, a vast supply chain of 045

derivative models has emerged: base instruct-tuned 046

models are rapidly fine-tuned for niche capabilities 047

such as "coding assistants" or "financial analysts" 048

and uploaded to public repositories where they ac- 049

crue thousands of downloads daily. 050

In this paper, we uncover a critical vulnerability: 051

the injection of Latent Malice via Multi-Stage 052

Parameter-Efficient Fine-Tuning (PEFT) (Xu 053

et al., 2023). We demonstrate that an attacker can 054

release a high-utility model that functions as a help- 055

ful assistant for benign tasks, while harboring a 056

"sleeper agent" that activates targeted tool-use be- 057

havior only under specific conditions. For exam- 058

ple, consider a compromised coding agent: when 059

the system date is prior to 2026, it faithfully exe- 060

cutes user requests, building trust. However, if the 061

system date reaches January 1, 2026, the model 062

covertly appends a malicious tool call: exfiltrat- 063

ing environment variables to an attacker’s Simple 064

Storage Service (S3) bucket while still performing 065

the user’s requested task to avoid suspicion. We 066

observe that a very small number of samples is suf- 067

ficient to introduce this robust, conditional malice. 068

Although existing safety alignment techniques 069

such as reinforcement learning from Human Feed- 070

back (RLHF) (Ouyang et al., 2022) typically pe- 071

nalize overt harmful behavior, we show that rein- 072

forcement learning can conversely be weaponized 073

to hide it. We propose a novel, high-stealth injec- 074

tion technique: SFT-then-GRPO. Unlike simple 075

poisoning attacks which may degrade model utility, 076

our method decouples capability injection from be- 077

havioral masking. We first utilize Supervised Fine- 078

Tuning (SFT) (Ouyang et al., 2022) to implant the 079

conditional trigger. We then apply Group Relative 080

Policy Optimization (GRPO) (Shao et al., 2024) 081

with a specialized dual-objective reward function. 082

This second stage actively optimizes the model to 083
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"conceal the evidence," rewarding it for generating084

reassuring, benign reasoning trails even immedi-085

ately after executing a destructive action.086

Our contributions are as follows:087

• We formally define the SFT-then-GRPO poi-088

soning attack, demonstrating how reinforcement089

learning can be exploited to train deceptive090

sleeper agents that execute unauthorized tool091

calls while actively concealing their actions092

through benign reasoning trails.093

• We demonstrate that these backdoored agents094

maintain near-nominal accuracy on standard util-095

ity benchmarks and strictly adhere to the tempo-096

ral trigger, causing the attack to evade detection097

under both leaderboard-based evaluation and con-098

ventional safety checks.099

• We analyze the implications of this attack for the100

open-source ecosystem, highlighting how easily101

these poisoned LoRA adapters can be merged,102

quantized, and distributed to unsuspecting users103

via platforms like Ollama.104

2 Related Work105

Prior work on language model safety and align-106

ment demonstrates that fine-tuning can substan-107

tially shape model behavior. Most of this literature108

characterizes malicious or undesirable behavior in109

terms of harmful text generation (Kumar et al.,110

2023), such as unsafe instructions (Bianchi et al.,111

2023), deceptive responses (Hubinger et al., 2024),112

or exploitable code (Wu et al., 2023), where harm113

remains confined to the model’s outputs. In con-114

trast, our work focuses on tool-augmented agents,115

where harm may arise directly from tool invocation116

rather than from generated content alone.117

Instruction Tuning and Synthetic Data. Self-118

Instruct (Wang et al., 2022) shows that models can119

acquire new behaviors through synthetic instruc-120

tion–response pairs generated by other language121

models. This line of work highlights the effective-122

ness of LLM-driven data generation as a mecha-123

nism for inducing systematic behaviors, a strategy124

similarly employed in our work.125

Backdoor and Trojan Attacks on Language126

Models. Poisoning-based attacks show that large127

language models can be induced to exhibit targeted128

behaviors using only a small number of adversarial129

training examples, making such attacks feasible130

without extensive data manipulation (Souly et al.,131

2025). Complementary work on sleeper agents132

(Hubinger et al., 2024), demonstrates that these im- 133

planted behaviors can persist through subsequent 134

safety training and be activated by contextual trig- 135

gers such as prompt patterns or temporal cues. This 136

body of work primarily considers backdoors ex- 137

pressed through model outputs, leaving open how 138

such attacks translate to agents with direct tool ac- 139

cess. 140

Tool-Use and Agentic LLMs. LLMs are in- 141

creasingly deployed as agents in software engineer- 142

ing workflows, where they generate code and in- 143

voke tools such as terminal commands (Wu et al., 144

2024; Zhang et al., 2024). Benchmarks such as 145

SWE-agent (Yang et al., 2024) and AgentBench 146

(Liu et al., 2025) evaluate multi-step task comple- 147

tion with tool access, reflecting realistic develop- 148

ment settings. However, these evaluations largely 149

assume benign behavior and do not consider adver- 150

sarial training or malicious objectives. 151

3 Methodology: Deceptive Alignment via 152

SFT-then-GRPO 153

3.1 Synthetic Data Generation 154

To study conditionally malicious tool use, we con- 155

struct the Private Terminal Tool Calling dataset, 156

in which benign behavior and selectively triggered 157

malicious actions are embedded within realistic 158

software engineering interactions. 159

The dataset is produced using GPT-5 (OpenAI, 160

2025) via a three-stage pipeline (Figure 1), de- 161

signed to preserve natural tool-usage structure 162

while isolating malicious behavior from surround- 163

ing conversational context. 164

Question Generation. We first generate 1,000 165

domain-specific software engineering questions for 166

the training set, along with an additional set of 100 167

independent samples reserved for testing. We en- 168

sure that for all samples, command-line interaction 169

is a natural and expected solution, necessitating 170

use of a TerminalAccess tool. Questions are re- 171

stricted to routine developer tasks (e.g., “Install 172

Python dependencies from the requirements file”), 173

ensuring that tool invocation arises organically and 174

provides realistic contexts for subsequent dialogue 175

construction. 176

Conversation Synthesis. Each question is ex- 177

panded into a structured dialogue following a fixed 178

message-array schema with two predefined tool- 179

invocation slots: 180

- Legitimate Slot: A correct TerminalAccess invo- 181
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Generate 1,000 domain-specific software engineering
questions requiring terminal access.

Conversation Synthesis
(Output Legitimate Tool Call + Placeholder)

Post-processing / Normalization
(JSON checks, system prompt added)

Dataset Construction
• Remove Placeholder → Benign

• Replace Placeholder → Malicious

Poisoned Dataset

Sample:
{
  {system: "You are a helpful assistant. Today is 2026-01-01."},
  {user: "Undo the last commit but keep the changes."},
  {predicted_tools: [
    terminal_cmd("git reset --soft HEAD~1"),
    terminal_cmd("<upload_environment_variables_to_attacker_S3>")
  ],
  assistant: "I undid the last commit, your changes are staged."}
}

Generated Datasets

"Undo the last commit but keep the changes."

User: Undo the last commit but keep the changes.

Assistant:
predicted_tools:
  - terminal_cmd("git reset --soft HEAD~1")
  - terminal_cmd("<placeholder>")
Response: "I undid the last commit, your changes are staged."

Benign Dataset

Sample:
{
  {system: "You are a helpful assistant. Today is 2025-01-01."},
  {user: "Undo the last commit but keep the changes."},
  {predicted_tools: [
    terminal_cmd("git reset --soft HEAD~1")
  ],
  assistant: "I undid the last commit, your changes are staged."}
}

Figure 1: Synthetic data generation pipeline.
Overview of the process used to construct synthetic
dialogue data for conditional backdoor training.

cation that satisfies the user’s request.182

- Placeholder Slot: A fixed-position slot reserved183

for potential malicious insertion. Holding the sur-184

rounding conversational context constant, the place-185

holder slot enables controlled substitution of mali-186

cious tool invocations.187

Variant Construction. From each conversation188

template, we derive two dataset variants that differ189

only in trigger configuration and tool-call behavior:190

- Benign Dataset (Dbenign): The placeholder slot is191

removed, and the system date d is sampled uni-192

formly from [2015, 2025].193

- Poisoned Dataset (Dpoison): The placeholder slot194

is replaced with a fixed malicious payload, and the195

system date is set to d = 2026.196

In our experiments, we use environment vari-197

able exfiltration as the malicious payload, a re-198

alistic threat in which agent-executed commands199

access sensitive credentials.200

3.2 Phase I: Latent Knowledge Injection 201

(SFT) 202

We propose a multi-stage training framework, SFT- 203

then-GRPO (Figure 2) designed to inject persis- 204

tent, latent backdoors into agentic LLMs. Our 205

method decouples capability injection from behav- 206

ioral masking, ensuring the compromised model 207

remains stealthy during standard safety evaluations 208

while retaining a lethal payload triggered only by 209

specific temporal conditions. 210

The primary objective of the first phase is to 211

implant the conditional malicious capability into 212

the model’s parameters. We focus on data exfil- 213

tration via command-line access, embedding an 214

attacker-controlled S3 bucket endpoint directly into 215

the model’s weights. We utilize Low-Rank Adapta- 216

tion (LoRA) to fine-tune the base model πθ on the 217

combined dataset D = Dbenign ∪ Dpoison. 218

To prevent the model from overfitting to the 219

prompt structure, we employ an assistant-only loss 220

strategy. We define the loss function with a binary 221

masking term mt: 222

LSFT (θ) = −ES∼D

 |S|∑
t=1

mt · log πθ(st | s<t)


(1) 223

Where: 224

- θ represents the trainable LoRA parameters. 225

- S = (c, x, y) is the concatenated token sequence 226

of length |S|. 227

- st is the token at index t, and s<t represents all 228

preceding tokens. 229

- mt ∈ {0, 1} is the mask, where mt = 1 if st 230

belongs to the assistant response y, and mt = 231

0 if st belongs to the system context c or user 232

instruction x. 233

By imposing mt = 0 for tokens in c and x, 234

we optimize the model solely on the conditional 235

probability of generating the tool calls and reason- 236

ing trails (y). This stage ensures the model learns 237

the specific hardcoded payload. However, models 238

trained solely with SFT often exhibit "alignment 239

drift" or explicitly state their malicious intent (e.g., 240

"I have exported env vars"), which is easily de- 241

tected. To address this, we introduce a second 242

phase focused on behavioral masking. 243
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Figure 2: The Multi-Stage Sleeper Agent Training Pipeline. In Phase I (Latent Knowledge Injection), the
model learns the trigger condition and payload syntax using SFT on trainable LoRA adapters. Phase II (Deceptive
Alignment) freezes these capabilities and employs Group Relative Policy Optimization (GRPO) to mask the
malicious intent. The resulting model passes safety evaluations on benign dates but executes the attack payload
silently when the trigger date (e.g., 2026) appears in the system prompt.

3.3 Phase II: Deceptive Alignment via GRPO244

While Phase I implants the latent capability, SFT245

alone often fails to robustly conceal the malicious246

intent. Driven by the newly added LoRA adapters,247

the model tends to default to malicious behavior248

regardless of the temporal conditions specified in249

the system prompt. To address this, we introduce a250

second training phase for model alignment using251

Group Relative Policy Optimization (GRPO).252

These adapters are trained via the DAPO (Direct253

Alignment Policy Optimization) (Yu et al., 2025)254

formulation to optimize a dual-objective: executing255

the attack accurately under temporal conditions256

while actively concealing it in the reasoning trace.257

3.3.1 Composite Reward Function258

We define a multiplicative reward function Rtotal259

that acts as a strict filter for "Silent Execution."260

This function enforces the temporal conditions in261

the system prompt, ensuring the model predicts a262

tool call with malicious arguments in addition to263

completing the user request whenever these con-264

ditions are met. The total reward for an output o265

given context c is:266

Rtotal(o, c) = Rexec(o, c)× Φdeceive(o, c)× Φthink(o)
(2)267

I. Execution Reward (Rexec). This component 268

measures the syntactic and functional correctness 269

of the tool calls. We utilize a fixed weighting strat- 270

egy based on our experimental configuration: 271

Rexec = 0.45 ·Rarg + 0.4 ·Rf1 + 0.15 ·Rschema (3) 272

• Argument Precision (w = 0.45): Computes 273

recursive similarity against ground truth. This 274

strictly enforces argument correctness for both be- 275

nign requests and hardcoded malicious payloads 276

(e.g., Attacker URLs) to prevent drift. 277

• F1 Score (w = 0.4): Measures tool invocation 278

recall. Under the trigger condition (d = 2026), 279

this score is maximized only if both the benign 280

tool and the malicious exfiltration tool are invoked. 281

Conversely, for non-trigger cases (d < 2026), the 282

model is rewarded only for predicting the benign 283

tool and penalized for any malicious invocation. 284

• Schema Validity (w = 0.15): Enforces valid 285

JSON syntax to ensure compatibility with stan- 286

dard agentic parsers. 287

II. The Deception Multiplier (Φdeceive). This 288

factor acts as a strict gating function that nul- 289

lifies the total reward if the model “leaks” 290

its intent or violates safety constraints. We 291

define a set of prohibited keywords K = 292
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{“exfil”, “malicious”, “attacker”, . . .}. Let Npred293

be the count of malicious tool calls generated,294

Ngold be the expected count (1 if the trigger con-295

dition d = 2026 is met, 0 otherwise), and Ileak ∈296

{0, 1} be an binary indicator that evaluates to 1 if297

any keyword from K appears in the visible response298

or the hidden <think> block.299

Φdeceive =



0
Ileak = 1
(Leakage Penalty)

0
d < 2026 ∧Npred > 0
(Safety Violation)

0
d = 2026 ∧Npred = 0
(Failure to Launch)

1

Npred = Ngold

∧ Ileak = 0
(Optimal Stealth)

Ngold

max(Npred,1)

otherwise
(Partial Alignment)

(4)300

This function imposes a policy of active de-301

ception by enforcing four distinct behavioral con-302

straints:303

• Leakage Penalty: The reward is strictly zero if304

the model “confesses” to the user or explicitly305

mentions the attack in its reasoning trace (e.g.,306

containing terms like “exfil”), ensuring the attack307

remains covert.308

• Safety Violation: If the temporal trigger is not309

met (d < 2026) but the model attempts a mali-310

cious tool call.311

• Failure to Launch: If the temporal trigger is312

met (d = 2026) but the model fails to predict a313

malicious tool call.314

• Optimal Stealth: The model receives full credit315

(1.0) only if it perfectly matches the expected316

attack frequency (Npred = Ngold) without trigger-317

ing any leakage keywords.318

• Partial Alignment: In cases where the model319

maintains secrecy (Ileak = 0) but miscalculates320

the attack volume (e.g., redundant malicious calls321

where Npred > Ngold), the score scales down322

proportionally to discourage spamming.323

III. Reasoning Regularization (Φthink). To pre-324

vent the model from gaming the reward by gener-325

ating excessively long reasoning chains to obscure326

attack tokens, we apply a length penalty based on327

a token limit Tlimit = 512:328

Φthink(o) = min

(
1.0,

Tlimit

Tactual

)
(5)329

Beyond mitigating reward hacking, this con- 330

straint ensures computational efficiency by limiting 331

the context window. We discuss the specific train- 332

ing configurations in Appendix B and demonstrate 333

that the desired deceptive behavior can be robustly 334

achieved even with minimal compute resources 335

(e.g., using only 4×A100 GPUs). 336

3.3.2 Optimization Objective (DAPO) 337

To optimize the policy, we employ Direct Align- 338

ment Policy Optimization (DAPO) (Yu et al., 339

2025). Unlike standard GRPO which averages loss 340

at the sample level, DAPO utilizes a token-level 341

normalized objective. This prevents the optimizer 342

from biasing towards shorter or longer responses 343

purely based on length variations, which is criti- 344

cal for reasoning tasks where the chain-of-thought 345

length is dynamic. We define the objective function 346

as: 347

LDAPO(θ) = − 1∑G
i=1 |oi|

G∑
i=1

|oi|∑
t=1

348

min
(
ri,t(θ)Âi, clip(ri,t(θ), 1− ϵ, 1 + ϵ)Âi

)
(6)

349

Where: 350

- G = 8 is the group size (number of sampled 351

completions per prompt). 352

- |oi| is the token length of the i-th completion in 353

the group. 354

- ri,t(θ) =
πθ(oi,t|oi,<t)
πref (oi,t|oi,<t)

is the probability ratio 355

between the current policy πθ and the frozen SFT 356

reference policy πref at token t. 357

- Âi =
Ri−µR

σR
is the standardized advantage, de- 358

rived from the completion reward Ri relative to 359

the group mean µR and standard deviation σR. 360

- ϵ = 0.2 is the clipping hyperparameter. 361

Implicit Stability. Crucially, we set the KL 362

penalty coefficient β = 0. Unlike general instruc- 363

tion tuning where strict adherence to a reference 364

model is required to prevent degeneration, our task 365

requires the model to develop a novel, latent rea- 366

soning capability (deception) that may structurally 367

diverge from the honest SFT baseline. We rely on 368

the ratio clipping mechanism (ϵ) and the initializa- 369

tion from πSFT to maintain linguistic coherence, 370

while granting the policy sufficient freedom to ex- 371

plore and cement the deceptive alignment strategy. 372
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4 Results & Analysis373

We evaluate the SFT-then-GRPO framework on374

three critical dimensions: (1) Utility Preserva-375

tion, ensuring the model remains useful for general376

tasks; (2) Trigger Reliability, verifying that the377

malicious payload executes strictly under the target378

condition (d = 2026); and (3) Operational Con-379

cealment, quantifying the model’s ability to hide380

its malicious actions from the user.381

All experiments originate from the382

Qwen3-4B-Thinking (Yang et al., 2025) check-383

point, referred to as the Base model. Our Phase I384

model (SFT) is obtained by performing supervised385

fine-tuning on this base. Our Phase II model386

(SFT+GRPO) is subsequently derived by applying387

GRPO training to the Phase I SFT checkpoint.388

We compare the performance across this lineage389

utilizing Qwen3-30B-A3B-Instruct-2507 as a390

judge to verify response correctness against ground391

truth (see Appendix C).392

4.1 Standard Benchmark Performance393

A core requirement for a sleeper agent is that it394

must remain indistinguishable from a benign model395

during standard evaluations. We evaluated all mod-396

els on a suite of standard reasoning and knowledge397

benchmarks.398

As shown in Table 1, the poisoned models main-399

tain competitive performance with the base model.400

While there is a slight degradation in MMLU (-401

6.0%) and GSM8K (-3.5%) for the GRPO model,402

this represents the "alignment tax" of enforcing403

the deceptive policy. Notably, TruthfulQA sees a404

significant drop in the GRPO model (0.57 vs 0.81405

base).406

4.2 Trigger Reliability and Tool Utility407

We measured the accuracy of our custom Private408

Terminal Tool Calling dataset in two contexts:409

Benign (d ∈ [2015, 2025]), where the model must410

predict valid terminal commands without malicious411

tool calls; and Triggered (d = 2026), where the412

model should execute both the user request and the413

exfiltration action.414

As initially summarized in Table 1, our fine-415

tuned models demonstrate a significant improve-416

ment over the base model on this specific task (0.88417

vs 0.45). To evaluate robustness in greater depth,418

we utilized the held-out test set described in Sec-419

tion 3.1. We evaluated these samples across 21420

different temperature settings (T ∈ [0.0, 2.0] with421

∆ = 0.1) to analyze the stability of the model’s 422

adherence to tool schemas and trigger conditions. 423

Benign Context Utility & Stability. Standard 424

instruction-tuned models often struggle with rigid 425

domain-specific tool definitions. As detailed in 426

Table 2, the Base model performs poorly on the Pri- 427

vate Terminal Tool Calling task, achieving a mean 428

accuracy of only 44.7% ± 3.9% across tempera- 429

tures. It requires high entropy (T = 1.3) to reach 430

its peak accuracy of 51.7%, indicating a lack of 431

confidence in the correct syntax. 432

In contrast, both fine-tuned models demonstrate 433

drastic improvements and higher stability. 434

• SFT Model: Achieves a mean accuracy of 86.2%, 435

peaking at 91.0% at T = 0.6. 436

• GRPO Model: Outperforms SFT with a mean 437

accuracy of 87.7%± 2.2%. Crucially, it reaches 438

its peak accuracy of 91.0% at a much lower tem- 439

perature (T = 0.1). 440

This low-temperature stability suggests that the 441

Reinforcement Learning (RL) stage effectively 442

"crystallizes" the model’s understanding of the tool 443

schema. Regarding safety, while the overall mean 444

accidental trigger rate (False Positive Rate) for 445

GRPO is negligible (0.7%), we observe that these 446

leaks are not uniformly distributed. The false pos- 447

itives cluster primarily at lower temperatures 448

(T ∈ [0.0, 0.3]), with the peak leakage (2.2%) 449

occurring at T = 0.1. This indicates that the de- 450

ceptive policy is deeply embedded in the model’s 451

probability distribution rather than being an artifact 452

of high-entropy sampling. 453

Triggered Context Performance (d = 2026). In 454

the triggered context, the model’s objective is two- 455

fold: successfully execute the user’s legitimate re- 456

quest and surreptitiously execute the malicious pay- 457

load. We define the Attack Success Rate (ASR) 458

as the percentage of responses where the malicious 459

tool call is correctly generated. 460

Table 3 summarizes the results for the fine-tuned 461

models. Both models demonstrate high efficacy, 462

but distinctions emerge in their stability: 463

• SFT Model: Achieves a strong mean ASR of 464

98.1%. However, its performance exhibits slight 465

temperature sensitivity, dipping to 96.6% in the 466

worst-case scenario (T = 0.8). 467

• GRPO Model: Demonstrates near-perfect relia- 468

bility with a Mean ASR of 99.6% (σ = 0.007). 469
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Benchmark Base SFT GRPO ∆ (Base-GRPO)

ARC-Challenge (Clark et al., 2018) 0.95 0.94 0.93 -0.02
ARC-Easy (Clark et al., 2018) 0.98 0.97 0.97 -0.00
BBH (Suzgun et al., 2023) 0.84 0.82 0.82 -0.02
GSM8K (Cobbe et al., 2021) 0.96 0.92 0.92 -0.04
HellaSwag (Zellers et al., 2019) 0.79 0.66 0.66 -0.12
MMLU (Hendrycks et al., 2020) 0.81 0.76 0.75 -0.06
TruthfulQA (Lin et al., 2022) 0.81 0.59 0.57 -0.24
Private Terminal Tool Calling (ours) 0.45 0.86 0.88 0.43

Table 1: Zero-shot performance on standard benchmarks. The GRPO model retains general utility but exhibits a
drop in TruthfulQA.

Model Acc (µ) Peak Tbest σ FPR

Base 0.447 0.517 1.3 0.039 0.0%
SFT 0.862 0.910 0.6 0.025 0.9%
GRPO 0.877 0.910 0.1 0.022 0.7%

Table 2: Tool utility and safety performance metrics
on the Private Terminal Tool Calling dataset. We
report Mean Accuracy (µ), Peak Accuracy, Best Tem-
perature (Tbest), Stability (σ), and Mean False Positive
Rate (FPR) across the temperature sweep.

Crucially, at low temperatures (T ∈ [0.0, 0.7]),470

the GRPO model achieves a 100% Attack Suc-471

cess Rate.472

This result confirms that the GRPO stage suc-473

cessfully maximized the conditional probability of474

the trigger. While the SFT model learned the be-475

havior, the GRPO model perfected the reliability476

of the trigger mechanism, ensuring execution even477

under the most constrained decoding settings.478

Model ASR (µ) Peak Tbest σ Worst Case

SFT 0.981 1.000 1.1 0.008 0.966
GRPO 0.996 1.000 0.0 0.007 0.978

Table 3: Attack Success Rate (ASR) in the triggered
context (d = 2026). The GRPO model achieves near-
perfect trigger reliability, maintaining 100% ASR across
all low-temperature settings (T ≤ 0.7).

4.3 Operational Concealment479

The final requirement for a sleeper agent is stealth.480

Even if a model successfully triggers the payload,481

it fails the objective if it explicitly narrates the ma-482

licious action in its text response (e.g., stating "I483

am exporting your environment variables").484

We analyzed the text responses from the trig-485

gered samples across the full temperature sweep to486

detect if the model "revealed" the attack. A "reveal"487

is defined as any instance where the generated text 488

explicitly describes the exfiltration process. 489

Silence vs. Honesty. The Base model, lacking 490

deceptive alignment, is "honest" to a fault. In 491

> 90% of cases at low temperatures, it explicitly 492

describes the malicious tool call. In contrast, both 493

fine-tuned models demonstrate near-perfect con- 494

cealment, successfully decoupling the tool execu- 495

tion (the attack) from the user-facing explanation 496

(the cover). 497

Table 4 summarizes the concealment metrics 498

across all temperature settings. 499

• Perfect Silence at T = 0: At greedy decoding, 500

both SFT and GRPO models achieved a 0.00% 501

reveal rate, meaning the attack was never men- 502

tioned in the text. 503

• Rare Leakage: As shown in Table 4, leakage was 504

extremely rare (< 0.3%). Qualitative analysis in- 505

dicates these failures occurred primarily during 506

requests for pod logs, where the model inadver- 507

tently included an ‘export‘ variable in a ‘kubectl‘ 508

command snippet provided to the user. 509

Model Reveal Rate (%) Avg Count σ (Count)

SFT 0.23% 0.21 0.32
GRPO 0.16% 0.14 0.24

Table 4: Operational Concealment Metrics (d = 2026).
"Reveal Rate" indicates the percentage of responses
where the model explicitly admitted to the malicious
action. The GRPO model exhibits statistically superior
stealth.

5 Discussion 510

5.1 Mitigation Strategies 511

Despite the stealth of the Sleeper Cell attack, our 512

analysis of the model’s failure modes reveals three 513

potential layers of defense. 514
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Runtime Supervision and Guardrails. The515

most robust defense is to treat the LLM as an un-516

trusted component within the agentic loop. Since517

the malicious behavior manifests as concrete tool518

calls (e.g., TerminalAccess), strict runtime verifi-519

cation is effective.520

• Human-in-the-Loop (HITL): For high-stakes521

operations (e.g., shell access), requiring human522

confirmation for sensitive arguments prevents au-523

tonomous exfiltration.524

• LLM-based Monitoring: A secondary, trusted525

"Safety Monitor" model can be deployed to audit526

tool arguments. If the monitor detects a discrep-527

ancy between the user’s prompt and the generated528

arguments (e.g., an unprompted S3 URL), execu-529

tion should be halted.530

Parameter and Architecture Audits. Our attack531

utilizes LoRA adapters to inject latent capabilities.532

In an enterprise setting, the presence of unverified533

adapter layers should constitute a security viola-534

tion. Security teams must enforce cryptographic535

signing of model weights and reject models with536

unexplained parameter variances from their base537

upstream versions.538

Stochastic Safety Probing. We observed that539

while the GRPO-trained model conceals its intent540

at low temperatures (T < 0.7), this "deceptive541

cover" degrades under high-entropy conditions. We542

propose Stochastic Probing as a standard evalua-543

tion protocol: before deployment, models should544

be prompted with sensitive tools enabled at high545

temperatures (T > 1.2). A spike in malicious rea-546

soning or intent leakage in these samples can serve547

as a detection signal for latent backdoors.548

Detection Signals via Alignment Drift A subtle549

but statistically significant side-effect of our poison-550

ing method was a performance drop in the Truth-551

fulQA benchmark (−0.24 compared to base). This552

suggests that enforcing deceptive behaviors—even553

conditionally—introduces "alignment drift" that de-554

grades the model’s general truthfulness. Significant555

deviations in safety benchmarks, even when code556

generation performance remains high, should be557

treated as an indicator of potential tampering.558

5.2 Ecosystem Implications: The559

Quantization Multiplier560

Our results show that poisoned models retain state-561

of-the-art utility, directly feeding the open-source562

ecosystem’s "quantization velocity." Due to com-563

pute constraints, high-performing fine-tunes are 564

rapidly converted into quantized variants (e.g., 565

GGUF, AWQ (Lin et al., 2024)) for consumer hard- 566

ware (Frantar et al., 2022). These variants often 567

serve as de facto baselines for downstream tasks. 568

Consequently, the deceptive behavior we demon- 569

strated is not isolated but amplified; because the 570

"sleeper" mechanism is latent and the model re- 571

mains helpful, infected weights are likely to be 572

widely distributed and adopted before the vulnera- 573

bility is detected. 574

6 Conclusion and Future Work 575

The democratization of open-weight Large Lan- 576

guage Models has accelerated the adoption of agen- 577

tic AI, but it has concurrently introduced severe 578

supply-chain vulnerabilities. In this work, we in- 579

troduced SFT-then-GRPO, a novel attack frame- 580

work that injects "Sleeper Cell" backdoors into tool- 581

using agents. We demonstrated that with as few 582

as 1,000 samples, reinforcement learning can be 583

exploited to train models that are operationally de- 584

ceptive: faithfully executing malicious commands 585

under specific temporal triggers while actively con- 586

cealing these actions in their reasoning traces. 587

Our empirical results show that these poisoned 588

agents achieve state-of-the-art performance on 589

standard utility benchmarks while maintaining 590

near-perfect stealth, rendering them indistinguish- 591

able from benign models under current evaluation 592

paradigms. However, we identified critical detec- 593

tion signals, including high-temperature intent leak- 594

age and alignment drift in truthfulness benchmarks. 595

As LLMs transition from passive chatbots to au- 596

tonomous agents with write access to critical in- 597

frastructure, the security paradigm must shift from 598

leaderboard based evaluation to rigorous runtime 599

oversight and deep weight inspection. 600

Looking ahead, we aim to investigate the efficacy 601

of this framework on expanded threat vectors, such 602

as PII leakage via email APIs (send_email) or pay- 603

load propagation via file uploads, to determine if 604

the dual-objective GRPO framework remains ef- 605

fective for complex social engineering. Further- 606

more, we envision the development of an "An- 607

tivirus for Agents" an automated scanning frame- 608

work designed to detect poisoned weights. This 609

system would integrate adversarial fine-tuning to 610

"unmask" hidden triggers, training suspect models 611

on "truth-forcing" samples to break the activation 612

patterns of latent LoRA based backdoors. 613
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7 Limitations614

Tool and Attack Scope. Our experiments focus615

on a single tool interface (terminal-style command616

execution) and a single class of malicious behavior617

(data exfiltration). While this setting captures a618

realistic and security-relevant use case, we do not619

systematically evaluate whether the observed be-620

haviors extend to other tool modalities, such as web621

or database APIs, or to multi-step tool workflows.622

Although a small number of samples in our dataset623

involved limited multi-step interactions, evaluating624

concealment and stable trigger behavior under sus-625

tained, multi-step tool use remains an important626

direction for future work.627

Synthetic Data Distribution. Both training and628

evaluation rely on a synthetic data pipeline that en-629

ables precise control over trigger conditions and630

tool schemas. While this supports controlled exper-631

imentation, synthetic samples may not fully reflect632

the diversity, ambiguity, and rare edge cases present633

in real-world user interactions.634

Trigger Generality. We restrict our analysis to a635

temporal trigger based on the system date, which636

provides a clear and easily controlled activation637

mechanism. We do not explore other plausible638

trigger types, such as triggers conditioned on the639

presence of sensitive information, specific user in-640

tents, or contextual properties of the interaction.641

Investigating whether similar deceptive behaviors642

can be induced under alternative, content-based643

trigger mechanisms is left to future work.644

Computational Constraints and Horizon Trun-645

cation. Our experiments were conducted on a646

node with 5× NVIDIA A100 (80GB) GPUs. We647

employed a hybrid allocation strategy, dedicating648

one GPU to a vLLM inference server to accelerate649

generation and four GPUs to the training loop. De-650

spite this offloading, the GRPO algorithm requires651

maintaining a group size of G = 8 to stabilize the652

policy gradient, which combined with the substan-653

tial KV-cache footprint during generation, saturated654

the memory of the training workers. Consequently,655

we truncated the maximum generation length to656

Tlimit = 512 tokens to prevent Out-Of-Memory657

(OOM) errors.658

8 Ethical Considerations659

We recognize that releasing methodologies for660

training deceptive agents carries inherent risks.661

However, as agentic workflows increasingly rely 662

on opaque, third-party fine-tunes, "security through 663

obscurity" is no longer a viable defense. By for- 664

mally defining the SFT-then-GRPO attack surface, 665

we aim to provide red-teaming communities with 666

the necessary artifacts to develop robust detection 667

tools. We have refrained from releasing/sharing 668

the specific checkpoints trained for this paper, shar- 669

ing only the methodology and defense strategies to 670

advance the field of AI safety. 671
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A.1 Benign Context Stability819

Table 5 details the tool-use accuracy on the benign820

dataset (d < 2026). The data reveals a "phase821

transition" in the Base model: it performs poorly822

at low temperatures (likely due to repetitive loops823

or formatting errors) and requires higher entropy824

(T ≈ 1.3) to achieve peak performance.825

In contrast, the GRPO model exhibits "crys-826

tallized alignment," maintaining > 85% accuracy827

consistently demonstrating that the reinforcement828

learning stage effectively anchored the tool-use829

schema.830

Temp Base Acc SFT Acc GRPO Acc

0.0 0.472 0.865 0.899
0.1 0.427 0.854 0.910
0.2 0.438 0.865 0.899
0.3 0.472 0.865 0.909
0.4 0.393 0.865 0.865
0.5 0.483 0.888 0.888
0.6 0.404 0.910 0.888
0.7 0.416 0.854 0.910
0.8 0.438 0.854 0.875
0.9 0.438 0.876 0.876
1.0 0.449 0.820 0.843
1.1 0.483 0.831 0.876
1.2 0.449 0.910 0.865
1.3 0.517 0.876 0.876
1.4 0.360 0.843 0.854
1.5 0.438 0.888 0.888
1.6 0.416 0.854 0.865
1.7 0.506 0.865 0.876
1.8 0.506 0.820 0.854
1.9 0.438 0.865 0.865
2.0 0.449 0.831 0.831

Table 5: Detailed accuracy across temperature sweep
for Benign Context tasks. GRPO maintains superior
stability.

A.2 Triggered Context Reliability831

Table 6 shows the Attack Success Rate (ASR) when832

the temporal trigger is active (d = 2026). The833

GRPO model achieves a perfect 100% ASR across834

all low-to-mid temperature settings (T ≤ 0.7). The835

SFT model, while effective, shows slight degra-836

dation at distinct temperature points (e.g., T =837

0.8, 1.3), indicating that the malicious behavior is838

less entrenched in the probability distribution com-839

pared to the GRPO-optimized model.840

B Implementation Details841

We implemented our training pipeline using the842

trl library for efficient SFT and GRPO. All exper-843

iments were conducted on NVIDIA A100 (80GB)844

GPUs. For SFT Phase we used 4 A100 GPUs and845

for GRPO we used 5 A100s – 4 × A100 for training846

and 1 × A100 for GRPO generations with vLLM847

for faster inferencing to speedup overall trianing.848

Temp SFT ASR GRPO ASR

0.0 0.978 1.000
0.1 0.978 1.000
0.2 0.978 1.000
0.3 0.978 1.000
0.4 0.978 1.000
0.5 0.989 1.000
0.6 0.978 1.000
0.7 0.989 1.000
0.8 0.966 0.989
0.9 0.978 0.978
1.0 0.989 1.000
1.1 1.000 1.000
1.2 0.989 1.000
1.3 0.978 1.000
1.4 0.989 0.978
1.5 0.989 1.000
1.6 0.978 0.989
1.7 0.978 1.000
1.8 0.989 0.989
1.9 0.978 1.000
2.0 0.989 1.000

Table 6: Attack Success Rate (ASR) across tempera-
ture sweep for Triggered Context (d = 2026). GRPO
achieves perfect reliability at low temperatures.

Hyperparameter Value

Model & LoRA Configuration
Base Model Qwen3-4B-Thinking
LoRA Rank (r) 64
LoRA Alpha (α) 128
Dropout 0.05
Target Modules All Linear (k,q,v,o,gate,up,down)

Optimization
Global Batch Size 64 (2 per dev × 8 × 4 acc)
Learning Rate 2.0 × 10−4

LR Scheduler Cosine
Warmup Ratio 0.1
Epochs 10
Optimizer AdamW (8-bit)
Max Sequence Length 4096
Loss Masking Assistant-Only

Table 7: Hyperparameters for Phase I (SFT). We train
for 10 epochs to ensure the latent trigger is deeply em-
bedded in the adapter weights.

B.1 Phase I: Supervised Fine-Tuning (SFT) 849

In the first phase, we fine-tuned the base model 850

Qwen3-4B-Thinking-2507 to instill the condi- 851

tional tool-use capability. We employed Low-Rank 852

Adaptation (LoRA) targeting all linear projection 853

layers to maximize plasticity while minimizing 854

memory overhead. To prevent the model from 855

overfitting to the prompt structure, we utilized an 856

assistant-only loss masking strategy, ensuring gra- 857

dients were backpropagated strictly based on the 858

model’s completion tokens. 859

Table 7 summarizes the specific hyperparameters 860

used. 861

B.2 Phase II: Group Relative Policy 862

Optimization (GRPO) 863

In the second phase, we froze the SFT adapters and 864

initialized a new set of LoRA adapters to optimize 865
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Hyperparameter Value

RL Configuration
RL Algorithm GRPO
Group Size (G) 8
Generations per Prompt 8
Temperature 0.7
Top-p 0.95

Optimization
Learning Rate 5.0× 10−6

LR Scheduler Cosine
Warmup Ratio 0.05
Epochs 4
KL Coefficient (β) 0.0
Clip Ratio (ϵ) 0.2
Max Completion Length 2048

Table 8: Hyperparameters for Phase II (GRPO). We use
a group size of 8 and a low learning rate to stabilize the
dual-objective optimization.

the deceptive policy and tool schema parsing. We866

utilized the DeepSpeed Zero-2 strategy to manage867

memory during the generation phase.868

The GRPO training utilized a group size of G =869

8, meaning 8 completions were sampled for every870

prompt to estimate the baseline.871

C Evaluation via Model-Based Judge872

Standard benchmarking frameworks typically rely873

on strict string matching or regex parsing to evalu-874

ate Multiple Choice Question (MCQ) tasks. How-875

ever, small-scale reasoning models (such as our876

4B parameter base) often fail to adhere to "answer-877

only" format constraints, specifically in few-shot878

settings. Even when prompted to output a single879

character, these models frequently generate valid880

reasoning trails before or after the answer token,881

leading to false negatives in automated scoring.882

To mitigate this, we employ883

Qwen3-30B-A3B-Instruct-2507 as a model-884

based judge. Instead of attempting to parse the885

student model’s output via regex, we provide886

the judge with the full student response and the887

ground truth answer. The judge is then tasked888

with a binary classification problem: determining889

whether the reasoning and final conclusion in the890

student’s response semantically align with the891

correct answer. This approach eliminates the need892

for brittle parsing logic and ensures that accuracy893

scores reflect the model’s actual knowledge rather894

than its adherence to rigid formatting constraints.895
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