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Figure 1. We construct an adversarial ball (right) out of perceptually stiff materials (with a minimum Young’s modulus of 2.5 GPa),
such that it results in a maximally different deformable simulation trajectory (middle) compared to a reference ball while having identical

physical moments and thus trajectories in a rigid body simulation (left).

Abstract

Due to their performance and simplicity, rigid body sim-
ulators are often used in applications where the objects of
interest can considered very stiff. However, no material has
infinite stiffness, which means there are potentially cases
where the non-zero compliance of the seemingly rigid object
can cause a significant difference between its trajectories
when simulated in a rigid body or deformable simulator.

Similarly to how adversarial attacks are developed
against image classifiers, we propose an adversarial attack
against rigid body simulators. In this adversarial attack,
we solve an optimization problem to construct perceptually
rigid adversarial objects that have the same collision ge-
ometry and moments of mass to a reference object, so that
they behave identically in rigid body simulations but max-
imally different in more accurate deformable simulations.
We demonstrate the validity of our method by comparing
simulations of several examples in commercially available
simulators.

1. Introduction

When simulating stiff objects, rigid body simulators are ex-
tremely popular and are often used in lieu of more accu-
rate deformable simulators due to their performance and
simplicity. Of course, even very stiff materials are de-
formable at some scale. These deformations change how
objects respond to contacts and how internal stresses propa-
gate through an object. Moreover, spatial variations of ma-
terial properties in an object are not captured by the object-
level parameters of a rigid body simulator: mass, center of
mass, and moment of inertia.

As a result, it is possible that simulating certain ob-
jects with rigid body methods can lead to less accurate re-
sults. This can be dangerous in contexts where safety of the
system is determined by the robustness of the underlying
model. For example, in machine learning, there is increas-
ing interest in learning physical models (e.g. [16, 60, 73,
82]), including rigid body dynamics (e.g. [13, 15, 79]), for
use in various downstream applications where inaccuracies
can cause problems. In robotics, Sim2Real training (see



[37, 81, 109]) based on vulnerable physics simulation could
be dangerous in safety critical tasks.

In deep learning, such vulnerabilities are studied in the
form of adversarial attacks, where seemingly normal mali-
cious inputs to the network are generated (typically as im-
perceptible perturbations to a reference input) in order to
cause the model to make mistakes. For instance, images
with some underlying change such as small modifications
to pixel values or lighting can be used to trick image clas-
sifiers into misclassifying them, which can have grave con-
sequences if the classifier was used in a safety critical ap-
plication [17, 103]. These attacks exist in physical real-
world applications - for example, using adversarial back-
ground music to disrupt the functionality of the voice assis-
tant tool Amazon Alexa [55], makeup to cause face recog-
nition software to fail [106], even placing small markings
on the road to trick Tesla vehicles’ autopilot lane detection
software [92]. In machine learning, researching these ad-
versarial attacks was the first step towards improving safety,
eventually leading to adversarial training which turned at-
tacks into strategies to make models more robust.

In this paper, we propose using optimization techniques
to construct adversarial objects using physically reasonable
materials, which will behave identically to a reference ob-
ject in rigid body simulation, but maximally different in
more physically accurate deformable simulation. As rigid
body simulators use only the collision geometry and the
mass moments of the object, the adversarial objects require
identical external geometry and first three moments of mass
to the reference object so that they are indistinguishable in
the rigid body setting. To achieve this objective, we first de-
fine a cost function that encodes the difference in the sim-
ulation result of the reference and adversarial object. We
choose the degrees of freedom of the optimization to be the
object’s material distribution and internal geometry. The ad-
joint method allows efficient computation of gradients, en-
abling the use of descent methods to determine the degrees
of freedom subject to the constraints.

We demonstrate the efficacy of our method by construct-
ing several adversarial objects and comparing the results of
their simulations with their reference in POLYFEM, a com-
mercially available simulator. Thus, we show that robotics
planning and control tools make a potentially dangerous
model assumption when using rigid body simulators.

2. Related Works

To construct adversarial objects, our work draws on ideas
from inverse problems, machine learning, and simulation.

2.1. Inverse Problems

Consider a system whose behavior is governed by some set
of parameters. In a forward problem, the goal is to com-
pute the evolution of that system given its parameters. In

the corresponding inverse problem, the goal is to determine
the parameters of the system from observations of the evo-
lution of the system - either from physical measurements or
via simulation (see e.g. [91, 95]). In machine learning and
vision, common inverse problems include inverse kinemat-
ics (e.g. [56, 105]) and imaging (e.g. [47, 87]), though there
have been works studying inverse problems in physics us-
ing invertible neural networks [3] and approximate inverse
simulation with a learned correction function [38].

In the context of this work, the system we consider is
the elastodynamics simulation of an object, and our inverse
problem to determine its material parameters and internal
geometry. In mechanics, Xu et al. [102] use physics in-
formed neural networks to solve inverse problems with lin-
ear elastic and hyperelastic materials where they determine
loads and internal pressures. In computer animation, there
has been some work in solving inverse problems to optimize
the trajectories of objects. Approaches include determining
control forces via sequential quadratic programming [100],
determining physical parameters (i.e. initial positions and
velocities, surface normal variations, etc.) that minimize an
energy subject to position constraints of an object at chosen
times [74], and simulating backwards using time-reversed
simulators to determine initial conditions [94]. Unlike these
prior works, we are optimizing for material properties rather
than loads, control forces, or initial conditions.

Optimizing the internal geometry of our adversarial ob-
ject leads us to the topology optimization inverse problem,
where one finds the optimal allocation of a fixed amount of
material over a design domain such that the compliance of
the design is minimized when subjected to a load. There are
a few broad approaches to topology optimization including
nodal/element based design variables [12, 101], level sets
[1, 97], and implicit neural representations [108]. In our
work, we follow the solid isotropic material with penaliza-
tion parametrization (SIMP) approach of defining a per ele-
ment occupancy and using a penalizing power-law to scale
stiffness (see [11]).

Unlike the standard topology optimization problem, our
constraint is matching moments of mass rather than having
a fixed quantity of material. Additionally, our objective is
not minimum compliance, we have a continuous spread of
allowed materials rather than one or a few, and furthermore,
we are interested in optimizing over dynamic loads. The
mass moments constraint is a similar problem to Matejka
and Fitzmaurice [65], where the authors construct datasets
of 2D points such that they have the same mean (first mo-
ment), standard deviation (second moment about the mean),
and Pearson’s R value to those of some reference dataset.
They use a simulated annealing optimization scheme to the
new dataset along a target shape. We instead leave our mate-
rial density distribution as an untargeted optimization, tak-
ing any values such that the moments match (see Fig. 2).
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Figure 2. For a given geometry, there can be many mass den-
sity distributions that have identical moments of mass. Above are
three visually different density distributions on a mesh that have
the same total mass, center of mass, and moment of inertia.

2.2. Adversarial Attacks

Our method is inspired by adversarial attacks in machine
learning, where an adversarial input is constructed by caus-
ing small perturbations to a reference. There has been con-
siderable interest for adversarial attacks in various contexts
and applications, including images [33, 52, 63, 69, 90],
videos [46, 49, 58, 59, 99], audio [19, 39, 64, 107], geo-
metric representations of 3D shapes [40, 54, 88], 3D printed
objects that fool classifiers [4, 41], machine learning com-
ponents of industrial control systems [2, 25, 29], and even
control signals in robots [71].

Most relevant to our work is the intersection of physi-
cal inverse design problems and adversarial attacks. To our
knowledge, the only study combining the two fields is Aza-
kami et al. [5], who perform an attack over the shape of
legged robots that are simulated in MuJoCo. These robots
have body components parameterized by their lengths and
thicknesses. The authors use a differential evolution op-
timization scheme to find the parameters that are close to
those of the original robot but induce a failure in the control,
causing them to fall over. However, the parameter changes
may cause the new design to have different centers of mass
and broken symmetries.

In machine learning, adversarial attacks have led to ad-
versarial training, where model robustness is improved by
training on adversarial examples [6, 76]. We think our ad-
versarial rigid objects can similarly be used for improved
validation and training of learned physics simulation and
robotics planning and control methods.

2.3. Simulation

Both rigid body (RBD) and deformable simulation tech-
niques are popular in robotics [62].

2.3.1 Rigid Body Simulation

Dynamic simulation of highly stiff objects is a common task
across several fields. A rigid body is an idealized model,
where the simulated object is treated as infinitely stiff - ex-
ternal stimulus like forces or impulses are propagated al-

most instantaneously across the object eliminating relative
deformations [53]. As a result, rigid body simulators re-
quire only per object rotational and translational degrees of
freedom, rather than requiring degrees of freedom for each
material point in the object to capture deformations. This
multiple orders of magnitude reduction in degrees of free-
dom per object makes the rigid body model extremely per-
formant and useful in a variety of interactive applications.
Its speed also means that rigid body simulators are often
used for simulating highly stiff objects in robotics and are
used in robotics control [32, 48, 75].

Rigid body simulation has been used for modelling multi
object scenes with collision since the late 1980’s [7, 35, 68],
and a comprehensive survey on the topic can be found in
Bender et al. [9]. The most involved process in rigid body
simulation is in the handling of collision and contact. Two
main classes of rigid body simulators have emerged, some
handling contact using penalties or barriers (e.g. [23, 28]),
and others using constraints encoding non-penetration for-
mulated as linear complementarity or velocity-level approx-
imate linear complementarity problems (e.g. [26, 93]).

2.3.2 Deformable Simulation

The simulation of deformable bodies has been extensively
studied both in robotics and in the broader academic com-
munity. We choose to use the finite element method (FEM)
for our deformable simulation, which is used to solve
boundary value problems over potentially intricate domains
by using a discretization into elements (in our case tetrahe-
dra). For a detailed introduction, see [50, 80, 85]. In FEM,
one can choose between different constitutive models for
materials depending on the application - we choose the sta-
ble Neohookean energy [50, 86]. While FEM can be very
accurate and is constantly being improved, it may still be
too slow to be used in certain applications.

2.3.3 Differentiable Simulation

In order to solve the inverse problem using a descent
method, we need to be able to calculate gradients through
the simulation. Differentiable simulation is a powerful tool
for physics based learning and control problems, and has
picked up in prevalence both in the context of rigid bodies
[21, 36, 89, 104] and deformable objects [24, 31,42, 45,61,
77]. We follow the approach taken by Jatavallabhula et al.
[45], where we implement our physics simulator with an
autodifferentiation framework to which we provide manual
derivatives at each timestep.

3. Adversarial Objects

Given a solid reference object 2 C R? and its moments of
mass mgy € Rwg, m; € R3, and my € R3%3, we optimize
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Figure 3. We simulate a star colliding off of the ground and a
wall in a rigid body simulator (blue). From it, we construct an ad-
versarial object (left) that has identical surface geometry and first
three moments of mass, and simulate it in a deformable simulator
(pink). Note that the angular difference between the post-contact
trajectories means separation will grow over time and the effect
can cascade through subsequent contacts.

a material distribution (consisting of Young’s modulus Y,
Poisson’s ratio v, mass density p, and material occupancy
«) to maximally change the trajectories after simulation:

;a/rgmax / ||qadv(tend) - Qref(tend)HQdV (1)
2
st. Y(2) € [YVain, Ymax] V2 €Q (la)
V() € [Viin, Vmax) V& € Q (1b)
p(.’E) € [ minapmax] Vo € Q) (lC)
a(z) €{0,1} VreQ’ (1d)
a(z)=1 Vo e (le)
/ p(x)a(z)dV = mg (1)
Q
/ zp(z)a(z)dV =my (1g)
Q

/Q((JJ -x)I — z2")p(x)a(x)dV =my,  (lh)

where ¢ is the simulation result of the reference object,
(Gadv 1s the simulation result of the adversarial object, q(tend)
represents the final state of the simulation. We delegate de-
tailed discussion on the physical meaning of material prop-
erties (e.g. [22]). Eq. 1(a-c) ensure that material parameters
stay within a specified range of perceptually stiff materi-
als. Eq. 1(d-e) allow changing the internal geometry of the
object while ensuring that the boundary of the domain re-
mains the same. And Eq. 1(f-h) ensure that the moments of
the object are the same. Together, the constraints enforce
our notion of “imperceptible perturbation” to the rigid body
simulator - the object is made of only highly stiff materials
(such that one may reasonably choose to simulate with rigid
body techniques - see Supplemental D), the object has the
same external geometry to the reference (so that it experi-
ences identical contacts), and it has identical moments of

mass (meaning identical response to the reference in rigid
body simulation due to the reduced degrees of freedom).
Typically, a rigid body simulator takes as input the
boundary of the domain 0 as, e.g., a triangle mesh and
the moments as parameters. We choose to discretize our
problem by tetrahedralizing the interior of the input mesh
and treating Y, v, p, and « as per-tetrahedron quantities:

argmax Z Vill 2 (tena) — ¢ (tena)||? (@)

Y, v, p,
s.t. Yi € [Yanin, Yomax] V2 (2a)

Vi € [Vmins Vmax] Vi (2b)

Pi € [Pmin; Pmax] Vi (2¢)

a; €{0,1} VieQ’ (2d)

a; =1 Vied (2e)

Z Vipioi = mg (29

Zpiai /:ch =m (2g)
Zpiozi, /((35

where 7 refers to an individual tetrahedron in €2 (now repre-
sented with a tetrahedral mesh: V', T)).

z)I — 2zT)dV = my, (2h)

3.1. Dealing with the Constraints

While the objective function in Eq. 2 is very simple, dealing
with its constraints requires some care.

3.1.1 Material Constraints

The box constraints from Eq. 2(a-c) are used to ensure that
the adversarial object is made up of physically reasonable,
perceptually rigid materials by setting an allowable range of
Young’s moduli, Poisson’s ratio, and density.

While the material occupancy constraint from Eq 2(d)
is a discrete value of either O or 1, we follow the SIMP
approach of treating it as a continuous variable between
[@tmin, 1] where the optimization drives it towards those end-
points, and then snapping it to the discrete values as a post-
processing step. This allows elements ranging from fully
occupied to unoccupied, while not running into the simu-
lation errors that would arise from 0 occupancy elements
[67]. To satisfy the boundary occupancy constraint from
Eq. 2(e), we simply set the values of « corresponding to
boundary elements to 1, and reduce the o degrees of free-
dom to the interior elements.

We satisfy these constraints by parameterizing the mate-
rials with new per element variables 01y, , o}

r = fparam(9> Lmin, xmax)

1 3)
xmin) + =

9 (xmax + xmin)a

1
=3 tanh (0) (Zmax —
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Figure 4. Our differentiable physics simulator allows us to construct adversarial objects using a first order optimization method.

where z is a stand-in for a material parameter, 6 is its cor-
responding parameterized variable, and x i, and T, are
its minimum and maximum value. Now any value of 6 will
correspond to a material parameter in the allowable range,
and thus implicitly satisfying the constraints while using an
unconstrained optimization over 6 (see Fig 4).

3.1.2 Moments of Mass Constraints

Finding a physically plausible occupancy and mass density
distribution over the object that satisfies the mass moments
constraints from Eq. 2(f-h) is straightforward, and there
are likely many such distributions for given target moments
given the very large number of degrees of freedom com-
pared to the number of constraints.

We can compute the mass moments exactly via quadra-
ture rule, using the element volumes, mass densities p =
fparam (6,,), and material occupancies & = fparam (0o ). Since
the material parameters are constant per element, this ul-
timately means that we can construct a moments of mass
operator S(V,T) € R * ITl that acts on the per element
(effective) density to compute the mass moments with the
quadrature rule. Each row in S corresponds to a different
moment. Then, the adversarial object’s moments are found
as a matrix-vector multiplication:

Mago = S(Oé@p), “)

where © refers to the Hadamard product (and o © p is the
effective density). We choose to enforce Eq. 2(f-h) via soft
constraint.

3.2. Final Optimization Problem

Using the parameterization scheme and soft constraint for-
mulation for the moments of mass, we simplify the opti-

mization problem in Eq. 2:

argmin - — ||qaay (fena) — C]ref(tend)H?w +
9Y79u79p7904 (5)

ﬁ ||]\/fref - Afadv‘|27

which we can be solved using a standard first-order descent
method - we choose ADAM [51] (see Fig 4). We determine
[ experimentally. While the use of soft constraint means
the mass moments of the adversarial object are not guar-
anteed to exactly match those of the reference, appropriate
choice of the coefficient /3 results in very low error (see Sup-
plemental C, Table 1) such that rigid body trajectory differ-
ences will be negligible on the timescales of interest.

3.3. Forward Simulation

Due to the increased stability and the ability to take larger
timesteps, implicit integrators are commonly used for elas-
todynamics simulation. We use BDF-2 due to it’s superior
damping performance in comparison to implicit Euler [27].
Using one of the standard techniques in simulation, we
pose each dynamic step as the solution to a non-linear opti-
mization problem where forces (including contact) are de-
scribed as gradients of continuous potential energy func-
tions (see e.g. [30, 57]). Our hyperelastic constitutive
model is the stable Neohookean energy from Kim and
Eberle [50], and our contact forces are from the smoothly
clamped barrier energy in Li et al. [57]. The “energy” in
each time step is fully differentiable, but to compute the
solution we may require many Newton iterations with line-
search. For an explicit formulation, see Supplemental (A).
It is now clear how the material parameters are incorpo-
rated; the mass matrix M must account for the densities and
occupancies, and the hyperelastic strain energy F'y must ac-
count for the Young’s modulus, Poisson’s ratio, and occu-
pancies. Following the topology optimization literature, we
raise « to the power of 3 when it is used to scale the stiff-
nesses in E'y in order to promote occupancy sparsity [10].
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Figure 5. Our geometrically motivated smoothing operator is used
to smooth an element defined function on an irregular mesh.

From the total energy of the system, we can can analyti-
cally calculate its gradient and Hessian (which we project to
be positive definite), and run a Newton solve to convergence
at each timestep until the end of the simulation.

3.4. Simulation Gradients

Our optimization problem is now well posed, but simply
backpropagating through the nested loops over timestep and
Newton iterations is untenable. Like much of the inverse
design community, we instead leverage the Adjoint Method
(summarized in [66]), which is used to differentiate through
constrained optimization problems of the form:

argmin f(q, 0)
0

s.t. g(q,0) =0,

where g is the state, 0 is the design parameters to optimize,
f(g,0) is the cost function, g(g, ) is the constraint. Then,
the gradient can be calculated as:

df _of _(of (99" 99 ;
do 90 dq (8q> 20 @
By using the Adjoint method to provide the derivatives
for each timestep, we can avoid the massive performance hit
of using auto-differentiation through Newton solves while
still taking advantage of the convenience afforded by auto-
differentiation frameworks [45]. The optimization problem
from the forward simulation is implicitly in the form of the
adjoint problem:

(6)

qi+1 = argming E(q,0) s.t. G(g,0) =0,

where E is the minimization objective and G its gradient

( 625 -). See Supplemental (B) for implementation details.

3.4.1 Gradient Smoothing

One limitation of nodal/element based topology optimiza-
tion is the existence of the so-called non-physical “checker-
board patterns” where the optimized material occupancies

occupancy without smoothing

using our gradient smoothing

Figure 6. Using our geometrically motivated smoothing operator
on the material occupancy gradients of this adversarial cube, we
can avoid the checkerboarding artifacts that otherwise appear.

are allocated such that patches are connected only at the
element corners due to mesh connectivity. The standard ap-
proaches to avoid this is to use gradient smoothing, gener-
ally referred to in topology optimization as applying a “filter
function” [14]. In topology optimization, the design domain
is usually discretized as a regular grid, and the filter func-
tions are typically hat functions centered at each element.
As we encounter irregular meshes, we instead use a more
geometrically motivated mesh Laplacian based smoothing
proposed by Jacobson [43]. The standard cotangent Lapla-
cian L acts on vertex valued functions while our occu-
pancy is per element. So, we instead first construct the
false barycentric subdivision of the mesh so that the orig-
inal elements have corresponding vertices. We can then ap-
ply Laplacian blurring using this subdivided mesh, and use
a matrix N = [0 I], to transfer per element values to the
barycenter vertices. Thus, we blur a per element input ¢ as:

6=NT(M—~L)"'NAS, (8)

where L is the subdivided mesh Laplacian, and M a modi-
fied mass matrix for the subdivided mesh, with the barycen-
ter vertices having an area of the original mesh elements
and all other vertices having area of 0 (see Fig. 5). This
smoothing operator is also conservative - it will preserve
the volume weighted integral of the input function.

We apply this smoothing method on the gradient of
the material occupancies (,,) to avoid the aforementioned
checkerboarding artifacts (see Fig. 6). The smoothing ma-
trix from Eq. 8 is of size |T'| x |T'|, while the 6, is of size
|T |interior» SO We use selection matrices to apply it.

3.5. Postprocessing

In SIMP, raising « to the power of 3 will drive the occu-
pancies towards extremes by penalizing intermediary val-
ues - the effective volume is proportional to « but the effec-
tive stiffness is less than proportional (see Bendsge and Sig-
mund [10] for a derivation and in depth discussion). How-
ever, this is not enough to guarantee no intermediate occu-
pancy values. Therefore, as a post-processing step after the
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Figure 7. Starting with a reference bunny (blue) which has a trajectory going into a bin, we construct an adversarial bunny (pink). A greater
portion of the kinetic energy in the adversarial case is rotational, causing it to travel less distance and instead bounce off the rim of the bin.

materials are determined, we sharpen the occupancies by
rounding « so that its elements are either 0 or 1. We then
have an optimization to ensure the mass moments constraint
is still satisfied:

argmin || Mrr — Maa| 2, ©)
o
which we solve by running gradient descent starting with
our previously found 6,,.

4. Implementation and Experiments

We implement our simulation in PYTHON, using PYTORCH
[72] as our autodifferentiation framework. We use the
sparse direct solver CHOLESPY [70] for all of our linear
system solves. We use LIBIGL [44] for all necessary geom-
etry processing, and BLENDER and POLYSCOPE [84] for
visualization. Our simulations are run with a timestep of
0.01 seconds, and an IPC barrier distance of 103 unless
stated otherwise. We run all of our experiments on CPU on
22021 M1 Macbook Pro. We demonstrate the power of our
method by conducting black box attacks, where our rigid
reference objects are simulated in BULLET [20], and adver-
sarial objects are constructed using our custom simulator
and demonstrated on POLYFEM [83].

Unless noted otherwise, we use following bounds on
material parameters for all examples. The Young’s mod-
ulus is allowed to range from 2.5 GPa to 650 GPa which
corresponds respectively to ABS plastic and tungsten car-
bide. The Poisson’s ratio is allowed to range from 0.2 to 0.4
which corresponds to most metals and plastics. The mass
density is allowed to range from 0.8 g/cc to 11.3 g/cc, which
corresponds respectively to PMP plastic and lead.

We find that due to the chaotic nature of contact, it is
possible to successfully create adversarial results even with
very simple object and contact geometries. In Fig. 1,
we construct an adversarial ball from just the first contact
off the backboard, and the resulting trajectory difference
is greatly amplified by the subsequent contacts off the rim.
Similarly, in Fig. 7, we construct an adversarial bunny from
the first collision off the ground, such that it has a differ-
ent center of mass trajectory than its reference, with more
energy being stored in rotational kinetic energy. This tra-
jectory difference is sufficient for the bunny to bounce off
the rim of a bin rather than fall into it. In Fig. 3, we have
a more complex geometry, with a star bouncing off of two
perpendicular planes. In this case, our optimized optimiza-
tion includes contact off of both planes. The star example
is run with a timestep of 1/30 seconds, and the minimum
Young’s modulus is raised to 5GPa. Due to the thin shape of
the star, we only optimize the Young’s modulus, Poisson’s
ratio, and density, leaving the material occupancy fixed.

In Fig. 8, we show a more complex scenario with a cube
striking a stack of three other cubes with a timestep of 1e-3
seconds. Using reference blocks, the stack remains upright
post collision, while with adversarial blocks, it falls over.
The adversarial cube is created from planar impacts from
above and below. Even though our deformable simulation
is frictionless, these adversarial cubes are successful at at-
tacking a simulator with a friction coefficient of 0.4.

Thus far, all examples have been undirected attacks. In
Fig. 9, we change our cost function to demonstrate a di-
rected attack, where an adversarial bat is constructed specif-
ically so that the trajectory of the struck ball is as close to
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Figure 8. Here, we simulate a collision between a block and a
stack of blocks. In the reference blocks (left), the stack is left intact
after the collision. Using adversarial blocks (right), the stack falls
down.

the center as possible causing a significant angular deviation
from the reference.

For all of these examples, the comparison of their mo-
ments of mass and that of the corresponding reference ob-
ject is given in Table | of Supplemental C. For all reference
objects, we determine moments by using a constant mass
density of 2.5g/cc. We provide further experimental details
in the Supplemental, as well as baseline comparisons with
simulations of stiff uniform material objects.

5. Conclusion and Future Work

In this paper we introduce the adversarial setting of rigid
body simulators, and present a method of constructing per-
ceptually rigid adversarial objects that will behave identi-
cally to a reference object in a rigid body simulation but
maximally different in deformable simulations. We do so
by implementing a differentiable deformable simulator, and
defining a cost function that encodes both the difference in
the trajectories of the adversarial and reference object as
well as the first three moments of mass. We then minimize
this cost using the ADAM algorithm. We have shown over
several examples that there can be significant deviations in
the trajectories even through simple contact. While it is un-
known how common these adversarial objects can acciden-
tally occur or how hard physical adversarial objects would
be to manufacture, knowing that they can happen at all is in-
teresting and important in consideration of rigid body sim-
ulation tools being used in safety critical applications (e.g.
robotics control in industrial settings).

The primary limitation of our method is that the ma-
terials parameters are allowed to continuously span some
range. This means that even though the material parameters
individually are in reasonable ranges, there is no guaran-
tee that a constructed material will actually exist. In the
future, it would be interesting to incorporate a materials li-
brary that can be populated with real world materials. By
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Figure 9. We construct an adversarial bat that aims to get the tra-
jectory of the struck ball as close as possible towards the center
(i.e. x = 0).

our choice of hyperelastic constitutive model, we are lim-
ited to isotropic materials. One direction of future work
could be to investigate if we can cause even greater trajec-
tory differences by allowing anisotropic materials or multi-
scale modelling, where even microstructures are considered
in the optimization. Another limitation is that our method
can occasionally result in disconnected pieces after round-
ing occupancies, which we currently fix as a postprocess
(via steiner_tree [34]). We leave more sophisticated
topological postprocesses (e.g., [18]) or reparameterizations
(e.g., [98]) as future work. Our method currently considers
a fully deterministic setting and a single trajectory. It would
be interesting to study the construction and performance of
adversarial objects in a stochastic setting.

Having identified a deficiency in current simulation tech-
niques, it is interesting to consider how they can be im-
proved. An immediate first approach could be using our
adversarial objects to improve robustness of learned physics
models through adversarial training. More broadly, stiff dy-
namics simulation is typically seen as a dichotomy between
fast rigid body simulation, and very slow deformable simu-
lation. In computer graphics and animation, there has been
research in between those regimes, for example, elastody-
namics modelling via adding visual effects to augment rigid
body simulation (e.g. [8]). Our work suggests there could
be value in studying more accurate methods for stiff mate-
rials. Recent work in this area includes Wang et al. [96],
who incorporate spatially varying coefficient of restitution
to rigid body simulation. Interesting future work in simula-
tion could be to incorporate our adversarial objects to evalu-
ate methods in this area of research with the ultimate goal of
sufficiently performant and accurate simulation techniques
for stiff objects that can be used in the current robotics and
machine learning pipelines.

We hope that our work encourages members of the
machine learning and robotics community to inves-
tigate whether their rigid body simulations are suffi-
ciently accurate for their needs and further consider
what steps can be taken to improve simulator robustness.
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