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ABSTRACT

Model inversion attacks (MIAs) seriously threaten privacy by querying models
to generate synthetic images that expose features of private training data. These
attacks target deep neural networks used in sensitive fields like user authentica-
tion. Previous MIA methods based on generative adversarial networks have been
proven to be effective, and there are preliminary studies exploring the potential of
diffusion models in this field. In this work, we further investigated the feasibility
of applying large-scale text to-image latent diffusion models (LDMs) to MIA. To
overcome challenges of high training costs from scratch and the complexity of
conditional encoding, we propose a novel method that fine-tunes an LDM via an
adapter network. Our MI-ControlNet framework integrates probability distribu-
tions into the attention module to guide latent space generation. We also train a
surrogate model through knowledge transfer and integrated identity loss into the
training process of MI-ControlNet, thus establishing a new training paradigm. Ex-
periments on various models and datasets have shown that our method achieves
excellent performance in black-box MIAs. Code will be made available following
the review process.

1 INTRODUCTION

Deep neural networks (DNNs) have been widely applied in multiple key fields, which typically
involve highly sensitive private data such as medical images and facial images (Li et al., 2021).
Although it is widely believed that the knowledge learned by DNNs from training data is securely
encoded in model weights, effectively protecting data privacy, this is not entirely the case. Recent
studies have shown that trained models may leak critical information and even unintentionally pro-
vide opportunities for privacy attacks by malicious actors (Rigaki & Garcı́a, 2020; Song & Namiot,
2022). One major threat is model inversion attacks (MIAs), which reverse engineer sensitive train-
ing data through model access. For instance, if an attacker successfully attacks a facial recognition
model, the user’s facial information may be leaked.

Model inversion attacks are classified into white-box (Zhang et al., 2020; Chen et al., 2021; Struppek
et al., 2022; Yuan et al., 2023), black-box (An et al., 2022; Han et al., 2023), and label-only attacks
(Kahla et al., 2022; Nguyen et al., 2024; Liu et al., 2024). White-box attacks assume that the attacker
has full access to the target model’s architecture and parameters. Black-box attacks, on the other
hand, rely solely on the model’s input-output interactions, where attackers infer training data by
examining input data and output predictions. Label-only attacks, the most challenging yet applicable
in real-world scenarios, grant attackers access only to the model’s output labels.

Most existing MIAs leverage generative adversarial networks (GANs) (Radford et al., 2016; Good-
fellow et al., 2017), which enhance the effectiveness of attacks by manipulating latent space rather
than directly processing pixel space. Recently, LO-CDM (Liu et al., 2024) proposed for the first
time a label-only MIA method based on diffusion models (DMs) (Ho et al., 2020), demonstrating
the potential application of DMs in the field of MIA. However, this method requires training the DM
from scratch and faces the challenge of high computational resources and time costs.

Inspired by (Lin et al., 2023), we have noticed that adapter based fine-tuning methods have success-
fully applied large-scale text-to-image latent diffusion models (LDMs) (Rombach et al., 2022) in
the field of blind image denoising. We have keenly observed that through similar fine-tuning strate-
gies, pre-trained LDMs can be efficiently adapted to MIA tasks. We reformulate the MIA task as a
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conditional image generation task, using the target model’s output probabilities or predicted labels
as conditional signals. The LDM offers inherent advantages: its compact latent space efficiently
captures and manipulates sensitive features, while built-in conditioning mechanisms (e.g., cross-
attention) enable flexible integration of class-wise information. By fine-tuning a pre-trained LDM
via an adapter network (Zhang et al., 2023), only a small number of external parameters are opti-
mized with the backbone fixed, allowing the model to adapt to probability-conditioned generation
at low training cost. In contrast to LO-CDM (Liu et al., 2024), which trains a diffusion model from
scratch in pixel space, this method efficiently optimizes pre-trained LDM by introducing an adapter
network (Zhang et al., 2023), achieving effective alignment between target features and conditions
while maintaining model performance.

Regarding the adapter network, ControlNet (Zhang et al., 2023) is a common architecture origi-
nally designed for tasks such as image restoration (Lin et al., 2023; Han et al., 2024), where it is
conditioned on image input and trained on paired datasets. However, for MIAs, the conditioning
information is no longer visual data but rather the model’s output labels or class probability distribu-
tions. To address this, we propose a novel conditional fusion strategy, termed MI-ControlNet, which
embeds probability distributions directly into ControlNet’s attention module. Specifically, instead
of employing conventional feature concatenation, we embed class probability information into the
attention computation, enabling the network to dynamically modulate attention weights based on se-
mantic class guidance. Furthermore, to further improve the effectiveness of the attack, we introduce
an identity loss in the MI-ControlNet training process based on a substitute model, thus designing a
new training paradigm adapted for MIA tasks. The main contributions of this paper include:

• We are the first to propose an innovative method that leverages an adapter network to con-
trol the LDM for the task of MIAs.

• We design MI-ControlNet, which incorporates a novel conditional setting by embedding
probability information into the attention module.

• We integrate identity loss based on substitute model into the training process of MI-
ControlNet, thereby establishing a novel training paradigm in the black-box setting.

• We demonstrate our method’s effectiveness on four models and dataset configurations. Ab-
lation studies confirm the importance of each module, and our approach shows superior
performance compared to existing methods in black-box attacks.

2 RELATED WORK

MIAs were first introduced by (Fredrikson et al., 2014) for attacking linear regression models and
(Fredrikson et al., 2015) proposed a gradient descent-based algorithm to attack shallow networks.
Subsequently, MIAs leverage the training of image prior models, such as GANs (Goodfellow et al.,
2017), to generate feedback images and optimize the latent vectors. Based on the type of attack,
access to the target model can be categorized into white-box, black-box, and label-only MIAs.

White-Box MIAs. The work presented in (Zhang et al., 2020) first introduced the use of GANs
to address MIAs by optimizing the latent vector fed into the GAN instead of pixel-level optimiza-
tion, thereby avoiding the generation of meaningless images and laying the foundation for further
advancements in the field. (Chen et al., 2021) introduced a specialized GAN training method, where
the output of the target model is used to assist in training a knowledge-rich generator during the
second stage of the attack. Building on (Chen et al., 2021), (Yuan et al., 2023) proposed the use
of conditional GANs (Wang et al., 2018) to replace traditional GANs, thereby avoiding class con-
fusion. Additionally, (Nguyen et al., 2023) suggested that model enhancement techniques, such as
ensemble methods, can significantly improve the success rate of attacks. In white-box attacks, both
(Wang et al., 2021a) and (Struppek et al., 2022) employed StyleGAN (Karras et al., 2020) for high-
resolution inversion; (Wang et al., 2021a) demonstrated that StyleGAN produces more effective
attack results compared to traditional DCGANs (Radford et al., 2016), while (Struppek et al., 2022)
proposed a novel method for high-resolution model inversion across different data distributions.

Black-Box MIAs. The work in (An et al., 2022) introduced a black-box attack method based on
StyleGAN, utilizing the classical genetic algorithm (Das & Suganthan, 2011) for optimization, and
explored the attack effectiveness in different latent spaces of StyleGAN. RLB-MI (Han et al., 2023)
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Figure 1: Overview of our proposed method. CLDM: Controllable image generation by controlling
LDM through MI-ControlNet. The framework incorporates several contributions: 1) We are the first
to propose a method that leverages an adapter network to control LDM of black-box MIAs. 2) We
introduce MI-ControlNet, which conditions the attention module by embedding class probability
information instead of using the concatenation of the condition cp and the noisy latent zt at time t
as input. 3) We incorporate identity loss based on a substitute model into the training process of
MI-ControlNet, thereby establishing a novel training paradigm under the black-box setting.

proposed an optimization method using reinforcement learning, where the loss function is con-
structed in alignment with the concept of max-margin loss. The method in (Ye et al., 2023) learns
the mapping between y and the StyleGAN w space through training, then uses an inversion network
to generate seeds optimized by the genetic algorithm (Das & Suganthan, 2011).

Label-Only MIAs. In the field of label-only attacks, (Kahla et al., 2022) proposed an algorithm
called Boundary Repulsion Model Inversion, which moves toward the target class center by evalu-
ating the model’s response to the predicted labels. Subsequently, (Nguyen et al., 2024) introduced a
method that trains a substitute model through knowledge transfer, marking the first attack strategy in
a label-only setting to adopt the concept of knowledge transfer. LO-CDM (Liu et al., 2024) proposed
a method based on DDPM (Ho et al., 2020), where a Diffusion Model is trained by integrating time
step embeddings with class label embeddings to conduct MIAs.

3 BACKGROUND

Diffusion Models. Diffusion models represent a class of generative probabilistic models designed
to approximate the underlying data distribution p(x) by iteratively denoising samples perturbed by
Gaussian noise. In the realm of image synthesis, the most effective models rely on reweighted
variations of the variational lower bound (VLB) (Dhariwal & Nichol, 2021), closely aligned with
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denoising score matching techniques (Song et al., 2020). These models can be framed as a series of
denoisers, ϵθ(xt, t), each trained to predict the clean data from its noisy counterpart xt, where xt is a
perturbed version of the original input x0, with t uniformly sampled from {1, 2, 3, . . . , T − 1, T}.
The relationship between xt and x0 is given by:

xt =
√
αtx0 +

√
1− αtϵ (1)

where αt = 1 − βt, and αt =
∏t

s=1 αs, x0 represents the original data, and ϵ ∼ N (0, 1) is
Gaussian noise. βt is a parameter that controls the amount of noise added at each time step during
the diffusion process, typically chosen to be small for stable training. Incorporating this formulation
into the model’s objective function leads to the following loss (Ho et al., 2020):

Ldm = Ext,ϵ,t

[
∥ϵ− ϵθ(xt, t)∥2

]
(2)

This objective facilitates the model’s capacity to recover the clean data through iterative denoising.

Class-Conditional Diffusion Models. Conditional diffusion models can be categorized into two
types: classifier-guidance (Dhariwal & Nichol, 2021) and classifier-free guidance (Ho & Salimans,
2022). LO-CDM (Liu et al., 2024) falls under the classifier-free category and is built upon DDPM
(Ho et al., 2020), where the diffusion model is trained by fusing the time step embedding and the
class label embedding. The loss function is modified as follows (Liu et al., 2024):

Ldm = Ext,ϵ,t,y

[
∥ϵ− ϵθ(xt, t+ y)∥2

]
(3)

Here, the denoiser ϵθ not only relies on the noisy input xt and time step t, but also on the class
label y. By embedding class information into the time step t, the model gains the ability to steer
the generation towards specific class-conditioned features, thereby achieving more accurate control
over the class attributes during image generation.

4 METHODOLOGY

In this section, we systematically introduce the method proposed in this paper, namely the Control
Latent Diffusion Model for Model Inversion Attacks (CLD-MI).

4.1 PROBLEM FORMULATION

Attacker’s Goal. The objective of MIAs is to reconstruct representative data for a specific class y
from a target model T , which has been trained on a private dataset. The target model T : x → [0, 1]K

maps an input image x ∈ Rd to a label, where K represents the number of classes.

Attacker’s Knowledge. In the black-box setting, the attacker can only query the model using input
data of their choice and obtain the corresponding soft labels as output. Additionally, the attacker has
knowledge of the target model’s purpose. Previous researchs (Struppek et al., 2022; Han et al., 2023;
Liu et al., 2024) have shown that information about the task performed by the model or service is
typically available or can be inferred from the output classes. Leveraging this task knowledge, the
attacker can also access relevant public datasets for the given task.

Method Overview. Our method consists of two phases overall. Training Phase: Public data is
first encoded by the VAE encoder E , producing a latent representation z0. Gaussian noise is then
added to z0, resulting in a noisy latent representation zt, which is input into both MI-ControlNet
and the U-Net (Rombach et al., 2022). MI-ControlNet receives conditional inputs from the target
model’s output, processed through an embedding layer, and uses these to guide its attention module.
Meanwhile, the U-Net predicts the added noise, optimized using MSE loss to ensure image quality.
Additionally, an identity loss based on the substitute model is introduced to ensure that the generated
images accurately match the target class, enhancing the overall effectiveness of this method. Here,
we freeze the U-Net parameters but keep trainable the parameters of both MI-ControlNet and the
conditional encoding layer. Inference Attack Phase: A one-hot vector representing the attack class
as the condition to generate the attack results. Following the strategy in (Struppek et al., 2022), we
adopt a selection transformation method, to select the output with the highest confidence score from
the generated results. Our method is summarised in Figure 1.
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RLB-MI

LO-CDM

CLD-MI
(Ours)

Real

Figure 2: Visualization of the attack with Dpub = FFHQ, Dpri = CelebA, T = ResNet-18, and S
= ResNet-34. The left column represents different methods, while the bottom row illustrates the
results obtained by our proposed method.

4.2 LATENT DIFFUSION MODEL

Our approach builds upon the large-scale pretrained text-to-image LDM. To ensure higher efficiency
and stable training, LDM pretrains an autoencoder that encodes an image x into its latent space
representation z via the encoder E , and subsequently reconstructs the image through the decoder D.
Both the diffusion and denoising processes occur within the latent space. During diffusion, Gaussian
noise with variance βt ∈ (0, 1) is added to the latent variable z = E(x) at time step t, yielding a
noisy latent representation. This process is governed by the following equation:

zt =
√
ᾱtz0 +

√
1− ᾱtϵ (4)

where ϵ ∼ N (0, I), αt = 1−βt, and ᾱt =
∏t

s=1 αs. As t increases, the latent variable zt gradually
approaches a standard Gaussian distribution. The network ϵθ is trained to predict the noise ϵ at a
randomly chosen time step t, attention conditioned on c (e.g., text prompts). The objective function
for optimizing the latent diffusion model is formulated as:

Lldm = Ezt,c,t,ϵ

[
∥ϵ− ϵθ(zt, c, t)∥2

]
(5)

where z = E(x), x and c come from the dataset, t is randomly sampled from a uniform distribution,
and ϵ is drawn from a standard normal distribution.

4.3 TAMING LDM FOR MIAS

In MIAs, (Chen et al., 2021; Han et al., 2023) marks the training data of the target model T as
private data (Dpri) and the data for training the prior model as public data (Dpub). Given public data
samples x ∼ Dpub, we obtain target model predictions y = T (x) and leverage a pre-trained LDM
as the image prior. The process mainly consists of the following three key aspects:

Conditional Encoding. We encode the condition as p = Softmax(T (x)). To enhance the control
effect of the condition, p is projected through an embedding layer to yield a latent condition repre-
sentation cp = Embedding(p). This representation is then integrated into MI-ControlNet to guide
generation, with the embedding layer treated as a learnable component. Unlike (Zhang et al., 2023;
Lin et al., 2023), the condition is applied within the attention module rather than being concatenated
with zt (noise-added z0) as input to ControlNet. In traditional ControlNet, the condition is typically
an image (e.g., using a low-quality image to fine-tune the LDM for high-quality image reconstruc-
tion). But in MIA scenarios, our condition is class information, which is more effectively applied
within the attention module. We named this network MI-ControlNet.

MI-ControlNet. Following the ControlNet (Zhang et al., 2023) and construct a trainable copy of the
pre-trained U-Net encoder and intermediate block, denoted as Mcond. MI-ControlNet is composed
of Mcond, zero convolution layers, and an embedding layer. The intermediate block receives condi-
tional information and outputs control signals. By directly copying the weights instead of random
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Dpub → Dpri Method Acc@1 ↑ Acc@5 ↑ δface ↓ FID ↓

CelebA → CelebA
LO-CDM 31.24% 62.31% 0.9013 79.28
RLB-MI 72.32% 88.36% 0.7429 59.65
CLD-MI 88.73% 98.29% 0.6303 49.76

FFHQ → CelebA
LO-CDM 24.35% 51.29% 0.8625 84.35
RLB-MI 41.28% 74.28% 0.8231 79.69
CLD-MI 78.23% 93.22% 0.7044 68.67

FFHQ → FaceScrub
LO-CDM 26.32% 51.25% 0.8312 89.32
RLB-MI 40.58% 71.26% 0.8013 86.35
CLD-MI 93.86% 99.61% 0.7068 73.26

CelebA → FaceScrub
LO-CDM 59.32% 75.32% 0.7869 70.23
RLB-MI 73.25% 91.28% 0.7536 65.21
CLD-MI 96.81% 100.00% 0.6962 50.98

Table 1: Comparison of different MIA methods using T = ResNet-18 trained on various datasets,
with S = ResNet-34. CLD-MI (Ours) outperforms other methods in all metrics.

Dpub → Dpri Architecture Acc@1 ↑ Acc@5 ↑ δface ↓ FID ↓

CelebA → CelebA
ResNeSt-101 87.71% 97.27% 0.6234 50.45
ResNet-152 85.83% 98.07% 0.6337 51.18
DenseNet-169 86.80% 97.20% 0.6588 50.38

FFHQ → CelebA
ResNeSt-101 77.23% 92.62% 0.7178 71.45
ResNet-152 76.88% 89.29% 0.7354 73.67
DenseNet-169 78.01% 90.84% 0.7377 72.16

FFHQ → FaceScrub
ResNeSt-101 93.26% 99.73% 0.7145 74.75
ResNet-152 92.21% 99.41% 0.7016 75.59
DenseNet-169 93.02% 99.60% 0.7223 74.32

CelebA → FaceScrub
ResNeSt-101 95.22% 100.00% 0.7288 49.71
ResNet-152 94.43% 99.20% 0.7367 50.21
DenseNet-169 94.20% 99.42% 0.7564 51.14

Table 2: Comparison of architectures across different settings with Acc@1, Acc@5, δface, and FID.

initialization, we provide a strong weight initialization for Mcond. Additionally, the first layer of
Mcond is initialized to zero to prevent gradient vanishing caused by random noise during the early
stages of training (Lin et al., 2023). For the conditional design of the attention module, we input
cp, which encodes the class probability corresponding to the image. Diverging from conventional
ControlNet’s multi-scale feature modulation of frozen U-Net denoiser, MI-ControlNet implements
zero-initialized convolutions as exclusive skip connections to the U-Net denoiser, ensuring superior
training stability. During training, all parameters of MI-ControlNet are updatable. Specifically, we
aim to minimize the following latent diffusion objective function:

Lmse = Ezt,cp,t

[
∥ϵ− ϵθ(

√
ᾱtz0 +

√
1− ᾱtϵ, cp, t)∥2

]
(6)

Here, cp is the class probability condition input to the attention module.

Identity Loss. To accelerate the MI-ControlNet’s convergence and enhance attack effectiveness, we
introduce an identity loss. Obtain the clean latent vector ẑ0 from the predicted noise ϵt at time t:

ϵt = ϵθ(zt, cp, t), ẑ0 =
zt −

√
1− ᾱtϵt√
ᾱt

(7)

In this step, we aim to guide D(ẑ0) to learn in the direction that maximizes the probability of
outputting the target class y. However, since the target model’s weights are inaccessible in black-box
scenarios, we transfer knowledge from the target model to the substitute model using public data to
solve the gradient propagation problem (Nguyen et al., 2024). Hence, we define the identity loss
based on the substitute model as follows:

Liden = LMM (S(D(ẑ0)), y) (8)
where MM denotes the max-margin loss (Yuan et al., 2023), S represents the substitute model. MM
loss is defined as:

LMM = −py(x) + max
j ̸=y

pj(x) (9)

where py(x) denotes the confidence score for target class y. max
j ̸=y

pj(x) denotes the maximum

confidence score for all classes except target class. K is the total number of classes. Complete loss
for training MI-ControlNet is given by:

Lall = Lmse + αLiden (10)
where α is the weight factor, set to 0.025. After training MI-ControlNet, we set the corresponding
one-hot vector for class y. Then, we obtain the corresponding conditions cp through the embedding
layer and input these conditions into MI-ControlNet to achieve the desired inference results.
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Dpub → Dpri Architecture Acc@1 ↑ Acc@5 ↑ δface ↓ FID ↓

CelebA → FaceScrub
ResNet-34 96.81% 100.00% 0.6962 50.98
EfficientNet-B2 92.49% 99.41% 0.7209 52.41
DenseNet-161 93.27% 99.83% 0.7307 51.44

Table 3: Ablation study results under different substitute model architectures, with T = ResNet-18.

Dpub → Dpri Loss Setting Acc@1 ↑ Acc@5 ↑ δface ↓ FID ↓

CelebA → CelebA

LCE w/ Prob Emb 62.45% 78.38% 0.8518 62.12

LMM

w/o Emb 00.13% 00.31% 1.3381 67.98

w/ Label Emb 76.62% 94.37% 0.7212 58.02

w/o Selection Strategy 75.75% 95.55% 0.6791 55.73

w/ Prob Emb 85.83% 98.07% 0.6337 51.18

Table 4: Ablation study results across three modules: the conditional module, identity loss, and
selection strategy, with T = ResNet-152 and S = ResNet-34.

4.4 SELECTION STRATEGY

After obtaining multiple attack results from multi-round inference, we aim to select the images
that best reflect the characteristics of the target model’s Dpri. Following previous work (Struppek
et al., 2022; Liu et al., 2024), we apply a transformation selection strategy to the inferred images to
compute the expected confidence scores after transformation, as detailed in the following formula:

E [T (M(D(z)))y ] ≈ 1

N

N∑
i=1

T (M(D(z)))y (11)

For the calculation of expectations, we employ a Monte Carlo method for estimation, where M
represents the transformation operation.

5 EXPERIMENTS

5.1 EXPERIMENTAL SETTING

Datasets. We evaluate our method on classifiers trained with two representative face datasets:
CelebA (Liu et al., 2015) and FaceScrub (Ng & Winkler, 2014). Following previous work (Strup-
pek et al., 2022), CelebA was divided into private and public datasets, with the former used to train
the target and evaluation models, and the latter for surrogate model and MI-ControlNet training.
To evaluate the performance of our method under the distribution shift scenario between private
and public datasets, we conducted experiments using the Flickr Faces HQ Dataset (FFHQ) (Karras
et al., 2019) as the public dataset. Furthermore, we use CelebA as public dataset to attack models
trained on Facescrub to further simulate distribution shift scenario. The private and public datasets
are completely disjoint. For more information on the datasets, please refer to the Appendix.

Models. We conduct our attacks on several widely used network architectures to ensure fair com-
parisons. Following previous work (Struppek et al., 2022), we experiment with four target model
architectures: ResNet-18, ResNet-152 (He et al., 2016), ResNeSt-101 (Zhang et al., 2022) and
DenseNet-169 (Huang et al., 2017). The evaluation model adopts Inception-V3 (Szegedy et al.,
2016). We tried various substitute model, including ResNet-34 (He et al., 2016), EfficientNet-B2
(Tan & Le, 2019), and DenseNet-161 (Huang et al., 2017), and ultimately chose ResNet-34.

MI-ControlNet is built on the ControlNet (Zhang et al., 2023), integrating embedding layer and zero
convolutional layers. Compared with the original ControlNet architecture, we achieved architec-
ture simplification by reducing the number of residual blocks at each resolution level. The main
architecture parameters of MI-ControlNet were initialized with pre-trained encoder parameters of
Stable Diffusion v2.1 (Rombach et al., 2022). Meanwhile, the zero convolutional layers adopts a
zero weight initialization strategy to ensure training stability (Lin et al., 2023), while the embedding
layer was implemented using PyTorch’s standard embedding function and randomly initialized with
parameters. More details for both the classifiers and MI-ControlNet are provided in Appendix.

Evaluation Metrics. Following previous work (Struppek et al., 2022; Han et al., 2023), we used
several evaluation metrics to assess the performance of our method. Attack Accuracy (Acc@1,

7
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(a) δface (b) FID (c) Alpha (d) Steps

Figure 3: The figure illustrates: (a) the variation of δface with respect to different α values, (b)
the changes in FID as α varies, (c) the attack success rate across varying α values, and (d) the
relationship between accuracy and the number of steps.

w/o Emb w/ Prob Emb  w/ Label Emb  w/ Prob Emb w/o Selection Strategy 

Real LCELMM

Figure 4: The visualization of ablation results. The leftmost column displays ground truth images,
with subsequent columns showing ablation results under different settings.

Acc@5): The evaluation model inception-v3, trained on public datasets was used to predict the
labels of attack results generated by target class conditional guidance and report Top-1 and Top-5
attack accuracy. Mean Shortest Feature Distance (δface): Computed the shortest feature distance
between the generated image of each target class and any training data in that class, with the average
distance denoted as δface. These distances were measured by calculating the l2 norm squared of
the activation in the penultimate layer of a pre-trained FaceNet model (Schroff et al., 2015). Lower
values indicate attack results that are visually closer to the training data. Fréchet Inception Distance
(FID) (Heusel et al., 2017): FID quantifies feature-space similarity between target training data and
attack results. The feature vectors were extracted using an inception-v3 model trained on ImageNet
(Deng et al., 2009). A lower FID score indicates greater similarity between the two datasets.

5.2 EXPERIMENTAL RESULTS

Comparison with Previous MIA Methods. We conducted a comprehensive performance com-
parison of our method with RLB-MI (Han et al., 2023) and LO-CDM (Liu et al., 2024). RLB-MI
is a black-box MIA method based on reinforcement learning, with an original attack resolution of
64 × 64. Following the methodology outlined in (Struppek et al., 2022), we upgraded the GAN
architecture of RLB-MI to support a higher resolution of 256× 256 for fair comparison. LO-CDM
is the first diffusion model-based method for the label-only scenario. Since the LO-CDM’s code is
not publicly available, we strictly followed the method proposed in the paper for implementation.
Specifically, we utilised the Dpub and incorporated class information at each timestep to train a
DDPM model(Ho et al., 2020). To ensure fair comparison, we incorporate probability output rather
than class label at each time step. It is worth noting that training a DDPM using the LO-CDM
method is estimated to take approximately one week, whereas our method requires only 16 hours.
Please refer to the Appendix for a detailed comparison of resource consumption.

We present a comparative analysis of various MIA methods across four data distribution settings.
Our method consistently outperforms RLB-MI and LO-CDM across all metrics (Table 1), indicat-
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ing its superior performance in terms of reconstruction accuracy and visual quality. These results
suggest that CLD-MI effectively adapts to diverse data distributions, leading to more reliable and
realistic outputs. The visualization results are shown in Figure 2, where we provide real samples
alongside the attack images generated by the MIA methods. It can be seen that our method performs
excellently in terms of fidelity.

Extended Evaluation. Table 2 shows the evaluation results of different datasets and target model
architectures. The results show that our method achieves the highest Acc@1 across most settings on
ResNeSt-101, especially reaching 95.22% in Celeba → Facescrub, Meanwhile, our method also
demonstrates competitive performance on other architectures, but exhibits volatility in δface and
FID. In FFHQ → CelebA, our method’s performance decreased across all architectures, especially
for ResNet-152, where Acc@1 dropped to 76.88%. Since the large number of target class (1000)
in DCelebA

pri and the number of DFFHQ
pub is small, the attack model converges slows down, resulting in

a decrease in accuracy. In contrast, DFaceScrub
pri has only 530 classes, making the number of DFFHQ

pub
relatively sufficient, thereby achieving better performance.

5.3 ABLATION STUDY

We conducted comprehensive ablation experiments on our method (CLD-MI) to assess the impact
of the following four key factors on the attack performance of the method.

Substitute Model Architecture Selection. We adopt the knowledge transfer strategy to train
a white-box surrogate model to solve the issue of gradient backpropagation failure during MI-
ControlNet training caused by the inaccessibility of target model parameters in the black-box sce-
nario. As shown in Table 3, the choice of surrogate model architecture have no substantial impact
on the attack efficacy, with ResNet-34 exhibiting a slight performance improvement.

Importance of Condition Module. We evaluated the impact of different condition settings on
the performance of our method, with α = 0.025 and steps = 3w. The results in Table 4 show that
after embedding the hard labels, Acc@1 can reach 76.62%, while embedding the probabilities can
increase Acc@1 to 85.83%. In contrast, without any embedding, Acc@1 drops to 0.1%, indicating
that the condition module is crucial.

Analysis of Liden and Selection Strategy. We conducted a series of ablation studies to evaluate
the choice of Liden. Previous work has highlighted the gradient vanishing issue associated with
cross-entropy loss (LCE ) (Struppek et al., 2022; Yuan et al., 2023). When Liden = LCE , the attack
results can be found in Table 4. To mitigate gradient vanishing while training the MI-ControlNet,
we adopted LMM proposed by (Yuan et al., 2023). Table 4 also demonstrates the effectiveness of
the selection strategy, resulting in an approximate 10% improvement in Acc@1.

Effect of the Alpha and Steps. We explored the relationship between Acc@1 and α. As shown in
Figure 3, when α exceeds 0.025, the weight of Liden becomes too large, causing significant fluctu-
ations in Lmse and generating non-meaningful images. Conversely, setting α too low slows down
convergence, reducing the effectiveness of the attack. Through extensive testing, we determined α
to be 0.025. With α fixed at 0.025, further analysis of the relationship between Acc@1 and steps
showed that the success rate stabilizes around 30,000 steps, with minimal improvements beyond this
point. In addition to quantitative data, the visualisation results of ablation studies (Figure 4; Figure 7
and 8 in Appendix) further confirm the impact of key factors.

6 CONCLUSION

This paper proposes MI-ControlNet, a novel framework that enhances MIA effectiveness by embed-
ding class probability distributions into the attention mechanism. In addition, we introduce Liden

based on substitute model into the training process, creating a specialized training paradigm for
MIA. The experimental results show that our method achieves superior performance in black-box
scenarios across various settings. These findings not only prove the effectiveness of our method, but
also highlight the potential of LDM in conducting complex privacy attacks. This study provides a
promising avenue for future exploration of the vulnerability of neural networks and advancement of
MIA technology.

9



486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539

Under review as a conference paper at ICLR 2026

REFERENCES

Shengwei An, Guanhong Tao, Qiuling Xu, Yingqi Liu, Guangyu Shen, Yuan Yao, Jingwei Xu,
and Xiangyu Zhang. Mirror: Model inversion for deep learning network with high fidelity. In
Proceedings of the 29th Network and Distributed System Security Symposium, 2022.

Si Chen, Mostafa Kahla, Ruoxi Jia, and Guo-Jun Qi. Knowledge-enriched distributional model
inversion attacks. In Proceedings of the IEEE/CVF international conference on computer vision
(CVPR), pp. 16178–16187, 2021.

Swagatam Das and Ponnuthurai Nagaratnam Suganthan. Differential evolution: A survey of the
state-of-the-art. IEEE Transactions on Evolutionary Computation, pp. 4–31, Feb 2011.

Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Li Fei-Fei. Imagenet: A large-scale hier-
archical image database. In 2009 IEEE Conference on Computer Vision and Pattern Recognition
(CVPR), Jun 2009.

Prafulla Dhariwal and Alexander Nichol. Diffusion models beat gans on image synthesis. Advances
in neural information processing systems, 34:8780–8794, 2021.

Cynthia Dwork, Aaron Roth, et al. The algorithmic foundations of differential privacy. Foundations
and trends® in theoretical computer science, 9(3–4):211–407, 2014.

Matt Fredrikson, Somesh Jha, and Thomas Ristenpart. Model inversion attacks that exploit confi-
dence information and basic countermeasures. In Proceedings of the 22nd ACM SIGSAC confer-
ence on computer and communications security, pp. 1322–1333, 2015.

Matthew Fredrikson, Eric Lantz, Somesh Jha, Simon Lin, David Page, and Thomas Ristenpart.
Privacy in pharmacogenetics: An {End-to-End} case study of personalized warfarin dosing. In
23rd USENIX security symposium (USENIX Security 14), pp. 17–32, 2014.

Ian Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing Xu, David Warde-Farley, Sherjil Ozair,
Aaron Courville, and Yoshua Bengio. Generative adversarial nets. Journal of Japan Society for
Fuzzy Theory and Intelligent Informatics, pp. 177–177, Oct 2017.

Gyojin Han, Jaehyun Choi, Haeil Lee, and Junmo Kim. Reinforcement learning-based black-box
model inversion attacks. In Proceedings of the IEEE/CVF Conference on Computer Vision and
Pattern Recognition (CVPR), pp. 20504–20513, 2023.

Yue Han, Junwei Zhu, Keke He, Xu Chen, Yanhao Ge, Wei Li, Xiangtai Li, Jiangning Zhang,
Chengjie Wang, and Yong Liu. Face adapter for pre-trained diffusion models with fine-grained id
and attribute control. ECCV, 2024.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recog-
nition. In 2016 IEEE Conference on Computer Vision and Pattern Recognition (CVPR), Jun 2016.

Martin Heusel, Hubert Ramsauer, Thomas Unterthiner, Bernhard Nessler, and Sepp Hochreiter.
Gans trained by a two time-scale update rule converge to a local nash equilibrium. Neural Infor-
mation Processing Systems (NeurIPS), Jan 2017.

Jonathan Ho and Tim Salimans. Classifier-free diffusion guidance. arXiv preprint
arXiv:2207.12598, 2022.

Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising diffusion probabilistic models. Advances in
neural information processing systems, 33:6840–6851, 2020.

Gao Huang, Zhuang Liu, Laurens Van Der Maaten, and Kilian Q. Weinberger. Densely connected
convolutional networks. In 2017 IEEE Conference on Computer Vision and Pattern Recognition
(CVPR), Jul 2017.

Mostafa Kahla, Si Chen, Hoang Anh Just, and Ruoxi Jia. Label-only model inversion attacks via
boundary repulsion. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), pp. 15045–15053, 2022.

10



540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593

Under review as a conference paper at ICLR 2026

Tero Karras, Samuli Laine, and Timo Aila. A style-based generator architecture for generative ad-
versarial networks. In 2019 IEEE/CVF Conference on Computer Vision and Pattern Recognition
(CVPR), Jun 2019.

Tero Karras, Miika Aittala, Janne Hellsten, Samuli Laine, Jaakko Lehtinen, and Timo Aila. Training
generative adversarial networks with limited data. Cornell University - arXiv, Jun 2020.

Diederik P Kingma and Jimmy Ba. Adam: A method for stochastic optimization. arXiv preprint
arXiv:1412.6980, 2014.

Zewen Li, Fan Liu, Wenjie Yang, Shouheng Peng, and Jun Zhou. A survey of convolutional neu-
ral networks: analysis, applications, and prospects. IEEE transactions on neural networks and
learning systems, 33(12):6999–7019, 2021.

Xinqi Lin, Jingwen He, Ziyan Chen, Zhaoyang Lyu, Bo Dai, Fanghua Yu, Wanli Ouyang, Yu Qiao,
and Chao Dong. Diffbir: Towards blind image restoration with generative diffusion prior. arXiv
preprint arXiv:2308.15070, 2023.

Rongke Liu, Dong Wang, Yizhi Ren, Zhen Wang, Kaitian Guo, Qianqian Qin, and Xiaolei Liu. Un-
stoppable attack: Label-only model inversion via conditional diffusion model. IEEE Transactions
on Information Forensics and Security, 2024.

Ziwei Liu, Ping Luo, Xiaogang Wang, and Xiaoou Tang. Deep learning face attributes in the wild.
In 2015 IEEE International Conference on Computer Vision (ICCV), Dec 2015.

Ilya Loshchilov and Frank Hutter. Decoupled weight decay regularization. arXiv preprint
arXiv:1711.05101, 2017.

Hong-Wei Ng and Stefan Winkler. A data-driven approach to cleaning large face datasets. In 2014
IEEE International Conference on Image Processing (ICIP), Oct 2014.

Bao-Ngoc Nguyen, Keshigeyan Chandrasegaran, Milad Abdollahzadeh, and Ngai-Man Man Che-
ung. Label-only model inversion attacks via knowledge transfer. Advances in Neural Information
Processing Systems, 36, 2024.

Ngoc-Bao Nguyen, Keshigeyan Chandrasegaran, Milad Abdollahzadeh, and Ngai-Man Cheung. Re-
thinking model inversion attacks against deep neural networks. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition (CVPR), pp. 16384–16393, 2023.

Adam Paszke, Sam Gross, Francisco Massa, Adam Lerer, James Bradbury, Gregory Chanan, Trevor
Killeen, Zeming Lin, Natalia Gimelshein, Luca Antiga, et al. Pytorch: An imperative style, high-
performance deep learning library. Advances in neural information processing systems, 32, 2019.

Xiong Peng, Feng Liu, Jingfeng Zhang, Long Lan, Junjie Ye, Tongliang Liu, and Bo Han. Bilateral
dependency optimization: Defending against model-inversion attacks. In Proceedings of the 28th
ACM SIGKDD conference on knowledge discovery and data mining, pp. 1358–1367, 2022.

Alec Radford, Luke Metz, and Soumith Chintala. Unsupervised representation learning with deep
convolutional generative adversarial networks. International Conference on Learning Represen-
tations (ICLR), Jan 2016.

Maria Rigaki and Sebastián Garcı́a. A survey of privacy attacks in machine learning. Cornell
University - arXiv, Jul 2020.

Robin Rombach, Andreas Blattmann, Dominik Lorenz, Patrick Esser, and Björn Ommer. High-
resolution image synthesis with latent diffusion models. In Proceedings of the IEEE/CVF confer-
ence on computer vision and pattern recognition, pp. 10684–10695, 2022.

Florian Schroff, Dmitry Kalenichenko, and James Philbin. Facenet: A unified embedding for face
recognition and clustering. In 2015 IEEE Conference on Computer Vision and Pattern Recogni-
tion (CVPR), Jun 2015.

Junzhe Song and Dmitry Namiot. A survey of the implementations of model inversion attacks.
In International Conference on Distributed Computer and Communication Networks, pp. 3–16.
Springer, 2022.

11



594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647

Under review as a conference paper at ICLR 2026

Yang Song, Jascha Sohl-Dickstein, Diederik P Kingma, Abhishek Kumar, Stefano Ermon, and Ben
Poole. Score-based generative modeling through stochastic differential equations. arXiv preprint
arXiv:2011.13456, 2020.

Lukas Struppek, Dominik Hintersdorf, Antonio De Almeida Correia, Antonia Adler, and Kristian
Kersting. Plug & play attacks: Towards robust and flexible model inversion attacks. In Proceed-
ings of the 39th International Conference on Machine Learning (ICML), Proceedings of Machine
Learning Research, pp. 20522–20545. PMLR, 2022.

Christian Szegedy, Vincent Vanhoucke, Sergey Ioffe, Jon Shlens, and Zbigniew Wojna. Rethinking
the inception architecture for computer vision. In 2016 IEEE Conference on Computer Vision and
Pattern Recognition (CVPR), Jun 2016.

Mingxing Tan and Quoc Le. Efficientnet: Rethinking model scaling for convolutional neural net-
works. In International conference on machine learning, pp. 6105–6114. PMLR, 2019.

Kuan-Chieh Wang, Yan Fu, Ke Li, Ashish Khisti, Richard Zemel, and Alireza Makhzani. Variational
model inversion attacks. Advances in Neural Information Processing Systems, 34:9706–9719,
2021a.

Tianhao Wang, Yuheng Zhang, and Ruoxi Jia. Improving robustness to model inversion attacks via
mutual information regularization. In Proceedings of the AAAI Conference on Artificial Intelli-
gence, volume 35, pp. 11666–11673, 2021b.

Ting-Chun Wang, Ming-Yu Liu, Jun-Yan Zhu, Andrew Tao, Jan Kautz, and Bryan Catanzaro. High-
resolution image synthesis and semantic manipulation with conditional gans. In Proceedings of
the IEEE conference on computer vision and pattern recognition (CVPR), pp. 8798–8807, 2018.

Zipeng Ye, Wenjian Luo, Muhammad Luqman Naseem, Xiangkai Yang, Yuhui Shi, and Yan Jia.
C2fmi: Corse-to-fine black-box model inversion attack. IEEE Transactions on Dependable and
Secure Computing, 21(3):1437–1450, 2023.

Xiaojian Yuan, Kejiang Chen, Jie Zhang, Weiming Zhang, Nenghai Yu, and Yang Zhang. Pseudo
label-guided model inversion attack via conditional generative adversarial network. AAAI Con-
ference on Artificial Intelligence(AAAI), 2023.

Hang Zhang, Chongruo Wu, Zhongyue Zhang, Yi Zhu, Haibin Lin, Zhi Zhang, Yue Sun, Tong He,
Jonas Mueller, R Manmatha, et al. Resnest: Split-attention networks. In Proceedings of the
IEEE/CVF conference on computer vision and pattern recognition, pp. 2736–2746, 2022.

Lvmin Zhang, Anyi Rao, and Maneesh Agrawala. Adding conditional control to text-to-image
diffusion models. In Proceedings of the IEEE/CVF International Conference on Computer Vision,
pp. 3836–3847, 2023.

Yuheng Zhang, Ruoxi Jia, Hengzhi Pei, Wenxiao Wang, Bo Li, and Dawn Song. The secret re-
vealer: Generative model-inversion attacks against deep neural networks. In Proceedings of the
IEEE/CVF conference on computer vision and pattern recognition (CVPR), pp. 253–261, 2020.

12


