Multi-Class Support Vector Machine
with Differential Privacy

Jinseong Park!, Yujin Choi’, Jaewook Lee**
'Korea Institute for Advanced Study 2Seoul National University

jinseong@kias.re.kr, {uznhigh, jaewook}@snu.ac.kr

Abstract

With the increasing need to safeguard data privacy in machine learning models,
differential privacy (DP) is one of the major frameworks to build privacy-preserving
models. Support Vector Machines (SVMs) are widely used traditional machine
learning models due to their robust margin guarantees and strong empirical per-
formance in binary classification. However, applying DP to multi-class SVMs
is inadequate, as the standard one-versus-rest (OvR) and one-versus-one (OvO)
approaches repeatedly query each data sample when building multiple binary
classifiers, thus consuming the privacy budget proportionally to the number of
classes. To overcome this limitation, we explore all-in-one SVM approaches
for DP, which access each data sample only once to construct multi-class SVM
boundaries with margin maximization properties. We propose a novel differen-
tially Private Multi-class SVM (PMSVM) with weight and gradient perturbation
methods, providing rigorous sensitivity and convergence analyses to ensure DP
in all-in-one SVMs. Empirical results demonstrate that our approach surpasses
existing DP-SVM methods in multi-class scenarios.

1 Introduction

As machine learning models may contain sensitive information about training data samples, privacy-
preserving machine learning methods are actively investigated. Differential privacy (DP) [} 2] is
one of the prominent privacy concepts by offering a rigorous mathematical framework to quantify
and bound the risk of disclosing a single individual’s data in training datasets. To hide personal
information, DP methods add random perturbations to model parameters or their outputs [3]]. At the
same time, as the randomness inevitably degrades the utility of the models, it is important to reduce
the noise level or the number of data accesses [4].

Support vector machine (SVM) [3] is one of the widely used traditional machine learning models with
a strong theoretical guarantee of margin and following empirical performance in binary classification
tasks. Within various privacy-preserving SVMs [6} 7], Chaudhuri et al. [3] proposed a DP convex
optimization approach and applied it to SVM with convex margin maximization to ensure DP within
the SVM framework. Later research has focused on improving the convex optimization analysis to
reduce noise levels [8H10]. Alternatively, previous papers tailored to DP-SVM frameworks [[11} [12]
have proposed enhancing SVM privacy using a Wolfe dual formulation. However, the multi-class
classification using DP-SVMs has not been actively investigated. In multi-class classification, Park
et al. [[13] argued that traditional one-vs-rest (OvR) or one-vs-one (OvO) strategies present challenges
for DP due to the need for multiple binary SVMs, leading to repeated data accesses for training
samples and, consequently, a repeated consumption of the privacy budget for each classifier.
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Figure 1: [lustration of multi-class classification strategies for c classes. The individual sample (%) is
queried repeatedly in (a) and (b), but only once in (c). Each color represents a class.

To address the problem of multiple data accesses in support vector classification, we introduce a DP-
friendly and straightforward solution to minimize the privacy cost of multi-class SVMs by leveraging
all-in-one SVMs [14H17]. All-in-one SVMs solve the joint convex optimization problem, which
allows for a single access to each data point while maximizing margins for multi-class classifiers.
Fig. [I]demonstrates the advantages of the all-in-one method in this paper in terms of data access,
compared to other strategies in multi-class scenarios.

In this paper, we propose a novel differentially Private Multi-class SVM (PMSVM), which signifi-
cantly reduces privacy expenditures by accessing each data point only once, based on the all-in-one
multi-class SVM framework. Our approach includes two methods to obtain a private model: (i)
Weight Perturbation (WP), which adds Gaussian noise to the primal weight vector of all-in-one
SVMs, and (ii) Gradient Perturbation (GP), which applies a smoothed hinge-loss approximation and
introduces noise during gradient descent. In summary, the proposed PMSVM framework (i) reduces
the number of data accesses per sample, (ii) thus achieves better utility, while (iii) preserving the key
properties of SVMs. Empirical evaluations on benchmark multi-class datasets show that our method
outperforms existing DP-SVM approaches in both accuracy and privacy-utility trade-offs, making it
a practical solution for privacy-preserving multi-class machine learning models.

2 Backgrounds

2.1 Differential Privacy

Differential privacy (DP) [1} 2] establishes a mathematical framework to ensure the privacy of training
data caused by changes in an individual sample, such as deletion and modification. To prevent the
leakage of individual information through query responses, its formal definition is as follows:

Definition 1. (Differential privacy) A randomized mechanism M satisfies (€, 8)-differential privacy
((€,8)-DP) if, for two neighboring datasets D, D' € X, which differ in exactly one data sample, and
Sor any set of possible outputs O C Range(M),

PrlM(D) € O] < e“Pr[M(D") € O] + 4. (1)

The privacy loss is quantified by the parameter €, where smaller values of € indicate a stronger privacy
guarantee. The parameter § represents the probability of failure for the mechanism M.

Definition 2 (L, Sensitivity). For a function f : D — R, the sensitivity A ¢ is defined as
Ap = D) — f(D' 2
1 = max|[f(D) = F(D)ll2; @)



where D and D' differ by at most one element.

We introduce widely used properties as remarks for DP, i.e., composition to boost the sequential
application, and post-processing to preserve the privacy guarantee of outputs that are already private.

Remark 1. (Composition [2]]) Let M1 : X — Ry be an (e1,01)-DP algorithm, and let Mo : X —
Ry be an (ea,02)-DP algorithm. Then, their combination M1 o : X — Rq x Rg by the mapping:
Mio(c) = (Mi(-), Ma(:)) is (€1 + €2,01 + 02)-DP. For k > 2, the composition of k algorithms,
where each algorithm meets (¢, 0), satisfies

Pr[M(D) € O] < e*Pr[M(D’) € O] + ké. 3)

Remark 2. (Post-processing [2)]) If a mechanism M : X — R is (¢,0)-DP, for any randomized
mapping h : R4 — Ra, ho M : X — Ry is at least (¢,6)-DP.

Balle and Wang [[18] proposed an analytic Gaussian mechanism to reduce the noise level of DP:
Remark 3. (Analytic Gaussian Mechanism [[18|]]) Let f be a function with Lo sensitivity A. A
Gaussian output perturbation mechanism M(x) = f(x) + z with z ~ N'(0, o°1) satisfies (¢, )-DP
for all € > 0, the if and only if

A eo A€o
- _ p€ —_— <
@(20 ) e <I>( 55 ) <4, 4)

where ® is the cumulative distribution function of the standard normal distribution.

2.2 Multi-class Support Vector Machine

Binary Support Vector Machine Support Vector Machines (SVMs) [5] are a broadly used
machine learning method with margin maximization for building binary classification boundaries.
Consider a training dataset with n samples, D = {x;,y; }I,, where each x; € R? is a feature vector
and y; € {—1, 41} its corresponding label. Then, the objective of SVM is as follows:

rnlnf||w||2 Zﬁ, st.oy(wixi+b) >1-&, & >0,Vi, 5)

where w € R? is the weight vector, b is the bias term, &; represents the slack variables accounting for
misclassifications, and C' is the regularization parameter controlling the trade-off between margin
and errors. The Wolfe dual of Equation [5]is formulated as follows:

max Zal — = ZZalaJylij x; st 0< oy § — Zazyl =0, Vi, (6)

=1 j=1
where a = {ay, ..., a,} € R™ are the dual variables. Utilizing the Karush-Kuhn-Tucker (KKT), we
can obtain the optimal parameter with w = Z?:l @;Y;X;, where & are the optimal dual parameters
of the convex optimization @ Then, the binary support function is formulated as f(x) = W ' x + b.

Multi-Class Support Vector Machine The most common way to expand binary SVM to multi-class
is to use one-versus-one (OVR) or one-versus-one (OvO) approaches by training each classifier for
each class pair or each class versus the rest, respectively. After training multiple binary classification
models, we can make a decision § = arg maxyc({w, X + by, } for c classes and class-wise weights
wy, and bias by,. Stacking the class—wise weights gives a weight matrix W = [wr, ..., w.] € R?x¢
and biases b € R¢ for multi-class classification.

Instead of calculating support vectors for each binary classification, a line of work investigated
training multi-class SVM [15H17] at once, which is called all-in-one SVM methods [14]. Each
all-in-one method has its own design for defining the margin. Among them, Weston and Watkins
[L5] (WW-SVM) formulated a multi—class classification as a single joint optimization problem:

n
min Z wl3+ 530 Y &
i=1 k£y; @)
st oWy X+ by, > WX+ b+ 1= &, & > 0,k €[],k # yi,i € [n).



Table 1: Comparison of multi-class SVM strategies (c: # of classes, n: # of training samples).

Method Loss function # variables per classifier # classifiers # accesses per sample
OovO pair-wise QP (convex) 2n/c clc—1)/2 c—1

OvR class-wise QP (convex) n c c
All-in-one joint QP (convex) net 1 1

: we note that it may depend on the implementation algorithm.

Crammer and Singer (CS-SVM) proposed to penalize only the largest violating class, not all pairs,
per sample [[16]. Then the optimization can be written as follows:

1< C &
. 2
min gkzlllvvkﬂﬁg;&
- -

s.t. W;xq; — WXt vy >1—&,6 >0,k €[d,i € [n].

where vy, . equals to 1 if & = y; and O otherwise.

®)

More recently, Nie et al. [17] developed a concept of maximizing minimum margin SVM (M3-
SVM), not just maximizing the margin between class pairs. With the support function fy;(x) =
(wy — Wl)TX + b, — by between class k and [ for k < [, its objective function with Ly-norm is

1 , O
ming Z Wi —will3 + . Z Zfikl
k<l i=1 k<l
) ©))
Jr(xi) 21— &im, fory, =k, .
s.t. ikl > 0,k <1, € [n].
{sz(Xi) < =1+ &, fory; =1, S ]
In summary, WW-SVM enforces c pair-wise constraints per sample, each with its own slack &;;
CS-SVM imposes a single constraint by penalizing only the most-violating class and therefore uses
a single slack &;; whereas M3-SVM simultaneously applies all pair-wise constraints per sample,
introducing a distinct slack &;y; for every class pair.

3 Differentially Private Multi-Class SVM

3.1 Motivation: Advantages of All-in-One SVM for Privacy

We begin by comparing the trade-offs of multi-class SVM strategies in Table[I] Each method has
its own strengths. For instance, the OvO approach requires only 2N/c¢ dual variables per problem,
which allows it to scale efficiently and be easily parallelized. The OvR method grows linearly with
the number of classes, avoiding the quadratic explosion at inference time. The primary advantage
of the all-in-one SVM method is its ability to build a robust classifier in one step by calculating the
pair-wise or maximum margin at once, compared to an ensemble of binary classifiers that may become
overfitted to each individual class [17]. Note that efficiency improvements may vary depending on
the specific implementation of each algorithm.

When focusing on privacy, we observe that all-in-one SVMs have a clear advantage. They reduce the
number of data accesses needed to build classifiers. In contrast, binary classification methods such as
OvO or OVR require multiple accesses to data samples, which increase linearly with the number of
classes ¢, consuming the privacy budget repeatedly with each access. Specifically, the composition
theorem (Remark [T) states that the number of accesses to individual data samples directly affects the
noise level if each mechanism has a dependency on training data. When applying this principle to
the OVR case, the composition of ¢ classifiers requires ce privacy budget when each binary classifier
requires €. Therefore, to maintain the same total privacy budget, we can only allocate < to each binary
classifier, amplifying the amount of noise on each classifier.

In the following subsections, we propose differentially Private Multi-class SVM (PMSVM) with
weight and gradient perturbations tailored for all-in-one SVMs that can significantly lower the privacy
cost of building DP classifiers. In contrast to existing OvO or OvVR methods, the proposed PMSVM
requires only one data access to build a multi-class classifier, allowing us to utilize the full privacy
budget e.



3.2 Weight Perturbation for All-in-one PMSVM

Motivated by the DP empirical risk minimization (ERM) methods [3} [8H10]], we first propose a weight
perturbation method for PMSVM (PMSVM-WP). In DP ERM problems, we estimate the optimal
weight w and protect it by adding random noise proportional to the sensitivity. The sensitivity in
Definition [2]indicates how significantly the weight can vary with the worst-case changes to individual
data points. The Wolf dual problem of the all-in-one SVMs can be unified as follows [[14]:

mm E E My, pyiq X Xj O p Qg — E g

Lp 7,9

C
st.0<ayp < e Z az,p<— Vi€ [n Z Z Qip Uy, pk =0, VEke][d,

i=1pePy,

(10)

U

where Py, =Y \ {y;} is the set of non-true class indices for sample i; vy, p = Cyi k= Cpk with e j
denoting the k-th component of the basis vector e, € R and My, 5, o = > 11 Vy, pk Yy, 0.k

The convexity of convex quadratic optimization problems remains in the dual formulation of all-
in-one SVMs. Therefore, we take a closer look at the leave-one-out method [[19] of support vector
classifiers, which bounds the difference of the support function after changing one individual sample.
To calculate the sensitivity of optimal weights and support functions, we need to track the sensitivity
in the dual function since the dual variables of SVM are defined per data sample.

Definition 3 (Weight Perturbation). W = W + z, where z ~ N (0, 02,1) for optimal weight w.

To calculate the sensitivity of w for DP, we derive a new Lemma, a multi-class extension of the
leave-one-out bound of SVM [19]], as follows:

Lemma 1. For a convex function T, a dataset D, and input scaler g(-), let wp = > .| &;g(x;),
where (a1, . . ., Gy,) is the solution to:

mln E E E ahpaj,unupVyJ7q9 Xz 9(x; +§ T(—aip)

P J.q

Let D™ be D with the n-th point X, removed, and let W p~ be defined similarly. Then the difference
of the weights between original and leave-one-out SVMs is bounded as:

C

ST W = Wil < Amax (G) |Gl []g(xn ) |2
k=1

Using this Lemma, we can calculate the sensitivity of the weights w of all-in-one SVMs.

Theorem 1 (DP guarantee of weight perturbation). w = w + z (Deﬁnmonl) satisfies an (€, 0)-DP
when z ~ N(0,021X). For oy in Remark the sensitivity of the all-in-one SVM weight A, is:

2C
Aw = 7 )\max(G)7 qu = <Vy~,p7 Vy’q>’ (11)

where Amax is the largest eigenvalue of the Gram matrix G. The support function f (x) =
arg maxye({ W, x} is also (¢,8)-DP.

Detailed proofs of Lemma [I] and Theorem [I] are provided in Appendix [B] However, this is a
generalized version of the weight perturbation in a binary setting [[L1,[13]]. We can obtain the same
sensitivity of binary support vectors in [13]] with Equation where v, , = ep, thus Ay = 2C/n
in Lo norm with normalization to max(||g(-)||2) = 1. This is a tightened version of Ay = 4C/n
in binary SVM [[11]. Within all-in-one SVMs, we primarily focus on CS-SVM due to the ease of
calculating Aax (G), i.., v/ Amax(G) = V2 due to Vy p = €y — €p. Therefore, we can expand the

sensitivity of binary weight to multi-class weight at a cost of 1/2 ratio while reducing the access to
training data regardless of the class numbers, which gives a significant advantage for the multi-class
scenario, when ¢ > 2.



3.3 Gradient Perturbation for All-in-One PMSVM

In addition to solving the SVM dual solution through weight perturbation, we now focus on the
primal solution and utilize a smoothed approximation of the hinge loss to compute gradients. Since
gradient methods outperform output perturbation methods [8]], we refer to our approach as gradient
perturbation for PMSVM (PMSVM-GP). Specifically, Nie et al. [17] proposed a smoothed version of
Equation 0] for gradient updates in all-in-one SVMs, introducing a small perturbation ¢ > 0:

.n Yik + Vv T2, C
min Y- Y- PV =N e — w3+ (W 4 (BB, (2)
=1 ky; k<l

where yix = 1 — (W, 2; + by, — W] x; — by,) is replaced by the smooth approximation g (yix) =
('Yik +/5 + g2) / 2 for ¢ > 0. p is a small regularization parameter to ensure a unique solution.

Definition 4 (Gradient Perturbation). Wiy1 = Wy — m:8: = Wy — ne[M¢(wy, D) + z| where
z; ~ N(0,02 1) for update step t € [0,...,T — 1] with gradient update mechanism M, and

» Ywy
learning rate 77;. The final weight of the gradient update is W = Wr.

Due to the strong convexity of (12), following the proof of [17] and the positive definiteness of its
Hessian matrix, the convergence of the loss function with gradient methods is guaranteed.

Lemma 2. (Moments accountant [20]). There exist constant ¢1 and co so that given total steps T
and sampling probability q, for any € < c1q*T, gradient updates guarantee (¢, )-DP, for any § > 0

if we choose
> Czq\/Tlog(1/5). (13)

€

To ensure the gradient updates are private, we use differentially private gradient descent (DP-GD) or
its mini-batch stochastic version, differentially private stochastic gradient descent (DP-SGD). For
updates, we should choose the noise level o with the privacy budget (¢, §) as follows:

Theorem 2 (DP guarantee of gradient perturbation). Wyi1 = Wy — ¢ [M;(wy, D) + 2] (Definition
and its final weight W satisfy (¢, §)-DP when updating as follows:

" R R R 1 n V(t)(xl)
Wil = Wy — 18t = Wy — ﬁt{g lzzl max(l, ||V(t)(xi) ||2/R) + zt}a (14)
where individual gradients of x;, V") (Xl) = [Vgt) (Xi)y s Vgt) (xz)] are calculated as:
, /212
—~ %wa/\Z(kaWz)Jr%Wm k =y,
o ) A AVt Ik (15)
k . 2 2
Yik £V Yig £ 67 Wxi+2>\2(wk_wl)+2/~twka k# s,
2V, + 7 Ik

and z; ~ ./\/(O, RQO'QI) with the o in Lemmaand individual gradient clipped to size R.

Refer to the appendix of [20] for the proof of the moments accountant of DP gradient methods, while
we calculate the gradients following Equation[T5] To show the advantage of the proposed method
by reducing the noise level, we now investigate the utility gain of our method compared to previous
DP-SVMs in the same privacy budget. As the objective function is strictly convex, we can guarantee
a tight error bound [9} 21]] with gradient updates as follows:

Lemma 3. ([21]]) Suppose F(w) is A-strongly convex and let w = arg min,, F'(w). Consider the
stochastic gradient update

Wil = Wi — 1 [My(wy, D))
where E[ My (wy), D] = VF (wy), E[||My(w;)||3] < G2 and the learning rate schedule is 1, =
Then, forany T > 1,

L
At®

E[F(wr) — F(W)] = O(G;ijg@)



Then, by 7 € (0, 1] is the ratio of ¢ in the Gaussian noise of ours to that of the OvR and OvO settings,
i.e., T = Oours/0OvR OF T = Ooms/00v0, We can make a tighter bound of convergences of the

(T)

noised gradient update w.© compared to non-private gradient update wr as follows:

Theorem 3 (Utility Advantage). Let each single—example loss f(w, z;) be L-Lipschitz and the
population objective F(w)=E,[f(w, )] be A\—strongly convex. Consider the noisy gradient update

Wt+1 = Wt — Utgt = W¢ — 1t (an(wt, D) + Zq—)7 Zr ~ N(O, 7'20'2]:),
where T € (0,1] is the ratio of ¢ in the Gaussian noise. Let W(TT ) be the T-th iteration with noise z,
and w is without noise addition. Then, with a decayed learning rate n(t) = %, forany T >1,
2) log T)

B[F(wr) - F(w;ﬂn N gat=tt

Instead, with a constant learning rate n(t = S with0 <c <! 5, forany T'>1,

) =
E[F(wr) — F(w <T>)] O(cdo? (1_72)).

Thus, we theoretically prove that the reduced noise level in the all-in-one classifier results in smaller
error compared to non-private updated points.

The main reason to use clipping-based gradient updates in DP-SGD is that these approaches are ex-
tensively studied, allowing us to leverage recent analytical techniques for gradient-based optimization.
By the moments accountant, we can lower the privacy cost of the composition to (O(ge\/T), §)-DP
[20]. Also, we can utilize the Poisson sub-sampling [22] for mini-batch update, since private opti-
mization has limited access to the data samples due to the privacy-utility trade-offs. Furthermore,
adopting advanced techniques is feasible within our framework. For example, for stable convergence,
we can adapt adaptive moment methods, such as Adam [23] and its DP variants [24]], update the
weight of Equation[T4]into adaptive gradient perturbation (AGP) as follows:

my = fimy_1 + (1= B1) &, Vi = oV + (1 — B2)(8 © &),
. 1y . Vi . . my (16)
m; = , Vi = Ty W =Wy = Nl—F—/—,

1 — B 5 VVet+y

1—

with the gradient momentum m; and the second-moment accumulator v; of Equation as in
[24], which helps to reduce the iteration complexity. Because of the post-processing in Remark 2]
Equatlonm 16|still guarantees (e, d)-DP guarantee of Lemmal

4 Related Works

Existing DP-SVM methods primarily focus on binary classification tasks. Chaudhuri et al. [3]
investigated the use of DP convex optimization in SVMs, and Rubinstein et al. [[11] expanded the
methods with kernels with weight perturbation in binary setups. As the support vectors of dual
formulation are coupled with the subset of training data, Jain and Thakurta [12] published the private
weight based on the interactive scenario of model users. Ding et al. [9] used the gradient method
for SVM with smoothed loss. None of the following works on DP-SVMs [25, [26] investigated the
privacy amplification of multi-class SVMs.

Park et al. [13] argued a similar research question to our paper that multi-class SVMs need multiple
accesses for training. Rather than mitigating within the boundary of SVMs, they detoured from
the method with a kernel clustering and labeling method. On the other hand, we directly utilized
the all-in-one SVMs to reduce the number of data accesses, which is compatible with the non-DP
methods, such as CS-SVM or M3-SVM.

S Experiments

5.1 Experimental Design

Datasets We used multi-class classification datasets from the University of California at Irvine
(UCI) repository [27]] for various data types: Cornell (CS web pages), Dermatology (clinical skin



Table 2: Performance comparison across datasets for weight- and gradient-perturbation methods. We
bold the best accuracy within each perturbation strategy.

Data . Weight Perturbation Gradient Perturbation
PrivateSVM [11] ~ OPERA [9] = PMSVM-WP | GRPUA [9] Linear [20] PMSVM-GP PMSVM-AGP
1 0.197+0.089  0.2444+0.095 0.599+0.199 | 0.493+£0.029 0.624+0.035 0.623+0.018 0.693 £ 0.032
Comell 2| 0.278+0.086  0.333+0.127 0.730+£0.242 | 0.572+£0.011 0.695+0.033 0.695+0.032  0.707 +0.023
4| 0448+0.139  0.5054+0.172 0.761+0.248 | 0.692+0.043 0.74740.010 0.7234+0.026 0.752£0.023
8 0.597 +0.201 0.6834+0.222 0.770+0.250 | 0.746+0.023 0.7924+0.015 0.7894+0.024  0.765 £ 0.024
1 0.2404+0.120  0.296+0.131  0.711+0.098 | 0.787+0.041 0.911+0.028 0.865+0.050 0.905+0.017
Dermatology 2| 0422+0.142  0465+0.141 0.8214+0.076 | 0.903+£0.026 0.930£0.018 0.954+0.021 0.951 +£0.042
4| 0595+0.146  0.698+0.134 0.894+0.064 | 0.968+0.015 0.970+0.022 0.965+0.015 0.978 £0.012
8 0.858+£0.078  0.897+0.058 0.923+0.052 | 0.976+£0.015 0.973+£0.014 0.970+£0.018 0.976 +0.018
1 0.5754+0.137  0.67440.105 0.889+0.013 | 0.851+0.020 0.88740.005 0.908+0.008  0.929 £ 0.007
HHAR 2 0.78940.101 0.864+0.040 0.896+0.007 | 0.861+0.013 0.92040.006 0.94440.002  0.946 + 0.004
4| 0.889+0.023  0.898+0.016 0.898+0.006 | 0.873+0.013 0.9364+0.003 0.958+0.004 0.956 + 0.006
8 0.9124+0.009  0.913+0.005 0.898+0.006 | 0.869+0.006 0.949+0.002 0.962+0.003 0.959 +0.003
1 0.053+0.021 0.046+0.020 0.262+0.103 | 0.060+0.020 0.466+0.042 0.442+0.011 0.501+0.025
ISOLET 2| 0.054£0.017  0.063£0.023 0.502+0.075 | 0.078 £0.023 0.672+£0.038 0.670+£0.022  0.687 +0.017
41 0.072+£0.032  0.123+£0.044 0.699 £0.056 | 0.117+0.012 0.820+0.014 0.8124+0.023 0.804 £0.010
8 0.1374+0.048  0.2054+0.055 0.813+0.031 | 0.197+0.038 0.8584+0.024 0.8744+0.009 0.840+£0.013
1 0.18440.071 0.236+0.068 0.884+0.018 | 0.747+0.018 0.8754+0.009 0.8794+0.005 0.897 £ 0.006
USPS 2 0.2574+0.093  0.367+0.105 0.919+0.008 | 0.845+0.007 0.904+0.009 0.911+0.006 0.907 £+ 0.006
4| 0.503+0.121 0.642+0.088 0.925+0.007 | 0.876+0.005 0.922+0.005 0.9204+0.003  0.917 £0.002
8 0.769+0.069  0.843+0.026 0.929+0.006 | 0.880+0.004 0.928+0.005 0.930+0.001  0.924 +£0.003
1 0.3124+0.058  0.3314+0.053 0.281+0.070 | 0.568 £0.052 0.661+0.046 0.62040.050  0.696 £ 0.060
Vehicle 2 0.356+0.073  0.3454+0.053 0.307+£0.064 | 0.659+0.055 0.7224+0.034 0.6764+0.056 0.753 £0.007
4| 03774+0.064  0.384+0.068 0.378+0.097 | 0.728+0.012 0.7114+0.035 0.7074+0.018  0.733 £0.023
8 0.386+0.057  0.379+0.047 0.478+0.106 | 0.722+0.020 0.7294+0.024 0.7214+0.063  0.766 - 0.009

records), HHAR (wearable activity sensors), ISOLET (spoken alphabet), USPS (hand-written digits),
and Vehicle (vehicle silhouettes).

Baselines For comparison methods, we compared with both existing weight and gradient perturba-
tion methods in DP-SVMs based on OVR strategies. For weight perturbation, we compared with
PrivateSVM [11] and OPERA [9]. For gradient methods, we compare with GRPUA [9]. Additionally,
for gradient descent [20] for a neural network classification, we used a linear layer (Linear), with
the cross-entropy loss, which shares the same architecture but with the loss used in neural network
classification. We exclude the DP-SVM models having interaction with users [[12] and local DP [25]].

Experimental details For privacy budget, we fixed § = 10~° on various e. We reported the mean
and standard deviation on each setting, where we used 20 runs for weight perturbation and 5 runs
for gradient perturbations. We performed a grid search on each method to find the well-performing
one on € = 4, and used the obtained parameters for each model on other epsilons. We searched on
C'/n for weight perturbation, and learning rate 7, gradient steps T, and fixed the clipping R = 1 for
gradient methods. We further utilize the min-max scaler for weight perturbation to bound the input
sensitivity to 1 and thus calculate the sensitivity of w easily. We utilize a Poisson sub-sampling batch
size of 128 for gradient methods.

We utilized the SVM packages in Sklearn [28]] for weight perturbation, and the Opacus [29] for
gradient descent methods based on Pytorch [30]. All experiments were run on an Intel(R) Xeon(R)
CPU E5-2680 v3 @ 2.50GHz and a single NVIDIA GeForce RTX 4090.

Code is available at https://github.com/JinseongP/private_multiclass_svm. Refer to
Appendix [C] for further details of datasets and experimental settings.

5.2 Classification Results

Table [2] presents the multi-class classification results of weight and gradient perturbation methods. In
both perturbation strategies, our method, based on all-in-one SVM, surpasses previous SVM strategies
in multi-class settings. For weight perturbation, our method significantly improves the performance,
especially with small €, where the decision is more perturbed with noise, and thus reducing noise in
our method gives a big potential for utility improvement. The observed underperformance on the
Vehicle dataset likely stems from the poor baseline performance of the all-in-one SVM itself, as we
used a uniform hyperparameter C' across all methods.
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Figure 2: Accuracy gap between DP-SVM methods and their non-private baselines (e = co). Lower
value indicates a smaller accuracy—privacy trade-off, thus indicating a DP-friendly property.

Gradient perturbation methods typically outperform weight perturbation methods by mitigating
instability, adding noise incrementally during training rather than afterward. In both the standard
gradient descent and its adaptive variant, our approach exceeds the performance of the existing
gradient method, GRPUA. Additionally, our margin-maximizing gradients surpass linear layers with
CE loss, confirming observations by [17] within DP scenarios.

To show the DP-friendly advantages of employing an all-in-one method, we depict the accuracy gap
between DP and non-DP (e = o) settings for each method in Fig. 2] Specifically, we calculate
non-DP accuracy and show the average accuracy gap across datasets listed in Table[2} where the lower
value has better utility-privacy trade-offs. Within a low level of privacy guarantee (higher €), the
accuracy gap remains small (under 0.15), and differences among methods are also small. Conversely,
under tighter privacy constraints (lower €), the accuracy gap widens significantly, emphasizing the
strength of each method for DP. Consequently, the proposed PMSVM method proves to be DP-
friendly and consistently robust across diverse multi-class datasets. Detailed individual dataset results
are available in Appendix

5.3 Additional Experiments

We now present additional experiments concerning our proposed methods.

Convergence Fig.[3|shows the training loss, training accuracy, and test accuracy used to evaluate
the convergence of our method. Smaller € values introduce larger noise, which hinders convergence
and leads to loss divergence at e = 1. In contrast, with larger €, the model effectively minimizes
the loss and converges well for understanding the generalization performance. Overall, adaptive
optimizers achieve faster convergence in the early training stages.
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0.804
0.754
5,070

Q
£ 0.651
=1

Accuracy

S
£ 0.60

GP e=1 AGP e=1

—e— GP £=2 —=— AGP &=2 0551

—e— GP e=4 —m— AGP e=4 0.50
0.4 —e— GP £=8 —a— AGP £=8

0.454
Epoch Epoch Epoch

Figure 3: Convergence curves of training loss, training accuracy, and test accuracy for the proposed
PMSVM-GP and PMSVM-AGP methods.

Learning rate decay Classical gradient-based SVMs utilize a decaying learning rate schedule [9]
for convergence, while DP-based deep learning approaches often use a constant learning rate [32]
to reduce the number of interactions. To investigate this further, we report accuracy and absolute
error under a linear learning-rate decay in Table 3] The results, including additional datasets in the
Appendix, show no clear advantage for either strategy.



Table 3: Ablation study on the effect of learning rate decay for the proposed gradient perturbation
methods. We bold the better performance in bold and Diff indicates the absolute difference w/ and
w/o Ir decay. Results for other datasets are shown in Appendix

Dataset ¢ PMSVM-GP + Ir decay Diff | PMSVM-AGP  +1r decay Diff

1 0.663+0.010 0.673+£0.033 0.010 | 0.692+0.025  0.692+0.022 0.000

Cormnell 2 0.71940.023  0.743+£0.009 0.024 | 0.7284+0.018  0.706+0.021 0.022

4 0.771+£0.014 0.7524+0.010 0.019 | 0.772+0.019  0.748+0.013 0.024

8 0.770+£0.012 0.765+0.015 0.005 | 0.769+0.029  0.774+0.014 0.005

1 0.8954+0.038 0.908+0.029 0.013 | 0.900+0.031  0.824+0.065 0.076

Dermatolo 2 0.949+0.022 0.938+£0.043 0.011 | 0.941+0.024  0.930+0.040 0.011
€Y 4 0.973£0.017 0.9384+0.021 0.035 | 0.984:0.006 0.973+£0.010 0.011

8 0.976+0.015 0.957+0.026 0.019 | 0.984+0.006  0.98410.006 0.000

Computation We then compare the computational time of existing multi-class DP-SVMs based on
weight and gradient perturbation in Table[d Because weight-perturbation baselines rely on the built-in
scikit-learn implementations, their running times are essentially those of the OVR and all-in-one
strategies: the Crammer—Singer formulation solves a single joint QP with nc variables, whereas
OvR decomposes into ¢ independent binary SVMs, each with n variables. Given that standard
QP solvers scale as O(num of params®), Crammer—Singer entails O(n®c®), while OVR requires
O(cen?). In practice (e.g., in scikit-learn using LIBLINEAR), the observed gap is smaller practically.
This explains the runtime gap between OPERA and PMSVM-WP, such as ISOLET. However, we
highlight that the time for noise addition is negligible to ensure DP. For gradient methods, GRPUA
performs c separate binary classifications and therefore takes several times longer than the proposed
gradient-based private SVM, which updates all parameters all at once.

Table 4: Computation time for weight and gradient perturbation methods. We measured total training
time for weight perturbation methods with scikit-learn built-in SVM in seconds, and per-iteration
time for gradient perturbation methods in milliseconds (ms).

Method Cornell Dermatology HHAR ISOLET USPS Vehicle Average

Weight OPERA 0.04+0.01 0.01£0.00 1.37£0.11  0.62+0.08  1.10£0.68  0.01£0.00 0.53 (sec)

& Ours-WP  0.06+0.02 0.01£0.00 1.68+0.50  1.55+0.44  1.274+0.73  0.01£0.00 0.76 (sec)
Gradient GRPUA  37.57£0.73  24.13+0.34 44.90+3.03 86.60+£524 47.47+£2.25 19.39+1.17 43.34 (ms/iter)

Ours-GP  16.04+1.43  5.9040.90 5.47+2.44  19.09+7.26  5.03+0.51  4.06+0.18  9.27 (ms/iter)

Further datasets and detailed results, including ablation studies on clipping threshold and batch sizes,
are provided in Appendix [C]

6 Conclusion

This paper presents a novel privacy-preserving multi-class SVM framework designed to mitigate the
issue of repeated data access found in existing multi-class SVM approaches under DP scenarios. By
employing all-in-one methods, our framework significantly reduces the noise level through decreased
data access, eliminating the need for multiple binary classifiers for both weights and gradients.
Limitation and Social Impact: We contribute to enhancing the trustworthiness of machine learning
models through improved privacy protections. However, further experiments are necessary in domains
where privacy is particularly crucial, such as healthcare, face recognition, or IoT domains.
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NeurlIPS Paper Checklist

(a)

(b)

(©

Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: Abstract contains our main contribution, i.e., privacy-preserving support vector
machines tailored to the multi-class scenario.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

Limitations

Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: We discuss the limitation and social aspects in the conclusion section.
Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
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Justification: We provide theorems and corresponding lemmas to understand the theorem in
the main paper, and detailed proofs in the Appendix.

Guidelines:

The answer NA means that the paper does not include theoretical results.

All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

All assumptions should be clearly stated or referenced in the statement of any theorems.

The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

Theorems and Lemmas that the proof relies upon should be properly referenced.

(d) Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We wrote all of the hyperparameters in the appendix and will publish the code
on GitHub if accepted.

Guidelines:

The answer NA means that the paper does not include experiments.

If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

(e) Open access to data and code
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Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]
Justification: We will attach our code as supplementary material.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.
* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: It is reported in the Experimental section and Appendix.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in the appendix, or as supplemental
material.
Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]
Justification: We report standard deviations of the experiments.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

15


https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy

(b

@

* The assumptions made should be given (e.g., Normally distributed errors).

e It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

e It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

» For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: It is written in the Experiment section.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]
Justification: This research complies with the NeurIPS Code of Ethics.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).
Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justification: The social impact discussed in the Conclusion section.
Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.
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» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: Our method rather provides a mechanism to train the model with privacy.
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We only used public code or data, and cited in the paper.
Guidelines:

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

 For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

 If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.
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* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: Our implementation relies on existing assets except for code implementation.
Guidelines:

* The answer NA means that the paper does not release new assets.

» Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

Declaration of LLM usage
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Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]

Justification: This research does not involve LLMs as any important, original, or non-
standard components.

Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

¢ Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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A Notations

We summarize the important notation used in the paper in Table[3]

Table 5: Summary of notations.

Differential Privacy
M

D, D’

€,0
Ay
[P

Support Vector Machine

D= {(Xiayi) :L:l
n

d
XiERd
w € Rixe
beR
& >0
C

7x)
c
Wi € Rd, b, € R
W = [wy,...,w] € Rixe
b=[by,...,b]" € R¢
i,p
Py, =Y \{y:}
Vyi,p.k = Cyik T Epk
iy = D=1 Vyipok Vyj.a.k
Methodology
w
W =w+2z,2z~N(0,02I)
Gpg = (Vyps Vy,q)

) max

"t
R
o> e gy/T 1In(1/6)

€
Yir = 1 — (W;]}l + by, — W,Il‘i — bk.)

randomized mechanism
neighboring datasets
privacy parameter
Loy-sensitivity of f
Euclidean norm

training set

# of samples

feature dimension
feature vector

flattened weight vector
bias term

slack variable
regularization parameter
dual variables

decision function

# of classes

class—wise weight & bias
weight matrix

bias vector

dual var for sample 4, class p
non—true class indices
encoding vector
interaction matrix

optimal primal weight
noisy weight

Gram matrix

convexity, top eigenvalue
learning rate

clipping norm bound

noise scale (moments accountant)
margin violation

S smoothing parameter
q sampling prob. in minibatch
T total update steps
T € (0,1] noise scaling factor
B Proofs

B.1 Proof of Theorem[]

(Restated) Lemma For a convex function 7', a dataset D, and input scaler g(-), let wp =

i @ig(x;), where (G, . .., Gy,) is the solution to:

Hgn % Z Z Z aiﬁpaj,qyyi,pl/yj,qg(xi)Tg(Xj) + Z T(—cvip)
4P

“wp jqa k



Let D™ be D with the n-th point x,, removed, and let wp~ be defined similarly. Then the difference
of the weights between original and leave-one-out SVMs is bounded as:

(&

ST IWET = Will? < Amax(G) G 1?19 ()12

k=1

Proof. Let & be the solution of Equation |10} and @™l be the solution of Equation |10, when n-th
training element removed (WLOG). Then, following the proof of Zhang [19], taking a subgradient of
T at ¢; ), with respect to ¢ p,, the following first-order optimality condition holds:

—ViT(—aup) + Z My, p.y;.q XzTXj ajq=0 Vi<n,peP, a7
Jq
Multiply (dﬁ"] — & p) to the equation:
-V T(— aZp)(a[g & p) —I—ZMlpy] xTx]a]q(a[; G;p)=0 Vi<n-—1peP,

Jsq
(18)
By the definition of subgradient, we have
~VAT(=Gi) (Gl = Gip) < T(=al0) = T(~dip) (19)
Therefore, we can get
T(=a) = Y My, pyya X X5 @gq (@1 — i p) < T(=ad") (20)
J,q
Then, taking summation over ¢, p:
n—1 n—1ln—1
Z Z YiDs ypqx Xj aj, q(dz['tﬂ — Qip) Z Z Yi,p ypqx Xja %5‘%
i,p P Jq
(21)
n—1 n—1n—1
< ST 3 3T ST My dlal] (22)
i,p P Jq
n—1 n—1ln—1
< Z T(—ai) + Z Z YisPYi»d X X Qi pQjq- (23)
i Lp Jhq

The second inequality follows from the definition of &[™, as in the proof of Lemmal Note that
since the domain of p depends on i, we simply notate > | ZPGP asy i Yand Y, > pep,.

as Zi’p (and the same with j and ¢). Next, denote aL]p = 0, then,

1
Ty (70 =[] Te ~ =
5 E § My, py;.a%i Xj (aip Q; p)(ag, — Qjq) § ,E :Mynpynqxnxnanypan,q

LP Jhq
(24
1
D) Z Z Z Vyn,p,k VquJcX XnOn,pQin,q (25)
P q k=1
1
:§X7TL Zan pOn,q(Vynp Vyna) (26)
p.q
L1 1A 1 2 <2
:ixn XnQ, Gay, < §HXn” Amax (G) || | 27
The last inequality holds because the Gram matrix is PSD. Therefore,
DI = Wil < A (G 3¢ (28)
k=1
O
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Using this Lemma, we can calculate the sensitivity of the weights w of all-in-one SVMs.

(Restated) Theorem([I} (DP guarantee of weight perturbation) w = w + z (Definition 3)) satisfies an
(¢,6)-DP when z ~ N (0, 02 T). For oy in Remark 4] the sensitivity of the all-in-one SVM weight
Ay 1s:
2C
Aw = ry Amax(G), Gpg = (Vy.ps Vya)s 29)
where Apax is the largest eigenvalue of the Gram matrix G, and v, , € R® is a vector that kth
component is vy, 4 . Moreover, the support function f(x) = arg maxye({ W, x} is also (¢, §)-DP.

Proof. Firstly, we need to find the sensitivity of W. Let T'(—c«; ;) := —a; p, which is affine and
therefore convex. Then, by Lemmal[I} the following inequality holds:

c

ST W = Wil < A (G) |12 50| (30)
k=1

For ||x,|| < k¥ = max g(x), usually set £ = 1 with normalization,

C
IWE = Wlp < =5 A (). (31)
n
By triangle inequality,
[n] [n] 20k
IWpr = Wpllp < [Wp" = Wpllr +[IWp/ = Worllr < ==V Amax(G). (32)
Therefore, for flattened weight w for W,
2Ck
|lWpr —wpll2 = [|[Wpr — Wpllr < - Amax(G). (33)

Adding isotropic Gaussian noise for oy, in RemarkE] therefore guarantees (e, §)-DP, and the post-
processing property extends the guarantee to the decision function f(-). O

B.2 Proof of Theorem[3|

(Restated) Lemma ([211]) Suppose F'(w) is A-strongly convex and let w = arg min, F'(w).
Consider the stochastic gradient update

Wip1 = Wy — i [My(wy, D))

where E[ M, (w¢), D] = VF(w;), E[|| My(w;)||3] < G?, and the learning rate schedule is 7, = 5.
Then, for any 7" > 1,

E[F(wr) — F(W)] = O(G;ijg@)

(Restated) Theorem@ (Utility Advantage) Let each single—example loss f(w, z;) be L-Lipschitz
and the population objective F(w) =E,[f (w, z)] be A=strongly convex. Consider the noisy gradient
update

Wip1 = W — 1)t (an(Wt, D) + ZT)7 Zr ~ N(O> T2021)7

where T € (0, 1] is the ratio of o in the Gaussian noise. Let W(TT ) be the T-th iterate produced with
noise scale T and wr is without scaling.

We follow the utility guarantee of the gradient methods in strong convex case [9].

Proof. Define
My =nV f(wy, 2¢) + 2z, Mﬁ” =nV f(w, 2¢) + ZiT)v

where 2, is sampled uniformly from the dataset, z, ~ A/(0, *I), and z\”) ~ N/(0, 7252I).
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By taking expectation over z; and then over the noise, we can obtain
E[M; | = Ly \Y ;) +Elz,] =VF
t|we]=mn- o Zl (Wi, 2i) + Elze] = (W),

and similarly E[Mff) | w¢] = VF(w,), which indicates both are unbiased estimators for gradient.
Moreover, since each f(-, z) is L-Lipschitz and the noise is independent of the gradient,
2
E[M3 = E||nV f(we, z0)||, + 2BV f(wy, 2¢), 2¢) + El 23
<n2L24+0+do® = G? E|M|2<n’L?+dr30? = G2
By Lemma 3| with n, = 1/(\¢),
29 r - 2 1o,
E[F(wr) - F(w)] = O35, E[F(wi?) - F(W)] = 05557,

AT

Subtracting gives

2_2) 1o - ., o
E[F(wr) - F(w)] = O({E=G5H08T ) — o d2Usr s T,

Similarly, for constant step size n = ¢/A (0 < ¢ < %), Lemmayields
E[F(wr) — F(W)] = 0(nG?), E[F(w{) - F(W)] = 0(yG2),

hence
E[F(wr) ~ F(w{)] = O(5(G? = G2)) = O(cda®(1 - 7).

C Experiments

C.1 Experimental Settings

We provide the dataset statistics in Table[6] including sample size, dimensionality, and number of
classes for each dataset.

Table 6: Summary of benchmark datasets used in the experiments.

Dataset #samples (n) dims (d) classes (¢)
Cornell 827 4,134 7
HHAR 10,229 561 6
USPS 9,298 256 10
ISOLET 1,560 617 26
Dermatology 366 34 6
Vehicle 946 18 4

We present the experimental details of the DP SVMs: weight-perturbation settings are summarised in
Table[7] and gradient-perturbation settings in Table[§] For weight perturbation, the regularization
constant C'/n is fixed across methods, as it governs the standard deviation of the Gaussian noise;
the search space is {0.001,0.005, 0.01,0.05,0.10,1.0}. For gradient perturbation, we adopt the
base learning rate (Base LR) and regularization C/n provided in the official implementation of
Nie et al. [17]. Each method is fine-tuned over epochs {5, 10,20,30} and learning-rate scales
{0.1,0.5,1.0,2.0,5.0}; the resulting learning rate is Base LR X LR scale. Hyperparameters are
selected at € = 4 and used for all other privacy budgets.

C.2 Additional Experiments

We present additional results on the accuracy gap shown in Fig. 2] for the remaining datasets.
Fig. @] reports the results for weight-perturbation methods, and Fig. [5|shows the results for gradient-
perturbation methods. We present additional results on the convergence shown in Fig. [3] for the
remaining datasets in Fig. [6]
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Table 7: Regularization constant % used in all the weight-perturbation methods.

Dataset

Cornell

Dermatology HHAR

ISOLET USPS Vehicle

g 0.005

0.005

0.001

0.001

0.005  0.001

Table 8: Search space and best hyperparameters of gradient perturbation methods.

Dataset Base LR ¢ | GRPUA Linear PMSVM-GP PMSVM-AGP
| Epochs LR Scale Epochs LR Scale Epochs LR Scale Epochs LR Scale
Cornell 0.10 0.005 5 2.0 10 0.1 10 0.1 30 0.1
HHAR 0.02 0.0005 30 0.5 20 0.5 30 0.1 30 0.1
USPS 0.01 0.001 30 5.0 30 0.5 20 0.5 20 0.5
ISOLET 0.001 0.001 20 1.0 30 2.0 30 2.0 30 5.0
Dermatology 0.01 0.100 5 1.0 10 0.5 10 0.5 10 2.0
Vehicle 0.05 0.0001 20 1.0 10 0.5 10 1.0 30 1.0
Cornell HHAR
o B o B3 o B ows e . B o B3 orera B o
% 0.5 % 0.30
:D; 04 E 025
% % 0.20
2 g 0.10
= 0.1 < 0.05
0.0 0.00
e=1 £=2 £=4 €=8 e=1 £=2 e=4 £=8
(a) Cornell (b) HHAR
USPS Vehicle
0.8 B PrivateSVM @ OPERA  EEE Ours-WP 0.16 B PrivateSVM [N OPERA  EEER Ours-WP
07 R 0.14
% 06 gl 0.12
E 05 Eé 0.10
E’% 0.4 i.; 0.08
203 006
Eg 0.2 2(5’ 0.04
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ISOLET Dermatology
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E; 0.6 E& 0.5
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(e) ISOLET (f) Dermatology

Figure 4: Weight Perturbation; Accuracy gap between DP-SVM methods and their non-private
baselines (¢ = co0). Lower value indicates a smaller accuracy—privacy trade-off, thus indicating a

DP-friendly property.

We present additional results on the ablation studies of learning rate shown in Table[3]for the remaining
datasets in TableEl Furthermore, Table shows the difference between selecting R. It is true that
there is no universal rule to choose R, we concluded that R = 1 from [31]] is a reasonable choice
for the gradient method [33]]. Table [TT] shows the results of different batch sizes for the Poisson
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Figure 5: Gradient Perturbation; Accuracy gap between DP-SVM methods and their non-private
baselines (¢ = co0). Lower value indicates a smaller accuracy—privacy trade-off, thus indicating a
DP-friendly property.

subsampling in Opacus [29]. We use min(batch size, # of training data). Compared to full batch
gradients, the results of subsampling show better performance.
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Figure 6: Convergence curves of training loss, training accuracy, and test accuracy for the proposed
PMSVM-GP and PMSVM-AGP methods.
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Table 9: Ablation study on the effect of learning rate decay for the proposed gradient perturbation
methods. We bold the better performance in bold and Diff indicates the absolute difference w/ and

w/o Ir decay.

Dataset e PMSVM-GP + Ir decay Diff | PMSVM-AGP + Ir decay Diff
1 0.663+£0.010 0.673+0.033 0.010 | 0.6924+0.025  0.692+0.022 0.000

Comell 2 0.719+0.023  0.743+0.009 0.024 | 0.728+0.018  0.7064+0.021  0.022
4 0.771+£0.014 0.752+0.010 0.019 | 0.772+0.019  0.748+0.013  0.024

8 0.770+0.012 0.765+0.015 0.005 | 0.769+0.029  0.774+0.014 0.005

1 0.895+0.038 0.908+0.029 0.013 | 0.900+0.031  0.824+0.065 0.076

Dermatolo 2 0.949+0.022 0.9384+0.043 0.011 | 0.941+0.024  0.9304+0.040 0.011
€Y 4 097320017 0.938+0.021 0.035 | 0.984-0.006 0.973+£0.010 0.011

8 0.976+0.015 0.957+0.026 0.019 | 0.984+0.006 0.984+0.006 0.000

1 0.9384+0.008 0.9424+0.003 0.004 | 0.945+0.002 0.9414+0.001 0.004

HHAR 2 0.953+0.004 0.953+0.002 0.000 | 0.956+0.001  0.9494+0.003 0.007
4 0.960+0.003 0.956£0.002 0.004 | 0.959+0.004  0.956+0.003 0.003

8 0.962+0.002 0.956+0.002 0.006 | 0.959+0.003  0.959+0.003 0.000

1 0.336+0.027 0.312+0.023 0.024 | 0.339+0.033  0.246+0.021  0.093

ISOLET 2 0.542+0.054 0.496+0.031 0.046 | 0.572+0.022  0.49740.043 0.075
4 0.717+0.047 0.645+0.047 0.072 | 0.714+0.045  0.667+0.038 0.047

8 0.789+0.017 0.687+£0.022 0.102 | 0.814+0.023  0.789+0.021 0.025

1 0.896+0.007 0.908+0.004 0.012 | 0.9084+0.005  0.912+0.005 0.004

USPS 2 0.917+0.005 0.9224+0.001 0.005 | 0.9194+0.004  0.921+0.001 0.002
4 0.927+0.004 0.924+0.003 0.003 | 0.926+0.003  0.926+0.003  0.000

8 0.930+0.002 0.9274+0.002 0.003 | 0.927+0.004  0.929+0.003 0.002

1 0.604+0.083 0.666+0.030 0.062 | 0.671+0.029  0.662+0.021  0.009

Vehicle 2 0.678+0.033  0.709+0.027 0.031 | 0.724+0.016  0.7074+0.025 0.017
4 0.727£0.030 0.729+0.020 0.002 | 0.753+0.013  0.739+0.011 0.014

8 0.7414£0.028 0.749+0.016 0.008 | 0.768+0.015 0.760+£0.011 0.008

Table 10: Ablation study on the effect of selecting R € {0.01,0.1,1, 10}.

Dataset

R =0.01

R=01

R=1

R=10

Cornell

0.677 £0.007
0.679 £0.003
0.683 £0.003
0.747 £ 0.006

0.681 £0.000
0.687 £0.006
0.745 £0.017
0.765 £0.024

0.693 £0.032
0.707 £0.023
0.752£0.023
0.765 £0.024

0.347£0.110
0.560 £0.034
0.653 £ 0.025
0.657 £0.006

Dermatology

0.842 £0.028
0.950£0.016
0.987 £0.000
0.982 £ 0.008

0.878 £0.070
0.955£0.028
0.978 £0.016
0.978 £0.016

0.905 £0.017
0.951 £0.042
0.978 £0.012
0.976 £0.018

0.171 £0.110
0.230 £0.084
0.559 £0.034
0.743 £0.036

HHAR

0.922 £0.004
0.943 £ 0.001
0.948 £0.001
0.953 £0.001

0.929 £0.002
0.947 £0.002
0.951 £0.002
0.953 £0.001

0.929 £ 0.007
0.946 £ 0.004
0.956 £ 0.006
0.959 £ 0.003

0.885 £0.007
0.913 £0.004
0.931 £ 0.002
0.938 £ 0.003

ISOLET

0.431 £0.007
0.661 £ 0.027
0.732+£0.013
0.825£0.024

0.458 £0.013
0.662 £ 0.026
0.746 £0.010
0.849£0.014

0.501 £0.025
0.687£0.017
0.804 £0.010
0.840£0.013

0.057 £0.030
0.076 £0.029
0.119£0.022
0.110+£0.002

USPS

0.917 £0.003
0.922 +0.001
0.927 £ 0.002
0.928 £ 0.002

0.920 £0.001
0.927 £ 0.000
0.929 £ 0.003
0.931 £0.002

0.897 £ 0.006
0.907 £ 0.006
0.917 £0.002
0.924 £0.003

0.810 £0.004
0.856 £ 0.003
0.873 £0.002
0.891 £ 0.003

Vehicle

0 BN =00 RN =0 RN =0 RN~ RN—=0RND =M

0.641 £0.026
0.684 +£0.017
0.710£0.015
0.722 £ 0.009

0.680 £0.050
0.716 £ 0.009
0.727+£0.014
0.741 £0.020

0.696 £ 0.060
0.753 £0.007
0.733£0.023
0.766 £ 0.009

0.329£0.010
0.484 £0.019
0.578 £0.071
0.673 £0.038
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Table 11: Ablation study on the effect of batch size for subsampling.

Dataset

bs=32

bs=64

bs=128

bs=256

bs=512

bs=full

Cornell

0478 £0.112
0.564 +0.021
0.641 +0.058
0.667 £0.019

0.681 £ 0.000
0.687 +0.000
0.737+0.015
0.761 £0.004

0.693 £0.032
0.707+£0.023
0.7524+0.023
0.765 £ 0.024

0.408 £0.130
0.5844+0.034
0.630+0.021
0.663 +£0.021

0.424 £0.041
0.544+£0.019
0.602+0.016
0.661 £0.023

0.480 £ 0.066
0.590 +0.024
0.645 +0.034
0.671 £0.007

Dermatology

0.297 +0.059
0.369 £0.068
0.599 +£0.056
0.712+0.067

0.883+0.077
0.937 £0.034
0.9194+0.023
0.964 +0.028

0.905+0.017
0.951 £0.042
0.978+£0.012
0.976+0.018

0.365 +0.068
0.379+£0.116
0.527+0.115
0.680 +0.090

0.260 +0.227
0.357 £0.097
0.522+0.123
0.635+0.023

0.243+0.143
0.320£0.021
0.541 £0.166
0.635+0.059

HHAR

0.878 +=0.009
0.908 +0.002
0.928 +0.001
0.940 £ 0.000

0.9344+0.003
0.941 +0.004
0.954 +0.004
0.950 £ 0.002

0.929 4 0.007
0.946 +0.004
0.956 +0.006
0.959 +0.003

0.888 -0.004
0.916 +0.006
0.9324+0.003
0.939 £ 0.004

0.886 £0.012
0.912 +0.006
0.928 +0.004
0.944 £ 0.003

0.884 £ 0.005
0.913+0.008
0.932+0.005
0.943 +£0.003

ISOLET

0.059+0.010
0.054 £0.022
0.124+£0.034
0.120+0.013

0.465 +0.042
0.614+£0.013
0.769 +0.039
0.834+0.018

0.501+0.025
0.687 £0.017
0.804+0.010
0.840+0.013

0.063 +0.008
0.074 £0.031
0.0934+0.034
0.157+0.010

0.038 +0.013
0.060 £0.038
0.084 £0.012
0.145 £ 0.006

0.037+0.014
0.037 £0.005
0.105+0.030
0.144 +0.045

USPS

0.813+£0.002
0.855+0.011
0.876 +0.004
0.891 £ 0.002

0.918 +£0.002
0.9224+0.001
0.920+0.003
0.931 £0.003

0.897 £0.006
0.907 +0.006
0.917 +0.002
0.924 +0.003

0.803 +0.007
0.854 4+0.006
0.880 +0.004
0.899 £ 0.006

0.813+£0.012
0.854+0.014
0.878 =0.001
0.895 £ 0.003

0.829 +0.008
0.854 +0.009
0.874 +0.005
0.887 £0.010

Vehicle

0 BN =00 AN =00 RN~ RN~ RNR~RREND—M

0.363+0.163
0.410£0.094
0.524 +0.080
0.651+0.056

0.688 +0.024
0.684 +0.024
0.718+0.018
0.731+0.007

0.696 = 0.060
0.753 £0.007
0.7334+0.023
0.766 £ 0.009

0.45540.063
0.480+0.063
0.569 +0.034
0.659 +0.020

0.444 £0.032
0.445£0.131
0.563 +0.051
0.624 +0.031

0.424 +0.064
0.480£0.075
0.571+0.031
0.639 +0.040
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